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What's New

The NetWitness 12.0.0.0 release provides new features and enhancements for every role in the Security
Operations Center.

Upgrade Paths

The following upgrade paths are supported for NetWitness 12.0.0.0
o NetWitness 11.6.0.0 to 12.0.0.0
e NetWitness 11.6.0.1 to 12.0.0.0
o NetWitness 11.6.1.0 to 12.0.0.0
e NetWitness 11.6.1.1 to 12.0.0.0
e NetWitness 11.6.1.2 to 12.0.0.0
e NetWitness 11.6.1.3 to 12.0.0.0
* NetWitness 11.6.1.4 to 12.0.0.0
e NetWitness 11.7.0.0 to 12.0.0.0
¢ NetWitness 11.7.0.1 to 12.0.0.0
e NetWitness 11.7.0.2 to 12.0.0.0
* NetWitness 11.7.1.0 to 12.0.0.0
e NetWitness 11.7.1.1 to 12.0.0.0

For more information on upgrading to 12.0.0.0, see Upgrade Guide for NetWitness 12.0.0.0

Security Fixes

For more information on Security Fixes, see Security Advisories.

Product Version Life Cycle for NetWitness Platform

See for Product Version Life Cycle for NetWitness Platform a list of versions that reach End of Primary
Support (EOPS).

Enhancements

The following sections are a complete list and description of enhancements to specific capabilities:
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e Policy Based Centralized Content Management

* Springboard
e Respond
 Investigation

e User Interface

¢ Endpoint Investigation

e Concentrator, Decoder, and Log Decoder Services

e Event Stream Analysis (ESA)

* Reports

To locate the documents that are referred to in this section, go to the NetWitness Master Table of
Contents.

The Product Documentation section has links to the documentation for this release.

Policy Based Centralized Content Management

Policy based Centralized Content Management is a unified approach to find, deploy, and manage content
through the entire life cycle based on policies that can be assigned to groups of devices. It is a single
location to view, modify and manage the content deployed across all services in the environment.

Benefits of Policy based Centralized Content Management:

e Add content from RSA Live or add your own custom content.

e Add or remove content without repeating the process on each individual service.

* Add a new service to an existing group to automatically deploy all necessary content.

S NETWITNESS  Investigats €SP il Dashboard  Reports IS) 3¢

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER Rl

End point Define Group - End point

Assign services to the group. One service can be added to only one group. A service i disabled if it is assigned to another group.

Available Services Selected Services

Searc @ ) HIDE SERVICES IN A GROUP

SERVICENAME  GROUP HOST VERSION @ - v L

decoder - Decoder  None decoder 12000 [©) SERVICENAME | GROUP HosT VERSION

endpointloghybri... None endpointloghybrid ~ 12.0.0.0
packethybrid-D...  None packethybrid 12000 ®

SERVICE NAME GROUP VERSION @ -

Previous Save and Close
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e One-click management of subscriptions and automatic updates

® Simply toggle the Subscribe button to enable automatic updates of content.

D¢NETWITNESS  Investigate  Respond  Users  Hosts  Files  Dashboard  Reports S % ® admin

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R

< pi X

DESCRIPTION GROUPS POLICY STATUS LAST UPDATED CREATED ON CREATED BY
contentvalidation g1 (2)  published 07/05/202204:14:23am  07/05/202203:43:18am  admin

[ Edit Policy W Delete Policy (7 Publish Policy

FEED (1) APPLICATION RULE (2) LOG DEVICE (0) LUA PARSER (3) NETWORK RULE (0)
‘ 7 Subscribe ‘ @ Enable

O] ORDER NAME MEDIUM LAST UPDATED SUBSCRIPTION STATUS
v 1 Etc Password Get Request packet,log 11/11/2017 03:38:38 am Unsubscribed Disabled

2 NGINXHTTP Server packet,log 01/09/2020 06:50:32 pm Unsubscribed Enabled

* Provide highly responsive and updated UI for browsing RSA Live content that can help you with the
following:

® View Live and custom content along with your content policies and click B 6 add content.

B Seamlessly view Live content along with your own custom content.

® (Centrally import and deploy live and custom content.

DESCRIPTION GROUPS  POLICY STATUS LAST UPDATED CREATED ON CREATED BY
il gl Unpublished 06/29/2022 08:14:35 am 06/29/2022 08:10:38 am admin

4 Edit Policy T Delete Policy (I Publish Policy

FEED (6)  APPLICATION RULE (6 LOG DEVICE (7 LUA PARSER (7)  NETWORK RULE (0)  EVENT STREAM ANALYSIS RULE (0)  BUNDLE (0)

NAME MEDIUM LAST UPDATED SUBSCRIPTION STATUS
CustomTCP packet 11/11/2017 03:39:06 am Unsubscribed Enabled

Avamar packet 09/23/2017 05:37:02 am Subscribed Disabled

nwll packet,log /2022 01:47:54 pm Subscribed Enabled

BGP_lua packet 9/ 17 05:37:03am Unsubscribed Disabled

Canon_BJNP packet 09/23/2017 05:37:05 am Subscribed Enabled

parser1 packet 4 Unsubscribed

parser2| | Cust packet 8:04: Unsubscribed

For more information, see Policy based Centralized Content Management topic in the Live Services
Management Guide.

Springboard

The following section describes the new enhancements for the Springboard component:
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Enhanced Springboard to Support New Built-in Panels

NetWitness Platform Springboard introduces five more out-of-the-box panels based on the events
processed and presented on Springboard view. On the Springboard, Administrators and Analysts can
now view the following panels of events data which helps in threat hunting and investigation:

e MITRE ATT&CK tactics

e MITRE ATT&CK techniques
o Indicators of Compromise

o Enablers of Compromise

o Behaviors of Compromise

Administrators can customize these panels to display only the event-focused data for analysts to carry
out further investigation.

For more information, see Managing the Springboard topic in NetWitness Platform Getting Started
Guide.

o I—

© Default Board @ Last24Hours £ Manage Board

MITRE ATT&CK tactics (12) MITRE ATT&CK technig

Create Custom Springboard at the User Level

Administrators and Analysts can now add their own custom private board to the NetWitness Platform
Springboard and add panels with important system indicators, which helps in threat hunting and
investigation. The custom private board is visible only for users who created it. The board allows users
to organize and manage information in an easy manner.

For more information, see Managing the Springboard topic in NetWitness Platform Getting Started
Guide.
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S NETWITNESS gat
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zations (100)

DESTINATION ORGANIZATION

Top Domain Destinations (17)

SOFTLAYER TECHNOLOGL..
4362
GOOGLE SERVERS
22

SPECTRUM

100
HOST EUROPE GMBH
2]
COMCASTCABLE
84

SESSION COUNT & DESTINATION DOMAIN

Automated Custom Springboard from Query

£ SESSION COUNT

Endpoint Files (25)

UNKNOWN

1

| KNOWN

3

Reputation

| KNOWN GOOD

21

FILENAME RISKSCORE % HOST COUNT

During investigation, Administrators and Analysts can add a Springboard panel from the Investigate >
Events view. You can add any number of filters on the query search bar and convert them to

Springboard panels for further detection and watch results. The newly added panels will be saved under a

custom private board. The board will allow users to organize and manage information in an easy manner.

For more information, see Add Springboard Panels from Events view topic in NetWitness Platform

Investigate User Guide.

S NETWITNESS

GATI EGAC ENTS EVENTS M,

SATE EGACY E
Query Profiles . m

08/19/2021 05:30 pm

Filter Events
£ MetaGroup 1§ Ordering v
v @ Fthernet Source Add

5

00:90:69:FF:04:7F

7 Ethernet Protocol (1)
" eth.type

2048 [IP] (398)

Respond

The Respond view is enhanced to track and capture all the events performed by the users on an incident.

Investigate Respond

RE AN.

Users Hosls Files

ents | ] Summary List

COLLECTION TIME

08/23/202110:31:18 am

08/23/202110:31:18 am

08/23/202110:31:18 am

08/23/202110:31:18 am

08/23/202110:31:18 am

08/23/2021 10:31:18 am

08/23/202110:31:18 am

Dashboard

LYSIS
08/19/2021 05:30pm - 06/21/2022 12:06pm v

B eth.type = 2048

Generate Springboard Panel

00:90:69:FF:04:7F  AND

META KEY

Generate Query Profile

1 [ |
o6/21 CED T T

@) crour events
0141 | ip.dst=66.7.217.196 | tcp.srcport=39855 | tcp.dstport=25 [smtp] | service=25 [SMTP]
.30 | ip.dst=69.89.31.237 | tcp.srcport=50718 | tcp.dstport=25 [smtp] | service=25[SMTP]
.27 | ip.dst=69.89.31.237 | tep.srcport=64609 | tep.dstport=25 [smtp] | service=25 [SMTP]
.32 | ip.dst=69.89.31.237 | tcp.srcport=52776 | tep.dstport=25 [smtp] | service=25 [SMTP]
B.230| ip.dst=69.89.31.237 | tcp.srcport=1555| tep.dstport=25 [smtp] | service=25 [SMTP]
3.230| ip.dst=69.89.31.237 | tcp.srcport=4602 | tep.dstport=25 [smtp] | service=25 [SMTP]

8.230| ip.dst=69.89.31.237 | tcp.srcport=5491] tep.dstport=25[smtp] | service=25 [SMTP]

The toolbar actions are enhanced to allow users select only the valid priority, status, and assignee for an

incident.
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Incident Workflow Enhancements

The following changes have been made to the Change Status drop-down list in the Respond
> Incidents view:

¢ Added the new Incident status Reopen to help users open the closed incidents.

o Removed New and Assigned statuses but they are still displayed in the Status column in the Respond
> Incidents > Incidents List view.

 Streamlined the incident status change workflow. All the invalid statuses are grayed out, allowing the
users to select only the valid status for any incident.

For more information, see Escalate or Remediate the Incident topic in the NetWitness Respond User
Guide.

Incident Details View Enhancements

The new History Panel is added to display every action performed by the user on an incident. The
various actions performed on an incident are as shown below:

o Incident Assignee Change
 Incident Status Change
e Incident Priority Change

e Incident Creation

For more information, see Incident Details View topic in the NetWitness Respond User Guide.

Incident Overview Panel Enhancements

The Incident Overview Panel is enhanced to include the following fields:

o Time to Acknowledge(tta): Displays the time taken to assign an Incident after creating it.
o Time to Detect(ttd): Displays the time taken for completing the task after the Incident is assigned.
o Time to Resolve(ttr): Displays the time taken for closing the task after the Incident is created.

o External ID: Allows storing the Incident ID referrals from a different platform.

For more information, see Incident Overview Panel topic in the NetWitness Respond User Guide.

Investigation

The following section describes the new enhancements for the Investigation component:
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Indicators for Searchable Meta

The meta key and meta value pairings now display a binocular icon while viewing a text reconstruction
in the Event Meta panel, indicating the search option. This enhancement helps the analysts to visually
see the indication rather than going through the list of all metadata to figure out which ones may be

searched.

For more information, see the NetWitness Platform Investigate User Guide.

Investigate Respond

VARE ANALYSIS
- Broker All Data v

X NETWITNESS

NAVIGATE
Query Profiles 2=

06/24/2022 01:03 am

EVENTS L

611 Even Host  Email

< Filter || 0] RSAHTTP Iy

[  COLLECTION TIME TYPE DECODER S

&, Download Payloads | | @) DISPLAY COMPRESSED PAYLOADS (JI) DISPLAY DECRYPTED PAYLOAD

06/24/2022 07:00:21 am packethybr

06/24/2022 07:00:21 am packethybr

GET /user-matching?id=11 HTTP/1.1

06/24/202207:00:21 am packethybr
Host: |ads.stickyadstv.com
06/24/202207:00:21 am

packethybr Connection: keep-alive

sec-ch-ua: " Not;A Brand”;v="99", "Microsoft Edge";v="91", "Chromium";v="91"

06/24/202207:00:21 am packethybr

DNT: 1
06/24/2022 07:00:21 am packethybr sec-ch-ua-mobile: ?@
User-

06/24/2022 07:00:21 am packethybr

Agent: Mozilla/5.@ (Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) C

06/24/202207:00:21.am hrome/91.0.4472.124 Safari/537.36 Edg/91.0.864.67

packethybr
Accept: image/webp,image/apng, image/svg+xml,image/*,*/*;q=0.8

06/24/202207:00:21 am packethybr

Sec-Fetch-Site: cross-site

Unified Discovery and Interaction of Events Metadata

Hosts and Files Alerts Details View

& service = 80 X

B

AND €3 did = 'packethybrid' x

06/24/2022 07:02 am +00:00

@@ 0@ . x

get
DIRECTORY 88
/
FILENAME

¥ user-matching
EXTENSION
<none>
QUERY
id=11
ALIAS.IP

?  63251.28.233
ALIAs.HOST| 88
ads.stickyadstv.com

loflresults A~ v/

Analysts have a unified way to interact with events metadata presented in the Alerts tab of Hosts and
Files details view to perform actions or review contextual information. Analysts can use the right and left

click options to view the unified panel data.

For more information on Hosts and Files, see Analyze Hosts Using the Risk Score and Analyze Files

Using the Risk Score topics in NetWitness Platform Endpoint User Guide.

LY
SKXNETWITNESS

AGENT LAST SEEN

15 days ago

1000 WindowsForPSR &

SEVERITY

2

Critical Alerts @ Event Details

3§ Investigate Timeline | | S Analyze Process Tree

EVENT TIME SUMMARY

dtf.exe created process REG.exe Summary

16

dtf.exe created process REG.exe dtf.exe a contexT HIGHLIGHTS

07:16.000 am dtf.e ted process REG. exe 0

11
{ vepium J

05/12/2022 08:07:15.000 am dtf.exe created process REG.exe TARGET F

5.000 am dtf.exe created REG.exe

Context Lookup

29 08:07:15.000 am e TARGET C

REGexe AL o ln
AL 4 NT\Current

Debugeer /i

TARGET DIRECTORY
CAWINDOWS\system32\

TARGET USER

TADAET LACU

@ 1ok oupLICATES

24

12/2022 08:08:27 am

endpointloghybrid1
T

127.00.1

11
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S NETWITNESS

FILE STATU
5.4MB Blacklisted

SEVERITY | . . i ol Ale Event Details

1 . i ( 5 nt Metadata
B Investigate Timeline
EVENT TIME SUMMARY
@ +10E DUPLICATES

05/12/202207:03:53.000 am uimanager.dll summary

uimanager.dll conText HIGHLIGHTS

SESSIONID

FILENAME Hrleed

uimanagerdl _ ime

05/12/2022 07:03:53 am
DIRECTORY

N/A

SIZE

418
SIGNED BY
N/A

oI
endpointloghybrid1

FORWARD.IP
1 1

MEDIUM

32

DEVICETYPE

Respond View

Analysts have a unified way to interact with events metadata presented in the Respond view to perform
actions or review contextual information.

On the Respond Indicators panel, Nodal Graph, and Events List view, analysts can use the left and right
click options to view the unified panel data.

SKNETWITNESS  Investi ers Hosl s ®  avengers admi

INC- 8 A Nodal Graph i JOURNAL (0)

High Risk Alerts: NetWitness Endpoint for
Win2012R2Tmplte

INDICATORS (8)  FIND RELAIE

2b01¢e02.8a10151b
v CONTEXT HIGHLIGHTS
»
110
INCIDENTS
10.237.479.470 p 4
pjournal entries for INC-368468
»

5 - 2 Context Lookup
T, 5 .
857878e - B56ecate Q PivottoInve

Pivot to Iny

A
10237.479.255 Add/Remove from List

4,
4

e N
04:4451am

Win2012R2Tmpite

4
1435084f...53b5f1c3
FrameworiService.exe N

35 e
o New Journal Entry
Lol ¥\ autHoRITSSTEN
R 10254221218
14237.47854
10287479235

MILESTONE | Nor
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¢ NETWITNES v Respond

8468 8events & Nodal Graph | = EventsList JOURNAL (0)

High Risk Alerts: NetWitness Endpoint for 70) Process with Matched Yara Rule (cuere 101
Win2012R2Tmplte
EVENTTIME EVENTTYPE  CATEGORY ACTION  HOSTNAME
07/15/2022 04:25:23000 am Endpoint Network Event ‘Win2012R2Tmplte
INDICATORS (8) | FIND RELATED  HISTORY

OPERATINGSYSTEM  FILENAME HASH
windows ntoskrnl.exe 2b01ee026fa9c87fb6506e8d5345ff06f086898556e46da25983649a8a1015fb

FILENAME AUNCH ARG PATH HASH

SOURCE  ntoskml.exe C\Windows\System32\ 2b01ee026fa9cB7fb6506e8d53
45ff061086898556e46da25983
64928a1015fb

ith Matched Yara Rule (FARGES

There are no journal entries for INC-368468
Process with Matched YaraRule (cven: 10
CONTEXT HIGHLIGHTS . .
ith Mdt EVENTTIME EVENTTYPE  CATEGORY ACTION  HOSTNAME
129 07/15/2022 04:30:38.000 am Endpoint Network Event

INCIDENTS OPERATINGSYSTEM  FILENAME HASH
‘windows NWEAgent.exe 85737f8e64bf3206180e4140631070fc58b73d217a9a9cde29b7e1d5856eeafe

FILENAME LAUNCH ARGUMENT PATH HASH

SOURCE  NWEAgent.exe NWEAgent exe /runasservice  C:\Windows\System32\ 85737f8e64bf3206180e414063
1070fc58b73d217a9a9cde29b7
e1d5856eeafe

10287479470 | < ContextLookup -

Pivotto Inv
Process with Matched YaraRule (cvers 1o
New Journal Entry
EVENTTIME E P CATEGORY ACTION  HOSTNAME USER ACCOUNT
& Pivot to Endpoint Thick Clie 07/15/202204:32:07.000am  Endpoint  Network Event Win2012R2Tmplte
Endpoint
OPERATINGSYSTEM  FILENAME Hast
windows NWEAgentexe  85737f8e64bf3206180e4140631070fc58b73d217a9a9cde29b7e1d5856eeafe
rove from List
FILENAME LAUNCH ARGUMENT PATH HasH
SOURCE NWEAgent.exe NWEAgent.exe /runasservice C:\Windows\System32\ 8573718e64bf3206180e414063
1070fc58b73d217a%9a9cde29b7
‘e1d5856eeafe

MILESTONE | No

For more information, see NetWitness Platform Respond User Guide.

Enhanced Querying on Events View to Exclude any Specific Meta

Analysts can now exclude particular meta values while querying using the NOT(meta contains 'meta
value') option available in the investigate unified panel. The specified meta value is removed from the
query results when you use NOT(meta contains 'meta value') with Append or Refocus option on a
specific meta value. This enhancement helps the analysts to view only the required data results in an
optimized manner and conduct further investigation efficiently.

For more information, see the NetWitness Platform Investigate User Guide.

:ﬁ_{' NETWITNESS Investigate

EVENTS

Query Profiles - Concentrator v All Data v : country.dst exists AND ( 2 NOT (« 3 1tains 'United Kingdc
02/11/202205:55 am 05/26/2022 11:24 am +00:00

Filter E RSA Email Analys!

Meta Group Ordering SOURCEIPAD..  DESTINATION..  TCPDESTINA..  DESTINATION..  HOSTNAMEA.  SOURCE COU. DESTINATION..  SOURCE ORG. DESTINATION..  sUBJECT

2 0 199.67.1.114 5 [19 12] Japan U ate: Fujitsu
der Sourc
151.108.244.117 59.23.21 8080 [152.159.2398]f.. United States United States

151.108.244.117 8080 [152.159.2398]f.. United States United States

151.10 1117 5 5 8080 [152.159.23. o tates United States

151.108.244.117 y. 8080 [15: 13.98]f. United States United States

151.108.244.117 8080 [152.159.2398]f... United States United States

8080 5 .98 ed States

snort unknown
fortinet intrushield .244.117 96 8080 3.96]f... United States United States

nortelvpn aventai
151.108.244.117 2 8080 .. United States United States
neafee
151.108.202.60 159.23.95 Un
Traffic
15110820260 52.159.23.98]f.. United States United States

sutbound 2 47.49 6 [152.159.23.98]f.. United States United States
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View Encrypted Data in Decrypted Format

Analysts can directly view encrypted data that has been decrypted by the decoder, thereby reducing time
and effort in converting data into readable format. The analysts can enable using the Display Decrypted
Payload toggle option in the Events > Text view.

For more information, see the Text Reconstruction topic in the NetWitness Platform Investigate User

Guide.

D¢ NETWITNESS  Investigate

EVENTS  MAL

SATE VARE ANALY
Query Profiles e - Broker v All Data [@ ipsrc = 127.00.1

06/24/2022 01:03 am

CSC, Y Filter 100 RSAHTTP

O COLLECTION TIME TYPE DECODER S0..

o 06/24/202207:00:21am @ packethybrid
@ packethybrid

06/24/202207:00:21am @ packethybrid
packethybrid

06/24/202207:00:212m ® packethybrid
06/24/202207:00:21am packethybrid
packethybrid

packethybrid

packethybrid

packethybrid

packethybrid

packethybrid

packethybrid

packethybrid

Netwe

&, Download Payloads | v | @) DISPLAY COMPRESSED PAYLOADS | (QI)DISPLAY DECRYPTED PAYLOAD

GET /user-matching?id=11 HTTP/1.1
Host: ads.stickyadstv.com
Connection: keep-alive
sec-ch-ua: " Not;A Brand";v=
DNT: 1

sec-ch-ua-mobile: 20

User-

Agent: Mozilla/5.8 (Windows NT 10.0; WinG4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.e.

AND 7% i

", "Microsoft Edge";v="91", "Chromium";v="91"

4472.124 safari/537.36 Edg/91.0.864.67

Accept: image/webp, image/apng, inage/svg+xml, image/*,*/*;q=0.8

Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image

Referer: https://googleads.g.doubleclick.net/

Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=@.9

AND (&8 did = 'packethybrid'

06/24/2022 07:02 am +00:00

@ee0D|a .~

SESSION ID
8104001

SOURCE IP:PORT
192.1680.113

120970

DESTINATION IP:PORT
63.251.28.233

1443

SERVICE

80

FIRST PACKET TIME
06/24/202207:00:21 am
LAST PACKET TIME
06/24/202207:00:21 am
CALCULATED PACKET SIZE
7263 bytes

CALCULATED PAYLOAD SIZE
5451 bytes

CALCULATED PACKET COUNT
32

' kvent Metadata

Select Custom Date and Time Range in the Events View

Analysts can set a custom range in the Investigate > Events view to select a specific time, date, month,
and year using the calendar view that is displayed on clicking the Custom Range option. This

enhancement helps the analysts to select date and time quickly and avoid manual intervention therefore
avoiding human errors (typos).

For more information, see Select a Time Range topic in the NetWitness Platform Investigate User Guide.
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SKNETWITNESS  Investigate  Respond  Users  Ho - mdl  Reperis 5 =

O}

EVENTS MA

% B

”

02/11/2022 05:55 am 05/26/2022 11:16 am +00:00

oM BA Endpoint Analysis Q v
eta Group ering s TYPE  EVENTTIME DEVICE TYPE EVENTRELAY..  HOSTNAMEA.. [P ALIASES CATEGORY FILENAME

unknown

Filter Events

v Decoder Source (1)
S

unknown
dic

endpointloghybrid1 C 01:00AM

02/11/202205:55:57
Junosouter 02/11/2022 05:55:57
02/11/202205:55:57
02/11/202205:55:57
02/11/202205:55:57

02/11/202205:55:

02/11/2022 05:55:57 am g unknown

02/11/2022 05:55:57 am unknown

User Interface

The following section describes the new enhancements for the NetWitness user interface:

NetWitness User Interface Enhancements

e The 12.0.0.0 release includes the new NetWitness corporate logo. You can view the new logo in
NetWitness Platform, which updates the identity of NetWitness as a trusted brand.

o As part of the repositioning, we are renaming our product as NetWitness Platform XDR. This
change aims to simplify communications and improve our customers' understanding of how each
product secures and protects within the NetWitness portfolio.

SCNETWITNESS  In Respond L osts  Files

Da

g d rd
© Default Boa v | | @ Last24Hours v + AddNewBoard | | Manage Board

admin

Top Incidents (13) (S Top Alerts (25) (S Top Risky Hosts (3) (S =3 Top Risky Files (25

ENDPOINT
Priority urce -
v 25

INCIDENT NAME RISK SCORE & PRIORITY ALERT NAME SEVERITY £  ALERT SOURCE HOST NAME

RISKSCORE &  OPERATING SYST... FILE NAME

Bl d File Endpoint cmd.exe

Ru isted File iexplore.e
Bl d File iexplore.exe
Threshold Breached for FILE iexpl... Blacklisted File

Endpoint cmdexe
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Endpoint Investigation

The following section describes the new enhancements for the Endpoint component:

Detection of removable Storage Devices

NetWitness Endpoint Agents are enhanced with the capabilities to detect and report removable storage
devices. The Endpoint agents will detect and report when a removable storage device is plugged in or
removed. This enhancement provides analysts with extended threat detection capabilities. For more
information, see the NetWitness Endpoint User Guide.

Block Multiple File Hashes Using an Imported File

Administrators can import a file with a list of known file hashes that are not present in the environment
and block them as soon as they are detected. This enhancement will help analysts to block multiple
hashes without manual intervention.

Support for Arm-based Windows Machines

Administrators can install Endpoint agents on Arm-based Windows machines. This enhancement
provides analysts with threat detection capabilities on more types of devices.

Download MFT from Multiple Hosts in One Step

Analysts can now download MFT(Master File Table) from multiple hosts on the Hosts list view in one
step. This enhancement helps analysts download MFT without opening the Host details view of each
host. For more information, See Download Master File Table topic on NetWitness Endpoint User Guide.
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Customizable Maximum File Download Limits

The limit to the maximum number of file downloads on the Endpoint server is enhanced. On the explore
page of an Endpoint server, Administrators can set the limit from 100 to 1000 files. For more
information, see Download Files Using Full Path or Wildcard on NetWitness Endpoint User Guide.

Redesigned Alert Details View for Endpoint Alerts in Respond

In the Respond view, the alert details view for Endpoint alerts shows end-to-end details about an alert.
The details are presented in the form of a process tree along with a right panel that provides detailed
information about the alert categorized into the following sections:

e Summary: A short summary of the alert.
o Event Details: Shows the directory, user, hash, signature, risk score, etc.
o Process Details: Shows the tactics, techniques, times and details about the targets.

o Network Connections: Shows any network connection established ten minutes before and till ten
minutes after the alert triggered time.

e Origin: Shows how the selected file in the process tree is originated.

« Exists on Hosts: The host in which the selected file in the process tree exists.

Besides the above sections, the Investigate Timeline takes to the investigate view that has more detailed
information.

For more information, see Review Endpoint Alerts using Process Tree on the NetWitness Respond User
Guide.

SCNETWITNESS | te Respond  Users
< (%) Runs Blacklisted File

INCIDENT ID CREATED HOSTNAME

EVENT TIME SUMMARY TARGET PARAM SOURCE PARAM USER SOURCE

Details
06/16/202207:30:22.000pm  Wsqmcons..e: rocess schtas..  schtasks.exe /delete /f /TN "Microsoft\..  wsqmeons.exe NT AUTHORITY\SYSTEM

5 P Investigate Timeline
Process Tree Viewer

Summary

(o) wiinitexe

chrome. exe renamed 61518669-d942-473b-9aad-

1dcdb658e28e. tmp to Unconfirmed
@ 298296 .. crdownload
services.exe

L+ 400 svchostexe
L» 400 wsqmcons exe
> Existson Hosts (1)
400 schtasks exe
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Concentrator, Decoder, and Log Decoder Services

The following section describes the new enhancements for the Concentrator, Decoder, and Log Decoder
components:

Log Parsing Enhancements

The following log parsing enhancements are made in 12.0.0.0 version. These are new elements that you
use in the creation of a log parser:

New Selector Parsing Element Added to Dynamically Map Captured Values to a Meta Key

This will allow the log parser to automatically choose from two or more optional meta keys to assign to
a parsed value depending upon the value of another meta key. Consider the following sample log
snippet:

In the above example, if the value of Direction is ”src”, then the preferred meta key to use for the value
of Address would likely be ip.src. Conversely, if the value for Direction is “dest”, then the meta key
ip.dst might be preferred. This can now be achieved with the new SELECTOR log parsing element.

Support for Advanced Parsing Elements within CEF Parser and DataType
Support added to CEF parser for VARTYPE, SCANNED, DataType, and Selector parsing elements.

o Allows the CEF parser to take advantage of the fine parsing capabilities found in other parsers.

Dynamic parsing support including PARSERULESCAN added to DataType parsing element.

o Allows nesting of dynamic parsing elements (parse rules) from within an existing DataType.

Enhanced Network Decoder to Decrypt Incoming TLS 1.3 Packets

The enhanced network packet decryption capability helps inspect TLS 1.3 encrypted communications
using ephemeral session keys. Administrators can configure Network Decoder to enable decryption of
incoming TLS 1.3 network packets.

For more information, see the NetWitness Decoder Configuration Guide.

Event Stream Analysis (ESA)

The Event Stream Analysis is enhanced to reduce the time consumed for new rules deployment.

Improved ESA Rules Deployment

The ESA Rule Deployment has been enhanced with a new option to deploy the rules faster. If you want
to push rule-related changes, you can quickly deploy the new rules by clicking the Fast Deploy option.
For more information, see Alerting with ESA Correlation Rules User Guide.
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Reports

The following section describes the new enhancements for the Reports component:

Build Rule View Enhancements

The Build Rule view is enhanced to help users view the following information in the report generated:
* The average time taken to assign the incident.

* The average time taken to complete the task.

* The average time taken to close the incident.

The following changes have been made in the Build Rule view:

1. Two new options are added in the From field:
o incidentStats: The following metas are supported for incidentStats:

a. created

b. mtta.time: Displays the average time taken to acknowledge the incidents in a single day.
¢. mtta.count: Displays the number of incidents acknowledged in a single day.

d. mttd.count: Displays the number of incidents detected in a single day.

e. mttd.time: Displays the average time taken to detect the incidents in a single day.

f. mttr.time: Displays the average time taken to resolve the incidents in a single day.

g. mttr.count: Displays the number of incidents resolved in a single day.

These metas are displayed in the report generated. Refer the following figure.

Manage View [REPT] MTT Values

LIS =]

MTT Values

Generated on - 2022-06-12 08:32 (+00:00) NETWITNES

2022 ‘.’; 08:32:00 (+00:00) Time Range 2022 ?: 08:31:59 (+00:00)

« incidentUserStats: The following metas are supported for incidentUserStats:

a. userName: Displays the assignee's or the user's ID for the associated user stats.
b. totalClosedCount: Displays the total number of Incidents closed by the assignee till date.

c. meanTimeToDetect: Displays the average time taken by the user to detect the incidents in the
time range selected.
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d. mttdCount: Displays the count of incidents contributing to the MTTD value computed.
e. incidentlds: Displays the list of incident IDs closed by the user during the time range selected.

These metas are displayed in the report generated. Refer the following figure.

Manage View [REPT] MTT - User [REPT] MTT - User @
852
MTT - User
Generated on - 2022-06-15 08:43 (+00:00) DETEONESS
2022 % 08:43:00 (+00:00) Time Range 2022 % 08:42:59 (+00:00)

MTT - User / admin-server - Respond Server

userName totalClosedCount mttdCount meanTimeToDetect incidentlds
admin 4 4 13 INC-403, INC-404, INC-405, INC-406

lan

Page 1 of1 PageSize |30 v Displaying 1-3 of 3

2. New metas are added for incident. The newly added metas are as shown below:

« assignee.id
o tta(Time to Acknowledge): Displays the time taken to assign an Incident after creating it.
o ttd(Time to Detect): Displays the time taken for completing the task after the Incident is assigned.

o ttr(Time to Resolve): Displays the time taken for closing the task after the Incident is created.

These metas are populated on the Test Rule view. Refer the following figure.

Data Source 2022 7 12:41:00 myrule 2022 37 14:40:59

adminserver - Respond Se ~

id created sealed priority status riskScore assignee.id tta ttd ter
Format
Mon Jul 04
Tabular Y |1 N 12:40:08UTC false LOW NEW 50
Time Range 2022
Past ~ Mon Jul 04
2 INC-2 14:40:15 UTC  false LOW ASSIGNED 50 admin 93
2 2 Hours v 2022
¥ Use relative time calculation Mon Jul 04
3 INC-3 14:40:22 UTC  true LOW CLOSED 50 admin 65 16 81

2022

Close

For more information, see the Create a Rule Using Respond Data Source topic in the NetWitness
Reporting User Guide.
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Fixed Issues

This section lists issues fixed after the last major release. For additional information on fixed issues, see
the Fixed Version column in the NetWitness® Platform Known Issues list on NetWitness Community
Portal.

Administration Fixes

ASOC-114808 Multiple operations fail after you enable logging for
CRUD operation on app rules and use separate API for
ADD, DELETE, and UPDATE.

ASOC-113813 The Jobs (Admin > System > Jobs) with lengthy
queries take a long time to load. As a result, the load
time of the Jobs page is affected.

Endpoint Fixes

SACE-17157 Network adapter in promiscuous state is not identified due
to querying wrong wmi namespace by NetWitness agent.

ASOC-113849 Failed icon is displayed beside the agent version (Hosts>
Agent History) when there is a time difference between
agent and server.

Respond Fixes

ASOC-115196 Aggregation syntax count is not displayed in the report,
when you try to create a report with metas such as
alert.name, alert.severity,count (alert.numEvents).
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Core Services (Broker, Concentrator, Decoder, Archiver)

Fixes

ASOC-114900 Brotil data fails to decompress in Events page
(Investigate> Events). When exporting data, it is
decompressed but on Events page invalid data is displayed.

ASOC -115052 Due to the large size of incoming logs aggregation fails and

archiver service crashes. The mem page issue occurs if
sessions to be aggregated from log decoder are with large
packet andlog sizes.

Reporting Engine Fixes

ASOC -115232 NetWitness Weekly Scheduled Reports run on a different
day after conversion to UTC flows into either the previous
or next day for time zones other than the UTC time zone

Log Collection Fixes

ASOC-120851 After upgrading to 11.7.1.0, WinRM log collection is
interrupted due to the conflict in the internal artifact. As a
result, logs are not collected from the WinRM server.
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End of Life Functionality

The following table provides information on end of life functionality, features and hardware in
NetWitness 12.0.0.0 or later releases.

End of Life Functionality and Features in 12.0.0.0 or higher releases

Dell Series 4 and Series 4s Hardware As the Dell S4 and S4s appliances reached the end of life
(EOL) in June 2021, we recommend that you not perform
any installation or upgrade activities on these and upgrade
to new hardware.
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Product Documentation

The following documentation is provided with this release.

NetWitness Platform Master https://community.netwitness.com/t5/netwitness-platform-online/tkb-
Table of Contents p/netwitness-online-documentation
NetWitness Platform 12.0 https://community.netwitness.com/tS/netwitness-platform-online/tkb-
Product Documentation p/netwitness-online-documentation

NetWitness Platform 12.0.0.0  https://community.netwitness.com//t5/rsa-netwitness-platform-
Upgrade Guide staged/upgrade-guide-for-11-7-1/ta-p/658666

Feedback on Product Documentation

You can send an email to nwdocsfeedback@netwitness.com to provide feedback on NetWitness
Platform documentation.
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Getting Help with NetWitness Platform

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

¢ See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation

* Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here:https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions

* See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-
base/tkb-p/netwitness-knowledge-base

» See Troubleshooting section in the guides.
* See also RSA NetWitness® Platform Blog Posts.

e If you need further assistance, contact NetWitness Support.

Contact NetWitness Support

If you contact NetWitness Support, you should be at your computer. Be prepared to provide the
following information:

e The version number of the NetWitness Platform product or application you are using.

e The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.

NetWitness Community Portal https://community.netwitness.com
In the main menu, click Support > Case Portal > View My
Cases.

International Contacts (How to https://community.netwitness.com/tS/support/ct-p/support

Contact RSA NetWitness

Support)

Community https://community.netwitness.com/t5/netwitness-discussions/bd-
p/netwitness-discussions

NW Update update.netwitness.com

LiveUi live.netwitness.com
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Build Numbers

The following table lists the build numbers for various components of NetWitness 12.0.0.0

NetWitness Audit Plugins  rsa-audit-plugins-12.0.0.0-4762.5.8853¢5bef.el7.noarch.rpm

NetWitness Appliance rsa-nw-appliance-12.0.0.0-12540.5.9f874c638.¢17.x86_64.rpm
NetWitness Archiver rsa-nw-archiver-12.0.0.0-12540.5.9f874¢638.e17.x86_64.rpm
NetWitness Broker rsa-nw-broker-12.0.0.0-12540.5.9f874c638.¢l7.x86_64.rpm

NetWitness Concentrator rsa-nw-concentrator-12.0.0.0-12540.5.9f874¢638.¢e17.x86_64.rpm

NetWitness Config rsa-nw-config-management-12.0.0.1-
Management 2208052108.5.104cf25.el7.noarch.rpm

NetWitness Config Server  rsa-nw-config-server-12.0.0.0-
220531042629.5.b236¢ad.el7.centos.noarch.rpm

NetWitness Console rsa-nw-console-12.0.0.0-12540.5.9f874¢638.¢e17.x86_64.rpm

NetWitness Content Server rsa-nw-content-server-12.0.0.0-
220426021902.5.dc28ce9.¢l7.centos.noarch.rpm

NetWitness ContextHub rsa-nw-contexthub-server-12.0.0.0-

Server 220613050521.5.6986911.el7.centos.noarch.rpm
NetWitness Correlation rsa-nw-correlation-server-12.0.0.0-

Server (ESA) 220610051650.5.57a3c20.el7.centos.noarch.rpm
NetWitness Decoder rsa-nw-decoder-12.0.0.0-12536.5.ee5a55¢f6.e17.x86_64.rpm
NetWitness Deployment rsa-nw-deployment-upgrade-12.0.0.1-

Upgrade 2208060358.5.3df31al.el7.noarch.rpm

NetWitness Endpoint rsa-nw-endpoint-agents-12.0.0.0-2206211619.5.3fe862e.e17.x86_64.rpm
Agents

NetWitness Endpoint rsa-nw-endpoint-broker-server-12.0.0.0-

Broker Server 220610063852.5.b91{656.¢17.centos.noarch.rpm
NetWitness Endpoint rsa-nw-endpoint-server-12.0.0.0-

Server 220620061620.5.ea8ba76.el7.centos.noarch.rpm

NetWitness Integration rsa-nw-integration-server-12.0.0.0-

Server 220609130615.5.71ca677.¢el7.centos.noarch.rpm
NetWitness Investigate rsa-nw-investigate-server-12.0.0.0-

Server 220607015824.5.dbfcf19.el7.centos.noarch.rpm

NetWitness Legacy Web rsa-nw-legacy-web-server-12.0.0.1-
Server 220806042518.5.2c3da62.¢el7.centos.noarch.rpm
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NetWitness License Server

NetWitness Log Collector
NetWitness Log Decoder
NetWitness Log Player

NetWitness Malware
Analytics Server

NetWitness Metrics Server

NetWitness Orchestration
Server

NetWitness Recovery
Tools

NetWitness Reporting
Engine Server

NetWitness Respond
Server

NetWitness Root CA
Update

NetWitness SDK

NetWitness Security Server

NetWitness Source Server

NetWitness User Interface
NetWitness Workbench
NetWitness SA Tools
NetWitness SMS Runtime
NetWitness SMS Server

NetWitness Windows
Legacy Log Collector

rsa-nw-license-server-12.0.0.0-
220412123008.5.1fb53c8.el7.centos.noarch.rpm

rsa-nw-logcollector-12.0.0.0-15032.5.5¢731802a.e17.x86_64.rpm
rsa-nw-logdecoder-12.0.0.0-12540.5.91874c638.el7.x86_64.rpm
rsa-nw-logplayer-12.0.0.0-12540.5.9f874c638.e17.x86_64.rpm

rsa-nw-malware-analytics-server-12.0.0.0-
220520044551.5.56297¢2.el7.centos.x86_64.rpm

rsa-nw-metrics-server-12.0.0.0-
220530065358.5.24033a9.el7.centos.noarch.rpm

rsa-nw-orchestration-server-12.0.0.0-
220531093544.5.ed07d6c¢.el7.centos.noarch.rpm

rsa-nw-recovery-tool-12.0.0.0-2205190541.5.¢c20bc1d.el7.noarch.rpm

rsa-nw-re-server-12.0.0.0-5948.5.378a71f6b.el7.x86_64.rpm

rsa-nw-respond-server-12.0.0.0-
220613050612.5.15a626b.el7.centos.noarch.rpm

rsa-nw-root-ca-update-12.0.0.0-2206021205.5.47aad12.el7.noarch.rpm

rsa-nw-sdk-11.6.0.0-11374.5.te9457¢29.e17.x86_64.rpm

rsa-nw-security-server-12.0.0.0-
220624043254.5.b9a8a8f.el7.centos.noarch.rpm

rsa-nw-source-server-12.0.0.0-
220623003834.5.d4e491b.el7.centos.noarch.rpm

rsa-nw-ui-12.0.0.1-220806005807.5.e33efada87.el7.centos.noarch.rpm
rsa-nw-workbench-12.0.0.0-12540.5.9f874c638.el7.x86_64.rpm
rsa-sa-tools-12.0.0.1-2208060720.5.4d4a622.el7.noarch.rpm
rsa-sms-runtime-rt-12.0.0.0-4762.5.8853c5bef.el7.x86_64.rpm
rsa-sms-server-12.0.0.0-4762.5.8853c5bef.el7.x86_64.rpm
NWLegacyWindowsCollector-12.0.0.1-15036.5.056fd2393.exe
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