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Introduction

The NetWitness Investigator User Guide provides information about performing the analysis of the data
captured from your network or from other collection sources using the Investigator application. To use
this dynamic tool effectively, basic strategies are presented to illustrate the possible approaches. There
are no absolutes. The user must become familiar with the capabilities of the application in order to
effectively evaluate potential threats to your network.

This guide applies to releases beginning with the version 9.0 series. There will be periodic updates made
to the content.

Anyone using this guide should possess experience as a network engineer, equivalent to at least that of a
journeyman, and also have a strong understanding of network concepts and TCP/IP communications.

Related Documentation

The following document is also available:

NetWitness Platform Online Documentation: The documents on this site provide information about the
setup, configuration and management of RSA NetWitness Platform. They are available at
https://community.rsa.com/community/products/netwitness/documentation/overview.

Contacting RSA Customer Support

If you have questions or any issues with this product, contact Customer Support for assistance at
https://community.rsa.com/docs/DOC-1294.

Preparing to Contact RSA Customer Support

When you contact RSA Customer Support, you should be at your computer. Be prepared to give the
following information:

o The version number of the RSA NetWitness or Security Analytics product or application you are
using.

o The type of hardware you are using.
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Overview

RSA NetWitness Platform provides a group of products to capture all network traffic and use the same
data to solve a broad range of business and security problems.

Decoder—an appliance-based network capture device that fully reassembles and normalizes traffic
at every layer for full session analysis. This enables users to collect, filter, and analyze full network
traffic by multiple dimensions.

Concentrator—a network appliance that consolidates multiple Decoders to create single logical
views for analysis. This enables users to instantly analyze network and application layer detail across
multiple capture locations, including full content.

Broker —a NetWitness Platform application that brokers and distributes queries across multiple
Concentrators (concentration points) to provide a single view across an entire network

Investigator —a NetWitness Platform client application that provides the capability to process pre-
existing data or to capture live data from a network interface and perform analysis on data collected
by either of the two capture methods. The Enterprise version can connect to any NetWitness
NextGen service and perform investigations.

NwConsole—a command-line interface (CLI) program accessed through the Windows Command
Shell or the Secure Socket Shell (SSH). This tool can perform many tasks related to NextGen
services, including connecting to them remotely and performing Administrative tasks. Since it is a
CLI, you can also use it for scripting tasks.

System Requirements

Investigator requires a minimum of Windows 7 x64. 32 bit operating systems are not supported.

Install NetWitness Investigator

Note: Current users must close any open version of Investigator before proceeding with the
installation of a newer version or updating an existing one.

The installation of NetWitness Investigator must be performed on the Windows 64-bit platform. The
necessary files are included in the installer package, which is available from
https://community.rsa.com/community/products/netwitness/investigator.

Note: You must have an Internet connection to install and activate the Freeware version of
NetWitness Investigator. For the Enterprise version, you do not need an Internet connection for
installation and activation. You can download the client, install the product and then connect to an
existing internal network.

L.

Double-click on the installation file (.msi).

The RSA Investigator Setup Wizard opens.

Overview
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ji& RSA NetWitness Investigator Setup —

Welcome to the RSA NetWitness
Investigator Setup Wizard

The Setup Wizard will install RSA Metiitness Investigator on
your computer. Click Mext to continue or Cancel to exit the
Setup Wizard.

2. Click Next.

The License Agreement window opens.

LICENSE AGREEMENT

* IMPORTANT INFORMATION - PLEASE READ
CAREFULLY ™"

This Software contains computer programs and other proprietary
material and information, the use of which is subject to and
expressly conditioned wpon acceptance of this License =

[711 accept the terms in the Licenss Agreement

3. Select the I accept the terms in the License Agreement check box, and then click Next.

Note: Clicking I accept the terms in the License Agreement is a required step.

Overview ]
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The Choose Setup Type window opens with the options Typical, Custom, and Complete

I ness Investigator Sety =1t

Instals the most common program features. Recommended for most users.

Custom

Allows users to choose which program features will be instaled and where
they will be installed. Recommendad for advanced users.

o)

All program features will be installed. Requires the most dek space.

4. Click the option that is most appropriate (in this document, Typical is used), and then click Next.
The Ready to install RSA NetWitness Investigator window opens.

Chick Install to begin the installation, Click Badk to review or change any of your
instalation setings. Chdk Cancel to exit the wizard.

5. Click Install.
A window opens that shows the progress of the installation.

6. When the installation process completes, the Completed the RSA NetWitness Investigator Setup
Wizard window opens.

9 Overview
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ii% RSA MetWitness Investigator Setup =
' L5

Completed the RSA NetWitness
Investigator Setup Wizard

Click the Finish button to exit the Setup Wizard.

Cancel

7. Click Finish to complete the installation.

Uninstall Investigator

1. Close all programs.

2. From the Start menu, click Control Panel.

3. Double-click the Programs and Features icon.
4

. Highlight NetWitness Investigator 10.6 from the list of installed applications, and then click
Remove.

5. Follow the instructions.

Activate Investigator

Note: If you want to capture packets to and from your local desktop, you must download and install the
WinPcap library. A link to this download page is provided on the Welcome page after you activate
NetWitness Investigator.

Overview 10
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Activate NetWitness Investigator for Enterprise Use

1. From the Start menu, open NetWitness Investigator.

The Welcome to NetWitness Investigator registration page is displayed.

: Colectwnn [t Yiew Bookemeds Hatory  Help

&l Dot = Mesiimess Investigasor a0
(el tize * 8 = mr__ ser ®
- @

gator

Welcome to NetWitness Investigator

In arder to begin using NetWitness Investigator, this product must be activated. Investigator can be activated in two
modes: Freeware or Enterprise. If you already have a NetWitness (formally Security Analytics) deployment, please
follow the instructions below for Enterprise Activation. Otherwise, follow the instructions for Freeware Activation.

Enterprise Activation

To actrvate in Enterprise made, you only nesd 1o ereate a Remate Callection and connect to your existing
MNetWitness MextGen infrastructure {like a Broker or Concentrator). As scon as you successfully connect, you will
automatically be activated. In Enterprise mede, you have aceess to hundreds of Collections of up te 1 TE of packets
each. ¥ou can close this Registration window at any time. You do not need to fill out the form below.

Freeware Activation

To actrvate Investigator as Freeware, please fill out the registration form below. You will be required to validate
your email befare activation can be finalized. In Freeware mode, you will have access te 25 Local Collections. Each
Callection can caplure or import up to 2 GBs of packets each. You can switch from Freeware activation to Enterprise
activation at any time by followmg the Enterprise activation steps.

Freeware Registration

Firsy Mamse ©

Last Marme =

Email Address

Organization
Phone

‘Submit Regmiration

< >
Kapture &
- - En L Rate: [— 0 0 Padests Captured: 0

MUk | |

2. Inthe menu bar, click Connection > New Remote Collection.

The New Remote Collection dialog is displayed.

11 Overview



NetWitness Investigator User Guide

Fa | 53

B ' MNew Remote Collechon | J

Remote Collection I

Server
Part
Usernarme
Password

Default Time Range  |Last 24 Hours of Collection Time *

[] Encrypt Connection with SSL (Must be enabled on server)
[ save Login Credentials (Mot Secure)

Auto Connect

DK Cancel

., A

3. Enter the server information for the Remote Collector system and click OK. The following message
is displayed:

Congratulations, you have successfully activated the product for Enterprise
use. You have a full license for all local and remote collections.

4. Click OK.

A message is displayed that asks if you would like to install a Demo Collection, which contains
sample data that you can use to explore the features of Investigator.

5. To install the Demo Collection, click Yes.

The NetWitness Investigator user interface is now activated and ready for use. You can use the sample
data in the Demo Collection to learn more about NetWitness Investigator.
Activate NetWitness Investigator for Freeware Use

1. From the Start menu, open NetWitness Investigator. The Welcome to NetWitness Investigator
registration page is displayed.

Overview 12
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: Colecton Edit  Yiew Hookenees Hutory Help

&l Dot = Mesiimess Investigasor a0
Cedlioc tise A Weegne O %
o <l @

[ Mame St MetWitness investigator

Welcome to NetWitness Investigator

In arder to begin using NetWitness Investigator, this product must be activated. Investigator can be activated in two
modes: Freeware or Enterprise. If you already have a NetWitness (formally Security Analytics) deployment, please
fallow the instructions below for Enterprise Activation. Otherwise, follow the instructions for Freeware Activation.

Enterprise Activation

To actrvate in Enterprise mode, you only need to create a Remate Callection and connect to your existing
MetWitness MextGen infrastructure {like a Broker or Concentrator). As scon as you successfully connect, you will
autamatically be activated. In Enterprise mode, you have access to hundreds of Collections of up to 1 TR of packets
each. You can close this Registration window at any time. You do not need to fill out the form below.

Freeware Activation

To activate Investigator as Freeware, please fill out the registration form below. You will be required to validate
your email before activation can be finalized. In Freeware mode, you will have access te 25 Local Collections, Each
Callection €an caplure of import up to 2 GBs of packets each. You can switch from Freeware activation to Enterprise
activation at any time by fullowi:ng the Enterprise activation steps.

Freeware Registration

First Mame *

Last basmié *

Email Address *

Organization
Phane

Submil Regmsiration

L >
Kapture 8
- o R e Prate: [ 1 1 MBS Packets Capturad: 0

UM |

2. Inthe Freeware Registration section, complete the information. The fields with the stars (*) are
required. Click Submit Registration.

3. Youreceive an email from RSA Live Registration asking you to click on a URL to verify your
account. Click on the URL.

RSA NetWitness Investigator Freeware Account Verification Inbox

RSA Live Registration <noreply@rsa.com=
lome =

Thank you for registering for RSA Netwitness Investigator 10.6 Freewara Edition.

Please follow this URL to verify your account.
htips:i/ems netwitness comdregistrationfinvestigatoriverfyemall 2emall= Z40gmail.com&token=71Y[XPrREhPX

Regards,
RSA, The Security Division of EMC
hitp:/hwww. rsa.com/node. asp?id=1050

For Contact Name changes or other account questions - contact the customer support team by sending an email to:
Americas - nwsupport@rsa.com / 1-800-995-5095, option 2.

EMEA, - supportfrsa com / 00800-772-48000, option 1.

AP (Asia Pacific) - supporifirsa.com / 00800-7221-7221.

For access issues - contact Security Analylics Support @ 1-800-995-5093, option 9. Or use the contacts mentioned above for the EMEA or AP Helpdesk.

4. After your email address is validated, you receive confirmation similar to the following:
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' NetWitness

Email Account Verification
Your email has been successfully verified.

Please resume the activation process in the RSA NetWitness Investigator client.

5. In NetWitness Investigator, the Email Validation Required dialog is displayed. Click Activate
Freeware. The following message is displayed:

F A
MetWitness Investigator Léj

Congratulations, you have successfully activated the product for Freeware use,

This entitles yvou to create up to 25 local collections of up to 2 GB each,

—

.

6. Click OK.

A message is displayed that asks if you would like to install a Demo Collection, which contains
sample data that you can use to explore the features of Investigator.

F A
MetWitness Investigator l J

The Demo Collection contains sample data to explore in Investiogator,

Would vou like to install it a5 a local collection?

Tes ] [ Mo

7. To install the Demo Collection, click Yes.

The NetWitness Investigator user interface is now activated and ready for use. You can use the sample
data in the Demo Collection to learn more about NetWitness Investigator. For information that describes
the user interface, see “Chapter 2: Investigator Basics” in the Investigator User Guide.

Overview 14
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Enable Windows 10 and High DPI Displays

If you are using high-DPI displays, the newer versions of Windows 10 add support for DPI scaling of
programs that use older graphics libraries. You can turn on this feature for Investigator so it looks and
works correctly using a high DPI display.

To enable this feature:

1. Navigate to the install directory of Investigator (for example, C: \Program
Files\RSA\NetWitness Investigator), right click on the Investigator.exe program file,
and then click Properties.

2. Click on the Compatibility tab and click Change high DPI settings.

3. Inthe next dialog, under High DPI scaling override, select the Override high DPI scaling
behavior check box, and then select System from the dropdown menu.
The following image shows these options:

I Nwlinvestigator.ilk
& Nwlnvestigator.pdb
MNwlnvestigator.pdf
NwMfc.dll

D1 Nwhfe.ilk

& NwMfc.pdb
opengl32sw.dll
ProfUIS284u.dIl
ProfUIS284ud.dil
& ProfUlS284ud.pdb
:.B search.ini

. MNwinvestigator.exe | . N

General

vInvestigator.exe Properties

Compatibiity = Securty Details

If this program isnt warking comectly on this version of Windows |

try runining the compatibility troubleshocter.
Run compatibility troubleshooter
How do | choose compatibility settings manu

Compatibility mode
[ Run this program in compatibilty mode f

Windows 8

Settings

Reduced color mode
8-bit (256) color

Run in 640 x 480 screen resolution
[] Disable fullscreen optimizations

[ Run this program as an administrator

Change high DF| settings

G[Zhange settings for all users

% | 120,546 KB
810,846 KB
Previous Versions 1,764,348 KB
3,114 KB
MNwlnvestigator.exe Properties *

Choose the high DPI settings for thiz program.

Program DPI

Use this setting to fix scaling problems for this program
instead of the one in Settings
Open Advanced scaling settings

A program might look blurry if the DPI for your main display
changes after you sign in to Windows. Windows can try to fix
thiz scaling problem for thiz program by using the DPI that's
set for your main display when you open this program.

Use the DPI that's set for my main display when
I signed in to Windows

Learn mare

High DPI scaling override

Cwerride high DPI scaling behavior.
o
Smling performed by:

System w

oK Cancel

OK Cancel [

R

4. Click OK.

Graphics performance may slow down slightly, but the application should look and behave normally

now.

15
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NetWitness is a security intelligence product that audits and monitors all traffic on a network. It creates
a comprehensive log of all network activities and interprets the activities into a format that network
engineers and non-engineers alike can quickly understand.

NetWitness INVESTIGATOR is the application you use to analyze the data captured from your network
in order to identify possible internal or external threats to your security and IP infrastructure. You can
import data from other collection sources or, if you have the Field Edition, perform live data capture.

You can capture directly from a local network interface or download a collection from a localhost or a
remote service (such as a DECODER or CONCENTRATOR). Username/password are required to

authenticate to the NetWitness Framework. You can encrypt the connection with SSL.

Application and Network rules are created for live capture collections as well as for imported
collections. Users can customize these rules or disable them as needed (see Rules Overview in Data

Capture).

NetWitness converts each protocol into a common language, so knowledge of protocols is no longer
necessary. Performing analysis using INVESTIGATOR can be as simple as looking for user names, e-
mails, applications, resources, actions, or computer names.

A

r
@@ Parsers

\IT Application laye

N
/ Data |

1

Investigator

)3

Network laye!
filters

Packets
reassembled
into sessions

filters

Meta created
Index

A J

B Name: | Fiter 005 ) o reedaanse

Cafrien | (@memt0L1 L1 1| 9.meml0.8.0.2) | (pibtmi0 111 | B eI 1.3)

Dlrue F—

osatle(Cctas) | Dsable (mpart)

P Mame | Mol i CHleTrarster
Dofidcn | 48 = V66T 8 sz et

(9] Shom Satsserse

Dtetsarns Vkdaton e Wres
e s v

Eoes) Fer Tracats

Sevsin ot
Flnsg 7] Mo inde

Expon Opons

[ pesie oot} [ st (imge)

8

Investigator drill points

pivot off indexed values

Time Session 1D

IP Dest

TCP Dest

2008-Sep-24 09:34:44
2008-Sep-24 09:34:44] 10529916
2008-Sep-24 09:34:45| 10529917
2008-Sep-24 09:34:46( 10529918
2008-Sep-24 09:34:47| 10529919
10529920

H Destination IP address
g §4.78.17.130 (16,848)- 68,

64.78.17.130
68.70.32.4

647817130
64.78.17.130
67.72.32.193

Service Type
HITP 5915}

80
443
80
80
21

':1 Action Event/
P getiesse)- put

CP ination Por
443 (hitps) (19,407} - BO [ sunnyvale (14,

The user can keep several windows open, arrange them on the screen to facilitate comparison, or create
tabs to view the content as the analysis progresses.

o Investigator Concepts

« About the Investigator Menus

16
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o Collection Navigation

« Navigate Multiple Views

About Parsers

A parser is a set of instructions written to decode protocols. Currently, all new parsers are written in a
language called Lua. The older XML Flex parsers are deprecated but still supported. However, Lua is
more powerful and efficient.

Parsers are written to create meta values from decoded protocols so that the interesting parts of the
protocol are easy to view and search on. For example, many parsers search for entities like hostnames,
usernames, passwords, and [P addresses, and create meta keys for those values. This makes it easy to
find all the sessions with the same values or to correlate them to other sessions via their meta values.

The metadata contains important information such as network and application events. All enabled
parsers examine sessions and produce metadata. For example, in an FTP session, the FTP parser will
produce metadata such as login name, password, and file operations including get, put, or delete.

Lua Parsers

There are a number of Lua parsers that are available from NetWitness Live. For information about Live,
see the Live Services Guide in the RSA NetWitness Platform online Help on RSA Link
(https://community.rsa.com/). For detailed information about how to work with Lua parsers, see the
Parsers Book on RSA Link (https://community.rsa.com/docs/DOC-41370).

Investigator Concepts

Some of the concepts that pertain to using Investigator are briefly described in the following table.

Parser A set of instructions written to decode protocols. Parsers are written to create meta
values from decoded protocols so that the key parts of the protocol are easy to view and
to search on. All enabled parsers examine sessions and produce metadata. The metadata
contains important information such as network and application events.

Drill The action of clicking on a link to the next level of detail. A drill point refers to focusing
the analytic view on a specific subset of a collection defined by a particular metadata
element.

For example, to focus analysis on sessions related to a specific IP address, the user can
drill into that IP address to refocus the analytic view to only those sessions related to the
selected IP address. Drilling will create a breadcrumb trail in the Navigation view that
shows the user the path traversed to the current drill point.

Collection A collection is a logically related group of packets. It consists of one or more capture or
remote device files. A collection can be created either by the live capture capability
within NetWitness Investigator, by importing existing pcap files, or by connecting to
another NetWitness appliance.

Investigator Basics 17
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Collection
Summary

Navigation
View

Search
View

Bookmark

Breadcrumb

View

Sessions

Content

Metadata

Index

A scalable high-level view of the characteristics (session count, session size, packet
count) of a selected collection for a specific timeline.

The central mechanism for drilling into the extracted metadata.

The mechanism for locating individual sessions with specified string values or regular
expressions.

Analogous to a web browser bookmark, NetWitness Investigator bookmarks let the user
create a reference to a single session or a group of sessions. A single-click mechanism
returns the user to the selected session(s).

Breadcrumbs are a way to maintain a path from the root of the collection to the current
drill point. The user can click on any element within the breadcrumb to jump back to that
point in the drill path. For example, if the user has drilled into service HTTP:size
medium:protocol TCP:time 11 AM, clicking on size medium will jump the navigation
window back to that drill point.

The relative position you are using to look at the captured data, in descending order:
e Summary

 Collection

o Report

¢ Session

o Search

o Content

A group of related data packets. These packets are grouped into sessions based on the
transactional nature of the communication, as in the client/service request and response.

The actual information or object represented in the data capture. The content of a
session consists of every packet captured for that session. Session content can be
viewed by its content type (web, e-mail, IM, text, etc.).

Specific data types (Service Type, Action Event, Source [P Address, etc.) used by the
parsers to count and itemize in the captured data. A detailed list of metadata for each
parser may be found in the NetWitness System Administrator Guide.

Indexes are internal NetWitness data structures that organize the metadata elements of
sessions and are generated during data processing for a collection. The content of the
index, and consequently the metadata elements that are displayed in the Navigation
view, are controlled by settings in effect during collection processing. Rebuilding a
collection will regenerate the index.

About the Investigator Menus

The menus for Investigator are:

18
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o Collection Menu

o Edit Menu

o View Menu

o Bookmarks Menu

« History Menu
« Help Menu

The Investigator Menu bar
B tetWitness Investigator has six options.

! Collection Edit View Bookmarks History Help | e

Each menu contains commands that perform specific functions inherent in Investigator procedures.
While the menus are available on all screens in Investigator, some of the menu options are dependent
upon the level where you are working. An option must appear highlighted for it to be available. If it is
gray or dimmed, the option is not available.

Note: You should also be aware of the right-click option menus. There may be options available that
are not represented by an icon on the toolbar for a particular view. For more information, see Data

Analysis.

Each menu lists commands that can be executed by clicking on the command or by using a shortcut key.
An underlined character in a command, when pressed simultaneously with the CTRL key, serves as a
shortcut key for that command. Some commands have an additional shortcut key or keystroke
combination that is listed alongside the command.Some commands carry out an action immediately while
others open a dialog box allowing you to select options. A description of each menu and its options
follows.

Collection Menu

Collection | Keyboard | Description

Menu Shortcut

Option

Connect Ctrl +T Initiate a connection with the database.
Disconnect Ctrl + D Terminate the connection with the database.
New Local Ctrl +L Create a new local collection.

Collection

New Remote Ctrl + R Create a new remote collection.

Collection

Edit Ctrl + E Edit the selected collection’s properties.
Collection

Import Ctrl +1 Import packet files into the selected collection.
Packets

Investigator Basics 19
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Collection | Keyboard | Description
Menu Shortcut

Option
Export [none] Export packet files to a saved format (.pcap, .payload, .xml, .csv, .txt).
Collection
Reprocess [none] Allows the user to export the selected collection to a new collection,
Collection thereby reprocessing into a new collection and applying the active rules.
Delete [none] Delete the selected collection.
Collection
Navigate Ctrl + N Navigate to the selected collection.
Collection
Summarize Ctl+ S Creates a high-level snapshot of the selected collection
Collection
Delete Ctrl + Del  Clears the content cache for the selected collection.
Content
Cache
Exit [none] Close the application.
Edit Menu
Edit Menu Keyboard Description
Option Shortcut
Undo Ctrl +7Z Resets the field last entered to its previous value.
Cut Ctrl + X Removes the value from the field (or highlighted text) and places it
on the Windows Clipboard.
Copy Ctrl + C Copies the value from the field (or highlighted text) and places it in
the Windows Clipboard.
Paste Ctrl +V Places the contents of the Windows Clipboard in the active field.
Select All Ctl + A Selects all the values or items based on where the cursor is placed.
Find Ctrl + F Creates a search for a user-defined term.
Rules Ctrl +U Opens the Rules Configuration dialog box:
Net Rules
App Rules
Custom Ctrl + M Enables the user to execute external operations on selected
Actions metadata in the Navigation View
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Edit Menu Keyboard Description
Option Shortcut

Options

Cul+0O

View Menu

Keyboard
Shortcut

Opens the Options dialog box:
General

Display

Reports

Capture

Process

Audio Codecs

Advanced

Description

Refresh F5

Session [none]

Google [none]

Earth
Live
Content

Collections

URL Bar

Capture
Bar

M
Window

Welcome
Page

Status Bar

Refresh the collection list with the latest information.

Allows the user to view a specific session in the active collection by
entering the session ID.

Allows the user to represent the active data within the Google Earth
desktop client. The GeolP2 parser must be active when the data is
processed.

If checked, allows the user to access the Live Content to manage live feeds

If checked, the Collection page displays the collections by name, status,
and size.

If checked, the time range, collection view, and search fields are displayed.

If checked, the Capture Bar is displayed.

If checked, an Instant Message pane is displayed below the Collection
pane.

The Welcome Page contains Frequently Asked Questions about Investigator
and Recent NetWitness News.

System status messages and warnings appear on the Status Bar.

Investigator Basics
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Bookmarks Menu

Bookmark Keyboard | Description
Menu Option | Shortcut

Add Bookmark [none] Adds the current drill path or session listing as a bookmark. This option
is only available while navigating within a collection.

Organize [none] Allows the user to arrange existing bookmarks or remove them. This
Bookmarks list is user-specific.

History Menu

The History Menu displays and allows an immediate jump to any of the last 10 drill points created by
the user.

Help Menu

Help Opens the following URL in your default browser:
Documentation https://community.rsa.com/community/products/netwitness/investigator, which
contains links to Investigator documentation and the product download files.

Registration Displays your Registration ID for Investigator.

Page

Show Log This text file is analogous to the log files created by the Decoder and Concentrator. It
provides a record of all Investigator actions and also records system warnings and
failures.

About Displays the version of the Investigator software installed on your system

Investigator

Collection Navigation

As you explore the data in a collection, it is important that you understand the features in Investigator so
that you know where you are in the collection. Because there are multiple data items that you can drill
into at any point along the way, it would be easy to direct yourself away from an item of interest and
proceed down a less productive path.

o Navigation View

« Navigate Multiple Views

o Session List View
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o Content View

Navigation View

On the main Collection screen, double-click the desired collection (Sample Data) to open a new tab for
the Navigation process.
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The tab for the selected collection shows a listing of the processed reports (e.g. IP Protocol, Service
Type, Action Event, etc.). Each of the report types lists report values and their associated session
counts.

Navigation Toolbar

The appearance of the collection reports and the data contained are determined by the combination of

selections you make on the Navigation toolbar. For example, the Time Graph allows you to expand
a section of time for closer examination. For a detailed explanation, see Navigation Toolbar.

The user can now perform either of the following two functions:

Funcion—Deserpion

Drill into a This will refocus the current view into a Navigation View with that particular report
Report Value  value as a filter.

Drill into a This will display a list of all the sessions for a specified drill point and their
Session List associated metadata. Session content may be viewed from this list.
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Navigate Multiple Views

As you begin to drill into sessions and values, it is usually helpful to arrange the session and content
panes so that you can easily compare data. Each of the labeled elements can be undocked and moved, or
hidden. The displayed arrangement is the default when Investigator is installed.
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If you want change the position or orientation of the Session List pane or the Content pane, grab the
edge of the pane and drag it out of position. Docking guides show possible positioning for the pane. The

transparent blue area indicates the new position for the content. Releasing the cursor docks the Content
pane in the new position.
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The Docking Guides are only available if you are using one of the 2007 themes (EditOptions).

One possible re-arrangement of the panes is shown here. You can determine which arrangement works
best for yourself.
Content Pane Display Options

You can also use the display buttons in the upper right-hand corner of the Content pane.

Click this... To do this...

E View the Options menu to change the location of the Content
pane.

Floating
Dockable
Tabbed Docurnent
Auko Hide
Hide:

The Floating option is useful if you are using dual monitors.

E AutoHide hides the current Content pane and creates a tab to
restore the content view.

@ The Hide button closes the Content pane.

Click on the Options icon to change the properties of the pane.
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Session List View

The Session List view will display a representation of all the sessions that correspond to the drill from
the Navigation view:

Session List * Crlloction (Bt Mom. Boslmards  pstory  tep
Toolbar Ium.. nl Sampl.. > HTTP > Sessions for 192.168.25.285)
Thumbnail H ) welcome | "&mn‘r g |
image __
T — :mt mgeiorz (D0
" | |
Timestamp E Time Service  Size Events
M-E_-"_l!;D_l_’:g'lCP 2584 O 000C 29345610 => 0014 D1 5E2EFS
Service Type____ = HITE KB o 192.168.25.251 = 125.65.76.2
_._________,——‘_'_ ﬂ 1275 =3 B0 (neep)
File Size___— 9 pavicad: 25026
Events Loy
—— o " A tcp.Nags: 30
_‘::___th—_'_ —_— Y swreams: 2
_E'“—h______ 9 packets: 80
e —— 1 1#etime: 0
- ﬁ BETION: Qe
- directory: 001
filename vk Atm
|z EXTEASION M
(=] empnt Moz 2.0
My abiagip: 12565762
* akaz host woalld wl 2T sest2Elcn

o Thumbnail image — A small image of the content for that session If you click on the image, the
Content pane opens.

o Time — The date and time of the data capture
o Service — The protocol(s) used by the network
o Size — The session size

o Events — List of metadata items found in the session.
For example, if a user has clicked on a session count of 212 to the right of a particular Address report
value from the Navigation view, the resulting 212 sessions will be listed on the Session List view.

Session List Toolbar

This toolbar facilitates moving among the individual sessions for the chosen Report and Value.
appearance of the collection reports and the data contained are determined by the combination of
selections you make on the Navigation toolbar.
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Content View

To view the content in a particular session, you click on the Thumbnail image. A separate pane displays
the content detail for that session. You can select any one of the following formats, such as View Web

, from the Content Toolbar.
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Y ou can continue to explore the data through drilling into specific items, search the session for a
particular term, string, or other values.

Content Toolbar

When you view content, Investigator selects the probable best format, based on the collection’s type of
service. Once you open the Content view, you are able to change from the default Auto to any of the

other options.
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Getting Started

This User Guide illustrates the capabilities of Investigator, although your effectiveness depends upon the
types of threats your organization is experiencing. Generally, there are two main categories that concern
an organization:

o Malicious user activity—The introduction of malware that is destructive to your network, such as virus
or other intrusive programming.

o Anomalous activity—-This can be anything from downloads from your network during off-peak hours to
excessive activity with a suspicious source or content.

Investigator, through the NetWitness Data Model, enables you to see the content through filters that you
customize to fit your specific objective(s). How you do this necessarily depends on your understanding
of the characteristics of your network. It is beyond the scope of this document to attempt to illustrate an
extensive number of scenarios describing how Investigator should be utilized on any specific network.

Investigator can enable a historical investigation into events leading up to a network alarm or incident.

If you know that a certain type of activity is taking place on your network, you can select only the
reports of interest to examine the content of data collections.

Once you become familiar with data navigation methods, you can explore the data more completely
through:

o Drilling into reports and report values
o Searching for specific types of information

o Reviewing specific sessions and session content in detail.

The initial task of configuring Investigator is described in the remainder of this chapter. As you work
with the application, you may decide to change certain settings to optimize performance.

About the Investigator Main Window

When you first open Investigator, the Collections screen and the Welcome Page display. This window
enables you to create new collections and manage the existing saved collections.
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A Collection may display any of the following in the Status column:
e Not Connected

o Connecting

o Unable to Connect

e Ready

e Processing

o Exporting

o Importing

e Error

Configure Investigator

You access the configuration options from the Edit menu on the Investigator main window. Settings that
are not listed in these options may be viewed or changed in the Application Data File
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The Options dialog box has seven categories:
« General

« Reports

o Capture

» Process

o Audio Codecs

o Advanced

Note: The complete configuration settings for Investigator are available in the Application Data File
on your system after installation.

General

This section allows you to determine where all collections are stored, thumbnail size, and warning
prompt settings.

“ Options |:

General | Display | Reports | Capture | Process | Audio Codecs | Advanced |
Default Collection Path | C:\Documents and SettingsiusernameiMy Documentsitet' | =5

Automatically Check for Updates

Allov Investigator to Reach Internet

Shaow \Welcome Page on Application Startup
Smart Hide Collections Page

Show Descriptive Tooltips

I at any paint in the application you have opted ko
Reset Warning Prompts disable a warning prompt, clicking this button wil
- re-enable all warning dialogs.

Restore Default Settings Reset Investigator Settings to the Default Settings.

oK Cancel
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o Default Collection Path—This is the default directory path where all collections are stored on the
system. The default path is My Documents\NetWitness\Collections.

o Automatically Check for Updates—When checked, Investigator automatically checks for new
updates and prompts the service to download them.

o Allow Investigator to reach Internet—When checked, Investigator reaches out to the NetWitness
web service to load the most recent FAQs, News and Community posts in the Welcome page.

o Show Welcome Page on Application Startup—When checked, the Welcome page is automatically
displayed when Investigator opens.

o Smart Hide Collections Page—When checked, the Collection bar collapses when a collection is

navigated.

« Show Descriptive Tooltips—When checked, tooltip descriptions display as you roll over icons or
regions of thelnvestigator pane(s).

o Reset Warning Prompts—This button re-enables all warning dialogs.

o Restore Default Settings—This button restores all settings to their default values.

Display

This section allows you to specify the way Investigator appears and options for Session and Content

View.
Options

Theme

Office200

Session View Options

Sessions Per Page

Content View Options
Packet Display Limit

Max Session Size

General ‘Display IRaDnrts ICaptura IPmcess IAudm Codecs IAdvanced |

20

Auktomatic Thumbnail Generation
Limit Thumbnail Size: | 512 KE

100

o ME
Sessions Wiewed Side by Side
[] Do Mok Embed Application Types
Enable £S5 Reconstruction
[] Disable Mative Content Yiews
[] Automatically Decrypt S50 Sessions

RSA Keys Folder:

oK

Cancel

X

Theme

A theme is a set of elements, such as color scheme, that allows the user to personalize the appearance

of Investigator.

Choosing any of the 2007 themes allows the use of docking guides, as described in Navigate Multiple

Viewson page 1.
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Session View Options

Sessions per Page—The number of sessions shown in Session List view.

o Automatic Thumbnail Generation—If checked, thumbnails will automatically be generated when
viewing a session list.

o Limit Thumbnail Size-When Automatic Thumbnail Generation is checked, the user can
specify a size limit for thumbnail generation for any session content above the limit.

Content View Options

Packet Display Limit—The number of content packets to display. Default is 100.
Max Session Size—The maximum session size in MB. Default is unlimited (0).

Sessions Viewed Side by Side—When checked, Content View shows sidel/side 2 side by side, as
opposed to top down. You must clear the content cache for each collection for this option to take
effect.

Do Not Embed Application Types—When checked, application, audio, and video content types are
not embedded into the NetWitness content display page.

Enable CSS Reconstruction—-When checked, the application attempts to find and load the website’s
CSS files from other sessions. If you are having problems viewing specific websites, try checking this
option.

Disable Native Content Views—When checked, the user is prevented from viewing content in Web,
MAIL, IM, and VOIP formats. This option is not normally used.

Automatically Decrypt SSL Sessions—When checked, the content display page decrypts SSL
sessions that were encrypted with any of the provided RSA keys.

o RSA Keys Folder—When the Decrypt SSL Sessions is checked, the user can specify the location to
specify RSA keys.

o TLS Certificate Hashing - You can view hashes of certificates that are seen in the packet stream.
These hashes are the SHA-1 value of any DER- encoded certificate encountered during a TLS
handshake. The hashes produced can be used to compare network traffic with hashes from public

SSL blacklists, such as the one from sslbl.abuse.ch. The SHA-1 is stored as a text value in the
meta key cert.checksum. Investigator can decrypt up to TLS version 1.2.

o JA3 and JA3S TLS fingerprints - You can view the JA3 value of TLS clients and the JA3S value
of TLS servers that are observed in a network session. The values that are produced conform to the
values generated by the open source JA3 tools (https://github.com/salesforce/ja3). JA3 is stored as
a text value in he meta key ja3. JA3S is stored as a text value in the meta key ja3s.

o Community ID - Investigator generates Community ID flow hash values that are compatible with
the Community ID specification defined by https://github.com/corelight/community-id-spec. The
Community ID is written to a text-formatted meta key named community. The Community ID is
generated on sessions containing TCP over IPv4, TCP over IPv6, UDP over IPV4, and UDP over
IPVe.
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Reports

The user specifies the reports that are compiled when data is processed. The available settings for
reports are:

o Auto - This selection allows the application to determine whether the report is opened. If there are
less than 10,000 sessions, it is opened.

o Open - This selection opens the report regardless of the number of sessions.
o Closed - This selection does not display the query results for the report

o Hidden - This selection does not display the report.

For example, if the user only sets the Service, Time, and Address reports as Open and sets the rest of
the reports as Hidden, any Collection processed with those settings, only those three reports are listed
in the view. If you change the report settings, you must refresh the collection to reflect those changes.
The Reports Toolbar allows the user to group or re-arrange reports for ease of use.
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Set all reports in the list to Open
Set all reports in the list to Closed
Set all reports in the list to Auto
Set all reports in the list to Hidden

Move the selected report up in the list
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Click this... To do this...

m Move the selected report down in the list

Capture

In this section, you specify the capture configuration options for Investigator.
Network Adapter

Select the appropriate adapter for your network. If you are using a wireless capture device, see Wireless
Packet Captureon page 1.

The default network adapters available are set at installation. Consult your System Administrator for
more information.

Advanced Capture Settings

o Max Disk Usage—The percentage of drive space allowed to be used by the system.
If this value is 100, the drive is allowed to fill up completely

o Buffer Size(MB)—Specify the size in MB that is used to cache packets on the network

Evidence Handling

If enabled, Hash files are saved in the specified location. By default, Hash Capture is disabled.

o Hash Captures—External files that can be used to validate that the original capture files are intact.

o Hash Directory—Specifies the file location.

Process

There are three processes configured on this tab. Use the scroll bar to move through the dialog box.
o Application Parsers
o Assembler Properties

e Memory
Application Parsers

Use the Select All icon or the Clear All icon to make your selections.
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Assembler Properties

Seting [oeseripions

Maximum
Session
Size

Minimum
Parser
Bytes

Maximum
Parser
Bytes

Packet
Partial

Memory

Assembler maximum session size in bytes. This is the maximum amount of data a single
session can retain. If the size exceeds this value, the data is truncated to the maximum
size.

Reducing the amount of memory can improve performance; however, sessions above this
byte limit will be truncated.

Specifies the minimum number of bytes to parse

Specifies the maximum number of bytes to parse

Allows for truncated packets and ignores checksum. Enabling partial packets will allow
assembly of truncated packets and also not perform a checksum for ip and tcp packets.

Seting [oesrpion

Session  Total number of sessions to keep in the preallocation pool. This is a performance setting
Pool which allocates the number of sessions at NetWitness startup.
Session  Total number of session pages to keep in the preallocation pool. This is a performance
Pages setting which allocates the number of session pages at NetWitness startup.
Packet  Total packets pages to keep in the preallocation pool. This is a performance setting which
Pages allocates the number of packet pages at NetWitness startup.

Audio Codecs

NetWitness loads the standard Microsoft Operating System codecs; however, the user can modify
existing codecs. Codecs can be bound to the channels for replay; however, the required codecs must be
installed locally to be available for channel assignment.
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Options ri_|

General | Display | Reports | Capture | Process | Audio Codecs | Advanced

Payload Type Audio Codec Binding -
o CCITT w-Law (8.000 kHz, 8 Bit, Mano )
1
2 Microsoft ADPCM (5.000 kHz, 4 Bit, Mano )
4 Mecrosoft G.723.1 (8 kHz Mono, 6400 Bikjs )
L]
7
& CCITT A-Law (8.000 kHz, 8 Bit, Mono )
9
10
11

12

13 R
< ¥
Edk Delete P MNote: Changes are saved immediately.
oK || Cencel
=}

When you highlight a row, there are three actions available:
o Edit—When you click the Edit button, a dialog box opens that allows you to select:
o Format—Select the format you want associated with the codes from the dropdown list.

o Attributes—Select the attributes you want associated with the codes from the dropdown list.

Sound Selection

Fomat | Microsoft ADPCM v

o Delete—When you click the Delete button, the actual audio codec is not deleted. Its content is merely
cleared.

o Reset—When you click the Reset button and click Yes to confirm, all the standard Microsoft
Operating System codecs are reinstated.

Advanced

This section allows you to set options for Threads, Log Messages, Queries, and Live Content
Management.
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Threads

Options

General | Display |Reports | Capture | Process | Audio Codecs

Threads
Thread Priority Normal
Render Threads g
Log Messages
] Log Debug Messages
Query Options

Session Threshold o

(/] Fast Language Call (No Counts)
Live Conttent Management
Server Port
Usarname:
Password

Advanced

o Thread Priority—The user can control the thread priority of the overall user interface.

o Normal-This setting gives priority to the data capture thread during a sustained capture.

« Below Normal —This setting gives no priority to the data capture thread.

o Render Threads—The maximum number of CPU threads allocated for rendering data, as users
perform other analysis operations simultaneously.

Log Messages

o Log Debug Messages—Select this option to troubleshoot Investigator. When selected, all debug

messages are written to the log file.

Query Options

o Session Threshold-The maximum number of sessions that are accurately displayed in the Navigation
window. Set to zero for unlimited accuracy, but slightly slower queries.

o Fast Language Call-Select this option for maximum performance. If you deselect it, this can greatly
slow down opening reports, but provides more accurate information (in some cases) on the full
number of items next to the report name.

Live Content Management

o Login information to the CMS system for downloading content, for example, rules, parsers and feeds.

Getting Started
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Collection Management

Collections are logically-related sets of packet data. This packet data is processed by NetWitness®
Investigator into the NetWitness Data Model. Once processed it is available for analysis.

Investigator has very flexible configuration options to reduce the amount of time required to process the
data analysis. This chapter describes how to configure your data collection to find a specific kind of
activity.

Collections are created and populated with data through import from another source or live network
capture before analysis with Investigator may occur.

Accessing Data

Investigator enables you to analyze data from two sources:

A remote device, such as a Broker, Concentrator, or Decoder

A Local collection, either a live capture or packet imports

Collection Configuration

Before actually capturing data for analysis, you must set the options for the collection that govern the
behavior of data processing and the user interface.

There are two levels of configuration that are required with Investigator.

Application Level - Settings for new collections, such as where collections are stored, thumbnail
size, index settings and content view, and warning prompt settings. Changes at this level do not affect
existing saved collections.

Collection Level - Settings for file location, locking a collection, or making a collection the default
collection.

Collection Level

When you create a new collection, the configuration dialog box displays.

New Local Collection E]

Local Collection

Collection Name | New Collection Name:
[ Override Default Location
C:\Documents and SettingsiUserMy DocumentsiNetWitness\Inves |

[7] Lock Collection
[7] Auto Connect

Cancel
|

Enter a unique name for the new collection in the New Local Collection dialog box.

38

Collection Management



NetWitness Investigator User Guide

Note: Collection names may not contain the following characters: /\ * 2 : "' <>|

o Specify a location for the new collection if you want it saved other than the displayed folder by
checking the Override Default Location checkbox.

o Check the Lock Collection checkbox if you want to prevent the collection from being deleted or used

for future capture/import.

o Check the Auto Connect checkbox if you want the collection to open each time you open

Investigator.

Note: The settings for a collection can be changed at any time.

Investigator Toolbar

The Investigator toolbar contains shortcut buttons that are used frequently to work with collections. Some
of these operations can be accessed with keyboard shortcuts. There are other actions available from the

Collection menu.

Click this... To do this...

CETTEN
) Ctrl +L
<5 Ctrl + R
P Cul+E
[none]
B Ctrl + 1
F5
Ctrl + N
Is Ctrl +S
How To...

o Create a New Collection

o Configure the New Collection

o Import a Data File

o Reprocess a Collection

Create a new local collection.

Create a new remote collection.

Edit the selected collection’s properties.

Delete the selected collection.

Import packet files into the selected collection.
Refresh the collection list with the latest information.

Navigate to the selected collection.

Creates the sample Data Summary for the selected collection.

Collection Management
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Create a New Collection

1. On the Investigator Toolbar, click the New Local Collection ]3' icon.

The settings for a collection can be changed at any time.

New Local Collection E]

Local Collection

Collection Name | New Collection Name:
[ Override Default Location
C:\Documents and SettingsiUserMy DocumentsiNetWitness\Inves |

[7] Lock Collection
[7] Auto Connect

Cancel
=i

a. Enter a unique name for the new collection in the New Local Collection dialog box.
Collection names may not contain the following characters: /\ =% ?: " < |

b. Specify a location for the new collection if you want it saved other than the displayed folder by
checking the Override Default Location checkbox.

c. Check the Lock Collection checkbox if you want to prevent the collection from being deleted or
used for future capture and import.

d. Check the Auto Connect checkbox if you want the collection to open each time you open
Investigator.

Note: The settings for a collection can be changed at any time.

2. Click OK. The named collection is added to the list on the Collections tab.
Double-click the collection to connect to the database. When the Status shows Ready, continue to
the Capture Control box.

3. Select the target collection from the drop-down menu. Proceed to configure the collection.

Configure the New Collection

You can create a new collection in one of two ways:

o Importing an existing data file:
The file is processed based on the current Investigator configuration settings

o Configure live data from the network:
You set the Adapter and Rules before you begin the capture process .
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Import a Data File

1. Double-click the New Collection Name to connect to the database. The Status changes to Ready.

L™
i Collection  Edit  View Bookmarks  History  Help \

' [all Data

=]
i 8
|53 | | ueosoos . 0B
|2 winsTON - DE
| <2 HEO:S0004 - DE
_| ﬁ AnotherTest - 0B
| w websurfing - 0B
| @ RP1 Sample Data

3 ll‘ SampleData 2

=
2. On the Capture Toolbar, click the Import "“* icon.
3. Navigate to the folder where the capture files are saved. Select the file to import and click OK.

Note: If you are importing multiple files, you can select the check box to enable you to track the file
names. [f you import a collection under a different name, you can apply a different set of Network and
Application layer rules to obtain a different view of the same data.

Reprocess a Collection

When you capture data with Investigator, the Network layer and Application layer rules that you define
are applied to the data. You might decide that it would be beneficial to use a different set of rules. The
rules on Investigator apply to all collections. In order to reprocess an existing collection, you must delete
the existing rules and replace them with the new set of rules.

1. Export your rules to a file (.nwr) and then delete the existing files for the Network layer and
Application layer rules.

Any rules you do not delete will be applied with the new rules to the collection when it is
reprocessed.

2. On the Collections Pane, highlight the collection that you want to reprocess.

3. From the Collections menu, select Reprocess.
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i Collection Egd\t Wiew Bookmarks History  Help
: { Zonneck Chrl+T P .
l: | Disconnect Ctrl+D
.,..‘ Mew Local Collection ChrlHL
i | Mew Remote Collection  Cr+R

|| Ed Colction CtrHE

B + Import Packets Chri+I

| Export Collection

B Repracess Collection

| Delete Collection

4 Mavigate Collection Chrl+M v

| Summarize Colleckion Chrl+5

: Delete Content Cache  Chrl4+-Del ¥

L Exit

T TESTT s
| B tia
Bk

4. Click Yes to confirm that you want to proceed with reprocessing the selected collection. If you click
No, the procedure terminates.

92 This collection may contain a lot of data and could take
\V a long time ko reprocess,

Are you sure you wank o proceed?

[Joon't ask this question again.

5. Enter a unique name for the reprocessed collection and click OK.

r

New Local Collection [z|

Local Collection |

Collection Mame | RP1 Sample Data
[ crverride Default Location
and SettingsiusernameiiMy DocumentsiketWwitnessiInvestigations

[ Lock Collection
|:| Auto Conneck

1] 4 Cancel

6. As the data is exported from the original collection and imported into the new collection, the progress
is shown in the Collection Pane.
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{geleton (8 Yew foteari peay e

Pr | M bata A MR e
ogress is . ——
shown as the BERB e k. ™ Mew collection to
collection is prs B o — receive the
| S cesones . TR reprocessed ndill:qI

mprnmssa\ .

Original collection
to be
reprocessed

0B
| il websurfing = 0B
| Ef sample Data 2 Ready 3.8 ME
| GI RP1 Sample Data Ready 405,35 ME

Input File Types List

NetWitness Investigator can read as file-based input any of the file types listed in the table below.

Packets provided in

TCPDump format are preferred since this is the industry standard for packet data.

(TypeofFle |
TCPDump

NetMon .cap, .cap.gz

EtherPeek .pkt, .pkt.gz

IPTrace .pt, .ipt.gz

NAIDOS .enc, .enc.gz

RAW .raw, .raw.gz

NetWitness Data .nwd

Network Instruments .bfr

Observer
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NetWitness Data files (.nwd) are a proprietary file type that can be created when exporting data from
one NetWitness Collection to another.
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Data Capture

This chapter explains the steps necessary to prepare Investigator for live data capture, as well as the
way captured data is processed. The two areas that affect how the data will be processed are:

o Custom and Specialized Parsers—This introduces specialized and user-defined parsers.

o NetWitness Live—NetWitness Live provides immediate access to multiple sources of threat
intelligence and reputational content.

o Rules-There are two categories of rules that affect data capture, Network Layer and Application

Layer rules.

Use this list to prepare to capture live data with Investigator.

Steps to complete before beginning a capture:
1. Select the parsers to use for the capture
o Define any custom parsers for use
2. Define the Rules to be applied to the captured data
o Network Layer
o Application Layer
3. Verify the Capture Configuration settings
o Network Adapter
o Advanced Capture Settings
o Evidence Handling

4. Start the capture

Custom and Specialized Parsers

NetWitness Investigator users can create custom parsers to unique specifications using any one of
several special parsers.

o GeolP2-This parser associates the IP addresses with actual geographical locations.

o Search—This parser is user-configured to generate metadata by scanning for pre-defined keywords
and regular expressions.

o Entropy—This parser is a NetWitness native parser. When the Entropy parser is enabled, analysts
have visibility into channels that are trying to blend in with other traffic, but do not follow normal
protocol behavior. This helps to identify channels that do not conform to the normal environment
traffic baseline, and may be worthy of investigation.

o Lua—A parser created in the Lua language that has nearly as much capability as those parsers
compiled directly into the product.
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For more information about these parsers, see the Decoder Configuration Guide on RSA Link. Go to the
Master Table of Contents to find all RSA NetWitness Platform 11.x documents. To configure these
parsers in NetWitness Investigator, see Configure Parsers.

Configure Parsers

In Investigator, to configure the parsers:
PATH: Edit > Options > Process

Goraral | Deplay | Reports | Capbure  Procens | Aude Codecs | Advanced

|M-u

Parsers.—— B
e |

— FIP

Metadata S stschmert

i

R e e e e e e e )

u

To customize the parsers for use in a particular collection, you can begin with all parsers selected or
clear the entire list of parsers and manually enable the parser(s) and which associated metadata you
wish to use. For the first method:

1. Click on the Select All Parsers icon to select all parsers and associated metadata enabled.

2. Scroll through the list to disable any of the parsers or the associated metadata in the list. Click OK.

For the second method:

1. Click on the Clear All Parsers icon to disable all the parsers and associated metadata.

2. Scroll through the list to select the parsers and the associated metadata to enable.
Click OK.

Note: When you define a new parser, it does not appear in this list of parsers until the next time you
open Investigator.
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NetWitness Live

NetWitness Live is a content management system that enables users to subscribe to similar rules,
protocols, flex parsers, and feeds that have been validated and made available by NetWitness. When
your subscription to the NetWitness Live services is activated, you are given the credentials to access
the NetWitness Live service. You are then able to select from the available content to download to
Investigator. For information about the NetWitness Live service, see the Live Services Management

Guide on RSA Link at https://community.rsa.com/.

There are more than 200 alerts that can be imported into Investigator and applied during live capture or
.pcap import. These are excellent examples of how to author your own rules for Investigator.

Some of the data types that the baseline rules provided will help identify are:

Beaconing Watchlists
Exploit Kits Attack Profiles
Malware Malicious
Applications Downloads

BOTs Password
Vulnerabilities

Remote Shell

Malicious Non-standard Traffic
Redirects

The SANS Internet Storm Center, contains the top 10,000 source IPs, associated with malicious activity
and tracked by SANs and its contributors. As a NetWitness Feed, sessions containing these IP addresses
are flagged as new meta data for analysis. For more information on the SANs Top Source list, visit

http://isc.sans.org.
To get started, follow these steps:

1. Navigate to the Edit > Options menu and click on the Advanced tab. Complete the Live Content
Management credentials for your subscription. Click OK.

ot
By Hierarchy | Search

Fiter by Content Type.

7] Caphure Feed
Capture Fiex Parser

7] Capture Network R
Custom Acton

7] infosmer Alert
Informer Chart

) infosmes Report

1) Informer Rule

Addtoral Search Parameters
Keywords ( comma separated )
malware, ONS, doman, botnet

Fiter by Tags Refesh Tags

2. On the View menu, select Live Content and the Resources option.
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: Collection Edit Bookmarks History Help
Al Data Refresh F5 i NetWitness Investigator
£ SESSION..
- ikl
a | = - | Google Earth...
Live Content b Resources ...
QEJ] Demo Collectitl Collections | Tags ...
« | URL Bar
Capture Bar
i
: IM Window

Welcome Page

+ | Status Bar

/—-—\\

The Live Content dialog is displayed. When you select a topic in the Refresh Tree Hierarchy, the

results are displayed in the CMS Resource Library pane to the right.

By Hierarchy | Search |

| Refresh Tree i — :
: |Name |Type | Client Version |Latest Release Version | Created |
- Netiitness [ carberp botnet activity Application Rule 1.0 11 2010-10-13 09:30:40 AM
B Ceoture [0 Fitter Windows Updates Application Rule 11 11 2010-12-01 08:09:16 AM
}R‘f:pﬁ:aﬂm [ Filter Java Updates Application Rule 11 11 2010-12-00 08:09:09 AM
i_mm [ Filter Google Updates Application Rule 11 11 2010-12-01 08:0%18 AM

- Parsars 3 Filter Symantec Updates Application Rule 11 11 2010-12-01 08:09:00 AM

- Feeds [ Fitter Inted Updates Application Rule 11 11 2010-12-01 08:09:03 AM

- Reportng [ Fitter VMWare Updates Application Rule 1.1 11 2010-12-01 08:09:07 AM
#_I—Infwmu [ Fitter Adobe Updates Apphcation Rule 11 11 2010-12-01 08:09:07 AM

I Rerts [ Fitter Skype Updates Application Rule 12 12 2010-12-00 03:09:03 AM
[ [ Fitter Macromedia Updates Application Rule 14 14 2010-12-01 08:09:02 AM
’:mk [ Filter Mcafee Updates Application Rule 1.2 12 2010-12-01 02:09:06 AM

[ custom router firmuwvare admin page Application Rule 1.0 11 2010-12-02 08:57:09 AM

B-DPACT

o The Hierarchy view allows the user to browse all of the content in the system to which he has

access, arranged by content type.

Additional information about the displayed results are shown as you scroll to the right:

Name Client Created Downloaded Size
Version On

Type Latest Updated On  URL
Release
Version

Data Capture
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o When you click on the Resources in the CMS Resource Library, an option menu displays that
allows the user to control the subscriptions.

~CMS Resource Library 3
| Refresh | (R \
[Name Select All | Client Version |Latest
carberp bot - h Rule 1.0 11
P Preview
[ Filter Windg - e W
Filter Java U ubsenbe Selected 5
Filter Googl Unsubscribe » Al 1.
Filter Syma | Clear All Subscriptions RuTe 11 11
Rule 11

lication Rule 1.1

o The Search tab allows you to search your subscribed content on the system. You can narrow your
search by content type, tag, and keyword.

By Hierarchy | Search | QM5 Resource Livary
PR waru— | e o—
Fiter by Content Type
[7] Capture Feed P [Type | Client Version |Latest Rel
7] Capture Flex Parsar ] BFK Passive DNS Coiection Custom Acticn 1.0 1
7] Capaure Netwerk Rule ) carberp botnet activity Apglication Rule 10
[7] Custom Actian 1 Murof,
[ trormer dert [ Google Mahware Diagnostic Search
[7] informer Chaet 7] Malware Darnains List Search
[ tnformer Repart
|71 tnformer Rule:

& Botnet Activity Feed 10

m

]

1

i1

Acticn 10 10
n Action 1.0 0

7] Mined Alexs Parsers : i

Addtoral Search Parameters
Keywords ( comma separated )
mabware, DS, domasn, botnet

Filter by Tags Refresh Tags
Dt =
] attacks [
[ beta

(] botnat
[7] data leakage
[ executable -
[ fiter

[ mappeopeiate

[ infeemational

] insider

[ mabvware - ! m

Preview Content

When browsing the content, you can click the Preview "™ jcon for any selected item. This opens a
dialog window that allows you to view text-based content. You will not be able to preview binary

content, such as a binary feed file. The preview dialog also allows you to view a resource’s comments,
tags, and any dependencies.
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Dislog

File Edit

g 7uml version="1.0" encoding="utf-8"7>
" e b gyl

<l—
Parser created by gary.golomb @netwitness.com on 5/13/2010
Last mfiar:e:

Discussion:

This parser detetcs when someane is starting the download of a new torrent and extracts the filename being
Keys required by this parser:

<key de Filename" level="Ind

e
<parser name=bittorrent” desc="bittorrent” service="6881">

<dedaration>

" name ="flename” [>

<meta format="Text" key="flename" name="flename"/>
<token name = "torrent” options = Tinestart” value = "Content-Type: application x-bittorrent™/>
<number name="offset1’/>
<number name ="offset2”(>
<number name="offset3’/>
<sfring name="str_num"/>
Comments | Tags | Dependencies

[informational alex_c (2010-07-09T 13:00:31.331-04:00)

Update Content
When you click the subscribed check box in the content list the

system downloads the content from the

server and checks that content against the server each time the application is started. This happens
without user intervention and is currently not configurable. An installed resource is displayed with a

check on its icon in the Rules Configuration dialog.

30 e Contgurtion =)
et Rudes |2 P
Checkmark BIFEREILILIB-2
indicates a & e e Smion O . <
subscribed rule T m— &
3 LoogbaciRie shanip o 170008 &
2 Adwiee_Gineral Tiirarise n “cougonpintinen’ | ik boi. ik
B Fitan, Advrispmant sl host wncly ‘sdgurdonar.com, sdotn. [
i s tep gl bk paylond s 1-u &
B P e g L
3 wabedie pralfc setl shir bt ENER, Yetchestonincird ko, i
i waladuc priffic sl i hosit DY ‘ecdonunat’ wcomnn ik
@ wobedac Sunpiourfloames  flmamt IND wcand o, postcmdon &
i 7 ZeraDny Shasowhervertint 0. akas host ends Tabdh bbaudlcn”, hasdu i
B E7ZeraDy ShasiowServerlin M. akis host ends "o L7 guend o, . &
2 W7 ZereDiny ShadwServerlit M0 ki hont en "ol W17 i -
L)
a

Rules Overview

Rules can be defined as filters created for specific metadata, that when matches are found, can result in
predefined behavior(s), known as actions. For example, if the user wanted to keep all traffic that fit
certain criteria, but filter all others, they might create a rule with the necessary actions in order to fulfill
this requirement. When applied, rules will affect both packet capture file importing, as well as live

network capture.

The two most common uses of rules within Investigator are:

Data Capture
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o To filter out certain types of traffic that does not add value to the analysis of the data.

o To alert, and thereby create a custom alert meta value, when certain conditions are found while
Investigator is processing and reconstructing packets into sessions.

By default, there are no rules defined when you first install Investigator. Unless there are rules
specified, the packet(s) will not be filtered.

To configure the Network Layer and Application Layer rules, from the Investigator menu bar:
PATH: Edit > Rules

You configure the software rules for live network capture, as well as processing packet data previously
collected. There is a tab for each type of rules:

o Network Layer Rules
o Application Layer Rules

Note: Network Rules are applied prior to session reconstruction and Application Rules are applied
after session reconstruction.

Network Layer Rules

Network layer rules are applied at the packet level and are made up of rule sets from Layer 2 - Layer 4.
Multiple rules may be applied to the Investigator. Rules may apply to multiple layers (for example, when
a network rule filters out specific ports for a specific IP address).

1. From the Investigator Edit menu, select the Rules option. The Rules Configuration dialog displays.

2. The Net Rules tab is selected by default.

£ Rules Configuration

et Rules | App Rules |
-| B 't
For Metwork Capture...
For File Import. ..

& -2

3. Click the New Rule Type " icon to specify whether the rule applies to:
Network Capture
or
File Import
The same rules can be applied for both live Network Capture or File Import.
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4. In the Add Rule dialog, enter a descriptive name in the Rule Name field.

Igﬂdd Rule

Rueum[NwP«k

| [ show intelisense

X

|

eth Rule is valid.

Packet Data
| Stop Rule Processing

* Keep
Session Options
[/] Assemble

[ alert

5. Complete the Definition field by entering directly in the field or by double clicking a meta from the
Intellisense window. As you build your rule definition, Intellisense displays syntax errors and

warnings.

If the Stop Rule Processing option is checked, network rule evaluation ends if the rule is matched.

6. Click OK to submit the rule.

Intellisense lets you know that the rule you created is valid.

Packet Data
Keep

Filter

Truncate

Session Options
Assemble
Network Meta
Application Meta
Alert

Sample Network Layer Rules

1. Truncate all SSL from the source port — tep.srcport=443

Rule Action — Truncate

The packet is saved when it matches the rule.
The packet is not saved when it matches the rule.

The packet payload is not saved when it matches the rule.

The assembler assembles the packet chain when it matches the rule.
The packet generates network metadata when it matches the rule.
The packet generates application metadata when it matches the rule.

The packet generates a custom metadata when metadata matches the rule.

Data Capture
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= AddRule \
Rule Marne | 55L Truncate | Show Intellisense

Definition | tep.sropark=443 |

Intelisense Validation Errars/'Warnings
dstport: Rule is walid.
pork
srcpork
Packet Data

Stop Rule Processing

(| Keep (| Filter

Session Opkions

Assemble Metwork Meta Application Meta
[ alert

1] 4 Cancel

2. Create a subnet filter — ip.addr=192.168.2.0/24
Rule Action — Filter

[ Add Rule

Rule Marne | Subnet Filker | Show Intelisense

Definition |ip.addr=192.168.0,|’24

Intellisense ‘alidation Errors/Warnings
eth Rule is valid,

hdlc
ip
ipve
tcp
udp

Packet Data

Stop Rule Processing

) Keep () Filker () Truncate
Session Opkions
Assemble Metwork Meta Application Meta
[T alert
1] 4 Cancel

Working with Network Layer Rules

When several Network layer rules exist, you can edit or delete rules or change the rule priority.

53

£ Rules Configuration

)
et Rules |AppRuIes|
Bl 2BRBVIE-B

E|Name |C0nditi0n

|Packet Data | /T4

(=) Far : Metwork Capture

E S5L Truncate
B Subnet Filter

bcp,srcpork=443
ip.addr=19

keep
filker

1] 4 Cancel
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When you select a rule, the following options are available:

o Add — Click the icon to continue adding new rules.

o Edit — Click the i icon to change the parameters of the existing rule.

o Enable — Click the icon to make the selected rule active.

o Disable — Click the icon to make the selected rule inactive.

o Delete — Click the icon to remove the selected rule.

o Promote — Click the i3 icon to move the selected rule up in execution priority.

o Demote — Click the 1 icon to move the selected rule down in execution priority.
o Import — Click the icon to load rules from a file and append to the rules list.

o Export — Click the icon to save all rules to a file.

Caution: When you attempt to import a group of rules, Investigator checks the type of rules
imported. If you are successful, a message displays the number of rules imported. If the rule type
differs from the active tab type, you must re-import the group under the correct tab or select another
file to import.

Application Layer Rules

Application layer rules are applied at the session level. Once the first application layer rule is hit, rule
evaluation stops. If the first rule listed is not a match, Investigator then attempts to match the next rule
listed, until a match is found.

1. From the Investigator Edit menu, select the Rules option. The Rules Configuration dialog displays.
2. The Net Rules tab is selected by default. Select the App Rules tab.

£ Rules Configuration

Met Rules | App Rules |

B-RERERBRBYIE-B

E|Name |Conditian |Packet Data | /Iy

[=) Far : Metwork Capture

E 55L Truncate bcp,srcpork=443 keep
Subnet Filker ip.addr=192.168.0/24 filker

Cancel

3. Click the Add a New Rule icon. You must designate the rule type.
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£ Rules Configuration

et Rules | App Rules |

When you add a rule, the following options are available:

Add — Click the icon to continue adding new rules.

Edit — Click the i icon to change the parameters of the existing rule

Enable — Click the icon to make the selected rule active.

Disable — Click the icon to make the selected rule inactive.

Delete — Click the icon to remove the selected rule.

Promote — Click the (& icon to move the selected rule up in execution priority.
Demote — Click the Lt icon to move the selected rule down in execution priority.
Import — Click the icon to load rules from a file and append to the rules list.

Export — Click the icon to save all rules to a file.

When you attempt to import a group of rules, Investigator checks the type of rules imported. If you
are successful, a message displays the number of rules imported. If the rule type differs from the
active tab type, you must re-import the group under the correct tab or select another file to import.

In the Add Rule window, enter a descriptive name in the Rule Name field.

& Add Rule

Rule Name | ENENE | [ Show Intefisense
Definition

Inkelisense Validation ErrorsfWarnings
A | Foube s vabd,

Session Data
[ 4] Stop Rule Processing

* Keep Filter Truncate
Session Options

[7] et
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5. Complete the Definition field by entering directly in the field or by double clicking a meta from the
Intellisense window. As you build your rule definition, Intellisense displays syntax errors and
warnings.

Intellisense lets you know that the rule you created is valid.

6. Inthe Session Data area, specify the action for the new rule.

7. Inthe Session Data area, indicate whether you want an Alert to be created and verify that the new
rule is valid.

8. Click OK to submit the rule.

Session Data

Keep The packet is saved when it matches the rule.

Filter The packet is not saved when it matches the rule.

Truncate The packet payload is not saved when it matches the rule.

Stop Rule If checked, further rule evaluation ends if the rule is matched. The session is
Processing saved as indicated.

Session Options

Alert The packet generates a custom metadata when metadata matches the rule.

Sample Application Layer Rules
1. Truncate SMB — service=139

Rule Action — Truncate
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2. E-mail Filter to retain a specific e-mail address— email= name@company.com

& Add Rule

Pl oy | SME Truncate ] o Inbeliganse
Defirdion | service=139

Intlsana Valhation Ervors Warnings
action A | Fue bz vald.

w

e

et

i

et
beawsar -

Session Data
7] Step Ruls Procassig
Eeep Fiter # Truncate

Sezzion Optiors

7] it aitich ,‘/ B

—l

E5]

i

Rule Action — Filter

Add Rule

Rule Marne | E-mail Filter | Show Intelisense

Select the type of report
that is created when
triggered by the rule.

Definition |email=lucas.britten@netwitness.com

Intellisense ‘alidation Errors/Warnings

ackion A | [Rule is valid,
address
alert

alias
attachment
buddy

cid v

Session Data
Stop Rule Processing

(| Keep

Session Opkions

[ alert

Working with Application Layer Rules

[ : ! Truncate

When several Application Layer Rules exist, you can edit or delete rules or change the priority of the

rules.
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Rules Configuration

et Rules | App Rules |

B-rERBIRE B

E|Name |C0nditi0n Session Data |&|

[=) Far : Metwork Capture

E E-mail Filker email=lucas, britten@netwitness, com Filker

E SMB Truncate service=139 truncate

When you select a rule, the following options are available:

Add — Click the icon to continue adding new rules.

Edit — Click the i icon to change the parameters of the existing rule.

Delete — Click the icon to remove the selected rule.

Demote — Click the U icon to move the selected rule down in execution priority.
Promote — Click the i3 icon to move the selected rule up in execution priority.
Import — Click the icon to load rules from a file and append to the rules list.

Export — Click the icon to save all rules to a file.

Note: When you attempt to import a group of rules, Investigator checks the type of rules imported.
If you are successful, a message displays the number of rules imported. If the rule type differs from
the active tab type, you must re-import the group under the correct tab or select another file to
import.

Capture Configuration

1.

From the Investigator Edit menu, select Options. The Options dialog displays. The default focus is
on the General tab.

Click on the Capture tab.

The three areas to configure are:

o Network Adapter— Select the appropriate adapter for your network.
The default network adapters available are set at installation. Consult your System Administrator
for more information

o Advanced Capture Settings

o Max Disk Usage—The percentage of drive space allowed to be used by the system.
If this value is 100, the drive is allowed to fill up completely.

Data Capture 58



NetWitness Investigator User Guide

o Buffer Size(MB)—-Specify the size in MB that is used to cache packets on the network card.

o Evidence Handling— Specify whether Hash Captures are to be saved and their file location.

Capture Configuration Settings

The Capture tab controls the Network Adapter, Advanced Capture Settings, and Evidence
Handling. This is where you set the parameters for disk usage and hash files.

Network Adapter

Verify that the appropriate setting is being used.

General | Display | Reports | Capture | Process ‘Audin Codecs |Advancad |

Metwork Adapter

Adapter h
Broadcom MetLink {TM) Gigabit Ethernet Driver
Advanced Capture Setti Microsoft #1
Microsoft #2
Max Disk Usage %% a0

Buffer Size (MB) 10

Evidence Handling
Hash Captures (SHA-256)

Hash Directory C:\Users\username \Desktop'Hash Captures =

There are three wireless capture devices available:
o packet _netmon_ (Microsoft Netmon)
o packet mac80211 (Linux mac80211)
o packet_airport_(Mac OS X AirPort)

Advanced Capture Settings

o Max Disk Usage—This setting allows the user to designate a percentage of total disk space (5% -
100%) that will be used to store collected data. For example, if this is set to 95%, then live network
capture will only use 95% of the target drive for the storage.

o Buffer—The user designates the percentage (1% - 100%) of the drive that is reserved as a temporary
storage area.

Evidence Handling
This setting allows the user to designate whether the system hashes the output .pcap files as they are

written to the hard drive. The user can also designate where the hash value file will be written. There
will be a hash file written for every .pcap file written.
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Note: To protect the integrity of the hash values written during live capture, the user should consider
designating an external drive for the hash value files.

Real-Time Network Capture

Real-time network capture allows the collection of traffic from the network using the WinPCap capture
driver. NetWitness monitors on a hub, a port-spanned switch, or a passive network tap. Inserting
NetWitness between your corporate firewall and the corporate intranet allows monitoring of outbound
and inbound Internet traffic. NetWitness does support wireless data capture.

Note: This feature may or may not be supported under your organization’s license agreement with
NetWitness. Please contact your account manager for more information.

When NetWitness Investigator Collection window opens, the live traffic capture configuration options
and controls are located on the Capture Toolbar in the lower panel.

Start/Stop the Live Capture

1. Verify that Parsers are correctly configured.
2. Verify that the Network Layer and Application Layer Rules are correctly defined.
3. On the Capture toolbar, click the Start button. The Line Rate counter and the Packets Captured

counter begin increasing as the device actively captures traffic. In addition, the Start button will
blink red to indicate that live capture is in process.

>
2%
| (S UneRote: — 0 0 Mbs Packets Captured: 7,184 (0.0% Dropped)

4. To stop the live capture, click the Start/Stop button again and it will stop blinking red when the
capture process terminates.

StealthMode is a configuration that keeps the point of collection logically invisible to hackers or other
targets. NetWitness Investigator can collect data in stealth mode on Windows XP and Windows 2003.
Stealth mode is only applicable to Ethernet networks; it is not applicable to Token Ring or FDDI
networks.

1. From the Start menu, select Control Panel.
2. Open Network Connections.

3. Position the cursor over a network connection and then right-click the mouse button. In the Options
menu, select the Properties option.
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4. In the This connection uses the following items panel, clear all check boxes. Click OK.

5. in NetWitness Investigator, select the network adapter that you want use to collect data on the
Capture Configuration dialog.
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Data analysis is the process of looking systematically into processed network data for specific patterns
of activity or content that may indicate a threat to the network or to highlight network sessions of
interest.

This chapter describes the two primary methods for analyzing network data processed by NetWitness.

Y ou must become familiar with both methods so that you develop the critical ability to choose the most
effective way to look at the data from your network. Every situation is somewhat unique in terms of the
types of information you are attempting to find. The two methods to examine the data in a collection are:

o Navigation — the central mechanism for drilling into the extracted metadata

o Search — the mechanism to locate sessions with specified string values or regular expressions

Investigator presents the content of the captured packet as a Collection. The defined target metadata are
shown as Reports and the number of Sessions is represented as a numerical value. When you click on
one of these values at any given level, you are presented with a view of the results on the next level.

Views

You can move between the views of data in Investigator. They are presented in the order of specificity.
Your familiarity and use of Bookmarks and History as well as the Drill Path makes navigation among
the levels easier. The available views are:

e Summary
o Navigation
e Session

o Content

Summary View

This is the highest level that you can look at the characteristics of a selected collection. There are three
snapshots displayed over the timeline.

o Session Count
e Session Size

o Packet Count

1. Highlight a Collection in the Investigator Collection Pane.

2. Double-click the collection to connect to the database.

3. When the Status displays Ready, click on the Collection Summary icon.

In each of the snapshot views, you can zoom into a selected portion of the timeline. You can use the
Navigate icon to open a new tab to navigate to a selected slice of the timeline. You can return to
the previously selected time range by using the Zoom Out icon.
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Navigation View

To begin data analysis, highlight the desired Collection in the Investigator Main window. The steps you
utilize are simply moving from the general to the specific by selecting a more specific value to add to the
drill path. There are many variations in the way you display the data. The basic pattern is the following:

1. Select a Collection. Click on the Navigation icon to view the collection.
Select a Report.

Select a group of Sessions.

2

3

4. View the Content in the selected Sessions.

5. Search for specific content to determine whether it meets your threat criteria.
6

Repeat the process for the next potential threat type in your network.

Note: There may be circumstances that cause you to alter the order or deviate from this
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basic

pattern. Your general knowledge about network traffic and that of your

organization determines the perception of anomalous activity and how you use
Investigator to look more closely.

7. Select a Collection and double-click the name to connect to the database.

8. When the Status field shows Ready, click on the Navigation icon on the toolbar.

The listing displays the processed reports (e.g. Address, E-mail Address, File, etc.). Each of the report
types lists the report values and the associated session counts. Generally, it is useful to narrow the scope
of your drill in order to reveal the amount and type of activity you are searching.

In this illustration, the reports are ordered to display Destination Country first, so a concern is evident
for suspicious traffic with foreign countries.

Drill Path__
—.w =t
Collection Tab.__| soss I e D &0 g
[—
a mm_'.';.n..,...u 1 x
Navigaticn
Ravgaion | e EREEFEEEERPE SR
L1 Bt o B R L
|
Report lcon ——f sy 4 Destination 1Pve address
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Report Type —|
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o Drill Path-Shows the items you have selected as part of your analysis (This allows a quick method

for stepping back to an earlier view of the data.)

o Collection Tab—Shows the active collection in this view

o Navigation Toolbar—Controls the appearance of the reports and the data

o Report Icon—-Symbol for the report with a context menu for results display

o Report Type-The items selected in the Collection configuration (metadata fields)

o Value—The instances in the collection that match the Report Type (20 are displayed by default)

o Sessions—The number of instances identified in the network data containing the specific metadata
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Navigation Toolbar

The appearance of the collection reports and the data contained are determined by the combination of
selections you make on the Navigation toolbar.

When you first install Investigator, the default settings are highlighted:

Hela=lsEl=cl T ISEIm= o]

Displays rt Data “Sort Data in\\)isplays
Logs for by Descending Data by

the current Session Alphanumeric Session

oirill Count Crder Count

As each icon is selected, the resulting view is displayed in the following table:
Click this... To Display Data...
Time Graph

Time Graph—Shows session traffic (sessions per minute) in your current drill.
You can select a part of the graph to expand the view.

Time Cragh of Session Traffic (Sessions Per Minute)
b 7

L]

2000

Sessions

Rl

e - e

o
< 2008-05-30 1 554 Crapn [ ——— o
ienr Crasn od Beusien Trafi ches Fer u[*'h
Destnazion Country (1 mem
united states (15.177)

e

0Bt 1 1 L

View Log Data

Log Data—Shows the log packets created by the Series 4 Log Decoder for the
: current session. You can select a particular log event to view as a text file for
more information.
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Click this... o Display Data...

FREEEs 000E ENEDRO0E

Sort Data

@ Order by Total-Arranges the data by number of sessions.

< 2008- ll-o-lll 26

* 4~ Source IP Address (20 tems)
b 4 10.21.3.46 (3,136) - 10.21.3.50 (169) - 10.21.3.48 (141) - 10.21.3.57 (1) - 10.21.0.102 (48) - 10.21.3.65 (27) - 10
O =-102L0L100007) - 1020353 (16) - 10.21.3.41 (14)-10.21.3.42 (13- 10.20.3.1 (12)-10.21.3.51 {10) - 19
10.21.3.59 (7 - 10.21.3.66 (5) - 10.21.3.55 (5) - 0.0.0.0 (4) - 169.254.188.79 (2) - 10.21.3.58 (2) - 10.2).3.54 {

* 4~ Destination IP address (20 of 262 rems)
10.21.1.200 (433)-10.21.3.255 (367) - 64.78.17.130(248) - 72.215.224. 82 (133) - 255.255.255.255 (130) -
69.147.72.43 (10%1-6814 223200“?] -66.235.139.70 (76) - 209.234.252.114 (69) - F2.215.224.105 (38)

= 24.75.17.56 (31)-72.215.224.121 (30) [mare]

When you sort the values by the number of session counts, the default descending setting is still
operant.

Sort Alphanumeric—Arranges the data by alphabetic order. If there are
numbers as part of the value or alias, they will precede the first alphabetic
value.

e fooc] i | B O[] 7 [S[cls| © | <w] =

< 2008-11-04 11:26

4 Content Type (17 items)

video/x-flv (1) - text/xml (81) - text/plain (168) - text/javascript (70) - text/html (5354) - text/css (167) - image / x-ic,
(1,074) -image/gif (1,138) - application/xml (31) - application /x-shockwave-flash (105) - application /x-javascrip
application /jsan (1)

4~ Extension (20 of 45 items)
xml (58) - Xt (2) - swf (114) - sm (2) - select (22) - px| (2) - png (242) - php (39) - metro (4) - jsp (25) - json (1) - s

———

When you sort the data by alphanumeric order, the default descending setting is still operant.

Arrange Data

Ascending Sort:

Numeric—Arranges the data from least to greatest.

Alphabetic—Arranges the data in a-z order.
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Click this... To Display Data...

< 2008-11-04 11:26

4 Content Type (17 items)

application json (1) - application/smil (48) - application /x-asap (23) - application /x-ja
(1,138) -image jpeg (1,074) - image /pjpeg (2) - image 'png (182) - image ' x-icon (14
-video/x-flv (1)
4 Extension (45 items)
sl 10(1)-124(2)-13(1)-17(3)-2(1)-20(1)-23(3)-250(1)-30(2)-31(1)-49

-books (3) - btf (1) - cqgi (4)- com (7) - css (160) - dll (67) - do (3) - flv (41) - gif (942)
pxl (2) - select (22) - sm (2) - swf (114) - txt (2) - xm

When you sort the data in ascending order, the alphabetic order setting is still operant.

Descending Sort:
Numeric—Arranges the data from greatest to least.

Alphabetic—Arranges the data in z-a order.

EHEE O sEE HEEECLIEE

< 2008-11-04 11:26

p Content Type (17 items)

video/x-flv (1) - text/xml (81) - text/plain (168) - text/javascript (70) - text/html (554) - text/css (167) - image
(1,074) -image/gif (1,138) - application/xml (31) - application/x-shockwave-flash (105) - application /x-javascy
application/json (1)

4 Extension (48 items)
xml (538) - txt (2) - swf (114) - sm (2) - select (22) - pxl (2) - png (242) - php (39) - metro (4) - jsp (25) - json (1

htm (7) - gif (9 - -do (3)-dll (67)-css (160) - com (7) - cgi (4) - btf (1) - books (3) - atf (1) -aspx (10
220 (1 -2(1)-17(3)-13(1)-124(2)-10(1)

Session Quantifier

@ Session Count-Displays the metadata by session count.

The values are displayed according to the greatest number of sessions for each
value in descending order.

E ES 0 ==E & EECLIEE

< 2008-11-04 11:26

4~ Content Type (17 items)

image /gif (1,138) - image /jpeg (1,074) - text/html (554) - application/x-javascript (353) - image /png (182) - tex;
(105) - text/xml (81) - text/javascript (70) - application /smil (48) - application /xml (31) - application /x-asap (2]
application /json (1)

4 Extension (45 items)

jpg (1,061) - <none> (389) - gif (942) - js (260) - png (242) - c55 (160) - swf (114) - dll (67) - html (61) - xml (
aspx (101_] - (7)- 77 (B) - metro (4) - ini (4) - cgi (4) - do (3) - books (3)- 89 (3)-23 (3
-250(1)-20(1)-2(1)-13(1)-10(1)

Session Size—Displays the metadata by session size total

The values are displayed according to the session size for each value in
descending order.
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Click this... To Display Data...

= BE 0 e=E M EEELIEE

< 2008-11-04 11:26

p Content Type (17 iterms)

text/plain (133.79 MB) - image /gif (49.86 MB) -image/jpeg (38.70 MEB) - application /x-javascript (16.86 MB) - text/
- application /x-shockwave-flash (6.65 MB) - text/javascript (5.06 MB) - application /xml (1.79 ME) - text/xml (1.07 §
KE) - video /x-flv (158.47 KB) - application/smil (129.50 KB) - image /pjpeg (39.47 KB) - application /json (3.15 KE)

4~ Extension (45 itms)

flv (133.03 ME) - gif (48.44 MB) - jpg (37.58 ME) - js (22.32 ME) - png (17.50 ME) - <none> (15.99 ME) - css (10.3
ME) - ico (1.12 ME) - jsp (712.46 KE) - asp (203.49 KB) - aspx (195.49 KE) - dll (170.10 KE) - htm (73.87 KE) - txt {
(25.21 KB) - pxI (22.14 KE) - cgi (19.99 KE) - com (13.04 KB) - jhtml (12.839 KB) - 23 (12.37 KB) - metro (9.75 KE) -

(5.8 - books (5.15 KBE)- 10 (4.39KE)-78 (4 20 KE) - 7 (3.84 KB) - 250 (354 KEB) - Z

Packet Count-Displays the metadata by packet count

The values are displayed according to the number of packets for each value in
descending order.

= B O ==E & EEE LSS

< 2008-11-04 11:26

4 TCP Destination Port (18 items)

80 (http) (370,560) - 1935 (5,721) - 443 (https) (2,274) - 139 (netbios-ssn) (845) - 445 (cifs) (288) - 1069
(24)-4166 (16)- 4157 (16)- 1905 (15)- 1902 (15)- 4167 (7) - 4723 (1) - 3590 (1) - 3587 (1)

p UDP Target Port (11 items)

33 (domain (nethios-ns) (330) - 1900 (324) - 138 (netbios-dgm) (256) - 22936 (124) - 5353

Actions

Custom Drill-The user defines the drill criteria.
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Click this... To Display Data...

Custom Drill |X|

Definition | username=demao | Show Intelisense

Intellisense ‘alidation Errors/Warnings

ackion A | |Rule is valid,
address
alert

alias
attachment
buddy

cid |

View the Session in Google Earth-Using Shift + icon bypasses the dialog
box and displays the last session viewed.

i Colection Edt Yew Pockmaks Hetory Hep
[HDas i | Sampleata> 10.21:2.52

< 2008-05-30 13:54 Google Earth

Desunation Country (20 items) Open the current view in
united states (5.636) - china (2,054) - cany Coogie Earth, it
austealia (343) - netherlands (318} < japanrro—sogeree

sagkgroup (55) - ad doublechick net (B4) - ad

ED File Extract-Extract files from common protocols into a local directory.
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Click this... To Display Data...

Directary CiDocuments and Settingsiusernamel\DesktopiExtractFiles_LocalCollection1 10408 =

Subdirectory Organization By File Type

| Enabled | Category | File: Extensions |
Audio .wav; . mp3;.aac; . au; . aiff; fiF; wma; . mpa; ra;
Video sy Pl mpd; . mpg;  swi; L avi; mov; asf; vob;rmg

Documents .doc;.wps;.pps;.ppt; . ppb; xds; s owks; pdf; et odt; .ods; .odp;  odg; . odf;

Weh \asp;.cer;.csr).css; htm; html; gs; jspy . php; rss; cchbml; el
Images .prg;.gif;.jpg;.ipeg; brp; F; LEF; psd; . psp; ||
Archives .2ip;.Zipx; rar.kar; . gz; sit st 2; . cab; 72 iso;

Executables .exe;.rpm;.dmg;.bin; . app; phg; . dll;

OEEEEEEEE

| 0N N 0N 0N 0N 0N N
[

BitTorrent Jforrent;
COther *
Add Delete Reset ko Defaults 1] 4 Cancel

Visualize Collection—Create a visual collection using NetWitness Informer
from the current drill.

NFORAER

[ e bites 3wk e B G v ([ e

E Create Visualize Collection

Hedteriess Irfome L

it /4132 1681100 : : ERRW 'll.nl!illl T --:-\ |_
oo IIIEIIIHII,H{IHEE

@ File Export—Export the current session group to a pcap file in a local directory.
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Click this... To Display Data...

< 2008-11-04 11:26 Export to File
P 4 Export the current
mm & Service Type & ems 5855100 Qroup to a PCAP
=51 4P (2,008) - OTHER (939) - DNS §412) - NETBIOS (235) 4 T i) - MSN IM (3} - RPC (2}
* 4 Hos
o .0";5“:‘:: Save i | (3 PCAP Fies i O @

(77) - ad.of 3 nmm(ula(lim.ncw

I sentp_view.peap

& Sou
£ 1021344 HyRecent

10.21.3.40
L S22 Deskiop

66.235.131

{mare] ~
[sde| 2 sou £
[ode| D Sout e
o Eom
R rar0z] wy Computer
‘ & Acti . Fie name: [Locacotection_07091dpeap ~| Save
= e a350]

My Network | Saveasiype: | Peap Files [“peap) ~|
@ 4 usel [ Create SHA-256 Hash File for exported PCAP les
Session Group Export-Export the current session group to a new collection.

New Local Collection

Lacal Callection |

Collection Mame | CiiDocuments and SettingsiUsername|NetWitnessiInvestigations |

Owertide Default Location

| | )

Lock Callection
Auto Connect

Print-The displayed content is printed.
View Logs
When LogDecoder is part of your organization's architecture, the Log Data icon displays the raw

log in time order.
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@0

a PAN-C50 Logs - B x
———
g | raoeiorso |G > [= =]
£ a
Ti Displaying | - 20 of 1000
g <aom-n-o2izm2 2011-11-031 701 > i Lea
Vg 2011=Nov=-02 %PO(=3-10601 1. Deny inbound (No xiate) udp src outside 65.64.51.251 1091 du
’ - ATUOn EVEnL 20 of 156+ = 17:12:00 inside 10.244.45.97 1434
eonnection denked (> 100000 - O%) - teardown connection (> 100000 - 0% - Wiew 2011 <Ngw=07 NPW5M-G- 10601 5 Deny UDF (no conmection) from 10,.10.10.10) 36666 1o
build connection (> 100000 = 0%) = trardown translation (> 100000 = 0%) - 17:02:00 12.12.12. 12/ 7000 Fags RST an interface inside
ol oy AL~ - VOGN - 3G - Il ik daioe, - 1OGROGHG - O3 - 2011 -Mov-02 %POL-6-305001: Fortmapped ranslation buikt for gaddr 1.1.1_2/ 1000 iaddr 2.7.2 2 3000
vrassiasion bl (> 100000 - O%) - BOrEMpped ramsiition buk (>100000 - o | || VR TELTEE - '
- DEATGOWN POTLMAR transiathon (> 100000 - 0% - accessed (> 100000 - 0% - no 3 =
aatching conmection for error neessage (75,5151 - access desied (37.237) - Vigwr 2011 =Nev-02 NPO-5-304001: 1.1.1.2 Accessed URL 2.2 2.2 [usr env] /data /igons | Documentation prg
duplicats 1P sy (29,500) « scanning (26,585) - part-8191 65535 (15,974 - 17200
iranslation creation failed (9,3243 - 10.12.0.0 (7 058) - starteg s3] handshake Veew L0171 =Nov-0F W0-6-305004 Teardown portmap translation for giobal §.1.5.2/ 1000 local
(6,497) = Stwice compieted S51 nandEhake (5,45 1) = Fquest to rasume previous | 17:02:00 2.2.2.2/2000
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171200
u 4= \PAddress [ooen!
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170200 accessgroup acl_mede_outside_access
q 4 Source User Account (10 tems Viewy 2011=Nov-02 SFWSM-6-302005: Built UDF connection for faddr 1.1.1.2/ 1000 gaddr 5.5.5.5/ 3000 lad
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s esharepoine (1) 170200 laddr 3.5.3.3,2000
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When you drill into the meta, the Logs View pane updates to reflect that content.

: Collection [Edit Miew Bookmarks History Help
[MDats [ PAN-CE0 > arubanetuorks > auth failures 20
i MeiWekome Li | @Pan-ce0 G b X
o — rociors (OO sl > | > | S] 4
i s faocf s | 1 =12 7 [ ][ ©
. 2001=11-02 1156 2000=11-0317-01 >  Miew 2011-Nov-03  Jan 28 16:53:29 2011 [10.10.100.99] localdb{ 1437 <133009> <ERRS> localdb
5 = = 16:30.29 User shmoo shmoo 1 -open Failed MSChapV2 Authentication
a &+~ Destination User ACCOURT & o) Miew 20011-Nov=03  Jan 28 16:53:29 2011 [10.10.100.99] localdb{ 1437] <133009> <ERRS> |localdly)
shmoo (36) - jrfulmer (8) - laura (6) - guest (6) - heycoop (2] - 16:30:29 User shimoo shmoo | | -open Failed MSChapV2 Authentication
dinomite (2) Miew. 2011-Nov-01  Jan 28 17:08:17 2011 [10.10.100.99] localdb{ 1437 < 133009> <ERRS> |localdl)
Q /) Device T e g 16:30:29 User shmoo shmoo | | -open Failed M3ChapV2 Authentication
arubanetworks (60) Vigw. 2011-Nov-03  jan 28 17:0817 2011 [10.10.100.99] localdb{1437] <133009> <ERRS> (localdbi
163029 User shmoo shmoo |l 1 -open Faled M3ChapVZ Authentication
Wiews 2011-Nov=03  Jan 28 17:08:24 2011 [10.10.100.95] localdb{1437] <133009> <ERRS> (localdb|
q & Device IP (2 tems) 163029 User shmoo shmoo | -open Failed MSChapV2 Authentication
1F2166.254 (400 - 17216.6.10 (2D View 2011-Nov=03  jJan 28 17:08:24 2011 [10.10.100.95) localdb{1437] <133009> <ERRS> [localdbi
156:30:2% User shmoo shmool | -open Failed MS5ChapV2 Authentication
o J Device Class (1 rem: View. 2011-Nov-03  Jan 28 17:12:31 2011 [10.10.100.99] localdb{1437]: <133009> <ERRS: |localdb|
wirtless & 50600 16:30:29 User shmoo shmoo | 1 -open Failed MSChapV2 Authentication
Miew 2011-Nov=03  Jan 28 17:12:31 2011 [10.10.100.99] localdb{ 1437 < 133009> <ERRS> locakdb
16:30:29 User shmoo shmoo ] 1 -
g 4 Event Subject i e Iocaldby
user (60) -
‘ 3 ] @

If you click on the View button for a specific log event, you can view the details for the currently loaded
session.
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All Data = PAN-CE0 > arubanetworks > auth failures 2% 4D =1
a PAN-CO0 Content - Sessi B330LE1 30

o = (=l =l & (S E B EEE LS

% MNetWitne nstruction fl:.\r ce 0.0.0.0 ) arget 0.0.0.(

2 Packet 5

Flags

L sessionid = 1633022135
5 time = 2011 -Now-03 20:30:29
S size =172

|5 kig_thread = 3
o

M

0 — WA m oA

=

medium = 32 [73129]

device type = arubanetwarks [73129]
devicetypeid = 110 [73129]

device class = Wireless Devices [73129)
header.id = 0001 [73129]

client = localdb [73129)

process.id = 1437 [73129)

severity = ERRS [73129]

user.dst = shmoo [73129)

user.role = shmool1-open [73129]
auth.method = MSChapVv2 [73129)]
ec.outcome = Failure [73129]
ec.subject = User [73129]

ec.theme = Authentication [73129]
eventcat = 1307000000 [73129]
evenlcat.name = Auth Fallures [73129)
msg.wid = 133009 [73129]

msg.id = 133009 [73129]

level = 3 [73129]

deviceip = 172.16.6.254 [73129]

L YT-LE

Context Menus

When you right-click in a pane (Collection or Navigation) on the Investigator screen, a Context menu
opens. The functions on the toolbar, such as Print and Custom Drill, are accessible, as well as current
settings.
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Navigation Context Menu

| See Al
Copy

Prirk...

{ sortey
Doy 1
Custom Crl...
Cortent Search

Yiew Timedne
Yiew Al Sessions

p—
Sebect Al
Copy Select Al
Fird... Copy
Eind...
Print... v
v Tokal
Display Valus B Ve Sort By L
2| T 5o
Custom Dedl, . M:m CustomDril... MM::
Content Search v Descendi Content Search 3 Packet
Vs Timeline Wiew Timelne
Wiew Al Sessions Vi All Segsdors
Force Dstabass Scan Force Database Scan

Force Datzbase buan I

The reports display the first 20 results by default. If [open] or [more] is displayed at the end of the list of
value, that means that there are more results that you can view. When you click on a Report icon, the
following options are available:

Copy to Clipboard (C5V)
Open Report

Close Report

Close Other Reports
More Results

All Results

If the options are greyed out, they are not available from the current view.

N

Copy to
Clipboard

Copies comma separated values (CSV)

Open Report  To open the report, the user must confirm that the process may be time consuming the

Confirm Open

%))

This report may contain a lot of data and could take
a long time to retrieve,

Are you sure you want to proceed?
[Joon't ask this question again.

es

Confirm Open dialog:

Close Report  Returns the display to hidden
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I

Close Other  Closes all the reports
Reports

More Results  Displays an additional 20 values

All Results When there are large numbers of results, the user must specify a maximum number
(1000, 2500, etc. to 50,000) to display

Reset Results Returns the display to the original default 20 values

Drills and Filters

There are many possible approaches for analyzing the data with Investigator. The primary purpose of
this chapter is to show how you can use the Investigator features. As you become more familiar with the
application, your preferred approach may vary from what is presented in this guide.

Clicking on a Report Value in the collection removes all items not associated with the chosen value.
This is useful because you are able to see patterns in events more easily. You can also create a separate
tab when you drill into a value or session group. The decision whether to continue to extend the drill path
in one tab, to create a separate tab for a secondary drill, or to create a new tab with the last level as the
root for the drill path depends upon your experience and personal preference.

If a user were interested in HTTP activity with foreign countries, especially activity that contained
javascript files, a preliminary method for analysis of their network data is provided in this chapter.

Click an the HTTP
report value to filter
out other data___

D1 -1 DAGE >

o+ DOOE-10-14 1T 35

“ i BRTR 1 e
el it sasry ARl UG (1] - L vt MR CHAITEUAGAL S L G || BRIl T e

= [l

# Berviee Type 10 s

= DS 0 s TR A = D ()« CMUITELLA ()5« BT (1) = TR (1) = S il 1) = 850 (0h= 03 1) = 3% ) )

# Hosiname AlLRses 17 o
Brnrupentiaihy doem id) o o i ) = by e ) 5 Beviremariably comii 1w netadineia com o
Frubysipdurn dom 4 1) s pitureireiv Lom [} decurnealiy 0om | 1] 2 riolebos i p 0o 11 « defsaiyiocsbie com (b

Aodiniin sdcBugnd o (1] Beaghl dodiaee fom (1]

o Soure e IF Addieas oo
PR BB oy - D B R - VRN R - VR R R - VR R R b DR VRRT B B B VER P Ny
B RF BARA 805

& Deitination 1P addreds (11 o

SO0 M0 100 = e TR VB (2= 20MLE IR T AT = TR VRN TOT) - IR TEES THT1 - BT ARIN T A1) = SR LIT FiT1=
S5 B4 ITRSS (1) SRZTRITLN (1] = POV A 000 (1pe NOTE BAD (1}

.—d‘-“"—'_“\_\

In order to keep the drill path clear, a new tab is needed for this drill.

Create a New Tab

This can be done on the report value level or on a specific value
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o Ctrl +Click on the report to open a separate tab.
o Alt +Click to make the report value the root of the Drill Path in a separate tab.

As you drill further into the collection, having these separate tabs improves your ability to go back and
refine the drill and look more closely at items of interest.

The new view of the data has filtered out the other Service Types.

Drill Path_____ wbﬁ
@0

Al Data . Sample Data

ﬂ Ik wekome | ﬂt-m-rllru ] ik X
- R, [
§ < 2008-05-301354 2008-05-30 15:49 >
Focus on ' o) Feed Category [sper| o
- ry loptn]
Service Type._ Q & -

-

HTTP R"‘H |

'i M Type (20 of 24+ items

=== OTHER (28,75T]=HTTP {7 A56) « DNS (83 7) - NETBIOR (831) - 58 (360) - 5L (318) - SMTP {258) -
GHUTELLA (207 « TTORRENT (144) = CHCP {103 = POF3 (33) = FTF [33) « M3N IM (26 = 5IF (3) -
TOS (7) - AQLIM (%) - RDP {3) - SEH (3) - YAHQO M (2} - RTP (2} [more]

* 4 Hostname Aliases 200 976+ nems)
W Bitmarrent cam (281 ) - warkgroup (2300 - chuster-2 fraepronty.cd (117) - xpinfarmer (94) -
ad doublaclick me (93] - wa tubeumerse oom (52) - rad msn.cam (52) - ad visldmanager.cam
[58) « vwe.google.com (36 - byl 064dbay) 05, votmallmsa.com (53) = s, poople=analytics.com
{580 = vww, streaminguidecprovider.couk (45) - snonymouse.org (45) - us.ylmg.com (43 -
mail. le.com (411 - static rushmerecasing.com (35) - a248 2. akamai.net { 34) - myrt aurig.com
pcom (32) [mare]

At this point, you must evaluate the Report Values and Session counts to determine the next item of
interest. Possible drills of interest might include an additional filter for:

o A Destination Country (China)
o A specific Source IP Address
o A Destination IP Address

o An Action Event with an unusual number of sessions (get)

View Sessions

Once the focus of the analysis has been narrowed to a particular type of event, clicking on the number
opens the drill to the Session level.
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Click
Session#

ta view
Session List
for a value

i Collection Edt  Yew [Qockmarks Hetory  pelp
Al Dk ﬂ-" Sample Cata > HTTP aﬂ "

& Bshwecome L ﬂsmphn-mﬂ i b x

! EEFEECERC IS

g € 2006-05-50 15:54 HO08-05-3015:45 >
5 0 Descination Coungry (20 inems)
united stabes (%, 545) - canada {251) - china (115} - germany (87} - czech republic (82) - russian
Federation (35) - BAGaymGuE proxy (46) « wnited Kingdom (40) - copm ric (35) - hong keng (25 «
estoma (24) - ukraing (200 - nethieriands (14) - malaysis (1.2} - netherlands amtilles (10) - japan (5 -
france (5) = indin (4] = shevakia (2) - rgmnanda (1) [mare)

pedrg 33 (20 inerns

ATE) - 1020282 (2462 - 17216181029 (3500 - 10.10.10.208 (281) -

S2.0168220.129 (84) = 10.20.2.2 (350 = 17206030030 (36) - 192.165.25.253
(52 16525 2511263 - 192, 168.1,79 (14) - 192.166.1.55 (5} - 65.104,20,242 (31 - 10.21 6,51 (2

V0202082 (2= VOVO VD85 (2= TRV NS0 (2 - 1010088 c2y- T2 20 5. 224 B8 (1)~ 20.20.20.

i1 [more]

[ | Destination IF address (20 irems
* 169.254 52 60 (T.378)~ 2'-'15-'?19!-5513“:- MENTIET.FON 1T - 10.21.2.2 (900~ 1421681 75.55
12 (550 - a!‘EI!-EEiSSISi] - 6554 181250 (55) -
= 2098513308 (41) - 2045

Session View

The Session view displays a representation of all the sessions that correspond to the drill from the
Navigation view. For example, if a user clicks on a session count of 26 to the right of a particular IP
Address in the Navigation view, the resulting 26 sessions will be listed on the Session List view.

Drill Path
for

i Golecicn  fdt Yew [foclmats  eboy el

Al Dt i Samvpd - MTTF > Reppiges for 192 16825751

navigation
Session List
Toolbar |

o Mwekome U @ e nes O

IR O] RO EEE LSS0

Tene Servew  Lixs  Evarits

I00-Elay-13 TR 20 T 000038 BABE1D <> DO 1S DL 18R

I e HTTE KB DA IAAIIEE o3 12O
] [ T T L
Y paviowd JT016
-
A ncp Raga: 30
i) wreems:
Y pacim 42
Y wetma 0
o bt g
& Sremacy B3

Sipnama nb Wm
|t NS B
[ nean ibspm 42
A asap i 175 6F TED
A akas ot wowdd a ) 25 westEl on

You can use the Session List toolbar to:

Move through the pages of sessions.
Change the way you view the sessions.
View the sessions with Google Earth.

Export or print the session information.
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Session List Toolbar

This toolbar facilitates moving among the individual sessions for the chosen Report and Value. The
appearance of the collection reports and the data contained are determined by the combination of
selections you make on the Navigation toolbar.

e

Paging Control

Click directly on the Page Display to open the Go To Page dialog box. This lets you move
to a specific page of sessions without paging through each group of sessions. This session
group contained only 26 sessions, but often values are considerably larger. Other ways to

find a specific session are using Bookmarks and History.>

Next Session— Moves the view to the next session

Previous Session— Moves the view to the previous session

First Page— Moves the view to the first page

Previous Page— Moves the view to the previous page

Next Page— Moves the view to the next page

Last Page— Moves the view to the last page

Display Control

Hybrid View— Displays the session details and thumbnails.

Event View— Displays each session on the page in one line (Time, Service, Size, Events)

with hyperlinks to create a new drill.
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e

save PR Ot - 200 17
PN 20 o1 Qi o
PR S0 010 @ 45> ey
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Q1o
BININT 21K 1010002085 081728700 ()1ak9-> s
200 g0 st Q11> womm
Q1> wony
Q1650w

kM0 144737 [
W BT N 101010208 1187 @ 18> o
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101010308 131728120 1508+ o)
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2052

Thumbnail View— The sessions appear as thumbnail images. This serves as a preview for
L] session content. Click on the image to view the content for that session.

298k s12ve 215un
200810144707 2008-Atay-10 144787 2008-May-10 144787

101000208 > 101000208 > 101000208 >
20917257 20 2091723770 2081723770

Actions

Google Earth Session View— Displays the session on Google Earth

Export to File— Export the sessions in the current Session View list to a.pcap file.
Export to Collection— Export the current session group to a new Collection.

@ Print— Print the session information in the current view.

More Context Menus

Several of the functions on the toolbar (Paging, View, Print,and Export to File) are also available by
right-clicking any place on the Investigator Session View screen. The Context menu opens.

This Context menu allows you to create a new collection without leaving the current view.
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First Page
Lask Page ¢ Nl |=] &\
Previous Page ! Colecion [dit i
Meat Fage JL_lETEee
Hybeid View
o'l"ln\l ¥ o Event s Callection @ |
Salect All Thumkbnails T - — — =
Copy - ] -5 Lescall Collection -
Find... Local Collecton 9
aﬁmm.ﬁeam Colection Name | New Lical Collectar Harme
Pri ] Crvestide Defaulk Location
- RSA | Netw —
Espret Sessions Te File,., ! ! H\Usersiusemame Artnessin -
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L meguler Exproapce  Pricdy
i
!.uumj
|
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' |

Display Sessions on Google Earth

This feature uses Google Earth to map session activity from source and destination IP addresses, using
the GeolP2 database.

Note: You must enable the GeolP2 parser to see this functionality.

curce destination IP address in shown in
context of network traffic from the source |P
address.

Zoom in to view the street-level location for the
destination IP address.

r.dnatbittorrent:c'om
[
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Content View

oo
To view the content in a particular session, you click on the Thumbnail View icon. A separate pane

displays the content detail for that session. You can select any one of the following formats on the

Content Toolbar.

"
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Content Toolbar

When you view content, Investigator selects the probable best format, based on the collection’s type of

service. Once you open the Content view, you are able to change from the default Auto to any of the

other options.

B o&an

]

lid

To view this...

View Both Sides

Show both the request and response for the currently loaded session.
View Request

Show only the request for the currently loaded session.
View Response

Show only the response for the currently loaded session.
Top to Bottom

Alternate request and response packets from top to bottom.
Side to Side

Alternate request and response packets from left to right.
Best Reconstruction

View data in Auto format, which allows Investigator to select the format.

View Details

View meta information for each side of session (IP address, port, number of packets, bytes for
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Click To view this...

this...
Data and Payload, and Flags, if applicable).
(ol View Text
o View data in text format.
hex. View Hex

View data is Hex format.
% View Packets

View data in packet format.
View Mail

View data in Mail format.
View Web

View data in Web format.
View IM

-
™
View data in IM format.
ol Play Audio
- Access data in audio (VoIP) format.
[ Files
e

Extracts all files found in the session.
Open PCAP

Open the currently loaded session as a PCAP.
. Export Session

Export the currently loaded session.

You can continue to explore the data through drilling into specific items, search the session for a
particular term, string, or other values

Search View

NetWitness Search allows users to search collections for keywords and regular expressions (pattern
matches). You have the option to create a new search or use any combination of various common search
criteria (e.g. social security numbers, credit card numbers, EIN tax numbers) found in a compiled
library.

The following describes the capabilities of the NetWitness Search engine and explains the various
options that users have when searching through their NetWitness data.

Quick Search

To perform a simple search on a report using operators:
1. Open and navigate to a collection from the list of NetWitness Collections. Click the Quick Search
icon found next to the name of a report.

A dropdown menu with operators displays.
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' Source IP Address (s items)

(200-10.21.3.39(3)-10.21.2.52(3)-192.168.8

ination IP address (11 items)
B0 (20)-64.78.4.164 (2)-208.239.76.99(1)-19

2. Click Drill to perform a search using the new criteria.

Simple Search

To search a collection:

1. Open and navigate to a collection from the list of NetWitness Collections. In the Content pane, right-
click in an empty place and select Content Search from the context menu.

2. The Search Dialog displays, which allows users to create and run ad hoc searches on either a

keyword or a regular expression.

Navigation dril

Toggle button b
move between
Simple and
Advanced
Search

| path [

il

/.

nets Investigator lﬂﬁ‘ & & i 4 " . ml
: Collection Edit IM
Al Data |~ DemoCollection > Content = @4 €%

@ HWIII-:omt & |°3:m0 Collection &

| “wppoajon

RS/\ NetWitness

E] Regular Exprassion Preferences »
E| /

Search ] search Content

[ search Metadata
[ Decode Sessions

[] case insansitive

==

Lopture 2.5
- = (B UneRate: F—0 /0 Mbs Padkets Captured: 0

Default setting for
Content

You could expand the search to include metadata by changing the settings in Preferences.
You could also specify that your search criteria are to be Case Insensitive, if necessary.

3. The user has the option to designate whether or not the search is in the form of a regular expression
by making the appropriate check in the Regular Expression checkbox. If Regular Expression is
enabled, but the search string entered by the user is not a valid regular expression, NetWitness
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notifies the user of an invalid query. If Regular Expression is not enabled, the search engine treats
the search string as a keyword.

NetWitness uses the Boost Perl regular expression engine. All regular expressions must be formatted
in the appropriate syntax. More information about the Boost Perl regular expression library and
syntax can be found at the Boost Homepage

Click on the Advanced icon in the upper-left corner of the Search screen to go to Advanced
Search.

Search Preferences

Before initiating either a Simple or Advanced Search, You can set or change your search preference
options by clicking on the Preferences text beneath the search box.

Search Content: This is the default setting.

Search Metadata: If this option is enabled, NetWitness will search the metadata for each session as
well as the content. By default, NetWitness Search only searches through the content of a session.

Decode Sessions: Often, the payload of a session will be compressed, usually in a gzip format, to
reduce the amount of information sent over the network. If this option is enabled, NetWitness attempts
to decompress the content of every session it searches to find a match for the search. Many web
pages are gzipped on the web service and unzipped by the web browser. NetWitness also unzips the
content so that the search engine can search through the original plain text.

Note: This option does not mean that NetWitness decrypts the content of a session and
extract matches from encrypted traffic.

Case Insensitive: This option designates whether the search should be case-sensitive.

Advanced Search

Advanced Search allows users to create a more advanced search and save that search to a search
library for future use or use one of the many pre-packaged searches that are standard with NetWitness
Investigator.

In the Advanced Search dialog, users can select from saved searches by clicking on the drop down
menu, located to the right of Search Name. This list includes all default searches along with any other
advanced searches created and saved by the user.
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If you are creating a custom regular expression, it is often useful to include which strings will match the
saved regular expression and which will not. See the description of Social Security Numbers as an
example of how to best save the description of a new regular expression.

The actual search pattern (or text) is specified in the text box next to Search For.

Advanced Searches created by a user must be given a name, description, and search string before they
can be saved. These saved searches continue to exist until they are deleted by selecting the search to be
deleted and clicking the Delete Search text.

If one of the original Advanced Searches is changed, the user can revert to the default criteria by
clicking Reload Default Search Criteria.

Search Results

The search for .js files in the 84 sessions from I[P Address 192.168.221.129 produced two pages of
results.

The original search results show all .js files in bold. When you enter .js in the search field a second time,
each instance in the results is highlighted.

Page 1 of 2 ¥y A 1 4 » HEH @SN

IP{TCP /HTTF [*192.158.221.129 -> 58.G0.147.168 ]
frames= <script id="town_1535" type="text/javascript” src="http://u.Ttown_com/Pub/mms/1535/index.js?
uid=26428&a=&b=&c=&d=&e=8f=">=</script> <td> <fr= <tre <td=<div align="center"=</div=
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| s NT 5.1: 8W1; .NET CLR 2.0.50727) Host: home.wangmeng.com Proxy-Connection: Keep-Alive GET /fwm.js HTTP/1.1 Accept:
H* Referer: http://home wangmeng.com/ai_aspx?hi=10233016131[107722|27192:60F 364
2008-May-30 144930 - 833 KB
| IPS{TCR/HTTR [*192.158.221.129 - 121.10.119.15 ]

GET /Pub/mms/1535/index.js?uid=26428&a=&b=8&c=8&d=8&e=&F= HTTP/1.1 Accept: */* Referer: http:/fivr.3-a.net/ivr htm Accept
Lang
2008-May-30 14:49:38 — 11.20 KB
| IP/TCP/HTTP [&192.168.221.129 -x 58.211.7.218 ]

 NT 5.1; 5V1; MET CLR 2.0.50727) Host: www.97ivr.com Proxy-Connection: Keep-Alive GET f/js/sendx.js HTTP/1.1 Accept: *f
Referer: http:/Awwnw 9Tivr com/sendx55 html?seo=9566&musicname= Accept-Langu
2008-May-30 14:42:30 - 2591 KB
S IPSTCR/HTTR [*192.168.221.129 == 1211011915 ]
: ws MT 5.1; 5V1: NET CLR 2.0.50727) Host: u.Ttown.com Proxy-Connection: Keep-Alive GET /cj/mmsf.js HTTP/1.1 Accept: */
Referer: http://u. 7town.com/Pub/mms/1396/index html?uid=26428&a=&b=8&c=&d=&e=
= Pl M A iR

Session List View

Regardless of the type of search, the engine returns all instances of the search criteria in the following
form:

o A thumbnail of the matching session
o The service type of the matching session (e.g. HTTP, FTP, MSN IM, etc.)

o The source and destination IP addresses and ports
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o The chunk of text in which the search term was found

o The time stamp of the beginning of the matching session

o The size of the matching session

Once any results are displayed, the user can use the NetWitness Search toolbar to execute any of the

following actions:

o Export the results to another collection for further searching and navigating (Click the Export E icon

on the toolbar)

o Export the results to a .peap file (Click the Export E icon on the toolbar)

o Page through the results using the paging controls on the top toolbar

o Change the number of results displayed per page.

o Jump to a specific page of the result set

o Initiate another Simple Search

The top bar will also give feedback as to the number of sessions that contained a match. Another way to
export the results of a NetWitness Search is to right click the body of the results page and select Export

Sessions.

Content View

To open and view the content of a search result, either click on the pre-generated thumbnail or the

search term in the content snippet.

Note: The matching search text will be in bold text to make the match stand out from the other text.
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NetWitness Search Tips

o A NetWitness Search can be stopped at any point by clicking on the Stop |E| icon while the search
is in progress. Stopping the search leaves any of the already displayed results on the page.

o An Advanced Search can be initiated from the results page by clicking on the Advanced Search text
underneath the input box.

o NetWitness Search maintains a record of the last 10 searches. This list drops down automatically
when the user begins a search in the text box.

o NetWitness Search caches the results of each search so that the search can be repeated very quickly.

o Multiple search windows can be open and running at the same time. The user is advised that the
number of simultaneous searches may affect the overall performance of NetWitness Investigator,
especially when NetWitness is collecting in a sustained mode with heavy traffic volumes.
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Network layer rules are applied at the packet level and are made up of rule sets from Layer 2 — Layer 4.
Multiple rules may be applied to multiple layers (for example, when a network rule filters out specific
ports for a specific IP address.)

Application rules are used to define the data collected by the NetWitness system at the session level. A
rule can be used to either include or exclude all traffic not otherwise selected. NetWitness processes
rules in the order they are listed in the Rules Configuration dialog. A default rule, if used, must always
be placed at the bottom of the rule list. Otherwise, rule processing stops as soon as the default rule is
evaluated since, by definition, all traffic is selected by the default rule.

A general rule of thumb for order of rules is to have filter and truncation rules set as the first rules to
be tested. Then any alert rules follow. Finally, any additional keep or filter rules would be placed at the
very bottom of the list.

Packet Data Options

When creating or working with both network and application rules, one of three actions can be
performed, based on a rule match:

o Keep —Keeps or retains the data based on a match.
« Filter — Filters the data based on a match.

e Truncate — The payload information is not saved, but the metadata elements are retained.

Note: If the criteria match, no subsequent rules will be evaluated, if the Stop Rule Processing
checkbox is checked.

Session Options

For Network Rules, when choosing to Keep or Truncate a rule, the following options are available:

o Network Meta—When selected, the capture system directs those packets to the component that will
extract network meta elements (i.e. MAC Address, IP address, tcp/udp port information, etc.).

o Application Meta—When selected, the capture system directs those packets to the component that
will extract application meta elements (i.e. hostnames, filenames, e-mails accounts, passwords, etc.).

o Alert—Creates a new meta element when the rule criteria matches. The new meta element is listed
under the Alert field and the value of the meta element will be the name of the rule.
For Application Rules, when choosing to Keep or Truncate a rule, the following option is available:

o Alert— Creates a new meta element when the rule criteria matches. The new meta element will be
under the alert field and the value of the meta element will be the name of the rule.
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Rule Order

Both network and application rules are applied in a top-down order. When a specific rule is matched, the
operation and options are acted upon. At that point, if the Stop Processing flag is checked, then no
further rules will be applied for that session. Rule evaluation will continue if Stop Processing checkbox
is unchecked.

For example, if there are three network rules and three application rules defined and network rule #2 has
the Stop Processing option checked. If network rule number 2 is matched for a session which designates
a Keep, then network rule number three will not be applied. The application rules will then be measured
against that specific session.

Rule Sets and Expressions

Groups of capture rules form rule sets. These rule sets can be imported and exported from the system

using the Load Rules (import) or the Save Rules (export) icons on the Rules Configuration
dialog. This feature enables multiple rule sets to be maintained for various scenarios. The exported rule
set, in the form of an .nwr file, can be copied to other NetWitness devices, simplifying the deployment
and configuration of multiple devices.

Capture rules consist of three logical parts, called an expression. The simplest form of a expression
would contain these elements:

Example: [<Field> + <Operator> + <Value>] + Action

Expressions may be grouped and logically combined with other expressions using Boolean Operator(s).
A Value can be a single value or a range of values.

Actions are assigned to a rule to tell the NetWitness system how to deal with packets that match the
rule. The following table lists the possible actions for a rule.

Cnoion Lposaripion

Keep Instructs NetWitness to keep the packet and write it to disk.
Filter Instructs NetWitness to discard the packet. It is not written to disk.

Truncate The payload information is not saved, but the metadata elements are retained.

Rule Syntax

The syntax for writing capture rules consists of comparing a field to a value using a comparison operator.
The supported comparison operators are equals (=) and not equals ().

Values can be expressed as discrete values, a range of values, an upper or lower bound or a combination
of these three. Greater than (>) and less than (<) comparisons are accomplished through the use of
ranges. You can create a greater than or less than comparison, test equality or inequality against a range
of values or an upper or lower bound.

The following table summarizes the supported comparison operators and the syntax for expressing
values.
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= Default rule. By using an asterisk (¥) as the sole character in a rule, that rule will select all
traffic.

= Equality operator

1= Inequality operator

< Less than operator

> Greater than operator

&= Less than or equal to operator
>= Greater than or equal to operator

&& Logical AND operator
[ Logical OR operator

-u Upper bound. For example, to select all TCP ports above 40000 the syntax would be:
tep.port = 40000-u

1- Lower bound. For example, to select all TCP ports below 40000 the syntax would
be:tcp.port = 1-40000

- (dash) Denotes a range. This is only applicable to numeric values. Separate the lower and upper
bounds of the range with a dash (-) character. For example, to select TCP ports between 25
and 443 the syntax would be: tcp.port = 25-443

, Denotes a list of values. Single values may be used as well as any combination of ranges
(comma) and upper or lower bounds. For example, the following is valid syntax: tcp.port = 1-
10,25,110,143-255,40000-u

0 Grouping Operator. An expression can be enclosed in parentheses to create a new logical
expression.
For example, (ip.addr=192.168.1.1 && tep.port=80) || (ip.addr=10.10.10.1 && tcp.port=443)
would select traffic on port 80 to/from 192.168.1.1 OR traffic on port 443 to/from 10.10.10.1

Supported Fields

Supported metadata fields for creating capture rules are different for Network or Application Layer
Rules. The following metadata fields are supported for use in Network Layer Rules:

eth.addr Ethernet source or destination address. Commonly known as the MAC address.

eth.dst Destination Ethernet address. This is the same as the Ethernet address field except it
selects only packets where the destination address matches the selected value(s).

eth.src Same as Ethernet destination except focuses on the source address.

eth.type Ethernet frame type.
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hdlc.type  Frame type of the HDLC frame.

ip.addr IPv4 source or destination address in standard form. IP addresses can be entered in
CIDR notation for subnets.

ip.dst Destination IPv4 address in standard form. IP addresses can be entered in CIDR notation
for subnets.

ip.proto IPv4 protocol field. Internet Protocol Reference Liston page 1 for a list of possible values
and descriptions.

ip.src Source IPv4 address in standard form. IP addresses can be entered in CIDR notation for
subnets.

ipv6.addr  IPv6 source or destination address in hex format. Generally IPv6 addresses are written as
eight groups of four hex digits, thus expressing the entire 128 bit address length.
Supports notation to represent multiple blocks of 0000 in an address. Does not support
CIDR notation.

ipv6.dst Destination [Pv6 address in hex format.

ipv6.proto  IPv6 protocol field. This maps to the Next Header field in the IPv6 header and uses the
same values as the [Pv4 protocol field. See Internet Protocol Reference List on page 1 for
a list of possible values and descriptions.

ipvo.src Source IPv6 address in hex format.

tep.dstport  Destination TCP port.See {z(Blueltalic)} TCP Protocol
tep.port TCP source or destination port.

tep.srecport  Source TCP port.

udp.dstport Destination UDP port. See {z(Blueltalic)} UDP Protocol
udp.port UDP source or destination port.

udp.srcport  Source UDP port.

Reference Documents

For more information about how to define the appropriate rules for NetWitness capture configuration,
see the following documents on RSA Link. Go to the Master Table of Contents to find all RSA
NetWitness Platform 11.x documents.

o Decoder Configuration Guide for RSA NetWitness Platform
o Core Database Tuning Guide for RSA NetWitness Platform
o Deployment Guide for RSA NetWitness Platform
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About Lua Parsers

You can use Lua to write and to customize parsers. For detailed information about how to work with
Lua parsers, see the Parsers Book on RSA Link (https://community.rsa.com/docs/DOC-41370).

If you develop and install your own Lua parsers, you must place them in the
C:\ProgramData\NetWitness\ng\parsers directory. Some sample parsers are included with the
installer and should be installed in that location by default.

Y ou must restart Investigator to see new parsers. If you update an existing parser, it will be picked up
when capture or import starts.
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Supported Fields

For information about currently supported fields, refer to
https://community.rsa.com/community/products/netwitness/rsa-content/udm.
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