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NetWitness Endpoint Overview

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.1 and later.

NetWitness Platform provides an endpoint detection and response solution that continuously monitors the
behavior of all endpoints in and outside the network to provide deep visibility and analysis of executables
and processes. It helps to detect new, unknown, and targeted attacks, highlights suspicious activity for
investigation, exposes anomalous behaviors, and determines the scope of compromise to help analysts
respond to advanced threats faster. During investigation, the analyst can use the visual indication of
threat level to assess the risk of endpoints.

As part of this solution, NetWitness Platform introduces Endpoint Log Hybrid that:

o Collects and manages endpoint (host) data from Windows, Mac, and Linux hosts.

o Collect logs from Windows hosts.

« Generates metadata to correlate endpoint data with sessions from other events sources, such as logs
and network.

Analysts can:

o Perform instant scans for detailed insights of the host behavior at any point in time.

o Analyze the scope of the attack across hosts and network through integrated metadata.

o Quickly triage and focus their investigation by managing suspect and legitimate files.

o Perform multiple checks of file legitimacy to determine if a file is malicious, including checking file
certificates and hashes.

o Blacklist malicious files and then block them across all hosts in the network to prevent future
execution of this file on any host.

Endpoint Log Hybrid runs an Nginx server (in a reverse proxy mode) that receives data from the

Endpoint Agent. The following services run on the Endpoint Log Hybrid:

« Endpoint Server: Manages data received through Nginx, stores it in the Mongo database. It parses
the events, generates metadata, and forwards it to the Log Decoder through protobuf.

o Log Decoder: Captures data from the Endpoint Server and processes the metadata.

o Concentrator: Aggregates metadata from the Log Decoder and makes it available for all upstream
components like Investigate, Reporting Engine, Respond, and Event Stream Analysis similar to
NetWitness Decoder and Concentrator.

o Log Collector: Collects logs from all event sources that are supported for the log collection in the
NetWitness Platform.

In addition to the above services, the Endpoint Log Hybrid leverages the following services:
o Event Stream Analysis (ESA): Creates alerts from ESA rules for Endpoint data.

o Endpoint Broker: Provides a consolidated view of all Endpoint servers in a multiple Endpoint Log
Hybrid deployment

NetWitness Endpoint Overview 6
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Endpoint Agent Data Flow

The following figure shows the endpoint data flow from the agent to the NetWitness Platform:

Endpoint Log Hybrid

‘Windows Logs
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HTTPS (Endpoint . " Aggregation Alerts
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The Hosts and Services Getting Started Guide provides the information you need to understand and
install all the NetWitness Platform services.

Basic configuration involves:

« Installing agents on hosts

o Deploying the ESA rules from the Endpoint Rule Bundle

o Creating groups and policies

o Configuring Endpoint metadata forwarding and retention policies
o Defining health and wellness policies to monitor Endpoint Server

« Installing and configuring Relay Server

You can configure the required settings in the NetWitness Platform user interface under Administration
Services Config view (ADMIN > Services > Endpoint Server > Config).

7 NetWitness Endpoint Overview
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Agent Modes

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

In NetWitness Platform 11.3, the Endpoint agent can operate either in Insights or Advanced mode
depending on the policy configuration. For more information on policy configuration, see the NetWitness
Endpoint Configuration Guide. Y ou can have both Insights and Advanced agents in a single deployment.

There is no license required for the Insights agent. However, you must procure a Throughput license for
an Advanced agent. For more information on licensing, see the Licensing Management Guide.

The following table list the features supported for Insights and Advanced agents:

Insights

Advanced Agent
Agent

Scan data -

Processes, Autroruns, Files, Drivers,
Libraries, and System Information

Tracking data -

Process, File, Registry, Network, and
Console

Anomaly detection -

Image Hooks, Kernel Hooks, Registry
Discrepancies, and Suspicious Threads

Windows log collection
Threat detection content -
ESA, Application Rules
Analysis of downloaded file
File status -

Whitelist, Blacklist, Graylist, and Neutral
File Remediate (Block)
Process visualization

Live connect

File reputation service
(Third-party lookup)

Risk score for hosts

Relay Server

Yes - Windows, Yes - Windows, Mac, and Linux
Mac, and Linux

No Yes - Windows and Mac

Registry and Console events are
applicable only for Windows.

No Yes - Windows
Yes Yes

Yes Yes

No Yes

Yes Yes

(View only) (View and modify)
No Yes

No Yes

Yes Yes

Yes Yes

No Yes

Yes Yes

Agent Modes
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Endpoint Log Hybrid Configuration

This topic provides the high-level tasks required to configure the Endpoint Log Hybrid.

Install Endpoint
Log Hybrid

Install the
Endpoint
Log Hybrid

Deploy
Application
and ESA
Rules

Configure
Metadata
Forwarding

Install
Agents on
Hosts

Application and

Analyze Event Data
(Navigate and
Event Analysis

]

Investigate
Endpoint Data
(Hosts and Files
View)
Manage Endpoint

Settings
Data Retention
of Endpoint
Data
Manage
Inactive Agents

Generate Agent
Installer

Install Agents
on Hosts
through third-
party tool

Analyze Endpoint
Data (Navigate and
Event Analysis
View)

Install and .

Configure Relay []eﬁ;s Grm_ups
Server an 'olicies

Deploy Configure
Metadata

ESA Rules Forwarding

Analyze Process
(Hosts View)

Generate Reports
and Alerts

See the Physical Host Installation Guide and Virtual Host Setup Guide.

See Deploying Endpoint Application Rules and ESA Correlation Rules.

Similar to logs and packets, you can view Endpoint metadata in the Navigate and Event
Analysis view. You can also generate reports and alerts for the Endpoint data. By
default, the Endpoint Meta option is disabled. The agent must be installed with the
Endpoint Meta option enabled to forward metadata. For more information, see Configure
Metadata Forwarding.

The Endpoint agent installer is generated using the Agent Packager tab under ADMIN >
Services > Config > Endpoint Server from the NetWitness Platform user interface.
The Packager is a zip file that contains executables and configuration files for generating
agent installer for Linux, Mac, and Windows operating systems. Y ou can install only one
version of the agent on a host. If you have a previous version of an agent installed (for
example, 4.4), uninstall this agent to install the 11.3 agent.

After the agent is installed, it appears on the Investigate > Hosts view. By default, the
Endpoint data is posted for the first time. To collect subsequent Endpoint data, you have
to either schedule a scan or perform ad hoc scan. It retrieves data, such as drivers,
processes, DLLs, files (executables), services, autoruns, security information,
anomalies, system configurations, and scripts found on the host.

Endpoint Log Hybrid Configuration 10
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Install and

See (Optional) Installing and Configuring Relay Server,

Configure

the Relay

Server

Manage To efficiently manage and update endpoint agent configurations, you can group the

Groups and agents, and manage their behavior using policies. For more information, see Endpoint

Policies Sources.

Enable Reputation Status is enabled by default in an NetWitness Platform 11.3 deployment and

Reputation  displays information about the file. For troubleshooting, see the Live Services Guide.

Status

Risk Score  Risk Score is calculated and obtained from NetWitness Respond for hosts and files. For
more information, see the NetWitness Respond Configuration Guide.

Configure Define data retention policies to optimally store and manage the Endpoint data based on

Data the age of the Endpoint data or the storage size. By default, 30 days of agent data is

Retention retained. For more information, see Configuring Data Retention Policy.

Policy

Manage By default, agents (including all the collected Endpoint data) that have not communicated

Inactive with the Endpoint Server for 90 days will be automatically deleted. For more information,

Agents see Managing Inactive Agents.

Investigate  You can investigate the Endpoint data in the Investigate > Hosts and Investigate > Files

Endpoint views. For more information, see the NetWitness Endpoint User Guide.

data

11 Endpoint Log Hybrid Configuration
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Deploying Endpoint Application Rules and ESA

Correlation Rules

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

The existing I[IOCs from NetWitness Endpoint 4.4.0.x are now available as OOTB Endpoint Application
rules tagged as Indicators of Compromise, Behaviors of Compromise, Enablers of Compromise, and
Analysis.File. Application rules for Endpoint are automatically available on installation of NetWitness
Platform 11.3.

For Endpoint risk score, every Application rule must have an ESA rule that generates alerts used for the
risk score calculation. A set of OOTB ESA rules are available as Endpoint Rule Bundle. Y ou must
specify the Endpoint data sources (Concentrators) and deploy the ESA Rules from the Endpoint Rule
Bundle. For more information, see "Deploy Endpoint Risk Scoring Rules on ESA" section in the £S4
Configuration Guide.

If the Application rule key value matches with ESA rule then an alert is triggered which is used to
compute the risk score and an incident is raised when risk score exceeds the defined threshold limit.

Note: If you are upgrading from an existing Endpoint Log Hybrid to 11.3 , you must deploy the
Application rules from RSA Live. During deployment, you must specify Endpoint Log Hybrid Log
Decoder service. In case of multiple Endpoint servers, select all the Endpoint Log Hybrid Log
Decoder services. For more information, see the Live Services Management Guide.

You can view the application rules that are deployed in Admin > Endpoint Log Hybrid - Log Decoder
> Config > App Rules and application rules that were triggered in Investigate > Navigate by
investigating a Broker service that is aggregating from an Endpoint Log Hybrid - Log Concentrator
service, or by investigating on an Endpoint Log Hybrid - Log Concentrator.

The Endpoint ESA rules generate alerts with the severity; Critical, High, and Medium. You can view the
alerts on:

o Risk Details tab - You can view Critical, High and Medium alerts for a host or file on Investigate >
Hosts> Risk Details or Investigate > Files> Risk Details.

o Respond view : You can view only critical and high severity alerts on NetWitness Respond >
Alerts.

Custom Endpoint Rule for Risk Scoring

If you have custom IIOCs in NetWitness Endpoint 4.4.0.x, you need to create these custom Endpoint
rules. Once you have created your custom Application rule, you must create the custom ESA Rule for
risk score calculation and update the RiskConfig file in MongoDB.

To create a custom Endpoint rule, perform the following:
1. Add a custom Application rule
2. Add a custom ESA rule

3. Update the risk configuration file

Deploying Endpoint Application Rules and ESA Correlation Rules 12
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1. Add a custom Application Rule

To add a custom application rule:

1. Complete steps 1-11 in "Configure Application Rules" topic of Decoder and Log Decoder
Configuration Guide.

Note: You must be familiar with the metakeys tagged as (Indicators of Compromise, Behaviors of
Compromise, Enablers of Compromise, and Analysis.File) on which an alert will be generated. In
the example below, the alert is generated on Analysis.File metakey for In Encrypted Directory
rule.

Following is an example of an Application Rule created for In Encrypted Directory alert.

Rule Editor

Rule Definition

Rule Mame in encrypted directory
Condition device.type = 'nwendpoint' &8 (dir.path ='encrypted’ | | dir.path.src
='ancryptad’)

Session Data Session Options
[ Stop Rule Processing M Alert [ Forward [ Transient

Alert On analysis.file ~

Cancel

2. After a custom application rule is added successfully, select the newly created rule (For example, In
Encrypted Directory alert) and click Apply.

13 Deploying Endpoint Application Rules and ESA Correlation Rules
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RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin® (@)
Hosts Services Event Sources Endpoint Sources Health & Wellne m  Security
&% Change Service | EndpointLogHybridl - Log Decoder |  Config
General Files Data Retention Scheduler QEGHMEUIEE Correlation Rules Feeds Parsers Parser Mappings Data Privacy  Appliance Service Configuration
+ =& | O Disable | # Actions encrypted direc X
M| status  Pending Mame Condition Session Data Alert
12 12 r
4 =& in encrypted directory  device.type = 'nwendpoint’ && (dir.path —'encrypted’ | | dir.path.src ='encrypted’) analysis.file
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Rule Modifications

Existing Rules Rules to be Applied
Pending | Nam Session A E Pending | Name Conaiton Session Dsta Aere stotus
boc z " inencrypred .. device.ype = nwendpoint 88 (dirpath .. " analysist..

In case of multiple Endpoint servers, you must create this custom Application rule on every Endpoint
Hybrid Log Decoder service.

2. Add a custom ESA Rule

To add a custom ESA rule, perform the following.
1. SSH to the Admin Server.

2. Create a new JSON file (for example,in encrypted directory.json) with the custom ESA
rule definition in the below format.

{

Deploying Endpoint Application Rules and ESA Correlation Rules 14
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"id": "In Encrypted Directory","key": "analysis.file",
"value": "in encrypted directory",

"title": "In Encrypted Directory",

"type": "ENDPOINT",

"enabled": true,

"description": "End Point rule for In Encrypted Directory",
"severity": "MEDIUM"

}

The following table describes the fields that define a rule.

e

id The name of the ESA Rule. For example, In Encrypted Directory.

key The metakey on which an alert would be generated.
For example, alert is generated on analysis.file metakey for In Encrypted Directory rule.

value Specify the value. The value must exactly match with the App rule name. For example, in
encrypted directory.

title The name of the alert. For example, In Encrypted Directory.

type Specify the type of rule. For custom endpoint rule, the type must be ENDPOINT.

enabled The status of the rule. Specify true, if the rule should be considered for risk scoring.

description The description of the rule.

severity The severity of the rule; critical, high or medium.

3.

To enter shell mode of nw-shell, execute the following command:
nw-shell

4. Connect to ESA correlation-server using the following command:
connect --service correlation-server
5. Login to the ESA correlation-server using the following command
login
Note: You must provide Administrator username and password.
6. Navigate to the API xpath using the following command:
cd correlation/keyvalue/settings/set
7. Execute the API using the following command:
invoke --file <absolute-path-to-rule-definition-file>
Note: You must specify the absolute path to the rule definition file. For example, invoke --
file /root/rule.json
15 Deploying Endpoint Application Rules and ESA Correlation Rules
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3. Add the rule to RiskConfig

After you create the custom Application rule and the ESA rule, you must update the RiskConfig in
mongoDB.

To update the riskconfig file, perform the following:

1. SSH to Admin Server.

2. Create a JavaScript file (For example, in-encrypteddirectory- rule.js) with the custom

ESA rule definition in the below format.
db.risk rule.insertMany (

[

"name" : "In Encrypted Directory",
"enabled" : true,
"handler" : "Default",
"entities" : {

bo

"metas" : {

"File"™ : [

{

"meta" : "checksum src",
"name" : "filename src",
"weight" : NumberInt (100)
}

Iy

"Host" : [

{

"meta" : "agent id",
"name" : "alias host",
"weight" : NumberInt (100)
}

]

bo

" class" : "com.rsa.asoc.respond.pipeline.risk.rules.AlertScoringRule"

bl
)
The following table describes the fields that define a rule.

Deploying Endpoint Application Rules and ESA Correlation Rules
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s owemin

name

enabled

handler
entities
metas > Files > meta
metas > Files > name

metas > Files >
weight

metas > Host > meta

metas > Host > name
>

metas > Host > weight

_class

The name of the ESA rule.

The flag to enable or disable risk scoring. Specify true to enable risk
scoring.

The value of this should be Default.

The value of this should be empty.

The metakey for a file for which score should be calculated.
The name of the metakey of the file identity.

By default the weight value is 100.

The metakey for a host for which score should be calculated.

The name of the metakey of the host identity.

By default the weight value is 100.

This is used for internal purpose, do not change.

Insert the new rule into the riskconfig file on mongoDB using following command:

mongo respond-server --authenticationDatabase admin -u deploy admin
-p <deploy admin-user-password> in-encrypted-directory-rule.js

Confirm if ESA rule is updated successfully in the riskconfig, using following command

mongo respond-server --authenticationDatabase admin -u deploy admin -p

<deploy admin-user-password> --eval "db.risk rule.find({

"name": /.*In

Encrypted Directory.*/i })"

Restart the Respond server for the changes to take effect.

service rsa-nw-respond-server restart

After you create a custom Endpoint rule and update the risk configuration file, whenever an event is
generated for the new rule (For example, In Encrypted Directory) an alert will be generated and the risk
score is calculated for the host and file.

17 Deploying Endpoint Application Rules and ESA Correlation Rules
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Configure Metadata Forwarding

To view the metadata, you must enable the metadata forwarding while installing the Endpoint Log
Hybrid. The Endpoint metadata is displayed in the NetWitness Platform Investigate (Navigate and Event
Analysis views) similar to Logs and Packets. For information on metadata mappings, see Endpoint
Metadata Mappings.

To configure metadata forwarding:

1. Goto ADMIN > Services.

2. In the Services view, select the Endpoint Server service.

3. Click 8- and select > View > Config.
4. Click the General tab.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @:)admin- @J

Hosts Services Event Sources Endpoint Sources Health & Wellness System  Security
& Change Service | EndpointServer |  Config &

General Data Retention Scheduler ~ Packager

Endpoint Meta
- @ stop
D Address Protobuf SSL Protobuf Port REST SSL REST Port User Name

O false 50202 false 50102 admin

5. Click + in the toolbar.
The Available Services dialog is displayed.

Available Services
55( Mame ~ Address Type
59’ endpointloghybridl - Log Decoder Log Decoder

59’ endpointloghybrid? - Log Decoder : Log Decoder

Cancel

6. Select a Log Decoder service and click OK.

Configure Metadata Forwarding 18
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The Add Service dialog is displayed.

Note: You can add only one Log Decoder service.

Add Service

Please provide administrator credentials for the
service:

Username

Password

Raw Data L]

RESTSSL@® Ll

REST Port 50102 s
Protobuf ssL@ [

Protobuf Port 50202 c

7. Enter the administrator credentials for authentication.

8. (Optional) If you enable Raw Data, a brief summary of the session is forwarded along with the
metadata.

9. (Optional) If you have enabled SSL on the REST port in the Log Decoder, select the REST SSL
option. By default, the REST port for non-SSL is 50102 and SSL is 56102.

10. Select the Protobuf SSL option to enable SSL on Protobuf. By default, the Protobuf port is 50202.
11. Click Save.

After configuring the metadata forwarding, make sure to:
o Start the capture on the Log Decoder
o Start the aggregation on the Concentrator

o Add the Log Decoder as a service in the Concentrator

Start Metadata Forwarding to the Log Decoder

1. Inthe Endpoint Meta config > General view, select the service.

2. Click ® s
The Endpoint Server starts forwarding the metadata to the Log Decoder.

19 Configure Metadata Forwarding
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Stop Metadata Forwarding to the Log Decoder
1. In the Endpoint Meta config > General view, select the service.

2. Click ™ Ster.

The Endpoint Server stops forwarding the metadata to the Log Decoder.

Remove Metadata Forwarding

Note: Make sure you stop the service, before removing the metadata forwarding.

1. Inthe Endpoint Meta config view, select the service.

2. Click
3. Click Apply.

Endpoint Metadata Mappings

You can view the default metadata mappings or modify the metadata mappings for endpoints.

JSON Schema for Metadata Mappings

All metadata mappings is configured using the JSON schema. The following is a sample JSON schema:
{

"metaKeyPairs" : [

{

"metaKeyPairsCategory" : "",

"keyPairs" : [
{
"endpointJpath" : "",
"metaName" : "",
"type" . nn,
"enabled" . true
by
{
"endpointJpath" : "",
"metaName" : "",
"type" . uu’
"enabled" . true

}

Configure Metadata Forwarding 20
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]
}

The following APIs are used to view or modify the metadata mappings:
e get-default - Returns the default configurations for the endpoint metadata mappings.
e get-custom - Returns the custom configurations for the endpoint metadata mappings.

e set-custom — Helps customize the endpoint metadata mappings.

View the Metadata Mappings

To view the endpoint metadata mappings:
1. Onthe NW server, run the nw-shell command from the command line.
2. Run the 1ogin command and enter the credentials.

3. Connect to the Endpoint Server using the following command:
connect --host <IP address> —--port <number>

Note: The default port is 7050.

4. Run the following commands:
cd endpoint/meta
cd get-default
invoke

The following screen shows the default metadata mappings:

21 Configure Metadata Forwarding
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To disable a default metadata mapping:
Enter the same endpointJpath value and set the enabled parameter to false.

For example, if the endpointJpath is Category and enabled parameter is true, enter the same
endpoint]Jpath and set the enable parameter to false.

Note: Do not modify the metaKeyPairsCategory in the schema; “COMMON”, “COMMON
MACHINE”, “COMMON_MACHINE FOR EVENTS”.

To change the metadata name or metadata type:

Enter the same endpoint)Jpath value and specify values for the metaName and type.

Configure Metadata Forwarding
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Note: The metaName must exist in the table-map.xml of the Log Decoder, index-concentrator.xml or
index-concentrator-custom.xml file of the Concentrator, for the metaName to appear on the Investigate
view.

Add or Modify Metadata Mappings

To add or modify the metadata mappings, run the set-custom API. The metaKeyPairs configuration
provided in the JSON file should match the JSON schema of the default configuration received through
the get-default APL

1. Onthe NW server, run the nw-shell command from the command line.
2. Run the 1ogin command and enter the credentials.

3. Connect to the Endpoint Server using the following commands:

connect --service endpoint-server

Note: The default port number is 7050.

4. Run the following commands:

cd endpoint/meta
cd set-custom
invoke --file <json file>

You can add new metaKeys by adding entries to the file that will be uploaded using the set-custom
API. The following example shows how to add a new metadata mapping:

voke —--file /Scustom.Jjson

View the Custom Metadata Mappings

To view the custom metadata mappings, run the get-custom API, and then invoke commands.

Note: The get-custom API will return values only if the metadata mappings are modified using the
set-custom APL
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Endpoint Sources

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

The Endpoint agents deployed in your environment may be large in number and geographically
distributed. To efficiently manage and update configurations automatically, agents can be organized into
smaller subsets called Groups.

Groups

Groups can be created based on IP address (IPv4 and IPv6), host names, operating system type, and
operating system description. You can create groups based on your requirements. For example, you can
group all agents running on Windows 2016 Server and IP ranging from 10.40.10.1 to 10.40.10.200. For
more information on creating groups, see Creating Groups and Policies.

Note: All agents that are not part of any group use the default policy settings.

Policies

To manage the behavior of agents in a group, you can apply a set of rules called Policies. The RSA
NetWitness Platform supports two types of policies for endpoints: Agent Endpoint and Agent Windows
Logs policies. The following default policies are available on installation.

Note: RSA recommends that you review these default policies before deploying agents.

o Default Agent Endpoint (EDR) Policy

o Default Windows Log Policy

You can either assign the default policies to a group, modify the default EDR policy, or create custom
policies based on your organization requirements.

Note: You cannot edit the default Windows Logs policy.

You can do the following through a policy:
o Define the agent mode - Insights or Advanced
o Configure scan schedule and settings

o Configure endpoint settings, such as which Endpoint server the agents should communicate, port
details, and beacon intervals

o Configure response actions such as blocking

o Configure Windows Log collection

For example, you can create a policy to schedule scan and enable blocking. For more information on
creating policies, see Create an EDR Policy or Create a Windows Log Policy.
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Group Ranking

When a group is created, a rank is associated with every group based on the creation order. If an agent
belongs to multiple groups, to handle conflicting configurations, you can reorder the groups to change the
ranking, and the policy associated with the highest ranked group takes precedence.

Example 1

A Server group contains 100 hosts with a default Agent Endpoint policy. Amongst these, if 20 hosts
require further investigations, analyst can:

1. Create a temporary group with a static list of these 20 hosts.
2. Create or apply any policy to this group that will not impact any other hosts.

3. Edit the ranking for the new group, moving to the top of the Ranking list (making sure it is above the
existing Server group).

4. After investigation is done, delete this group. The hosts are revalidated and assigned to the
appropriate group based on the ranking.

Example 2
Case 1:

Agent 1 Agent 2 Agent 3
|
i

|
|
I
| -
Groups ! Policies
| I
; | )@ ® G ®
I I | | I i i
| | ] | | | |
| ! | | | | ]
| | : f_ | | | 1 |>
Group: Hardware 7 Policy: Hardware
| i \
|
|

|
|
I
|
Group: Software }—( Policy: Software )
: i
|
|
|
1

Not part of any group I C Policy: Default )

* 81, 82, 53, 54, and S5 represents policy settings, such as run scheduled scan, agent mode, scan settings, response actions, and so on.

Each agent is a part of a unique group that is associated with a policy, where each policy has all settings
S1, S2, S3, S4, and S5 defined. For example, Agent 2 is a part of the group Hardware, where all settings
in the policy Hardware are applicable.

Case 2:
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Group: Software I

Agent 1 Agent 2 Agent 3
|
i l |
T T T
I i | .
| Groups i Policies
|
| | |
: : I | | | | |
I | | | | | | I
| | | | | | I |
| | | | | | | |
| 1 | 1 | 1 | |
] Group: Hardware I q:~ C olicy: Hardware ) i i
I
| I ' i | |
| | | | |
| | | | |
| | | | |
|
I
I
1
I
I
I
|
1

P

|

|

|

|

|
e

l

|

[}

|

|

|

|
:
|
|
4 ( Policy: Software )
| T
|
|
|
|
l

Not part of any group I ( Policy: Default )

* 51,52, S3, 54, and S5 represents policy settings, such as run scheduled scan, agent mode, scan settings, response actions, and so on.

In the policy Hardware, S4 and S5 settings are not defined, and hence the agent 2 inherits settings S4 and
S5 from the default policy.

Case 3:
Agent 1 Agent 2 Agent 3 Agent 4 Agent 5
s s s s
! ' i i i .
i ! Groups ! ! Policies
| 1 | |
| | ] | |
I )@@ ®
‘ ! I I I
1 | : : : T R
‘ ! I I I I I I I I
‘ ! I I I I I I I I
| ' ' — G| ||
! ‘ Group: Hardware — Rank 1 | J:‘ Policy: Hardware ! ! |
1 | : | T N A
} I | | : : I 1 |
} ‘ Group: Software — Rank 2 I : a 5 ! Policy: Software
|
| l I I I l I . :
} I | | I i | ! !
} ‘ Group: Engineering — Rank 3 i Policy: Engineering ) ! !
1 | i i | |
| | I | | |
L | | | | |
Not part of any group I ( Policy: Default )

* 81, 82, 53, S4, and S5 represents policy settings, such as run scheduled scan, agent mode, scan settings, response actions, and so on.

o Agent 2 is a part of the highest ranked group Hardware, and with the policy Hardware. The agent 2
inherits settings S3, S4, and S5 from the default policy as they are not defined in the policy Hardware.

o Agent 3 is a part of Hardware, Software, and Engineering groups, and with the policy Software. The
agent considers the settings S4 and S5 from the policy Software, and the remaining undefined settings
are inherited as follows:
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o S1 and S2 from the policy Hardware, which is associated with the highest ranked group.
o S3 from the policy Engineering, which is the next ranked group.

Agent 4 is a part of Hardware, Software, and Engineering groups, and with the policy Engineering.

o Though settings S1 and S2 are defined in policy Engineering, the agent 4 considers the settings S1
and S2 from the policy Hardware as it is associated with the highest ranked group.

o S4 and S5 from the policy Software, which is the associated with the next highest ranked group.
o S3 from the policy Engineering.

The following are some of the key points:

If an agent is not assigned to any group, default policies are applied.

A policy can be assigned to multiple groups. However, a group can only have one policy of each type
(Agent Endpoint and Agent Windows Logs).

An agent can belong to multiple groups. The policy is derived based on the ranking of the group as
shown in the above example (case 3).

If all settings are defined in a single policy, and it is the highest ranked policy for an agent, no policy
settings from other ranked groups are inherited (case 1).

If there are any undefined settings in the policy, the settings from the default policy is considered as
shown in the example above (case 2 and 3).

If an agent falls into more than one group, its complete set of policy attributes is determined as
follows:

o It takes all settings from the highest ranked policy that applies.

o Any settings that are not set in the highest ranked policy are taken from the next highest ranked
policy that applies.

o If there are still unset attributes , they are taken from the default policy.

o If there are any conflicts, the higher ranked policy wins.

Example 3

Assume the following:

Agent A belongs to below two groups, Production Servers and All Windows Hosts.

The Production Servers group has the Schedule scan set and no blocking policy assigned, and it has
the following settings:

e Schedule Scan : Enabled

o Effective Date: 2019-03-08

o Start Time: 09:00

o Scan Frequency: Every 1 week

o CPU Maximum: 45 %
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o Virtual Machine Maximum: 20 %

o Blocking: Disabled

o The All Windows Hosts group has the EDR for All Windows policy applied, which has the
following settings:

o Scan Master Boot Record: Disabled
o Blocking: Enabled

o The Production Servers group is ranked higher than the All Windows Hosts group for EDR policies.
Keep in mind that ranking only applies to policies of the same source type: that is, all EDR policies
are ranked, and all Windows Logs policies are ranked separately.

Agent A gets its final policy configuration as per the ranking of the groups (and associated policies) to
which it belongs:

o The agent uses the schedule set in the Schedule scan set and no blocking policy.

o Scan Master Boot Record is disabled, because that is set in the EDR for All Windows policy.
o Blocking is disabled: since there is a conflict, the value in the higher ranked policy is used.

o All other attributes are set based on values in the Default EDR policy.

« Note that if you wanted Blocking to be enabled, you could change the group ranking so that All
Windows Hosts is higher than Production Servers: in this case, Production Servers would win the
conflict, and Blocking would be enabled for Agent A.

Default Agent Endpoint (EDR) Policy

When an agent is installed, it operates in an Insights mode until a policy is assigned. The following are
the default EDR policy settings:

Scan Schedule Run Scheduled Scan Disabled

Effective Date Current date
Scan Frequency Every 1 week
Start Time 09:00 (this is 9 AM)
CPU Maximum 25%
Virtual Machine 10%
Maximum
Agent Mode Monitoring mode Advanced
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Scan Settings Scan Master Boot Disabled
Record
Auto Scan New Disabled
Systems When Added
Response Blocking Disabled
Action Settings
Endpoint Endpoint Server The agent considers the default Endpoint Server that is
Server Settings configured during packager generation.

Endpoint Server
Forwarder (Optional)
Server Alias (Optional)

HTTPS Port 443
HTTPS Beacon Interval 15 Minutes
UDP Port 444
UDP Beacon Interval 30 Seconds

Default Windows Log Policy

The following are the default Windows Log policy settings:

Windows Log Settings Status Disabled
Protocol TLS
Send Test Log Disabled
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Creating Groups and Policies

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

The following sections provide instructions on how to create groups and policies.

Create a Group

To create a group:

1. Goto ADMIN > Endpoint Sources view.

2. In the left panel, select the Groups tab.

[RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

vent Sources  Endpoint Sources  Health &V

stem  Security

x [+ createNew | [ Edit Ranking

source voe O crous naue
O Agent Endpoint =
O Agent Windows Logs

+  soURCE CounT POLICYUIES) APPLIED

PUBLICATION STATUS

O Published O migrated Agents
O Unpublished

O Unpublished Edits

3. In the toolbar, click Create New.

GROUP DESCRIPTION

SOURCE TYPES APPLIED

‘Agent Endpoint

‘Agent Endpoint

PUBLICATION STATUS

Published

Published

Published

4. Inthe New Group panel, click Identify Group, and enter a group name and group description, and

click Next.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts  Services  FEvent Sources

Groups  Policies

GROUP NAME

Enter a unique groi

GROUP DESCRIPTION

Endpoint Sources  Health & Wellness

System

Security

5. Click Define Group and specify the logical statements that define the condition for an agent to be
included in the group. Each logical statement consists of: parameter, operator, and values to match.

Creating Groups and Policies
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Endpoint Sources Health & Wellness  System  Security
Groups  Policles
Include source if  all «  of the following conditions are met:

05 Type

Add Condition

Next Save and Close Publish Now

o Inthe Include source if __ of the conditions are met field, select the appropriate conditions -
all or any.

o For each logical statement, select the required options:

T

Parameter The parameter can be OS Type, OS Description, Host Name, [Pv4, or IPv6.

o OS Type, OS Description, Host Name: The value you enter should reference
hardware or virtual machines that are running endpoint agents.

o IPv4 or IPv6: Enter valid [P addresses as either ranges or as a set of P
addresses to include or exclude.

Note: If you do not want to include certain [P addresses, use the Not in operator,
and enter the IP address separated by a space or a comma.

Operator ~ The choice of values is dependent upon the parameter you chose. For example, if
your parameter is OS Type, the only operator available is in.

Value or  The value or values to match. For the OS Type parameter, you can choose one or
values to  more values from the drop-down list. For all other parameters, you can enter free-
match form text.

Note: Although you can enter any text for values, the system validates your
entries when you attempt to proceed to another screen, and will not allow you to
proceed until values are valid.

6. Click Add Condition to add another condition.

7. Click Next to proceed.
8. (Optional) Click Apply Policy(ies) and select the source type from the drop-down list. Policies with
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the selected source type are displayed below Available Policies. You can either assign default
policies or custom policies. For more information on creating policies, see Create an EDR Policy and
Create a Windows Log Policy.

. NN (- . .

Select a policy by clicking . Skip this step if you want to apply the policy later to the group.
RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts  Services Event Sources  Endpoint Sources  Health & Wellness ~ System  Security

Groups  Policies

A group does not need to apply a policy, however, for a policy to be active, it must be applied to a group.

If this step is skipped, policies can still be applied to this group later.

SOURCE TYPE

Choose a Source Type ©

Available Policies @ Selected Policy @

POLICY NAME APPLIED TO GROUP(S) POLICY DESCRIPTION POLICY NAME APPLIED TO GROUP(S) POLICY DESCRIPTION

Save and Close Publish Now

Note: You can attach only one policy per source type to a group. That is, you cannot attach more
than one Agent Endpoint policy to a single group, nor more than one Agent Windows Logs policy.

9. Do one of the following:

o Click Save and Close to save the settings and return to the Groups view. The publication status is
displayed as Unpublished in the Groups view.

Note: You can select an unpublished group and click Publish to publish a group.

o Click Publish Now to publish the group.

Create an EDR Policy

While creating a policy (either an EDR policy or a Windows Log policy), note the following:

o Whenever you choose a setting, it is added to the Selected Settings panel.

¢ To clear any of your selected settings, click ﬂ to remove that setting.

o At any point in the wizard, you can choose Save and Close, so that you can return to complete the
policy creation at a later time.

To create an EDR policy:
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1. Goto ADMIN > Endpoint Sources.

2. Click Policies. The available policies are displayed.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts ~ Services Event Sources Endpoint Sources  Health & Wellness tem  Security

Groups  Policies

Y Filters X | + createnew

SouRCE TYPE O  roucy name ~  APPLIED TO GROUR(S) POLICY DESCRIPTION source Type
O Agent Endpoint
O Agent Windows Logs

PUBLICATION STATUS

B it Advanced Agents Agent Endpoint Published

O  Default EDR Policy: y These are the settings that are applied when not defin... Agent Endpoint Published
PUBLICATION STATUS
O Ppublished el E y These are the setrings that are applied when not defin... Agent Windows Logs Published
O Unpublished e H Agene Windows Logs Published
O Unpublished Edits

Migrate Migrated Agents. Agent Endpoint

3. Click Create New to add a new policy.

4. Inthe New Policy panel, select Identify Policy, and do the following:
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts  Services Event Sources Endpoint Sources Health & Wellness S Security
Groups  Policies

SOURCE TYPE

Agent Endpoint

Define Pclli'::}" ) POLICY NAME

o Select Agent Endpoint as the source type from the drop-down list.
o Enter the policy name.

o Enter a description for the policy.
5. Click Next.

|(_-

6. Click to select a setting from list of Available Settings. Once clicked, the specific setting is
moved under the Selected Settings panel. You need to enter the required values for the selected
settings. For details, see Define Policy Panel for Agent Endpoint Policy.
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RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts  Services Event Sources Endpoint Sources  Health & Wellnes: em  Security

Groups  Policies

Available Settings © Selected Settings ®
Identify Palicy Scan Schedule Scan Schedule
Scan Frequency
RUN SCHEDULI
O Disabled
Enabled

Start Time
CPU Maximum

virtual Machine Maximum

Agent Mode
Monitoring Mode

Scan Settings
Scan Master Boot Record

Auto Scan New Systems When Added

Response Action Settings
Blocking

Endpoint Server Settings
Endpaint Server
HTTPS Port
HTTPS Beacon Interval
UDP Port

UDP Beacon Interval

Advanced Configuration

Advanced Setting

P oty

o Inthe Scan Schedule category:

- Enable Run Schedule Scan to configure the scan.

Note: The following scan schedule options are available only when the scan schedule is
enabled.

- Set the date when the scan schedule should be effective.

- Select the recurrence (days or weeks) and frequency of the scan.
- Select the start time of the scan.

- Set the CPU Maximum value using the slider.

- If the agents are running on virtual machines, set the Virtual Machine Maximum value using the
slider.

o Add Agent Mode to select the monitoring mode of the agent - Insights or Advanced.
o In the Scan Settings category:

- Enable Scan Master Boot Record to include Master Boot Record (MBR) details in scheduled
scans.

- Enable Auto Scan New Systems When Added to automatically queue a scan for any host that
does not have any snapshot data.

o Enable Response Action Settings to prevent the execution of a malicious file on any host.

o In the Endpoint Server Settings:
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o Add the Endpoint server that the agent will communicate from the drop-down list.

Note: If you do not select an Endpoint Server, the agent uses the default Endpoint Server that
is configured during packager generation.

(Optional) Enter an alternative hostname or IP address.

Enter the HTTPS port used for communication.

Specify the HTTPS beacon interval.

Enter the UDP port used for communication.

Specify the UDP beacon interval.

o Advanced Configuration - For RSA Support staff only.

IMPORTANT: It is strongly recommended not to use the Advanced Configuration unless
advised to do so by RSA Support staff.

7. Do one of the following:

o Click Save and Close to save the settings and return to the Policies view. The policy will be listed
under the Unpublished category.

o Click Publish Policy to publish the policy.

Create a Windows Log Policy
To create a Windows Log policy:

1. Goto ADMIN > Endpoint Sources.

2. Click Policies. The available policies are displayed.
3. Click Create New to add a new policy.
4

. In the New Policy panel, select Identify Policy, and do the following:

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts ices  Event Sources Endpoint Sources Health & Wellness ~ System  Security

Groups  Paolicies

SOURCE TYPE

Agent Windows Logs

POLICY NAME
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o Select Agent Windows Logs as the source type from the drop-down list.
o Enter the policy name.
o Enter a description for the policy.

5. Click Next.

|(_-'
6. Click to select a setting from list of Available Settings. Once clicked, the specific setting is
moved under the Selected Settings panel. You need to enter the required values for the selected

settings.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts  Services Event Sources Endpoint Sources Health & Wellness stem  Security
Groups  Policies
Available Settings ® Selected Settings @

Identify Policy

Windows Log Settings Windows Log Settings
Send Test Log )

Primary Log Decoder / Log Collector
Secondary Log Decoder / Log Collector
Protocol

Channel Filters

o Select Windows Log Collection to enable Windows Log collection. By default, this option is
disabled.

o Enable Send Test Log to send a test log. By default, this option is disabled.
o Select Primary Log Decoder / Log collector to forward logs from the drop-down list.

o (Optional) Select Secondary Log Decoder / Log collector to forward logs from the drop-down
list.

Note: When the Endpoint Agent is configured to use the UDP protocol and the Primary Log
Decoder/ Remote Log Collector is not reachable, the secondary Log Decoder or Log Collector
is not functional. The logs are not forwarded to the secondary Log Decoder or Log Collector
when the primary is down, thus resulting in the event loss.

o Select Protocol from the drop-down list. The available options are UDP, TCP, and TLS. By
default, the protocol is TCP.

o Add Channel Filters and select the channels from which the logs are collected from the drop-
down list. You can add or remove a channel filter and specify individual Event IDs.

7. Do one of the following:

o Click Save and Close to save the settings and return to the Policies view. The policy will be listed
under the Unpublished category.

o Click Publish Policy to publish the policy.
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Managing Groups

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

You can view group details, edit group details, filter endpoint groups, delete groups, and edit group
ranking. For details on how to create groups, see Create a Group.

View Group Details

To view properties of the selected group:
1. Goto ADMIN > Endpoint Sources.
2. In the left panel, select the Groups tab. The details, such as group name, source count, policies

applied, group descriptions, source type applied, and publication status are displayed. For more
details on these columns, see Endpoint Sources - Groups.

3. Click the row to view the properties in the right-panel.

Filter Endpoint Groups

The Filters Panel allows you to filter the list of displayed groups, based on the one of the following
source type:

o Agent Endpoint
o Agent Windows Logs

Additionally, you can sort based on publication status:
o Published - Groups that are published to use.
o Unpublished - Groups that are saved but not published.

o Unpublished Edits - Groups that are previously published and edited later and saved, but not
published.

37 Managing Groups



NetWitness Endpoint Configuration Guide

Groups  Policies

SOURCE TYPE

O Agent Endpoint
O Agent Windows Logs

PUBLICATION S5TATUS
O Published

O unpublished

O Unpublished Edits

The Filters panel can be hidden or displayed:

To hide, click the B icon at the top-right of the panel.

To display if hidden, click the icon in the toolbar.

Click Reset Filters to remove the currently applied filter criteria.

Edit a Group

You can edit the properties of the group at any point in time. To edit properties of a group:

1.
2.

Go to ADMIN > Endpoint Sources.

Select a group and click Edit.

RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

tSources  Endpoint Sources  Health & m  Security

x| [ cromanew | cotrankng

Edit the group details as required.

Do one of the following:

o Click Save and Close to save the changes and return to the Groups view. The group will be listed
under the Unpublished Edits category.
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o Click Publish Now to publish the changes.

Change Policy Ordering for Groups

An endpoint agent can be included in multiple groups. And these groups can have different policies
applied to them. In this case, you can edit the ordering or ranking of policies, to specify a hierarchy for
your policies. To edit the ordering or ranking of a group:

1. Goto ADMIN > Endpoint Sources.
2. Select the Groups tab and click Edit Ranking.

RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

S EventSources Endpoint Sources  Health & W ystem  Security

x | + createnew || Edit Ranking Edit || Delete
[u}

GROUP NAME 4 SOURCE COUNT POLICY(IES) APPLIED GROUP DESCRIPTION 'SOURCE TYPES APPLIED PUBLICATION STATUS

O Advanced Agen Advanced Agents Published
Advanced Agents Published

O wigrated Agen Migrate

3. Select one of the following source type for the drop-down list:
o Agent Endpoint to rank the groups associated with Agent Endpoint type policies.

o Agent Windows Logs to rank the groups associated with Agent Windows Log type policies
4. Click Next.

5. Reorder your groups as necessary.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts  Services Event Sources Endpoint Sources Health & Wellness ~ System  Security

Groups  Policies

[£] RANKING GROUPS

SOURCE TYPE: Agent Endpoint @

GROUP NAME

Advanced Agents

Migrated Agents

a. Select . next to a group.

POLICY APPLIED SOURCE COUNT

Advanced Agents

Migrate

b. Drag the group up or down to change the priority. Priority decreases from top to bottom.

c. Repeat moving groups until they are ordered as you prefer.

Note: To move any group to the top, select the group and click Set Top Ranking.

6. Once you have the preferred order, click the appropriate option:

o Publish Ranking for the new ranking to take effect.

39

Managing Groups



NetWitness Endpoint Configuration Guide

o Reset Ranking to reset the ranking to the last saved or published order.

o Cancel to exit without changing the rankings.

Delete a Group

To delete a group:
1. Goto ADMIN > Endpoint Sources.

2. The Groups tab and available groups are displayed.

[RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts Event Sources  Endpoint Sources  Health & Wellness ~ System  Security

Groups  Policies

x| [ cromanew | cotrankng a

f— [ cRoup Naue +  souRCE counT POLICY(IES) APPLIED ROUP DESCRIPTION ‘SOURCE TYPES APPLIED PUBLICATION STATUS

O Agent Endpoint e Advanced Agents sanced agents group Agent Endpoinc Publshed
O Agent Windows Logs

Advanced Agents Hardware group Agent Endpoint Published
PUBLICATION STATUS
O Published

O Unpublished

O Unpublished Edits

O Wigoted Agenss wigrate Migrated agents group Agent Endpainc Publshed

3. Select one or more groups and click Delete.
4. Click Delete. The confirmation message is displayed.

5. Inthe Delete Groups dialog, click Delete Group(s) to permanently delete the selected groups.
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Managing Policies

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

You can view, edit, filter, and delete policies. For details on how to create policies, see Create an EDR
Policy or Create a Windows Log Policy.

View Policy Details

To view properties of the selected policy:
1. Goto ADMIN > Endpoint Sources.
2. In the left panel, select the Policies tab. The details, such as policy name, applied to groups, policy

description, source type, and publication status are displayed. For more details on these columns, see
Endpoint Sources - Policies.

3. Click the row to view details about selected policy in right pane.

Filter Policies

The Filters Panel allows you to filter the list of displayed policies, based on the source type:
o Agent Endpoint, or
o Agent Windows Logs

Additionally, you can filter based on publication status:

o Published: Policies that are published to use.

o Unpublished: Policies that are saved but not published.

o Unpublished Edits: Policies that are previously published and edited later and saved, but not published.
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Groups  Policies

Y Filte
SOURCE TYPE

[0 Agent Endpoint
O Agent Windows Logs

PUBLICATION STATUS
O Published

O Unpublished

O Unpublished Edits

The Filters panel can be hidden or displayed:
« To hide, click the B icon at the top-right of the panel.

o To display if hidden, click the icon in the toolbar.

Click Reset Filters to remove the currently applied filtering criteria.

Edit a Policy

You can edit the settings of the default Agent Endpoint and custom policies. The default Agent Windows
Log policy cannot be edited.

Note: For the default EDR policy, you cannot edit the source type, policy name, and policy
description. However, you can edit the details in the Define Policy panel.

To edit a policy:
1. Goto ADMIN > Endpoint Sources, and select the Policies tab.

2. Select a policy and click Edit.

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Sources  Endpoint Sources  Health & Wellne: stem  Security

X + Create New

- PoLICY NAuE PoLICY DEsCRIPTION SOURCE TYPE PUBLICATION STATUS

t Advanced Agents rance 3 Agent Endpoint Published

i
O Agent Windows Logs

Defauit EDR Policy ings that are appl ot det z Published
PUBLICATION STATUS

O Published Defauit Windows Log Poiicy e are appl nt Wi o Published
O Unpublished

O Unpublished Edits

Published

Migrated Agents
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3. Edit the policy details as required.

4. Do one of the following:

o Click Save and Close to save the changes and return to the Policies view. The policy will be
listed under the Unpublished Edits category.

o Click Publish Policy to publish the changes.

Delete a Policy

To delete a policy:
1. Goto ADMIN > Endpoint Sources.

2. Click the Policy tab. The available policies are displayed.

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN
Host: Event Sources  Endpoint Sources  Health & Wellness n  Security

Groups P

¥ e « [Fomm ]

[O- Pouicy Naue | APPLIED TO GROUPLS) PoLICY DESCRIPTION source Tvpe PUBLICATION STATUS

O Agent Endpoint
O Agent Windows Logs

Advanced Agents s s Agent Endpoint Published

O Default EDR Policy q These are the sectings that are applied when not defined in an.. ndpoin Published
PUBLICATION STATUS
00 published Defautt Windows Log Policy These are the settings that are applied when ot definedinan...  Agent W Published
O Unpublished Hardware iardware nt Wi Published
O Unpublished Edits
Migrate

3. Select one or more policies and click Delete.
The confirmation message is displayed.

4. In the Delete Policies dialog, click Delete Policy(ies) to permanently delete the selected policies.
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Configuring Data Retention Policy

An administrator can configure the retention policies to retain the Endpoint data based on the age or the
storage size. By default, days and size-based retention policies are enabled.

To change the configuration for age-based retention:

1. Goto ADMIN > Services

2. In the Services view, select the Endpoint Server service.

Click 8- and select > View > Config.
Click the Data Retention Scheduler tab.

W

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Endpoint Sources Health & Wellness  System  Security

&+ Change Service | EndpointServer |  Config &
General Data Retention Scheduler WG]y
Data Retention Policy
™ Enable
Threshold 30 | Days
Run Everyday v | at 00:00:00 hh:mm:ss
Inactive Agents Retention Policy
M Enable
Threshold 90 | Days
Run Everyday | at |01:00:00 hh:mm:ss
Apply Reset

5. Inthe Data Retention Policy panel, by default, the Threshold is set to 30 days, and Run to

Everyday. This means only 30 days of Endpoint data is retained and the older data is deleted from the
database.

6. Click Apply.

To change the configuration for size-based retention:
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By default, for the size-based retention, the rollover-after value is set to 80 and rollover-
chunk-size is set to 10. This means that when the storage size exceeds 80 percent of the space
allocated for the disk partition, 10 percent of the older Endpoint data is deleted from the database.
However, you can change these values as follows:

1. Goto ADMIN > Services.

2. Inthe Services view, select the Endpoint Server service.

3. Click 3% and select > View > Explore. The Explore view is displayed:
RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @)admin 2 @
Hosts Services Event Sources Endpoint Sources Health & Wellness System  Sec
& Change Service |  endpointloghybrid1 - Endpoint Server | Explore @
: en d DO. ﬂt Ogh}-’b r . d,l - frsa/endpoint/configfdata-retention endpointioghybrid1 - Endpoint Server
enabled true
[ configuration initial-rollover-delay 1 MINUTES

[Jdatal/application

=]

00**#
oo

recurrence-interva

[ data/contral

a

rollover-after 30

[

I:Ierc:cir:;"ager‘:.-’L.dp.-‘ﬁaﬁc er rollover-chunk-size 10

B[] endpoint/certificate rollover-delay 10 MINUTES

[Jendpaint/command size-based-rollover-enabled true
[Jendpoint/config/data-retention threshold-in-days 30

Mend point/configiinactive-machine-r.

[ endpoint/,
[ endpaint/
[ endpaint/

data-retention
data-store-thresholds

data/application

-
e SR SR S,

» »

RS /\ NETWITNESS' PLATFORM

4. In the left panel, select endpoint/config/data-retention.

5. Edit the configurations based on your requirements.
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Managing Inactive Agents

An administrator can configure the inactive agent retention policy to delete data of agents that are
inactive, from the Endpoint Server. On deletion, the Endpoint Server stops collecting data from these
agents. By default, this option is enabled.

To configure the inactive agent retention policy:
1. Goto ADMIN > Services.

2. Inthe Services view, select Endpoint Server.

Click &c and select > View > Config.
Click the Data Retention Scheduler tab.

> w

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Endpoint Sources Health & Wellness  System  Security

+ Changeservice | EndpointServer | Config &

Data Retention Scheduler e,
Data Retention Policy
™ Enable

Threshold 30

<>

Days

Run Everyday v~ | at |00:00:00 hh:mm:ss

Inactive Agents Retention Policy
™ Enable

Threshold 20 Days

<»

Run Everyday v ar 01:00:00 hh:mm:ss

5. Inthe Inactive Agents Retention Policy panel, by default, the Threshold is set to 90 days and Run
to Everyday. This means that the data of agents that have not communicated with the Endpoint server
for 90 days is deleted from the database.

6. Click Apply.

Note: The Inactive Agents Retention Policy is not applicable for NetWitness Endpoint 4.4.0.2 or later
agents.
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(Optional) Installing and Configuring Relay Server

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3.1 and later.

Relay Server (referred to as RAR in RSA Endpoints) extends NetWitness Platform’s visibility into
endpoints when they are outside the corporate network. The Relay Server deployed in a cloud or DMZ
relays the endpoint data between the hosts and the Endpoint Server. The hosts that are outside the
corporate network send the endpoint data to the configured Relay Server and the corresponding Endpoint
server pulls the data.

Note: If you have Windows hosts that are outside the corporate network, the log data is not sent to the
Relay Server.

You can configure a Relay Server on the Endpoint Server Config view. Once the Relay Server is
configured, the policy for the host is automatically updated and you can view the Relay Server settings
on the Host Details view > Policy Details panel.

You can configure a single Relay Server with one or more Endpoint servers. In this case, the Relay
Server ensures that the endpoint data reaches the Endpoint Server configured in the policy.

The following describes the architecture of the Relay Server.

DMz
2 ™
- -~ ENDPOINT LOG
Relay server HYBRID ™\
host

443

Eres ke Re]ay Sener Kt

The following flowchart explains how the host switches to the Relay Server.
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Agent

Communicate ] Yes
with Endpoint [+
server

Endpoint server
reachable

&

No

Is Relay
Server
configured?

Yes
Is ESH

resohrable?

Communicate with Relay
Server

Installing the Relay Server

The Relay Server installer contains binaries, certificates, configuration files, and the installation script
required to install the Relay Server.
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IMPORTANT:

- The Relay Server version must match with the corresponding NetWitness Endpoint Server version. If
you plan to upgrade a Relay Server to a newer version, first upgrade the Endpoint Server, then
download the Relay Server installer, and run the installer script.

- Operating System updates and general system hardening on the Relay Server must be managed by
the customer according to standard best practices. The Relay server package does not contain OS
updates and the operating system will not be updated as part of the standard NetWitness update
process.

Installation Media

The Relay Server can be installed only on a NetWitness Platform 11.3.0.0 base image, which is
available for download from Download Central (https://download.rsasecurity.com).
For more information on deploying Relay Server host on a:

o DMZ - see "Step la. Deploy the Virtual Host to create VM" in the Virtual Host Installation Guide for
RSA NetWitness® Platform 11.3.

o Cloud

o see "Step 1. Deploy NW Server Host" in the Azure Installation Guide for RSA NetWitness®
Platform 11.3.

o see "AWS Deployment" in the AWS Installation Guide for RSA NetWitness® Platform 11.3.

Relay Server Host System Requirements

m CPU Cores m Ideal Beacon Interval

20000 32 GB 4 cores 200GB 5 min

To install the Relay Server:
1. Log in to NetWitness Platform.
2. Click ADMIN > Services.

3. Select the Endpoint Server service and click ﬁ > View > Config > Relay Server tab.

4. In the Download Installer section, enter the installer password and click Download to download the
Relay Server installer file (RarInstaller.zip).

5. Copy the Relay Server installer file (RarInstaller.zip) to the Relay Server host.

6. Unzip the RarlInstaller.zip file on the Relay Server host. For example:
/home/RarInstaller.zip
unzip <installer path>

7. Set up the execution permission using the following command:
chmod +x install.sh

8. Run the installer script using the following command:
./install.sh
The All necessary RPMs will be installed without further prompts is displayed.
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9. Enter Y to continue the installation.
The password prompt is displayed.

10. Enter the password.

Note: Make sure you enter the same password you set while downloading the Relay Server
installer.

is displayed.
- Enter Y to update the Endpoint server IPs.

Note: In case if you are re-installing the Relay Server host. Do you wish to update the list prompt

Enter the Endpoint Server IPs prompt is displayed.

11. Enter all the Endpoint server IPs you plan to configure with the Relay server with comma separated.

The Relay Server installation is successful. You can check the status of the services:

o Check if the Relay Server is up and running:
systemctl status rsa-nw-endpoint-rar-server

o Check if Ngnix is running:
systemctl status ngnix

Note: If you want to update the Endpoint Server IPs without re-installing the Relay Server. Perform
the following:

- bash /var/netwitness/rar-configure-allowed-hosts.sh.The list of all the configured
Endpoint server IPs are displayed and Do you wish to update the list prompt is displayed.

- Enter Y to update the list of Endpoint server IPs. Enter the Endpoint Server IPs prompt is
displayed.

- Enter the all the Endpoint server IPs with comma separated.

The list of updated IPs are displayed.

Configuring the Relay Server

Make sure you have installed the Relay Server.

Note: During Relay Server host installation, firewalld is configured to allow incoming connections
only on TCP ports 443 and 22.

To configure the Relay Server:
1. Log in to NetWitness Platform.

2. Click ADMIN > Services.

3. Select the Endpoint Server service and click & c > View > Config > Relay Server tab. The
Relay Server tab is displayed.

(Optional) Installing and Configuring Relay Server
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RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts  Services Event Sources Endpoint Sources Health & Wellness Security
% ChangeService |  endpointloghybrid? - Endpoint Server | Config @

General Data Retention Scheduler ~ Agent Packager EEEENEELTS

Relay Server

PASSWORD* @

ENTERPRISE SPECIFIC HOSTNAME (ESH)* @)

RELAY SERVER

SERVER HTTP BEACON INTERVAL

R'S /\ NETWITNESS  PLATFORM

4. Select the Enable Relay Server check box to enable the Relay Server configuration.

Note: To disable the Relay Server, clear the Enable Relay Server check box.

Caution: Before you disable the Relay Server configuration, if the hosts will be always roaming make
sure to migrate these hosts to an alternate Endpoint server configured with a different Relay server.
Else thesehosts will not be able to connect back to the corporate network. When you disable the
configuration, the Relay Server settings are removed from the EDR policy.

5. Inthe Configure section:
a. Enter the ESH.

b. Specify the Relay Server, Port and HTTP Beacon Interval.

IMPORTANT: RSA recommends that you provide the hostname that is resolvable for both agents
and Endpoint Server instead of [P address.

6. Click Test Connection to check if the Relay Server is reachable.

7. Click Save Configuration to save the configuration.

Note: Before you modify the Relay Server configuration, perform any one of the following:

- Make sure that the hosts are inside the corporate network so that the policy with the Relay Server
configuration is applied.

- If hosts will always be Roaming, then migrate these hosts to an alternate Endpoint server configured
with a different Relay Server.
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IMPORTANT: You must change the root password after you deploy the Relay Server host.

(Optional) Installing and Configuring Relay Server
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Configuring Location for File Download

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

Y ou must configure the location to download the files from hosts to the Endpoint server. To configure,
make sure that you have endpoint-server.configuration.manage permissions.

1. Create a directory in the Endpoint server and provide write permissions for the user "netwitness".
2. In the Explore view, go to endpoint/download.

3. In the base-path, provide the location of the directory.
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Integrating NetWitness Endpoint 4.4.0.2 or Later with

NetWitness Platform

You can configure the Endpoint Metadata for the NetWitness Endpoint 4.4.0.2 by integrating the Meta
Integrator service in the NetWitness Endpoint 4.4.0.2 directly to a Log Decoder. You can view the
Endpoint metadata in the Investigate > Navigate and Event Analysis view. This integration includes the
following steps:

« Enabling the NetWitness Endpoint 4.4.0.2 Metadata Forwarding to the Log Decoder

« Enabling Machines to Forward Metadata from the NetWitness Endpoint 4.4.0.2 to the NetWitness
Endpoint Server

Enabling the NetWitness Endpoint 4.4.0.2 Metadata Forwarding to the

Log Decoder

To enable the Metadata Integrator service for the selected NetWitness Endpoint 4.4.0.2 agents, run the

following command:
ConsoleServer.exe /nw-investigate enable

Enabling Machines to Forward Metadata from the NetWitness Endpoint
4.4.0.2 to the NetWitness Endpoint Server

After you enable the Metadata Forwarding using any one of the above options, perform the following to
enable the machines to forward metadata.

1. Open the NetWitness Endpoint 4.4.0.2 user interface.
2. Click Machines from the left panel. The list of available machines are displayed.
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3. Select machines for which you want to forward metadata to the NetWitness Endpoint Server.

i Configure Tools

¢

Dashboard

G-

Machines

&

Modules

m

1P List

o

Certificates

AN

InstantiOCs

@

Downloads

i

Events

=
=
=

Senver
Configuration

MNetWitness Endpeint

View About

54 Machines 3

>

Select an I10C Kl
Select Admin Status (X |
Select Network Segment = | | Go ‘:.I
Machine Status
Online Offline
QOperating System
Windows Mac Limun
Containment
Contained
ECAT.Components A4
Machine,ECAT -
Machine.Netwark il
Machine Physical -
Security Configuration -

Mathine Sta... Machine Name 10 Score w .. ...
= COMSOLESERVER @) 1024
= inensuahegm1... @ E]
= Rhel67x54 ® o

Version Info
4400
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4402

Last Scan

.. Onling

1/22018 3:03:14PM ...

Operating ...

v Microsoft ..

Open

Request Scan...

Cancel Scan...

Medify Status...

Medify Comment...
MNetwitness Investigate...

Containment

Roaming
Configuration Group
Forensics

Agent Maintenance

Advanced

Local IP
10.40.5.50
117638

115.180

4. Right-click and select the NetWitness Investigate option.

The Change NetWitness Investigate Status dialog is displayed.
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View About
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5. Select the Enable NetWitness Investigate option.
6. Click Apply.
7. To verify if the Enable NetWitness Investigate option is enabled, repeat step 4.
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Endpoint References

This section is intended to help you understand the purpose of the Services Config View for the Endpoint
Server. For each configuration, there is a brief introduction and a What Do You Want To Do table with
links to related procedures. In addition, it includes workflow and Quick Look sections to highlight
important features in the user interface.

You can view the complete service nodes in tree form in the Services Explore view. For more
information, see the "Services Explore View" topic in the Hosts and Services Getting Started Guide.
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General Tab

In the General tab, you can configure the Endpoint metadata forwarding for multiple endpoint servers.
To access this view:

1. Goto ADMIN > Services.

2. Inthe Services view, select Endpoint Server for which you want to configure the metadata

forwarding.

3. Click 2~

and select > View > Config.

4. Click the General tab.

Workflow

Install Endpoint
Log Hybrid

Deploy
Application and Metadata
ESA Rules Forwarding

You are here

Generate Agent
Installer

Install Agents
on Hosts
through third-
pa rty tool

Configure

What do you want to do?

Manage Endpoint
Settings
Install and * Data Retention
. Define Groups .
Configure Relay . g of Endpoint
and Policies
Server Data
Manage

Inactive Agents

Analyze Event Data
(Navigate and
Event Analysis

View)

Investigate
Endpoint Data
(Hosts and Files
View)

Analyze Endpoint
Data (Navigate and
Event Analysis
View)

Analyze Process
(Hosts View)

Generate Reports

and Alerts

Administrator Configure Endpoint Configure Metadata Forwarding
Metadata Forwarding for
the NetWitness Endpoint
Agents
Administrator Configure Endpoint Integrating NetWitness Endpoint 4.4.0.2 or Later with

Metadata Forwarding for
the NetWitness Endpoint
4.4.0.2 or later Agents

*Y ou can perform this task in the current view.

NetWitness Platform

Endpoint References
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Quick Look

The following figure is an example of the General tab.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN '\_@Jadmin

Hosts  Services vent Sources  Endpoint Sources & stem  Security
& Change Service | Endpointserver |  Config

Data Retention Scheduler ~ Packager

-= | @ stop {—E

O Address Protobuf S5L Protobuf Port REST 55L REST Port User Name

O false 50202 false 50102 admin

11.3.00

R'S/\ NETWITNESS PLATFORM

Click + to view the Available Services dialog.

Click == todelete the added service.

Click '_I_.i'i to edit the information for the added service.
Click & start to start the Endpoint metadata forwarding.
Click @ ste. to stop the Endpoint metadata forwarding.

The following table describes the fields in the General tab.

FoaJossorpten

Address Displays the IP address of the Log Decoder.

Protobuf  Indicates if SSL is enabled on Protobuf. By default, this option is disabled.
SSL

Protobuf  Displays the port used for Protobuf. By default, the port is 50202.

Port
REST Indicates if SSL is enabled on the REST port in the Log Decoder. By default, this option
SSL is disabled.

REST Port Displays the port used for REST communication. The default value is 50102 (for non-
SSL) and value 56102 (for SSL).

User Displays the user name.
Name
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s o

Raw Data Sends a brief summary of the session along with the metadata if enabled. By default, this
option is disabled.
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Data Retention Scheduler Tab

In the Data Retention Scheduler tab, you can configure data retention and inactive agents policies for

multiple endpoint servers. To access this view:

1. Goto ADMIN > Services.

2. In the Services view, select Endpoint Server.

3. Click % and select > View > Config.
4. Click the Data Retention Scheduler tab.

Repeat the above steps to configure data retention settings for multiple endpoint servers.

Workflow

Generate Agent
_— Installer
. Deploy Configure
Install Endpoint " pl Y E Install Agents
Log Hybrid Application and Metadata J———
ESA Rules Forwarding gk Haard

party tool

What do you want to do?

Install and
Configure Relay
Server

Define Groups
and Policies

You are here

Manage Endpoint
Settings
Data Retention
of Endpoint
Data
Manage
Inactive Agents

Analyze Event Data
(Navigate and
Event Analysis

View)

Investigate
Endpoint Data
(Hosts and Files
View)

Analyze Endpoint
Data (Navigate and
Event Analysis
View)

Analyze Process
(Hosts View)

Generate Reports

and Alerts

Administrator Configure Data Retention
Policy*

Configuring Data Retention Policy

Administrator Configure Inactive Agents
Policy*

*Y ou can perform this task in the current view.

Managing Inactive Agents
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Quick Look

The following figure is an example of the Data Retention Scheduler tab.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN (® admin @)

Hosts  Services es Endpoint Sources  Health & Wellness n  Security

& Change Service | EndpointServer |  Config

General Data Retention Scheduler QNG

Data Retention Policy

¥ Enable

Threshold 30 $| Days

Run Everyday v at 00:00:00 hh:mm:ss
Inactive Agents Retention Policy

™ Enable

Threshold 90 | Days

Run Everyday v at 01:00:00 hh:mm:ss.

[RS/\ NETWITNESS PLATFORM

Features

The following table lists the fields for data retention policy.

o e

Enable Enables the configuration for the data retention policy. By default, this option is enabled.

Threshold Displays the number of days the Endpoint data is retained in the database. By default, the
Threshold is set to 30 days. The data older than 30 days is deleted from the database.

Run Displays the schedule for running the data retention job. By default, the database check
occurs everyday at 00:00:00 AM. You can select the frequency from the drop-down list
(Everyday, Weekdays, Weekends, or Custom, where Custom allows you to select one or
more specific days of the week) and time to run the job.

Apply Overwrit§s any previous schedule for the data retention policy and applies the new
schedule immediately.

Reset Resets the schedule to the default settings.
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The following table lists the fields for inactive agents retention policy.

Fade Josectpten

Enable Enables the configuration for the inactive agents policy. By default, this option is enabled.

Threshold Displays the number of days the inactive agents are retained in the Endpoint Server. By
default, the threshold value is 90 days.

Run Displays the schedule for running the inactive agents retention job. By default, the
database check occurs everyday at 00:00:00 AM. You can select the frequency from the
drop-down list (Everyday, Weekdays, Weekends, or Custom, where Custom allows you to
select one or more specific days of the week) and time to run the job.

Apply Overwri‘Fes any pre\{ious schedule for the inactive agents retention policy and applies the
new settings immediately.

Reset Resets the schedule to the default settings.
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Agent Packager Tab

In the Agent Packager tab, you can generate an agent packager and agent installer. To access this view:
1. Goto ADMIN > Services.

2. In the Services view, select Endpoint Server.

3. Click ® 7 and select > View > Config.
4. Click the Agent Packager tab.

Workflow

Analyze Event Data
(Navigate and
Event Analysis

View)

Investigate
Endpoint Data
(Hosts and Files

Manage Endpoint View)

Settings

Generate Data

I.:)eplloy Configure ﬁi:lil z;:in‘t':' . Install and. Define Groups Retention of Data (Navigate and
Application and Metada.ta - e ey and Policies Endpoint Data Event Analysis
ESA Rules Forwarding through third- Mani?ge View)
Inactive
Agents

Analyze Endpoint

Install Endpoint
Log Hybrid

party tool

Analyze Process
(Hosts View)

Generate Reports
and Alerts

What do you want to do?

Administrator Generate an Agent Packager for Endpoint Data  NetWitness Endpoint Agent
Collection* Installation Guide

Administrator Generate an Agent Installer*

*You can perform this task in the current view.
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Relay ServerTab

In the Relay Server tab, you can download and configure Relay Server . To access this view:
1. Goto ADMIN > Services.

2. In the Services view, select Endpoint Server.

3. Click % and select > View > Config.
4. Click the Relay Server tab.

Workflow

Analyze Event Data
[Navigate and
Event Analysis

=

Investigate
Endpoint Data
(Hosts and Files
View)

You are here

Manage Endpoint
Settings

Generate Agent

. Installer 3 : Analyze Endpoint
. - Deploy Configure Install and . + Data Retention yze Endp
Im'lt:“ En;‘j};r);mt Application and Metadata * ';Tl::f““ Configure Relay D.Eﬁdnsﬁrn.:.ups of Endpoint e
& ESA Rules FrrEi SR server and Folicies Data Event Analysis

View)

through third-
= Manage

Inactive Agents

Analyze Process
(Hosts View)

Generate Reports
and Alerts

What do you want to do?

T N

Administrator Install Relay Server* (Optional) Installing and Configuring Relay Server

Administrator Configure Relay Server® (Optional) Installing and Configuring Relay Server

*Y ou can perform this task in the current view.

Quick Look

The following figure is an example of the Relay Server tab.
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RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts S es Event Sources Endpoint Sources Health & Wellness  System  Security
# Change Service | endpointloghybrid? - Endpoint Server | Config @

General Data Retention Scheduler ~ Agent Packager QLEEEVRTZAE

Relay Server

O Enable Relay Server

ENTERPRISE SPECIFIC HOSTNAME (ESH) @

RELAY SERVER

SERVER HTTP BEACON INTERVAL

RS /\ NETWITNESS  PLATFORM

Features

The following table lists the fields for Relay Server tab.

oo

Download Installer

Password Enter the relay server installation password. For example, netwitness. Password
must be minimum of 3 characters and can contain alphanumeric and special
characters.

Note: You must provide the same password when prompted during Relay Server

installation.
Download Click to download the Relay Server installer.
Enterprise Enter the hostname which can be resolved only within the corporate network.
Specific
Hostname (ESH)
Enable Relay Check Enable Relay Server for Agents outside the corporate network to connect to
Server the configured relay server. By default, this option is disabled.

Configure
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oo

Server Hostname or IP of the Relay Server.

Port Port number. For example, 443.

HTTP Beacon Enter the Interval value ranges from 60 — 1440 minutes.
Interval

Test Connection  Click test connection to check if the relay server is reachable by the agents.

Save Saves the relay server configuration.
Configuration
Cancel Cancel the unsaved changes.
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Endpoint Sources - Groups

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

The ADMIN > Endpoint Sources view contains two tabs: Groups and Policies.

Workflow

Analyze Event Data
(Navigate and
Event Analysis

View)

Investigate
Endpoint Data
(Hosts and Files

You are here ) View)
Manage Endpoint
Generate Agent Settings
. Installer . : Analyze Endpoint
. Dy : * Data Retention
Install Endpoint . '_Ep.lm"_ Configure Install Agents Install and Define Groups £ Endpoint Data (Navigate and
Log Hybrid Application and Metadata Configure Relay and Polici of Endpoin ¢
g Hybr . on Hosts and Policies . Event Analysis
ESA Rules Forwarding ird- Server Data :
through third View)
party tool Manage
Inactive Agents

Analyze Process
(Hosts View)

Generate Reports

and Alerts

What do you want to do?

o e ronmron

Administrator create new groups* Create a Group

Administrator edit groups* Edit a Group

Administrator edit ranking™® Change Policy Ordering for Groups
Administrator delete groups*® Delete a Group

Administrator view default policies Default Agent Endpoint (EDR) Policy
Administrator create an EDR policy Create an EDR Policy

Administrator create a Windows Log policy Create a Windows Log Policy

Administrator edit policies Edit a Policy
Administrator delete policies Delete a Policy

*Y ou can perform this task in the current view.
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Related Topics

o Endpoint Sources

« Managing Policies

Quick Look

Below is an example of the Groups tab:

RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

s Endpoint Sources  Health & W

Actions in the toolbar:
Create New - Lets you create a new group. For more information, see Create a Group

Edit Ranking - Lets you edit the ranking of groups. For more information, see Change Policy
Ordering for Groups

Publish - Publishes the selected group or groups.
Edit - Lets you edit the details of an existing group. For more information, see Edit a Group.

Delete - Deletes the selected group or groups permanently. For more information, see Delete a
Group.

P Filters. You can filter groups based on Source Type and Publication Status.
To hide, click the B icon at the top-right of the panel. To display if hidden, click the icon in
the toolbar.
Reset - Removes the currently applied filter criteria.

For more information, see Filter Endpoint Groups.
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R Table. Displays the group details:
o Group name - Name of the group.
o Source Count: Number of hosts that are currently members of the group.
« Policies applied: Lists the policies applied to this group.
o Group description - Description of the group.

o Source Types Applied: Type of policies applied to the group: Agent Endpoint, Agent Windows
Logs, or both

o Publication Status: Status of the group - Published or Unpublished.
Sort Columns. If you mouse over a column header, a sort icon is displayed: . Click the icon
to sort by the selected column.

Z3 Details panel. Displays the properties of the selected group.

Note: Click the row to view the Properties panel for a group.

Create Group

Below is an example of the Create Group dialog. The table describes the information and options in the
Create Group dialog.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts Services Event Sources Endpoint Sources Health & Wellness ~ System  Security
Groups Policles

GROUP NAME

Enter a unique group name

Define Group

Cancel

T

Group Name Name of the group. The name should be unique.

Group Description Description of the group and should not exceed 8000 characters.

Endpoint References 70



NetWitness Endpoint Configuration Guide

Below is an example of Define Group panel. The table describes the information and options in the
Define Group panel:

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts  Services Event Sources Endpoint Sources Health & Wellness ~ System  Security
Groups  Policies

Include source if  all ~  of the following conditions are met:

05 Type i

Add Condition

Next Save and Close Publish Now

Fdfpmserpn

Include source  Defines the conditions for an agent to be included in the group. Available options are

if ...of the all or any.

conditions are

met

Parameter The parameter can be OS Type, OS Description, Host Name, [Pv4, or IPvo6.

o OS Type - Type of operating system. Available options are: Windows, Linux, and
MacOS.

o OS Description - Description of the operating system. The description should not
exceed 256 characters. Available operators are: is equal to, contains, start with,
and ends with. For example, Microsoft Windows 10 Enterprise.

o Host name - Name of the host. The host name can contain only alphanumeric
characters. Available operators are: is equal to, contains, start with, ends with,
and in. For example, DESKTOP-QQPDNG3.

o IPv4 and IPv6 - IP address. Available operators are: between, in, not in, and
between. For example, 10.40.15.220.

Note: If you do not want to include certain IP addresses, use the Not in operator,
and enter the IP address separated by a space or a comma.
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ron o

Operator The choice of values is dependent upon the parameter you chose. For example, if
your parameter is OS Type, the only operator available is in.

Value or The value or values to match. For the OS Type parameter, you can choose one or
values to match more values from the drop-down list. For all other parameters, you can enter free-
form text.

Note: Although you can enter any text for values, the system validates your entries
when you attempt to proceed to another screen, and will not allow you to proceed
until values are valid.

Add condition  Lets you add another condition.

Below is an example of Apply Policies panel. The table describes the information and options in the
Apply Policies panel:
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts Services Event Sources Endpoint Sources Health & Wellness ~ System  Security
Groups Policies
A group does not need to apply a policy, however, for a policy to be active, it must be applied to a group.

If this step is skipped. policies can still be applied to this group later.

Define Group SOURCE TYPE

Choose a Source Type

Available Policies @ Selected Policy @

POLICY NAME APPLIED TO GROUP(S) POLICY DESCRIPTION POLICY NAME APPLIED TO GROUP(S) POLICY DESCRIPTION

Save and Close Publish Now

o im0

Source Type Defines the source type for the group. Available options are Agent Endpoint and
Agent Windows Logs.

Available Policies  List the available policies associated with the source type.

Selected Policies List the policies selected.

Add Another Lets you add another source type.
Source Type

Save and Close Saves the settings and closes the Create Group dialog.
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Description

Publish Now Publishes the created group.

Ranking Groups

Below is an example of the Ranking Groups dialog. The table describes the information and options in
the Ranking Groups dialog.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts Services Event Sources Endpoint Sources Health & Wellness  System  Security
Groups Policies

ING G

Ranking is established per source type. Select a source type to continue.

SOURCE TYPE

AGENT ENDPOINT ~

Description
Source Establishes ranking for the source type. Available options are Agent Endpoint and Agent
Type Windows Logs.

Below is an example of the Edit Ranking panel.
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN L(‘\fi) admin fj)

Hosts Services Event Sources Endpoint Sources  Health & Wellness  System  Security

Groups  Policles
SOURCE TYPE: Agent Endpoint (D

GROUP NAME POLICY APPLIED SOURCE COUNT

Group 3 Default EDR Policy N/A
Group 1 Default EDR Policy N/A
Group 2 Default EDR Palicy Updating

Group 4 Default EDR Policy N/A

Drag the group up or down to change the priority. Priority decreases from top to bottom.
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2

Actions in the toolbar:

Previous - Navigates to the Choose Source Type panel.

Reset Ranking - Resets the ranking to the original order.

Set Top Ranking - Moves the selected group to the top.

Publish Ranking - Lets you edit the details of an existing group. For more information, see Edit

a Group.
Cancel - Discards the changes and returns to the Groups tab.
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Endpoint Sources - Policies

Note: The information in this topic applies to RSA NetWitness® Platform Version 11.3 and later.

The ADMIN > Endpoint Sources view contains two tabs: Groups and Policies.

Workflow

Analyze Event Data
(Navigate and
Event Analysis

View)

Investigate
Endpoint Data
(Hosts and Files
You are here - View)
Manage Endpoint
Generate Agent Settings

Installer + Data Retention Analyze Endpoint

. - Deploy Configure Install and . 5
Install Endpoint Install Agents Define Groups of Endpoint Data (Navigate and
Event Analysis

Log Hybrid Application and Metadata Configure Relay
View)

on Hosts and Policies
ESA Rules Forwarding through third- Server Data

party tool Manage
Inactive Agents

Analyze Process
(Hosts View)

Generate Reports

and Alerts

What do you want to do?

o v oronmion

Administrator create new groups Create a Group

Administrator edit groups Edit a Group

Administrator edit ranking Change Policy Ordering for Groups
Administrator delete groups Delete a Group

Administrator view default policies* Default Agent Endpoint (EDR) Policy
Administrator create an EDR policy* Create an EDR Policy

Administrator create a Windows Log policy* Create a Windows Log Policy

Administrator edit policies* Edit a Policy
Administrator delete policies™ Delete a Policy

*Y ou can perform this task in the current view.
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Related Topics

« Endpoint Sources

« Managing Groups

Quick Look

Below is an example of the Policies tab:

RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

Event Sources  Endpoint Sources  Health & System  Security ’—‘
4

Default Windows Log Policy

are the settings that are applied when not defin.

O Unpublished Edits

Actions in the toolbar:

o Create New: Lets you create a new policy. For more information, see Managing Policies.

o Publish: Publishes the selected policy.
o Edit: Lets you edit the details of an existing policy. For more information, see Edit a Policy.
o Delete: Deletes the selected policies permanently. For more information, see Delete a Policy.
g Filters: You can filter groups based on Source Type and Publication Status. To hide, click the B
icon at the top-right of the panel. To display if hidden, click the icon in the toolbar.
Reset: Removes the currently applied filter criteria.
For more information, see Filter Policies.
R Policy View. Displays the policy details:
o Policy name: Name of the policy.

Applied to groups: Lists the group to which this policy is applied.

Policy description: Description of the policy.

Source type: Defines the source type: Agent Endpoint or Agent Windows Logs.

o Publication Status: Status of the policy: Published or Unpublished.

Sort Columns. If you mouse over a column header, a sort icon is displayed: . Click the icon
to sort by the selected column.
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L3 Properties Panel. Displays the properties of the selected policy.

Note: To view the Properties panel for a policy, click the Policy Name.

Create Policy

Below is an example of the Create Policy dialog. The table describes the information and options in the
Create Policy dialog.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts  Services Event Sources Endpoint Sources Health & Wellness  System  Security
Groups  Policies

SOURCE TYPE

Agent Endpoint

Mefing Drlieg POLICY NAME
Define Policy A

POLIC ESCRIPTION

Fadjpeserptor

Source Type Displays the source type for the policy. Available options are Agent Endpoint and
Agent Windows Logs.

Policy Name  Name of the policy. The name should be unique.

Policy Description of the policy. Description should not exceed 8000 characters.
Description

Define Policy Panel for Agent Endpoint Policy

Below is an example of Define policy panel. The table describes the information and options for Agent
Endpoint policy:
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RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Hosts es Event Sources Endpoint Sources  Health & Wellness Y Security

Groups  Policles

Available Settings @ Selected Settings ®

Scan Schedule Scan Schedule
Scan Frequency

Start Time
o led

CPU Maximum [EL]

Vvirtual Machine Maximum
EFFEC
Agent Mode 02/19/2019
Monitoring Mode

Scan Settings
Scan Master Boot Record

Auto Scan New Systems When Added

Response Action Settings
Blocking

Endpoint Server Settings
Endpoint Server
HTTPS Port
HTTPS Beacon Interval
UDP Port

UDP Beacon Interval

Advanced Configuration
Advanced Setting

P ot

Description

Scan Schedule

Run Run a scheduled scan if you want to receive regular snapshots from a host. Scan
Scheduled snapshots provide detailed information about processes and files loaded on the memory.
Scan By default, this option is disabled.

You can also run a manual scan from the INVESTIGATE > Hosts view.

Note: The following scan schedule options are available only when the scan schedule
is enabled.
The values entered are specific to the agent time zone.

Effective  Date when the policy takes effect. If you do not want this policy to take effect as soon as
Date it is applied to a group and published, set an effective date that is in the future. By
default, this is set to the current date.
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Scan Determines how often the scheduled scan runs on a host. By default, this is set to every 1

Frequency week. Every network is different and the frequency should balance the needs of the
analysts for current data, availability to review the data, and how systems deal with the
load of the generated data.

Select Days or Weeks:

o Days: Select the number of days of the scan frequency. You can set a schedule to scan
every n days, where nis 1, 2, 3, 4, 5, 6, 10, 15, or 20. For example, to scan every third
day, select 3.

o Weeks: Select after how many weeks the policy scan should be initiated and on which
day of the week the policy scan should initiate. For example, to scan every other
Wednesday, choose 2 and W.

Start Time Time when the scheduled scan starts to run on a host. By default, this is set to 9:00. This
is the local host time, meaning that scans across a global network will not run all at once.
Note that the time is in 24 hour format. To set a time of 7:30 PM, select 19:30.

CPU Amount of CPU the agent can use to run scheduled scans on physical hosts. By default,
Maximum the value is set at 25%. Increasing the CPU maximum increases the speed of scan
snapshot retrieval.

Drag the slider to specify the maximum CPU usage by the created policy. Minimum value
is 5%. Use the slider to select the maximum CPU processing power to use for the scan.
Note that the higher the percentage, the less CPU is available for other tasks on the host.

Virtual Amount of CPU the agent can use to run scheduled scans on virtual machines. By default,
Machine the value is set at 10%. Increasing the virtual machine maximum value increases the
Maximum speed of scan snapshot retrieval.

Drag the slider to specify the maximum Virtual Machine usage by the policy. Minimum
value is 5%. Use the slider to select the maximum CPU processing power to use for the
scan. Keep in mind that the higher the percentage, the less CPU is available for other
tasks running on the virtual machine.

Agent Mode

Monitoring Allows you to specify whether an agent should operate in Insights (free) or Advanced
mode mode (license). By default, it is set to Advanced.

Scan Settings

Scan Includes Master Boot Record (MBR) details in scheduled scans. By default, this option is
Master disabled. This can help to identify when an operating system boot sequence is

Boot compromised. However, not all modifications to the MBR are malicious, as they could be
Record made to provide encryption or enforce licensing of certain legitimate software.
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Auto Scan
New
Systems
When
Added

Blocking

Endpoint
Server

Endpoint
Server
Forwarder
(Optional)
Server
Alias
(Optional)

HTTPS
Port

HTTPS
Beacon
Interval

UDP Port

UDP
Beacon
Interval

Automatically scans when a new host is added. By default, this option is disabled. If this
option is disabled, no snapshot data is displayed in the INVESTIGATE > Hosts view
until a manual or scheduled scan is run on these hosts. Existing hosts will not be affected.

Note: Enabling this option on a new deployment when this policy is applied to a large
number of hosts may result in a large number of simultaneous scans that cause
performance degradation.

Response Action Settings

Allows an analyst to prevent the execution of a malicious file on any host running an
Advanced mode agent. By default, this option is disabled. File blocking will not be
enforced if it is disabled by policy, which might be desirable to ensure that there are no
performance side effects on systems where CPU or 1O performance is critical.

Note: Blocking is not supported for an Insights agent.

Endpoint Server Setting

Displays all available Endpoint servers in the deployed.

Note: If you do not select an Endpoint Server, the agent uses the default Endpoint
Server that is configured during packager generation.

The optional server alias allows you to enter an alternative hostname or IP address on
which the server can be reached in the case that agents need to go through a NAT or
similar in order to reach the Endpoint Server.

Port number used for HTTPS communication. By default, the port is set to 443.

If you want to change this port, make sure that it matches the server configuration. If you
enter the wrong port, the agents can no longer communicate with the Endpoint server and
the system will be non-functional.

Determines how often an agent can communicate with the Endpoint server over HTTPS.
By default, the value is set to 15 minutes. The default method of beaconing is UDP.
Beaconing is used as a method of keep-alive to know if a host is online and to allow hosts
to respond faster than the fallback HTTPS beacon time.

Port number used for UDP communication. By default, the port is set to 444.

If you want to change this port, make sure that it matches the server configuration.
Entering the wrong port results in loss of functionality and effects performance.

Determines how often an agent can communicate with the Endpoint server over UDP. By
default, the value is set to 30 seconds.
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Define Policy Panel for Windows Logs Policy

The table describes the information and options for Agent Windows Logs policy:
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts  Services EventSources Endpoint Sources Health & Wellness ~ System  Security

Groups  Policies

Available Settings @ Selected Settings ®

Windows Log Settings Windows Log Settings
Send Test Log.
Primary Log Decoder / Log Collector
Secondary Log Decoder / Log Collector
Protocol

Channel Filters

sounge JDssctpten

Windows If enabled, logs from the Windows hosts are collected and forwarded to the NetWitness
Log Platform. By default, this option is disabled.
Collection

Send Test If enabled, a sample log is sent to the configured server when the policy is loaded to test
Log connectivity. This allows to test the configuration before standard logs are available. By
default, this option is disabled.

Primary Primary NetWitness Platform Log Decoder or Log Collector to which the collected
Log Windows logs are forwarded.

Decoder /

Log

collector

(Optional)  If the primary Log Decoder or Log Collector is not reachable, the collected Windows
Secondary  logs are forwarded to the secondary Log Decoder or Log Collector.
Log

Decoder / Note: NetWitness Platform cannot detect failures when UDP protocol is used.

Log

collector

Protocol Select whether TLS, TCP, or UDP transport protocol is used to forward the collected
Windows logs to the NetWitness Platform servers. By default, the protocol is TCP.

Channel Configure which Windows Log events to collect by selecting a channel, filter condition,

Filters and the relevant event IDs. You can either select common channels, such as Security or

System from the drop-down list, or create custom channels by entering the channel
name. By default, all events are collected from a selected channel.

To collect a subset of events from that channel replace 'ALL' with the relevant Event
IDs. Select INCLUDE if only events with the listed Event IDs should be collected or
select EXCLUDE to collect all events except for these events.
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Troubleshooting

This section provides information about possible issues when using the RSA NetWitness Endpoint.

Agent Communication Issues

Agent is unable to communicate with the Endpoint server.

This could be due to one of the following reasons:

In the agent packager:

o Server IP is incorrect

o Port specified is not available for communication with the Endpoint server
Endpoint Server or Nginx Server is not running

Firewall or IP table rules are blocking the connection between the host and Endpoint
Server

Agent is inactive or manually deleted from the UI

Check if the Endpoint Server and Nginx Server are reachable
Uninstall the agent, reboot the host, and reinstall the agent

Update Firewall or IP table rules, if required

Agent takes a long time to scan.

Sometimes, the NetWitness Endpoint scan takes a long time to complete. This is
because of the CPU usage by other antivirus programs (such as Windows Defender,
McAfee, Norton, and so on) that may be installed on the agent machines.

It is recommended to whitelist the <service.exe> (name provided in the packager, by
default, the service name is NWEAgent . exe) file in the antivirus Windows Suite.

You want to change the responsiveness of the Agent.

Depending on your installation, you can adjust Beacon intervals to change how
responsive your agents are.

If resources are not a concern, you can lower the HTTPS Beacon Interval and UDP
Beacon Intervals. If resources are a concern and responsiveness of the agent is not, you
can increase these intervals.

Troubleshooting
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Packager Issues

Failed to load the client certificate.

Incorrect certificate password.

While generating the agent installer, the certificate password does not match with the
one provided while downloading the agent packager from the UI.

Specify the correct certificate password.

An unexpected error has occurred attempting to retrieve this data.

When attempting to access the Packager tab, it opens with the message.

Endpoint Server might be down or not reachable.

Check the status of the Endpoint Server under ADMIN > Service. If the service is not
running, start the Endpoint Server.

Health and Wellness Issues

Endpoint metadata is not available in the INVESTIGATE > Navigate or Events view.

The health check of the Meta-Ld-Buffer shows Unhealthy in the Health and Wellness.

Make sure that:
o Capture is enabled on the Log Decoder
o Metadata is configured properly

The health check of the Data.Application.Connection-Health for Endpoint Server shows
Unhealthy.

Endpoint Server is not able to connect to the configured Mongo.

For error details, check the Endpoint Server logs in
/var/log/netwitness/endpoint-server/endpoint-server.log.

Restart the Mongo.

The health check of the Endpoint.Health.Overall-Health statistic shows Unhealthy.

Either Mongo or Endpoint Server service is down.
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Check the other Endpoint Server health statistics (such as, Data.Application.Connection-
Health, Endpoint.Health.Ld-Buffer-Health) to identify which stats shows Unhealthy. If
one of them is Unhealthy, the overall health of the Endpoint Server shows Unhealthy.

See the resolution for these statistics in the Health and Wellness Issues section.

Agent rejection count is more than the alarm threshold.

The agent rejected count is more than a specific limit and your custom policy is
triggered. For example, agent rejected count for the last 5 hours is 10 percent of the
deployed agents.

Check the overall health of the Endpoint Server and the sizing guidelines.

Storage size of the Data application statistic has exceeded the alarm threshold.

The storage size of the Data application has exceeded the threshold (for example, 75%),
and the custom policy is triggered.

Note: By default, the server automatically deletes the older data when it reaches 80%
of the disk space.

Check the threshold set in the data retention policy.

The health check of the Data.Application.Connection-Health shows Unhealthy or Fatal.

The Mongo service is down.

Check if the Mongo service is running and the Endpoint Server logs for error details.

The agent request count shows 0 for a alarm threshold.

The agent request count shows 0 for the entire day or week. This could be due to one of
the following reasons:

« In the agent packager:

« Server [P is incorrect .

« Port specified is not available for communication with the Endpoint server.
o Endpoint Server or Nginx Server is not running .

o Firewall or IP table rules are blocking the connection between the host and Endpoint
Server.

o Agent is inactive or manually deleted from the UI.

o Check if the Endpoint Server and Nginx Server are reachable.
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o Uninstall the agent, reboot the host, and reinstall the agent.

o Update Firewall or IP table rules, if required.

NGINX Issue

Nginx rejects post requests exceeding request size 100 GB.

By default, the payload size in the NGINX server is set to 100 GB. This causes
any data post request exceeding 100 GB to fail.

Add the following setting to the Nginx configuration file
(/etc/nginx/conf.d/nginx.conf) and restart the Nginx server.

client max body size xx

where, xx is the size that you want to set.

Endpoint server unable to communicate with the Relay Server.

Check the Nginx error logs (/var/log/nginx/error.log). If the issue is Ngnix
server not able to resolve the hostname.
Perform the following:

1. Map an IP to hostname of the Reley Server (For example, 121.0.0.0 john-
PC) in the /etc/hosts.dnsmasq file of Node 0.

2. Restart the dnsmasq service.
systemctl restart dnsmasqg

3. Restart the Endpoint Log hybrid Nginx server.
systemctl restart nginx

Relay Server Issues

Relay Server test connection failed.

1. Check if the hostname or IP and port of the Relay Server are correct.

2. Make sure that the hostname or IP of the Relay Server is resolvable from the
Endpoint server. Perform the following:

a. In the Endpoint Log Hybrid console, verify if the Relay Server is reachable
using the following command:
nc -zvw3 rahost rarport
If the Relay Server is not reachable contact your Administrator.

b. If the Relay Server is reachable, verify if the correct Relay Server installer
is used by getting the Endpoint Server revision ID from the Relay Server
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host (/var/log/rar-install.log) and check the Endpoint server RPM
on Endpoint Log Hybrid using the following command:
rpm -ga | grep <Endpoint Server Revision ID>

c. Make sure if the Relay Server is installed and running.

o Verify the Relay Server installation logs using the following command:
/var/log/rar-install.log

o Verify the status of Relay Server using the following command:
systemctl status rsa-nw-endpoint-rar-server

Relay Server installer generation fails with an error message ‘Unable to download the
installer. Retry after sometime’.

Dependencies of the Relay Server are not resolved completely.

You must retry the download after 5-10 minutes. If the download still fails even after all
dependencies are downloaded in the Endpoint server, contact the RSA Customer
Support.

Note: You can check ‘Finished downloading all RAR dependencies’ message in the
Endpoint server logs at /var/log/netwitness/endpoint-server/endpoint-
server.log, to see if the dependencies are downloaded.

Relay Server installation fails due to missing or corrupted dependencies.

Re-download the installer dependencies, perform the following:
1. Goto ADMN > Endpoint server service > select S View > Explore.

2. In the Endpoint server configuration, make sure endpoint.rar.installer.download-on-
restart boolean is set to true (by default it is true).

3. Restart the Endpoint server using the following command:
systemctl restart rsa-nw-endpoint-server
Fresh dependencies will be downloaded to the local directory in the Endpoint server.
This may take few minutes.

4. Download the Relay Installer.

5. Run the Relay Server Installation Script.
For more information, see (Optional) Installing and Configuring Relay Server.

Troubleshooting 86




	NetWitness Endpoint Overview
	Endpoint Agent Data Flow

	Agent Modes
	Endpoint Log Hybrid Configuration
	Deploying Endpoint Application Rules and ESA Correlation Rules
	Custom Endpoint Rule for Risk Scoring
	1. Add a custom Application Rule
	2. Add a custom ESA Rule
	3. Add the rule to RiskConfig


	Configure Metadata Forwarding
	Start Metadata Forwarding to the Log Decoder
	Stop Metadata Forwarding to the Log Decoder
	Remove Metadata Forwarding
	Endpoint Metadata Mappings
	JSON Schema for Metadata Mappings
	View the Metadata Mappings
	Add or Modify Metadata Mappings
	View the Custom Metadata Mappings


	Endpoint Sources
	Groups
	Policies
	Group Ranking
	Example 1
	Example 2
	Example 3

	Default Agent Endpoint (EDR) Policy
	Default Windows Log Policy

	Creating Groups and Policies
	Create a Group
	Create an EDR Policy
	Create a Windows Log Policy

	Managing Groups
	View Group Details
	Filter Endpoint Groups
	Edit a Group
	Change Policy Ordering for Groups
	Delete a Group

	Managing Policies
	View Policy Details
	Filter Policies
	Edit a Policy
	Delete a Policy

	Configuring Data Retention Policy
	Managing Inactive Agents
	(Optional) Installing and Configuring Relay Server
	Installing the Relay Server
	Installation Media
	Relay Server Host System Requirements

	Configuring the Relay Server

	Configuring Location for File Download
	Integrating NetWitness Endpoint 4.4.0.2 or Later with NetWitness Platform
	Enabling the NetWitness Endpoint 4.4.0.2 Metadata Forwarding to the Log Decoder
	Enabling Machines to Forward Metadata from the NetWitness Endpoint 4.4.0.2 to...

	Endpoint References
	General Tab
	Workflow
	What do you want to do?
	Quick Look

	Data Retention Scheduler Tab
	Workflow
	What do you want to do?
	Quick Look
	Features


	Agent Packager Tab
	Workflow
	What do you want to do?

	Relay ServerTab
	Workflow
	What do you want to do?
	Quick Look
	Features


	Endpoint Sources - Groups
	Workflow
	What do you want to do?
	Related Topics
	Quick Look
	Create Group
	Ranking Groups

	Endpoint Sources - Policies
	Workflow
	What do you want to do?
	Related Topics
	Quick Look
	Create Policy
	Define Policy Panel for Agent Endpoint Policy
	Define Policy Panel for Windows Logs Policy



	Troubleshooting
	Agent Communication Issues
	Packager Issues
	Health and Wellness Issues
	NGINX Issue
	Relay Server Issues


