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Deploy ® Deployment Stats
Groups (19)

POLICY NAME ESA SERVICE DATA SOURCE DEPLOYMENT STATUS UPDATES LAST UPDATED
aero-datasource&esaSecondaryFilter-policy ondary - ESA Correlat...  loghybrid - Concentrator Deployed - /2024 18;

aero-enrichment-...  aero-enrichments-pol esaprimary - ESA Correlation  loghybrid - Concentrator Deployed - /2024 20:1...
aero-enrichments... ~ aero-enrichments-poli esasecondary - ESA Correlat...  loghybrid - Concentrator Deployed - 024 20:1.
aero-liverule-depl.. ~aero-Liverule-policy esaprimary - ESA Correlation  loghybrid - Concentr... (+1)  Deployed - 07/19/2024
aero-mixedConte...  aero-mixedContent-policy esaprimary - ESA Correlation  loghybrid - Concentrator Deployed - 05/06/2024 18:2.
aero-multiples aero-multipleservices-policy condary - ESA Correlat. id - Concentrator Stopped - 05/06/2024 19:1.
aero-newdeploy. aero-otherrules-policy primary - ESA Correlation id - Concentrator New A - 05/06/2024 19:1.

Some Decoder Services are not managed by aero-notify-ESAP...  aero-notification-policy primary - ESA Correlation  loghybrid - Concentrator eployed 06/2024 18:1...

Centralized Content Management ®

a Tomanage Content for all Decoder Services using aero-notify-ESAS...  aero-notification-policy ondary - ESA Correl loghybrid - Concentrator Deployed
Centralized Content Management,
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Services Settings
Rule Library
All Eve 1M Analysis (ESA) rul ted or d: aded. Add rules to 2 loyment to act
+ & ¥ © Filter X
Deployment and Data Source management moved to Centralized Content Management.To manage deployments and data sources, Click he oV
Rule Name A Description Version Trial Rule  Type Actions
H#@NSH@(*&%!-) 1.0 Yes Advanced EPL &
APT-C-36 Sandbox Evasion Detected Following ESA Rule detects a known technique to evade sandbox detection, carried out by the 1.0 Yes RSALive ESARule &
AWS Critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine instances are modified. Acti... 0.3 Yes RSALive ESARule &
AWS Multiple Failed Console Logins This ESA rule triggers when 5 or more failed ConsoleLogin events are observed for same aws a... 1.0 Yes RSALive ESARule &
AWS Multiple access requests to same container image from different regions This ESA rule triggers when same container image is accessed by same aws account from multi... 1.0 Yes RSALive ESARule &
AWS Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instance s... 0.3 Yes RSALive ESARule &
Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule & }K
Page 1 of3 | ) ) | C PageSize 100 v Displaying 1 - 100 of 232 rules
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AVX Advanced Vector Extensions
VMX Virtual Machine Extension
NFS Network File System
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DPDK Data Plane Development Kit
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Frvy V—)UE. SEBHEFVIIRR R OTO—TDVA D& EEFTvIEER T TEFET .

OS#E 1T FvIIRL

TYITL—R B/ Fv Y—IUE. OSBE AT FTvVIARN DR DTO—T YR DR FE FvoEE

TLEYS.

o N=U3y Frv) TO—T D AT LDNetWitness/ \—2 a3V MR H /3—232(12.2.0.0) THHH
EDNEHERLET

o AVX/'VMXFTB—T AVX/VMXIZ5 DM B3/ —RK TH M MEIHEERLET .
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https://community.netwitness.com/t5/netwitness-platform-online/manage-the-deploy-admin-account/ta-p/669802
https://community.netwitness.com/t5/netwitness-platform-online/manage-the-deploy-admin-account/ta-p/669802
https://community.netwitness.com/t5/netwitness-knowledge-base/netwitness-pre-upgrade-check-known-issues-master-list/ta-p/708695
https://community.netwitness.com/t5/netwitness-knowledge-base/netwitness-pre-upgrade-check-known-issues-master-list/ta-p/708695
https://community.netwitness.com/t5/netwitness-platform-downloads/netwitness-platform-standalone-precheck-tool/ta-p/709096
https://community.netwitness.com/t5/netwitness-platform-downloads/netwitness-platform-standalone-precheck-tool/ta-p/709096
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o NFSYOVUk FO—T NESHATDIIUE RAVE DWNTNDD/ —K TTITATHESIHERE
BLET.

o #E ¥ Dkernel-devels WWr— FO—7 Decoder&Packet Hybridl“kernel-devels S —2 08 £
DIN—230hHDEMESHERE R LET .

« PFULY FvTF % 7134 R FO—7 Decoder £ DPF_ringF+FFv T/ A REFyIL . PF_
ring ¥ v I Fxv TN REDPDKF VI Fv TIMRIZE B THLIICEHZHLET

o BTRFSTOVk FO—TJ BTRES/N\—T4SauMRY I SN TS NEIIEERLET .

3¥ LEAPP&Alma OSIEZBTRFS/S—T 1> avE HHR—k L TLVEH A
o TARMEBFIVY & /—KDIN—T423N T+ D ETARIDEENHDHIEEHERLET .

. Fips:E—F FIvJ T ANTDH/—F TFipsT—F HVE 3 [TT2oTLVS( falsel Z8% & S TLVS) C&
THEFELET

o XINFVY TO—T FRTO/IS—TA42avF=FT7AIL T4LOR)—DE LTIV EN
TWANEIIEREZELET .

o YIWTIRZ—BEFTY /—F0DDTRTHD/—RADYILL BEZHEZLET.

o CIFSFy770—T. A2 TL—R 7YFTTL—K h¥R—k ShTULVELVRAR £ DCIFST74 )L
DATLEHBANLET

o XFS FtypeFTy7FO—T 7Rk L [Zftype h0IZER E SN TLVBDXFST7AIL S AT LhHEME
INERERLET .

. CCMjJXQ.L\ a7 Fovd TA—T .envision T74)LHNE V) 215 AT (TH H Sh TS HE
INVERERLET

o RERSATFoTO—TN—F D17 TINARITHRZ TIA RIS ENTNDNEIHE
BRELET. RET/MADRBRE SNEE TO—JA1—F—Z7 oo 2B LET .

77—k FyI)Rb
_7‘J7Q7l/—l*$ Al Fovo Y—IUE, 7YFTIL—K FuP)ARARA DR OTA—T YA+ (2 LTH
FEFTUIEERITLET .
o XaT4 DFAT b TPAIL FIYY security-client-amgp.yml FT7AILHE
HELGWIEERHERLET .

o Node-0 NW Service-id A T—43X 9‘:1:“}7 /—RODTARTHDELGDH—ERXT. AT
Mservice-idDNZEDNEETHAHELFERLET .

o Brokerb—EX FSRMET LRSI T7AL IV FTH) Brokerh—ER FSRK
E7 S mR)y01)4 T4l (/etc/netwitness/ng/broker/trustpeers/) HVEH
BLTVEWZEEERLET

e Node-0 NWH—ER XT—RR Fxv9 /—FR0DITARTOY—ERDRAT—RREHER

LES.
. Yumﬂ»"‘B JROM— Fovy S URO M )—AME R AT BE T BRI TEANS
EERERLEYS
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7vTIL—K HAF

Node-0 RPM DBAYTYIR Fv? RPM DBAEE 18 L TUVELMNEIOIERER L E
ER

YIS RRABA—BEFVI /—RODSITRTHD/—KR DY IS BIEEERLET

Node-0fE A E Fxvy RELTLDH. HIR AT TS, EBHLRITE ST
THAIAZENHEINEINEHERLET.

MongoF2 BE Mongo75A 7 b ZEE AL T, security-cli-clientMBEF LTz
deploy_admingﬁgﬁ'rﬁiﬁg*ﬁ SELET.

RabbitmqEB &E ‘RabbitMQZfE FiL T\ security-cli-clientMoER#F LTz
deploy adminiB sl EMEMRIELFET .

(A R—3Uh KAL) /=X NWH—ER RT—HR Fxv) §_RTD/—FX LD
Y—ERDRAT—RR(TITATEIEETOT49) EHERLET S

(AVR—RUk RRR) /—FXGEA B F ) /—FXDFTRTOATI)—TIEAE
DENEAR . RE. BB BLRURTEOFR—HEFIVILET.
J—RCPUAE—IEHR OB T RTH/—F DCPUBLUAE)—DEEH L. JTILA
ALTEARRELAT)—IZ B T AERFIZMHLET.

(EEHY—/\—) /—RITPMIV O RTLEREFTYY /—F0L®D
/var/netwitness/mongo~ /var/netwitness. rootMDTARY IN—T42 3> DfE

RAEZHERELFT.

(AVR—2Ub KRR J=EXTPAI S AT LEREFTYY /—F X EDESATSA
)= H—ERABIVIURRAUE BT 1Tk H—EZD
/var/netwitness/mongo. /var/netwitness. rootMDTARY IN\—T42 3> D&

RAEZHERELET.

Mongo 774 JU ESAPrimary) ¥ B E—F Fxv0 L X7 LFIFRZ2YIN DESATS
A)— /—FRZEFvIL . Mongo 771 ILOWER E—F iR LFET

A=A L—30 —N\— B HET—F Fv) AR L—Lay H—ERADNEE
EFFFEE—T TR TETINTOEINEINETHERLET .

(BEHY—/\—) /R HART AR Frvy FH TR K TS REME DD
BE BB EINEIHEHEELET .

FipsE—F Fxv 7v75L—K DR [Z. FIPSE—K A ) ThB( falsel 5% ESh
TW%) CE&EfERLET .

Node-X RPM DBAY TR Fxw¥ Node-X £ MRPM DBDRT—HREFTvIL
T -HELTUWVENEEERELET.

Node-Z YumZAXY Fv¥ yum.conf 774 )LDTEFE & Node-Z L DT74/ LR DT
0 AEEFVILET.

Node-X YumZBXY Fxv) yum.confI74 JLOTE 7 & Node-X £ DT7A LA DT
AXS O A% EFIvILET .
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o RRMERFTvY FO—T AT LR OFT RTORRR O 8 OB A A 51 74—)LK
(RARIP. KRR B | AV RR—)UF A —E R BkURaws \— =) A FA ] A
EShERRLET .

o Node-ZE§ B Fxv) F0—7 W B 1185 S HNode-0L DI5 Al
/etc/rabbitmg/rabbitmg. conflg—c1§ AR EEMNEIIEREELET .

e Node-XEf B Fxyy 7O0—7 W ELEE S NI RXTONode-X E @iﬁ T
/etc/rabbitmg/rabbitmg. conflg—c1ﬁ BRI REMNEIERERLET .

e Node-X/\—Fx7 /\—3y Fvy FO—T 7O XA §e 15T R TDONode-XD
IN—ROIF7 N—=3 %R LET

o Node-ZN—F917 13—23 Fovh To—T BB Y—1—O1—F ox7 \—Tav
ZHERLFET.

o PuppetCASE B 8 Fv/ 70— & L \Puppet CASEBRE A
/etc/pki/nw/trust/truststore.penlTIFEETHAMNEINERHERLET .

o AdminCertCheckZ7A—7 :?«10)/ FOEHEIIBEENEE Y—/N\—LELDE BT
BAEZ LR L THAINEINEFERLET .

o« NTPTA—T FRTOD/—KE#FvIL T NTPH—/N\—LREIHAL TWVAIEEREZRLE
ER

o StaleCertsFxv9 FO0—7 mongoZFryIL . ZDH IZK i A DOy LGE B E AHS
BRICEELEY.

e NodeCertIDCheck7A—7 :/—R iR E D & T1—ILKEFvIL . RRAFD/—F
IDERILTHAIEEFERLET .

o Deploy Admin/SRAJ7—F f $h #i BE?'I‘ﬂ 70—7 Node-0Tdeploy admin/SRT—F
DE AR SN TODINEIHERERLET -

. Zj«r JUIAIWSHERR Fv0 D744 )IVE| il Y] 1248 IR DA DD ESIHEHE B2

RIS T—OF vV A+
TYIIL—RE /I Fv Y—IUE. RukT—9 FuHUAR R OROTO—T YR Z
L TRIEEFIEEITLET.

o (BEY—/\—) /—F0/0—XF R"—bk FYI NetWitnessH—ER (T B H—E
A R—bFHBHLTLVT, /—FOTYYRUL TWSIEIHERHERLET

o (AVR—RUF FRRF) /—FXH0—XF R—+ Fo 'NetW1tness"j'—|:Z(_,Z\g7"d?
H—ERX R—F AR LTLT, /—RXTUYRUL TWSIEID TR LET -

if B & FvO) R+

TYITL—R R/ Fv) Y—IUL. SEAE FvPIRNA DR OTO—T YR KL
TR FTVIERITLET .
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J—R0Y—ERREBAEH M Fyy Node-0L DIFFET /etc/pki/nw/service/IZ
HOET—ERIHEDE N HEERLET.

J—KXU—EREEBAE B FYY Node-XE DB FT /etc/pki/nw/service/
IZHE—ERAEDE N ZHERELET.

Node-0/—FEEBAE B EFTYY Node-0L DIZEFF /etc/pki/nw/servicelZdH
5/ —FiEHAEDE N EERELET.

Node-X/—FEFBAE H 14 FvH Node-X £ DIFFT /etc/pki/nw/servicelZdHh
5/—FIIBHEDE MM EERLET.

JI—FCAREBAEE M FvY 1BRT /etc/pki/nw/calZdHhpBDIL—FCASERAZE D
BEEHERLET.
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NetWitness Platform®D 7Y 45 L—K % {i§

NetWitness Platform 12.5 ND7YF I L—K Z#{§ 3 5I12F. RDERIET T LET .

2291 ( EE) AlimaLinux OSD7YFTFTL—K D EET 3
HR—bk S TOVEWIPAIL D RT L

BTRFSDO 7ok LHll B

BTRFSIE. 74—/t FLSUR EBE . BELGEBICEREZEZIUNS. SELI7AIL D RAT LA
BEEE K 95H5EF B M ELT-Linux A DFE FiA #BaE—( CoW) 771V AT LTY . BTRFS774
)L AT LlFRed Hat Enterprise Linux 8AV53E # £2 &7 L), AlmaLinux OSIFBTRFST74M /L L AT Lk
HR—bk L TLER A NetWitness|ET 74Uk TIEBTRFSZ{#E A LEHAN. vk T—Y T34,
It T—9 INAT)IR IR ED— E OATI)—TIE. BIRFSED 2—IILIVEEL . O—FShZFET.
BTRFSWI7A IV AT LEL TRV SN TNSIGE & (L. LT OF [EZEE1TL TBTRFS/\—743
VEFETTUIVUNLET(BTRESHYOUE SN TIVELME & 1. L T OF IEERFvTLTLES
LY.

a. T—AREBEELFET.
b. ROATURH#FE AL T. BTIRFS/\—T4>avE 790 LET .

umount <btrfs/ N\—T 433 /INZ>, btrfs/\—T 4L INEH (L /etc/fstab or df -hTATUREH
L& TEES .

c. BTRFS/\—T 433> % /etc/fstabMOHIBRLET .

d. lsmod | grep btrfsZE AL TH—RIL ED 2—ILHAEEO—R SN TWNENEIDERERLE

T o h—FRIL BED 2a—ILHAEZO—R SN TS5 & (L. nodprobe -r btrfs%{E L Thtrfsh—
RILED2—NVETO—FLET .

e. 7VITL—FENIA—/BR)A—-LET.

FEMICOLTIE. KBEE B IBTRESHAT IR E-EO0—F S TWAE & 127y 7L —F Ak B L.
IN—T A AV DT ANk b =-hErEE T 55 % 1S B LTEEL,

NFSDO7><rvk

/—R ETONESBRATDI7AIV AT LDNTIT4TTHBE. /—KDT7VTIL—F LB LET. Ch
S5DT IV RAUE DR DHvof=% /—K DCLINGF ) TYIUh IRAVRETUR IV TEHEMN
HYFET.NFS FEHT7oIIOATBIZE. L TOFIEEZETLET.

a. NFSYovk IR/ Shf-/—RIZSSHTHE K LET .

b. & /—K Tmount | grep 'type nfs'&E{TL.NFSTYIUL RAUEDTALIE)— 1IRZEH
BLET.
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https://community.netwitness.com/t5/netwitness-knowledge-base/how-to-check-upgrade-fails-and-data-in-partition-is-lost-when/ta-p/712816
https://community.netwitness.com/t5/netwitness-knowledge-base/how-to-check-upgrade-fails-and-data-in-partition-is-lost-when/ta-p/712816

TvIIL—k 4K

FE NFSET2 YUV $ AR NFSITK 77 L TLVANetWitness H—ERZ(Z IE 7506 EH'HY
EX

T ISl ZR LET . ArchiverdsmUWarehouse Connectorty—EZANFS £ TR TSN TS
BEIE NFSETURIUN T HRNICRDATREETLTH—ERZEFE L TILELIHYE
ERD

systemctl stop nwarchiver

systemctl stop nwwarehouseconnector

c. A—=FI)LHhSumount <dir path>1ZFEFTLES . ZZT. <dir_path>[ERXTYToDTAL IR J— /X
Z—GTO

d. BIRLI=ITA3—T /etc/fstabIPAIVERE . NFSTIUL RAVKNICEAE T AITHFAAUE 7
OkLFETS
e. NetWitnessD7vFIL—KEETLET.

f. PYTO9L—FAERIZSE T LEDL. /etce/fstabDE IR Y—DAAVNERER L. 3—3FILHS
mount -aZE{TLTNFSYOUh RAVRZEMLELET.

AVX/VMX CPU#: & vk Fv9

NetWitness Platform 12.5 TIX AVX/VMX CPU 755 Z B M TR ELAHYES . ROIATUREE
TLET.

salt '*' cmd.run "lscpu | grep -E 'avx|vmx'"AVX/VMX CPU 5 5§ vk HE 175> T
WAMEIHEHERRLET . 5l ITDULVTIE, KBEE E ' NetWitness MongoDB 5.0/Emongod. mongosds
FUOMIE ZE Dmongo o)L TAVXE T ok 2 F 125 B L TS0,

I NetWitness/ \—F 917 7ISAT7UADE & - AVX/VMX CPURR 55 2k XTI+ TE#IZ
ToTLVET,

PF_RINGH)5DPDKADFE 1T DHR—k

BE R HPF_RINGFHTF¥(CentOS)&E AL . 12.5 (AlmaLinux)[CE # 7VITIL—R 95155 .
Decoder¥ v Fvik & (S SN (T YFET . £9'. PF_ RINGT /A REDPDKIZF ITLTHST YT I L—
FITE2ELHYET .

BITFIEIZOWTIE. TPF RINGT /A ZAZDPDKIZH2 179 5125 B LTSN,

AR2 (. T1ZLATLaV) LHY— 1847 —2 RO )EHI B
EE)

LLRT D)=t WIRS R )—ZRIBR$52ET, TARVBEBEZR R TEET .

B LRI )—ZHI R 352

1. NetWitness Repoy—/LZ&fE FIL T. IR1FE N THRHHE L WNetWitness PlatformR Ak D/ \— 3% b
RLET. ROFIEEZEITLET

o rootdA—H—LTEBEHY—/\—(SSHTEHKLET.
o XODOATUKREETLET.
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https://community.netwitness.com/t5/netwitness-knowledge-base/netwitness-mongodb-5-0-uses-avx-intstruction-set-for-mongod/ta-p/715925
https://community.netwitness.com/t5/netwitness-knowledge-base/netwitness-mongodb-5-0-uses-avx-intstruction-set-for-mongod/ta-p/715925
https://community.netwitness.com/t5/netwitness-platform-online/optional-data-plane-development-kit-packet-capture/ta-p/669132#:~:text=Migrate PF_RING Devices to DPDK

FYFIL—K H4K

nw-repo-tool --list-obsolete
COARURERITTHE EONGELIEoI=FT RTDYRD FJ—DIARS BER G ENFET S
2. ROARURERTLT, oo RO )—Z2 I RTHIRLES .

nw-repo-tool --purge-obsolete

B2 3.12.5 ~D¥E4TICR [TTESA BBIZ#ERE TS

NetWitness Tld. 12.5 [CP7YTIL—K 3 BRIZ. TRTDESA BRI CTIS—OHRVREZHIF TS
CEEWRELTLET . ESA TTAMAUNE 125 1IZ7YTIL—R L= ISR —&5 W —T 1288 1T
N5z, FREINTIVEWNESA TIAM AV ZEIBR T2 EIHYET . BB ISR —E5
)?k—j"l:?* aEhn ., BEH—/\—ZF12.5\—2a (7 VT IL—KR L= IZOAHE B TEDEIITHYFE

ESABABIELT—42Y—RADEH

ESABARELT—ZV—REAVTIVY— R EBTOAE B TEFET . B(MAL) > KIP—] >
Bo72Y] > Event Stream Analysis] R—U IR L. ESAB ARIEET 2 V—REEEBLE
T . ESAIL—)UE. ESAN—IL]R—CTOAEBTEET. KOHES E (LTSN,

@ Home & Investigate @ Respon A Uscrs & Hosts iles 88 Dashboard B Reports

NETWITNESS
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Centralized Content Management @
To manage Content for all Decoder Services using
Centralized Content Management,
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O  aero-datasourcefi..

O  aero-enrichment-...

aero-enrichments,

{ aero-liverule-depl...

aero-mixedConte...

aero-multiplegro...

aero-newdeploy...

aero-notify-ESAP...

aero-notify-ESAS..

POLICY NAME

aero-datasourceSesaSecondaryFilter-policy

aero-enrichments-policy

aero-enrichments-policy

aero-Liverule-policy

aero-mixedContent-policy

aero-notification-policy

ESA SERVICE
esasecondary - ESA Correlat...
esaprimary - ESA Correlation
esasecondary - ESA Correlat.
esaprimary - ESA Correlation
esaprimary - ESA Correlation
esasecondary - ESA Correlat...
esaprimary - ESA Correlation
imary - ESA Correlation

esasecondary - ESA Correlat...
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loghybrid - Concentrator
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loghybrid - Concentrator

loghybrid - Concentrator
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FYFHTL—K HAR

NETWITNESS

Services Settings
Rule Library
All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them.
+ - | (- S ¥ © Filter X
Deployment and Data Source management moved to Centralized Content Management.To manage deployments and data sources, Click here @What is CCM?
[ Rule Name ~ Description Version Trial Rule Type Actions
O #@rs#@*a%!-) 1.0 Yes Advanced EPL & =
[]  APT-C-36 Sandbox Evasion Detected Following ESA Rule detects a known technique to evade sandbox detection, carried out by the .. 1.0 Yes RSALive ESARule  &¥
[ AW Critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine ins are modified. Acti.. 0.3 Yes RSALive ESARule | &
] AWS Multiple Failed Console Logins This ESA rule triggers when 5 or more failed ConsoleLogin events are observed for same aws a... 1.0 Yes RSALive ESARule 3 ~
[ AWS Multiple access requests to same container image from different regions This ESA rule triggers when same container image is accessed by same aws account from multi.. 1.0 Yes RSALive ESARule &
[ AWs Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instance's... 0.3 Yes RSALive ESARule &
[ Account \t Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule &% © bx'{
| Page 1 of3 | ) )) | C PageSize 100 v Displaying 1 - 100 of 232 rules

Admin ServerA5e T LF=E % (ZH B —/\—HD 7 VT I L—K and K352, 7vTJL—FK JOowR%
SHE LTS, i 32 E H—/\—D 7y IL—R ShdFET. EARBIZEXT7IERTEFE
Ao T=12L . Correlation—/\—(I5| EFETS5—F EMRUF DB 8 1TFT . BB Y—/N\—D7VT
JL—K# X, ESATRRAF ZZE OMNZ7VTIL—K T ENHYFET .

AT EHEE A BB OFEMICOULTIE. [NetWitnessao 7Y — B EHAHAF %5 B
TLEEELY,

EE ESAIL—IEIV)YTFAUNEAVR—TEIULENHDIEE L. RELTNSIL—ILETU )Y
FAURETYTIU—RBIAR—k LTELZEEBEOLET .

ROKIZ TYITTU—RRTETVTIL—R R DBARE DIKEERLET .
TYITL—F & OB AREORE

TVFTL—F il OF AR 5%

DI & RS —DE 5 FI—FT OV B

1 EELGEARE (LN (LN [FL
IS—DHHEANIRE EXA (L (L
—IDHEE AFEARE  FW Lz Lz
=L WNE AIRE LZ Lz ARV

BB ARBIZIEIIS—HA%L, ESAY—/\—, T—52 Y—X, ESAIL—ILEEEDILE TR )Y —IMN
maEnzxEd.

ﬁﬂ"_l"hwl\)
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https://community.netwitness.com/t5/netwitness-platform-online/centralized-content-management-guide-for-12-4/ta-p/709109

TvITL—R AR

F T RTCOEARE CIS—ORVMREZMFITLILEREBNHLET . FEL. FIEKRER
MDESAZE AR TEIBRTHHELHYET .

BRY A, J—F 1\—T+1 17— DHI bR

NetWitness YRS B MSTRAR (24 VAR =ILENt= YR =T 1 1\ —(E.0S BITD—IR &L
T 7Y7IL—F DR FERE R ICE DUOTHIBR SN ET .

BRY 5. T L4 (SSO):Microsoft Azure ADFST
SAMLICZEZERZZEMITTS

R DFE AL [ Microsoft Azure ADFSMSMSAMLIG & DB & SNT TS b Shi-FZITTHAE S
|23 FH SN FET . Microsoft Azure ADFSHSAMLIG B IZE Z LTS L TAKIIT TITHE R S
NTWBIE A . COBRZERLTT7YIIL—FK TOEREH 1T TEET.

SAMLIEG & 122 4 L TLVALMS & (&, NetWitness PlatformZz/\—3212. 527979 L—K LTV
L HAUA(SSO)AT A% T SE5IZIF. SAMLIG & 285 5 16 L TE £ 35K 31 Microsoft
Azure ADFSZ#E ik L THLVTLEELY, Active Directory 7T TL—3y H—EX(AD FS) TR ZEE &
=8 29 BIZIE. powershell TR DAR R EERITLET .

Set-AdfsRelyingPartyTrust -TargetName <<relying-party-name>> -
SamlResponseSignature MessageAndAssertion

BE NetWitness Platform D/\—23> 12.5 [T7YT T L—K 350112, SAML I B IZE & 35K
[Z Microsoft Azure ADFS & 32 BEAHYET . CNoDE B FiET-SELME S . SSOFFE A
LTOdAoTELRLVA e tE ABYET .

BRP6(AFTL3) STIGR—RADFIPSH—RIL avk O—)LEER
CE)

STIGR—ARDFIPSH—=JL Ak O—)LEF $hZL1=15 & [, NetWitness PlatformD7vF oL —K 7
Ot RERHIR T ARIICENOEEMICL T BB IS5—4E #3520 EHHYET . STIGR—ADFIPS
h—RIL Ak O—)VEEZHIZTBIZIE. ROATNREEITLET .

manage-stig-controls --disable-control-groups 3 --host-all

grub2-mkconfig -o /boot/grub2/grub.cfg
NetWitness PlatformZ 7w 74 L—K L1=5. STIGR—RADFIPSH—=JL avk O—)LEF L TS
ll \ o

E O h—RIE AT DE BENE EFTBSTIGR—RDFIPSH—F/L avk O—JLIE.
NetWitnessD#) #f £% & TIXE $h 1T ->TLVFER A
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TvIIL—k 4K

BRHT (AFL3Y) Live—/\—DEHEZHER TS

FE COFTarDBERYE. NetWitness PlatformZLived® B T7YIT I L —R 9§55 & 12DHAi#E &
nE9.

admin/system/live services|ZHBEIL. TAMEHEEITL T, Live—/\—ITHE & TESHHMES
HERERLET . COER F12.xLULE DY —R H—N\—IR A R TY . Chid. LiveZB B LI-HBFE
B IZDAHE F SNndATLavDFIETT .

ARY 8. aAvik—3bk "R OB 2% NW H—/\— 7RR ERI BT
3

RRARZET7YTTLU—K 9 B8 2. & RAS DB %l HANetWitness Server £ DB %I £ HI L TULNB T EXTE
BLET.

NTP B %l B 83 5 % &, NetWitness Platform D/ \—2 3 Z&>TEBZYET .
o NetWitness/\—U 3V 124K YRT DB A B ZI R (CE ntpd ZERALET .

« NetWitness /\—3 12.4 LA 0I5 & 85 % B #A (ZldchronyZ2E AL ET -

Bzl ZR 3512 ROWThHEETLET.
1. NTPH—N\ZHERLES.
BMITOWTIE [V AT LE R AAF IO EVITNTPH—/A—DME AL 1 55 BB L TS,
2. ROFIBEEITLET .
a. SSHCE B HY—/\—0ORA CHEHELET .
b. NetWitness D/ \—23 v (JG LT ROATNREETLETS
o NetWitnessD/A\—23U N R2AKR FEDIEE « RDATYIEETLET

B E F LU %I R # £ R (217 3IS1E. node0 Tntpd MR TSN TS EABHYE
9. node0Tntpd&E v yb Ao &, fth D/ —F Thntpdate AT AR L ET .

B salt \* service.stop ntpd

B salt \* cmd.run 'ntpdate nw-node-zero'

B salt \* service.start ntpd

o NetWitness/\—2 3 M2 4L E DG S . RDATYIEERITLET.

B salt \* service.stop chronyd
B salt \* cmd.run "chronyc makestep"

B salt \* service.start chronyd

21 NetWitness Platform®D 77 L—F ZE &



https://community.netwitness.com/t5/netwitness-platform-online/system-configuration-guide-for-12-4/ta-p/709286

FYFIL—K H4K

TYITT—F BRODE 1T

EE NetWitness Tl NetWitness Platform 12.5[Z7Y7JL—K 9 %Hi [, pre-upgradeFTv ’é?@
TTBHEEBLEEHLET . pre-upgradeDF v IER T T DA EDFEMICOWTIE. T 7vT5
L—F Rl FzvIDEIT

TYITL—FIERDIEF TERLET -
1. NW ServerrR Ak

2. Analyst UI7RRR
3. ESATSAYY KRRk

4. ESAtHUEY KRR

5. RZ2KF7AVBrokerk Ak
6. Concentrator/R Ak
7
8
9

. ArchiverrR Ak
. Packet DecoderrRR K
. Log DecoderiR Ak
10. Log Collector/VLCTRRK

11. BYDarR—rb R+

B E NW Server. Analyst Ul. ESAZ 54 <. ESAtHUH1) FRAK (F, §RTR LA [Z7YTIL—
RI2HEABYET . BYDIUHR—RUk KRN L XROB LUK IZ7YTIL—RLTHIE LEE
Ao Admin ServerH'5e T LT=E % (B —/\—D7VT oL —K Shb L3512, 7v7JL—K Jo+
AZEEHE L TS, 3E 12DV T, NetWitness PlatformD 775 L—K # & | DI R RS
312500 DB ITDOIESABARBZEF I SHIZS B LTSN BEERIE
NetWitness Platform@DESATRA S TlEHHR—k S TULVEHE A NetWitness Server. ESAT 54! 7=
Ak . ESAtHLA) i RRR BT RT. [ UNetWitness Platform/A\—23> THhi i B HHYET .

NetWitnessDF RTDHRRAL BAFZDUWNTIE. [NetWitness iR S BLUH—ER Z52—k ‘77“4 Fl#&#&
BB L TEELY, NetWitnessDE /\—230DFE Fa Ak | R—DIZBEL. BEDNST IV a—T1>
5 D= DNetWitness PlatformDE HAKZR DITET .

B E NW Server( Respond Servert—ERZ& 1) 27 VIJL—K LI=#& . ESATS(4<)— KA+ %
B L/ \—2au(Z7y 75 L—K 3% FTIE. Respond Server—E AN E 8 B [ZIXE UH $ITHYE
A, RespondD7 VT TL—K % DRARYIE. Respond Servert—ERNT7YTIL—K Eh. F ik
BB STHDEITITIRELIHYET .

E At E OWindowsOJ LYF—%(R 21212.5.0.0/\ =230 Dig & . TYTTL—F R ITLKDHD
BMARIERITIIBEABYFTY . BN DT VITTL—F & ZRIITONVTIE, [7YTTL—F &
DERINDE 1T 1Dl Legacy WindowsBF UK 175 BB L TZELN.

TYITL—F ARIDETT 22


https://community.netwitness.com/t5/netwitness-platform-online/hosts-and-services-getting-started-guide-for-12-4/ta-p/709110
https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246

TvIIL—k 4K

TYFTTLU—E AT 3V DR R

A=V EBEOEEIIGLT. ROTYITL—K AT 3o ThhE#IRLEST . 7vT5
L—K 7 & (. NetWitness PlatformA M 32 358 258 & S TLVET .

o 77331 LiveY—ER%{E A L f-NetWitness PlatformD7YI I L—kK

o #7322 NetWitness Platform Offline@Q7v7F4 L —F

o AT 33 (CLIZ{E A L1=NetWitness PlatformD7vI I L—K (#27542)

o« AT A AT V) I\ —2DE I O—KRIZEBTYIIL—K URSK ) —DERIE T

ADMDSBEDNH K THRANETYTIL—F M ELL LTOIL—ILhE R ShET.
o BEHIINW ServerR AN ET7YIIL—K T ENHYFET .
o BITFEDRRND/IN—2 3 ER #1E DHH/N—2 3 DHE B TEET

o NetWitness Server. ESAT 54T 7RAR . ESAt AL A1) iRRR YT RT. [F UNetWitness Platform
N=230THILEIBHYET

A7 a1 Liveb—E X% {E H L1=NetWitness PlatformD7v74
L—K
ZNA K L. NW ServerhLive H—E RITIEF SN TR & [T B T°&F%d .

FE 117 GBOT7YTIL—K 1\ —2F A0 O0—K 3 BR1IZ. fvkD—o RS —%FER T3

WHEIHYFET . 10 GBEHE AST7MILDEIA—FEZZE L §TEHRID—DEEINTLSIE S .
TYTIL—K 1= 00— 3B LET .

X RRANOBRTRE  MEEEEALTTYIIL—F URSH)—EF /IR E CEET. RO %E
S E(CL TS, EMIZDOWTIE. TAT 3 A AT 3) 1 \wyr—2 DA A—K 2857y
JL—FK VIR )—DFERI R TE 175 B LTS,

4= Update ~ @2 Discover

Update Host
Pre Stage Host

Check for Updates

MR H
L Bsm) > £274]> EFlc. HLOESHOSERES D EBMISE0—K]Fooy
RYIRADA N> TWNSIEERERELET.

2. EHAR AT THE-E BA(EE) > Far]> BF]> EHORZ]IFIEILTE
HEEZELET. RAMNEa—DRAT—RRIZ PYITT—hHYI AR RINBIEEHERLET.

3. PYFTF—br@—301511212.5.0.008KR RaNBIELEHERLET.

23 TVITTL—FK ZBRODETT



TvITL—R AR

12.2.0.0, 12.2.0.1, 12.3.0.0+ 12.3.1.0, 12.4.0.0. 12.4.1.0- 12.4.2.050512.5.0.01<7YFIL—F §3I<
X LT OFIRZEETLETS

BA(E®) > RRRIRBBLES.
2. NW Server (nw-server)iRANZEERLET .
3. R DOT7YITT—hERER LTI,

E Update t?:: Discover

—

Check for Updates
BAR LIh AR OA—C VB # ASO—HILOE H RS J—2H25 & &, RT—4R]15IIC E
HHYIDRTINET.
B O/N—230] 5T 12.5.00] #FIRLET
¥
-TYTIU— R DELGHEELEFH I ITDERERITFAT7AIER KT I BIZE. 7YTIL—F
N—S30 B S Of Al IshaERT1a( D) 2oL ET .
-BHION—"Cau R OSEMES X, B> EEHOREIEEIRL. URSK)—A®
FRARELEHEFVILET . EFHHAFHAELRES . THLOWVEHRIF B AIGETTIE
LWOAYE—U DR RSN, RTRRIFNBEHMICEHFINT. BEFHFHYILARTIAE
T o TIHILE Tl BEIRLI=RRS THR—F SN TS E F1 DA DK R ESNFET .
L Y—bn—0 B#i] > HRANOEH €V IVILES

5
6. BEHERWMIEIIVILET.
7
8

>

RANDERE [ Z0)vILET .
. M ORRRZDWNTE RTYT S5~ TR YR LET .
E ONW Server R AR ZEHLTH R EILT-E TOH . EHOHRANERIRLTCRBIZ7YIIL—

K9 BEMTEET . TXTDESA. Endpoint. Malware Analysis?R Ak Z. NW Serverrfk Ak & L
N=2a 27T I L— R T ENHYFET .

#7322 NetWitness Platform Offline7v 75 L—K
RODBARHEZE LT LT, NetWitness PlatformZF &) TPYIHYL—K T&%9d .

9171 :X_T'_:/’pﬁ 77.")”'( /var/netwitness/common/update—stage/) (Z/\v—D3
2 PYTI—F T7ANVEREBETH. RDBEERTLEY .

1. NetWitnessAXa =7« —( https://community.netwitness.com/) I:77+T'ZL\ Foon—K] >
NetWitness Platform] > §3—232125.0.0] 2 RL T, 7vITITL—K 107r—
netwitness-12.5.0.0.zipZA—A)L TALOM)—IZF2O—FLETS .

TYITL—F ARIDETT 24


https://community.netwitness.com/

TvIIL—k 4K

* 122.00,1220.1,123.0.0, 123.1.0, 124.0.0, 124.1.0, BEU12.42.0067YvTIL—K 556
[¥. netwitness-12.5.0.0.zip Z@XA—k LTSN,

2. SSHTNW Serverrk AN [TEHELET .

3. netwitness-12.5.0.0.zipZNW ServeriRAr £ MD/var/netwitness/common/update-
stage/IZ7vyIO—KLZET .
LTI ZRLET

mv /var/netwitness/tmp/netwitness-12.5.0.0.zip
/var/netwitness/common/update-stage/

;¥ NetWitness Platform| &> TI7MIUVIB B I ESNFET .

AR2 RT—UUJEE ISR RANCEFHFEER TS ROBELEETL
3

EE NW Serverbl 4t RARE 7T 5L —K BRI 12, NW Serverik AN E7 VIS5 L—K L THLWL
EAHYET.

1. NetWitness[ZAT A4 LET .

2. (EE) > FRRM]ICBEILET.

Q
x ( EH) > KRANR—UFITISHLVTEY. PYFT—OHR 4T 3 Pyv7
T—h1> PYIT—rORB]) NML—RRENTVDIE & (E. T30 —HoR—CEEFHL
T7YIT—hZHER LT,

3. % ;);_ ZHEEL. 7VIIL—K N\r—C0aE—. KR BV L DE R AT T THFTH

ROEZFHBEHRBTHE TEFH/ —DF WL 35 E N TEELIIERTSINFET
o NetWitness PlatformA 8 7 / \wir—U [P0 RXTES.
o I\YT—UMSEE TIS—hHELN,

IS—DE TN a—TAVTHEIZDWTIE T A R —)LEBEFH DR ST IV a—T407 1 %5

BB L TLIESLN( =&AL, /3= 3 <version-number>NDE A T5— | MR DB FH /\Wr—O MR
DHhYFEEAID RSA NetWitness PlatformDE §/Sr—2 DRI HiE | 54705 (R TmEhb

BEIBHYFED) .

4. EHFODHMIE]IZIIILET.

REQITFAIER R T DB BEDHA=0. /17— DR L [ZITR: E AW ET . B (7R
A DE R IZESTEGYFET
MEEARL I THE. RT—ARR]FNIC EFHYIERTENFT .

5. 9=)bin—n BH 1> RANOEH1ED)VILET .

4= Update Qg Discover
Opdate Host
Check for Updates

25 TVITTL—FK ZBRODETT


https://community.netwitness.com/t5/netwitness-platform-online/appendix-c-troubleshooting-version-installations-and-upgrades/ta-p/669108

TvITL—R AR

6. B#HHYIF(TOI0 EHERMIZIIVILET.
KRN DFVTIL—F DR T $5& RRAEDBEEER DDA —UHRRENET

7. I—ILN—D HRAFOBFEE ] E0)0ILET .

#7733 (CLIZ{E A LT=NetWitness Platform D7y L—K (#
2914Y)

CDATavlE. NW Serverh Liver—ERIZHEfFH SN TULVELME S (TE R T°FF.

B s 9 BATIC

NetWitnessAI 1.=71( hitps://community.netwitness.com/) > Products] > NetW_itness Platform] >
Downloads] TR D774 ILEO—hHIL T4L YR )—IZF 20— LTSI EERE R LTSN,

¢ 122.0.0.12.2.0.1, 12.3.0.0. 12.3.1.0. 12.4.0.0. 12.4.1.0. 1242.0057vFIL—F $315 & [F. KL
T&FIn—FLET.

netwitness-12.5.0.0.zip

o HERURSHIZERALTVWSEAIX SAEBURD NIRRT DEHZEMLET . SFHITDOLT
(& TCLIS&L BT YT I L—FE D=0} & VRD b —DEE fff 125 B L TSN,

NWH—/\— KRk EaiR—R b —\—ET7YTTL—FK T BI2E. ROFIEERTLET.
E PDFMSOYURZ3IE—L Tlinux SSHA—SFJUR—RMLTH. E LKA N TEFEA. =2

L. HTMLAR— https://community.netwitness.com/t5/netwitness-platform-online/upgrade-tasks-for-
12-1-1/ta-p/695018#Option3 H¥oAF ZAE—L T, Linux SSHE—SFIUZL YT [FHIENTESE
j—o

1. 125.00D77AIWERT—00 LT PYFTIL—RK DEFEITVET . ROV FIAZEBEILE
9.

o AFLav1(FE ) NetWitness ServerlZAT AL T, RDTALIMN )—ZFERLET .

/var/netwitness/tmp/upgrade/12.5.0.0/
RIZ, 187 =D Zip D74 IVENW Server®/var /netwitness/tmp/ TALYJ—ZOE—L . R
DAY ZEFERALT/var/netwitness/tmp/ MoB YL TAL I )—IZRELFET .

unzip netwitness-12.5.0.0.zip -d /Var/qgtw}tgess/tmp/upgrad§/12.5.0.Q
TYvIT—hk A Dzip 774 )UTH H LT=1% TRT—I0T TaL Y J—hois 98I BR L TS
l'\O

o #FLa2( BB NetWitness Server|[ZAS AL T RDTALIMN)—ZEERLET .
/var/netwitness/tmp/upgrade/
NetWitness 12.5.0.007 \wr—zip 774 JLZENetWitness Server®/var/netwitness/tmp/TA
LYk )—IzaE—LFET .
D% T, ROARVEEEITLTIZ.5.0.0 zipFZ7A)LEHE . REE. M EAELET .
[root@SA ~]# upgrade-cli-client --init --stage-dir /var/netwitness
/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.5.0.0

(1)) » BT RTONetWitness zip 774 IILDFOO—K LR EHASE T LELT=] ELVSAY

T—UMEBHY—/N\—DIVY—JURREINDE MH L TOEXABIESNES .

TYITL—F ARIDETT 26


https://community.netwitness.com/
https://community.netwitness.com/t5/netwitness-platform-online/upgrade-tasks-for-12-1-1/ta-p/695018#Option3
https://community.netwitness.com/t5/netwitness-platform-online/upgrade-tasks-for-12-1-1/ta-p/695018#Option3

TvIIL—k 4K

X L (H]) & EGI RXTONetWitness zip 77 VDFIO—R LR EMSE T LELEZ] &S
Ay—U R IRINGUMGE S (E, FTOITUREH UE T LTS,

BE (AT2222%FEAL0) 12.5.0.02R 7200 L% . MHEICKELIE A (X, o<y
Fupgrade cli-client --init --version 12.5.0.0 --stage-dir
/var/netw1tness/tmp/upgradeic_%'fTL'C(f’ W FEAME AR DILTE & 1X. TEE Dl 2
TV TIYTITL—F DML 1Z|/RL T, ATYT3I~6ITEAET

2. ROARVREFERALT. 7YvFIL—F O L EETLET .

upgrade-cli-client --init --version 12.5.0.0 --stage-dir
/var/netwitness/tmp/upgrade

3. ROARUREFERALT. NW Serverrk AR E 7 YT I L—K LET
upgrade-cli-client --upgrade —--version 12.5.0.0 --host-key <ID / display

name / (hostname/ IP address)>

F o TVTIL—R A NUA—EnbE TYTIL—K TOERH B SN THSH 107 & (2. NW
%S:rverb‘ﬁ ERICERELET. # LULVA—FJU Alma Linux 8.10D15 & (34.18) TEEILE

TR UNEEHLTERITSNOETH DILERENOLFET . SE T FTIS xflﬁFaﬁb\b\éiﬁ
EHBHYFET. 31T D20~309 % . SSHTHEEH LT, OSHIE 17 éhtb\&ob\{rﬁ& ) CEET
NWT7ZYTTL—R 3/ \99 550K TR ITEINBT=6. OSDFE 1T b\xTL,fia\bUm\i-rén
BETITD 1KEL300 hhdig & B YET .

LR O7YITL—F TOEXIE VMOR B a2y —)L. F=FDRACE R A 1= —/\—DJE—H
a2 —VEBLTEB TEFY .

R —IUTHE R 9575 7& DFFE M (ZDULNTIE. hitps:/www.dell.com/support/kbdoc/en-
in/000179797/dell-poweredge-idrac-virtual-consoleZ% BR L TI=EL Y,

osh‘#iTan. €8 /—F (:SSH'd% i TEBALSITAG o5, KA E TR OATREEITL
T.OSOBITHIR I LI-CEamRELET.

e cat /etc/redhat-release

e AlmaLinux release 8.10 (Cerulean Leopard)

FIE OSOFITE . LLETITA VA —)ILL =Y —K /\—T (& —RPMZB 1V A —)LLET .

4, A=A L—3y H—N\—DHE B F D& chefES LTH B ONW/NA—2 30 ADNW 7Y T L—
RABBMICEIA—SNET. COETKREER T HI2E. BB HY—/\—|SSHTE/KL. X
DAY NEETLES

e orchestration-cli-client --check-admin-upgrade-status

¥ i EEEOaT R NW Admin Serverl 23t L TOHFEFTLET .

5. NW Serveric Rk D7 V7T I L—K D 1 L1=5. NetWitness Platforma—H 422 71—XD A
M Ea—oRANEZBRELET .

6. (FHATE) IA—L REZUINA H—/\—HE A SN TULVDIGE S (L. Dr—L RF A H—/\— 7K
AR TRTYT 1~ 5 YR LET.

27 TVIIL—F ZRAODETT


https://www.dell.com/support/kbdoc/en-in/000179797/dell-poweredge-idrac-virtual-console
https://www.dell.com/support/kbdoc/en-in/000179797/dell-poweredge-idrac-virtual-console

FYFIL—K H4K

7. Kavik—xbk RAM SR LT ATY3ERTYT 52 VIR LET . avURFDIPFRLRIE. 7y
THL—K 3 Ba ih—Rok RARDIPPRLRIZZEELET .

I NW Servers/RAk Tupgrade-cli-client --1istaAVUREFEITTHE TRTORRAN D/\—
DAVEFIVITAIENTEET . upgrade-cli-clientMANIILTER R I BIZ(E. upgrade-cli-
client --helpaNKRZEFERLET.

CLIZ&B7YTIL—F DOf=8HDot 8 RS b J— D% {i§

&R URD b )—Dt vk 7T 05 # [ZDULVTIE. [NetWitness Platform 12.5.0.07vF 5 L—F H4K ]
DN & A S IR )—Dvk 7YF 1525 B LTHZEL. ROFIEE. S EBUARI K )—hYF T
[TEUR TYTENTNAIEERTIR ELTLVET . NetWitnessDE /\—230DF a4k [R=D(ZF8
BL. D ST I a—T12 T DF=8HDNetWitness PlatformDE AR E R DIHET .

1. 125.00D77AINERT—U00 LT PYTIL—RK DEBEITVET . ROV FIAZRELE
ER

e 12.2.0.0, 12.2.0.1, 12.3.0.0, 12.3.1.0, 12.4.0.0, 12.4.1.08&U12.4.2.0 NS T7vIFL—K 3§55 &
(£, 12.5.0.0 DHERT— 5T B ERHYET .

o AFLav1(FB)) NetWitness ServerlZAS AL T RDTALIMN)J—EERLET .

/var/netwitness/tmp/upgrade/12.5.0.0/ )

RN 1\HA7—D ZipT7A IVENW Server@/var/netwitness/tmp/TAL Ik I)—[zaE—
L. XRDaATURZ#FERLT/var/netwitness/tmp/ Mo U LTI )J—IZBRELE
—g-c

unzip netwitness-12.5.0.0.zip -d /var/qgtw}tpess/tmp/upgradg/12.5.0.Q
7Y T—h B Qzip 77/ JUIEH H L= TRT— U9 T4L I8 )—hois THIBR L TS
l'\O

o AFL 3 2( BEY) NetWitness ServerlZAS AL T RDTALOMN)J—EERLET .
/var/netwitness/tmp/upgrade/
NetWitness 12.5.0.00D7 X7 —zip 774 L% NetWitness Server®/var /netwitness/tmp/
TALIR)—2aE—LFEFT .
DB T ROATVREEITLTI2A.0.0 zipZ7A /LA H . BREE. W EAELET.
[root@SA ~]# upgrade-cli-client --init --stage-dir /var/netwitness
/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.5.0.0

(1 $8) & BT XTDNetWitness zip 77 ILDFIO—F HREASE T LELT=] LS

Ay—UHVE B H—N\—@Oa Y — )UK R INDE 1 E L TOe AR SNET

& (1 48) BEL T XTDNetWitness zip 77/ ILDF 7 O—F LR BEMNE T LELE] L0
IAVE—U MR RINGELME S (L. IO R ER UETL TS,

BE (ATo322%FEALT) 125.0.02RT—2 L% B ICKE L5 A& 1. O
'VL/Fupgrade—cli—client —-—-init --version 12.5.0.0 --stage-dir
/var/netwitness/tmp/upgradeZE {TL TSy, 1 EAE AR ILIE & X FTE®D
(27972 77T L—F ORI 1ER/B LT, RTYT3I~6ITHEAFT

2. ROARVREFERALT. 7vFIL—F O ZETLET .

upgrade-cli-client --init --version 12.5.0.0 --stage-dir
/var/netwitness/tmp/upgrade

3. ROATURZEFERALT. NW ServerrRRR#7vI I L—R LET
upgrade-cli-client --upgrade --version 12.5.0.0 --host-key <ID / display

TYITL—F ARIDETT 28



https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246

TvIIL—k 4K

name / (hostname/ IP address)>

FE TYITL—R AN IA—EnBE. TYTIL—F TOERA BB SN THSH 104 % (2. NW
ServerBNE B M ICHE R LFET . #LLVH—FJU Alma Linux 8.100D15 & (F4.18) T EILE
ER

AR UINEBLTRITSNSETH OCELESHOLETT . 5T T TTITR KX TIRFEMDSIE5
EABYET . BT D20~305) 1 . SSHTHE KL T, OSHEG AT SNIAEINEHER TEFT
NWT7YTTL—R (F/ N5 R TEITENDT=H. OSOFEITHSE T LTHSGUIAKR REh
BETIZDGLEDL307 Vo5 & AHYFET -
L ERO7YIIL—E TOtRE. VMOR B a2 —)L. FIFDRACE K A f=H—/\—DUE—F
AV —LVEBL TR TEEY .
B —IUHE R 9 575 & DFFE M IZDULVTIE, hitps://www.dell.com/support/kbdoc/en-
in/000179797/dell-poweredge-idrac-virtual-consolez% B8 L TLFZ&L Y,
OSHRE TS, B/ —RITSSHTEME TEHLIITAE 215, RA E TR OATUFERITL
T.OSOBATH I LI=CEEmRBLET .

e cat /etc/redhat-release

e Almalinux release 8.10 (Cerulean Leopard)

FE OSOITHE . LLETITA VA —)ILL =Y —K /\—T 48 —RPMZB /A —)LL FT .

4, A—HAL—ay H—N\—DE B 3B L. chefZ N LTH B ONW/NA—2 3 ADNW 7Y T L —
FABEMICEA—INET. COETRREFEZR I B(2E. EEH—/\—ISSHTHEH L. X
DAY EETLES

e orchestration-cli-client --check-admin-upgrade-status

¥ i EEE DO R IE. NW Admin Serverl 3t L TOAEITLET .

5. NW Serverrk Ak D7 VTSI L—K HE T L1=5. NetWitness Platform1—H 4242 71—XD =R
FEa—moRANEERELET .

6. (FtAHE) IA—L RN H—N\—HE A SN TSI A (&, I—L BN H—/3— K
AR TRTFYT 1~ 5% VR LFET .
7. ZAVKR—RUk RAMIH LT ATYT3ERTYT 5% VR LET . AU F DIPFRELRIE. 7V
FIL—K ¥ Bavi—rok RARDIPPRLRIZEELET .
3 NW ServeriR Ak Tupgrade-cli-client --1listaAYURZEETITDHE TARATOHRAS D/3—

DAVEFIVITBEMTEET . upgrade-cli-clientMANILTER R T BIZIE. upgrade-cli-
client --helpaAVRZEERALET.

29 TVIIL—F ZRAODETT


https://www.dell.com/support/kbdoc/en-in/000179797/dell-poweredge-idrac-virtual-console
https://www.dell.com/support/kbdoc/en-in/000179797/dell-poweredge-idrac-virtual-console

TvITL—k 4

K

FFaaATay) 1 Wr—S DA 0—RI(Z&BTYTITL—K
iRk 1)—0E BT 8% 7E

BB S —S( zip) BEIUO—RFHIET, VAT LI BES BIEHL TYTIL— UK
SRU—FBMRE TEET, CAIZKY, 7uTIL—K OFoU a1 LoR /N RIS 250, S E SN

R RITYTTU—R AT T THEMREEENET .
TYFTLU—F URSK—EB R ATV L TRANEE 75123 ROFIRERTLET

1. (EE)> RAR] I BLES.

2. Y—ILN—T B> EFORRIZI)ILET.
BRATRELRTRTOEH/N—avn N—2av]RoyF4™yy YRR RanET .

3. B#H]> RAMNOBRRE | Z0)0ILT. BH N—2a0 05 THA—UavEBIRLET

Hosts
=« [# | £ Install |4 Update - &g Discover g Reboot Host Filter
Name Update Host IP Services = CurrentVersion Update Version Status
— Pre Stage Host 12.4.0.0 Up-to-Date
Check for Updates
O 12.4.0.0 Up-to-Date
™ 12.4.0.0 125.00 (0)

T7ANDETO—F DHER A rt—U AR TEINET

Are you sure you want to download the files? You can view

the notifications to check the status.

No Yes

4, [FNZE2)HOLTTZYTTL—K 18— RO M) —2800—K LET .
5. TRIISRTESIC. B FLATEOUO—K DRAT—2REHERLET .
RAFDERRE & FRMNOPTYTITU—R] L. BRIERENT T IHETEYITHRYET.

TUITTL—k ZRIDET
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RCES ENDPOINT SOURCES HEALTH & WELLNESS SY
Repo file download completed for Version 12.5.0.0

Repo file download completed for Version 12.5.0.0 31 seconds

B B Repo file download started for Version 12.5.0.0
‘ 4 Update ~ Qg Discover Repo file download started for Version 12.5.0.0 1 minute

Name Host IP View Al

12.4.0.0 Up-to-Date

12.4.0.0 12400 @ Downloading update packages

S 35 OF i TG, UIOBTE O/ 2 £ $i/\—Uas 35 § 38 B (IR C
IBYES . ChIE URSK U= I74 LDHMEHUO—F Sh, REO7YITL—F 2T hh
BWEDTY . /—Uavld, 79Tl —F % I0H%E BEhET .

FooO—RARULISE S E. BUEHEZREBL TOHLZRBLES.

EH oAk ZI)0ILET .

3;;_) LY A XINK EL, T7AIVER B T DU BEDHDHT=0. /75— OHHA L (236 [ AiHvH
L o

Initialize Update Package for NetWitnes

Initialize Update for Version 12.5.0.0

@ Ready to initialize the update packages

Initialize Update

BEE RO )—DERIRT DEFRATYT I~ 4INVDOTHLE T TEZXT . =L RTYF
5~8MT7 VI L—F TOEANE IR ENf=5. ZIPT7A LD B ZRL <=8, RANEERE L
=Y. jetty—/\—ZFHB R B L =YL EULVTLIEELY,

8. BAMLATHHAIE DRAT—2REHEZELET
9. MEIEMNEREICET LIz, BHE] > HRANOEH 120000 LFT
RANDEFHHIT T §5E RRNEBREE THLITKOHONET
10. RARZFEUSTYILTERELET .
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TITTU—F & DRRYDEAT

ZDk EYHO T, NetWitness Platform®D7yvF7 I L—K % [CE T AN ENHIFRIERLET . OfF
B ORRASDERI%ESE T LTLIEELY.

= 4
e Event Stream Analysis( ESA)
e User and Entity Behavior Analytics

e Legacy Windows Log Collector

e Warehouse Connector

o OvIRYIZDME 15 /R T—K D% FE

4

NetWitness Platform& 7w 77 L—R LT (& Jetty&#E M L. 37 Y—ERXDILTUVEE T LT,
TR T X TFv, OF I TFv. BLUEHZHIBTILEIHYET .

Jetty D& A

Jettyt& B EZ DB BB IZOWVTIE [V AT L ATF oA HAFIDSEVITHRE L HRAS Tk
J—DE B | TIHARILIettyl B DE B | £/ 30F5 B LT,

P—EADBEE . THIRE. THRE ORER

Y—EXNBREB SN, THZWNELTWSILEZHERLES (SNIL. B BB AT R TEoTLY
BMEIMEOTELYFEY) .

BEITIGLT. ROY—ERTT DR E LEHEZHRLET
* Decoder

e Log Decoder

* Broker

* Concentrator

e Archiver

PR EZRBTHICUE. ROFIEZEZRTLET .

1. NetWitness Platform*—a21—T. ( EiE)> B—ER][BHLET.
H—ERXREa—hDKRTEINFET .

2. &Decodert—EREERLET.
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3.

4.

T oo, BR]> DRAFLIERIRLES.

= Start Capture

Y—JLIN—T Z7)ILEYS .

AR ZB R T BHITT. ROFIEEERITLET.

1.

2.

3.

4.

NetWitness PlatformA=31—T. ( E18)> B—EX]IBHLET.
H—ERX|Ea—DR REINFET .

% Log Decoder—ERZERLET .

T oo, BR]> DRAFLIERIRLES.

= Start Capture

Y—)LIN—T Z0)ILEYS .

RETZRABIBIE. ROFIEZRTLET .

L.

2.

3.

NetWitness PlatformA—=31—T. ( EE)> B—EX]EERLET.
H—ERE1—hDRREINET,

Concentrator. Broker. ArchiverD& H—EXIZX LT. L FTOFIEFXETLET

a. Y—ERZERLFETS.

b, M (7523) T, BE]> BRIZERLET.

c. Y—)LIN—T > Start Aggregation =)L ET .
Event Stream Analysis( ESA) D5 & :

3 ESAKRAR TIHE & TR IEYR—F ShTUVER A . NetWitness Server. ESAT S5/ <) 7RA
k. ESAtEAAY RAR BT ART. B UNetWitness Platform/\— 3> THHADEHABHYET .

ESAIZB BB TYITL—R % DIRVIZHYFERA. ESADL 5T IV a—T42 12D T, TESA
bSO a—T12 VR IS BLTSS.

Endpoint. UEBA. Livea> T JL—)LDHR—k ZEB N $ 535 & [£. ESA Correlationth—E XD
multi-valued/\TA—2ELUs ingle-valued/ \GA—FZBH LT B ELEAR F—%F T
EMTE2BLELIHYES . 7VTIL—F R ICTNODRABETOILE IHYFEA. & THE D&
WALV TR BT STENTEET . M EFIBITOLVTIE, TESAE R ACF 10N b 78 O
BEHLVE —E DAY FT—ZAHETESAIL—ILVEEF 155 B LTS,

a7 —ERX a2 TYNDE T

1251279 FTL—R §5E. R T771)IU cfg). T4—F . /3—H. OF T/I(RIGEODTT7 —EX
a7 YhDecoder. Log Hybrid. Network Hybrid. Log Decoder’i & D& A R—F 2k D.tar®
B IcaE—&nEzq.

ROFKIZ A7 Y—ER AL TYOINRETT Y—ER AT UAAE—ENEHE IVR—R b
DtarDB R LET .
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O 7YH—EX a2 TIYDINR

/etc/netwitness/ng/feeds( 74—F) Decoder
/etc/netwitness/ng/parsers( / \—1) Log
Hybrid
/ete/netwitness/ng/envision/etc/devices  Network
(AT T/ R) Hybrid

/etc/netwitness/ng/NwDecoder.cfg( #  Log
B 771U .cfg)) Decoder

aAR—RU b D.tarDiF R

/var/netwitness/decoder/decoder
backupcontent ccm.tar

/var/netwitness/logdecoder/logdecoder
backupcontent_ccm.tar

/var/netwitness/decoder/decoder
backupcontent ccm.tar

/var/netwitness/logdecoder/logdecoder
backupcontent_ccm.tar

CCMATLavIET 74U TR (TESTOVET . 12.5[C7vTIL—F LI . CCMER 1L T
a7 Y—ER aTUUBK g & (&, 1\ T YT tar D74/ )VEE A L TR b f-T—42%[H
8 TEFET . M IZDLVTIX. https://community.netwitness.com/t5/netwitness-knowledge-
base/automatic-backup-of-core-service-content-after-upgrading-core/ta-p/694527%% B8 L TLFE&LY,

Event Stream Analysis( ESA)

12.518\=23 07y T I L—R 954 TRTODESABE AR EHIBE(ERE) > R —]IR—2IB 1T
ShFET. RERRAIIR)S—ETI—T I Sh. HEY—/\—%F12.5/ =237y TTL—K LT
BIZOAHEIE TEDLSITHYET . Admin Serverh5e T LE-E % [TH B Y—/\—D7vT oL —K &
NBES(Z, 7vITL—FK TOeR%ZEHE LTS, 5t iG585 B —/N\—A7yII L —KshdE
T, B ARBIZITT7IVERTEFEEA. 1=1ZL. Correlation—/\—II5| EfF =T o—bk EARU+ DAL
BEHITET . TNTHOESAE AIREBEAIE BEGHIREEIZHOIMNEOOEER LET . M ITDLVTIE.
[Live—EXEBHAF IO BEARBE DR TR IFEVIES B LTI,

EOTFVANMIZ.BE(HERR) > ESAIL—ILIR—CHE(EBR) > RS —]R—C TESAIL—ILE
ERRTHDHOBEYHIER IV ETT . HEMIOVTIE [VRTL X1 T0ea—H—E B S
AR]DTA—ILOWER 1 FEYOTIY—R Y—13— 5023055 B LTS,

RORIZ TYTTU—RRIETVTIL—REDEAREDIKEERLET.
FYFTL—F & ORARIEORE

TYIIU—RI DR ARE

DR 1E

RIS —DE B G I—T D B,

1 EELgEARE (A (&L (&L
2 IS5—DHHE AIRE [{A (&L (A
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FTVFTL—F % OB A RS ORE

TYITL—FEI OB AR
DR E

3 I—ILDIHEE AFEBEAIRE W ARV ARV
4 JL—ILDTEVE A IR 1S (RAY-4 (RYAV-4 (RTAV-

(ATav) RIS—DR—C]R2 & AL T, ESAOVTUVER ERUS—EESAQVTUVEE &
BUVRYY ——U TEFET . MO TIE. [Live U —EREBE B HAF IDOIESATIVES AT
RI—DI— 1 %5 B LTS,

ESABARKRET R V—RADEH

ESABARIEET—3 VRV TOY— A ERB TOAEE TEES . B(HER) > KU —]>
b272Y] > Event Stream Analysis] X\—C [T EIL . ESAB ARB LT V—REEHELE
9. ESAJL—IUE. ESAI—IIR—STOHEB TEET. ROFES E L THZEL,

NETWITNESS

NCIDENT RULES MORE
ESA DEPLOYMENTS

+ Create £ Edit || ® Deploy

NAME POLICY NAME ESA SERVICE DATA SOURCE DEPLOYMENT STATUS UPDATES LAST UPDATED
aero-datasourcefi... aero aSecondaryFilter-policy  esasecondary - ESA Correlat...  loghybrid - Concentrator Deployed
aero-enric icy e ary elation  loghybrid - Concentrator Deployed
loghybrid - Concentrator Deployed
Deployed
Deployed
ESA Correlat. tor Stopped

New

Some Decoder Servi /-ESAP. o ey i rid- Concentrato -
Centralized Conter

aero-notification-policy a loghyl d - 05/06/2024 18:1...

Showing 17 out of 17 | 1 selected
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NETWITNESS @ Home & Investigate (JResp % Users  &d Hosts [EFiles B8 Dashboard B Reports

LIVE CONTENT  SUBSCRIPTIONS ~ CAPTURE POLICIES POLICIES ~ ESARULES  CUSTOM FEEDS INCIDENT RULES INCIDENT NOTIFICATIONS MORE v

Services Settings

Rule Library

All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them.

+ | & ¥ © |Filter X
Deployment and Data Source management moved to Centralized Content Management.To manage deployments and data sources, Click here ©What is CCM?

Rule Name ~ Description Version Trial Rule Type Actions
H#@NSH@(*-%!~) 1.0 Ye Advanced EPL &
APT-C-36 Sandbox Evasion Detected Following ESA Rule detects a known technique to evade sandbox detection, carried out by the ... 1.0 Ye RSA Live ESA Rule ¢
AWS Critical VM Modified Detects when Amazon Web Services (AWS) critical virtual m: odified. Acti 03 Ye RSALive ESARule  &F
AWS Multiple Failed Console Logins This ESA rule triggers when 5 or more failed ConsoleLogin observed for same aws a... 1.0 Yes RSALive ESARule  &F
AWS Multiple access requests to same container image from different regions This ESA rule triggers when same container image is accessed by same aws account from multi... 1.0 Ye RSALive ESARule  &F
AWS Permissions Modified Followed By Instance State Change Detects when an Ar eb Services (AWS) permis: s modified followed by an instance s... 0.3 Ye RSALive ESARule  &F

[ Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Ye RSALive ESARule  &F >¥

| Page 1 of3 | ) ) | C PageSize 100 v Displaying 1 - 100 of 232 rules

E B Y—N\—DT7vITIL—F# &, ESARRF R ONTYTIL—R TR BELHYET .

E Mitre DB, 7 £F K Z4E A L TESATS—h 4 Y DICIE. ESAIL—)UTEEE fif (TN f=ESA
& 1250\—2aVITFYI LR LR TERRA OB EH/HYET

il &0 A DHRB LRI T 288179 5H

 zoygrmsaie B (gm) > LR7L] > Yo—OuEf] > ROUTR]) OHREL R
2)Tk T7AIUZRE T BI77CIVER ORT B B 4 1212 < DZE FE A D=8, NetWitness Tl X
?—AE/ §;§3>12.5| VTG =R I BRINCHREL RIYT D\ 7yTa4E B L TELZEEHE
BZLTLET.

o TVITL—FHRET LIS FRVVIMNEZBHEFHLT. BX/EROEEEZMADLEAHYFE

o

o NetWitness/\—3 12 5 &YRT DARR L ZAD)Th DY/ cmpEt=lE/var/ tmp FTAHIVIR DIT7AIL 1)
Y—RIZTFIEALTWVSE S TH. hRAL RVYTEORTIER I A ENERTINTLDS
=, ENLDT7AIL ) —=RIZIET IR TELRLGEYET . COVFIATIE, HREL RD)T%
T%Ejﬁi%_/g BLT. /tmp =& /var/tmp TALIM IR LWNT7AIVEE B2 H B B2 EEHED

L o

AT EBLEABTEOFEMICOLTIE. [NetWitnessa 7Y — B EHAAR 1S BL
TLIZELY,

it it
RDBAARDESE T T BHHNZ. TIAUESAY—N—Z12.51Z7VTFL— R T AR ENHYET.

E TSAINWH—/\— (Respond Server—ERF & ) 7 VI L—K L1t . TS/ <ESAR
AL 12,5179 FI L —R SN BFET. Respond Server—E R ITB B M IZHE E A Sk ShFEEA.

Respond D7y T5 L—K # DR AYI(E. Respond Server—ERANT7YTIL—REh. B KEEIC
BOTHhLEITITILELNHYET
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(A7 3>) custom_normalize_alerts.jsTRespondH—EXADHRAR L, F—
#)AR 7L I LLVT—ARY—REHR—F

7 custom normalize alerts.js&F B THRATAALIEMOII5 B (X COARIERFYT
TEFY . NAZL XF—DEHBITHIRITINES . BEBTIZKKRLEE S COFIRICH
THREL THADE G M EHEE L TS,

ARALIE $RAL THE R 3578l /var/netwitness/respond-server/scripts/custom
normalize alerts.jsZFPAIUIARAL F—FEBMLIZEE (L. /var/netwitness/respond-
server/scripts/custom normalize alerts.jsZ7AIVEEBLT. BB/ \WI7vT J71)Lin
HLARALE R SN —FEBMLET . /\WIT7YT T7MJ)UE/var /netwitness/respond-
server/scripts|ZHY. ROE K ITHYET .

custom normalize alerts.js.bak-<time of the backup>

AOUTr DB B EH KB LI=15 A . RespondDFT LLVT—4 Y —XTdHDNetwitness Core&
NetWitness InsightZzH7R—b 9 5(21&. F &) Tcustom normalize alerts.jsT7AIEBHFHLE
ER

User and Entity Behavior Analytics
UEBAZ12.5IZ7vTJL—R LT-% . RDEIRYVZETE T LET .

EE 7o LRI, SRODE B DM BAR AL ThERRLIB A (L. 7oTTL— &
[Cauthentication.jsonZ7AIEB EMZTHD. TYITTL—FKE DRARIEERITTEILELND
YEF . Airflow TORRI DK X DO 8 L2 0fiF iR 3K & TUEBAB K AAF DN 5T )V 2a—F+
DT INEYVI TR SN TLVETS .

EE NetWitness/\—312.5TI&. UEBADHKE B L AD=XLHE FrEnFEL . LLETD/N\—D3
UhN512.5.0.0127YFTL—R §521—H—(&. YTk update_encrypted_password_12_5.py %3
TLT. UEBAY—/\—DIE S LB H T ENHYFET. COEFHZdE A 5I2E. RYUTk
INr—2%F A O—R L. UEBBAY—/\—DIL—F TALIMUITRF L TIZEN. ROUTE /3y
—o & ZZDURL https://community.netwitness.com/t5/netwitness-platform-downloads/netwitness-
12-5-ueba-encryption-script-download/ta-p/715887 Ff=[INetWitnessAZ1=TF
(https://community.netwitness.com/) Ar9B—F > NetWitness Platform > /8—3212.5 R—UH
AoO—k TEFET .

1. UEBBAR UM R DR R ZEFERALT. UEBBAEREZEHLET

e source /etc/sysconfig/airflow

e source S$AIRFLOW VENV/bin/activate

e python /var/netwitness/presidio/airflow/venv39/1lib/python3.9/site-
packages/presidio workflows-1.0-py3.9.egg/presidio/resources/rerun ueba
server config.py

e python /root/update encrypted password 12 5.py

e deactivate
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4,

(AT av) B LT UEBBARLEE RFX—< B H LET .

UEBARIE BHZHREDB T KYU28B RN T TAELHELET . TLST—HADNEEZF EL
TWAUEBAVRATLDIG & L. Btk B AREDAH T XY148 UL LBTDOE IR ESh TS
CEEERTOINLENHYFET .

M DOWTIE. TUEBA#E B AR Ml reset-presidio ATk 15 BB L TZE0N,

. Airflow®DDAGT7YF I L—F%#ETLET.

o AirflowDAA> R—Thttps://<UEBA-host-name>/adminl T EILET .

o adminD1—HH E/NXRT—FEA HDLET.
e presidio upgrade dag from <previous version> to 12. 5T E & :| =D)L E

EE

VAiflow 0AG: DssPrmngv  Bowsev  Admnv Doy Abtv

=}
>
(0]

ssssss

100000000000 §

BOROROCUEEOOBOEE0000EEEE

nnnnoaaaaaaanmnnnmmnmnnn
BARABAABEAREEAABAABAAAAAAA -

QOOOO0O

F T7YTJL—RH(E DAGTYITL—F 1T D IR & ALK RENES . 7YITL—F
TOEANEEISE T LG A (F AR QAR B ICELYFETS . 7vIJL—F J0
TANKRBLIGE (. AV E DA LRIZEDYFES .

18 H] 42 T Boot Jar Pools ] ROV ZE& E LET .
« MBTFISATUR 'spring boot jar pool ABYNEZISIZEHLET
o REF7FSAFP2R spring boot jar pool BLUPAAYE DIEE22CEH LET .

Spring Boot Jar Pools ROk %58 #7 3BIZI&. AirflowDAMY R—UIZHBEIL. &x L EB D/ \—
I<hd BB]4Tx2vyIL. U—ILE429TLET.

a. Airflow UIZ72t€RX9 BIZIE. https://<UEBA host>/adminlIF7PEAL. RBILEHREA
ALFET.
1—+4 ‘admin
INRAT—R (ZMDIR & Ddeploy admin/ ART—k
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b. T—ILDIMET—I%ED )L T, ROV DIEEZEHLET

YAiflow DAGs  DataProfingv  Brows 2024-08-28 06:14:40 UTC

DAGs
Search
(3] DAG XZD,,,S Schedule owr Recent Tasks @ LastRun @ DAG Runs @ Links
G ACTIVE_DIRECTORY._indic RESTAPI Plugin [hone ] Aiflow ®0O ' 2024.08.28 05100 © ®0 OB UNAZF=C0O
@ ACTIVE_DIRECTORY. ['None | Aiflow O 2024-08-27 23:00 @ @ Ce® LB AE 4 ®
G AOIEERIEACE = iz (00 ; 2024-08-28 05:00 @ ®0 Ot W MM AE 4 ®
[ o || [ore | Ailow ® 2024-08.27 23:00 © ® Ce® UM A 4 ®
@ [} Atow (0O ' 2024.08.28 0500 © ®0 cetsuniz+=CO
G [ | Ailow ® 20240827 23:00 © ® Oe®MBAE 4 ®
(] ['None | Aiflow @(T) ’ 2024-08-28 05:00 @ @() Oe® N AT 4 ®
(] v [ione | Aiflow ) 2024-08-27 23:00 © ® Oe s LN A 4 ®
G @Y recisTRY ba_flo [hore | Aiflow ®0 . 2024.08.28 05:00 © ®0 OB UNAS 4 ®
(] REGISTRY_ w [ore | Ailow (0} 2024.08.27 25:00 © ® Ce®uMAS 4 ®
[ o || [ | Aitlow (00 . 20240828 05:00 @ ®0 Oe®MBAE 4 ®
G [ore | Aifiow (0} 2024-08-27 23:00 @ ® OPSUBAE+=CO
G . flow [ono | Airfiow (0} 2024-08-27 23:00 @ ® OP®SUBAZ+=CO
¢ B - Lo | Aifiow ©) 2024.08.27 23:00 @ ® O*BUNAZF=CO
G a Aiflow (00 s 0 2024-08-28 05:00 © @0 Oe®UIBAZF=CO
G m 000 operations ® 20240828 04:42 @ ® OeH®UNAS4=CO
. . = = -
5. spring boot jar poolZfmEEL. XAV~ D EZ22IEFHLET .

afAiflow DAGs  DataProfiing=  Browse=  Admin=  Docs=  About

List (2) Create With selecteds
Pool Slots Used Slots Queued Slots
Fd | spring_boo 7 ’ .
| retenti jar_g 8

Legacy Windows Log Collector

B §r Sh1-SAZI BA # TLegacy Windows Log CollectorDiE A EZE H I3
TVFIL—FR & DRTYT !
1. ROARNEE B H—/\—TEITLET.

a. wlc-cli-client --host-display-name hostDisplayName --service-display-
name serviceDisplayName --host WLChostIPAddress --port 50101 --use-ssl
false

ROBEHREANLEYS

i. Legacy Windows Log CollectorDREST 1—H—4£ &Legacy Windows Log Collector®
REST/ARJ—F Legacy Windows Log CollectorDE B & ZRBELFHREA A LFET

ii. Security ServerD1—4—% &Security Server®/SRAJ—K NetWitnessDE 18 & 2 5L 1E
|EANDLET.

2. VATLEBREELFET.
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Warehouse Connector

WarehouseARI43 (%, OVIRVIREFERALT. T2 B DYV—REBEDERBEREZLZLIZRE
LET. =L LT O/N—230h 5 12.5/8—23u( 27y T L— R §51—H—IE. BEDODERIER
#FH LULOvIRUIRIZFE T LN, B ESN=ARN)—LZFH B TEFEA. TO=H. 1—F—(%
ROFIEISH>TFETHLLOVIARYIR F—FEB L. 3% Y 515 & [EWarehouse Connector T
B EINTWAY—RIBED/INAT—REEHITHI2LEIHYET.

1. NetWitness PlatformlZAY A/ LET .

2. ( M) > P—ER]IBHLET.

3. [V—ER] E2—T. BN L7=Warehouse Connectort—ERZEFERL. = > [RK]|> K] %
ERLFET.

4. Warehouse Connector®H—E R E1—T. AYIRYIRRTE 47%0)voL . FrLiavoiy
DR F—%HERHLET

# Change Service | logdecoder - Warehouse Connector | Config @

General Appliance Service Configuration

Create New Lockbox
Set the lockbox password. The password should satisfy lockbox password strength.You will be required to enter this password to perform any lockbox management.
Lockbox Password ~ FEREEERR

Confirm Lockbox Password AR

5. Explore ¥z[X REST APIZFE AL T. V—ARBE K CA—— T7h U EBRIELFES. V—X
aA—H— 7hoo bk OB B IFUITIEIT A FEEA. Explore ho1—H— 7hOUN BRI TS
aYURIERDESYTT

> /warehouseconnector/sources/<source:port> —---> setPass property with
password=<password of the configured user in source>

6. UIl. EHRTFTA—S]. £1=I& REST APIL] A5, SFTPSE 548 B Ca—v— 7Hhoo o EH ST
LZE9 . Explore Mo/ S\XAT—FZH B T4HAVUR FLL T DEBYTY .

> /warehouseconnector/destinations/<sftp destination> ---> setPass property
with password=<password of the configured user in SFTP destination>

7. TYFIL—KRRIDFIED—IRELTNFSTALIR) IOk HEIBR SIS & (& RICHER T
U LELET . E5IC. fetc/fstabDI IV IR J—EBEBHICLET.

> mount -t nfs -o nolock,tcp,hard,intr <IP Address for SAW>:/mapr/<cluster-
name> /<directory name>

ZCZT. <IP_Address_for SAW> [IH9S5RA—A DTS4 <" JWarehouse 7 T 54 7V ADIPTR L A TH
Y. <cluster-name> (37> TL—k IJ7MILTH E SN2 HITI .

AyORYI ZDE /XX T—F D% E

NWE RN DI RTOOS aLY8—EWLCEIRS5IZ7YTIL—R L=t . BB E [ISAToolsFE AL
T B/ \RTV)—F 1—F1)T1 ZETITI2RLEIHYET . COV—ILE. BEARDOTXTOOY O
LOB— H—EX (/3\—2312.58 k) DLockboxEl 8 /\AT—R &% ELFET . BEE (L. T4HR
B— )HN)— SF A TILE L5 51=8. Lockbox[E 18 / SAT—K ZAEL THULTLESLY.
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B8 /SARD—FZE& E T5I2E. EEE ISSHTEBR Y—/N\—/—F0) [THEHKL. /R
/opt/rsa/saTools/bin/set-lockbox-passwordMo1l—T )T 1set-lockbox-passwordZ=E 1T
BDHEIHYET . BEEE (X IXTOAY aLV2—TE A A BEE Oy Ry  RDME 8 /SR T—K &
LTERETIHLLVIRD—FFZEA N TEILELHBYET .

F A—TA4)T(EBRETL. BEFSNEAVIRVIRER E I HE ME/RT—RICEST,
593 _ATOOY aALYF— H—ER 1\ =23V 125U ) D/ART—K Htvk SnET
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TyITL—FRIREFIIERITTS

NetWitness 12.5(Z7vF I L—K L1 . ROBREFvIcEITITE2HELBYET .

1.

Ne)

BE)> BER]Ea—ITBHLT, FyIIL—F & (ST RCOY—ERDTIFITHS
(1 TH SN TIG) CorRALET.

HERATRA O/ —Uavi— BT BE5FyTIL—F shThac e aLEs. Bl &

H)> —ER|Ea—DHY—EX N\—Dauht, 7\y7°’7“l/—|~“f£l:%( EH)> KA+ E1—D
KRR =S E— B TLBH B ABUES .

Bd =) prrita—c ureruEs.

* Log Collector—EREEIRL. ¥ (7Hoav) > &R]> PRAFLIE—IBELT. &
BAOJIRENFIB SN TOENEINEHEELET . & Collection KOyTHow A T3y
#9)yoL . #EYHIE 7O U E LT, OJIE AR SN TLDIHEILEHER TS
HEIHBYET . B BRINEHIFIE SN TUVELE & (. URN S BERIRE TONILD

g ® st BN CREFBBLES.

* Log Decoderty—ERZZERL & (7P2av) > &®iR]> VARTFLIE2—ITHEELT. Log
DecoderA’A9 %@ 4] [TIRE L TLSMNEIIERERLET .

* Packet Decodert—ERZEZEIRL . ¥ (7ooa) > BFE]> @EIE2—(BHLT, WX
EAVE—TIARM Decoderf B 1 I3V THRESNTUVDDENERER LTS . IRE (>
RB—DIA RN SN TUVELMG & (&, REYTAEOY YRS Do BILIRE (VP —T1( X%
BIRLTERIEILENHYET . REAEZ—TIAANT TIHE RSN TLSIE & (L.

Packet Decoder® ¥~ (743av) > &R]> PARTFLIE2—IBEL. INEHIBBEINT

NBHESAERE R LET. INE AR A INTUVEME & (4.« S o oiusL T8
ol IR E LR 1A LET

( 15 Iig #B—ER] > Log Decoder] Ft=l& Packet Decoder] Y —EREEIRL T, ¥ (74
vav) > &R > #HiEH]> ERIE—IBBLT. BEONEL—ELHTLET.
Concentrator. Archiver. & UBrokerDT—2%E L TLV\HZEEHE R LET . & Concentrator.
Archiver. BrokerMoi &E L T, ENEIK BB ZHR 5E TESH LR L TKEALY,

Respond] > PS5—R]E1—IBEHL T, 75—F 1B OV —ADBR JH—SIN TLEHEIHE
EZELET.

(£g§_ﬁ)> RILRE=S] > 5—h] S BT, SMSH— A 1 L TLOBHESHERE

(BE)> YRUR Y—R]> ESSULY RS —]Ea—BBILT. 7vFIL—K BT
B ENTR) O —DR RENTLSMNEIIEHERLFET .

( EE)> NLRE=R]> BIALAE=AR] > By aR—RIFE1T] > Elastic] >
Dashboard |E2—IZHBEILT. ROIEEREZRLET .
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o PTYTIL—FRRIMERLIED 27518 au b F-HFETHILE.
o AUYY H—\—HEFELTIVSIE.
o PYITU—FRTIIAER LI-E=RICEE 575 B E] [ZE RSN TSI E.
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12.5L—H—/\—ZF A A—ILT B

BE JL— Y—/\—(FREZR 7O H—/\—TH 5= EPLHZ12.2 xxHBXU12.3 x.x/\—> 3>
Mi512.5.0.01C7yFJL—F L1z T EL 8 (Alma Linux)/RwV R IJL— H—/\—&B (VAL —)L
TELELIHYETS

A ba 9 AR
o EL8ARVIANBHEH_EEMERELFET -
o 125UL— Y—N\—FAVRF—)LT BRI RDZRVEETLET
1. NetWitness PlatformZ 7y 5 L—K LEY .
2. EPLHA7YT L —R &tz Yb— 1\ —Sv—5 450 0—R LET
3. 1\Wr—Uv—%EL SARw R ITaE—LET
4. ETFEDIL— Y—/\—EATITLET .
5. BFEDIL—H—N\—DIP7RLRZEF ALT, EL8DIPTRLRAZE A LET .

EL 8DIPPRLRER E L1=5. Ub— H—N\—F AV A —)LLET . E#IZDLTIE.
[Endpointis A A4 F DN (AFLay) Yb— Y—\—DAU R —ILEE K 155 BB LTS
LYo NetWitnessDE /A—230DF FaA R [R=UIZHBEL. BEDL STV a—T125D
=8 MNetWitness PlatformDE HAKZ R DI+FET .

FE UL—H—N\—LDtFa )71 INTFERFTOIREICR DL EHIHYET

EndpointT— b O7YFTL—K

I—CxobhET7YITIL—R 5K 2D TIE. [NetWitness Platform Endpoint T—2 Tk A2
=)L AR IO T—=D b OFYFTU—K 155 B L TZEL.
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FYvITU—E OB B D STV a—T12T

ZDtEHarTlE. RAR ] Ea—mSHRAR DIN—2 30 PYvTTF—h BELUH—ERDAV AR —ILEE
LT MBEMARELISEIC. RRMEa—CRRINDIIS— Avt—JITDONVTHBALET .
RORSITNa—T420T V) a—a w2 ERALTET7YIT IR FEAV RN — VORI B4R R T
Z/T UM G X, NetWitness DA 7— Hili—k 2B LA HhE<FEELY,

—EI AT TYTIL— R R (IR E T DA EEE BAHEIRDIS—D STV a—T4V T F IR
[2DOWVCERBALET .

e AlmaLinux OSDr ST IV a—T4 & R

o &I H—/\—. Reporting Engine. SMST®LockboxhMsSecureStore~NDFE 1T DK B

o deploy_admin/SARAT—FER ) hT5—

o OO0 —KI5—

e /\—23aY <version-number>MDE A T7— B H /\Wr—C DR B
e HNERURTKJEFHTS—

o« RAFEH LXK IS—

o B/ WT—UNE ORI

o IENWH—/\—~D/\WFEFIT5—

o OVUE SAUDODRE ik ORA B EE T5—

RORAS BLOH—ERDTYITTL—F R FEFTVITIL—FRICELETHAREEIHEITF—ITD
WTH. FSTNa—T1O 0 FIEER B LTVFET .

e Log Collectort—EX

* NW Server

¢ Orchestration

e Reporting Engine

e Event Stream Analysis

e Legacy Windows Log Collector

i RE TTIU—R & IZTTITSATURER B TEE 0
1. GRUBJ—F{TZFH T rirs=0IZZEBLT. B TEELSIZLET .
2. ZChS. RDATUREE AL TFIPSEE S IZLET .

manage-stig-controls --disable-control-groups 3 --host-all

3. fTrIPs=1hY/boot/grub2/grub.ctgMoll R ENF-CEEHERLET .

o HIRSNTILVELMEE (. ROOATREETLET .
grub2-mkconfig -o /boot/grub2/grub.cfg

[0 5 3
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4. BEHLFET.
5. ROATNEETLTFIPSEEHILET .

manage-stig-controls --enable-control-groups 3 --host-all
6. BEBLET.

AlmaLinux OSDr STV a—T1 TG

IR B2 AT LV ESIZ. AlmaLinux OS7YI I L—K R DADDER 7 125 1T TE ZBIENTEET .

I BEIFIVY A—TAVTA—DRT - VATLOREMZHREL. 7YIVL—FOMBEZRELE
T. chid. RAUR 7OV DFERIFv Y—IlbpmZE A LT, 7YFIL—FRIIZWVDOTHITSTE
MTEZFT . (NW ServerDH T E)

OJ1FXZD/NRIZEB 8 ESNFET - /var/log/netwitness/precheck-tool/checklist.log
2. #H 1L F340 #11E D—X(NW Server CODHF 4 )
ML Iz—P IS EHIRE LB S (F. ShoDOJ%EHE 2 L T,

e salt minionA% - /var/log/salt/minion

o deployment-upgradeA% - /var/log/netwitness/deployment-upgrade/chef-solo.log

FEOERIZTYIIL—RET 5? TE ﬁffi)%gi% BIZDH. AIRIEZETL LS. ALE R
AR ORN TORTLETYIILU—RET (L 2R T IR LEHEFOHTEFEA.
3. CentOSHSAImaLinux ~NDOST7 VI L—K

OST7YIIL—R DmRA DATYTEL T, salthN 7T IL—FSNET . LT DAY ERITIS
&L salth\—23230061Z 7y T L —KR S TWVA T EaER T=ET .

cat /var/log/yum.log | grep salt

LT DEHLARDABTEZR T TEFT . xxxFREDHBFRIVTERLET

xxx Updated: salt-master-3006.2-0.x86_ 64

xxx Updated: salt-api-3006.2-0.x86 64
xxx Updated: salt-minion-3006.2-0.x86_ 64

salt-upgrade|Zff RE H'p A5 & &, LL T ZHE R LTS,
e /var/log/netwitness/node-infra-server/node-infra-server.log

e /var/log/salt/master

e /var/log/salt/minion

salth’ 7y L—R ahb . leapp 7/ AERHDBHIRSNFET .

O%5(%/var/log/salt/minion TR R C=Fd .

xxx [salt.loaded.ext.module.nw platform:445 ][INFO ][139407] [1/5]
Searching for leapp config for version: 12.5.0.0
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xxx [salt.loaded.ext.module.nw platform:453 ][INFO ][139407] [2/5]
Retrieving leapp config for version: 12.5.0.0

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'config/12.5.0.0-pre-upgrade.repo’

xxx [salt.loaded.ext.module.nw platform:467 ][INFO ][139407] [3/5] Running
pre-requisites required to perform leapp upgrade

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/netwitnessmigrate/actor.py’

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/netwitnessmigrate/libraries/netwitnessmigrate.py’

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/netwitnessmigrate.py'

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/addupgradebootentry.py'

xxx [salt.loaded.ext.module.nw platform:500 ][INFO ][139407] [4/5] Running
leapp pre-upgrade

xxx [salt.loaded.ext.module.nw platform:503 ][INFO ][139407] [5/5] Running
leapp upgrade

OSOT7YFTIL—R R ITFEE LI RE IO TIE LT ORTD TN a—T1o 718 L bE
ER

e /var/log/salt/minion
. Preupgradeﬁ§9€ BLf-15E - /var/log/leapp/leapp-preupgrade.log
. Leapp'}"‘yj?“l/—ls NERBLIEE - /var/log/leapp/leapp-upgrade.log

1eapp75§9E BLT-1Z & . /var/log/leapp/leapp-report.txtIdflE ERK (ZRH T 5 i Fig it
LFT.

/var/log/salt/minionTClleapp7vFT I L—REETLTLWETIELSOTDE RSN THOE
DEVATLPBREELES . BIHTHETIZ20 ~ 3073 HWD5i5E HHYET .

FELI=5. cat /etc/almalinux-releaseAV R ZE AL TOSEHE R TEF9 . Alma Linux!)
J—ZHK R ENAEULG & (K. 7O avE#RE ZT R IThRZY— YR—k [ZER LA HhEFESLY.

Ft=. UIEB L T7YTIL—RZR UA—LTI5 & (2. WTRHDNodeX TRT—R A performing
0S Migration|ANBERE UL LR IREINBEZL. leappRJEHEEEL T, hRAT— Y7R—h~ IZHEM
(AV= ¥ olca @t AN

4. 12.5.0.0~ONWY Ik D7 DT7VvFTIL—F
OSDFATHTE T 945& NWYTRIz7DT7YTTL—R h\BIE S, UIAMEEE 975 F TITR K30
7IDYET .
NWY IOz 7DT7YTIL—R hBHtRSNdE. RDOOTH/var/log/salt /minionlZ5E RSN E
xxx [salt.loaded.ext.module.nw platform:276 ][INFO ][14035] Preparing node
for upgrade to 12.5.0.0
xxx [salt.loaded.ext.module.nw platform:280 ][INFO ][14035] [1/2] Searching
for yum config for version: 12.5.0.0
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xxx [salt.loaded.ext.module.nw platform:287 ] [INFO ][14035] [(2/2]
Retrieving yum config for version: 12.5.0.0

xxx [salt.fileclient :1333][INFO ][14035] Fetching file from saltenv
'base', ** done ** 'config/12.5.0.0-pre-upgrade.repo’

xxx [salt.loaded.ext.module.nw platform:300] [INFO ] [14035] Upgrading chef

package

xxx [salt.loaded.ext.module.nw platform:300] [INFO ][14035] Upgrading rsa-

nw-config-management package

EHREEOY(/var/log/netwitness/config-management/chef-solo.log) £f=XUIAY

(/var/netwitness/uax/logs/sa.loq) S BT HELTEET.

& ¥ H—/\—. Reporting Engine. SMST®MLockboxH5

SecureStore~DF 1T Dk K

& B/ \—EfltTetty DR &
B &Y —/ \—TLockBoxmMbSecureStore~NDFE 1T [CTS—HE L LFELT-.
IRE  SSVIE O THF T L THD=0.

EBHY—N\—(Z7OERATELMGEE L. ROFIEEZETLTH EZAE R LTSS,
1. EEHY—/\—//—F ¥OISSHTHEHKLET .

2. ROATUREFERL Tetty—ERFZE IELFET
systemctl stop jetty

i 3R 3. RDINADS lockbox.ssBEUlockbox. ss.lock F7ALIVERI DINvITvT THILFE

% [CRRELET .

e /var/netwitness/uax

e /root/uaxbackup

4. ROATREFERAL Uetty H—ERZBHIBLET .
systemctl start jetty

Reporting EngineDi§ &
M L/R—bk TP TLockBoxhvsSecureStore~MDFE 1T Ak BRL FEL 1=
|
IR SSVIE D ITHFEE THE=H.

8 | LiR—k IOV ERTELGIME S X ROFIBEZETLTRIEEMRA R LTS,
§ 1. EEHY—/\—//—K ¥OISSHTEHKELET.

TYITTL—F ORE D ST a—T427
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2. ROATUREEFTL T, Reporting Engine—ERXF{Z 1L LFET .
systemctl stop rsasoc_re

3. lockbox.ss 8K lockbox.ss.lock TP ILE /var/netwitness/re-
server/rsa/soc/reporting-engine /NADND/\NWITYT TAIWA—IFBELET .

4, ROATUREEFTL T, Reporting Engine—EXZFEFAIB LET -

systemctl start rsasoc_ re

SMSDIE &
B8 SMSTLockBoxhsSecureStore~DFS 1T IZk B LFEL =,
IRE | SSVIE O 17 HF 58 £ THH1=0.
SMSH—ERIZFILATELR MG S (X ROFIEZEE1TL TRIGE M R L T=ELN.
1. BB HY—/\—//—K ¥OISSHTEHKELET.
2. ROATNKREEFTLT. SMSH—ERFZIELFET .
ﬁ& systemctl stop rsa-sms

3. /root/rsa/l?ome/\oxﬁ‘Blockbox .ssBEU1ockbox.ss. lockIPAILERI Dr Vv
7T AN ELET .

4, ROATKREEITLT,. SMSH—ERZRBLET .

systemctl start rsa-sms
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deploy_admin®Da1—4— /\RA7—FEZ B Y hIS5—

7 n The deploy_admin user's password has expired. In order to perform a service install or
*Y ~ " update, change the user's password in the NetWitness Suite and follow instructions on

Cancel

R deploy admin®a—H— /NART—K DE AR AN TLET .
deploy admin®/NRAT—k#&)tybLET . ROEHEZETLET.
1. NW ServerfR Ak DATRDATUREETLET .

nw-manage --update-deploy-admin-pw

Please enter the new deploy admin account password: <new-deploy-
admin-password>

Please confirm the new deploy admin account password: <new-deploy-
admin-password>

3R 2. nw-manage -—-update-deploy-admin-pwIAYFDH NEHEFERL T, deploy

% adini 0/ SRT—K AF ATORAR TE % IZE H & o LERBLET . NWHRR 2%
2L TLVBHN nw-manage --update-deploy-admin-pwad<Y/RDH A IR RSN
TWARI5HDIEBH TERELIE S &, BEEE AR INT R CTnw-nanage —-
sync-deploy-admin-pw —--host-key <host-identifier>ZZE{TLT. kBLT=
RAR ENW ServerDff] T/ART—RZR B LET .

3. AVRM—=IVELIEFA— RN L—23 (2R B LTz7RRF £ T\ nwsetup-tuidIUR %
E4TL. Deployment Password] DTAL T+ AR ;R Sf=5. deploy adminDF L LY
INRAT—RZ#AALFET.
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e | EF UL ERRL. EH]> HAORHIESUTEE. OO AR E
hETHRERTLET.

BE </ Uav0OF L0 TrANOYAZHNKREL Fo0O—F ISR EHINSE G A HYE
"~ J.AUO—RHISREEOBMBELSIELETDHE O FRERLETS.

1. EFEEHAITLEDT.
2. BICLIS—THEXKLE S L. [NetWitness Platform7v7 o L—FK A/4K IOl =
AN JEa—DoDA IS4 A K 1FLIE AR SA4Y AU B—DTzAREE R LI=AT5
iR R AVARIDFHBIHE ST ATFAVA R TEH L TH TS, NetWitnessDE
& N=230 DR Fa AR R=TUITEEL ., B D TTILY a—T4 T Df=5HD
NetWitness Platform®DE MK 2R DI+E 9.

3. FNTLEH TELULME & (L. NetWitness hAZ7— Hii—k [ZERE LA HhE<EE
LY,
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IN—3<version-number>NDE A IS5— B H/ \Wr—2OF B

Initialize Update Package for RSA NetWitness Platform

Initialize Update for Version <version-number>

A Error deploying version <version-number>

[/\—232 <version-number>DE A 1 [CT5—0FEE LEL-IDIF—(FEH/ 75—
B8  ARELTWSSE SIS, BHOMNHMIE]IZV)ILIE T, NetWitness PlatformDE
F A0 ] S4TSR R ENET .

1.
2.

BALS] &0 Il TEA7RIZERLET
ARTF—=UUY THIVEMSIN—Day THIVAERIBRLES .

3. salt-master—ERXMNEITEIN TS EEERLET

ok

B/ \NAT—2 Dzip I 7AINEART—I 0T JAVAIBIE—LET .
BRAR ] Ea—DY—)Li—T. EFOERIZEERRLET.

E Update q:: Discover

Check for Updates

EHom#it]1 o)L ET.
Y—ILN—0 B> HFRAFOEFHFIEI)VILET

[Py T—L DR AR BETY I F47050S [PYIT— OB 1 £0)9ILFET .
RANDEHF SNDE RANEBRETHRIITKDoNFT

Y—I)LN—0D RAFDBRE 1 E5)vILET.

NEURSHYE H IT5—

I5— LITASHLIWN—DaVICTEHLESETHE RDEIGEIT—MNFEELEFT

Ay .Repository 'nw-rsa-base': Error parsing config: Error parsing
t— "baseurl = 'https://nw-node-zero/nwrpmrepo /<version-number>/RSA'":
t/‘ URL must be http, ftp, file or https not ""

IR ] 3& of=/ \AHME E ShELT=.
ROFHREERLETS

xR, URLANW ServeriR A EI[THFEET S,

ELLVSRZFEAL AR—RZHIBR LTS,

7T —FDE DS I IS a—T7405 52



TvIIL—k 4K

RAFEHF LR IS—

Update for <host>

Ir5—
}“ — Error updating host <ip-address= to version <version-number=.
o Check the logs. See Troubleshooting Version Installations and
v Updates for more details.
G TYvIT—hk IN—Da % RL. ?Vj?_l‘ 1> HRRFOPYFIT—R19)003 %L 4
HUO—K TOERERY LET B FUTT—h TOLREEMLET .
l. RARADN—UavEHOERZERITLES.
BEF ChCREMERINETS.
2. INTEHLLIN—23UIIT7YIT—h TELRWNE & 1E. ROFIEEEITL TS
L\O
EITEEIINW Server E DR DOTEERLET (FEX X TR SAUhbtail -
fAVEERITLED)
fRR % /var/netwitness/uax/logs/sa.log
/var/log/netwitness/orchestration-server/orchestration-server.log
/var/log/netwitness/deployment-upgrade/chef-solo.log
/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-stacktrace.out
IF—ETho0AT DD E<EL1DITR RENFET .
3. TNTEEHEZEATELRWME ST, LD FIE2 MOTFINE L. NetWitness
ARZT— HR—b IZHER LE HELFZEL.
I
5—
Ay
-lz_
:)
B EHos—CasRRL. EF] > EHORRIEsUvTes. ERELITS— Ay
B E—UNRRINET. TOHE . Live—ERDERK TELBLET.
1. LiveTRAMERORINTHILEHRELET
2. (BHEE) > VATL] > BEEH ] Thitps://update netwitness.com/RSA-netwitnessz 58 #f
. LFY.
b 3. B Y—/\—|ZSSHTHEHHLT. /etc/default/jettyr/ \WI7vILET .
® /etc/default/jetty CIAVA OPTIONSDXK B IZHDIR DI )—ZEEHLFET.
JAVA OPTIONS=" S { JAVA OPTIONS} -
Drsa.nw.legacy.web.server.system.update.repo.url=https://update.netw
itness.com/RSA-netwitness/ -
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Drsa.nw.legacy.system.update.auth.url=https://update.netwitness.com/
authenticate "

5. ROARNREEITLGetty H—ERZBEZELET .

service jetty restart

B /TSR RIS

Is5— 7 (—93‘Jxx‘.x.x.x0)7‘37’7_"—\|~ D HA1E
Ay ROTITT—k 1T—O R DOhWEEA
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NW Serverlkl 4% A0/ 73 H T5—

I5— /var{}og/netw}tness/orchestration—server/orchestration—server.long‘
Ry | ROESEIT—HEELFLE-.

— API|Failure /rsa/orchestration/task/update-config-management

o [counter=10 reason=IllegalArgumentException::Version 'l2.x.x.n' is
d not supported
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v SA Server IP-Address version-number

EE LREDIS—I& CLIZERLTRRANEBE TOLRELFT . RANEHBEHTD
| [2IE A== (8T ( REFERTIDLEABYFET

RRE 1—H— A3 —T1(RD FAM ] Ea—THRANE)T—FLET.

Log COI |ect0 r-'j-_ez(nwlogcollector)

Log Collector®{ > Ak —)L B4 (&, nwlogcollectorb—EREE T LTLVAHRR LD
/var/log/install/nwlogcollector install. loglZRESINFET

I-5— <timestamp>.NwLogCollector PostInstall: Lockbox Status : Failed to

Ay open lockbox: The lockbox stable value threshold was not met because
+— the system fingerprint has changed. To reset the system fingerprint,
:/. open the lockbox using the passphrase.

IRE | F|## . Log CollectorMLockboxZEBIKZEMTEFRATLL=.

NetWitness| 2041 L . Lockbox®MStable System ValueZ')tzvk 352 &IZkY. L RT L
R A=Y EEUN LET . EMISOLTIE. [RJURE O & /K ] Dl Lockbox®
% X )T E D |~ Ev5128 AT Stable System ValueDt&vh |45 3 %8 B L
TLZ&LY.

I5— <timestamp> NwLogCollector_ PostInstall: Lockbox Status : Not Found

IRE  F# 1% . Log Collector®Lockboxh¥i& ik S TLVEE A

@k  Log Collector®LockboxZ{ Fl 9 %15 & I, NetWitness[ZA7 /2L . LockboxZ 4% pt L&
= 4, BEHIICDOULVTIL. [ BOURE D B AR ] T Lockbox D221 )75% 5E DR AL |
Evozs B LTS,
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I7— <timestamp>: NwLogCollector PostInstall: Lockbox Status : Lockbox

Ay maintenance required: The lockbox stable value threshold requires

+— resetting. To reset the system fingerprint, select Reset Stable

i} System Value on the settings page of the Log Collector.

EE  Log Collector®LockboxMStable System Valuel {8 4 —/ILE &)t vb $ 2L BEHBYFE

A +.

23k NetWitness| :I:IO“:( 2L« Lockbox(MStable System Value0D/ \ATJ—k %)y LET . i
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I5— DecoderBM AU DIREZFAIELSSELFTHREMLET

é‘y_ .i'-J% 27 II31:4-‘-:4';_ 1[-,':-_2.:-:cle’ NwDecoder[8852]: [Decoder] [failure] The PF_RIMG

:/‘
TA—F— FXTF B L. PF_RINGFrTF+ (CentOS) ZfE AL TLT, 12.5.0.0

BB (AlmaLinux) [CEE7YTIL—F $HEFHKICEE M TREHYFELEA. £F. PF_RINGT
INMR%EDPDKIZHE ITLTHASTYTIL—F T HLELHYET .

Rk COMBEMRTDHICE LLTOFIEERTLET.

% BATFIEBIZDOLTIE. TPF RINGT /A ZAZDPDKIZ#% 179 51725 B LTS,

NW Server

nomaS(E. NW ServerMRAR £ D/var/netwitness/uax/logs/sa.loglZEERAFNFET.

TYvTIL—R % . ROWTIIHR T EINET
o BEEDOIN. JO—NILEEE TR E SN L IER X SN TOERA-
o RDAvtE—Ihsa.loglliR fxShELT=.

Syslog Configuration migration failed. Restart Jjetty service to fix
this issue

NW Server®F A—/NJLEE B ER TF (&, 12.2.xxF=(F12.3. x.xH512.5.0.0 L f§E ~DF& 1T 1=
LEBLFELT.

1. SSHTNW ServerlZiE#LET .
2. ROATKREETLET.

orchestration-cli-client --update-admin-node
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Orchestration

Orchestration Server®A% (&, NW ServerrR Ak £ D /var/log/netwitness/orchestration-
server/orchestration-server.loglZEEFRAFNFET .
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orchestration-server. logf:;x DA yt—UhEE EIhEd,

"'file' wvirtual returned False: cannot import name HASHES""

TvTIL—RIZ& B LT=FENW ServerrR Ak Tsalt minionM7v7IL—KEh. BiE g sh
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1. 7YFIU—FIZR B LzIENW ServerrRAN [ICSSHTHEfE L FT -
2. ROARUKRERTLET.

systemctl unmask salt-minion

systemctl restart salt-minion

3. JENW ServerrkRAk D7YTIL—RE#B A TLET.

12.0LL BT D/N—230N512.5.0.01Z7 YT T L—K S f-E B H—/\—( /—FR0) IZH L LY
12.5.0.007 /—FXEAV RN —)LL TH—7 R L— 309 % &, Concentrator. Log
Decoder. Log Collector. Archiver. Decoder. Appliance. Workbench. Warehouse Connector.
Broker’Z EDQA7 H—EXA BE] > KRN Ea—0 B—EX]FIIFET7IT1TELTE
RENFET . TOR R . UITA7 Y—ERIZTFVERTELGLLGYFETS .

ORI REIL. # LAV AR —=LENTF=(12.0LL B D/ A—230hi512.5.0.0127v T L—K Eh
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12.5.0.007 /—F X, 7vF7IL—K &nt=12.5.0.0% B H—/\— FRAN ICE EA—5 X+
L—2arv S TS5 & . FSANETDHE DO/ —F0/—FFEBAE TIIHRSAY—/\—&
HOEHEFFERLET.

12.5.0.007 /—KFXKRARET—k A SYTLTAH—HS R L—2a30F BRI R DAY
FEETLET.

mkdir -p /etc/netwitness/platform

touch /etc/netwitness/platform/nw-upgrade-mode

COME 8 % (F. E 5E OE K ([EE K1) ERFVTLUIE S ITOAFE T LTS,
12.5.0.007 /—K XA ET—k AL SYTLTH—HS AR L—a L= T X Davy
FEETLET.

touch /etc/netwitness/platform/nw-upgrade-mode
nw-manage --refresh-host --host-key <core-node-x-salt-minion-uuid>

systemctl restart <core-service-name>
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bz

- 74I)l/etc/salt/minionZS BB L T<core-node-x-salt-minion-uuid>&& D
[+ TSN

- nwarchiver( Archiver) . nwdecoder( Decoder) . nwlogcollector( Log Collector)
nwappliance( Appliance) . nwconcentrator( Concentrator) - nwlogdecoder( Log
Decoder) - nwbroker( Broker) - nwworkbench( Workbench) . nwwarehouseconnector
( Warehouse Connector) 2 EDIAT H—E R F<core-service-name>TA 15
ENHYET .

Reporting Enginet—E X

Reporting Engine M # 04/ 1&. Reporting EngineZ3E 1T L TLVDRAM £ D /var/1og/re
install.logZ7MIURFSINFET .

<timestamp> : Available free space in /var/netwitness/re-
server/rsa/soc/reporting-engine [ ><existing-GB ] is less than the
required space [ <required-GB> ]

Reporting Engine DR # [&. + 73 T4 RVR I AVE L=l BRLEL =

07 Av—VISR SN TOBBERER B (T8 hE TT(AVEBER M LET . TARY
SE IS AR T B % 12D TIE. TReporting Enginet& A 1R | DT Y4 XDK EXELR—
MSX G T 21D R—RDB I %5 58 L THESL,

Event Stream Analysis

iR
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IN—2312.5.0.0UL B 17y T L—K 9 5&. ESAHBBEY—/\—IFE B Snf-7—% V—
AMSDARNUSZFE I LELALYETS .

Invalid username or password at
com.rsa.netwitness.streams.base.RecordSourceSubscription.run
(RecordSourceSubscription.java:173)

COREEBRTHICIE. L TOFIEEZEITLET .
NetWitness 1—H— A2 71—RXT. XRDFIEEZETLET.

1. B(HRK) > HRY—]> Bo72Y] > Event Stream Analysis] > F—4 Y—X]
IZHBELET.
F—a V=R RILDR REShFET .
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F—aY—RADRE | 5470 MR RINET.
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Legacy Windows Log Collector
RS R ABYIM2.5.0.01C7vTTL—RK EhdE. itk DWindowsAJ ALIA—EIEFHOT14TEL
TRIRSNFT .
RE &EY—\—/—FCOTFHEOEH.

RR | 7T L—F & DRRIDETT 1Dl Legacy Windows Log Collector | %5 BB L TSN,
e

ESARST IV a—T1 71 R
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1. B(HERK) > RU—]> BoT72Y] > Event Stream Analysis] > ESAB AR | ITBEIL
EXI®
ESABABRE |/ SRR RINET .

Z\EE%)\L&T‘*’&'JZF b\bLﬂ_\‘ LT. Qlﬁﬁd)ﬁnﬂ ’5'7’&7') YILET

NETWITNESS

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES ESA RULES CUSTOM FEEDS MORE
CONTENT
A Live account is not configured. To configure Live account, click

ESA DEPLOYMENTS

AAAAAAAAAAAAAAAAA
endpointD1
ESAd1 ESA policy

SACE-DEPLOY. SACE Policy D...  esaprimary-ES...  loghybrid - Concentrator Deploye - 06/24/2024 08....

Showing 3out of 3 | 1selected

3. BABBEOHET IR—UHARTIN, ESAH—EREE ABE DRAT—EANTINET .
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5. BMBIL—IIWERNILIT DL ENHHEE(F. ROFIRERTLET .

a. (ﬁﬁi)]> ESAIL—IL] > IL—IV] BT EL. ESEIIL—ILES ATULVBESAIL—
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b. H—ERIFTIZRY. L—ILNENEIHERERLES . L—ILAFEEEI LGS S L.
/var/log/netwitness/correlation-server/correlation-server.loglZ&HBHESA

CorrelationH—ERADAY J7/ILVEHERLET .
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(E. ESAIL—ILEIED RTF—b AV DELR 1 F4705hn KXFEINXFERFILZL]IATL Iy
AR ENFELT-. mEFT/N—23ADT VT L —K | | NetWitness PlatformlEI K X F &N FE
RAILBEWAT DB FEDI—IVEEZ B LEFFA. BEDIL—ILEILS JL—ILT. KXF/)
XEFERAMBLIAT a2 H TELE DI AY F—TIOA T av R IRENTLDIE S . FD
AT—h AR EREL. FVIRVIREADICLEWTE RELESETHEIS—HMRELTT.

A4 —0OF B 2B 9§ BESA CorrelationH—/\0OE & Avt— Ol

ESA Correlationt—/\—DIS5— AV IZZ & Avt—U AR R ENBIE S (X, default-multi-
valued/ VoA —A—tnulti-valued parameter*3 F—MDEIZEEAHB=6H. FILLWVIURRLY
k. UEBA. Livear TV IL—ILhERELE B A . CORIEEIEE T5I121%. TESA# R IR0 &
FDIUFRAUE . UEBA. RSA Livea 7YY JL—ILDT=HIZ. Multi-Valued/ Y5 A—4—&Single-
Valued/\oA—AF—DA3 XF—4%BH 1 OF IEEETLET .
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2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [alert, alert id,
browserprint, cert thumbprint, checksum, checksum all, checksum dst, checksum
src, client all, content, context, context all, context dst, context src, dir_
path, dir path dst, dir path src, directory, directory all, directory dst,
directory src, email dst, email src, feed category, feed desc, feed name,

file cat, file cat dst, file cat src, filename dst, filename src, filter,
function, host all, host dst, host orig, host src, host state, ip orig, ipv6_
orig, OS, param, param dst, param src, registry key, registry value, risk,
risk info, risk suspicious, risk warning, threat category, threat desc,

threat source, user agent] are still MISSING from multi-valued

H—EOE & Ayt—2 0f|

2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [accesses, context target,
file attributes, logon type desc, packets] are still MISSING from single-
valued
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RTICEETAERERFBLEY. TJOTERAEYTEIENTEET .
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https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation

o #¥TEDEHRER DTS, NetWitnessAZa =T 14— R—42 )LD Search] HKU Create a Post]
J4—I)UF Z{E B L E 3 ( https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions) o

e NetWitness®DFL v R—X https://community.netwitness.com/t5/netwitness-knowledge-base/tkb-
p/netwitness-knowledge-base

o HARDINSTNY a—TA2T 1293 %S BLET.
o NetWitness® PlatformD T 045 fa £ B L TS0,
o SHIZKEIDELRIE S (X AREIT— HAR—F ZHEHE LA hELIESLY.

HRET— YiR—k ~ADER LVE HE

NABT— HIR—F [SEHR TEHEE L. AV E1—43—FEE TERRETHAIDLEIHYFET. UT
DIEMREIR Y TEBLSIZE L THBLTESLY,
o HfE L DNetWitness Platform® f F=F7TV)r—ao DN—230F S

o BEVDN—FIT7DEAT
BRI OXENMELIS S (X LT OFE#K L FTTERE LG hEFEEL.

NetWitnessAZI1=F4 ;F"—42JL https://community.netwitness.com
AL AZa1—T Bupport] > (Case Portal] > View My

Cases]| &' )vILET .
ZEOBBLVE HEERO https://community.netwitness.com/tS/support/ct-p/support
Sa=54 https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions
NWHE #H https://update.netwitness.com

LiveUI https://live.netwitness.com
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