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& Change Service | B 122NodeX - Decoder |  Explore &

/deviceappliance 122NodeX - Decoder

Z=122NodeX - Decoder

B 40. 122NodeX - Decoder (DECODER) storedproc

eeeeeeee

Properties for 122NodeX - Decoder (DECODER) /deviceappliance/appliance.

raidNew v Parameters controller=0 enclosure=64 scheme=decoder-metakit commit=1

Message Help
allocate RAID devices in a drive shelf
* security.oles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: 0,1}> Controller the shelf is attached to -

allsys Response Output
Jopt/MegaRAID/perccli/perccli6d /cO add v r6 drives=64:4,64:5,64:6,64:7,64:8,64:9 ra Strip=128
B users CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =0

Status = Success

Description = Add VD Succeeded.

4. raidListAv R EFERALT HILLW T/ (RA( BB THART) ERFELFS . COH A ['sdc"T

T NW UIIZPSt AL HRAF ] TDecoderRARZRIRL. FHav]> &R]1> BRI>
feviceAppliance | B R LFEF . appliance] #H VUL TIT/STAIZ7UAL .  faidList]

FERRL. BEIZIIILET.

SERVICES VEMT 50URCES

5. Po\g«1ROy7 40 CpartNewad Y R R IR L TEITL. RONGA—2—EFRALT
decodersmall/ \—7 1< 3>( decoder dir. index. metadb. sessiondb) Z4E B LET -

name=sdc service=decoder volume=decodersmall commit=1

NSZTRAYZI0L: T 14
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bz ﬂogdecoder@i%‘l%fi\ name=sdc service=logdecoder volume=logdecodersmall

commit=1AYFZEFERALET.

NETWITNESS

SERVICES

| EDecoder |

B appliance

s_vgoo-root
/dev/mapper /netwitness_vg00-nwhome

/dev/mapper /netwitness_vgo@-varlog
/dev/mapper /netwitness_vg00-usrhome

/dev/mapper /decodersmall-
/dev/mapper /decodersmall-
/dev/mapper /decodersmall-
[root@s6Core ~]#

-decoroot

Size
63G
63G
63G
63G
30G

2.7T
10G
10G

1014M
13G
10G
30G
600G
3.8T

index
sessiondb
metadb

Used Avail Use%
i [dev
1% /dev/shm

0
100K
11M
0
4.1G
516M
70M
EEL
91M
0
33M
33M
34M
34M

636G
636G
63G
63G
266G
2.77
160G
10G
924M
13G
168G
30G
600G
3.8T

Mounted on

/run
/sys/fs/cgroup
/

¢ [var/netwitness
% /var/log

/home

% /boot

% /run/user/®

% /var/netwitness/decoder

% /var/netwitness/decoder/index

/var /netwitness/decoder /sessiondb

% /var/netwitness/decoder/metadb

6. 7srvAlloc"Z{# F L TdecodersmallZDecoder—E RIZE| YL TET .

service=decoder volume=decodersmall commit=1

bz
FEFERLET-

- logdecoder®i5 & (L. service=logdecoder volume=logdecodersmall commit=13</

2B B DR SA4T 130 OhME B THBI5 A [E. decoder®R)a—LhY" decodersmall0" (7L YE
9. logdecoder®iz & [E"logdecodersmall0" TY

15
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NETWITNESS

SERVICES

 Change Senvice |
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PowerVault A L—U B 2 DR K1k

Decoder7 TS5A TV RIZR 54T 1899 % decodersmallEL TER YT 1T, R T &, Efishl=
PowerVault t DT ¥ D3E DR SATHER L EINT., LI/ vk T—EFRTFTEDRIIHYFET.

RRAN FS5OTAADHEREIE (1~ 45 OPowerVaulth' SN TS5 & [E. 1DDA8 TARY
g]‘yl“ "é;b_‘fj] HLET . 5~8E DPowerVaulth pl SN TU\DIE & (&, 2DDAR TARY FULEH
HLET .

FECOYUTIL OFUAE. S6/S6EFTSA T ADDecoderé L TAH— A L—avdh,
%E)werVault(Z?i SN TULD( =L, RFL— EL THE B SN TIELVELY) SEFRTIR ELTLVE

1.

2.

TABEFH S EEG AR L—20 0189030 DT RTDRATYIH ST 1DDAR TR 1%y
% Decodert Tdecodersmall/ \—T 4 3L THE R LET .

rH2Fo—5—]Ea—ulzng1oL. HKRR] > B—EZR]> Decoder] > FHav]>
g&R]1> EHYRTO—5—] > feviceAppliance] Z3EIR L. hppliance] ZH )L
properties] 2B R) FEALT EaidListﬂ)’é‘Eﬁ L. EEI1ZIUILT. avb0—S—FE
( Controller Number) « T490— %% & ( Enclosure Number) - 8 Fi 1 (In Use) - K547
(Drives) « 773 X( Devices) « F 54 7#( Drive Count) « ¥ X( Size) « N4 —( Vendor) (E &
THRIART)EHEL. ERELET.
ROERMDRREINFET .
In Use ‘FALSE

Devices <EMPTY>

NETWITNESS

E i S TULVBPowerVault DT A/ NT K OYT AT faidNew ] Z{# AL T(UL T D/ \5A—4—
#E L T)RAIDZE B LET . "raidList" T, AVbO—5—¢,I o0 ELET . B E1E
(&, T2 B ) —ZeEa7E = [EHybrid7R AR DS & 16 112 S Shi=-RXTyT2E R L TR
LU LR ICE RNCTT HIENTEET .

controller=1 enclosure=250 scheme=packet-expansion commit=1

17
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NETWITNESS

|

. BTORTYITHERLI=TOY) TIHARERFELET . "aidList'Z2E AL T, $_XTOTAYY T3
ARZWMFLET . COF S (&, "sdd"(HE B T/MIM4hFRR) TY

NETWITNESS

[partNew | 2 FH L TIAYY T/NLR( "sdd") T/N\—T4avEERLET
name=sdd service=decoder volume=decoder commit=1

logdecoder®ig & 1&. ROATZEZFEHALET .

name=sdd service=logdecoder volume=logdecoder commit=1

RS54 /000D R 13



ZRL— HAR

NETWITNESS

SERVICES

ice | W Decoder Explore =

B[ apphiance

Used Avail Use% Mounted on
@ 636G 0% /dev
80K  63G 1% /dev/shm
11M  63G 1% /run
0 63G 0% /sys/fs/cgroup
/dev/mapper /netwitness _vge0-root 4.1G 26G 14% /
/dev/mapper /netwitness_vg00-nwhome - 515M 2.7T 1% /var/netwitness
/dev/mapper /netwitness_vg@e-varlog 67M 160G 1% /var/log
/dev/mapper /netwitness_vg@0-usrhome 106G 33M 160G 1% [home
/dev/sdal 1014M 91M 924M 9% /boot
tmpfs 136G 0 136G 0% /run/user/0
/dev/mapper /decodersmall-decoroot 160G 33M 160G 1% /var/netwitness/decoder
/dev/mapper /decodersmall-index 306G 33M 306 1% /var/netwitness/decoder/index
/dev/mapper /decodersmall-sessiondb 600G 34M 600G % /var/netwitness/decoder/sessiondb
/dev/mapper /decodersmall-metadb 3.87 34M  3.8T % [var /netwitness/decoder /metadb
/dev/mapper /decoder - packetdb 107T 38M 107T 1 fvar /netwitness/decoder /packetdb
[root@s6Core ~]#

I'srvAlloc] Z{% A L TdecoderrR!)2a—LZEDecodert—ERIZE| YL TET
service=decoder volume=decoder commit=1
logdecoderMi5 & 1&. ROATZEHALFT

service=logdecoder volume=logdecoder commit=1

19
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Concentrator{ > T Y I AD1—R r—A

IR Concentratorf T YIRADK SAT 13991&. 1)—RX6/6ETRAR TOHYHR—kEhEzd . Thi
NDA—R—RA[F. )—XT7DConcentratori A+ TlEHR—k SN TWVERA. ¥1)—X7
Concentrator/R Ak Tl&. 78RR £ DROYE4~10AMD2412EEB T/ TVIR T—RAR—RAH(ZF
HEInTLHET,

MD1400 PowerVault CH& i St 1=1)—X6/6E Concentratorrk Ak Tl&. R D1—R —AHHHR—k
ENTLVET.

o BMDAZF— AT V9 RE B DYR—b
- BEOBEADEMERRITTHHEE

35 LIk M3.84 TBES=(F3.2 TBET=147.68 TB SSD SEDKSATZat b L—2(ZEBML T, 1>
TYIR R 21— LEE 0T ENTEFET . 10T YIR ARL—U D=—XIL. NetWitness Platform®
BAREFEEHICZEDODVTHABINET . B OAS T—DF 3L -THEY. FOATYIADIME
RENTWBIEE X A1VTYIRDREFEICEETHA e AHYET .

BEF DEATIE. EBEAENITTILELIHLEE (. SSDAVTYIRRZAT 1INWINBLET
9. packetdb( Decoder) &metadb( Concentrator) Z/E #8 95 EE L. SNLDT—IR—ADEMEEY
R—kT5=0IT. EBITAVTYVIREE R T DL EIHYFET .

1DDAR T14RY vk (38 DSSD) Zff A L1=Concentratorf > TIADYTIL A L— A

ZDtH 3 TlE. ConcentratorEL TA—S AR L—a &, 1DDPowerVault THE B sz )—
R6/6E7TSATURIZEUAT BT AR T4RYT Fub (38 DSSD) HHERL T HRTVIEHRBALET .

b
- Concentratorf > T VI ADE A L. T K2DDAZ T4RY b ZHHR—LLET . IDDAR T«
A 1N HRAIDS(3E DR SAT) EL THE L SNDDN. 2DDAR TR 18399( 68 DESA4T) HY
RAID6EL THE R SNET .

B AR TR XU ER L TLVADIE. 38 DSSDTI A, EBEICKBELATYIRMLIED
AR EB LR E THAENLIR L TIX. 38 DSSD( 1D2DA% T4RY Fwb) TlIEL. 28 DSSD
(a- AAYk4EEVSIZ, RAIDIEL THE ) DAZER UM IT52EF 11— —hNEIR T 55 5 1HYE
S 2DMAR TFART 199 %E KT 58 S X, RAAYR4~9IZTARIAE YT (T5h. 28 B DAR
FARYT 1NHE BN T 515 S (. RAAYR T~ 9T RIA YT (TN FET . ROV DFEH DL
TlE. V=R6/6EE LUV )—RTDTARYI LATILES B LTS,

Series 6( Dell R640) 7TSATURTIE A8 K547 1890 T4ROMAOYR 4, 5. 6IZB Y (50T
WET . RERSATERIZ. avkO0—5—IDETY0—CFID(EID) #45F E T4 EABYET . &
Y—R6T7TZATATIE, avb O—5—IDETIO0—XIDIF0E64TT A CNHDIDE S FHE R
FTBIZE TARTDH—/N\—ZA VA —)LEN T VDnwraidtool .pyRIUTE DRI BHFET .

1. A8 T4RY Fuk M3E DSSD%. Concentrator 7 FZ4 7V ADAAYL 4, 5. 6ISE Y 17FET . X
Ak OF M 2OV T Y )=R6/EEFUVL I=RTDTARY LAT I ES R LTS

2. raidList 7O/ AT ZFEALT. BEOIOVY THAALREEELET. NW UlIcad1oL. KR
k1 TConcentrator/RRAFZRBR L. FoLav]> &r]l> HRTO—S5—] >
aevic?gpliance] #RIRLET. hppliance] ZHVUIL. faidList] ZBIRL. EEIZE
POLFET .
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NETWITNESS

SERVICES  EVENT SOURCES

3. Concentrator7 754 7 A IZSSHTHE it 95\ iDRACEFER L Tavy—IUTEHLET .
perccliZzfE A LT, A% /300 Tk DR YA ITENTOBIR B R SAIEERLET . LTI
VRT. ROYN A~ 6MDTARIZFE AL T REavb0—5—L (R BRSATFEERSA4T 5
IL—T(DG) ZERLET

/opt/MegaRAID/perccli/perccli6ed /c0 add vd type=raid5 drives=64:4-6
strip=128

¥

-2DDAR TARY INVIEE R T AITE. ROATUREFERALETS .
/opt/MegaRAID/perccli/perccli6ed /cO0 add vd type=raid6 drives=64:4-9
strip=128

- 28 B DA TARY 1359( A DAR TARY 13901 TIZAAVR 4, 5. 6 TR F #H) ZiB
MIBICE ROAT KR EFRLET

/opt/MegaRAID/perccli/perccli6ed /cO0 add vd type=raidb drives=64:7-9

strip=128
- A8 TARY X990 3E DSSDTIFEK) 28 DSSDDHEHE A ¥ 5IZIF. R DA ZE

LE9 . /opt/MegaRAID/perccli/perccli6d /c0 add vd type=raidl drives=64:4-5
strip=128

[root@s6CoreConc ~]# fopt/MegaRAID/perccli/perccli64 /cO® add vd type=raid5 drives=64:4-6 strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021
Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller = 0
Status = Success
Description = Add VD Succeeded.

4. raidListAv R ZERAL T HILLW T/ M RX(BER TRFARR)ZHFELEFT. COHE . "sde"
T3 . Nw ulzay4oL. AR ] TConcentratori AR EEIRL. FPHav]> &xR]1> L
HZXFO0—5—] > HeviceAppliance] ZRIRLET . hppliance] ZH VJYIL . rhaidList] ZE R
L. BEIZIIILET.

RS54 /000D R 22
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METWITNESS

...........

5. LT O\SA—A—% 4 E L TpartNewaRUR ZRTL. BIDRTYVI TR LI-TAVY T/AAR
(sde) LIS FHLWAUTYIR IS—T4L a3V FERLET S

name=sde service=concentrator volume=index commit=1

(=

G appliance

Concentrator 7 7547 Rl&. A3 T4RY Fyb %8B M3 501123 TIZPowerVault THE l S TLY
F9("index"R)a—LAME B SN Power Vaultt D DRa—LEELITE R INET) . BIDR
TV TYE B LT=5T LU V'index"7RY) 12— LD4 Hil [X"index0"TY .

stvAlloc 707 5T 4% % A L TH LUvindex7RY1—L(index0) & UL T O/NSA—2—%F AL T
Concentrator—E X[ZE| Y& TET .

service=concentrator volume=index0 commit=1
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NETWITNESS

[root@Concentrator ~]# df -hP

Filesystem

devtmpfs

tmpfs

tmpfs

tmpfs

J/dev/mapper /netwitness_vge-
/dev/sdal

/dev /mapper /netwitness_vg@e-
/dev /mapper /netwitness_vgoo-
J/dev/mapper /netwitness_vg@e-
tmpfs

root

nwhome

usrhome

varleog

/dev /mapper/concentrator-root
/dev /mapper/concentrator-sessiondb
/dev/mapper /concentrator-metadb

/dev /mapper/index-index
/dev/mapper [index®-1index
[root@Concentrator ~]# I

size
63G
63G
63G
63G
30G
1014M
2.7T
160G
160G
13G
30G
7.5T
68T
7.0T
7.07

Used Avail Use% Mounted on
Jdev fshm

[sys/fs/cgroup

/

/boot

/var /netwitness

[home

fvar/log

Jrunfuser/@

Jvar [netwitness/concentrator

Jvar /netwitness/concentrator/sessiondb

Jvar fnetwitness/concentrator /metadb

/var /netwitness/concentrator/index
1% /var/netwitne concentrator/index®

SEDX} it Al BE K ST DX )71DE 1t

21)—X6E( PERC H740 Mini. PERC H750. PERC H84074 F2—) F1=I&)—X77K&X (PERC

H965i. PERC H965¢ 7274 —) TSEDX i K 547 JI—T DX )T4%H MITTBICIE. T21)—
R6EFEIFV)—XT7RAF ChREE L ZE T H1E5 B LTS,

NZTEAYZI0L: 1o
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ZRL— HAR

R RAL—CFFOTF AL—D D#E i

ZOtH a3 TR ROZATDaA R—xob RANBIZ, BB ANL—2FEE959F ANL—2%
k7Y ITBAE EEHBALES.

e Decoder. Log Decoder. Concentrator. Archiver

e NW Server. ESA Primary. ESA Secondary. Malware Analysis

* Log Collector
¢ Endpoint Log Hybrid

« 3B 0 MEndpoint Log Hybrid/\—7 43>
e UEBA

Decoder. Log Decoder. Concentrator. Archiver

Decoder. Log Decoder. Concentrator Archiver®{x 28 NetWitnessiR Rk Ffz[EV T NetWitnessiR R
MZIE OV REL—VF K T AL EHIHYFET . BlYE TONANL—D B TRTORNL—
CEHEBLLTNAIEEER LTI EFRRICE B ELGRAN—Y Ra—LAERENT
WAB(TREL—UFE 4 O i B A7 NetWitness Platform Ak L—2 Ra—L &S B) J&&. LT &5
LTSN,

o M1pEE2D0MT OV T34 AMDecoder A [THE L SN TWAZE( AF Ra—LA, yiar R
Ja—Ls. 7379k 7R)a—L) .

o DI ER2DDT OV T3 XhConcentrator A 1T/ B SN TLBIE( AT VIR R a—LEAR
R)a—L) .

o FEINZIMBL—tDR/NOPSETOVY TINARDHEEISH 29 ZEMNTEEIL.
RATAVYT TSIk TA—LDRATATFIBIZHE T, B|YY THNI=AS L—FNetWitnessTR AR (2
EHRLET.

* VMware vSpherea> —JU VMIZTARY%IE )

 Hyper-V :XFx—2v— a2 —)U VMIZTARY%B )

o Azure ‘BB R TARVEZRBE AV RFVAITE M

o AWS R AU RAVRIZEBSA L—U%3E N

o Google Cloud Platform( GCP) R AV RAVRIZZANL—%E M

A L—U MR BB ARRS (THE SN i, TREST APIZEE A LI L—C DAL | DI 2R3 73—
Tavav, R)a—LY T HEAR)1—LIZTTOV THNARERYE THITEAFT .

NW Server. ESA Primary. ESA Secondary. Malware Analysis

/var/netwitness//N\—T4 3 R T A=OITHN AR 21— LEEHELET .
1sblk&EETLTYEAR)2—LBEEWBL. L TOITREETLES.
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l.pvcreate <pv_name>(pv_nameld. /dev/sdcli &)
2.vgextend netwitness vg00 /dev/sdc
3. lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome

4.xfs growfs /dev/netwitness vg00/nwhome

NetWitness Tl RON—T4LavEHBREZHRELTUOET . =1L, ThoDE (X, B EB HIZE DL
TEETEET.

LVM IV Javy AkL—2

/dev/netwitness vg00/nwhome  /var/netwitness/ 99K T ( 45 0)7:I:I‘y7 ARL—T D
L TYT(RARL—D) DFRES B LTK
&0y,

Log Collector

/var/netwitness//N—T4LAVEIR IR TADITH TR a—LEEHKLET.
1sblkERTLTYWEAR1—LBEMBFL. ROATIERTLET .

l.pvcreate <pv_name>( pv_name [£dev/sdc. 7:!?&)

2.vgextend netwitness vg00 /dev/sdc

3.1lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome

4.xfs growfs /dev/netwitness vg00/nwhome

NetWitness Tl R DIN—TF4Lav ERBZHERELTUOET . =1L, ThoDfE . R 7F B HIZE DL
TEEBETEET.

LVM THIVE Jayy AkL—2

/dev/netwitness /var/netwitness/ 75K FTONAFDT OV A L—2 Dk 7vF( X+
vg00/nwhome L—2) DR ES B LTS,

Endpoint Log Hybrid

DBELGE T TR HARIE, TR BRIk TRAEYET . BT 018 HY0OT( R4 A
2 OIEBEEALT, BALRNL—SBBHTARY YAXEH B TEET . 1-£x14. 308
5 OF—SERFTHICE. LT 018 HEYOTRE A B OBE0TRELES .

ROK &, 1E DI ZAFH2DTARIEREERLTOET . TIL XY DTARAE A E OfE
[F AT DAV H IR TEFT

o J7AIVER 11,100
o TOtREL (100

o DLL# 500
o FSA/\—% 1150

WEAFL—FE 959K AFL— OE R 26



AL— AHAR

o H—ER% 500
o AROEL 100

Endpoint Log Hybrid( 50KE#l T— b D)L RV HI-YDTARAOE R &)

Log Decoder 220 GB 12 GB 5GB 237 GB

Concentrator 230 GB NA 5GB 6 GB 241 GB

MongoDB NA NA NA NA 35 GB( R DIIL R¥xv)
30 GB( # #t DRAFvY2 D
s

RORIE. TE2%ESVXTTH-0D18 H=YDTAAVFEAREEZRLTVWVET . T—VbTE
DIE HYDE T SYXL T AR #11529,000TT .

Endpoint Log Hybrid( 50K& #l T—> 1k HhR Rb 7—OR RIEBEL DR SvF2 T

T—73)
Log Decoder 1500 GB 140 GB 46 GB 1,686 GB
Concentrator 1600 GB NA 46 GB 30 GB 1,676 GB
MongoDB NA NA NA NA §5) GB(®m ¥ D7)l RA¥x+v
g
1.5 GB( 1EE'JT\T—’5¢0)1 B®
=YD fn5)

RDORE. T—E3E 50X TF5=0D18 HI-YDTAROEREFRLTVWET . T—2IvbTE
D18 HEYDE FHRSVF T ARV $1(533,000TF .

Endpoint Log Hybrid( 50K&¥#l T— 10 $ik 3R Rvk 7—U0 R 1L HYDE SvF 5

™)

Log Decoder 1800 GB 152 GB 55 GB 2007 GB

Concentrator 1900 GB  NA 55 GB 36 GB 1991 GB

MongoDB NA NA NA NA §5) GB(®m ¥ D7) A+
b

1.5 GB(:EEi T—2D18 &
=YDiE hn5)

R DR |F. Insights T—UxVb DB HEYDTARAVFEREZEZRLTNEY . I—Cx 0 TEDIEH
=YDEEHSux S T2, 10,8002, & B IE DIIL RXvo 2 ZEMAT-8 T .
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Endpoint Log Hybrid( i 3& vk 7—/ 7] ] 1t HYD50K |nsights:|:—~“':-_>|~)

Log Decoder 500 GB 52 GB 18 GB 570 GB

Concentrator 600 GB NA 18 GB 13 GB 631 GB

MongoDB NA NA NA NA 35 GB( R A DIIL R¥+>)
30 GB( & #t DAFvTED
5

R DF 1. #EE (ZE DUV=Endpoint T—U ok DA XZREEFZRLET -

Endpoint® T —2DRAFY &L TUFX YT DH % K 50K DEndpoint T— =k D&

7H

WindowsH ~ IT—Ux2b ANBDWindowsBJ DFH . 15 R K20KDI— b ¢

JDFH HIV20KDA RS D Hybrid THR—F & o 1§ HF=Y20KDOY AR 4 B
hé&n_.\ L—Cb‘i'a—o Lzas-é—o

TPAUR  I—CIvb SOOI IURE D 17 H RR20KOT Tk !
EDH 1=U20KDA XUk AHybrid THAR—b SN o 18 H=Y20KDAY ARV ZE B

HERELTVET LET.
Endpoints  IT—Ix b TEDIR HIZYDA R RA(H) 1SKOT—I ok ¢
‘,’]‘fmd"ws':' « (WindowsE4/ D5 &) 1DDI— o (#9) I5KOWindowsE4 A AU+ %
IV HSB R IARURAEES ERLET
nFEd .
BV

o (ARVEDEZYRIITDIFE) 1D .. -

ASE{E ShES ERLEFT

o 17 H1=Y20KDA Rk HHybrid T
YR—hShFET

F M I—Ur b ROLSIC
FEINFET

1# &Y DHybridA Xk /
(1T— >k MWindows A4
Endpoint Server+ 1 T—> b Dk
Swx Y ARk Endpoint Server)
{5 220,000 /( 1.0 + 0.4)
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5% BA I—2 b Ff=[FEndpoint Server

Endpoint. I—2xobTEDIR HI-YDARY RRX($) 10KOI— ok

IS k- . (#2) 10KOWindowsO5 ARk %
Hl‘% e (WindowsAJ DIF &) 1 DNDI— SR LET
STk DB D AR AR S *
nFEy BELU
o (ARVEDRSVELTDEBE) 1D e (%9) 10K®EndpointI—9I>F T—
DI~k HDE 044Uk SEERLET

MEESINFET BEG

« (F7NVREDIHE) 1D20DT— . (#9) 10KDI—STok T4
SIURBDE D 1 DDAAUR AR (_rjﬁ_)% i AR
EEhzxy

o 17 #72Y20,000014 Xk AHybrid
THR—bShFET

I o MI—U R IE RDKIIZ
FFEINFET.

17 1Y DHybridA Nk /
(1T—2 x>k MWindowsA4
Endpoint Server+ 1 T— 1k DR
Svx 4 ARk Endpoint Server +
T7AIVIRE)

{5 20,000 /(1.0 + 1.0 + 0.4)

TP 2 AT LD iR

Endpoint Server®i5 & [&. /var/netwitness//\—T4 a3 &L R T 5=OIN E TAROEHE KL
F9 . nwhomeELVDI Y T4V I RDAT WS BB TARVEVERLLET S

RORATYIEEITLET .

I FLWTARYEB I LIz EERE R L TZE0, 3 M 12D T, [NetWitness Platform{x 28 7R R
b AVRE—=IL HARIDN2RI1 FLWTARIDE M 125 B LTS NetWitnessDE
IN=D30DE F2 A R=DITEEL . B Dk 5T IV 2—T 427 Df=5HDNetWitness
PlatformDE& MK R DITET .

2.1sb1kZEEITL. PEAR)1—LBZMELET.

3.pvcreate <pv name>(pv_nameld/dev/sdciE &)

4.vgextend netwitness vg00 /dev/sdc

S5.1lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome

6.xfs growfs /dev/mapper/netwitness vg00-nwhome

NetWitness Tl Endpoint Serverfl D/ A\—T4 3 EH R LTWVET(REFBHICE DWVTEE TE
F9) -
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kL= AR

/dev/netwitness vg00/nwhome /var/netwitness/

Mongo DBMI5 & [X. /var/netwitness/mongo/ \—T4 3%k ik §51=DIZH 8 T4 RO% & #i
LET . nwhome LN H T4 RDF WA TARVEERLET .

ZX DARTYIEEITLETS.

C FHLOWTAROZEM U2 EEHE R LTS, MO0 T, [RB AR 1R —IL A
RKIDT2ZA91 FrLWWTARIDEB N 1S BB LTSN, NethnessO)é IN—230DR Fa Ay
~ ]j_&—:)l:@ L. BEDOLST IV a—T 42T D= DNetWitness PlatformDE HAK =R DlF
ES

2.1sb1kEEITL. PEAR)21—LBEZRELET.

3.pvcreate <pv_ name>( PV# [F/dev/sdc1iE &)

4 vgextend hybrid /dev/sdcl

5.1vresize --resizefs --extents +100%FREE /dev/hybrid-vlmng

6.xfs growfs /dev/mapper/hybrid-vlmng

NetWitness Tl&. Mongo DB D/ A—T4L 3V ZHR L TWFET(REBRITE DVWTEE TEFE
9) . var/netwitness| Z# 22 Sh 35 /N Y4 X1E500 GBTY .

/dev/hybrid-vlmng /var/netwitness/mongo

3B i MEndpoint Log Hybrid/S—7¢ 3>

b/ a7_0))/ \°—;—4~>a>li\ R)a—L JIL—T TURRAU EIZHY. BE— DRAID 0FPLAAZHEILE

/var/netwitness/mongo hybrid-mongo Endpoint
/var/netwitness/concentrator concentrator-concroot Endpoint
/var/netwitness/concentrator/index ~ hybrid-concinde Endpoint
/var/netwitness/logdecoder hybrid-ldecroot Endpoint

1sblkZETLTYEARJ2—LBZIMEL. ROOATUREETLET.
1. pvcreate /dev/md0

. vgcreate -s 32 endpoint /dev/md0
. lvcreate -L <disk size> -n <lvm name> endpoint

2

3

4. mkfs.xfs /dev/ endpoint /<lvm name>

5. LEODTRTOLVMIZDOWNT., LEDRTYIEREYRLET .
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AL— AHAR

NetWitness Tl& R D/ S—T4 a3 FH R LTWVET . 1L, ThoDE (X REBHHIZEDONTE
B TEET,

LVM %4 Jayy AL—

/dev/netwitness_vg00/nwhome /var/netwitness/ 929K TrnAEDnT
AvY Ak L—L Dtk
FyI R L—) DFE
S B LTS,

/dev/endpoint/hybridmongo /var/netwitness/mongo 959K Tana5nT
AyY Ak L—L Dtk
TII(AL—2) DF
S B LTSN,

/dev/endpoint/concentratorconcroot  /var/netwitness/concentrator 959K TanA5nT
Ay AL— Dtvk
TYI(RRL—D) DFE
S B LTS,

/dev/endpoint/hybridconcinde /var/netwitness/concentrator/index 259K TANAZDT
avy AkL— 0Otvk
TII(AL—2) DF
S R L T,

/dev/endpoint/hybridldecroot /var/netwitness/logdecoder 929K TanA(EDnT
AvY Ak L—L Dtk
FuH R L—) D
S B LTS,

UEBA

RDFIETIE. N ERTARIZEER L. /var/netwitness//N\—T4>3 %4k EE\LE?'O b€ il oA
7_;»%7(7 45‘74;%_Z&L'anhome’éﬁﬁﬁ TEAILENIHYET . COFIEIX. 2 TBTARIZEMTSA
EZERLTLD o

E i/var/netwitnessld. CORY1—LIZE B TS0 — D/\—T423>TY .

1. MEBAR)2—LEET—ERTLET.
1sblk(dev/mapper/sdchi &)

2. /var/netwitness//N\—T4La &R LET .

pvcreate <pv_name>where pv_name is dev/mapper/sdc

vgextend netwitness vg00 /dev/mapper/sdc
lvresize --resizefs --extents +100%FREE /dev/mapper/netwitness vg00/nwhome
xfs growfs /dev/mapper/netwitness vg0O-nwhome

D/ \—T 43 3(E. UEBAMNetWitnessHff 22 /\—T> 3> TY . ChilE. FREBH#HICEDOWVTE R
TEEY.
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kL= HAE

REST APIZfE Al LI=Xk L— D R

FTRTDANL—4E AR VB (CREST APIZ{E FH TEF9 . REST APIOE A A& (2O TIE. T
RESTful API1—H HAK 1ZS B LTS, NetWitnessDE /\—2 30 DR oAtk [ R—D(2FE
L. BB DOSTILY a—T129 D= DNetWitness PlatformDE HARER DI+FET .

REST APIRF L—HE R a< VR

UTOURNZHDEATURIZIE. ZOMEELFE B A ZZFRBEAITEINILVIHEAAEFNTOET .
RESTAUA—DIAREFERALTLRIE S (X FOYTADY AZa—Tav R #RIRTHE AT T
FRNMEK R ENFTY . REST APLIRN L—U# a2k OB ITDLVTIE, TF R D 15K SATDACH
ALV B DY FIAB 175 BB LTSN,

HEEH IN-RAIDRY21—LAOITUR

e raidlist :CORAMIZEE TARAIDOV, O—S— LB EEHF I I/O—2va— B R LET.
e raidNew : BEEEHiIh-I /90— vF7090 TINMRIZE|IYH TET .

Tayy TIMRERL—UELTEIVE TH=00aTUR

e devlist 7RAM EDFEAAEELZTOVY TINIRE—BERRLET.

e partNew :TAYY TN AL TIN—T42a EBYLE T, RYa—L FIL—TE#ERLET
o vgs Ra—L TI—TELTDTOYY TINMMRDEBEFEZDEHNERILET .
ARL—CFY—ERITEIYE THHDaTUF

e srvList TRAM EDHY—ERE, TNLIZEIYE TONIZANL—Y NRE—BERRLET.
e srvAlloc Ra—L FI—TE#H—ERIZEI VY TFET

o srviree R )a—L TIL—TEH—EXNSHEIBKRLET .

e multipath-IT :SANT/ A RDMERE SN TLEHNESIHEHERLET .

FTRTDFLVDAFL—CZRH L TR $50IC—EREB MR 3537 UF

 reconfig FILLWAL—U DB 1T, BE Doz —ERBLVT—ER—ZT. HLULR
FL—C%HE L ERALET.
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AL— AHAR

ARL—CBR AR

B2 AR L—U%RAR SRR L . REST APIRR L—U# BORUR IZ7 € RT 5.

BR2 (EHAFE)BEIZIS CTRAIDEE KT 5.

BRY3 IN—T4330, RUa—LTI—T . HEBR)1—LIZTOV TINAREEIYE TS,
BRH4 RYa—L T IL—TENetWitnessH—E RIZE| Y H TS,

AR5 FHILWARL—UZFEH L BY IR T5KITH—ERETAHAN—REBE KT 5.

BZH1 RARL—UFRAR CE#H L. REST APIRNL—C# B OV RIC7ot
293

RDATYITEEITLT. A EBRNL—2 TN RAZERANZHE#H L. REST APIZA LT A ol RE %%
ANL—# R aTURIZPOALET .

1. A= %S L. CORRN CER TEAELSICLET

o PVRMNL—UFES T BICTIE. PowerVault (Dell MD1400) 429k 77 714K &L UPowerVault
(Dell MD2412) 2k 77 AR &5 B L TS0

o Y—RN—TFTA—DAFL—C DB E X TRAFL—CZ 4 IR QYR ZHER)a—LE— BT D
FIIRAIDT IN—TEERLET -

2. REST APIRN L— AU RIZ7ORART B A E (R D2HYET . T30 —. F=Fa—F 14—
T/ RAD B—ER] > EHRTO—5—]E1—T.

Ed_IREST APIZ7OEALE=# (X, 7ORRIFEH LA ZICEZR L T IBH3RATYIIERIC
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kL= HAE

o IIVHTTIERT DA EHIF RDESYTT .

a. ITUYERE. R—L50106%4 DFRAL DIPFRLREIEELET .
R OBl [EDecoder TY HY. REST APIZ{FE AL CTRNL—C % E R T 5H0DHHRAN /v —F
D7 TlE. R—k50106%F A 420 EHHYET .
https://<decoder-ip-address>:50106

b. adminFHOUE DRI EHREZFRALTOTIULET.
LL T MREST APIA=—a—hA KR RahFT.

%)
s (")
s (%)
)

(*)
()
s ()
c. FIPATURDMEIZHD (*)ZD' )YILTRESTAYUR Ik ITF7I2ALET .
HHARESTA=a—®DTF IZ [applianceDT T4 FAT7OTDR REINFET. B H(F-Z

TR =aTIL AWS) 12530 TlE, REST APINNT /NS RITEE TESHIATUR . FD
FERAE. FTO/INGA—ZIZDWNTHRBELTLET .

lappliance
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ZRL— HAR

o A—H AUE—TIARTTIERTDHH & T ROEBYTY .
a. NetWitness;‘::L—’G%( EE)> B—EXR]ITBELET.
b. H—EX( Concentrator’i &) Z:EIRLET .

o WEC (79230 T &’R]> DHVRTO—-SIEBIRLET.
d. deviceappliance/appliancelZ#&1L. Un/$Fs]&xaE 2)voLTHBY)VILET .
8 & deviceappliance
= ) appliance
[ config Properties

IhT. DT 584700hng AL—2 o RIZ7 2R TEET .
3. UTFITEAFET
o 2272 PowerVaultE¥f=[ZDACH IZRAIDZHE B T 50 B hH D5 H -
o HZ73 RAIDZHERK THLEIGL ITITTOVY TAREFERATELS S

B2 ( % 1 F) PowerVaultE£ L UDACF MRAIDE Bk

NetWitness Platform/\—R Dz 7(&. B i SNTSASF SATERAL—DIERALET s SHBHD
RSATFISASTIUHO—C RN BINTNET . SASTIO—Uvld, SASTRARS /R PHATR(ZHE
e t=—J )JUZL>TNetWitness/—F TRt SN F-FSA4T DL )T TT,

SASTI /00— xld, "DAC( EEEH B =) . "JBOD"(Jumbo Box of Disks) -+ "Dell PowerVault"7%
EDR| 4 THH LN TLET .

NetWitness Platform(Z. Dell PERC SAS7RRL /3R 7HT4%{$ B LE 9 . NetWitness PlatformT /7 \ A
RIZIE, BE . 2DDSASTRRE AR FHATAWE ENTVET . 1D1&. NetWitness/ —F DN EB (25
aAvkO—5— KSATELTE RSN, 5120, SASTUIO0—C v HEHSNE=RSATEFI #T5
EOIERINEST. RV O0—"5—BXUVR 4T, /—F OB ERF ITHER INETH. 4458
SASTIHO—C v ENFFA. raidlistBEUPraidNewIYUREREITL T, S EBSAST Y
A= a4 EL. BRLET

INBOATUR [ ROSASTUIO—T v AL TTHEBELET .
¢ EMCESAS 15K 547 T290—Y v

¢ EMC ESAS 60F 547 T>90—2 v

e Dell PowerVault 12K547 T>90—+

 Dell PowerVault 8 547 T>/O0—T+

E EMC 60k 547 Too0—Cvld, 420M8 Bl D158 547 HTToo0—2vel Tin B B 1SR
i é%gzt\ig; _;:irua(i\ ISR 547 TVOR—CXhUDBEE THDODIIICEEL . EhENnZ(E
Al [ZHE B T :
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raidlistBEPraidNewIYUR I VO0— 2 K TEIELET . raidiistZETLTIYO0—

CYEHRTELET . raidNewE E T LT, NetWitness Platform/—F N TE R ISR EIN-E B D1D

FETTAESINIOIA—Sv—FE R LET.

AR L—FRARMZESE L. REST APIRRL— avURIZ7OEALIZEZIC. R EITG LT, RDX

FTYIEEITLTRAIDEERLET.

l. raidListAVVRZEEFTLT. VRATAIEHEIN TS M O—S—¢T 90— 5% ELE
ERR

ROF TlIE, avkO—5—11270vY9 TNNAANR RTENFFA. Chid. PLIHAE B IhTLY

HWIEHFRLTLNVET .

Properties for /appliance
raidList v Parameters: Send

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller 8, Enclosure 32
Vendor: DP
Model: BP13G+EXP
In Use: true
Drives: 931.511 GB x 2
1.818 TB x 2
Devices: sda
sdb

Controller 1, Enclosure 82
Vendor: DELL
Model: MD14ee
In Use: false
Drives: 10.691 TB x 12
Devices:

Controller 1, Enclosure 13
Vendor: DELL
Model: MD14ee
In Use: false
Drives: 10.691 TB x 12
Devices:

2. IHO—U%DRAIDLA 7o AF—LERIRLET .
R D& T (L PVEHR—F R KA DIVEL T DAL TT .

SE%E NW- Dell Storage MD1400 12 x 12 TB  Decoder. LogDecoder. Archiver. Log

PV-A  NL-SAS SED Hybrid. Network Hybrid. Endpoint Log
Hybrid
=% E NW-  Dell Storage MD 1400 8 x 12TB ~ Decoder. LogDecoder. Archiver. Log
PV-B  NL-SAS SED Hybrid. Network Hybrid. Endpoint Log
Hybrid
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[=SWAY NW- Dell Storage MD 1400 6 x 12TB Concentrator
7+—~< PV-C NL-SAS SED. 2 x 3.8TB SSD

DA SED

=SV NW- Dell Storage MD 1400 9 x 12TB Concentrator
74—~ PV-D  NL-SAS SED. 3 x 3.8TB SSD

AR SED

Py
®

Rt iln}

RO & YR—

192TB(NW-PV-A-N)

128TV(NW-PV-B-N)

103TB (NW-PV-C-N)

155TB (NW-PV-D-N)

S7-PV-HD-192

S7-PV-HD-1928 £ US7-PE-
CON-SDF-3%F7=[%S7-PV-HD-
1928 & U'S7-PE-CON-SDF-7

Dell Storage MD1400 12
x 16 TB NL-SAS SED

Dell Storage MD 1400 8 x
16TB NL-SAS SED

Dell Storage MD 1400 6 x
16TB NL-SAS SED. 2 x
3.8TB SSD SED

Dell Storage MD 1400 9 x
16TB NL-SAS SED. 3 x
3.8TB SSD SED

Dell Ak L—MD2412
12 x 16 TB SAS SED

Dell Rk L—MD2412
12 x 16 TB SAS SED 12
LL E DSSDR AT 71899

FENBEYE TREF—LERLET

Decoder. LogDecoder.
Archiver. Log Hybrid.
Network Hybrid. Endpoint
Log Hybrid

Decoder. LogDecoder.
Archiver. Log Hybrid.
Network Hybrid. Endpoint
Log Hybrid

avtUkL—43

artEkL—4

Decoder. LogDecoder-
Archiver. Log Hybrid.
Network Hybrid. Endpoint
Log Hybrid

artkL—4

pe N

- B B DPowerVaultRk L— kLA %{E ATz )—R6FET=IE1)—X7LLBE DNetwork Decoder ©
(&, & ¥ DI B— vIZdecoder-hotspare RAIDRAF—LZ . ZHLLE DI O— vlIpacket-
expansion RAIDA¥—LZFEALET .

37
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kL= AR

AEx—L

decoder-hotspare

logdecoder-hotspare

archiver

network-hybrid

log-hybrid

E log-hybrid RF—LAIZ.
Endpoint Log Hybrid7RA~ FH D
PowerVaultZ 48 i 9 51=0IZH (E
RIn%xd.

Concentrator

packet-expansion

decoder-metakit

logdecoder-metakit

concentrator-metakit

WEBES

147

8E . 1258 .
F=1X158 0
HDD

g 12
F=X158D
HDD

8E . 128 .
F=1X158 0
HDD

8E. 125 .
F=X158 D
HDD

8E . 128 .
F=1F158 0
HDD

2ELE®
SSD. 4& LA
1+ ®HDD

8E . 1258 .
F=X158D
HDD

1AZF9b (3
HDD) Ff=I&
2439k (6
HDD)

1Ak (3
HDD) Ff=I&
AL (6
HDD)

1 AR (3
SDD) Ff=I&2
AEEXuk (6
SDD)

RAID 1028 Ok 54 Jlddecodersmall . 1
B Dk 54 T%hotspare&L . RAID 5D5% YD
FRTDORF F414TEdecoder B

decoder-hotspare#& Ak £

RAID 63 RXTDHK 54 T hlarchiverxr=(F
decoderT—4#~R—X 7R1)a—L

RAID 5M3E& DK SAT(EA%45 5 . RAID 5
DFEYDFTARTHR 54T ds v Hi 5

RAID 5DF 547 D (LA ZHL 5k . RAID
SOR 547 DF B3/ V- 1k 3k

RAID 1&E1=IERAID 5OFT ANTDHSSDEA
TR, RAID 6MF RXTOHDD% A%

RAID 63 RTHK 54T hidecoderrR!)1—
LA T, decodersmalllZIZF SA4TAE| YL T
SN TULVELY

RAID 503 & DK 547, FI=IFRAID 606
B ORSATHAFH

RAID 5M3& DK 547, £f=IERAID 606
BDORSATHA2A

RAID 5036 DR 547, £IzIFRAID 606
B DESATAATIIRR . 28 SATHE &
D15 & 1. RAID 1028 DR SATHA Ty
7XFH o
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AE¥—L

decoderEf=Idlogdecoder 8L . 1248, RAID 5MD3& DK 54 JlddecodersmallEr=

: F7-(%158 ® [Flogdecodersmall. 5% YIEE TRAID 5
X decoderis kUlogdecoderR¥F—| {pp -

LI IE HE 4 LAY decoder-
hotspared3 & Ulogdecoder-hotspare

MERASNFELL.

3. avhkO—5., I90—2% AEX—LEEFE L5, raidNewaY R EE T L TRAIDR2—LF
ERLET. LTFIHZERLET.

send /appliance raidNew controller=1 enclosure=82 scheme=decoder-hotspare

preferSecure=false
commit=1/\TA—FZEBMLT. CORELERICETLET . raidListATUREETLT,
ERLI-DO0Y) TIN(RE—BERRLET.

4. (FFL3)SED(BE BB ILRSAD) R LET . raidNewaIUFHAB BB S LRS54 T7%
BHL. EX21)74 DO OSSR ESNTULNVEE S raidNewaYUR & EX2T7HT
LAEERLESELET . Vb O—SITEFa)T0 F—4RE T BICE. raidkeyATURERT
LET. UTFIHZERLET.

send /appliance raidKey controller=1 key=myPasssphrase keyId=1l

o EXAUTA F—DERESINIOVFO—TSITHERTINIYE T/NA R LIZ, X774 (DFY.
fE Bt Sfz) PLAEE R T AICIE. raidNew®DfE B [CpreferSecure=trueZiE E LE
ERD

o EXAUTA F—DFRESNIOUFO—TSITHEHTINIME T/NA X L2, £Fa7THULN DF
Y. BB L SN TULVELY) PLAZE BT BICIK. raidNew®DfE Fi B [CpreferSecure=false®
BELEYT.

5. RAIDARYa—LZEF R L=, 12293 y\—Fqa0 . R)a—LT ) —7 HER)2—LlZT 0y
O TFINAZEZ| YL THIFEELET .

BRY3 IS\—T13a0 Ra—LTIN—T . REBAR)a—LIZTOV) TINMARE
BYL TS

partNewI YK T. NetWitness PlatformTfE Fl TR L—L TINARZEBLET . RDERIH
ETINFT.

o TV TINAREIIIN—T123y T—TIVEER T 5.

¢ LinuxhJa—L IR—Sv—DYWE TINAR IN—T12aVEERT 5.

MBTIAREE LR 2—L FI—TEERTS.

RUa—L TI—T ISR EBR)1—LEER TS

& 5 B AR 21— LIXFST7MIV S RTLEE R T 5.
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kL= HAE

o BiMEAR)1—LD/etc/fstabIVb)—ZHERTS.

o RMBARY)1—LETIULET,

IN—T4230, R)a—LTI—T ., HEBARY1—LIZTOYT TN RZEN YL THIZIE. RORTYTE

ETLET.

1. devlistaAYURZEERITLT. XRERDOITOVT TINARZR DITET . XOFI L. deviistaAT
KDOH AZERLTLET,

Output (or command manual help)

sda: vendor=DELL model="PERC H730P Mini" size="931 GB" used=1
sdb: vendor=DELL model="PERC H730P Mini" size="1.81 TB" used=1
sdc: vendor=DELL model="PERC H830 Adp" size="21.38 TB" used=1
sdd: vendor=DELL model="PERC H830 Adp" size="85.53 TB" used=1

F-. ANL—V TEASINDY—ERDA R EE E T2 EHLHYET . F=&X (X, Network
Decoder—E AM15 & [Ldecoder. Concentrator—E AMiZ & [Lconcentratorzig € LET . R
-Ié_l—-l-\ BATHIEE TAHELTEFT . TIHIISORYa—L BATL F. H—ERL LRILCT

=3 ZdevlistJV‘JF%_’—% LT, a——(ZH DY FTUVWTILFNRRDERINE L —E R TS
hfb\éﬁ‘gab\éﬁﬁ (517 L,ij-

2. multipath TIAVYURZEEITLT. SANT /A RDMEM SN TSI LR LFET . L TITRT
0)li SANT/ \4’74/3\?% ‘m é’hfl’\éiﬁ & OflTY .

17 DGC , VRAID

n_attached hw _handler' hwhandler='

s VRAID

ached_hw_handler® hwhandler="

: l:;'l.l;l:h

E J0vy T/8ALRIE. mpatha. mpathb’E &, A—H—ZH HYOTNE FI THER T4 E LD
YFEY .

3. partNewdYURZEETLT. /1\—T4a>av. RUa—LYIW—T . HEBRJ2—LIZTOYY T/INMMR
#E|YL TET .
TI4ILk TlE. partNewIAYUR [CEOTIFE BINFLA. AXUF X FHFIIVR LG E (X
TENBTILIVIRTEINET . ERICATAIZEEZEZMZB(2E. commit=true/\oA—
A—HaTURIEMLET.
=2 X, sddT/\ A REsde T/ N\ A% Decoder| ZE| Y& TAIZIEX. ROATKREEFTLET.

send /appliance partNew name=sdc service=decoder volume=decodersmall

commit=true
send /appliance partNew name=sdd service=decoder volume=decoder commit=true
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& decoderBLUconcentrator—E AN & L. 45 E DIE F TAFL— RYa—LZEE
MY A2BEIHYES .

- decoder(Z[&. decodersmall’R!)1—/LbdecoderiR') 21— LhNHYFET . decodersmallrR!)1—Ls
ZE B LT=%& [Zdecoder R J2a—LZEE R LET . ZALIE. decodersmalllZ[E.
/var/netwitness/decoder|ZRIUN ENTINRIE DT7A IV AT LDVE ENATHTT .

- concentrator|Z[X. concentrator’R')1—/L&index7R!)1—LDBHYET . concentratorsR')J1—L
ZUERLLT=1& [Tindex Ra—LZMERLET . 2OLAENE IT—DFELEL, RDAVE—UHEK
RENFEY.

Failed to process message partNew for /appliance
com.rsa.netwitness.carlos.transport.TransportException: Volumes for index
require mount point /var/netwitness/concentrator to be created and
mounted first.

4. vgsaAIUREEITLT. ELWVHEAR)1—LDpartNewAIUR IZESTHE R SN T-CEFREEL
EXIE
COARUE D A F ROELSITAEYET .

o ZORR £ DT RTORYa—L FIL—ThHEINET.

o RYa—L JI—TEERTEIMEBAR)1—LE, R)a—L JIL—THOHRE AR 1—LHER R
ENFI .

5. 8294 R)a—L T I)L—TENetWitnessH—E RIZEN Y TS 'srvAalloclIZHAFET .

BRH4 FR)a—L FIL—TENetWitnessH—ERIZE| YK TS srvAlloc

srvAllocaVK T, 7RU:L—.L\ 7)1/—7°|7¢J DA l/—:/’(ﬂﬁ =2 T%)Jﬁl:\ RA~ £ O)ﬂ'—I:X’aE’f% HJZ
LET . BRI E2H—ERDAFTE —ERIZE|YY TERY2—L TIL—TE#IEEITEILEINBYE
FTIRETEIH—LERITRRMNIAVRN—ILT 2L EHHYFET) . NetWitness PlatformP—E R 7R
Ja—LDFEF M DL TIE. TR L—UF 4 JDINNetWitness PlatformY—E X ARa—L JI77L 2R ]
=S B LTS

RDIEF TH—ERZEIYH TET .
e DecoderMiZ & 1E. Fx¥)IZdecodersmallZ RlZdecoderZFE|YLY TET .

e Concentrator®MiZ & (L. & ¥ [Tconcentrator. R([ZTindex

FE TIHILE Tl srvallocaAYURIZESTIFE B EINFRBA . commit=1/\5A—42%aT R X
Eﬁg;ﬁ MLTORTALAIZEBIZERTZMA . EERICIEELE-YV—ERZHEH ITILEN
U R

l. srvListaAVYURZEZETLT. SORAMIAVAN—=ILENTWVSAY—ERADIANER TLET .
srvListaAYUR [, SSLIR—F Z N L TH—EREEELET . RRMZATIVEAVAR—ILLE
9. ATV BE— DY—ER, F£IEE CRAS £ OE #H OB &E H—ERIZTFTBHIENTEET .

2. srvAllocaRURZEEITLT. RYa—L TIL—THDAFL—CEF A TEHE51Z. RAR ED
H—ERFERLET . L TFICHZERLET.

service=concentrator volume=concentrator commit=1

service=concentrator volume=index commit=1

3. TARD5 FHLWAML—CZF L. BEYE R TALIICH—ERET—AR—REBE R TS
[TEHFET .

Y] REST APIZE ALFARL—0B KX
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BRY5 (ATL3V) A= E10GIE A ICEER T 5

Decoder—ERB LU T—AR—RZI0GIRERAICEEBRITIVLEIDBYET. ROFIEEZEITL
T+ Network Decodert—EREZFDT—EIR—ZM, FHILWEEHEEEZHR B L TERITHEIIZLET

1. NetWitness* ::L——C“%( BE)> B—ER]IFBHLET.
H—ERX]Ea—hMRTENFET .
2. decoderZEIRLET .
3. [REE (T7O2a)DF O &Kl > EHRTO—-S5—]4EIRLET.
HY—EXD EHRTA—F—]V)—DERTEINFET.
4. decoder—ERE DAR—RZEZBERLET.
a. decoder(ZFEIL. PO/ sTa]EH0)vILTHDDIVILET .

-+ Change Service | E& Decoder

Z= Decoder

E LBl PHYB - Decoder (DECODER)
B[ Jconnections
@[ Jdatabase
B[ Jdecod-~

Properties
B[ device #

o/ G« 51470 NR RENET.

b. FOYTEY YRR hioZEFE IR L TrecontigAVY R EERITLET . IS5A—4R] Tupdate=1
op=10g€’?§' EL- ﬁ% 1&9)99LFT

reconfig v | Parameters ‘updatezl op=10g ‘ ml

Message Help

Calculates optimal settings for decoder pools and buffers based on the installed hardware.,
security.roles: decoder.manage
parameters:

update - <bool, optional> If true (default is false), will automatically update the respective -

Response Output
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5. T—RAR—Z L DAR—REZEERLET.

a. Y—EAND EHATO—S5]V)—NDdatabasel ZFE EjL .
EXR

=PD - Decoder
& 6l PD - Decoder (DECODER)
B[] connections
B[ Jdatabase

B[ Jdecoder
DT« 54705 R RENFET

P/« %2H 2 )0l THS S )L

b. FOYTEY YRR hioZEFE IR L TrecontigAV R EREITLET . INT5A—R] Tupdate=1

op=10g%iEEL. BEEIZIIVILET.

reconfig

v parameters | Update=1 op=10g

Aessage Help

storage of that database.
security.roles: database.manage

Response Qutput

Properties for PD - Decoder (DECODER) /database.

Calculates new drive sizes and free space for the session, meta and/or packet directories. No directories are
removed and the assumption is each directory is mounted on a separate filesystem and will only be used for

43
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Unity R L—2 D {iE

Dell EMCRF L—Y TP =7 &7 71 L T, NetWitness Platform MDA L—U % UnityIz 35 N TH| Y
T, BYL TONT=AM L—U AL S| NetWitness PlatformA L—O B # &9 N Tl =9 £3(12F 5
BEAHYET. BEERMIZIE. LT OIEEFRERLET

o D7E{EB2DDLUNDDecoder A [TE B SN TULS( AF/viavE&U Wk Ra—L) .
o D 7E<EL2DMDLUND Concentrator i [TAE B SN TS A TYIR FRYa—LEAZ R)a—L) .
s THRINIIMEFL—FDR/INOPSETOYY TIN ROl = CEMTEDEERER T D,

Unity Rk L— %8 i 659 R TONetWitnessRAR & Unityf 22—/ AN DRAR EL TE M T
LB NHYET . KRR ELUNZE R LT=5. LUNZRANZEIY S THABEAHYFET . LUNZERR
MZEIYE THE R L—UARAR TR R END LI D18 RAM [, RRAR R—ZDDell EMC
PowerPathy b Dz 7% L TR L—UF R DIFHIENTEET .

3 Dell EMCIUP=7I&. R DUnity 7L AEE R LET -

Unity R L—UF g T5I2IE RODARVEE T T ELIHYFET .
R X1 - Unisphere 1—H— 43—/ X(U]) IT7VERT S

RRAD2 - T—)VEERRTH

RZ43 - LUNZE R 9%

RRD4 - IRANEZ& 8% 95

AR5 - LUNZHRAMZEIYE TS

RR6 - PowerPathZx A Ak —)LT 5

Unity AF L—S DFETR 44




AL— AHAR

AZ91 - Unisphere1—Y— £ 2—2Jx4 X(Ul) [TPOERT S

1.
2.
3.

UNITYER CHITRYN IZT—ORT—oavFEH LET .

TS5 —%FHE. http //<unispherelP>|Z7%+t AL TUnisphere UIIZHEHE LET .
Dell EMC CEMWoiR f# ShI-ZRELE | TAY AL FES . T4/ OFRELE ] (E

admin/Password123!#T9 .

3 Unispherel=&Y. A DOT AU /SRAT—K DE B AK DONFT . Ff=. PLIZEE R
FTBHRNITA U REAV AN —)LT B EER HOENET ( ZNIK. Dell EMC CEAYT 515 & H'dH
VET. ZOHE S IE. HILWVEEE /\RT—FZREITILEIHYED) .

Unisphere

D@LLEMC

= DALEMC  unisphere APM00175106587

B DASHBOAR

r " SYSTEM HEALTH

UnispherelSBG 19 5L, A2 Ay aR—K AR RINET
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BR92 - T—)VEERH TS

NetWitnesst& A (& 2DDE G5 T—ILMSRYET . 1 DDT—IUEINL-SASKSATEH A T. £512(%
SSDE A TY.

1. RhL—]+wH5i30T P—iu] > +(5E)Jl])€—’7')‘y7b'c D—ILtE R ] o4 — R &R EHLE

= DEALEMC  unisphere APM00175106587

%;D‘f

2. F—ILDERI( NLPoolZE)EA L. RAIZVIVILET . B EIG LT, T—ILOFRBAELA
hTEET.

Name and Description

* Name and Deseription

Unity AF L—C DER 46
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3. BRBAAT(FSAT 24T\ BBIOTIZH? BERBIZERL. EEIZV)ILET.

Select Storage Tiers

ame M Description

Avadlatie Tiers
Tier

O ¥ Unused [ nused Capacity
[J Capacity Teer NL SAS a0 T I
Sele. Tiers
Capacity Tier
This pool wil be creased winowt any flash drves For best performance. acd Sash drves 10 1 [~
o according o the Best Prackoes Gusde
Change

| Em

4. RAIDZATEHEIRL. FOYTH I TCRAID YA XEEIRLFET .
RAIDDAATEFAR (. BEHDE L (TR -TGEIRLET . B — OE 4 (. 0T F=IE Yk
DU & EH T )—2xt 16 T 1=+ 5 HI0PSET—ILIN IZHER §52ETT . ROFITIK.
RAID 5( 8+1) ELVOHE B ANE IR SN TULET A BE HIZK-TIE. RAID 6( 10+2FF=(F12+2) A
BIRSNDEELHYFET.

5. IELLRAIDZATEIUY A XERIR LTSI EFRE R L TSN,

4 - Select Storage Tiers
and Description

~  Capaciy Tier ML 8AS 40 20417
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6. T—IUTEM T AR SATDHEERL. RAIEIIVILET .

Select Amount of Storage

Capacity Teer - RAID 5 (8+1). Mazirnum Usable Capacity 1719 TB

¥ Tiers
* Drives . I - 10T I

s m
opd L0 M Nl Flgg

7. VMwaret# gt | 2o asE X +vTIL. WAIEZIIVILET .
Create Pool 00

VMware Capabiiity Profile Name and Description

» Capability Profile Name

-
8. IRTALELWNIEFE B )—]4TTHEREL. BT I1Z20)0oLET.
9. RFYN2~8ZFERALT. SSDAEIZH OT—ILEERLET.
a. B OT—ILDA FI( SDDPoolizE) EA L. RAIEIVVILES . B EITE LT, T—ILD

HEAEA N TEET.
b. BBAAT(KSAT AN D BRBIDT I2Hhd BRK/INTA—TVARE | %+EIRL. EE]
#=#9ILET

c. RAIDAATHEZIRL. FOVTS YU TCRAIDYARAEEIRL. OKIZ9)voLES .

¥ RAID 5(4+1)RAIDFERL X BR=REE LIFEBYVET.
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t Size (TB) Free (TB) Used (%) Subscription (%)

BR43 - LUNZERL 95

1. RhL—]+wHiavc Dayy] > +(:’E7JD)€’7'J‘V7L,'C LUNOAE fE o145 —F | %42
BLES.

DEALLEMC Unisphere APM00175106587

LUNs Consistency Groups iSCSl Interfaces
C More Actions - Otems ¥ - O - &
Launch he Cresls LUN Wizard t Size (GB) Allocated (%) | Pool Thin Clone Base

You do not have any LUNs configured.

Clickthe t button above to create one.

RDORIZAERDWE (DA REE DH DT R TOLUNZ R LET . SSDT—JUZE|YY
THE HHALUNILConlndexDHTE . LUNYA XL, L FITYURF SN TWAIEFE Z
ULNESIZL TLREELY,

DecoderLarge01 ~ 75TBLF NLZ—JL No

DecoderSmall0l  20TBELF NLZF—JL No

Concentrator01 I5STBEL T NLZ7—JL No

Archiver01 75TBLLF NLZ7—JL  No
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ConlIndex01 3TBEL T SSDF—JL No
2. YRMZHBALUNEZZFAHLFET . HEIZG LT, LUNDERBAF A 1 TEFET
3. FOYTH DY AZa—DYARR IS, BB T—)LEEIRLET.
4. PUIFTVIRVIREATIZLET (Thibld. B2 (TTAED I =Y ENTF-LUNIZAZYE
EBE
5. AIEBIRLTRDAZ2—IZHEAFT .
Create LUNs [+ X ]

» Configurs Configure LUN(s)

0

)

6. YR)— U2 avhRRENDET RAIEI)IILET.
7. @&AET]. U—]. B4 X]. PUJETARTELGERL TSI EERERLETS .

Unity AR L—C DE R
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8. ®TI&VJ)ILT.LUNDIERETETLET.

Create LUINS (7 X x]

Summary

----------

9. ATV N~8%MRYIRLT. BYDLUNZERLET .

BRY4 - KRR EE R TS

FNELHTIS, Ak A=oh OFRRS B EIPTRLRZR # L. AU 229k OHBAHUNITY

[CIELLT—TIUEH SN TSI EERERLET .

1. POER]IE9230T W=01—43—]%0)ILFET.

2. U= I—H— /) R]HFTT. AYR 1=ub O §XIZE A 9 5I1E LLHBAASE IR S TLY
LR LET.
AYR A=k T2 DDA = I—A—DR R ESNILEHHYET . ChlE. R—k1H5S
SPA. BLUR—F IMSSPBADT7A/N\—E#HER LET . EH O 1=vk HH 55
BlE. TNTNOBERZVY. BUBRZAN. 10T DERTHIILARLBEHEL A E
G

= D@ALEMC Unisphere APM00175106587
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kL= AR

3. PHER]HHL AT AR > TR > AR ESUYSIL TR R EB N LE

= D@LLEMC  Unisphere APMO00175106587

T  Network Addresses

AYR A=k DIRRN B EA ALET .

FRL—TAT SRTLIDTDROYTEDY A=2—T Linux] &&IRLET .
AUk A9k DIPTRLRZA W LFET .

WA ED )L TR DB AVHEAFET .

NS e

Specity a Name and Addrtional Information

* Name
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8. = I—A—]E5L 30T AYR 2y (TR E (TN TWAIE LULVR—k (IRt s 375
2DDA= I —3—%&IRL. AIZH)IL TR ITLET .

Seiect Discovered initiators or Manually Add initiators

stomancally Descoverad |ndators
* Initiators.

~  Inilator 10N WWN Connecied To
IJ 200000000 FALAT F&.ES. 10.00.00. 00 FA AT FE.ES SP A WO Module 1 FC Port 1 I =
- e 3 00 FAB -

2000000 90 FACAT FIBA 1000 00 30 FA AT A SP B VO Module 1 FC Port 1
I I — T —— ]’
Manualy Added Indators

Protocol T Initiator IONWWN

Mo initiators have been manua ¥ added yet. Ui ick the + button to
I".'lf‘:.J:i). add an initiator

[~ ]

ed 10 the next step

9. ZRT. OS.IP. WWNMIE LW EEREEL. T I1E9U0LET.

Review the host configuration
« Namie

« Initiators

* Summary

10. TRTOAYR A=Y IZTDNVTRTY2~9%# VIR LET .

11. I I—B—]tHa T AYR A=yh [ZEEE fF TN TULBIE LULVR—k T3 S 35
DDA I—HR—E8IRLET. AIZIIILTHEITLED.

BRY5 - LUNZ KRR BV TS

1. POEX]E9230T HRRR1E9)990 . AYR 2=k ( Decoder] 72 &) ZE R L . ,
(WE)EV)VILT EBIRLIRRF D MERRL. MELET.
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MC  Unisphere APM00175106587

44 [lorage Resource T Name AfL.. Size (GB) HoSLLUNID WWN Pool
You do not have any items configured

Click the n above to create one.

3. %Host>l:LUN’éiE?]D]7ﬁ‘777‘77°’6+ > BBEOLUNDEM ] Z9)09LFET

Add LUNs 1o Decoder

Creats naw LUNS LUN... t | Size(GB) | Thin Pool Tiering ... | VO Limit
Add wisting LUNS
CAICK On e "+ icon to create new LUNSs or select existing LUNs to add

access for this host
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4. AR A=wh[BEINTALUNEERL. [OK]ZYUvILET .

N 1o Decoder

O DocoderL angedt 20,4800 00 No
o o 1 N

5. IELLLUNAYRRKZEEMESNTNVAIEEERL. OKIZEYWILET.

Add LUNs to Decode

Size (GB) | Thin

£ oK l

6. (7L aV)HLU(FRRARLUND—ENID) ZE B I 2B ELHLEE (L. ROFIEEE
TLES.
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a. TEIALUNEZZEIRLET.
b. RARLUN IDOEE |%5)vILET.

Decoder Properties 00

T Mame AlL Size 1GB) HosTLUN ID WwN

7. i (RE)EIIIL. REGYMFICHLUEZZEL. OK]IZYUvILET.

296 - PowerPathZe A AR—ILT B
1. DecodersRAk MEmulexsR—bk MUnity[HEHi SN TS EEHERALET
2. UnitylZ#E#E Stf=Decoder £ MrootlZadmin & FEHR TRAIAULET -

3. PowerPathx 4> Xk —)LL . Unity/\—F 7 F MDell EMC PowerPath5 1/t X&& §% L
9.

yum install DellEMCPower.LINUX-6.4.0.00.00-95.RHEL7.x86 64.rpm

7 NetWitnessHME # 95 UnityZ 8 A §5&. PowerPathT1 U AAE EFT .
PowerPath(&support.dell.comMHA I A—K TEET .

3 Dell EMCAVWA™O—K L1=RPMI&. NetWitness T/ \f AT i CEAIBAE TE

ZSNTULVELATBEE ABDYET . ZDF=®IZ. package not signedTLTF—TARAk—
IR BT 15 B DBHYET . VI ITF DAV RN —ILEE 3T B--ngpgcheck AT
L EE AL TyumA VAN —ILEERTLET .

4. $RTDPowerPathfE Kt NIE LN ELEHERLET
powermt display dev=all

Unity AN L—> DZE g 56
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5. emcpregd<¥R Z{E FH L TPowerPathTA/ U AMA VAR —)ILEN TS LETER L E
j—o
[rOOt@NWAPPLIANCE24932 ~]# emcpreg -list
Key BQPO-DB4M-VFC2-Q24R-ML9Z-EQTU
Product: PowerPath
Capabilities: Al
6. RDOXFHN%/etc/lvm/lvm.conf IPAIUTE ML T, LVM( i ER)a—L IH—

D) T IAINWA) T BHIET. EE LR 2— L ERINDKIITLET .
filter = [ "a|"/dev/sda2$|", "a|”"/dev/sdblS$S|",
"a|~/dev/emcpower.*|", "r|.*/|" ]

7. ROARNE. ROIEF TEITLET .
a. systemctl enable PowerPath.service

b. systemctl start PowerPath.service

8. DecoderzHB £ LET .

9. TREST APIZ{EFRLEANL—O B IIZHARTYIEZE T LTANL—CERER T
LET.
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Bl DR L— BLTADT—EDEAT

D3 TlE. DACHSPowerVaultl 27 —2%%8 8 97 571=5HD2 D0E R X (COULWVTERBAL T .
WarmPs B B XU HotfE B AT a2 FE AL-T—4%%# 1T
DACHSPowerVault~"DT—ANFS &)

NetWitness Platform7RRAR EXR L—2 IN—K D7 DR FE DFFELWLF B IZDLVTIE. NetWitnessa= 2
ZTADETIN—R 97 vk 7vT HAR %S B LTS,

WarmPg B 5L UHotfg B A7 a3z B L-T—45# 1T

ZDF E TIEX. DACOWarmPg B EHE L L T LWLV T—2EDACHE EZ A FHULESIZLET . Warm
BE B (L. TR EICIZB| 2 = TEFEY . PowerVaultZHotlE B EL TR LET. I, #HL
WTF—AREFA TN, FNETFHIRNIMER TEET . R ELT—AREFHoHE B TRIFTEDE S
[£. WarmPg /& %5 IF TE=ET,

Warmf& & EHothE & 5% & I 4(<F RDIRIERTLET .
s Y—ERZEILTD

e PowerVaultZi% 9 %

o« XU RAULEEH TS

o Warmf& B LHotfE B R E 5

« DACEEILTS

H—EREFELTS

1. NetWitness Platform1—H— A2 2—2JxA/ R IZAST 1L ET .

2. B #m)> H—£R1BBL. $—ER(Log Decoderts &) #R R LET .

3 % s mR]> BRIESUSILET. RIZ. Log DecoderMi ] T IR OB BIBAS |
FoyoRwoREADIZL. BRI1Z9)ILET.

4. AZa—/N\—T. BRIOBEICHEITRENEIIVIL. VRTLIZRRLES . RIZ. /3RO
LE#T MROEFIE]ZEI)IILFET .

5. NwConsole@DaAIYK 54 A B—DJIA R T. ROAXNREEFTLTH—ERFZIELET.

systemctl stop nwlogdecoder

PowerVaultZs& € 3%

1. Y—EX( 2D TlELog Decoder) DIP7E L REA AL T, Y—ERXDREST APIIZRE B LET . 1=
EZIX. 172.16.0.1:50106&EA ALFET

2. Y—EXDBE ZHDTRARIRI(*) Z9 )7L FET(H decoder (¥)) -
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ZRL— HAR

3.

R

[decoderDTO/NTAI DT DT KENZED)vIL . RaidNew]ZERLFET . RIZ. LT O/

A—E—%A AL schemeDH—ERDE BZEA AALET . COFI TlE. Nogdecoder.
controller=1 enclosure=75 scheme=logdecoder-hotspare commit=11Z#FHRALZET.
REEIEIIILET.

IN—T42aVEER T BITE. FTREZEELE—E VU0, [PartNew] ZZIRLTHS. LT D
INGA—B—FEANLFET.
name=sde service=logdecoder volume=logdecodersmall commit=1
EEIEIIILET.
PartNew ] ZEIRLI-FFET. RO/\GA—AE—FAHLFET.

name=sdf service=logdecoder volume=logdecoder commit=1

F N—TA AVEBREIIVETARNAREL T BIZIE. ChoD/NTA—F—Fcommit=172L T
AAL. BEEIEVIVILES . WNGA—E—FREELI-R (T, #commit=1Z8ML. EE]Z
D)L TINGA—RA—DHR EZFAIVLET .

IO RAUNZBR TS

L.

NwConsole £ T, H—EX( Log Decoder’E &) DrootL N JLTdf -nEEITLET .
IV EINTN—T 13V DYRN DR RESNFET .

DACDE WA L— RAVRZEFTRTTZUI IOV L, TRTOT—2%Log Decoderl ZTaE—L &

T o 100tLNILT, B /IN—Ta2aVD\RE 46 E L Cumount AVURERITLET . /NRB (T &K
D DEIIEHE TEFT -

umount /var/netwitness/logdecoder/index
/var/netwitness/logdecoder/sessiondb /var/netwitness/logdecoder/metadb
/var/netwitness/logdecoder/packetdb /var/netwitness/logdecoder/index0
/var/netwitness/logdecoder/sessiondb0 /var/netwitness/logdecoder/metadb0
/var/netwitness/logdecoder/packetdb0

. IPAIUZTORRTBE=HIZ. /mntTA4L IR Ddecoroot TAIVEAR DIN—T42 30 EF— B #IZT

JURLEY . UTFICHZERLET

mount /dev/mapper/logdecodersmall-decoroot /mnt/decoroot/

decorootMA & % . /mnthHV>/var/netwitness/logdecoderl ZaIE—L . AT IZIY J(1ELY) EBE R F
ER

cp -R statdb /var/netwitness/logdecoder/

/mnt/decorootZ® 7 IO LET.

umount /mnt/decoroot

decoroot®/etc/fstabMBaAAUE PORLET . Thld. DACIZHY. DACIEEE I SNb1=6T
j’—

#/dev/logdecodersmall/decoroot
/var/netwitness/logdecoder/xfs/noatime, nosuid 1 2

BYDTRTDI7AIV AT LEIIVELET .

mount -a

nwlogdecodertr—ERZER IR LET (N EZEICLI-FFET) -

systemctl start nwlogdecoder
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WarmPE B LHotlE B £ E I 5

HEE WarmlE /B LHoths B 238 & 95812 a2 3> 0 Y] 7 WarmPg B SHotRE B T+

J—hOooTHEY. IEFEITER E TESHIELHE R L TSN,

1. ( E1)> B—ER]IZFBEIL. Y—ERX(Log Decoder’i &) ##IRLET S

2. Log Decodert—EZXMDi5 & 1. Lo IR &> EHRTO—5]%491)vHL. Qatabase] >

tonfig] IR BLFY .

a. ROBITTRT LI meta.dirMRNABZIE—L . meta.dir.warmlZBE YT IFFET .

= |ogdecoder - Log Dec... <

Fdatabase/config

logdecoder - Log Decoder

hazh_algorithm none
B i logdecoder - Log Decoder (LOG_DECODER) P session, meta, packet
B[] connections hashdir
8 database manifest.dir
[Cleonfig meta.compression ane
[stat= meta.compression Jevel 0
B[] decoder meta.dir Jvarinetwitness/logdec pder/metadb=4.58 TR
B[ deviceappliance meta.dir.cold k
B[] index meta.dir.warm
B[] logs meta file.size auto
o[ Jrest meta.files auta
E logdecoder - Log Dec... ¢/ | S =T
hash.algorithm none
B il logdecoder - Log Decoder (LOG_DECODER) P — session,meta packet
B[] connections [
85 dabase manifest.dir
[eonfig mats.compression e
Cstats meta.compression level 0
B[] decoder peeep= 3 - adb=458 TR
B[] devicesppliance meta.dir.cold
m[Jindex mataidic.marm [ Avar/nenditness/iogdecoder/metadb=458 TE[
==

b. B #kIZ. packet.dirPA D/ vk T—AR—X%packet.

dir.warmlZaE—LET .

c. session.dirl MY T—HAR—X%Fsession.dir.warmlZaE—LFET .
3. index] > ConfiglIZFE B L. index.dirFindex.dir.warnlZaE—LFET .

B DA L—2 BATADT—EDZT
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# LULVRY) 21— LDE BT F0 T 157128, PowerVaultlE. 0CE HBBZ BT DTALINJIZEZAHAFE

ER

Io

/de

LTRICHIZRLET.
tBlogdecoder ~]# df -h

stem Size TUsed Avail Use% Mounted on
/mapper/netwitness vg00O-root 3.3G 11% /

devtmpfs 0 0% /fdew
12K 1 fdev/sl
1% /run

rsmall-sessiondb
all-metadb

apper/loge dersmal
pper/logdecoder0-pack

coder ~1# i

JINRIZ0%3B 0L T, PowerVault¥ 7 b A/ X TDecodertE L ZE #H LET .

1. /database/configdll T meta.dir]lZH VUvoL. PsT4]1&0)0o9LFT .

2. logdecoder®FA/$T4] T fet]ZFIRL. COHIITR T LI INTA—4] I
value="var/netwitness/logdecoder/metadb0=4.58 TB' and add force=true& A HIL
FI. RIS, BEIEVIILETS

Properties for logdecoder - Log Decoder (LOG_DECODER) /database/config/meta.dir.
set ~ | Parameters .vaIue="fvar.rr|em1:ne's‘_a’logde(cdedmecadt:0=4.‘58 TE" force=true X ] !F
Meszage Help
pa\:aalz.;&-tirsiing, {darabaze-diractory Directory=«<Sizex<lnit - one of B KB, MB,GB.TE PB_EB>;Diractory?=<Siza><Unit>; _}> Tha naw valua to sar
svalue - <string, optional= The expected value of this node before the value is changed
force - <beol, optional> Force the change, only works if the validator accepts this parameter
Response Output

3. session.dir. packet.dir. index.dir|lZ2L\T. TV NEBYIR LFET . [=xx GBI DY XHDACE

R LCMEIHERITTILE EHYFEREA. NI RORTYITEHFINET.
3 ‘22 TIE. PowerVault/ SXRZ* dirfE [CA NB1EHTT .

4. 4 TPowerVaultiR)2a—LDY A XEEHLFET .

a. Log Decoder® LHRTO—F]Ea—DZE ] D/IRJLT Qatabase] &)oL, URANTs]%E
DL FET .

b. teconfig] Z:#IRL. INSA—HF] Tupdate=1EA A LFET . RIZ EFEIFVIVILET.

c. index|ZDWNVT ATV TaBLUDERYIR LET .

5.
systemctl restart nwlogdecoder"j'—t‘sxé:ﬁﬁ BLES.
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( E1E)> H—ER]IZFEEIL. Log Decoder—ERZE IR L . {} > &iE]l> VAT

6.
L1E5)HLET.
7. REDRBIEIIVILET.
8. ERIE1—IBEHL. NEOEBBRIEERLET. RIZ BAIEIIVILES.
9. RRANZIT—FLZET.
DAC%:E IET 5

DACT—AME Aotz EYRTA—FIE2—ITRY. viav. A4, 1ok AT VIRD

* dir.warmig K &9 N THIBR 3 2L EHHYFET . Log I Decoderfﬁ > ®KR]T JEI:/77\7°|:|—7]
Ea—I#B 8 95L& DACT AV A of-Ff 8l 45 £ TEFET . Hoth & EWarmfE & H' 5716
BRI HEIILTTETIBELIHYET . =LA, 7V Ik Decoder®is & (.
packet.oldest.file.timeA D/ Vryk Mz 8 LIEF ] & packet.oldest.file.time.hotDfE ZHEFR L
ig %L T. 308 BT £TDACIZRF L—U h\$ 21235 & [X. DACEA ISV B IL T HIENTE

hlE. DACEFRE L T5-0DE KW LEATYITI . DACFRE IL 3515 8 (. hREY— YR—Fk
HUEDOHRNERHILERENHLET .

1. ( E1)> B—ER]IZFBEIL. Y—ER(Log Decoder’i &) ##IRLET S

2. v JEUN Brl> BR1Z7)09LFT. RIZ. Log DecoderdiE R | T INEDE BIBAE |
FrvoRvIREATICL. BRAIZEVIVILET .

3. AZa—/N\—T. BEERIDEICHEITERMEI)VIL. VRATLIZRRLET . RIZ, /3RO
LE#T WEDEFIE]ZEI)IILET.

4, NwConsoleDATUKR 542 A B3—TTA AT ROATKREZE T LTH—EREZF L LFET.

systemctl stop nwlogdecoder

5. Warmfg B &7 LET . rootbRILT, &K /\—T423>D/NRB %36 E L Cunount AT
ZEITLET. NRB T ROBIDESITERE TEET
umount /var/netwitness/logdecoder/index
/var/netwitness/logdecoder/sessiondb /var/netwitness/logdecoder/metadb
/var/netwitness/logdecoder/packetdb /var/netwitness/logdecoder/index0
/var/netwitness/logdecoder/sessiondb0 /var/netwitness/logdecoder/metadb0
/var/netwitness/logdecoder/packetdb0

6. /etc/fstabMb, T LDACT—ENR—RETRTIAAVE 7 LT, PowerVaultT—32R—RDH
AR BHEIILEYS .

7. Y—ERZRBLET .

systemctl start nwlogdecoder

8. A—H— A 58—JxA Z'E‘%( EH)> H—ERXR]ITBBEIL. LogDecodert—EREERLET -
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o. T > HR]> EHRIO—S—1£5UvHL . Warmlt BHE R EEIRLET .

a. database] > Config] T\ meta.dir.warm. packet.dir.warm. session.dir.warm®H

BZEHIFRLEY .
b. index] > Config] T. index.dir.warm®HNBZFHIBRLET .
c. BRIE2—ITBEBL. RKOEBBBKIEERLET. RICERIEIIVILET.
d PARTLIEa—IHHL. REOHKIEI)ILET.
10.
systemctl restart nwlogdecoder*f—ﬁsxéﬁﬁiﬂLi’g_o

N T, DACHT7UVI Ik EN. DecoderTWarmAr L— FH D B S EIBR SN, TR ITHE TE
HIRRE(THYFET,

1. SWEAR)I—LFHIBRLET . 1vscanZEITL T, SEBARJ2—LDIYAMEZEREFLET .
2. HUVREAR)1—LATlvremoveZFETLET . UL TFIHZERLET.

/dev/logdecodersmall/decoroot /devlvremove /dev/logdecodersmall/index
/dev/logdecodersmall/sessiondb /dev/logdecodersmall/metadb
/dev/logdecodersmall/packetdb

3. RYa—L TI—TEHIBRLET . vgscanZRITL T ARa—L JIL—TDIVALEBMEFELET .

4, HULVRYa1—L JIIL—TTvgremoveZE 1T LET (B AIH0TI HER)1—L TI—T1%
PowerVaultTH571=%. HIBR LIGEWLKIITERE LTFZELY) ©

5. pvscanZEITLT. BShiz=Jovy T/ (REXRLET.
6. DACHIE & [ZTHIBREhT=n. AN EBEEBLET .

DACHSPowerVault~ADT—42 D% B

R DF JIE TIE. DACHSPowerVaultl =T —2%% 819 5H Z EHBALEY . 22DDACHB2DND
PowerVaultlZ7—42%% 81 9 AR (2. 2DDDACHE #t M. Decoder| Zxt L THE A SN i=4k & Tpvs
(Y ERYa1—L Y4 X) AR EDecoder Linuxay) —)LSE 1T ( Fi=ldDecoder| ZSSHTHE ) L
5 & 1E ROLSERIPRTINET. SR ELIE PEAR)21—L(PV) . RYa—L TIL—TF
(VG) « Linux 74—k ( Fmt) « Linux/& 1% ( Attr) « ¥R 1—L 54 X(PSize) . B RJ1—LZE
Z 815 ( PFree) T .

/dev/sda2  netwitness vg00 lvm2  a-- <930.00g O
/dev/sdbl netwitness vg00 lvm2  a-- <1.82t 0
/dev/sdc Decodersmall lvm2  a-- <5.46t 0
/dev/sdd Decoder lvm2  a-- <27.29t 0
/dev/sde decodersmalld0  lvm2  a-- <5.46t 0
/dev/sdf decoder0 lvm2  a-- <27.29t 0
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RDRATVTEE T LT, DACHhSPowerVaultlZT—2ZB L ET .
1. 2DMPowerVaultZ. Decoder_kE MF| DPERCAVF O—S5—(Z#EfHELET
2. TINMAREERLET .

a. TS9P —%RBIZE. Network Decoder&R—k 50106 DIP 7R L A% $E F L TRESTY—IUZF7 ot
ALET.

b. adminFAVUU DRIEER TOIAOLET .
(*)
< ("
s (%)
(*)
< ()
(*)
(")
s ()

c. hppliance] D D (*) ZH1)YIL TRESTAYUF YN IZTF7IEALET .

d. raidListZE{TLT. avkO—5—/I90—C v A& HEHLUH LU PowerVaultT
I0—SvERRLES.
LK OH 5 TlE. avk B—5—2. IH90—T424617/dev/sdgé/dev/sdhHR TR SN TLVE
ER

Controller 2, Enclosure 246
Vendor: DELL
Model: MD1488
In Use: true
Drives: 10.691 TB x 12
Devices: sdg
sdh

e. [appliance®F /T 1] TraidnewZEIR L. controller=<PowerVault-controller-
id> enclosure=<PowerVault-enclosure-id> scheme=decoder-hotspare

preferSecure=false& B ELFET. RIZ EEIZV)VILFET.

3£ PowerVaultk 54 THSEDR 4 T THLME & . [preferSecure=false | %15 E LET -
PowerVaultk SA TMSEDF SATTHY . TNoZFiE B L LS & (X,

[ preferSecure=false | 45 & L EJ . PowerVaultk 4 THSEDR AT THY . TNoHFIF S
1t 9518 & [E. preferSecure=true | %5 & I 2L EHAHYET .

3. Decoder Linuxa>¥—JU# &) 9 55H\ Decoderl SSSHIE L . RDIATUFEETLET
parted -s /dev/sdg mklabel gpt
parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
pvcreate -f /dev/sdg
parted -s /dev/sdh mklabel gpt
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parted -s -a optimal /dev/sdh mkpart LVM 0% 100%
pvcreate -f /dev/sdh

RY1—LHE B [ RENFIS S [F ROAE—DhE R SNET.

Physical volume "/dev/sdg" successfully created

BRIV TIMRITH LT, CORTYTER YR LET . TOYY T/ALRE [, percAA—F
AAYk HIYDIyO—S v TS CTELDH A BHYFET .

4. ROATUE X FH%#EFITL T DACHKR2—L ¥ )L—T(decoder. decodersmall) ZPowervault
MBARJ1—LIIERLETS .
vgextend decoder /dev/sdg
vgextend decodersmall /dev/sdh

5. ROAYUE X F 5| #E T L TDACHSPowerVaultlZT—2ZB B LFET . CORDIATURE X F
5| TlX. /dev/sdeHhDACT. /dev/sdghPowerVaultTY .

pvmove /dev/sdc /dev/sdg
pvmove /dev/sdd /dev/sdh

i ) pvmoved TR (&, RYa—LH TT—2ZRE # L T, 17 DZE 1T # [TNetWitnessHT—
FOE G FTR M EM B TEDIIILFET . KK THIFH A . pyvmoveAI /R EE H[E] L E
TTCEFET . 2) FIAMT L DT—AEITKOTIE. T—2DF & K5 [E ADDVDIGE & HHYET .
f=EAIE TR TIE | TBOT—20% B (2485 Rl hAWELT=.

6. BEAT T LIRIT. ROATINEERITLTDACKSATZHIBL . YA LET .

vgreduce decoder /dev/sdc

pvremove /dev/sdc
vgreduce decodersmall /dev/sdd

pvremove /dev/sdd

7. DACHORAN DY B EFEZVIBLET .

8. MERY1—LHDACHSPowerVaultlTFE B SN TWNAZEFERLET
a. IRARET—FLET,

reboot
b. /etc/fstabT7AILHIE LN EEFERLET .
c. pvsaVRZEZEITL. PowerVault_t DPSizePFreeDE MIE LN EERERLET .

Fmt Attr
netwitness _wgBl 1umd

vyBB  1umZ
rsmall lvmZ a 21.38t <15
v ¢85.54t 58.2
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DACHS¥ B L1-% DPowerVaultt O7F—%

2 DMDACHS2 DDPowerVaultl 27 —2%F ) L 1=1£ (2. 2 DDPowerVaulth¥HE # 4. DecoderlZxf L
THE B SN T=IK BE Tpvs( W ARa—L Y4 X) 39K FDecoder Linuxay—ILMSR 1T ( F=1&
Decoder|[ZSSHTHEHE) LT=Z & (X RODLIGR AR RSINFET . IR H LI ER)1—L4

(PV) . RJa—L JIL—T(VG) « LinuxZA—<vb (Fmt) « LinuxJ& £ ( Attr) - 9B HR)2—L B4 X
(PSize) « ¥ IBR1)1—LZE F5E 1 ( PFree) TY .

/dev/sda2 netwitness_vg00 lvm2 <930.00g

/dev/sdbl netwitness vg00 lvm2 a-- <1.82t 0
/dev/sdcl Decodersmall lvm2 a-- 21.38t <15.93t
/dev/sdd1 Decoder lvm2 a-- <85.54t 58.25t
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SASE Node-x( Decoder/Concentrator) - GCPXK $& 71X
9(PD) Rk L— 4 B

DI AVDRABIERDESYTT .

[FL&HIZ

AAL—CEHOEE

AL—2 BT ILOE Al F1-13F &=

SASE/—K M&E A

SASE/—K Rk L— i B

SASE/—k DR L— DYk 5k

1 8%

[XC®HIZ

SASE node-x( Decoder/Concentrator) Rk L—48 BL (& /opt/rsa/saTools/cloud/host-models.yml( host-
models 774 JLEWE [EN D) & & Wopt/rsa/saTools/cloud/sase-deployment-models.yml( sase-deployment-
models 774 JLEME [EN D) TE EINTFLKONDE R EHE ITIKFLET .

B I7MIUT. A=A L—2 a0 [ZE B H—/\—/Node-z [TAV AR —ILENE T (FFEMIZDIVT
(& SASEA R —)LH AR %5 BB L TS/ZELY) - SASEE A RV T (nw-create-cloud-hybrid) H3) &
TERITINDE. T DR B 774 U /opt/rsa/saTools/cloud/host-models.yml&
Jopt/rsa/saTools/cloud/sase-deployment-models.yml) HV& & H—/\—/Node-zD/root/.sase/ T LIk I
JE—3NFT . TNLLE DSASEDE A (X, /root/.sase/host-models.yml&/root/. sase/sase-deployment-
modelsymlixzS B LET . ETILE DEBLREDR DT XTODRE # (. /root/sase/sase-deployment-
models.ymllZxt L TIT 2L B AHYFETS .

& /—K (disk_name. disk_type. disk_size’t EMDSASE/—K DTA ROk LecplR BB <L 247
(machine type) [&. & FFL TETIVERE (ENFET . 3DDETIU clr6m30- clri2m60~ cl1r23mi20) |&
host-models.yml CFE & SN TULVET . CNHDETILDI D, sase-deployment-models.ymlDmodel-
namefE B L TEIYY THNFET .

SASE/—F DB A LR L—U48 BT # [CBE & L TLVS 0, AV Ah —)LEIEE A DRTIZRE
L= D=——R%EE E 320 ELBHYET . host-models 774 )L&sase-deployment-models 774 JLD5E
LB ME &EITDOVTIE SASEAVAR—IL HARZEH B S B L THZEL . RRh TS5970REL
T /—F DE A F=IEFAV RN —ILDFTIZ. ARL—DF B 245 5E L host-models.ymlds & Wsase-
deployment-models 774 W B F L THEDL E L HYFET .
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g,_L TIZ. GCPTMDSASE/—F DAV AR —)LERN L—U B ZE E 1T 5-0DF IEOBMEERLE

1.
& SASEH—E X( Decoder&Concentrator) DA L—C BB E4F ELET .

A= ETIVOH A E-FE R FATERETIVERR T50 HLOVAREL ETILVEE SR
LET . hRAL ETIVETE & 9 515 & (L. Jopt/rsa/saTools/cloud/host-models.yml&
Jopt/rsa/saTools/cloud/sase-deployment-models.ymi%/root/.sase//ITAE—L T /root/.sase/sase-
deployment-models.ymlR T XTD/ —k Dmodel-namef@ =B H LET -

SASE GCP/—F M&E A nw-create-cloud-hybrid A7 T+ Z& 8 /—F Ff=[Fnode-zTEITLT. 1
VAN—IVESE T LET . F#MIZDVTIE SASEAVR—IL HARES B L TS0,

& B H—/\—F-1Junz05' 4> L. Decoder®gzr=IFConcentratord® EHRFTA—F]E1—%#F AL
TRNL—UHE R ERE TLET

ARL—2EHORE

DIV aVTIE BEEIVAVTERINTVDRATYIIUIDNTEHRBALET.

A L= D=—XIZE DT, @B RETIVA (clr6m30. clri2m60. Fizl&elr23mi120) H
/root/.sase/sase-deployment-models.yml 774 )LDmodel namel@ 4 25| Y& THNFEF . SASE Node-x
DE A F (2, b TvT RDVTE(Jusr/bin/nw-create-cloud-hybrid<|dsase-deployment-models.yml @
additional disksEMEEZSRBLT. ARL— TARIVZEER T2 BELHINEIHLEH|IBTLET .
/—K Madditional_disksh'\truel Z5% & SN TLVSI5E & (X, ¥t It 9 %model_nameB M EZE AL T
/root/.sase/host-models.ymIN MET )L ¥k (disk_name. disk type. disk sizeZ£ &) H3 Bl S xF i
FTETAARIDMERL SN T, SASE /—FIZE|YE TomFET (=1L B (T hhFEEA. ChoD
TARDIINWT—ER—REZRF T HE/MSTETLEY) .

BHIEZESNEETIVHVBEE OB MG EBT1SGVG S (& DARL ETIU HREZL =2 ET/L
DEZESH)EEBETEET . HRAZL ETILOEEOFMITOWTIE, TAT7zviatiL H—EX
INWHR— [ZHBRE L& HEESu.

5l ‘model_name#&Wadditional_storagel&® 1 flE %58 Al 9~ %sase-deployment-models.yml DY )L I
DY

# Define model name to configure host and storage
model name: clrllZmb@
additional storage: true

¥ :

- storage classf& 1 &warm_retention[& 14 (L. NW 12 4T HR— ShTWVERBA. CNbIEEAF &
D Re THY . EH L TSN

- disk_sizefl [£& IZGB( ¥4/ (b)) Bl TE ZFINFET .

- cldefaultlE TR+ B B9 DHTT .
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clrém30

100%D{E F 2 LlgbpsDSAL—b (UNE L— ) T6B M D/ Vruk R 7 A3A] B
K EE TAADZEE LT, Decoder—ERIZERHKLET .

7K $5t T4 A9%4E A L TConcentratort—E A( ConcentratorsR!)1—Ls) [THE 5 L
AV TVIARRA Dpd-ssd TARVEH R LES . ChoDTARYIE 100%0DFE A E L
1gbpsDZ1L—b (Y& L—b) T30H fE DConcentrator A 2R 77 HVA] BE TY .

clr12m60

100%0f5E A 2 E1gbpsDTA L —h (URE L—b) TI2H FE O/ ok R 17 VA
BER K 8t TARDZVERL L T, Decoder—ERIZEH LET .

7k % \71\4 ROEE B L'CConcentrator"j‘—IfX( ConcentrgtorTR Ja—L) ITHERR L .
AT VIR Dpd-ssdTA RVEERTLET . CHEDTARIIE. 100%DE AR &
1gbpsDZ4 2 L—h (YR & L—b ) T60H [ MConcentrator * 2 {R F M AI HE TY .
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clr23m120

100%D{E A LlgbpsDTAL—b (UK L—) T23 8 [ O/ Vrub R 77 HSA]
BRI KBt TARDEE R LT, Decoder—ERIZHEHELET .

7K 5t T4 RA9%4E A L TConcentratort—E A( ConcentratorsR!)1—Ls) [THE G L
A TYIRE Dpd-ssdTARVEEFLLET . CREDTARIIE, 100%DFE A E L
1gbpsDZAL—h (U & L—b) T1208 ] MConcentrator* 2R 7 M AIHETY .

A= BTV B E-I3E &

ZtEHa T [FEHIZEHILaVTE RSN TSR TY A DNTEHRBBALES .

TRTDE & FHETIVEL. T—b T4RYDmachine_ typeB & AL—( W EATARY . TIAIL
b RRL— TARY, FETIAHIVS TAROEE ENS) A DL 75KERL2DDTARY(12vbh ) 5E
Z LFET . Decodert—ERDT IAHILE DA L—2 T4 RYIZIE. decoderd & Udecodersmall&LND5%
Bl AMT (TN E T (host-models.ymlDdisk namef@ ) - Concentrator®DT A4k DT 4 A&, index&
concentratorC9 . T4 RY D& 24 Bl (X, /8\—T42avDE K . —EXADOR)21—LDE| Y Y TH
ED® OB FIBICHEDE (TN FET . F=. NW REST APIZE AL TR —CHEREZT T
'i’i%il_: ZOHE DTARY L IZER SNBR IS 5/ \—T12ay RAX—LEFBEE A (T5DIZHE&
3 .

& /—K ( DecoderEt=I&Concentrator) DTARIDT [T B DA L—U B HE RSN TULES (LY
FDROY—=>239k 75 BB) . B (FSDITH—ERTL2DODT IIL—TZn Bah. & TIL—T 345
E DR IEAR)1—LLR 12X s LET . Decodert—ERDIG & . 22D TIL—FF®/EAR)1— LB ES
B8 LE T ( decoder&decodersmall) - Concentratort—E RD15 & (L. concentrator&indexh&HYET .

¥ disksT DY )L—T4 ( DecoderMis & (Xdecoder&decodersmall. Concentrator®is &
concentrator&index) [&. TNOME T § Bdisk nameBEBEE—BLFET . TARVERTOERT
(X TI—T 4 &Ldisk nameDIF 1DIVELTHWL B THAIH. hAZL ANL—D ETIVEE &
THEEIE. COBBR(TORDOTHR) ZHMFTILELIHYET .
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TARY T IN—F&disk_name DB % %54 5 % & T Dhost-models.ymlA=RYk (F DT K) :

cir1i2m60:
Decoder:
machine_type: n2-standard-32
storage_class: STANDARD
# retention size in TB
warm_retention:

disks:
# allocate to decoder root, index, sessiondb, metadb
decoders

disk_name: decodersmall
disk_type: pd-standard

disk_size:
# allocate to packetdb
decoder:
disk_name: decod
disk_type: pﬂEf-aﬁgl;d
disk_size:

# allocate to decoder root, index, sessiondb, metadb
decodersmall0.
disk_name: decodersmallQ
disk_type: pd-standard
disk_size:
# allocate to packetdb
decoderQ.

disk_name: decoderl.
disk_type: pd-standard
disk_size:
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Concentrator:
machine_type: nZ-standard-32
storage_class: STANDARD
# retention size in TB
warm_retention:
disks:
# allocate to concentrator root, metadb, sessiondb
concentrator;
disk_name: conceniraior
disk_type: pd-standard
disk_size:
# allocate to index
index:
disk_name: index
disk_type: pd-ssd
disk_size:
# allocate to concentrator root, metadb, sessiondb
concentrator(;
disk_name: copcentrator(
disk_type: pd-standard
disk_size:
# allocate to index
index0:
disk_name: index(
disk_type: pd-ssd
disk_size:

SASE Decoder/ —F | 4% #t SN T=& TA AU, packetdb. metadb- sessiondb- index’s: £ DH—EZXD
T—AR—RERAN T 58 Bl O B AR)a1—LEL TH B SN FET . decoder&lL VDB BT DT AR

( host-models 774 )WMDdisk_namel@ %) [ddecoder volume&hosts packetdbl Zxt s L« decodersmall&lyD
£ B DT 1 RY( host-models 774 WDdisk_namef@ &) (Edecodersmall volume&host sessiondb metadb
Lindex| 23t I LET - DecoderDA L—U B4 ([ZESTRK B E TA4RI(DFEY. 128 B 07 Vs 1
FHIE X6 MO/ Vros REFEM . FE238 B O/ Vrob R EF SR X 128 E =36 B MR #F
HE) A EBERIGE X EHDOTARY b DE RSN THER SNET
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ETILIRDODTARY IR EE R T D5 E - &m ¥ DU (Xdecoderds S Udecodersmall &L NS4 Bl
(disk_name) DT 7+ T4RYT. 2% B Dtvbk [ddecoder0E &Udecodersmall0ELN5 4 BT I1THE Y E
. NUE ETILDMDDTARY b EE R TDHIEE LR TT (B c1r23mi20) . & ¥ Dk
(ET 74U T4 R (decoder®s &Udecodersmall N4 BT ~ 28 B DT4RY 2k (Fdecoder0FB LTV
decodersmall0~ 33 B DT4RY Uk [Idecoderl B &UWdecodersmalll « 43 B Dtvk (Fdecoder2H &
Wdecodersmall2TY . .M DT4RY wyk (X, £ 58 EE 4k DOfn 4 #R Al . DFEYdecoder<COUNTER>
&decodersmallKCOUNTER>[ZH LVEY . 22T COUNTERIE. 038 FY. HLLVTARY 2yk (2
LTI DEMLET . £ B DR DEF 9 (decoder. decodersmall) (£, & TYE L S dHR)1—L
B IBATETARIEE E AT ITADIZILHBEFT . R)a—L% [F. —ERDE| Y Y T (SE ) 747
Decoderth—E ADT—RAR—R%EH Al §5-OIFEHINFET

concentrator diskst B ¥k DI NF—UNZHEWNET . TIHILE DT RY Uk (Lindex&concentratorTY o
Concentratorl&pd-standard( disk_type) « AT VIR T4 X9 Epd-balancedTY . index disklindex
database DIRA 1Z{E BB &M concentrator disklEroot. sessiondb metadbMHRAM IZE B INFET . 18
BOTARY Bk BMEB SNDIE & . T4RD EUbIZIF. index<x COUNTER> &V
concentrator<COUNTER> &LV BT AMT [F5MFES . CCT. COUNTERIFOMGIREY . 19 DIE ML
F9( L 52 DDecoderT4 RV ER] #& D7 N2—20) o cl1r12m60 D/ NE—> D Bl 2DV TlE £ DXI—
2 oauh FS LTS,

sase-deployment-models.ymlMadditional_storagel& M B 12&>Ts AkL—2 T4 RIDME L ShdhE
SHBRFVET . B D trueDIF & [ETARIHIME B SN falseDiF & [ETA RYDE B ARFYTSh
FY . TIAINE [Lfalse T . additional _storageZ truel 28 #7 L« nw-create-cloud-hybride B £1T 9
B A= TARIDPMER SNET . CNEDTARIIE, additional_storageZfalsel Z8% & LT=1& 12
nw-create-cloud-hybrideB E 1T L THHIBRShFEA.

WU HRRANL—Y EFIVEERTDITE ANL—CE R ETILELIHYFES . BUIHEETIL
ZE A TAHOIC. REBHENEL—HMERINET . ETILHE B SNi=o. sase-deployment-
models.yml 774 JUR DT NTHDSASE/ —F Dmodel namelE= B #H T 2LEIBHYFEST . EH D/ —
RHAE A SINTULVSIG S (X & /—F Dmodel namel SE YN REZE|IVE TH2LELHYET

BHIE R ETIENRZL ETILOME A I1ZOWVT EFIVEHE AL T(U T D EFEZERFL—
S ETINDFF | EINETHREL R L— ETIVDE Z | 723 FS ) BB ShI-ETILA
[Zmodel_namef& 1% i ( sase-deployment-models.ymI) HE& E SNFET .

SASE Decoder X L—= 18 B [ZDUNTIE A #8B+ SASE Concentrator X L—=# B (2 DUV TIET 82 C
FEHE LTS,

SASE/—F D& A

ZOEY2avTIE, BLOICEIY IV TE RSN TVDRTYTITONTHBALET .
AR -

model_nameh1E L host-model TB T M. additional storagelg & h¥sase-deployment-models.yml
Ttruel FRESNTVETS .

HRBL AR L—2 BETIVEEIR T B E. /root/ sase/host-model ymIDH AR L ETIVE Z CTEH S
nE9.

nw-create-cloud-hybrid A" ) T+ Znode-z £1=13 & # H—/ VTR 4T L T, SASE node-xDA Ak —)L&
ST LET RNL—2 TARIDME SN SASE/—R [THE i ShET A NWH—ERDT—ER—
AERANTHEIIAE B SN TLER A
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kL= HAE

gep SASEA/> X322 X4 ( SASE Decoderai& A) [Inw-<name>-<region name >-<zone_suffix>DHE 7
B HHETY . name. region name- zone_suffixM%: & 1% [&. Decoder/ —k Dsase-deployment-model 77
AVTEBRSNTVET . TRTDSASE/—F (X £ Dfn & R A SR WVET .

B A SNTSASE/—R 7Ot RTBIZIE. & RiIEE B LTSASEAVRAVADGCP AT, > T2
Ea—Fr20 12> 0> REv U >#EFEIZOTALET.

AR —)LDFEMIZDUNTIZ SASEA R —)L HARFS B8 L T/=&,

SASE/—K RkL—L O R

DY av T BLOHICEIY U TE RSN TVSRT YA DONTHRBALET .
IR

SASE Decoder/ —K HIE & [CT—hk Ak SvTEN. gep TA—7 AR L—2 a0 SN TLNET S

/—F DETIUBEE T ToNIzT RTORNL—2 TARIAME B SN TLETS . ilab L1=k3IZ,
[ 3 Sf=model_namehME Fl SN TS5 & « Fi=ldadditional disksi@ 1 HYV false | ITEE FE SN TLY
BB E . TARVIIE L SNFEHA . model nameh @ >TLVSH L. /—FETFUAURR—)LL
TEERITDBEINDYED . [B& of=additional diskslE ( false) HAMERA SN TLDIE S T, [EZF
truelZE% 7€ L« nw-create-cloud-hybrid A9V J T+ B EITLET

nw-create-cloud-hybrid --enable-cloud-sase

SASE DecoderXk L— i Bk

{1 ERB%F2 BB L TS/=&LV SASE Decoder R L—HERE DY TIL S F A1 FSBBL T, 12 R—)L
FIZAEREEZNIRA—2 THRODIERRZTE T LET .

SASE Concentrator®X+ L— O X

{1 IR CES BB L TS/SEL SASE Concentrator R L— B DY TIL S F A 1S BL T, 1R
=L [ZIERE SRR L—2 THRODIERZTE T LFET .

SASE/—FK DA+ L— DL IR

FE FAIERSNRRS ETIVDAER R TEEY  DRZL KRR ETIUILR IR TEEEA.

INTIR PART—ADREHEDERGE. BERDANL—VEH L. AL —DE R E .

B ORBEEEIZETIETAAREE ABHYFET . SASERFL—2 ETILL. BINDANL—UF Y Y
TEHYR—bLET . TERDIFL—8 58 < )y XDEx #] DFI L. B A SN TSR E DFRXR
;_7;)1,75“'}1& . 2% B 05 2. ¥ 8T )LEHL 5k TEAF B /I g ARRN ETILAYR SN TLY

AL—UHRER N UVOR

SASE Node-x( Decoder/Concentrator) - GCPK %t 74 A27( PD) AR L—F& L 74



AL— AHAR

B £ OFT /Y model_name) | YiR—k EhTLVS R L— i 5 # BE ( model_name)

clrém30

clr12m60

c1r23m120
clr12m60

cl1r23m120
c1r23m120 ZEEL(YLEA)

DecoderZf-IXConcentrator A+ L— DOk E
Decoder A L—UZ L8R 9 A121F. B B H—/\Ff=[ENode-zTRDF IBZETLET .

L.

host-models.yml CH LWVETIILEYS E LT, /—F Dmodel namelE %% LLVETILTE #H L.
additional storageZtruel X ELT. BREIEVIVILET.

LT OIv R ERITLTRANL—U IR RLET S

nw-create-cloud-hybrid --enable-cloud-sase

& B\ HY—/\F(FUIZBT 1L NW REST APIZE AL TANL—U B ESE T L. REST API
A—TA)T4EFER LT \—T12av EH—ERE| YL TEE L ET ( DecoderDIHRTO—F5—
?El_ > {eviceappliance] > YO/ \T<]IZBBEBLTHIUWL. VonTalROyT a0 %%
R) .

REST APIZE AL T, LR DFIETEMUIFH LVTARIDRNL—CHRERE T LETS . ##
HIZDUVTIE TREST APIZEFE LI=RFL—2DERE 1 023> 55 BB L TSRS 2T S
FUAZDUVTIE. T £8B - SASE Decoder AR L—F8 B DY TIL SF 141 ET 1 87C - SASE
Concentrator AN L—18 B DY TIL S F A 1S BE L TS0,

fF &%

DIV DRAB IR DEESYTY .
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kL= HAE

8% A - hDARL KRR ETILDE &

{1 $%B - SASE DecoderA L—U B DY TIL 1A

it $% C - SASE ConcentratorAk L— R DY TIL S5 )A4

{1 $%D - SASE DecoderAk L— [ LR DY TIL S F A

{1 $%E - SASE Concentrator Ak L— 35 58 DY )L SF1)A

18%A - hRZL KRR ETIVDE &

HRZ L Ak L—2 T )UE. Google Cloud Persistent DiskDHl| R [T > TIE B TEE T

DAL ETIVEE R T BI2IE. SASEDAVAR—ILER IR T HRTIC. L TOFIEZFIEFICERITITS
HEHAHYET .

1.
/opt/rsa/saTools/cloud/sase-deployment-models.yml &Elopt/rsa/saTools/cloud/host-models.ymlz
/root/.sase/\TAE—LET . ARA L ET UL ¥k Tlroot/.sase/host-models.ymlEBH L. BFELE
j- o

/root/.sase/sase-deployment-models.ymIPN Mmodel namel& B % £ 58 DHARZAL ETIVEA TEH
L.RELFT.

SASE/—KDEAEZT TLET . SASEA/ R —)L HAKFKZFS BL TS,

TRTDEMEITEMGEZE VY TEDELIBYET . /root/.sase/host-models.ymlDEE 7 DA T
[ChARBL ETIVEEREZEBMIHIEEHENOLET . B 1% D5 B DsF Ml IS DL TIE. SUSE12 Rk —
L AR ES BBL TN,

DecoderWHRS L ETIVEE DY TIL

YT IWDARELIE B 1. 108 6 O/ Yy R 77 8 fE &40 B 8 DConcentrator A 248 77 £ ] T1
GBpsF YT Fvh\a] BERETIVETE & T HILEERNR EL TWET (cIr10m40) . Fi=. machine typeldk
n2-standard-32( £ FA 7] BT RTOHOVMAA T D # 12DV T, Google CloudDK FaA b %S
H8) . disk_typeldpd-standard. 1N7Ib T—ER—ZXDRA L—IF 441598000 GB . D DT—73
A—ZX( metadb. sessiondb. index) [£8000 GBEL TR E L TLVET .

TARY FA X § HecpDHl R IZEY. COETIUIR2E IS DTARUDW B TY . 7l ik Dy 8 37
B [ZHE LN, 2DDT 14 RY 2 ub [Zlddecoder. decodersmall. decoder0. decodersmall0&EL NS4 | HMT
BNFET(disk_name) -

model nameDARAL ETIVE & clrl0m40.

host-models.yml :
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1 clrlemd4e:
2 machine_type: n2-standard-32
3 disks:
4 Decoder:
5 decodersmall:
6 disk_name: decodersmall
7 disk_type: pd-standard
8 disk_size: 4e00
9 decoder:
10 disk_name: decoder
]| disk_type: pd-standard
172 disk_size: 47000
13 decodersmalle:
14 disk_name: decodersmalle
iiS disk_type: pd-standard
16 disk_size: 40080
17 decodere:
18 disk_name: decoder®
19 disk_type: pd-standard
20 disk_size: 470080
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HRZLDmodel_namefE TH $ S f=sase-deployment-models.ymlDEB 73 227 -

#Container element defining all nodes that will be created within this region.

mw_nodes :

# First Node to be created. This element is just an arbitrary name for the type of
# node to be created and provisioned in this region’s subnet

decoder:

# Mame of the instance known to the nw-ppn network.

name: decoder_w

# This node’s ip in C.I.D.R format. This address MUST be within the ppn_cidr range.
ppn_cidr_ip: 172.30.30.6/24

# This value is concatenated with the region to define the zone
# that the nw node will be installed into on GCP.

zone_suffix: *-b’

# The size and type of boot disk attached to nw node when it is created
boot_disk _size: 196

boot_disk_type: pd-standard

# Define model name to configure host and storage
model_name: ciriémdo

additional_storage: true

# Used to determine if the calling script will automatically bootstrap and accept
# the node keys in the Admin Server. This allows for either automated or
# manual orchestration of a MetWitness Category to the node.

bootstrap: true

# Used to determine if the calling script will automatically orchestrate
# a NetwWitness Category to the node.

orchestrate: true

# The NetWitness Category to be orchestrated. Must be an exact value (Case Sensitiwve

category: Decoder

ConcentratorQHRA L ETIVE E DTV TIL

YT IWDHRE LFE BET IU clr]0m40) 1. machine_typeldn2-standard-32( £ B vl BT XTD
VMAA T D 122U TIE. Google Cloud®K ¥4k %5 B8) . Concentrator* 2R 77 £ R (340 B
il &L T %E L TLYET . Concentrator®disk typeldpd-standard. A>T 99 AMdisk_typeldpd-
balance metadb. sessiondb. rootDAr L—F 4 (524000 GB(40B ) « 10 TYIR T—AR—XI[&
6000 GB( 408 f) TF .

NHDYA X TARYZEDER KA X2 3 HGCPHIBR N 1T FHF-6. b EIxEuk X121

( T7#4ILk %) TY ( concentrator- index) o
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model_nameMAHRA L ETIVE & c1r10m40

host-models.yml :

clrlomde:
machine type: n2-standard-32
disks:
Concentrator:
concentrator:
disk_name: concentrator
disk type: pd-standard
disk size: 24000
index:
disk name: index
disk type: pd-ssd
disk size: 6000
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HRARLDmodel namefE TH ¥ S l=sase-deployment-models.ymlDE 43 A7 -

#Container element defining all nodes that will be created within this region

nw_nodes:

# First Node to be created. This element is just an arbitrary name for the
# node to be created and provisioned in this region’s subnet.

concentrator:

# Name of the instance known to the nw-ppn network.

name: concentrator

# This node’s ip in C.I.D.R format. This address MUST be within the ppn_c
ppn_cidr_ip: 172.30.30@.6/24

# This value is concatenated with the region to define the zone
# that the nw node will be installed into on GCP.

zone_suffix: '-b’

# The size and type of boot disk attached to nw node when it is created.
boot disk size: 196
boot disk type: pd-standard

# Define model name to configure host and storage
model name: clrlem49

additional storage: true

# Used to determine if the calling script will automatically bootstrap ar
# the node keys in the Admin Server. This allows for either automated or
# manual orchestration of a NetWitness Category to the node.

bootstrap: true

# Used to determine if the calling script will automatically orchestrate
# a NetWitness Category to the node.

orchestrate: true

# The MNetWitness Category to be orchestrated. Must be an exact value (Cas

category: Concentrator

1 8% B - SASE DecoderRk L— B DU T IV SF)A

ZOtEo a0 TIL A L— 8 AL Tl REST APIA—FA4)T1—2F AL T. /12 AR—JLf (Z
ERESNDANL—Y TARIVDEREE T LET
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REST APIDE FH 75 3£ DEF #HIZDUVTIE, TREST APIZEFH LI-XFL—2DERL | S35 5 BE
L TFES0.
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AR :

SASE Decoder/ —K hicldefault (model name)d &UWadditional _storage:true( sase-deployment-
models.ymlR) Z{# F L TSASEE A B IZE ASNTWET . cldefaultlFZHiBAZ B I ELTI-TAR £
TILTY,

cldefaultETIUTR TG §BRRL— FARIDME R SN (YRR —IL ZRFYTH [2&o
) Decoder/—FR [ZHEHE SN TUVET . CNLDTAARVITELEE R SN TOELA.

% 1default: - =
Decoder:
machine_type: n2-standard-4
storage_class: STANDARD
# retention size in TB
warm_retention: 1
disks:
# allocate to decoder root, index, sessiondb, metadb
m  decodersmall: [ |
disk_name: decodersmall
disk_type: pd-standard
disk_size: 641
# allocate to packetdb
decoder:
disk_name: decoder
disk_type: pd-standard

disk_size: 69

SASE DecoderRk L—UFE LT BI2IE. ROF B IR WLET

1.

SAUIZATAULET . TRTOT/INMRE—E R KT BIZE. IKAR] > Decoder/—F MiE
R1> B—ER]> Proav]> ®ER]> LHRTO—S]> FIRTIZATLR]> FF
Z%?yx] [ZBELT. PoTalRayTaoraza 90990 . levlist] > BEEIEERLE

FTRTDTOAV) TINMA(BRBEABIVUREROWE A) bR ESNFET . BRE {'%0)7_:/ A R[Z
[FMused=11DMTFE. XERB DT /N\ARIZF used=01DMF IFoNFET . COF/E . 7OV T/IN(R
[Esdbésdc T . sdaldT—k TARITHY. EEHITHF AT ShFHA.

¥ decodersmallld. DecoderrR)2a—LDHI I/ S—T 43D BT H5HENHYET .

partNewIXURZE AL T, RERDOITOVY T/INA RE/N—T42 3057 B|LFET . Decodert—E

ADIGE . KEWLT /A Z(decoder) [£F [Zpacketdb 12/ \—T 43R Bl SN TEIYY THh.

INETE TN R( decodersmall) [Eroot/session/metads K WindexT—3RX—XA 1ZE|Y Y TENFET .

sdcZ/ \—T43av R BT BIZIE. ROINGA—E—%#H/E LT FO\T+a] FOvFa8owmhs
partNew |%:E&RL. BEEIZV)VILET.

name=sdc volume=decodersmall service=decoder commit=1l
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admin v

NETWITNESS Investigate Respond U 5 Hosts Files ashboard po!

HOSTS  SERVICES  EVENT SOURCES ENDPOINT SOUR HEALTH & WELLNESS EM SECURITY

% Change Service | [ NWAPPLIANCE26051 - Decoder | Explore

/deviceappliance/appliance NWAPPLIANCE26051 - Decoder

= NWAPPLIANCE26051...

481 NWAPPLIANCE26051 - Decoder (DECO..

config

stats
B connections

B[] database
B[ decoder
B85 deviceappliance

[ appliance

B[ connections

Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance

B[ logs
B rest « parthew v Parameters name=sdc volume=decodersmall service=decoder commit=1 m
s name=sdc volume=decodersmall service=decoder commit=]
B[ Jservices Message Help
name - <string, {enum-one:The value must be one of the following: sdb|sdg> block device name -

B0 storedproc service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
BlTsys volume - <string, optional, {enum-one:The value must be one of the following: concentrator | index | decodersmall | decoder | packet | hybrid-decoder-

meta| logdecodersmall | logdecoder | logpacket | hybrid-logdecoder-meta| archiver| hybrid-concentrator | endpoint-log-hybrid | log-indexed-decoder | logindex}> volume to create .
B[ users .

B Tindex

Response Output

BTlogs Jsbin/parted -s /dev/sdc mklabel gpt

B rest /sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
Isbin/pcreate - /dev/sdc1

B[ sdk Physical volume "/dev/sdc1” successfully created

3.
sdbBEIN—T42AV R Bl T BIZIE. RDINSGA—EF—ZIEE LT Vr/sTc] FoyTaoowhmhs
partNew ] Z#:ERL. REEIZV)VILET.

name=sdb volume=decoder service=decoder commit=1

admin v

NETWITNESS Investigate Respond Users ile Dashboard Reports

HOSTS  SERVICES  EVENT SOURCES POINT SOL TEM SECURITY

% Change Service | M NWAPPLIANCE26051 - Decoder | Explore ©

=NWAPPLIANCE26051...

i3l NWAPPLIANCE26051 - Decoder (DECO.

/deviceappliance/appliance NWAPPLIANCE26051 - Decoder
config

stats
B[] connections

[database
B[ decoder
B 5 deviceappliance

@[ Jappliance

B[] connections.

- Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance.
B rest « partNew v Parameters name=sdb volume=decoder service=decoder commit= m

Message Help

B[ Jservices
~ name - <string, {enum-one:The value must be one of the following: sdb}> block device name .
&[] storedproc service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
alTsys volume - <string, optional, {enum-one:The value must be one of the following: concentrator |index | decodersmall| decoder | packet | hybrid-decoder-
meta logdecodersmall | logdecoder |logpacket | hybrid-logdecoder-meta archiver | hybrid-concentrator | endpoint-log-hybrid | log-indexed-decoder | logindex}> volume to create .
B[ users E—— e
B[ TJindex

Response Output

Blegs Jsbin/parted s /dev/sdb mklabel gpt

B rest Isbin/parted -s -a optimal /dev/sdb mkpart LVM 0% 1009
Isbin/pvcreate -f /dev/sdb1

B[gsdk Physical volume "/dev/sdb1" successfully created.

4.
P/« FOyFAH0T frvAlloc] Z83R LT, £ 8 TR L=/ \—F1> 3> % Decodert—tE
AZBYLHTT. EEIF=VIILET.

service=decoder volume=decoder commit=1
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NETWITNESS Investigate Respond U Hosts Files Dashboard Reports admin v

HOSTS SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

% ChangeService | M NWAPPLIANCE26051 - Decoder | Explore ©
= NWAPPLIANCE26051... /deviceappliance/appliance NWAPPLIANCE26051 - Decoder
config

Bl 481 NWAPPLIANCE26051 - Decoder (DECO.
stats
B[] connections
© [ database
B[] decoder

B 5 deviceappliance

[ appliance

B[] connections

Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance.

B[ logs
Blarest glsrAlloc  v] Parameters senvice-decoder volume=decoder commit-l.. [ send |
A services Message Help
paramerers: R
B storedproc service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decader| logdecoder}> service that will use storage
o volume - <string, {enum-one:The value must be one of the following: decoder | decodersmall | netwitness_vg00}> volume group name
sy commit - <bool, optional> commit changes
B users
B Jindex
Response Output
a0 logs Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==6551 GB
B rest
B[ sdk

5.
srvAlloc 707 ¥ 1%{% A L TdecodersmallZDecodert—E R [ZE| Y TET .

service=decoder volume=decodersmall commit=1

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports admin v

HOSTS  SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS ~ SYSTEM SECURITY

% Change Service | E NWAPPLIANCE26051 - Decoder | Explore ©
= NWAPPLIANCE26051 /deviceappliance/appliance NWAPPLIANCE26051 - Decoder
config

588 NWAPPLIANCE26051 - Decoder (DECO.
stats

B[] connections.

B[] database

B[] decoder

B & deviceappliance

@[ Jappliance

B[] connections.

80T logs Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance.

B rest « srvalloc v Parameters  service=decoder volume=decodersmall commit=1 m

Message Help

B[ services
paramerers: =
&[T storedproc service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
. volume - <string, {enum-one:The value must be one of the following: decoder| decodersmall| netwitness_vg00}> volume group name
y o=
¥ commit - <bool, optional> commit changes
B[ Jusers
B TJindex
Response Output
B logs Set nfig/meta.dir to var/r decoder/r 73MB
B[ rest Set onfig/ dir to /var decoder/sessiondb==569.72 GB
Set /index/config dir to /var/netwitness/decoder/index==28.49 GB
B[ gsdk

6.
TS5 —ADOSSHTLUL FTDATURZHITLT. ANL—CEYSB TERRLET . BRFADR
FL—CIEERTHARTINET.

df -hP
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ZRL— HAR

;E'} SSH-in-browser + UPLOADFILE & DOWNLOADFILE I @ o

@NWAPPLIANCE26051 ~]5%
Filesystem Used Avail Use% Mounted on
0% /dev
% /dev/shm

un
tmpfs 0 ys/fs/cgroup
/dev/mapper/netwitn z
/dev/mapper/netwitn 00 srhome 2% /home

/dev/mapper/netwitn 00 ) 2. /war/log
/dev/mapper/netwitn /war/netwitness

/run/user/12
/dev/mapper/decodersmall-deco E /var/netwitn
/dev/mapper/decodersmall-i 3 /var/netwitn
/dev/mapper/decodersmall— ) 0G . % /wvar/netwitn
/dev/mapper/decodersmall-me 0 % /wvar/netwitn
/dev/mapper/decoder-packetdb 3] G 659G $ /war/netwitn coder/packetdb

{+ 6% C - SASE ConcentratorRk L— 4 B O FIL 51)74

ZDEHaDHYTIL AN L—2 8 B TlE. REST APIA—T ) T4—%#FE AL T. /1A=L |Z
EBENBANL—2 TARIDWE R ESE T LET - REST APIDE FF 5 45 DFE#MIZDU Tl TREST
APIZE B LR L—2 DR 1 E030F5 BE L TEE0,

AT{R :

SASE Concentrator/ —F hc2default (model name)$&UWadditional storage:truelB ( sase-
deployment-models.ymIR ) Z{E FA L TSASEZE A B [CE A SN TWEYS . c2defaultlFFHBAZE B &
LI=TAR: ETIVEFDREL ETILTY .

N

c2default BT UK G § RN L— T4 RIMIE & [TYE B &1, Concentrator/ —R [ZHE# ST
WFET . INLDTARVIEFELE RSN TOERA.
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Concentrator:
machine_type: n2-standard-4
storage_class: STANDARD
# retention size in TB
warm_retention: 1
disks:
# allocate to concentrator root, metadb, sessiondb
concentrator:
disk_name: concentrator
disk_type: pd-standard
disk_size: 38
# allocate to index
index:
disk_name: index
disk_type: pd-ssd
disk_size: 11
# allocate to concentrator root, metadb, sessiondb
concentratorQ:
disk_name: concentratorQ
disk_type: pd-standard
disk_size: 38
# allocate to index
index0:
disk_name: index0
disk_type: pd-ssd
disk_size: 11

ConcentratorRk L—U B 5I2IE RDOF B IZHELVET .

1.

SAUNZATAULET . TRTDT/INMREZ—E R KT DIZIE. HAR] > Concentrator/—F ®D
BR]> B—ER]> Foiav]> &R]> LHATO—3]> FIMRATIGATIR]I> F
;547*/1] [ZBELT. DrsTalRaydao0ERm89)v90 . Hevlist] > RE]EEIRLE
&N :
COBE . 7Y FTINL Rl&sdb. sdc. sdd. sdeTT . Tused=01[%. COT/NNAANERE R INT
UVEWIEERLET . B THE. Tused | BB (X1 IZER E SNFET . BTk Li=&SIZ. sdalE
T—k TA4ROTHY. ZEH I A ShFEA.

2.

partNewdYURZE AL T RERADTOVY T/IAMRE/N—T12305 EILET . Concentrator

H—EADE & . INSLVT/NLR(disk_type pd-ssd) [FATUVIR T—ER—RIZE|YY THH. K

FOTINARIFI—b | Y30, BRUAZT—R A=YV H TENFETS . sdbZE/\—FTrav

D ENTBIZIE. ROINSA—E—%EE LT PossT4l R OoyFa8 o0 hs partNew] 25& 3R L.
REEIZVIILET.

name=sdb volume=concentrator service=concentrator commit=1
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HAR

NETWITNESS

HOSTS SERVICES  EVENT

 Change Service

= NWAPPLIANCE18597...

B8 NWAPPLIANCE18597 - Concentrator (C.

B[] concentrator
B[] connections
B[] database
B 5 deviceappliance
B appliance
[Jconfig
B[ Jstats
B[] connections
B logs
B[ TJrest
B services
B[ storedproc
B gsys
B Jusers
B[ Jindex
B[ Jlogs

SOURCES

| NWAPPLIANCE18597 - Concentrator

Investigate Hosts Files Dashb Reports admin v

ENDPOINT SOURCES HEALTH & LLNESS SECURITY

| Explore ©
NWAPPLIANCE18597 - Concentrator

concentrator

connections

database

deviceappliance

index

logs

rest

Properties for NWAPPLIANCE18597 - Concentrator (CONCENTRATOR) /deviceappliance/appliance.

partNew v Parameters name=sdb service=concentrator volume=concentrator commit=1
parthew
Message Help
parameters: .
name - <string, {enum-one:The value must be one of the following: sdd | sdb|sde| sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver | concentratar | decoder | logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrarar |index | decodersmall| decoder | packet | hybrid-decoder-
matallaadaca, ILnadacadarllaanackat Lhhrid laadacadar matalarchivarlbyhrid cancantratar Landnaint laa hihrid oo indovad dacadar lasindmsds ualiumo ta crasta e

Response Output
/sbin/parted -s /dev/sdb mKlabel gpt
/sbin/parted -s -a optimal /dev/sdb mkpart LVM 0% 100%
Isbin/pvcreate -f /dev/sdb1

Physical volume "/dev/sdb1” successfully created,

Lt 52 DF g Zconcentrator07R!) 21— LAIZx L TR VIR LET . partNewd TR EFE AL T, K&
A o70vy T A REIN—T42a0 R EILET . sdcE/\—T4330 70 B BIZI1E. RD/INTGA—
A—%RELT P/ sTql R OyTa o0 hs partNew] 2R L. BEEIFV)VILET.

name=sdc volume=concentrator(0 service=concentrator commit=1

sddT/INA REIN—T12av D BT 5I121E. RODISA—42—%IEFE LT Prviss] Kayrason
5 partNew]ZEIRL. EEIZV)ILFET.

name=sdd volume=index service=concentrator commit=1

NETWITNESS

STS  SERVICES  EVENTS

- Change Service |

= NWAPPLIANCE18597...

B il NWAPPLIANCE18597 - Concentrator (C.
&[] concentrator
B[] connections
B[ database
B3 deviceappliance
55 appliance
[ config
B[] stats

B[] connections
B[ logs
B[ rest
B[ Jservices
B[] storedproc
BTsys
B[ Jusers

B TJindex

B Jlogs

IWAPPLIANCE18597 - Concentrator

Dashboard admin v

Reports

Files

SYSTEM SECURITY
Explore ©
NWAPPLIANCE 18597 - Concentrator
concentrator
connections

da

base

deviceappliance

index

rest

< partNew v

Properties for NWAPPLIANCE18597 - Concentrator (CONCENTRATOR) /deviceappliance/appliance

Parameters name=sdd service=concentrator volume=index commit=1

Message Help
parameters .
name - <string, {enum-one:The value must be one of the following: sdd|sdb | sde |sdc}> block device name
service - <string, {enum-oneThe value must be one of the following: archiver | concentratow| decoder | logdecoder}> service that will use storage
ring, optional, {enum-one:The value must be one of the following: concentrator | index| decodersmall| decoder | packet| hybrid-decoder- .
P e i

Response Output

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
Isbin/pvcreate -f /dev/sdd1

Physical volume "/dev/sdd1" successfully created.

sdelZxt LCLEEEDFIEZHEVIRLET .
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name=sde volume=index service=concentrator commit=1

RDINGA—=EZ—ERELT Pr/sT41FOvTZOU M5 frvAllec] 8 IRL. ZEEIZV)00T
BIET AV TYIR R a—LFConcentrator —E RIZE| Y TET .

service=concentrator volume=index commit=1

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports

HOSTS SERVICES EVENT SC ES ENDPOINT SC S HEALTH & WELLNESS SYSTEM SECURITY

& Change Service | I3 NWAPPLIANCE18597 - Concentrator | Explore ©
= NWAPPLIANCE18597... Ideviceappliance/appliance NWAPPLIANCE18597 - Concentrator
B &l NWAPPLIANCE18597 - Concentrator (C... enfs
B[] concentrator -
B[] connections
B[] database
B deviceappliance
= & appliance
[config
B[ stats Properties for NWAPPLIANCE18597 - Concentrator (CONCENTRATOR) /deviceappliance/appliance
B[ connections | srvAlloc v Parameters | service=concentrator volume=index commit=1

oCrep

B[ rest Message Help
B[ services parameters: ‘ ) ‘
service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
B[] storedproc volume - <string, {enum-one:The value must be one of the following: concentrator | concentrator0 |index | index0 | netwitness_vg00}> volume group name
commit - <bool, optional> commit changes
8 sys F
B[ Jusers
B index Response Output
Set /index/config/index.dir to /var/netwitness/concentrator/index==10.44 GB
B[ logs

L EEDFIE T, srvAllocTO/ \T4%4E FH L THE YD3 DD7R!)1—L( index. index0. concentrator0)
DY—ERBYE TEETLET.

service=concentrator volume=index(0 commit=1
service=concentrator volume=concentrator commit=1

service=concentrator volume=concentrator(0 commit=1

B SNI=ANL—D (3, TS5 —AOSSHTLL FDATUR R T THETR R TEEY . 8
BEAHDANL—VFE R TRAR TINET.

df -hP
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[roOt@NWAPPLIANCE18597 ~1# df —-hP

Filesystem Size Used Avail Use$% Mounted on

devtmpfs 7.9G 0 7.9 0% /dev

tmpfs 7.96 8.0K 7.9G 1% /dev/shm

tmpfs 7.96 8.6M 7.9G 1% /run

tmpfs 7.96 0 7.9 0% /sys/fs/cgroup

/dev/mapper/netwitness vg00-root 306 4.1 26G /

/dev/mapper/netwitness_vgl0-usrhome 10 104M 9.9G 2% /home

/dev/mapper/netwitness vgl0-varlog 106 115M 9.9G 2% /var/log

/dev/mapper/netwitness_ vgl0-nwhome 1416 1.2 140G 1% /var/netwitness

/dev/sdal 1014M 185M 830M /boot

tmpfs 1.6G 0 1.6G 0% /run/user/1269
/dev/mapper/concentrator-root 306 248M 306 1% /var/metwit: /concentrator
/dev/mapper/concentrator-sessiondb 811M 38M 773M 5% /var/netwit /concentrator/sessiondb
/dev/mapper/concentrator-metadb 7.2¢ 84M 7.2C 2% /var/metwitn /concentrator/metadb
/dev/mapper/index-index 116 111M 11G 1% /var/metwit: /concentrator/index
/dev/mapper/indexl-index 11c 111M 11c 1% /var/metwit: /concentrator/index0
/dev/mapper/concentratorl-sessiondb 3.8G 60M .86 2% /var/netwitn /concentrator/sessiondb0
/dev/mapper/concentratorl-metadb 35¢ 277TM 346 1% /var/netwitness/concentrator/metadb0

ft §%D - SASE DecoderXt L— [ (TR 3R DY TIL &7+

node-z( B B H—/\) ICSSHTRIAULET . HLWETILEYS E L. /froot/.sase/sase-deployment-
models.ymlITmodel name$EWadditional storagefB@EEZBEHL T . EBEZHRELET.

RDRY)—> 23vk I /root/.sase/sase-deployment-models.yml [N DE F SN L—F8 FF
(model_name ¢Ir12m60. additional_storage ‘true) &7 L CWEY . additional_storagehtruel 5%
ESINTULVDIE & IZDH . B #H SNizmodel namelZx L TEM DAL —L TARIADME L SNE
—g_ o

# Define model name to configure host and storage

model_name: clri2m60
additional_storage: true

node-z Cnw-create-cloud-hybrid A9 ) Th #R 1T LET .

nw-create-cloud-hybrid --enable-cloud-sase
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[root@124Admin026 12.4.0.0]# nw-create-cloud-hybrid --help
sage:
nw-create-cloud-hybrid command [options]

ommands:

--enable-cloud-sase Deploys NetWitness SASE focused assets to the cloud

--disable-cloud-sase Undeploys NetWitness SASE focused assets from the cloud

--upgrade-overlay-network Upgrades overlay network resources

--reissue-all-certs reissues all overlay network certificates

--reissue-node-certs reissues overlay network certificates for a specific node
required parameter:

--uuid UUID of NetWitness Node (see nw-manage -1)
--backup-cloud-nodes, -b Backup configuration of all cloud nodes
--restore-cloud-node, -r Restores configuration of specified Cloud node

required parameter:

--uuid UUID of NetWitness Cloud Node (see nw-manage -1)
--check-overlay-status, -c Checks inter-connectivity of all nw-ppn overlay network hosts
--check-cert-status, -s Checks overlay network certificate expiration status

ommand Options:
--cloud-provider Required: Destination cloud provider (gcp|aws)
- -deployment-model Optional Name of deployment model in template
defaults to pre-defined '(gcp|aws) default'
--cloud-key-path Optional Cloud based Service Account key data path
defaults to .(gcp|aws) specific file

EEHY—N\FFUNIOTAULET . IRTOTOVY TINMMREF—E R RITBIZE. KRR >

Decoder/—F D:&BIR] > H—ER]> FHLav]> &R]> ‘ﬂiazjl:l‘a] > FTINMMRT
TAT7VR] > PIFAT7UR]IFEELT. DT ROyTH o ER )90 Hevlist] &
BEBIRLT EEIZVIILET.

D5 E . BT )Lelri2m60lEDecodert—E RFR (T4 DD T4 RAD%ETE F& LET (decoder-
decodersmall. decoderQ- decodersmall0) -

devlistDIGE B AL B ShE=TJOvs THARERBR OTOVY FINMMADTE A EZERLE
T o Tused=111&. TINMMADRE R SN TSI EETRLET . Tused=0]11%. TINMADEKER T
HAEERLET . B EIN-TOVW) TINMREE B THIULEIIHYFELTA.

BEOERITITRTREFINET . ANL—UZH R T 415 & | host-models.yml TE &SN T
WBBER 7 DT A RY( ZDI5 & Edecoder&decodersmall) (B AE K SNFEEA. FTILLWTARY
( decoder03 & Udecodersmall0) DHHME L EINFET -

[ {1 £%B - SASE DecoderAk L—U 8B DY TIL VA 1€V DATYT2~ 6548 ViR L
T REH (used=0) DTV T/INMADE R EE T LET .
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{1 €% E - SASE ConcentratorRk L—UHEER DYV TIL SF)A4

ZDYUTIL OFVATIE. elrl2m60FET )L THE B Stf=ConcentratorDA+ L— 45 SR # B 12 DUV T
SMEALET . R—k SN TULAYLE R ETILIL. clr6m30. clri2m60. c1r23mi120TY .

ConcentratorMA~ L—U %45 58 5121 R DF B IZHELVET .

L.

node-z( & BB H—/\) [CSSHTRTAULET . $LWETILES E L. /froot/.sase/sase-deployment-
models. yml’Cmodel_name&"aJ:Uaddztzonal_storageﬂ'ﬁ FEHLTCEREZRELET.

LT DRD)—2 Lavk (. Hi 58 R L—Umodel _name:clr12m60. additional storage trueCTH
I K DFIER L TWET . additional_storageh¥ true | IZ8% B SN TLVELME & . model
nameNEFH N THEMDRAL—DIEE R SNFEEA-

RDRY)—>2 23vk I, /root/.sase/sase-deployment-models.yml N DE F SN/ L—258 FF
( model name clr12m60. additional storage true) Z:x L CWET . additional storagehMtruel Z5%
€ 'c"ﬁ’L'Cl, V515 B IZDH B #1 SN fzmodel namelZxt L TGE M DA L—Y TARIDME L INE

# Define model name to configure host and storage

model_name: clri2mé6o
additional_storage: true

2.
node-z Cnw-create-cloud-hybrid A9 ) T #R 1T LET .
nw-create-cloud-hybrid --enable-cloud-sase
3.
SAUNZAJAULET . $RTOHTOVY T/ RE—ERRTHICT. KRF] > BREDRRE
(Concentrator/—F) OFER ] > H—ER]> Prav]> &x]> ‘Etazjl:lﬁ] > F
ARTIZATYR] > FIFATURINBHLT. VRSTqlknvTaow &R 0)vIL .
devlist] 22 IRL T EEIZI)VILET
Mused=011Z%f [ T 5 LLVTARIIE SNOEDTARIDME R SN TULVEWIEERLET .
ARL—2OYR5RS AR OB R [ET AR TR EFINET .
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4,
[ {1 $% C - SASE Concentrator Ak L—J 8 B DY TIL O3 UA 12930 DR TV 2~ 7154 VIR
LT REMH(used=0) DTOYY TN/ ADERETE T LET -
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{1 8% A NetWitness PlatformsRk [ZKBT—2DEREH
ik

[FEAEDIF E  NetWitness Platform@®Decoder. Log Decoder. Concentrator Archiver, Hybrid/dR R+
2. T—REREFETEODN AL —UHBETT . SAERNL— OfF A A% 1O, SR
L—U CTHI B INBRIL—T b &304 —T 2 RIF. KRR CEIZE BYES . — 8 ORAR TIE. &0
HE T v )EERAADNRELFTH, thORRNTIE, SUFALFEARY/EZTAANFEE
THEE DA IS LEYET

DecodercAk

Log Decoder&Network Decoderld. T—2ZUNEL . AFZEBITLET . ZD2DDHRAE O1E L&, IR
£THTHDILTTY.

» Log DecoderlZAJZ#IRELET .
e Network Decoderld/ Mk ZIRELET .

Log Decoder&Network Decoderl&EB B URE LIZRAWR 5749 hoAR T—RERFTLET . R
(2. AR T—AM, 12T YvI R B DF=8HIZConcentratorZ&E #I SN FET . /RAR (X RAWRAO—F
T—AR(RAW/ 4 yk F£1=[FRAWAY) &. ConcentratorDEE &t DI=HDT—FEL1F 1 [TH H S =A%
TR DF I 2E RN THIRNL—C L E T,

REZH L. RAW/ VYR FEZFRAWOT I B BEHBRAN—C DEFZRETIENDEERERT
T [FEAEDBAICBNT. B DR B ELEIZ. REZEH OE MO E L— D MNIZE DT
ARL—UREMENET . RAWT—2AANL—U 1, SUALEARYEHESIKE DS
EZAHEYR—FTEDLELHYET . 4512, B F A Network DecoderIR 15 D5 & X, D 74E2
DODIN—T 42 AVEFRAMIA R LT, RABMYBEIVEZAHF D/ \—T12 3> D DRAYL Y5
ER—N 3 RIEEHRLET.

Decoder £ MAR Fyi ald. — iR ITHA XHE FE SN TULVET A, Decoder&EZFNITx x5
ConcentratorDfE] M &t K%k HN =15 & [k 2T B I DXyl b Y R—bk SN B E512HE 5k TS
F9 . AR Fviald. DecoderhMl H LTz ARIZ&SHE FiA A& Concentrator|ZE5E 5 SHHAZAD
FABYITH G LTz, SUALIOPSL—k EHR—cT2LELAHYET .

Concentratorrk Ak

Concentratorld. DecoderMoMAR T—REEHIL. TDAIUTYIREERLET « ARZEAUTIVIAD
A DA L—2 D=—XIE. NetWitness PlatformiEB A DR F I TAEH CE DV THABEINE
9. Decoder| 24& $# SNARAWT—RER FR (2. ARBLUVA U TIVIADE B DARL—% . B iE D
BBELELHIMBOLT. REICAITIEGHZR -V E(TLH D5 E HIHYFET .

A3 A L—U(ZIE, Network Decoder®f=IELog DecoderMinil i SNz RTDAR T—AHME IS
NET . i TEHIAIDE DL T (FEL LETH, A2 AFL—2 DNTA—TVRITH FTHE K (E.
IR RERBELOTINERE O A ISR §H5EREFRMLETY . A2 AL—UTDNTIE A4
_7;—’5‘ DIV FLFEARYVEFE I TV EETAHAD—EEDFHREVR—TILEIBYE

93 T8k A NetWitness Platform R AN IZ&BT—2DREF 5 3%



kL= HAE

A TYIR R L—U (21 Concentrator[ZE 5 STz AR T—EAMSE L SN-ERL P DA TYvIR
MEMENET . 1VTVIRDYA XL A2 AR TOHARXCEERBEFELET . HHichdESAH
DIOPSDHYHR—K TN Z A TYIATIE. FHIRNEDF EE . Lik—b . 75—k IZKoTHER ALY
I')—j(_:% DNT AP TEH INDEVEIEEMNE Wi AR YL —b DIOPSEHR—k 3521w

Archivercs Xk

ArchiverRAM ZIE, ARERAWOT DR L—L DM A (21 DDIN—T 423V AWM ETY . ANL—D
J—ILTIE. Log Decoder. Network DecoderMo&E EA ENOR I T RN —70 v ILEERLH
& LiR—b LT DF=hDT A L5 AR Y% E (TR LOVET .

Hybrid7kRk

Hybrid Tl&. 120DRRA T2 £ DY—ERERANLET . L FIHIERLET .

 Network Hybrid Tl&. 7 Vv Z 4k th 8 128 B "B Decoder—E X &Concentrator —E XDl /5 &
RAMLET . /¥y T—EFINE L. ZOT—2DA T 99 X% Concentrator—E RIZxf L TE
BLET RL— 1\TO4—T 2RIt §5HE K (. F B Network DecoderrR R+ &5 A
ConcentratoriR AN B 958 DE— L FT .

 Log Hybridl&. O %#k #th B9 (280 3B 9B LogDecodert—tE X &Concentrator—E XDl 5 7R A+
LEd. 0y T—42Z%EL. FOMTvI A% Concentrator —E RIS LTERB LET . /1\04—7
DADEH I3t T5F 8 L. B FLog Decoder&E A ConcentratorMif B &— L FET .

 Endpoint Log Hybrid[&. Endpoint Server. Log Decoder. Concentrator. Log Collector. Endpoint
BrokerD& H—ERX%EHRAF LET . Windows. Mac. LinuxDE& RAL MoDIVRRA Uk T—2D
IR LE B . BLUWindowsTRAR MSDOT T774 )LEWindowsAT DR E 1T LN, AFT—REE
B LT, BT/ Vb I ED DARUS ) —ZAoDE Y3 EIVRRAVs T—2%EESEFE
EE

SAN#& R AT 3>

A= TU7 Ryk T—9(SAN) & F 9515 & (&, T LLSF ONetWitnessAk L— T/ RIZ
FAITDLDERCE KRB SAT FIL—TE—T1 a R 2 EALET . SANIE B & —/—
AYR [ZEDTIE. PowerVaultEF=IEDACER] L/NTA—T U X TENE 357012, £YZ DI yO—
D ER SATHSANKE B 12 B L73 535 B HHYFET . SAN. PowerVault. DACOENEE 5 5H
;35 E AR IE SANDEMDA—/N\—AVR N BBLGR/NEHZRETHIENT. EEITLGYE

NIA—TV R T HHE R EIR

NetWitness Tl&. Packet Decoder&Log Decoder|Z. 2 D2MDLUNE =X TAYY TINAREE| YL THI L%
HELTOET. 1203/ Vv T—2A T, £53121F thDFTRTOT—HAR—XATY . ThizkY.
B IR O/ yk T—AR—RE M DT—ER—INo0 B LT, VORI R M D7 IT(ET1&
MELLEWNKIITTHIENTEET .

Concentrator|Z[X. 8 N1=/\T+—T 2 R%15 51512, {# Bl DSSDR—ADA T YT R 7R a— LD
ETY. COATYIR Ra—LlE. NL-SASIZfR 77 TESConcentrator A3 T—AR—X Rl)a—L&
(XA DRAIDY IL—T 14 $h 326 B HBHYET . Archiverld. 7TSATUATEIZIDNDK B ENL-
SASAkL— Ra—LZEE A TEET.
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SEDF SAJ&IESEDR SATHSR 1 3% Rk L DSEDH s K547
FIW—TTChOtxa)T71DE L

SEDR SA T EFESEDR SA T DMl A BT IS4 TV RIZEFE LTS5 A (. encryptSedVd.pyASSED
*f 5 AR 18 R 54T D Al (R B9 Bl BE M AHYET . SEDxE i EIESED it Dl 5 DR 8 K 54
THRAMBEEITIB A LTOFIEI EAINET.

1. 7FSA7VRISSHTHE#Ki L PERC H740( =) PAT3—THF¥a)T4E2BHILET . COF7H
THA—0ark O—5—&F B (0TI . PERC H3407HTE2—IF1EL TR RENET
TIFATUORALE DT ARTOAV N O—F—%—E R RTBIIUEL. ROATNFEETLET.
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'

BHDF(CH) IZIE. PTSATUAL DAV O—F5— AV TVIRN—E R TEINFET . ZDi5
& . avka—5—"0"[E"PERC H740 Mini"[Z. 3>k O—5—"1"[X"PERC H840F7% 4 —"|Zx}
i LET . FI"'DG"EXV"VD"IZIE. Ok A—5—LE DR B RSATELUVR 4T JIL—ThK *
INFET.

[root@l16Decoder percclil# /opt/MegaRAID/perccli/perccli64 show | egrep -A3 'Model’
Ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

0 PERCH740PMinti 0 Opt On -

1 PERCH840Adapter 8 12 0 Opt On - 0 Opt
[root@l1l6Decoder percclil# I

2. "PERC H740 (mini) Adaptor"( Ak A—5—"0"%2 &) THEF2)T4ZEF T BI2E. ROaATF
ZETLET.
/opt/MegaRAID/perccli/perccli6d /cO set securitykey=’<SOME_ STRING VALUE>’!'
keyid='< SOME_STRING VALUE >’
i
/opt/MegaRAID/perccli/perccli6ed /cO0 set securitykey='Netwitnessl!' keyid=1l
'"Netwitnessl’ I|&securityKeyT. ‘1’[XIDTY . Key & keyID DM AZLZEIREFELET.

[root@l16Decoder percclil# /opt/MegaRAID/perccli/percclib4d /cO set securitykey='Netwitnessl!' keyid='netwitness'
Controller = 0

Status = Success

Description = None

Controller Properties :

3. XaUT14EE L &S5EL TWSSEDH G K 547125t it 37 H1E LWL 54T 4 IL—F(DG) R
HMRSAI(VD)ZHELET.
/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show | egrep -A5 'DG/VD'
A D25 Lz % DFIES B LT, 6DDSEDX I K SA4FIxt is TAIE LW S4T FIL—F
(DG)MRERSA4T (VD) EHEELFET . VU—RX6F7TSA4 T ATIE. RAID6%{E F 35DG/VDIZ
121214 T3 . NAME]ZI#FE AL T, VDELIIDGEHE T 5IENTEET . CNH S . DG/VD
[£"2"TF . "Type"5l . "Name"5l | "Size"5] ( h5lE, L3 TVDAME M SN BEEIT1—H—IZ
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FOTEBRINTY) OMAESHEEFERALTNET .

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /vall show | egrep -A5 'DG/VD'
DG/VD TYPE State Access Consist Cache Cac sCC Size Name

RAID1 Optl OFF 931.0 GB
RAID1 Optl OFF 1.818 TB
RAID6 Optl OFF 8.730 TB Virtual Disk 2

[root@l16Decoder perccli]# I

4. TARY JI—T(6& DSEDH It K SATHSE K ) DX )T1FF T BICIE. ROaATKR
ZETLET.
/opt/MegaRAID/perccli/perccli6d /cO0 /d2 set security=on

[root@ll6Decoder perccli]# /opt/MegaRAID/perccli/perccli6d /cO /d2 set security=on
Controller = 0
Status = Success

Description = Success

5. AV A—S—T"0"TCERAINDIIa—CYID(EID) #BBLET . D5 & 1E"64"TY,
/opt/MegaRAID/perccli/perccli6ed /cO0 /eall show
[root@ll6Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /eall show

[Status = Success
Description = None

EID State Slots PD PS Fans TSs Alms SIM Port#

EID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count
Ss-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

[root@l16Decoder perccli]# I

6. RSAT/IKSA4T FIL—T(DG) HSEDH Iz M OR L THAEEMHE T ITH=HIZ. LL T DavoR
#E1TL. SEDH I . &2 . SED® s D& 757 H. AAYL4( s4) ~9(s9) DESAT(ZDNT
"Yes"|ZE& TE SN TLNDIELTE HOHET S
/opt/MegaRAID/perccli/perccli6ed /cO0 /e64/sall show all | egrep -1 '
(Policies/Settings |SED Capable|Secured|SED Enabled) '

Drive /c0/e64/s0 Policies/Settings

SED Capable = No

SED Enabled = No

T8 A NetWitness PlatformRAF [CEBT—E2DFEE A 1% 96
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Secured = No

Drive /c0/e64/sl Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s2 Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s3 Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s4 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings
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SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s6 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s7 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

T8 A NetWitness PlatformRAF [CEBT—E2DFEE A 1%
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Secured = Yes
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{1 8&B. L—X6EFSFTI N )—X7aF7FEFTNAT VR KRR
k DiE B 1E (encryptSedvd. py)

NetWitness)—RX6ET7H KU Hybrid7R R~ 1Z(E. B #1#E 5 1b K54 J(SED) AbYET -
encryptSedvd.py AT X, R DI E 4T LVET
o U1)—X6ERR DI S 1L DR EMNE LW EFRIELET S

o BHIESNTUVELRSMTERSILLES.

E PowerVault’g EDF} AR R L— T/ R[ZDVTIE, TREST APIZE A LF=Ak L—D (i

B JDITREST APIZ{E FHLTI=ARL—C D AL | T, SEDRSAJZE S 1L 35 A % FS B LTS
LY.

RDUF)AIE. encryptsedvd. pyZ{E A 35 H OF| TT .

o YMBERAF TR B IL AT ONINEINEHERTH. CDHE (. T/\A AT 51t AT hHhiL
ERDVTR DT 5&. BB L THMENE ZoNET .

. BELBLTT MREEINPyILTEY. ThER ST 20 EAH5.

CDARD)TRIE YJ—RI12.5LUE D rsa-sa-tools TALIZRIIZHYZET . XDT«4LOR)IF12.58
T9.

rsa-sa-tools-12.5.0.0-xxxx.noarch.rpm

ROFIEIE ROUVT-DERFEERLTVET .
l. rootélLTRTALULET .

2. rsa-sa-tools RPMAR—X F4L k1),
cd /opt/rsa/saTools/supportScript/

[TRELET.
3. ROATKREERFTLET.
OWB_ALLOW NON FIPS=1 ./encryptSedvd.py

ROYTRIE. TARIDEE B L SN TLBNESIHIER LTLVET .
o« RSATAEELINTLBE S . ROAvE—SHRRIYTR IR TS TOET .

No unencrypted RAID virtual drives with SED physical drives found.

o FIATHEES LS TULVELME & [ ROBITR T &I, B S LS TLVELR S4THR
YT ITRENES
D iy

tl
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4. FIATHEBILSNTELT . TNERSIL IS5 E (. ROBEERTLEY.

a. BBILITAERSATEAR—R N—TEIRL. EnterX—Z2HLET .
ROTOVTE AR RESNET .

Please enter a passphrase for the PERC H740P Mini
he passphrase must contain a mix of lowerc U
Optionally enter a key identifier, a default id will be created

diting: <Backspace> clear cursor left, <Delete> clear c¢
[Navigation: <Tab><Up/Down Ar ve vertical,
<Esc> quit without saving, <Enter> save, trailing

[Enter Passphrase:

]

erifv Passphrase:

]

Key ID (optional):

]

b. IRRIL—RZA N ]TFHFR: RYYR(<passphrase>(nFreDan$792% &) ZA L. Tab
F—Z#LFET.

c. Verify Passphrase] 7Rk RYVRT. R EE DF=-HIT/NNRTIL—XEHB A HLET .

d. Key ID (optional) | 7F Xk RYVRIZ, 256 F XK il DEFa)71 F—DIDXFHEA AL
FY. X7 F—ZFERALLGNME S E Z B OFF. EnterF—Z#LFT .
rk 0)7°EI/7°|~ 75‘45§ ‘R éhiﬁ'

e. ky>]ZEIRL. Enter¥—%H L T. NRIL—XDEMEHEELET -
f. ROARKEXFH H#EELT. SEDFSAITME B L SN TWNAIEZERLET.

/opt/MegaRAID/perccli/perccli6ed /cO show more
LT DIFEHMNKRRINET . 48 OSEDF AT DT RTHIE B L SN TSI EA LM ET
(2%Y. BED]I ’C% FSATIYDRTREINET) .

Physical Drives

PD LIST :

HDD Y
HDD Y
HDD Y

101 F8&B. S —REEF V=77 FBNAT IR FAF DR E1E
(encryptSedVd.py)



kL= HAE

E RSATHSEDH G T. B2 THAHE A (L. BED Enabled] XU Secured] SNJLDE HY
Yes] IS ESNFET .

AUk A—5—0ETIO—D24TOR SATEHER I HITIT. ROIAXNFEFEALETS

/opt/MegaRAID/perccli/perccli6ed /cl /e247/sall show all | egrep -1 '
(Policies/Settings|SED Capable|Secured|SED Enabled)'

L percclidYR M M1E ;R (L. [Dell PowerEdge RAID Controller CLI Reference Guide (
http://14u-00.jinr.ru/pub/misc/h-w/LSI/dell-sas-hba-12gbps_reference-guide en-us.pdf) TR & ST
ll \ij— o

1R EHADESALT TI—TTOHSEDDE $h 1k

B ENn=R B FS4T1&. SEDADX its HYA] e TT A, SEDXf s [ZIFAE > TULNEE A

PERC HR407HTA—( N AL —D) EERAL T REBFSATEIR 4T JIL—TEHEHN T
BIZIE LT DEEERITLET

1. 7ISA7VRISSHTESH L. L TFTORVITRERITLTRBRSAI(HERAL—C L D) &
BEELET.

7 ‘encryptSedVd.py AU T+ TSEDHE BE HVE % [T7E 5 DI&. PERC H840F7 A TA—( S+ &8 Ak L—
D) DRBERSATEIERSA4T I —TDHTHY. PERC H740 Mini TIEHE % [TRYFEEA -
PERC H740 MiniCSEDZH #1129 3IZ1E. TR R SA4T/R 547 JIL—TDF $h1k PERC H740
(Mini) PAT2(REARL—D) | 5 B LTS,

OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

2. RERFSA4T%EIRL. Enter¥—Z#HLFET .
NRAILU—XE E IR TEINET .

3. INRIL—RX%ZAALT. Enter¥—%# L% .
UTICHZRLET,

Passphrase ‘Netwitness1!

8B, D U—R6EF-[FTJ—RXTA7EENATJIF RXF DEESTE 102
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kL= AR

keyID metwitness

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

Editing: <Backspace> clear cursor left, <Delete> clear cursor right
Navigation: <Tab><Up/Down Arrow> move vertical, <Left/Right Arrow> move horizontal
<Esc> quit without saving, <Enter> save, trailing spaces are ignored

Enter Passphrase:

Netwitness1!

Verify Passphrase:

Netwitness1!

Key ID (optional):

4. Ay—U%HEFEL., Enter ¥—Z2H L TRHFLET.

The Passphrase for the security key *Must* be securely backed up in case of PERC adapter hardware
failure and/or replacement, without it the data on all encrypted disks will be unrecoverable.

Entered Passphrase('Quoted'): 'Netwitnessi!'
Entered KeyId('Quoted'): 'netwitness'

( ) I understand the risks and have added the passphrase to my organization's permanent record
<Esc> Cancel, < Acknowledge Backup, <D> Decline Backup, <Enter> Save

103 T 8EB. S J—REFR-F)—XT1a7 &= [F/ AT )UK RAF DiE & 1t
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EEOF—ZHLTRTLEYS.

Successfully Encrypted All Selected RAID Virtual Drives

If you set a PERC contoller security key passphrase or key ID,
Please be sure to add them to your organization's permanent record
Press any key to exit

6. F%»r?‘fﬁSEDiﬂs'g BETHHIEEERTAHIZIE. RO %E

Becured] 12 Yes] AMR SN BT EEREER Li‘To

/opt/MegaRAID/perccli/percclioed /cl /e247/sall show all
(Policies/Settings|SED Capable|Secured|SED Enabled) '

Drive /cl/e247/s0 Policies/Settings

SED Capable

Yes

SED Enabled = Yes

Secured

Yes

Drive /cl/e247/sl Policies/Settings

SED Capable

Yes

SED Enabled = Yes

Secured

Yes

Drive /cl/e247/s2 Policies/Settings

B, S J—RER=[E J—RTA7 F=FNATJUR RAF DIE 5 1E
(encryptSedVd.py)
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SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s3

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s4

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s5

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s6

SED Capable = Yes

SED Enabled = Yes

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings
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Secured = Yes

Drive /cl/e247/s7 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s8 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s9 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s10 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s11l Policies/Settings

8B, D J—R6EFETJ—RTA7F-IFNATJIF RAFDIE 5 E
(encryptSedVd.py)
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SED Capable = Yes
SED Enabled = Yes

Secured = Yes

RELESAITIESA4T JI—FDHE $h 1L PERC H740( Mini) 75 T52( RE R
fL—D)

percli64 1—T 4 )T74—%F A L T. A2 R—F SEDH & K S/ J( AAYk4~9, & 5168 DES4D) H
DAE R SNTAR B R SATEIIR 54T JIL—T TSEDREE B N ITTHTENTEET .
/opt/rsa/saTools/supportScript/encryptSedvd.pya{® F LT, PERC H740( Mini) TETH
+t OERBRESATTEFRLITAERBHNITTHLEITEE A

1. 77547V RISSHTHEE S L PERC H740( =) PAT3—TH¥ T4 B HILET . COTH
TA—0arvk O—5—& 5 (F0T3 . PERC H8407H TR L. 1EL TR RSNFET .
TIFGATURLE DI ATOAV N O—FF—ER R TBHITUE. ROATNFEETLET.
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'
R DT (CH) [2E, FTFATVRA L DAV O—5 AV TVIRN—BERRENFT . OB F . IV
k B—30/FPERC H740 Minil<. 3>k B—51(ZPERC H840FHF TR IELET . 5l DGI1BLU
VDJIZlE. oo b B—5—L DR B RSATELVR 4T JIL—ThR REINFET .
PERC H740( Mini) PAJA( a2k O—504 &) TEXATA4ZE T BI12E. ROATREE
TLET.
/opt/MegaRAID/perccli/perccliod /c0 set securitykey=’<String>’!"'
keyid=’<String>’

i -

/opt/MegaRAID/perccli/perccli6ed /cO0 set securitykey='Netwitnessl!'
keyid="'netwitness'

'Netwitnessl’ is the securityKey and ‘netwintess’ is ID.

Key&keyIDDWE /5 ZfE R [CAELTHEEFT .

3. EXUTAER T HSEDH L A BER SATIZx 5 9% IE LWL 54T JL—T(DG) Ff=I&
RERSAIT(VD)EHEELET

/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show | egrep -A5 'DG/VD'

& ) 25| Lz % DI EF v L T, SEDR it 7] B THH6E DSEDR s K 54T 12xt s 35, IE
LOWRSAIOIN—THRBRSAITEHELET . V)—X6T7TS5A4 T ATl RAID62 A/ TEE A
FBDGEIXVDIXIDEFTT . Namel 5|2 A LT, VDEIIDGEYE E 35 ENTEET S
5 & . DGEIIVDIR2TY . BA4F]. &Hll. B X5 (IhiliE. LB TVDEER LT
LEICERZSINTOET) DA S HEEERALTLET.

4. decodersmall’R')1—L J)L—TJT. 68 DSEDX I A e S THDAF L Shi=T4RY T)—T
DEF)TAEF T BICE. ROATREETLET .
/opt/MegaRAID/perccli/perccli6d /c0 /d2 set security=on

107 T 8B, S J—REFLFTT—XTA7FLFNAIT IR KA OFE 5 1E
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5. Ak O—30TE A ShdI - 0—C4ID(EID) 2B LET . 0B A (364 TY .

/opt/MegaRAID/perccli/perccli6d /c0 /eall show

6. FSATELIIRSA4T FIL—THSEDHM I THY . BREL THAHILERE

I BIZE LLTFOavor

#3%E1TL. SED Capable]. Secured]. SED Enabled] D& 755 ROk 4(s4) ~9(s9) TK
FATIZDNVT Yes] ISR E SN TSI LEMHERLET

/opt/MegaRAID/perccli/percclied /c0 /e64/sall show all

(Policies/Settings |SED Capable|Secured|SED Enabled)'

RS54 7 M/c0/e64/s0 Policies/Settings :

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/sl

SED Capable

No

SED Enabled

No

Secured = No

Drive /c0/e64/s2

SED Capable No

SED Enabled

No

Secured = No

Drive /c0/e64/s3

SED Capable No

SED Enabled No

Secured = No

Policies/Settings :

Policies/Settings :

Policies/Settings :

F8EB. S J—R6EF-FJ—RIaA7 F=E/ AT IR RAF DI B 1E

(encryptSedVd.py)
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Drive /c0/e64/s4 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s6 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s7 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings

SED Capable = Yes
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SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings :

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

PowerVault( PERC 840) TR Shi-RBFSATIKS54T JIL—

JTHOSEDDOED{t
RERSAT/IRS4T T —TDH $1k PERC H840F7F T4

ZIESED®T its 7] BE TI HY. SED®t s [T >TULVER A

E TRESAT 13O0 B | DI PowerVaultDI O TINAADE L 1€ a>0 THERB LR E T4

8B, D J—R6EFETJ—RTA7F-IFNATJIF RAFDIE 5 E
(encryptSedVd.py)
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1. BRITTBICE TITSATURIZSSHTHERGEL . LT ORIUTEEFTLTVD( S EBRFL—D
ED)ZEESIELET.
OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

¥ encryptsedvd.pyARYT - TSED#E E AV 1 (T2 B DIK. PERC H840T7 4 TH( 44 &8 X+
L—) DIRBE R SATEIFRSAT JIL—TDHTHY. PERC H740 MiniTIEE $h [TRVFEE
Ao PERC H740 Mini CSEDZ A #h (ZF5(2(F. TIRERSATIKS4T FI—TDEH

{€ ‘PERC H740( Mini) 7HAF2(REBRFL—2) | #5 B L TS,

OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

Detected unencrypted RAID Virtual Drives with SED Physical Disks

Please select the drives to encrypt

Navigation: <Tab><Up/Down Arrow> move vertical

<Esc> Quit, <Enter> Save, <Space> Select/Deselect, <A> Select All, <D> Deselect All

ID VD DG RAID SIZE HBA
(M1 0 ] RAID6 106.9TB PERC H840 Adapter

2. WA RBETAARIZEZIRL. EnterX—%HLET
NAIL—XE HE AR RSNET

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

Editing: <Ba clear cursor left, <Dele clear cursor right

Navigation: p/Down Arrow> move vertical, <Left/Right Arrow> move horizontal

<Esc> quit w saving, <Enter> save, trailing spaces are ignored

Enter Passphrase:

]

Verify Passphrase:

]

Key ID (optional):

]

111 fT8B. Y J—REFE J—RXTA7 R IENAT IR RAF OfE 5 1E
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3. INRIL—R%FA AL, EnterX¥—%#H LFET
LTI ZERLES.
Passphrase ‘Netwitness1!
keyID metwitness

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

Editing: <Backspace> clear cursor left, <Delete> clear cursor right
Navigation: <Tab><Up/Down Arrow> move vertical, <Left/Right Arrow> move horizontal
<Esc> quit without saving, <Enter> save, trailing spaces are ignored

Enter Passphrase:

Netwitness1!

Verify Passphrase:

Netwitnessl!

Key ID (optional):

netwitnessf]

4. Ay—U%HEZR L. Enter ¥—ZH L TRHFLETS .

The Passphrase for the security key *Must* be securely backed up in case of PERC adapter hardware
failure and/or replacement, without it the data on all encrypted disks will be unrecoverable.

Entered Passphrase('Quoted'): 'Netwitnessi!'
Entered KeyId('Quoted'): 'netwitness’

) I understand the risks and have added the passphrase to my organization's permanent record
<Esc> Cancel, <Y> Acknowledge Backup, <D> Decline Backup, <Enter> Save

B, S J—RER=[E J—RTA7 F=FNATJUR RAF DIE 5 1E 112
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5. FRDF—ZWLTRTLET.
Successfully Encrypted All Selected RAID Virtual Drives
If you set a PERC contoller security key passphrase or key ID,
Please be sure to add them to your organization's permanent record
Press any key to exit
FSA4THSEDR I THY. BRE THAHAIEFM R THICE. LT DOav RFEETL. SED
Enabled&Secured|ZYeshHWR S B EEHE h6HET .
/opt/MegaRAID/perccli/perccli6d /cl /e247/sall show all | egrep -1 '
(Poliqies/SettingslSED Capable|Secured|SED Enabled)'
R >4 /c1/e247/50 Policies/Settings :
SED Capable = Yes
6.
SED Enabled = Yes
Secured = Yes
Drive /cl/e247/sl Policies/Settings
SED Capable = Yes
SED Enabled = Yes
Secured = Yes
Drive /cl/e247/s2 Policies/Settings
SED Capable = Yes
SED Enabled = Yes
Secured = Yes
113 T8&B. O J—R6EF I J—XTa7 EINAT IR RAF DR 5 1E
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Drive /cl/e247/s3 Policies/Settings

SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/s4 Policies/Settings

SED Capable

Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/s5 Policies/Settings

SED Capable Yes
SED Enabled = Yes
Secured = Yes

Drive /cl/e247/s6 Policies/Settings

SED Capable

Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s7 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes
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Drive /cl/e247/s8 Policies/Settings :

SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/s9 Policies/Settings :

SED Capable Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/s10 Policies/Settings :

SED Capable

Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s1l Policies/Settings :

SED Capable Yes

SED Enabled = Yes

Secured = Yes

SEDK 547 LIESEDF SATANR TE I 5 RAN £ DSEDX Itz K 547 J)L—7F
TOEx1JT1DEIE

SEDR SAJEFESEDR AT DMl A BF7TS5A TV RITEFE LTS5 A (& encryptSedVd.pyASSED
I AR 28 RS54 T D@ Al (TR B Sl gE M ASHYFET . SEDxT it EIESEDxT it Dl 5 DAR 18 K 54
THHRANEETDHEE (X LT OFIEHAEHINET .
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1. 7FS5AF7VRIZSSHTHE#H L. PERC H740( 32) 78 T 3—TCTEX 2 T4ZEBHILEFT . COT7HF
THA—0ak O—5—& 5 130T . PERC H8407H TAIL1EL TR RENET .
FISATURAL D RTOAUE O—5%— B R R F HI<E. ROTTNRERFLET.
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'
R DH(C) IZIE FTSATUoRALEDA N O—F AVTVIRDN—ERRTINFET. ZDIH S .
avk B—5—"0"(X"PERC H740 Mini"[Z. 3k B—5—"1"[3"PERC H8407FT4—"|xt i L&
9. 51 DG]1HELY VDJIZIE, aobB—F L DR 4T JIL—TELMMR B R SATHR RINFE

[root@l16Decoder percclil]# /opt/MegaRAID/perccli/perccli64 show | egrep -A3 'Model’
Ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

0 PERCH740PMinti 0 Opt On -
1 PERCH840Adapter 0 Opt On - 0 Opt

[root@ll6Decoder percclil# I

2. "PERC H740( Mini) 7Z 74", 2FY. 2k A—3"0"DtF)T4EE 23 5I2E. RDaTUK
ZEITLET
/opt/MegaRAID/perccli/perccli6d /c0 set securitykey='<SOME STRING VALUE>'!'
keyid='< SOME_STRING VALUE >’

Bl

/opt/MegaRAID/perccli/perccli6ed /cO set securitykey='Netwitnessl!' keyid=1l
"Netwitness1"[EsecurityKey T "1"[XIDTY . KeytkeylDDWE AL £ ITRELET .

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/percclib4 /cO set securitykey='Netwitnessl!' keyid='netwitness
Controller = 0

Status = Success

Description = None

Controller Properties :

3. EFAITAEAMICLEIEL TWSSEDH IS R RER SA TS i 6. IELWLW 54T JIL—F
(DG) F=IIRBRESAT(VD) & ELET .

/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show | egrep -A5 'DG/VD'

XA 25 Lz % DI ES B LT, 6 DDSEDR s K541t s 3 HE LW SATHIL—TF
(DG) MR B R SA4T (VD) ZHELFET . V—RX67TS5A4 T ATl RAID6%E%E A 95DG/VDIE
121214 T3 . Namel I ZFE AL T. VDELIIDGEE E TAHIENTEET. ZDBE . DG/VD
F2"cd. BA4F]. B&EIl. BA4X]15(hblE. £5E TVDEER LI=EE(CA—H—I2&oT
EZINTWEY) D AE HEEFERALTLET .

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /vall show | egrep -A5 'DG/VD'
DG/VD TYPE State Access Consist Cache Cac sCC Size Name

RAID1 Optl RW RWBD - OFF 931.0 GB
RAID1 Optl RW RWBD - OFF 1.818 TB
RAID6 Optl RW RWBD - OFF 8.730 TB Virtual Disk 2

[root@l16Decoder percclil# [i
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4. TARY JIN—T (65 DSEDH ik SATHBME ) DEFaUT4ER MITTHIIE RDaAvUr
ZETLET.

/opt/MegaRAID/perccli/perccli6d /c0 /d2 set security=on

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli6d /cO /d2 set security=on

Controller = 0
Status = Success

Description = Success

5. Ak O—S—T"0"CERASNEIIA—CFID(EID) #WELET . CO5 & 164" TT S

/opt/MegaRAID/perccli/perccli6d /cO0 /eall show

[ root@l16Decoder percclil# /opt/MegaRAID/perccli/perccli64 /cO /eall show
ontroller = 0

[Status = Success

Description = None

ID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count|
Ss-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

[root@ii6Decoder percclil# i

RSAT/IRS4T JIL—T(DG) HSEDH itz hOR £ THAEZHER TH=HIZ. L FTDavUR
%#%1TL. SED Capable]. Secured]. SED Enabled] D& 755h% A0k 4(s4) ~9(s9) DK
SATIZDNT Yes] IR E SN TLNBIEEHE HMOFET .

/opt/MegaRAID/perccli/perccli6d /cO0 /e64/sall show all | egrep -i '
(Policies/Settings |SED Capable|Secured|SED Enabled)'

Drive /c0/e64/s0 Policies/Settings

6.
SED Capable = No
SED Enabled = No
Secured = No
Drive /cO/e64/sl Policies/Settings
SED Capable = No
SED Enabled = No
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Secured = No

Drive /c0/e64/s2 Policies/Settings

SED Capable

No

SED Enabled No

Secured = No

Drive /c0/e64/s3 Policies/Settings

SED Capable

No

SED Enabled = No

Secured = No

Drive /c0/e64/s4 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings

SED Capable = Yes

SED Enabled Yes

Secured = Yes

Drive /c0/e64/s6 Policies/Settings
SED Capable = Yes

SED Enabled Yes
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Secured = Yes

Drive /c0/e64/s7 Policies/Settings :

SED Capable Yes

SED Enabled Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings :

SED Capable Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings :
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

FE D —RIN—ROI7 (N R AR L= B OF FISHHVDLY . MD2412728) TR S L &F
MIZFTBFIEIE. SOOI aTHRIATEV—R6DFEEERFH TT . V)J—X7/\—K 97 D5
AN

1.9 # HBAIZPERC HO65i . #} #8 HBAIXPERC H965¢TH .

2.Perccli6dF 1 )—RX7/\—F D7 TIEHR—b SN TWER A . /opt/MegaRAID/perccli/perccli? &
ALEYT . 2)—R7/\x—F 7 Tpercclia YR X 1T §5EE (X, percclibdZperccli2| TE E#: 2 T
FZ&Ly
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18 C ;ST a—T42%

%_0)127’/51‘/'5[1\ REST APIZE AL T. SFEIFLRANL— 4RVZRBRTHFIEEHRBLTLE

REST APIZfE ALT-. Ta—45—IZEHan-E ik FH#DAC
DE 18 B

SO FHIATIE. Bl OY—)VERE AL THE R ENT-DACE. REST APIEE L THBEHL. (FE

[ o=15 & - FIER DR L—2 TN RIINWITYTENTWDIG & () B TE DT —4% T R TH
EIBHEFHRBALES.

R DEHR (L. REST APIZE AL TARANL— TINAREB#E KT BTN, RRA EXRL— /v —FK
DI7OIKREFEREALTLVET .

iB I ENF=EEITDACIZIEE LWT—2h%YELT=. Ff=. DACIZ(REST APIZfE A€ 10 B SN

TWELT=. ZDF=8HIZ. REST APINraidNewaAVY /R EFE T TEF. "Physical disk does not

have appropriate attributes" ELVDIT— Avt—UhMRENFELT =,

RDATYITTIE O FIAEZOR R R ITOVTIHRBALET .

1. Decoder Linuxa>y) —)Lhvis( EfzlEDecoder|ZSSHIE#HE L T) . RDOATUR X FH|ZEELEL
1=
/opt/MegaRAID/perccli/perccli6d /c2/fall del
perccliaw/k M #1& #R (L. [Dell PowerEdge RAID Controller CLI Reference Guide/(
https://topics-cdn.dell.com/pdf/dell-sas-hba-12gbps_reference-guide en-us.pdf) [Z52 & S TLVE
ER
NIZEY, TRTONEE R AV O—F2D0RI RSN, TRTOT—E2HDACHLHE ESh
FL 1=

2. DACIZS—T43 3 EE R L&SELFEL A, ZDIE R (LT TIZDACTE &E SN TS0,
partNewdYUR [FER B LELT =, partNewlZIE. AR BEET/NA RZ1DER T2 EHHEE
RNSNFLIA deviistllE, ThAMER P THHER RSN FEL .

3. N—TA4LaUDEBRINTVSERE LT, RbL—2 TAARZEIYE TEIELFELIAY DACH
IOURENTUIVGEL 0. BIYH TEHIENTEFEEATL=.

4, AIR SAUMLDACEI DR LESELFEL =AY "mount failed: structure needs to be
cleaned"&LVDIS— Ayt—U%FZ{ELELT=.

5. DACIZR 320 E DHDT I of=f=h. BEED)—> 7VT T B=HIZRDIATUR X
5 E#AELEL.
mkfs.xfs -f /dev/decoder0/packetdb
mkfs.xfs -f /dev/decoderl/packetdb

6. /var/netwitness/decoder N O Y415 AT [T/ \ A RE YOV LELT=.

7. TREST APIZE A LIZARL—2 O B IDERBA T >T. 2B 95K VYDFIEEXE T LT,
DACEB#E B LELT .
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kL= HAK

18D 15K SATDACDHARN L—4E B S 71 )A I

COERTIE LIRS . 22D ERE S 1L 15K A TDACH E AR L— TINMM RATOARL—2 D
A EOH [ZDOWVTERBALES .

e Archiver®A L— OFE X

e Network( Packet) DecoderD A~ L— DFE A
e Network Concentrator®D A+ L— D& X,

e Log Decoder HybridDA+ L— D& X

Archiver®Ak L— O %

gz@‘“/ﬂ")ﬁ"ﬂi\ ArchiverD¥ AR DF=HIZ. 1 DDIERE S L 1SKSATDACE [CRFL—U%HE
LLET

l. raidListaAYRZETLET.

a. AVbO—5FS . I/O0—CVES . ERAP.FSMT. TINARADERETLRHFLET
RDFEHRAR TEINFET .
In Use: FALSE
Devices: <empty>
b. FA4T8 . YA X RUS—5HERLET.
R DB (. RAIDFLAZE R T HRTNIR RSNDIABTERLTVET .

B0 archiver eviceappliance
B[ connections
B deviceappliance logs
@[] appliance
. " P ) \ Nt . | .
B[] connections Properties for NWHOST2100 — Archiver (ARCHIVER)/deviceappliance/appliance.
B logs raidList v
B rest Message Help
EDEG".' s list drive shelves attached to this apphancP
security.roles: appliance.manage
B[] sroredproc
B 0sys
B Jusers
Response Output
B index “
Controller 0, Enclosure 32
B Tlegs vendor: DP
Model: BP13G+EXP
a et
Dres In Use: true
B0 sdk Drives: 931.511 GBx 2
1.818TBx 2
B0 services Devices: sda
O[] steredproc sdb
By Controller 1, Enclosure 0
B[ Jusers Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: 3.637 TBx 15
Devices:

2. BERLIAVEA—SF B LI/ BESEHEALT, LT O/5A—FZ1EE L TraidNew
VR ERITLET .

controller=1 enclosure=0 scheme=archiver commit=1
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ROBI L. RAIDTLAZE B LR ICR RESNDRBEZRLTVET
Properties for NWHOST2100 — Archiver (ARCHIVER)/deviceappliance/appliance

rakdMew ~ Parameters controller=1 enclosure=0 scheme=archiver commit=1

Mess

Il'”

enclosure - <ulnt32, {(enum-one:32.0)> Enclosure number of the shelf to dear

scheme - <string, {enum-onesdecoder | lopdecoder | concentrator | archiver | network-hybrid | log-hybrid)> Type of RAID volumes to allocate

preferSecure - <bool, optional, {book0,1,yes.no true false, on,off)> Prefer creation of a secure array given compatible physical drives and a controller with a security key set
COMmit - <BOO! IJi.". onal commit '.Ildllll’.'\."n

Response Qutput

foptiegaRAIDy percciipencclitd /el add v b drhves=000,001,0:2, 003,004, 0c5,006,00 7, 008,069,001 00061 1,021 22001 3,001 2 wib ra cachied Strip=128
Controller = 1

Status = Sucess

Description = Add VO Succeeded

3. raidrListaVURZEETLT. HILLRAIDFZLAZRIELET .
ROEHRHER RINFET .

In Use: TRUE
Devices: <device>(sdc/g&)

Properties for NWHOST2100 — Archiver (ARCHIVER)/deviceappliance/appliance
ralaList ™

Message Help

ist drive shelves attached to this appliance
security.roles: appliance.manage

Response Output
Controller 0, Enclosure 32
Vendor: DP
Model: BP13G+EXP

In Use: true
Drives: 931311 GBx 2
1818TBx 2
Devices: sda
sdb

Controller 1, Enclosure 0
Vendor: EMC
Maodel: ESES Enclosure
In Use: true
Drives: 3.637 TBx15
Devices: sdc

4. ROINTGA—F—FETFE L TCpartNewIATUREZEITL. etc/fstabT7AMIVAZ/N\—T42 3L
b IRANEERLET

name=<device> (for example, sdc) service=archiver volume=archiver commit=1

5. ROINGA—R—EBFE L TsrvallocaAY R EE T LT, archiver P —E R [ZAR—RZFE| YUY TE
T . ChIZKY. archiver P —E R IR L—UANB SN, RTINS -URIZZOHY—ERDE
EEINFET.

service=archiver volume=archiver(0 commit=1
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Properties for NWHOST2100 - Archiver (ARCHIVER)/deviceappliance/appliance.

srvAlloc v Parameters service=archiver volume=archiver0 commit=1
Message Help
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder)> service that will use storage

wvolume - <string, {enum-one:archiverd,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

%, Change Service | E@ NWHOST2100 - Archiver

® start Aggregation B HostTasks () Shutdown Service

Archiver Service Information

NWHOST2100 (Archiver)
11.3.0.0 (Rev null)

30016 KB (0.02% of 126 GB)
0%

2019-Jun-12 13:12:17

1 minute 10 seconds

2019-Jun-12 13:13:27

6. FT—RREE]IT HotAFL—2 ] 2FEE L TEELY,

+ Change Service | E@ NWHOST2100 - Archiver Config &

General Data Retention Files Appliance Service Configuration

Configure the rollover criteria for removing database records from primary storage using an age-based threshold, and schedule the timing for checking if t

1. Configure hot, warm and cold storage
2. Configure collections
3. Define retention rules

Total Hot Storage Total Warm Storage Cold Storage
47.29TB Fo Not Configured £ Not Configured £

1 Mount Point

Collections
+ | C
L collection Usage / Hot Storage Usage / Warm Storage Cold Storage Retention
[] default 0 B /44.93 TB (95%) Disabled No Limit
Total Storage 0B/44937B oB/0B

Retention Rules

+ | T |
[J order ~ Rule Name Condition
O default -
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Network( Packet) Decoder®R+ L— D B,

R DUFIATIE. 10GUN £ DO I8 7R Ak DNetwork Decoder®Di=8HI1Z. 2DDIERE B 1L 15K 5S4 TDAC
FICRRL—DFERLET

l. raidListaAYUREEITLET.

a. AVPA—FFF .. /OB S FEAD . RSAT. TNARDERERHFLET
RDOERMNRRINFET .
In Use: FALSE

Devices: <empty>

b. RIATH . YA X RUA—%FERLET .
R DB RAIDTVLAZE R T RRTNR RSNDIABTERLTVET .

Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance

raidList v

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 1 at PCl Address 3b:00.0, Enclosure 231, SCSI Channel 2
Vendor: EMC

Model: ESES Enclosure
In Use: false

Drives: 3.638 TB HDD

Devices:

Controller 1 at PCI Address 3b:00.0, Enclosure 239, SCSI Channel 2
Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: HDD x 15
Devices:

2. BFELLOVMO—S5B S LI IO0—CFE S EZFERALT. RO/SA—ETraidiewAYUFEE
TLES.
s RADIVIA—IXDINSA—4 !
controller=1 enclosure=231 scheme=decoder-hotspare commit=1
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Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

raidNew A4

Message Help

Parameters controller=1 enclosure=231 scheme=decoder-hotspare commit=1

allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:

controller - <uint32, {enum-one:The value must be one of the following: 0,1}> Controller the shelf is attached to

Response Output

/opt/MegaRAID/perccli/perccliéd /c1 add vd r1 drives=231:0,231:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =1

Status = Success

Description = Add VD Succeeded.

lopt/MegaRAID/perccli/percclied /1 add vd r5 drives=231:2,231:3,231:4,231:5,231:6,231:7,231:8,231:9,231:10,231:11,231:12,231:13 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64
Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/perccli64 /c1 /€231 /s14 add hotsparedrive
CLI'Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64
Controller =1

Status = Success
Description = Add Hot Spare Succeeded.
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¢ 2BB DILIO—UvDINTGA—E !

controller=1 enclosure=239 scheme=decoder-hotspare commit=1
Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

raidNew ~  Parameters controller=1 enclosure=239 scheme=decoder-hotspare commit=1

Message Help

enclosure - <uint32, optional, {enum-one:The value must be one of the following: £4|231|239}> Enclosure number of the shelf to clear. Required if the controlle
attached,

scheme - <string, {enum-one:The value must be one of the following: decoder | logdecoder | concentrator| archiver | network-hybrid | log-hybrid | log-indexed-decot
expansion |decoder-hotspare | logdecoder-hotspare}> Type of RAID volumes to allocate

Response Output

’prUMegaRA\ Drpercclifpercelied fc1 add vd r1 drives=239:0,239:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller = 1

| Status = Success

Description = Add VD Succeeded.

‘IODUMEgaRN D/percclifperccli6d /c1 add vd r5 drives=239:2,239:3,239:4,239:5,239:6,239:7,239:8,239:9,239:10,239:11,239:12,239:13 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =1

|Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/percclie4 /c1 /e239 /s14 add hotsparedrive
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller = 1

Status = Success

Description = Add Hot Spare Succeeded,

3. raidristaAVURZEFERALT. In Use: TRUEZFERE TEALSIZ. Too0—2vDT OV T8
AERERLET.
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Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

raidList v

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Qutput
LTI TG AUU X

Devices: sda /dev/disk/by-path/pci-0000:18:00.0-scsi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:18:00.0-scsi-0:2:1:0

Controllc_e__[)..a.t PCI Address 3b:00.0, Enclosure 231, SCSI Channel 2
Vendor: EMC

Mode

S Enclosure

Drives: 3.638 TB HDD x 15
Devices: sdc /dev/disk/by-path/pci-0000:3b:00.0-scsi-0:2:0:0
sdd /dev/disk/by-path/pci-0000:3b:00.0-scsi-0:2:1:0
Controller 1 at PCl Address 3b:00.0, Enclosure 239, SCSI Channel 2
Vendor: EMC
Model: ESES Enclosure

P"
Drives: 3.638 TB HDD x 15

Devices: sde /dev/disk/by-path/pci-0000:3b:00.0-s¢si-0:2:2:0
sdf /dev/disk/by-path/pci-0000:3b:00.0-scsi-0:2:3:0

devlistZE AL T, HILWLVITAYY THRAREZDYAXER RLET . LWL TS RITTR B THE
FRRSINFET

Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

devlist v

Message Help

list storage devices
security.roles: appliance.manage

Response Qutput

sdawvendor=DELL model="PERC H740P Mini" size="931 GB" used=1
sdb:vendor=DELL model="PERC H740P Mini" size="1.82 TB" used=1
sdc:vendor=DELL model="PERC H840 Adp" size="3.64 TB" used=0
sdd:vendor=DELL model="PERC H840 Adp" size="40.02 TB" used=0
sde:vendor=DELL model="PERC H840 Adp" size="3.64 TB" used=0
s T2 D
sdf:vendor=DELL model="PERC H840 Adp” size="40.02 TB" used=0

127

78D 15F SAJDACDHAF L—R &K D> T Al



kL= HAE

5. Network Decoder|ZSSHTHE# L. 1sb1kaAYURZFE AL T, 7090 TINAADHYA XEHEZLE
I IhEWT AV TAA RIEE [ZdecodersmallZR ) a— LT, K ELVT /31 RlddecoderrR!) 2a—LAIZ

FYL TOoMFET S

‘Decoder ~]# 1sblk

netwitness_vgeo-root
netwitness_vg@O-swap
netwitness_vg@e-nwhome
netwitness_vg@0-varlog
netwitness_vg@0-usrhome

netwitness_vgoo-nwhome
sdc
sdd
sde
sdf

10
:1
Hr 4
10
H |
H
-
H
Ehll
i |
4
132
S
HT
:8

:MIN RM

0

[cNcNoNoofoloaooolofacoool

SIZE
931G
1G
930G
30G
4G
2.7T
106G
160G
1.8T
1.8T7
2.71
3.7T
40T
3.7T
40T

RO

[cN-NoNcolN< NNl NNl <l <o)

MOUNTPOINT
/boot

/
[SWAP]

/var /netwitness
Jvar/log
/home

Jvar /netwitness

E N0gF YT FYRAICE R TS5 8 & /1\O—< R L DB A AL, A DIV IA—U (2
decoder-hotspareZf# F L E9 . 10gL 4t DFATFrDi5 & (&, & ¥ DI 0O— vl Zdecoder-
hotspareZ . 2% B DI/ 0— vlIpacket-expansionZ{E F L E T,

6. partNewIdVYURZEEITLT. RD/\GA—F—Tdecodersmall/ \A—7 4L I3V F R M ITER LET
( decoder dir+ index. metadb. sessiondb) ( #x #] DIV H—U 4. SDC. SDD) .

name=sdc service=decoder volume=decodersmall commit=1

partNew ~ Parameters name=sdc service=decoder volume=decodersmall commit=1

Message Help

name - <string. {enum-one:sdc.sdd,sde,sdf}> block device name

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder)> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecedersmall | logdecoder | archivery> volume to create

commit - <bool. optional> commit changes

Respanse Output

Logical volume “decoroot” created.
fshin/mkfs.xfs /dev/decodersmall/decoroot
meta-data=/dev/decodersmallfdecoroot isize=512

- sectsz=512 attr=2, projid32bit=1
- cre=1 finobt=0, sparse=0
data = bsize=4096 blocks=2621440, imaxpct=25

- sunit=0  swidth=0 blks

naming =wversion 2 bsize=4006 ascii-ci=0 ftype=1

log  =internal log bsize=4006 blocks=2560, version=2

- sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbindmkdir -p Avarfnetwitness/decoder
fbin/mount Avar/netwitness/decoder
fshin/lvereate -y -n index -L 30G decodersmal
Logical volume “index” created.
Jsbin/mkfs.xfs /devidecodersmallfindex

agcount=4, agsize=655360 blks

meta-data=/dev/decodersmallfindex isize=512 agrount=4, agsize=1966080 blks

- sectsz=512 attr=2, projid32bit=1

- cre=1 finobt=0, sparse=0

B

data = bsize=4096 blocks=7264320, imaxpct=25
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[== 1

partNewIdVYURE#E 1T LT, R D/ \FA—R—TdecodersR!J2—L( packetdb) ( Fx ) DI Y0—
T4, SDC. SDD) #E B LET -
name==sdd service=decoder volume=decoder commit=1

partNew v Parameters name=sdd service=decoder volume=decoder commit=1

Message Help
name - <string, {enum-one:sdc,sdd,sde,sdf}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdd1
Physical volume "/dev/sdd1" successfully created.
/sbinfvgcreate -f decoder /dew/sdd1
Volume group “decoder” successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder
Logical volume "packetdb” created.
/sbin/mkfs.xfs /dev/decoder/packetdb
meta-data=/dev/decoder/packetdb isize=512 agcount=41, agsize=268435455 blks
- sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=10742791168, imaxpct=5
= sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=521728, version=2
= sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb
/bin/mount /var/netwitness/decoder/packetdb
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[root@” . "Decoder ~]# df -hP

Filesystem Size Used Avail Use% Mounted on

devtmpfs 636G 8  63G % [dev

tmpfs 636G 60K  63G % fdev/shm

tmpfs 63G 11M 63G 1% frun

tmpfs 63G 63G % [sys/fs/cgroup
Jdev/mapper /netwitness_vg00-root 3ec 3. 276

fdev/sdal 1014M 926M % [boot

[/dev/mapper /netwitness_vg0@0-varlog 10G 10G % Jvar/log

J/dev/mapper /netwitness_vg00-nwhome 2.7T BOM  2.7T % fvar/netwitness
Jdev/mapper /netwitness_vg00-usrhome 106 106 % /home

tmpfs 136G 136G frunfuser/@e

/dev/mapper fdecodersmall-decoroot 106G M 108G ,l’v_qr,ufnefv'Ltne€s;decoder
/dev/mapper /decodersmall-index 306 M 306 fvar [netwit s
/dev/mapper fdecodersmall-sessiondb 666G 4M 6006 fvar [netwitness/dec
J/dev/mapper /decodersmall-metadb 3.17 : 3.17 var /netwitne ecoder
/dev/mapper /decoder -packetdb 417 34 41T % fvar/netwitne ecoder fpacketdb

COBITIE LT O/A—T12a (BB TRIART) A sdeBEUWsdd( T27B0—+231) [THERL
INTLET

[root@ '~""Decoder ~]# lsblk
NAME MAJ:MIN RM SIZE RO MOUNTPOINT
ELE 8:0 931G
I:sdal 8:1 16G
sda2 8:2 930G
netwitness _vgo0-root 253:0 30G
netwitness_vgo0-swap 253:1 4G
netwitness_vg00-nwhome 253:4 2.7T
netwitness_vg@0-varlog 253:5 10G
netwitness_vg@0-usrhome 253:6 160G
sdb 8:16 1.8T
L sdb1 8:17 1.8T
Lnetwitness_vg0o-nwhome 253:4 2070
sdc 8:32 STl
Lsdc1 8:33 3.7T
decodersmall-decoroot 253:7 10G
decodersmall-index 253:8 30G
decodersmall-sessiondb 253:9 600G
decodersmall-metadb 253:10 3T
sdd 8:48 40T
Lsdd1 8:49

40T
L—decoder—packetdb 253:11 40T

/boot

/

[SWAP]

/var /netwitness
/var/log

/home

fvar /netwitness

/var /netwitness/decoder
/var/netwitness/decoder /index
/var /netwitness/decoder /sessiondb
J/var /netwitness/decoder /metadb

[cclcclcoloicoococolcoloNolocoolcicololcol
(e cccicoooocoicooolcocoiicoopclool

/var /netwitness /decoder /packetdb

COBF A T. 28 HODACTIV/O—ovEBMLES .

8. partNewdAYURH#ZEITLT. RD/\SA—ARTdecodersmall/ \—FT4>3( 2% B DT /00—,
SDE. SDF) Z& #) [TfERLET .

name=sde service=decoder volume=decodersmall commit=1
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Properties for 11mtinxnwpacket01 - Decoder (DECODER) /deviceappliance/appliance.

partMew w» Parameters name=sde service=decoder volume=decadersmall commit=1
Message Help

name - <string, {enum-one:sdc,sdd,sde.sdf}> block device name

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder |logdecodersmall | logdecoder | archiver}> volume to create
commit - <bgol, optienal> commit changes

Response Qutput

febinfparted -5 /dev/sde mklabel gpt
fsbin/parted -5 -a optimal /dev/sde mkpart LVM 0% 100%
fsbinfpvcreate -f /devisdel
Physical volume “/dev/sde1” successfully created.
Isbinfvgereate -f decodersmall0 /devisdet
Volume group "decodersmall0” successfully created
fsbinfivcreate -y -n index -L 30G decodersmalio
Logical volume Tindex” created.
Isbinsmkfs.xfs /dev/decodersmalldfindex
meta-data=/dev/decodersmalllfindex isize=5312 agcount=4, agsize=1966080 blks
= sectsz=512 attr=2, projid32bit=1
= cre=1 finabt=0, sparse=0

data = bsize=4096 blocks=7864320, imaxpct=25
= sunit=0  swidth=0 blks

naming =version 2 bsize=40096 ascii-ci=0 ftype=1

log  =internal log bsize=4006 blocks=3840, version=2
- sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mbkdir -p fvar/netwitness/decoderfindexd
fbin/mount /var/netwitness/decoder/index0

9. partNewdVYURZEZEITLT. UL T D/\SA—R Tpacketdb decoderiRl)2—LA(2F B DI /00—
<. SDE. SDF) #E R LET .

name=sdf service=decoder volume=decoder commit=1
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partNew b

Message Help

name - <string, {enum-one:sdc,sdd,sde,sdf}> block device name

Parameters name=sdf service=decoder volume=decoder commit=1

service - <string, {enum-one:archiver | concentrator | decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdf1
Physical volume "/dev/sdf1" successfully created.
/sbin/vgcreate -f decoder0 /dev/sdf1
Volume group "decoder0" successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder0
Logical volume "packetdb” created.
/sbin/mkfs.xfs /dev/decoder0/packetdb
meta-data=/dev/decoder0/packetdb isize=512 agcount=41, agsize=268435455 blks
= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=10742791168, imaxpct=5
- sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=521728, version=2

- sectsz=512 sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0
/bin/mkdir -p /var/netwitness/decoder/packetdb0
/bin/mount /var/netwitness/decoder/packetdb0

Size
63G 0
63G 60K
63G 11M
63G 0
360G 3.9G

1014M 89M
160G 48M
2.7T 609M
10G 33M
13G 0
186G 33M
306G 33M
600G  34M
3.1T  34M
41T  34M
390G 33M
34M

34M

34M

Used Avail Use%
63G %
63G
63G
63G
27G

926M

/dev/mapper /netwitness_vg00-root
/dev/sdal

J/dev/mapper /netwitness_vag@0-varlog
/dev/mapper /netwitness_vg00-nwhome
/dev/mapper /netwitness_vg00-usrhome
tmpfs

/dev/mapper /decodersmall-decoroot
/dev/mapper /decodersmall-index
/dev/mapper /decodersmall-sessiondb
/dev/mapper /decodersmall-metadb
/dev/mapper /decoder-packetdb
/dev/mapper /decodersmalle-index
/dev/mapper /decodersmall®-sessiondb
/dev/mapper /decodersmalle-metadb
/dev/mapper /decoder®-packetdb

Mounted on

t [dev

¢ fdev/shm

/run
[/sys/fs/cgroup
/

/boot
[/var/log

¢ fvar/netwitness

¢ fhome

¢ frunfuser/o

¢ fvar/netwitness/decoder

t fvar/netwitness/decoder/index

% [var/netwitness/decoder/sessiondb

[/var /netwitness/decoder /metadb

t /var/netwitness/decoder/packetdb
¢ fvar fnetwitness/decoder/index0
¢ [var /netwitness/decode

Jvar /netwitne decoder /metadbo
/var /netwitness/decoder /packetdbe
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[root@: - 'Decoder ~]# lsblk
NAME S1Z . MOUNTPOINT
sda
tsdal
sda2
netwitness_vgdo-root
netwitness_vg0o-swap
netwitness_vgdo-nwhome
netwitness_vg@0-varlog
netwitness_vg00-usrhome
sdb
Lsdb1
L—netwitness_vg@@-nwhome
sdc
Lsdc1
decodersmall-decoroot
decodersmall-index
decodersmall-sessiondb
decodersmall-metadb
sdd
Lsdd1
Ldecoder-packetdb
sde
Lsde1
deecodersmalle-index

/boot

/

[SWAP]

Jvar [netwitness
Jvar [log

/home

Jvar [netwitness

BREBPOVLERONREO

Jvar /netwitness/decoder

/var [netwitness/decoder/index
/var [netwitness/decoder/sessiondb
Jvar [netwitness/decoder /metadb

/var [netwitness/decoder /packetdb

Jvar [netwitness/decoder /index®
Jvar [netwitness/decoder /sessiondb®
J/var /netwitness/decoder /metadb®

decodersmalle-s ondb
decodersmalle-metadb
sdf
Lsdf1
Ldecoder@-packetdb

D000 0000000000000 000000000

Jvar [netwitness /decoder /packetdbe

10. RDINFGA—ZTsrvallocAYURERITLT, Y—ERBREEICAFL—CEREEBMLE
—g-o

e service=decoder volume=decodersmall commit=1
e service=decoder volume=decodersmalll commit=1
e service=decoder volume=decoder commit=1

e service=decoder volume=decoder(0 commit=1

11. BLTFIZTR 9 &SIZ. decodersmalliR!)1—LikdecodersmallO7R!) 21— LZdecoder—E RIZE| Y TE
9. Bl #51Z. decoderiR)a—LddecoderOR!)a—LihNdecoder—ERIZE| Y Y TONET .
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Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

srvAlloc ~ Parameters service=decoder volume=decodersmall commit=1

Message Help

parameters:
service - <string, {enum-one:The value must be one of the following: archiver | concentrator |decoder | logdecoder)> service that will use storage
volume - <string, {enum-one:The value must be one of the following: decoder | decoder0 |decodersmall| decodersmall0 | netwitness_vg00}= volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/decoder/metadb==2.86 TB
Set /database/config/session.dir to /var/netwitness/decoder/sessiondb==569.72 GB
set findex/config/index.dir to /var/netwitness/decoder/index==28.49 GB

Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

srvalloc ~  Parameters service=decoder volume=decodersmall0 commit=1

Message Help

parameters:
service - <string, {enum-one:The value must be one of the following: archiver | concentrator |decoder | logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: decoder | decoder0| decodersmall | decodersmall0 | netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output
Set /database/config/meta.dir to /var/netwitness/decoder/metadb==2.86 TR /var/netwitness/decoder/metadb0==2.87 TB
Set /database/config/session.dir to /var/netwitness/decoder/ses b==569.72 GB;/var/netwitness/decoder/sessiondb0==569.72 GB

Set findex/configfindex.dir to /var/metwitness/decoder/index==28.49 GB;/var/netwitness/decoder/index0==28.49 GB

LHoz2T0—5—]> F—AER—R]> ERIEBRL. 23 T—ER—R T1LIMNJ—/tvay
T—RAR—=R TALIM =119k 10T T—RAR—X TAL IR )—/\5A—2—%FE R L T.
stvAllocEFE L TR ESN-EZHEZELET .

= Decoder - Decoder . ) Decader - Decoder

B i Decoder - Decoder (DECODER) = Mete ession level) o
B[ Jconnections Meta

Cold Meta Database Directory (meta.dir.cold)

ase Directory (meta.dir) rf ‘decod db==2.86 TH;/va 287TB

B £ database
[Jconfig
[ stats

B[ decoder

Warrn M ctory (meta.dir. warm)
Meta File 5

Meta Oy s {meta.files)

Meta Minimum Free Space (meta.free.space.min)
B3 devices)

Meta Index Fi

B[ appliance

Meta Integrity syne
B[ connections
Meta Write Black 5 64 KB
a[legs
Packet Compress nane
a0
Drest Packet Compression Level (packet.compression.jevel) o
a])se N
= Packet/| het.dir) fvarfnetwitness‘decoder/packetdb==38.02 TB; .02 TB
B[ storedproc N -
Dstoredp Cold Packet/Log Database Direc cket dir.cold)
B85y Warmn Packet/Log Datab et.dirwarm)
B[users Packet File Size (packet.file.size) auto
B[ index Packet File Type (packet.file.type) peapng
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Packet Open Files (packet files) aute
Packet Minimum Free Space (packet.free.space.min) 23GE
Packet Index Fidelity (packet.index.fidelity) 1

Packet In Flush (packet.ir

Packet Write Block Size (packet.write.block.size) 64 KB

fvarfnetwitness/decoder/sessiondb==569.72 GB:/var/netwitness/decoder/sessiondb0==569.72 GB

Warm Session Database Directory (session.dir.warm)

Session File Size (session.file.size) auto
Session Open Files (session.f auto
Session Minimur ession.free.space.min) 23GB
Session Integrity Flush (s n.integrity. flush) Sync
Session Write Block Size (session.write.block.size) 32 KB

13. R MONetwork Decodert—EREFDT—AR—REF/E LT, T3RY5 (AT av) AL—U#

BEIOGINERICHE#ERITAIDHBIZHE ST, IRTOE=EHEHRBL. FIALET.
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Network Concentrator®Xr L— D ik

R D F1)ATIL. Network Concentrator®¥) ¥B 7R X+ DF=HIZ. 1 DDIERE B 1L 15K SA4TDACLE TR
FL—UZFERLET

l. raidListaAYURZETLET.
raidList b

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 0, Enclosure 32
Vendor: DP
Maodel: BP13GHEXP
In Use: true
Drives: 931.511 GBx 2
1.818TEBx 2
Devices: sda
sdb

Controller 1, Enclosure &
Vendor: EMC
Maodel: ESES Enclosure
In Use: false
Drives: 186.309 GBx 6
3.637TBx9
Devices:
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2. ROINGA—BZEIEF L CraidNewdIURZEETLET .
controller=1 enclosure=6 scheme=concentrator

raidNew v | Parameters controller=1 enclosure=6 scheme=concentrator commit=1

Message Help

parameters:
controller - <int32, {enum-one:0,1}> Controller the shelf is attached to
enclosure - <uint32, {enum-one:32,6}> Enclosure number of the shelf to clear

scheme - <string, {enum-one:decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid}> Type of RAID volumes to allocate

Response Output

fopt/MegaRAID/perccli/percclibd fc1 add vd r5 drives=6:0,6:1,6:2,6:3,6:4,6:5 wb ra cached Strip=128
Controller =1

Status = Success

Description = Add VD Succeeded

fopt/MegaRAID/perccli/percclied fc1 add vd ré drives=6:6,6:7,6:8,6:9,6:10,6:11,6:12,6:13,6:14 wb ra cached Strip=128
Controller = 1

Status = Success
Description = Add VD Succeeded

3. partNewdVYURZEZEITLT. RD/\TA—FTconcentrator/ \—74> 3 A IVERRLET .

concentrator/R'J1—LAlE. index )1 —LDF] [TEKRTEILELIBYET. FOLENERIE. T
F—hFEELET.
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name=sdd service=concentrator volume=concentrator commit=1l
partNew v Parameters name=sdd service=concentrator volume=concentrator commit=1
Message Help
parameters:
name - <string, {enum-one;:sdc,sdd}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, optional, {fenum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

Response Output

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdd1

Physical volume "/dev/sdd1" successfully created.
/sbin/vgcreate -f concentrator /dev/sdd1

Volume group “"concentrator” successfully created
fsbin/lvcreate -y -n root -L 30G concentrator

Logical volume “root” created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=4, agsize=1966080 blks

= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=7864320, imaxpct=25
= sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log  =internal log bsize=4096 blocks=3840, version=2
= sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mkdir -p fvar/netwitness/concentrator
fbin/mount /var/netwitness/concentrator

1500 ~]# lsblk

500 00

OO0 00

4. RDINGA—ZTpartNewAVYUR ZEITL T, SSDITAUTUVIREER LET -

name=sdc service=concentrator volume=index commit=1
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partNew ~  Parameters name=sdc service=concentrator volume=index commit=1
Message Help
parameters:

name - <string, {enum-one:sdc,sdd}> block device name

service - <string, {enum-one:archiver | concentrator | decoder|logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

Response Qutput

/sbin/parted -s /dev/sdc mklabel gpt
fsbin/parted -5 -a optimal /dev/sdc mkpart LVIM 0% 100%
/sbin/pvcreate -f /dev/sdc

Physical volume "/dev/sdc1"” successfully created.
fsbin/vgcreate -f index /dev/sdcl

Volume group "index" successfully created
fsbin/lvcreate -y -n index -1 100%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index” created.
fshin/m fs /dev/index/index
meta-data=/dev/index/index

agcount=4, a
= sectsz=4096 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=243465216, imaxpct=25
= sunit= swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=118879, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mkdir -p fvar/netwitness/concentrator/index
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~1# df -h

5. ROINGA—A%FEIEFE L TsrvallocAR R EETLET .
service=concentrator volume=index commit=1

srvAlloc v | Parameters service=concentrator volume=index commit=1

Message Help
parameters:

service - <string, {enum-one:archiver | concentrator | decoder |logdecoder}> service that will use storage
volume - <string, {enum-one:concentrator,index,netwitness_vg00}> volume group name

commit - <bool, optional> commit changes

Response Output

| Set findex/configfindex.dir to /var/netwitness/concentrator/index==881.87 GB

.f, Change Service | NWHOST1500 - Concentrator | Explore @
= o findexiconfig NWHOST1500 - cone
E NWHOST1500 - Goncentrator =
index.dir Nvar/netwitness/concentrator/index==881.87 GB
= NWHOST1500 - Concentrator (CONG
in dir.cold

8 concentrator
B[] connections

B[] database

dir.warm

page. huffhybrid
B[ deviceappliance
reindex.enable ove
2 £ i,
=1 index save.session.count auto
[Jeonfig

6. RDINGA—BZIEE L TsrvallocAYURERITLES .

service=concentrator volume=concentrator commit=1
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srvalloc v | Parameters service=concentrator volume=concentrator commit=1
Message Help

parameters:
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, {enum-one:concentrator.index,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==23.6 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==569.72 GB

£. Change Service N 500 — Concentrator (CONC Explore

. ; 7 - NWHOST1500 - Concentrator (CONC
= NWHOST1500 - Concentrator Mxabaselconts

hash.algorithm none
B NWHOST1500 - Concentrator (CONC
hash.databases session,meta
B[ concentrator
hash.dir

B[ connections
manifest.dir

25 databese meta.compression none
Dlconfig meta.compression.level 0
D stars meta.dir 2 i 23678
B[ deviceappliance meta.dir.cold
B index meta.dir.warm
B logs meta.file.size auto
B 0res meta.files auto
a[3sdk meta.free.space.min 23GB
B[ services meta.index.fidelity 4
B[ storedproc * meta.integrity.flush sync
B sys meta.write.block.size 64 KB
B Jusers session.dir i iondb==560.72 GB
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Log Decoder HybridARk L— Dt B

R DF1)ATIL. Log Decoder HybridD¥) B 7R X DF=6HIZ. 1 DDIEHE & 1L 15K 54 TDACL [ZXE
L—UZERLES.

l. raidListavURERITLET.
raidList v
Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 0, Enclosure 32
Vendor: DP
Model: BP13G+EXP
In Use: true
Drives: 745.21 GBx 2
931,511 GBx 4
5457 TBx 8
Devices: sda
sdb
sdc
sdd
sde

Controller 1, Enclosure 31
Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: 3.637TBx 15
Devices:

2. ROINGA—BEEFE L TraidNewITUREETLET

controller=1 enclosure=31 scheme=log-hybrid commit=1
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raidNew v Parameters controller=1 enclosure=31 scheme=log-hybrid commit=1
Message Help

controller - <int:

{enum-one:0,1}> Controller the shelf is attached to

enclosure - <uint32, {enum-one:32,31}> Enclosure number of the shelf to clear

scheme - <string. {enum-one:decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid}= Type of RAID \
preferSecure - <bool, optional. {bool:0,1.yes.no,true.f:

olumes to allocate
se,on,off}> Prefer creation of a secure array given compatible physical drives and a controller with a security key set

Response Output

/opt/MegaRAID/perccli/percclied /c1 add vd r5 drives=31:0,31:1,31:2,31:3,31:4,31:5,31:6 wb ra cached Strip=128
Controller =1

Status = Success

Description = Add VD Succeeded

/opt/MegaRAID/percclifpercclied /c1 add vd r5 drives=
Controller = 1

1:11,31:12,31:13,31:14 wb ra cached Strip=128

Status = Success
iption = Add VD Succeeded

143 78D 15F SAJDACDHAF L—R &K D> T Al



RRL— HAR

3. ROINGA—BHFIETE L TpartNewAYUREEITLET

e name=sdf service=concentrator volume=concentrator commit=1
partNew v Parameters name=sdﬂser‘.rice=concemrat0r volume=concentrator commit=1
Message Help
name - <string, {enum-one:sdf,sdg}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdft

Physical volume "/dev/sdf1" successfully created.
/sbin/vgcreate -f concentratorQ /dev/sdf1

Volume group “concentratorQ” successfully created

T1700 ~1# 1sblk
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name=sdg service=logdecoder volume=logdecoder commit=1
partNew v Parameters name=sdg service=logdecoder volume=logdecoder commit=1
Message Help
name - <string, {enum-one:sdf,sdg}> block device name
service - <string, {enum-one:archiver |concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index| concentrator |decodersmall| decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Qutput

Jsbin/parted -5 /dev/sdg mklabel gpt
/shin/parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
/sbin/pvereate -f /dev/sdg1

Physical volume "/dev/sdg1" successfully created.
/sbin/vgcreate -f logdecoder0 /dev/sdg1
Volume group "logdecoder0” successfully created
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4. ROINGA—BZEEF L TsrvallocAYUREETLET.

e service=concentrator volume=concentrator(0 commit=1
srvalloc ~  Parameters service=concentrator volume=concentrator0 commit=1
Message Help

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
velume - <string, {enum-one:concentrator,concentrator0,decodermeta,decoderpacket.index logdecoder0,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb=14.08 TB:/var/netwitness/concentrator/metadb0==20.17 TB
Set /database/config/session.dir to var/netwitness/concentrator/sessiondb=1.41 TB;/var/netwitness/concentrator/sessiondb0==569.72 GB

entrator (C
= raausbase/contiy NWHOST 1700 - Concenrator
= NWHOST1700 - Concentra
hash.algorithm none
Bisl NWHOST1700 - Concentratar (C
hash.databases sessionmeta
87 concentrator
hash.dir
B connections P
8 datsbase N
reta.compression nane
D config mets compresson leve! 0
O meta.dir 08 T8 0.17 T8
B[] seviceapphiance meca.dir.cold
A0 index meta.dir.warm
80 kgs meca file.size suta
B res meca files suto
L P meta.free.space.min 13268
B senvices meta.index fidelity 4
B0 storedproc + metaintegrityfiush sync
alsys meta.write block size 64KB
B users session.dir 41 9.72 GB

e service=logdecoder volume=logdecoder(O commit=1

packet.dir Ivar/netwitness/logdecoder/packetdb=15.37 TB;/var/netwitness/logdecoder/packetdb0==24.19 T
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fTERE BF SATEX12F S4TPowerVault DR L—C 18
Bk D)7

O & TIE LTFITR T 1DDIERE B 1k 8K 1T FEFIL12F 54 TPowerVaultst Fi Rk L— 7
INMRATDRNL— DR A E OB DWVTERBALETS .

NW-PV-A/NW-PV-A-NZ{# F L fzArchiver@A~ L— D Bk
NW-PV-B/NW-PV-B-N%{# Fj L fzDecoderDAF L—U R LET .
NW-PV-C/NW-PV-C-NZ{&# Fi L 7=ConcentratorD R+ L — D#& X
NW-PV-D/NW-PV-D-N%{£ i L f=ConcentratorD Ak L— D&
NW-PV-A/NW-PV-A-N%{# F L f=Log Hybrid DA L— D BX
NW-PV-A/NW-PV-A-N%{# F L f=Network HybridDAk L— D A&
NW-PV-A/NW-PV-A-N%{# i L /zEndpoint Log Hybrid DRk L— D %,

NW-PV-A/NW-PV-A-N%{& F LT-Archiver®RXk L— O F

RO FIATIE. ArchiverDP B HRAR D=2, 1DDIERE B 1L 12K 5414 TPowerVault £ [ZARL—
DEEBLET.

1.

raidlistAYURZEETLET.

a. AVbA—SFE . I 0—CFBE.FRADB.FS47. TALRADERETLEHRLET
ROEBRHORRINFET .
In Use: FALSE

Devices: <empty>
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b. FSAT8 . B4R RUA—ZHERLET.
R OB L. RAIDDTLAZER T HRNITR RSNDIABRERLTVET .

Properties for /appliance

raidList v Paramelers.| Send

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

| lappliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller © at PCI Address 18:80.0, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BEP14G+EXP
In Use: true
Drives: 931.512 GB HDD x 2
1.819 TB HDD x 2
2.182 TB HDD x 3
Devices: sda /dev/disk/by-path/pci-0800:18:00.08-scsi-

B:2:0:
sdb /dev/disk/by-path/pci-0000:18:00.0-5c5i-0:2:1:

2]
8
Controller 1 at PCI Address 3b:00.8, Enclosure 249, SCSI Channel 2

Vendor: DELL

Model: MD14ee

In Use: false

Drives: 10.692 TB HDD x 12

Devices: -

2. LIV O—SF B LI IA—DYESEZEALT. LT O/INGA—FZEIEE L TraidNew
TR EETLES.
controller=1 enclosure=251 scheme=archiver commit=1

ROFI L. RAIDFLAZFER L= ISR RSNDIA BT ERLTULET .

Properties for /appliance

[raidNew v |Parameters | ontroller=1 enclosure=251 scheme=archiver commit=1 ][ Send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64|251}> Enclosure number of the shelf to clear. Required if the contr
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-indexed-decod
allocate

‘ lappliance ?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=2518scheme=archiver&commit=1

Qutput (or command manual help)

/opt/MegaRAID/perccli/perccliéa /c1 add vd ré drives=251:@,251:1,251:2,251:3,251:4,251:5,251:6,251:7,251:8,251:9,251:10,251:11 ra Strip=128
CLI Version = 907.1623.0000.0000 May 17, 2821

Operating system = Linux 3.10.0-1160.66.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. raidListIAVUREETLT. HILLRAIDZLAZREELET .
ROEHRHIRTINET .

In Use: TRUE
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Devices: <device>( sdc/E&)

Properties for /appliance
[raidList v |Parameters: | |[ Send |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

\ /appliance ?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 18:00.0, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BP14G+EXP
In Use: true
Drives: 1.09 TB HDD x 2
2.182 TB HDD x 2
Devices: sda /dev/disk/by-path/pci-20@@:18:00.0-sc5i-0:2:0:0
sdb /dev/disk/by-path/pci-@00@0:18:00.0-5c5i-0:2:1:0
Controller 1 at PCI Address 3b:98.8, Enclosure 251, SCSI Channel 2
Vendor: DELL
Model: MD1408
In Use: true
Drives: 7.277 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-eee0:3b:00.0-scsi-0:2:0:0

4, ROINGA—R—%IEFE L TpartNewAVREEITL. etc/fstabIZ7AILRITN—T4232ET™
Uk RAUREERLET

name=sdc service=archiver volume=archiver commit=1

Properties for /appliance
[partNew v |P. i i jiver commit=1 | Send |

Message Help

partew: make partitions on a block device
security.roles: sppliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta|logdecodersmall|logdec
hybrid|log-indexed-decoder|logindex}> volume to create

|/appliance 7msg=par tent-typ: i i i ommit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100X
/sbin/pvcreate -f /dew/sdcl

Physical volume “"/dev/sdcl" successfully created.
/sbin/vgcreate -f archiver® /dev/sdcl

Volume group "archiver®” successfully created
/sbin/lvcreate -y -n database -1 1@QXFREE archivere

uiping xfs signature on /dev/archivere/database.

Logical volume “database” created.
/sbin/mkfs.xfs /dev/archivere/database
meta-data=/dev/archivere/database isize=512  agcount=73, agsize=268435424 blks

= sectsz=512  attr=2, projid32bit=1

finobt=e, sparse=e

data = blocks=19533659136, imaxpct=1
- swidth=256 blks

naming  =version 2 ascii-ci=0 ftype=1

log =internal log blocks=521728, version=2

= sectsz=512  sunit=32 blks, lazy-count=1
realtime =none extsz=4096 blocks=@, rtextents=e
/bin/mkdir -p /var/netwitness/archiver/database@
/bin/mount /var/netwitness/archiver/databaseo

5. ROINGA—F—FIRTE L TsrvallocaAIURFE TL T, archiverF—ERICAR—RFE| YL TE
9. ThIZEY. archiver P—ERBE B IR L—U MBS, E T ESNA-URIZZOY—ERNE
EINFET.

service=archiver volume=archiver(0 commit=1
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NW-PV-B/NW-PV-B-NZ%f{ Fi L1-Decoder®AFL— %R LE
7.

R D FH)ATIE. Network Decoder®D¥) EB 7R AR DF=6IZ. 1 DDIERE B 1k 12K 54 TPowerVault L 12
ARL—UFERLETS

X IOV TINMMADYA XL PVELT (KRS4T8 ER 54T 54 X(8 TB. 12 TB. E7=IX16 TB)
[Z&->TEBYFET.

l. raidListaAYUREEITLET.

a. AVMO—SFS . IV/0—SyES ERAP . NS4 TMRDBERELTHRLET .
ROEBHIRTSINFT .

In Use: FALSE

Devices: <empty>

b. RSATH . A X RUA—%FERLET .
R OB L. RAIDDVLAZE R T BRNITR RSNDIARERLTVET .

Properties for /appliance

raidList ~ | Parameters: ‘

Message Help

‘ Send

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

‘ /appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 18:00.0, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BP14G+EXP
In Use: true
Drives: 931.512 GB HDD x 2
1.819 TB HDD x 2
2.182 TB HDD x 3
Devices: sda /dev/disk/by-path/pci-0@00:18:00.0-scsi-0:2:0:0
sdb /dev/disk/by-path/pci-9800:18:00.0-scsi-0:2:1:0
1

Controller 1 at PCI Address 3b:00.0, Enclosure 249, SCSI Channe
Vendor: DELL
Model : MD1400
In Use: false
Drives: 10.692 TB HDD x 12
Devices:

2

2. BBERLIOUbO-—SFE B LT /0T HrBE B EFEALT. RO/NSGA—HFTraidNewIIURER
TLET. RO DOIIO—2vDINGA—A !

controller=1 enclosure=0 scheme=decoder-hotspare commit=1
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] !;uhlmo T Eml‘o’l’nm Type Drives Required Allocation
decoder Extemal Bor 12 or 15 HDDs 3x drives in RAID 5 for decodersmall, all remaining drives in RAID 5 for decoder
log decoder Extermal 8or 12 or 15 HDDs Same as decoder configuration
decoder hot spare External 8or 12 or 15 HDDs 2x drives in RAID 1 for decodersmall, 1 drive as hot spare, all remaining drives in RAID 5 for decoder
log decoder hot spare  Extarnal 8or 12 or 15 HDDs Same as decoder hot spare configuration
archiver Extemal 8or 12 or 15 HDDs All drives in RAID 6 for archiver database volume
packet expansion External 8or 12 or 15 HDDs Al drives in RAID & for decoder volume. No drives allocated for dec
natwork hybrid External Bor 12 or 15 HDDs 3x drives in RAID 5 for meta expansion, all remaining drives in RAID 5 for packet expansion
network hybrid Intermnal S5/ 56 hybrid drive set 2x small HDD RAID 1 for decoder meta, 5x large HDD decoder, 3x large HOD concentrator, 2x SSD index
log hybrid External 8or 12 or 15 HDDs Half of the drives in RAID 5 for meta expansion, half the drives in RAID 5 for packet expansion
log hybrid Intarnal 55/ 56 hybrid drive set 2x small HDD RAID 1 for decoder meta, 4x large HDD decoder, 4x large HDD concentrator, 2x SSD index
endpoint hybrd Internal S5/ 56 hybrid drive sel 2x small HDD RAID 1 for decoder meta, 4x large HDD RAID 10 for log decoder and endpoint, 4x large HDD RAID 5 for concentrator, 2x SSD index
log indexed decoder  Intermal SBE hybrid drive set 10w HDD RAID 6 for log decoder meta and packet, 2x S50 index
concentrator External 2 or more S50, 4 or more HODs  All S50s in RAID 1 or RAID 5 for index, all HDDs in RAID 6 for meta
raidMew ~ Parameters controller=1 enclosure=249 scheme=decoder-hotspare commit=1
Message Help
parameters:

controller - <uint32, {enum-one:The value must be one of the following: 0,1} Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64| 249} Enclosure number of the shelf to clear. Required if the controller has more than one enclosure attached.
scheme - <string, {enum-one:The value must be one of the following: decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid | log-indexed-decoder | endpoint-log-hybrid | packet-

. i \ o

e b dhnndn o Tomn b BLAIE PO

Response Output

lopt/MegaRAID/perccli/perccli6d /c1 add vd r1 drives=249:0,249:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =1

Status = Success

Description = Add VD Succeeded.

lopt/MegaRAID/perccli/percclitd /c1 add vd r5 drives=249:2,249:3,249:4,249:5,249:6,249:7,249:8,249:9,249:10 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/perccli64 /c1 /e249 /s11 add hotsparedrive
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =1

Status = Success

Description = Add Hot Spare Succeeded.
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[root@. "~ -~~~ # 1sblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 931G disk

t:sdal 8:1 1G part /boot
sda2 8:2

930G part
netwitness_vg00-root 253:0 306G lvm /
netwitness_vg0o-swap 253:1 4G lvm [SWAP]
netwitness _vg00-nwhome 253:2 2.7T lvm /Jvar/netwitness
netwitness vg@0®-varlog 253:3

160G lvm /Jvar/log
netwitness_vg00-usrhome 253:4 160G lvm /home
sdb 8:16

.8T disk
Lsdb1 8:17

.8T part
Lnetwitness va@e-nwhome 7 IT lvm /[var/netwitness
sdc AT disk
sdd

.5T disk

0
]
0
0
0
0
0]
0
0
0
8
0]
0

[elclooooNoNoNoNoolNool
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3. partNewdVURZEITLT. LT O/\TA—F2—Tdecodersmall/  \—T 123 a & A ITERLE
9" ( decoder dir. index. metadb. sessiondb) ( & #] DI YH— 4. SDC. SDD) .

name=sdc service=decoder volume=decodersmall commit=1

partMew v Parameters name=sde service=decoder volume=decodersmall commit=1

Message Help
parameters:
name - <string, {enum-one:The value must be one of the following: sde| sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder)> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator | index | decodersmall | decoder | packet | hybrid-decoder-meta | logdecodersmall | logdecoder | logpacket | hybrid-

landaradar.matal archivar lubrideancantratar landanintlas bubrid | lnacindavad daradar L laaindavls walima ra rraata

Response Output

Volume group "decodersmall” successfully created
fsbinflvereate -y -n decoroot -L 106G decodersmall

Wiping xfs signature on /dev/decodersmall/decoroot.

Logical volume "decoroot” created,
fsbinimkfs.xfs /dev/decodersmallfdecoroot
meta-data=/devidecodersmall/decoroot isize=512  agcount=16, agsize=163840 blks

= sectsz=512 attr=2, projid32bit=1
cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=2621440, imaxpet=25
= sunit=32  swidth=32 blks

naming =version 2 bsize=4096 ascil-ci=0 fiype=1

log  =internal log bsize=4096 blocks=2560, version=2

= sectsz=512 sunit=32 blks, lazy-count=1

[root@s6coreappliance ~]# df -kh

Filesystem Size Used Avall Use¥% Mounted on

devtmpfs 63G 0 63G 0% /dev

tmpfs 63G 40K 63G 1% /dev/shm

tmpfs 63G 19M 63G 1% /run

tmpfs 63G 0 63G 0% /sys/fs/cgroup

/dev/mapper /netwitness_vg00-root 306G 6.3G 24G /

/dev/sda1 1014M 91M 924M 9% /boot

/dev/mapper /netwitness_vg00-nwhome 2.7T 1.2G 2.7T7 1% /var/netwitness

/dev/mapper /netwitness_vg@0-usrhome 106G 33M 106G 1% /home

/dev/mapper /netwitness_vgo0-varlog 106G 915M 9.1G 9% /var/log

tmpfs 13G o} 13G 0% /run/user/0@

/dev/mapper /decodersmall-decoroot 106 33M 160G 1% /var/netwitness/decoder
Jdev/mapper /decodersmall-index 30G 33M 30G 1% /var/netwitness/decoder /index
/dev/mapper /decodersmall-sessiondb 600G 34M 600G 1% /var/netwitness/decoder/sessiondb
/dev/mapper /decodersmall-metadb 11T 34M 11T 1% /var/netwitness/decoder/metadb
/dev/mapper /decoder -packetdb 86T 37M 86T 1% /var/netwitness/decoder/packetdb

4. partNewdVUREEITLT. LLTF D/ 5A—F—TdecoderrR)2—LZE4E B LFE T ( packetddb) ( £
DI HYO—U ., SDC. SDD) .

name==sdd service=decoder volume=decoder commit=1

rvice=decoder volume=decoder commit=1
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[root@s6coreappliance ~]# 1lsblk
MAJ:

=
—
=
el
=

SIZE RO MOUNTPOINT
931G
1G
930G
306G
4G
2.7T
106G
10G
1.8T
1.8T
2.7T
10.7T
10.7T
10G
306G
600G
10.1T
85.5T
85.5T
85.5T

/boot

netwitness_vg00-root
netwitness_vg00-swap
netwitness vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome

/
[SWAP]

/var /netwitness
f/var/log
/home

BWNEONREO

=t
(=]

Jvar /netwitness

decodersmall-decoroot
decodersmall-index
decodersmall-sessiondb
decodersmall-metadb

Jvar /netwitness/decoder

Jvar /netwitness/decoder /index
Jvar /netwitness/decoder /sessiondb
/var /netwitness/decoder /metadb

W~ WWN e
W pa -]

£
2]

iy
o
00O O0O0CCOCO0O0C0O0CC0OCODOCOCOCOCOOQ

)
]
0
0
G}
G}
0
G}
0
]
G}
G}
]
0
0
]
0
0
G}
0

o

Jvar /netwitness/decoder/packetdb

[root@s6coreappliance ~]# df -kh

Filesystem i Used Avail Use% Mounted on

devtmpfs 0 63G 0% /dev

tmpfs 40K 636G 1% /dev/shm

tmpfs 5 19M 63G 1% frun

tmpfs 0 63G 0% /sys/fs/cgroup

/dev/mapper /netwitness_vg00@-root 6.3G 24G 21% [

/dev/sda1l 1014M 91M 924M 9% /boot

/dev/mapper /netwitness_vg00-nwhome 2L Z G2 I Tl 1% /var/netwitness

/dev/mapper /netwitness_vg@@-usrhome 160G 33M 106G 1% /home

/dev/mapper /netwitness_vg00-varlog 10G 915M 9.1G 9% /fvar/log

tmpfs 13G 0 136G 0% /run/user/0

/dev/mapper /decodersmall-decoroot 106G 33M 106G 1% /var/netwitness/decoder
/dev/mapper /decodersmall-index 306 33M 306 1% /var/netwitness/decoder/index
/dev/mapper /decodersmall-sessiondb 600G 34M 600G 1% /var/netwitness/decoder/sessiondb
/dev/mapper /decodersmall-metadb 11T 34M 11T 1% /var/netwitness/decoder/metadb
/dev/mapper /decoder-packetdb 86T 37M 86T 1% /var/netwitness/decoder/packetdb

5. ROINGA—RTsrvallocaAIVREETLT Y—ERBHERE ICANL—UEREEMLE
ER

e service=decoder volume=decodersmall commit=1

srvAlloc v | Parameters service=decoder volume=decodersmall commit=1

Message Help

parameters:
service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: decoder| decodersmall | netwitness_vg00}> volume group name

commit - <bool, optional= commit fhﬁl‘g?‘ﬁ

Response Output

Set /database/conf
Set /database/col s
Set findex/config/index.dir to var/netwit

ss/decoder/index==28.49 GB
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e service=decoder volume=decoder commit=1

srvAlloc

Message Help
parameters:

v Parameters service=decoder volume=decoder commit=1

service - <string, {enum-one:The value must be one of the following: archiver| concentrator | decoder | logdecoder}> service that will use storage

volume - <string, {enum-one:The value must be one of the following: decoder | decodersmall | netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==81.26 TB
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NW-PV-C/NW-PV-C-N%{& FH LT=Concentrator®X L— Dl
|57

R D FATIE. Network Concentrator®D) 7R Rk DF=OIZ. 1 DDIEKE 5 1k 8K 54 TPowerVault
LIZRRL—D %R LET .

1. raidListaAYRZEETLET.

a. APO—SFS . I/0—CFFS ERAP.FSM4T7. THIRDERELHELET .
ROBEHEIRTSNFET

In Use: FALSE

Devices: <empty>
b. FSAT8 . B4R RUA—ZRERLET.
R OB X RAIDTVLAEERL T HATNR RSNDIABTERLTVET .

Output (or command manual help)

Controller © at PCI Address 18:08.0, Enclosure 64, SCSI Channel 2

Vendor: DP

Model: BP14G+EXP

In Use: true

Drives: 1.09 TB HDD x 2
2,182 TB HDD x 2

Devices: sda /dev/disk/by-path/pci-0000:18:00.8-5csi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:18:00.0-scsi-0:2:1:0

1

Controller 1 at PCI Address 3b:08.80, Enclosure 251, SCSI Channe.
Vendor: DELL
Model: MD1400
In Use: false
Drives: 1.746 TB SSD x 2
7.277 TB HDD x 6
Devices:

2

2. EEERLIOVbO—SF B LT IN—CFBESEHEALT. RO/INGA—FTraidnewdIIUFER
TLEYT

controller=1 enclosure=251 scheme=concentrator commit=1
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R OB X RAIDDTVLAZERLIZR IR RSNDIABTERLTVET .

Properties for /appliance
raidNew V|Parameters"conlroHer=1 enclosure=251 scheme=concentrator commit=1 Send ‘

Message Help
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hyl
expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,false,on,o
drives and a controller with a security key set
commit - <bool, optional> commit changes

lappliance ?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=251&scheme=concentrator&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli/perccli6d /cl add vd rl drives=251:0,251:1 ra Strip=128
CLI Version = 907.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.8-1166.66.1.¢17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded

/opt/MegaRAID/perccli/perccli6d /cl add vd r6 drives=251:2,251:3,251:4,251:5,251:6,251:7 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.8-1166.66.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. partNewdVYURZEZEITLT. RD/\TA—FTconcentrator/ \—7> 3V A ITERRLET
concentrator7R'J1—Al&. index’ R )21 —LDFNERK THALELAHYET . 2OLEMES (. T
T—hRELET.
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name=sdd service=concentrator volume=concentrator commit=1
Properties for /appliance
| partNew

v | Parameters: name=sdd service=concentrator volume=concentrator commit=1 Send ‘

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:

name - ¢string, {enum-one:The value must be one of the following: sdc|sdd}> block device name

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

4
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder |packet|hybrid-decoder-meta|logdecodersma
logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder |logindex}> volume to create

| lappliance?msg=partNew&force-content-type=text/plain&name=sdd&service=concentrator&volume=concentrator&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM &% 1ee%
/sbin/pvereate -f /dev/sddl
Physical volume "/dev/sddl" successfully created.
/sbin/vgecreate -f concentrator /dev/sddl
Volume group "concentrator” successfully created
/sbin/lvcreate -y -n root -L 36G concentrator
Wiping xfs signature on /dev/concentrator/root.
Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491488 blks
= sectsz=512 attr=2, projid32bit=1
finobt=8, sparse=@
blocks=7863808, imaxpct=25
swidth=128 blks
ascii-ci=8 ftype=1

data =

naming =version 2 bsize=4896

4. partNewdAIUREETL T RO/NGA—FA—TSSDITAVTYIREERKR LET .

name=sdc service=concentrator volume=index commit=1

Properties for fappliance
partNew v | Parameters: [name=sdc

Feommit=1 ][ send |

Message Help

parthew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enun-one:The value must be one of the following: sdc|sdd}> block device nam
service - <string, {enun-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder |packet|hybrid-decoder-meta|logdeco
logdecoder-meta|archiver | hybrid-concentrator |endpoint-log-hybrid| log-indexed-decoder | logindex}> volume to cre

ppl P

1
Output (or command manual help)
/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdc1
Physical volume "/dev/sdc1” successfully created.
/sbin/vgcreate -f index /dev/sdc1
Volune group "index" successfully created
/sbin/lvcreate -y -n index -1 108%FREE index
Wiping xfs signature on /dev/index/index.
Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512  agcount=32, agsize=14646240 blks
= sectsz=512  attr=2, projid32bit=1
- cre=1 i sparse=0
data = bsize=4096 8679680, imaxpct=5
- sunit=32 blks
naming  =version 2 bsize=4096 6 ftype=1
log =internal log bsize=4096 8864, version=2
- sectsz=512  sunit=32 blks, lazy-count=1
realtine =none extsz=4096  blocks=8, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

5. RONGA—E—ZHE L TsrvallocaAYURERITLET

service=concentrator volume=concentrator commit=1
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NW-PV-D/NW-PV-D-N%{& FH LT=Concentrator®X L— D
|57

R D F)ATIE. Log Decoder Hybrid ¥ B 7R Ak DF=HIZ. 1 DDIERE & 1k 12K 54 TPowerVault
FIZRFL—VFBRLET

l. raidListaAYRZETLET.

a. AVhO—5FF . I I0—CAB S FRHE . RS47. T/ RADERETLHLET
ROBERIR TSINFET .

In Use: FALSE
Devices: <empty>
b. FA4TH . YA X RUS—5HRLET
R OB X RAIDTVLAEE L T HANR RSNDIABTERLTVET .

Properties for /appliance

[raidList V| P: [ [ send

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appllance?msg=ra\dLlst&force-conlem-(ype=tex|/p|am

Output (or command manual help)

Controller @ at PCI Address ©2:00.0, Enclosure 32

Vendor: DP

Model: BP13G+EXP

In Use: true

Drives: 931.512 GB HDD x 2
1.819 TB HDD x 2

Devices: sda /dev/disk/by-path/pci-0800:02:00.08-scsi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:02:00.0-scsi-0:2:1:0

Controller 1 at PCI Address ©3:00.0, Enclosure 108
Vendor: DELL
Model: MD1408
In Use: false
Drives: 1.455 TB SSD x 3
10.692 TB HDD x 9
Devices:

159 T8 E BSRSATEE12FSA JPowerVaultDAF L——F& K D> F A



RRL— HAR

2. RELIAVEO—SF B LIVIA—CYBESEHEALT, LT O/5A—5ZEE L TraidNew
OvUREERITLET .
controller=1 enclosure=108 scheme=concentrator commit=1

R O E. RAIDFZLAZE B LI-R ISR RENHABRERLTVET .

Properties for /_apphance
|raidNew v | Parameters: | controller=1 enclosure=108 scheme=concentrator commit=1 Send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
contreller - <uint32, {enum-one:The value must be one of the following: ©,1}> Contreller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 32|1@8}> Enclosure number of the shelf to clear. Required i
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-in
expansion|decoder-hotspare | logdecoder-hotspare}> Type of RAID volumes to allocate

‘ fappliance?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=108&scheme=concentrator&commit=1

Output (or command manual help)

J/opt/MegaRAID/perccli/perccli64 /cl add vd r5 drives=108:0,108:1,1@8:2 ra Strip=128
Controller = 1

Status = Success

Description = Add VD Succeeded

Jopt/MegaRAID/perccli/percclied /¢l add vd ré drives=108:3,168:4,1088:5,108:6,108:7,108:8,108:9,108:10,108:11 ra Strip=128
Controller = 1

Status = Success

Description = Add VD Succeeded

3. partNewdVYURZEZEITLT. RD/\TA—F—Tconcentrator/ \—74 3 EFR A IMERRLET
concentratorrRJa—L(&. index’RYa—LDFTNIZ/ER THALEAHYFET . ZH5LEMER (. T
S—hFEELET.

name=sdd service=concentrator volume=concentrator commit=1
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Properties for /appliance
partNew v | Parameters: | r service=concentrator volume=concentrator commit=1 Send

Message Help
o e

security.roles: appliance.manage
parameters:

name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder |packet |hybrid-decoder-meta|logdecodersmall]l
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder |logindex}> velume to create

commit - <bool, optional> commit changes

Jappliance?msg=partNew&force-content-type=text/plain&name=sdd&service=concentrator&volume=concentrator&commit=1
Output (or command manual help)

/sbin/parted -s fdev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sdd1" successfully created.
/sbin/vgcreate - concentrator /dev/sddl

Volume group "concentrator” successfully created
/sbin/lvcreate -y -n root -L 308G concentrator

Wiping xfs signature on /dev/concentrator/reot

Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/raot isize=512  agcount=4, agsize-1966@88 blks
sectsz=4896 attr=2, projid3zbit=1
, sparse=8

data 864320, imaxpct=25
=8 blks
naming -ci=0 ftype=1
log 840, version=2
sectsz=4896 sunit=1 blks, lazy-count=1
realtime extsz=4696 blocks=0, rtextents=6

/bin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator
/shin/lvcreate -y -n sessiondb -1 18%FREE concentrator

4. partNewdAVYURZEETLT. ROD/INGA—F—TSSDIZAVTYIREE R LET .

name=sdc service=concentrator volume=index commit=1
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Properties for /appliance
[parlNew v | Parameters: | name=sdc service=concentrator volume=index commit=1 | Send ‘

Message Help
B T
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet |hybrid-decoder-meta
logdecoder-meta|archiver |hybrid-concentrater|endpoint-log-hybrid|leg-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

‘ Jappliance?msg=partNewaforce-content-type=text/plain&name=sdc&service=concentrator&volume=index&commit="1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM @% 10@%
/sbin/pvcreate -f /dev/sdcl

Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f index /dev/sdcl

Volume group "index" successfully created
/sbin/lvereate -y -n index -1 1@@%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index
meta-data=/dev/index/index isize=512 agcount=4, agsize=195280640 blks
attr=2, projid3zbit=1
finobt=8, sparse=8

data = blocks=78112256@, imaxpct=5
= swidth=@ blks
naming  =version 2 ascii-ci=e ftype=1
log =internal log ize=. blocks=381487, version=2
= sectsz=4896 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=e

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

5. ROINGA—BEI/TE L TsrvallocaAY R EETLET.

service=concentrator volume=concentrator commit=1

NW-PV-A/NW-PV-A-N%{& i LT-Log Hybrid DAk L— Dt Bk

R DIFIATIE. Log Hybrid D IR DF=IZ. 1 DDIERE S 1k 12K 54 TPowerVault £ [ZRb
—DEERLES.
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1. raidListaA<RZETLET.

Controller Number( A~k B—5—% %) . Enclosure Number( T»70—2 %% 5) | In Use( i
FA ) . Drives( F547) . Devices( T/\MMR) DEZERLEFEZLFET . RDERHAR RSINFET .

In Use: FALSE

Devices: <empty>
b. I: 5’{7‘ﬂ ) *5'47:\ &\/9\‘_%6& At Li?'
RDBIE. RAIDTLAZE R T AR IR ITAERBTERLTVET .

raidiist: list drive shelves attached to this appliance
security.roles: appliance.manage

rmage=raidl IS L-typastaxtipiain
Dutput {or command manual help)

Controller @ st PCI Address 3c:0.8, Enclosure 64, SCSI Channel 2

Vendor: OP

Model: BP14GHEXP

In Use: true

Drives: 1.746 TB 55D x 2
2.182 TB HOD x 2
7.277 TB HOD x 18

Devices: sda /dev/disk/by-path/pei-0000:3c:00.0-se8i-9:2:0:
sdd (dev/disk by-path/pci-8008:3c:00. 0 scsi-@
sde /dev/disk/ by -path/pci-spee: .
sdf /dev/disk/ by-path/pci-2008: B-scsis
sdg Sdev/disk/ by-path/pel-8800:3c: 60 Besesi- G 1 4 a

Controller 1 at PCI Address af:@80.8, Enclosure 72, SC5I Chamnel 2
vendor: DELL
Model:  MD14@@
In Use: false
Drives: 19.692 TB HOD x 12
Devices:

2. 4% L,;_::l‘/h A—SF B LI 0B B EZFERALT. RONTGA—FTraidNewdIT/REE
TLFEI .

controller=1 enclosure=72 scheme=log-hybrid preferSecure=1 commit=1

a. ROBIIE. RAIDFLAZER LR ICR RENERNBZRLTVET

Properties for /appliance
raidMew v Parameters: controller=1 enclosure=72 scheme=log-hybrid preferSecure=1 commit=1 Send

Message Help
parameters:
controller - <uint32, {enum-one:The value must be one of the following: B,E}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64|Ed}> Enclosure number of the shelf to clear. Reguired if the controller has
more than one enclosure attached.
scheme - «<string, {enum-one:The value must be one of the following: dzcoderl}I.ogdecoder|concentritor|archiverlnnwork—hybridJog—indtxed-
decoder| endpoint-log-hybrid |packet-expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to chcate
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 8[1]yes,no,true,false,on,0ff}> Prefer creation of a
cariina seeau siuan semnstihla mhueisal Arivas snd & sankeallan with o casunitu bau cak

appliance ?msg= jorce-content-type=text/plaind&controller=18& T28scheme=log-hybrid =1&commit=1

Output (or command manual heip)

/opt/MegaRAID/perccli/percclifd /cl add vd r5 drives=72:8,72:1,72:2,72:3,72:4,72:5 ra Strip=128
CLI Version = 207.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.9-1160.83.1.17.x86_64

Controller = 1

Status = Success

Description = Add VD Succesded.

/opt/MegaRAID/perceli/percclibd fcl add vd rS5 drives=72:6,72:7,72:8,72:9,72:10,72:11 ra Strips128
CLI Version = 887.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succesded.

b. devlistaAYUREEITLT, # LLE R ESNT-RAIDM DIE HE % AT —B 5 A RFT .
log-hybrid Cl&. SE 2 (2% LB 2 SN B8, EOY—ERE . EDRAIDSIZHA VA —/LTE
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F9.

Properties for /appliance
devlist v | Parameters: || send |

Message Help

devlist: list storage devices
security.roles: appliance.manage

lappliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

sda: vendor=DELL model="PERC H740P Mini" size="2.18 TB" used=l
sdb: vendor=DELL model="PERC HB4@ Adp" size="53,46 TB" used=1
sde: vendor=DELL model="PERC HB84@ Adp" size="53.46 TB" used=1
sdd: vendor=DELL model=" ni" size="7. use
sde: vendor=DELL model="PERC H740P Mini" size="21.83 TB" used=1
sdf: vendor=DELL model="PERC H740P Mini" size="21.83 TB" used=1
sdg: vendor=DELL model="PERC H740P Mini" size="1.75 TB" used=1

3. RODINGA—EF—%IE E L TpartNewAYUREEITL T, /18—T12a0 X0 RAULZE
Jetc/fstabIPAIVNIAERR LET .

a. name=sdb service=logdecoder volume=logdecoder commit=1

Properties for lappliance
partNew  + |F : db sarvice=logdecod . logdecoder commit=1 Sand

Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:

name - <string, {enum-one:The value must be one of the Fullwin;:@ sdc}> block device name

service = <string, {enum-one:The value must be one of the following: archiver| ator | decoder| log > service that will use storage
volume - <string, enum-one:The value must be one of the following: concentrator|index|d decoder | packet |hybrid-decoder-
meta|logdecodersmall logpacket |hybrid-logdecoder-meta|archiver |hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

a tont-ty ; ders itm1

Output (or command manual help)

/sbin/parted -5 /dev/sdb mklabel gpt
/sbin/parted -5 -a optimal /dev/sdb mkpart LVM 8% 1e@X%
febin/pvcreate -f /dev/sdbl
Physical volume “/dev/sdbl” successfully created.
fsbin/vgcreate -f logdecoderd /dev/sdbl
Volume group "logdecoder®” successfully created
/sbin/lvcreate -y -n packetdb -1 108AFREE logdecoder®
wWiping xfs signature on /dev/logdecoderd®/packetdb.
Logical volume “"packetdb™ created.
/sbin/mkfs.xfs /dev/logdecodere/packetdb
meta-datas/dev/logdecoderd®/packetdb isizes512  agcounts54, agsizes268435424 blks
= sectszeS12  attred, projid32bitsl

= eresl finobt=0, sparses=@
data = bsize=4@96 blocks=14350416896, imaxpctsl
= sunite32 swidth=16@ blks
naming =version 2 bsize=4096 ascii-ci=0 ftype=1
log =internal log bsizes3@96  blockss521728, versions2
= sectsze512  sunits32 blks, lazy-countsl
realtime =none extsz=4096 blocks=@, rtextents=0
fbin/mkdir -p /var/netwitness/logdecoder/packetdo®
LiBin/mount /var/netwitness/ /packetdod
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4. k@

b. name=sdc service=concentrator volume=concentrator commit=1

Propedties for lappliance

Message Help

parthew: make p

parameters:

service - <string,
volume - <string,

name - <string, {enum-one:The value must be one of the following: sdb > blg

pariNew v | Parameters: | name=sdc service=concentralor volume=concentrator commit=1 Send

itions on a block device
security.roles: appliance.manage

k devi ngme
{enum-one:The value must be one of the following: archiver|koncentrator]decoder|logdecoder}s service that will use storage
optional, {enu-‘ont The value must be one of the following:[ index|decodersmall |decoder |packet|hybrid-decoder-

meta|l small|

& |1 t|hybrid-log -meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-deccder|logindex}> volume to create

lappliance ?msg=p

/sbin/lvereate -y -n

/sbin/mkfs.xfs /dev/c
meta- dlnx.-’dcv..’:onun

=
data =

=
naming =version 2

realtime =none

/bin/mount /var/netwi

e-content-typ plain&na dedservice=concentrator&volume=concentrator&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -5 -a optimal /dev/sdc mkpart LVM @X 10eX
/sbin/pvcreate -f /dev/sdcl

Physical volume "/dev/sdcl” successfully created.
/sbin/vgcreate -f concentrator® /dev/sdcl

Voluse group “concentrator@™ successfully created

sessiondb -1 10XFREE concentratord

wiping xfs signature on /dev/concentrator@/sessiondb.
Logical volume "sessiondb" created.

oncentratord/sessiondb
trator®/sessiondb isizes512 agcount=3l, agsizes44845824 blks
sectszs512 attrs2, projid32bitsl
cresl finobt=0, sparse=d
bsize=4896 blocks=1435848768, imaxpct=5
sunit=32 swidth=16@ blks
bsize=4896 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=521728, versions2
=

sectszeSl2  sunit=32 blks, lazy-countsl
exts2=4896 blocks=@, rtextents=e

/ein/mkdir -p /var/netwitness/concentrator/sessiondbe

tness/concentrator/sessiondb@

\TA—RA—EIETE LT srvallocaVUREZE T LT, logdecoderds & Wconcentratorth—E R

[CAR—RZEIYE TET
ZHUZ&kY. logdecodert—E R B ITRF L—U ANE M SN R AT SIND-UITH—ERLF #2

a.

BSnFEd.

service=logdecoder volume=logdecoder(0 commit=1

Proparties for fappliance
sivAlloc v | Parameters:

service=logdecoder volume=logdecoederd commit=1 Send

Help

parameters:
service - <string,
volume - <strin
meta|index
commit - tbool opt

Output (or command manual

srvAlloc: apply volume group storage to @ service on this appliance
security.roles: appliance.manage

{enum-one:The value must be one of the following: archiver|concentrator|decoder[logdecoder}> service that will use storage
‘enum-one:The value must be one of the following: concentrator8|hybrid-concentrator|hybrid-logdecoder-
logpacket|netwitness_vg@d}> volume group name

ional> commit changes

lappliance ?msg=srvAliociforce-content-type=text/plaindservice=logdecoder&volume=logdecoder0&commit=1

heip)

Set /database/config/packet.dir to /var/netwitness/log /p packetdben20.74 TB;/var/netwitness/logdecoder/packetdb@ss50.78 TB

b. ZhIZ&Y. concentratort—ERFE L IR L—U MBS, BT ShAEUNTH—ERLE
EHINFET
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service=concentrator volume=concentrator0 commit=1

Properties for fappliance

snehllog ~ | Parametars: | sanice=concantralor volume=concentralord commit=1 Saend
Message Halp

r ply velune group storage to a service on this appliance

58 es: appliance.manage

[

| logdeceder}> service that will use storage
ator |hybrid-logdecoder-

appliance fmag=anAlocforce-content.ty pe=textiplaingservicasconcentrator&volume=concentrator) &commits 1
Qutput [or and manual halp)

nfig/meta.dir to /var/ne
Jeonfig/session.dir to /var/net

fnetadbenl8 85 TE; /var/netwi
trator/sessiondb==1.86 TB; /var/mn

ntrator/metadb@esds .71 TH
ness//concentrator/sessiondb@==5.88 TB

5. 1sblkaAVYURZE/\WITIURTEITLT,. Y—ERRN DT RTORAIDE/ N N—T43aVERRLET .

NW-PV-A/NW-PV-A-NZ%{# A L =Network Hybrid DX L—
373

R D F1)ATIE. Network HybridD¥) B 7RRk DF=HIZ. 1 DDIEE B 1k 12K 54 T PowerVault L [Z
ANL—CFERLET

1. raidListavRZ2ETLET.

Controller Number( 3>k B—35—% &) . Enclosure Number( T»Y0—2 %% &) . In Use( &
F ) . Drives( K54 7) . Devices( T/AMR) DIEFEL K LET . RDEFEHRHAR RINFET .

In Use: FALSE

Devices: <empty>
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b. FSAT8 . YA X ROA—FHRBLES.
R OB X RAIDTVLAEE R T HHNR RSNDIABRERLTVET .

Properties for /appliance
raidList v Parameters: || ] send

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

lappliance ?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 3c:00.2, Enclosure 64, SCSI Channel 2

Vendor: DP

Model: BP14G+EXP

In Use: true

Drives: 1.746 TB SSD x 2
2.182 TB HOD x 2
7.277 TB HDD x 1@

Devices: sda /dev/disk/by-path/pci-@eee:3c:ee.e-scsi-e
sdd /dev/disk/by-path/pci-8@80:3c:0@.08-scsi-0:2
sde /dev/disk/by-path/pci-0@0@0:3c:00.0-scsi-0:2
sdf /dev/disk/by-path/pci-@000:3c:00.0-scsi-0:2:
sdg /dev/disk/by-path/pci-9@@e:3c:00.8-scsi-0:2

3743

Controller 1 at PCI Address af:0@.8, Enclosure 72, SCSI Channel 2
Vendor: DELL
Model:  MD148@
In Use:
Drives: 1@.692 TB HDD x 12
Devices: |

2. LIV O—SF B LI IO—VFE B EFEALT. ROD/INTGA—FTraidiewATUREE
TLEYS.
controller=1 enclosure=72 scheme=network-hybrid preferSecure=1 commit=1

a. ROBIIE. RAIDTLAZER LR ICR RENORNBZRLTVET

Properties for
raidNew v Faramalms:[cunlmllel=1 anclosure=72 scheme=network-hybrid preferSecure=1 commit=1| ] Send

Mossege Help__
scheme - <string, {enum-cne:The value must be one of the following: decodtr|lo'dn:odorlcon:tntr-nor||rchivorwllo'-hybrid|1n‘-ir\d¢xm-
decoder |endpoint-log-hybrid|packet-expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 0,1,yes,no,true,false,on,off}> Prefer creation of a
secure array given compatible physical drives and a controller with a security key set
commit - <bool, optional> commit changes

i INaw i ot lain® m

Tmsg W (" =1&anclosure=7 2&scheme=natwork-hybridd preferSecure=1&commit=1

Output (or command manual help)

Jopt/MegaRAID/perccli/percclifd fcl add vd r5 drives=72:8,72:1,72:2 ra Strip=128
CLI Version = 987.1623.0000.0000 May 17, 2821

Operating system = Linux 3.10.0-1160.83.1.e17.x86_84

Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/percecli/percclibd /c1 add vd r5 drivess=72:3,72:4,72:5,72:6,72:7,72:8,72:9,72:10,72:11 ra Strips=128
CLI Version = 087.1623.0000.0000 May 17, 20821

Operating system = Linux 3.10.9-116@.83.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.
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b. devlistaAVYURZERITLT. HLAMEBSNI-RAIDE DIEE HELGRAE) B 2 ZHERELEFT.
Network Hybrid & "sdc" RAIDDAE!)—HV"sdb" RAIDDAE—LYEH K E =6, KUZL
DAE)—hHVE| YL TS T="sdc" RAIDIZpacketdbHh Ak —)LENET .

Properties for /appliance
devlist hd F—’m_-amnmrs:[| I Send

Message Help

devlist: list storage devices
security.roles: appliance.manage

Jappliance?msg=devlist&force-content-type=text/plain
Output (or command manual help)

sda: vendor=DELL model="PERC H740P Mini" size="2.18 TB" used=1
sdb: vendor=DELL model="PE p" size= L used=
sdc: vendor=DELL model="PERC HB4® Adp" size="85.54 TB" used=@
sdd: vendor=DELL model="PERC H74@F Mini" size="7.28 TB" used=1
sde: vendor=DELL medel="PERC H740P Mini" size="29.11 TB" used=1
sdf: vendor=DELL model="PERC H748P Mini" size="14.55 TB" used=1
sdg: vendor=DELL model="PERC H740P Mini" size="1.75 TB" used=1

c. 1sblkARURERITLT, HLAMERSNI=FRTORAIDD—EERRLFT -

3. ROINGA—R—%HIBTE L TpartNewAIUREFRITL T, /\—T12a0 b0k R4V %
Jetc/fstabZPAIRITVERRLET S
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a. name=sdb service=concentrator volume=concentrator commit=1

Properties for /appliance
pariNew | Parameters: | name=sdb service=c« volurr commit=1 Send

Message Help

[“security.roles: applisnce.manage
parameters:
name - <string, {enum-one:The value must be cne of the following .dc}> bls dand a
service - <string, {enum-one:The value must be one of the following: archiver|
volume - <string, optional, {enum-one:The value must be one of the following:|concentrator
meta|logdecodersmall | logdecoder | logpacket | hybrid-logdecoder-meta|archiver |hybrid -3
commit - <bool, opticnal> commit changes

lappliance?msg=partNew&forca-content-type=texty vice=concer clume=concentrator&commit=1

‘Output {or command manual help)

ame
decoder | logdecoder}> service that will use storage
index|decodersmall|decoder|packet |hybrid-decoder-
|endpoint-log-hybrid|log-indexed-decoder | logindex}s volume to create

/sbin/parted -s /dev/sdb mklabel
/sbin/parted -s -a optimal /dev/sdb mkpart LVM @% 1%
/sbin/pvecreate -f /dev/sdbl
Physical volume "/dev/sdbl™ successfully crested.
/sbin/vgcreate -f concentratord® /dev/sdbl
Volume group “concentrator®” successfully created
/sbin/lvcreate -y -n sessiondb -1 18%FREE concentrator@
Wiping xfs signature on /dev/concentratord/sessiondb.
Logical volume "sessiondb” created.
/sbin/mkfs.xfs /dev/concentratore/sessiondb

meta-data=/dev/concentratord/sessiondb isize=512 agcount=32, agsize=17938916 blks
= sectszm512  attrs2, projid3zbitsl
= cre=1 finobt=8, sparse=@

data = bsize=4896 blocks=574816512, imaxpct=5
= sunit=32 swidth=64 blks

naming =version 2 bsize=4896 ascii-ci=@ ftype=1

log =internal log bsizes4896 blocks=288288, version=2

= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none extsz=4896 blocks=@, rtextents=e
/bin/mkdir -p /var/netwitness/concentrator/sessiondb@
/bin/ t twitness ateor/sessiondb®

b. name=sdc service=decoder volume=decoder commit=1

Properties for .l’app\lanca
partNew v P 3 dc service=decod l decod: it=1 Send

Message Help
security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdb-s block device
service - <str1n|, {enum-one:The value must be one of the following: archiver|concentratos
veolume - <string, optional, {enum-one:The value must be one of the following: concentrator

meta| small| |1 | hybrid- -meta|archiver | hybrid-concentrator|endpoint-log-hybrid

commit - <boal, optional> commit changes

lappliance ?msg=partNewaforce-content-type=text/plain&name=sdciseny lume=decoderScommit=1

Output (or command manual help)
/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM @X leex
/sbin/pvcreate -f /dev/sdcl
Physical volume “/dev/sdcl” successfully created.
/sbin/vgeraate -f decoderd /dev/sdecl
Volume group "decoder?” successfully created
/sbin/lvereate -y -n packetdb -1 100XFREE decoderd
Wiping xfs signature on / ecoderd/packetdd,
Logical volume “packetdb” created.
/sbin/mkfs . xfs /dev/decoderd/packetdb
meta-datas/dev/decoderd/packetdd isizes512 ageounts=B6, agsizes26B435424 blks

= sectszs512  attrs2, projid32
= ereml fincbte®, sparse=@
data = bsize=4896 blocks=221960667648, imaxpct=1
= sunit=32 swidth=256 blks
naming =version 2 bsize=4896 ascii-cis=d frypesl
log =internal log bsize=4096 blocks=521728, versions=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none extsz=4896 blocks=@, rtextents=@

/bin/mkdir -p /var/netwitness/decoder/packetdbd
/bin/mount /var/netwitness/decoder/packetdb@

e that will use storage
acket |hybrid-decoder-
wed-decoder | logindex}> volume to create

RDINGA—RZ—EIEF L TsrvallocaATREE 1T L T, decoderB & Uconcentratorth—E R [ZR

R—RZENYL TEY

a. —hIZkY. decodert—ERE R ICARL—U B EN., E
SNFET.

service=decoder volume=decoder(0 commit=1

TEINB-WITH—ERD B E
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PProperties for /ap
srvAlloc

~ | Parameters: | service=decoder volume=decoder) commit=1 Send
Message Help
srvAlloc:

apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archiver| [a [‘ ge
volume - <string, {enum-one:The value must be one of the following: concentratore|
volume group name

der}> service that will use storage
..".‘, —— -ator | hybrid-decoder-meta| index|netwitness_vgee |packet}>
commit - <bool, optional> commit changes
p— >msg=srvAllocks content-typ inkservice=decoderdvol decoder0& it=1
Qutput (or manual help)
Set /database/config/packet.dir to /var/netwitness/decoder/packetdb/packetdb==27.65 TB;/var/netwitness/decoder/packetdb@==§1.26 TB

ZhlZ&Y. concentrator—ERFE L [CAR L—U MBS, RITSNB-UIZTOHY—ERAN
BEEIINET.

service=concentrator volume=concentrator(0 commit=1

Propesties for /appliance

svAlloc v |F [sennce=: volume=concentrator) commit=1 ]| sena
Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:

service - <string, {enum-one:The value must be one of the following

ing: archives m decoder|logdecoder}> service that will use storage
volume - <string, {enum-one:The value sust be one of the following: m
volume group name

hybrid-concentrator | hybrid-decoder-meta| index| netwitness_vgee|packet}>
commit - <bool, optional> commit changes

Imsg=srvAllocaf content.

Output for

& commit=1
manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb=2=12.55 TB;/var/netwitness/concentrator/metadb@==18.28 TB
Set [database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondbé==2.83 TB

5. 1sblkaAVYURZEEITLT. Y—ERA DT ARTORAIDE/ N NA—T1avD—EEZRRLET

TERE BRSAIELIXI2R S A JPowerVault DA L—F& Bk O FJA I
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NW-PV-A/NW-PV-A-N%{& F§ L 7=Endpoint Log HybridAXk L —
40 352

R DL F)ATIL. Endpoint Log Hybrid D) 3B 7R Xk DF=IZ. 1DDIERE S 1k 12K 541 T PowerVault
EIZRANL—UZERLET

1. raidListaA<RZETLET.

Controller Number( A~k B—5—% %) . Enclosure Number( T»Y0—U %% 5) . In Use( &
FA ) . Drives(F547) . Devices( T/\MMR) DEZERLEFEZLFET . RDERHAR RSINFET .

In Use: FALSE

Devices: <empty>

b. FSATH . PA X RUA—ZHERLET .
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R OB X RAIDTVLAZEERRL T HATNIR RSNDIABTERLTVET .

Properties for /appliance
raidList v | Parameters: | | send

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

Jappliance PTmsg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 3c:20.8, Enclosure 64, SCSI Channel 2

Vendor: DP

Model: BP14G+EXP

In Use: true

Drives: 1.746 TB SSD x 2
2.182 TB HDD x 2
7.277 TB HDD x 18

Devices: sda /dev/disk/by-path/pci-8eee:3c:e8.8-scsi-0:2:0:
sdd /dev/disk/by-path/pci-eeee6:3c:ee.8-scsi-0:2:1:
sde /dev/disk/by-path/pci-eeee:3c:ee.8-scsi-0:2:2:
sdf /dev/disk/by-path/pci-eeee:3c:ee.0-scsi-0:2:3:
sdg /dev/disk/by-path/pci-eeee:3c:ee.0-scsi-0:2:4:

[

Controller 1 at PCI Address af:8e.8, Enclosure 72, SCSI Channel 2
Vendor: DELL
Model: MDl4ee
In Use:
Drives: 10.692 TB HDD x 12
Devices:

2. BERLIAVAO—SE RS ETVIO—DrB B EZHERAL T RO/IGA—FTraidNewaAVURER
TLFET.
controller=1 enclosure=72 scheme=log-hybrid preferSecure=1 commit=1

a. ROFI(E. RAIDZLAZERLI-RISR TSNSABTERLTVET .

Properties for fappliance
raidNew  ~ | Paramaters: conlroller=1 enclosure=T2 schama=log-hybrid preferSecure=1 commit=1 Send

Mossage Help

ParasETErs

controller - <uint32, {enum-one:The value must be one of the following: ﬂp’ Contro

enclosure - <uint32, optional, {enum-one:The value must be one of the following: &4
more than cne enclosure attached.

schese - <string, {enum-cne:The value must be one of the following: ulmd-rIlano:ndorI:an:ontrltarllrcnivlrln|twrk-hybr1u|J.Dg-induxou-
decoder|endpoint-log-hybrid|packet-expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate

preferSecure - cbool, optional, {bool:The value must be one of the following acceptable boolean values: eru_nu.truo,hlu,oﬂ,uff}» Prefer creation of a
secure array given compatible physical drives and a controller with a security key set

er the shelf is attached to
> Enclosure number of the shelf to clear. Required if the controller has

appliance msg= roa-content-tyf oller=1&enclosure=72&sc g-hybrid&p ira=1&commit=1

Output (or command manual haip)

/opt/MegaRAID/perccli/percclifa /el add vd r5 drivess=72:0,72:1,72:2,72:3,72:4,72:5 ra Strips128
CLI Version = 8@7.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.9-1160.83.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/perccligd /¢l add vd r5 drivess=72:6,72:7,72:8,72:9,72:10,72:11 ra Strips128
CLI Version = 887.1623.0000.0000 May 17, 2621

Operating system = Linux 3.10.9-1160.83.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

b. devlistaAYURZEEITLT, HILMERSINI-RAIDDIE LA E) B R ZHERELET .
endpoint-log-hybrid Tl&. M1 A MNFE L IZF LUV, EDY—ERE . EORAIDIZH AV A —
ILVTEET .
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Properties for /appliance

devlist v | Parameters: ||

] Send

Message Help

devlist: list storage devices
security.roles: appliance.manage

lappliance?msg=devlist&force-content-type=text/plain
Output (or command manual help)

sda: vendor=DELL model="PERC H748P Mini" size="2.18 TB" used=1
sdb: vendor=DELL model="PERC H84@ Adp" size="53.46 TB" used=0 |
sdc: vendor=DELL model="PERC H848 Adp" size="53.46 TB" used=@
sdd: vendor=DELL model="PERC H748P Mini" size="7.28 TB" used=1
sde: vendor=DELL model="PERC H748P Mini" size="14.55 TB" used=1
sdf: vendor=DELL model="PERC H74@P Mini" size="21.83 TB" used=1
sdg: vendor=DELL model="PERC H74@P Mini" size="1.75 TB" used=1

c. 1sblkAYURZE/I\WIIVRTEITLT. HILMERSNI-RAIDOD—EZEZR RTLET

3. ROINGA—EF—%IE TE L CpartNewAVUREEITL T IN—T12 3 EO0h RAUL %

Jetc/fstabZPAIVRITERRLET .
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a. name=sdb service=logdecoder volume=logdecoder commit=1

Proparties for
partNew v |F a| arvi commit=1] || send

Massage Help
name - <string, {enum-one:The value must be one of the following{ sdf|sdc}> block device name
service - ¢string, (enum-one:The value must be one of the follow: archiver|concentrator|decoder » service that will use storage
volume - <string {enum-one:The value must be one of the following: concentrator|index|d I decoder | packet |hybrid-decodar-
meta|logdecodersmall) logdecoder]| logpacket | hybrid- logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid| log-indexed-decoder| logindex}> volume to create
commit - <bool, optional> commit chi s

/applianca?msg=p force-content-typ commit=1

Output (or manual help)
/sbin/parted -5 /dev/sdb mklabel gpt
/sbin/parted -s -a optimal /dev/sdb mkpart LVM 2% l@eX
/sbin/pvcreate -f /dev/sdbl

Physical volume "/dev/sdbl" successfully created.
/sbin/vgcreate -f logdecoder® /dev/sdbl

Volume group "logdecoder®” successfully created
/sbin/lvcreate -y -n packetdb -1 186AFREE logdecoderd

Wiping xfs signature on /dev/logdecoder®/packetdb.

Logical volume "packetdb” created.
/sbin/mkfs.xfs /dev/logdecoderd/packetdd
meta-data=/dev/logdecoderd/packetdb isize=512 ageount=54, agsize=268435424 blks
sectsz=512 attr=2, projid32bit=1

= ere=l finobt=0, sparse=@
data = bsize=4896 blocks=14358416896, imaxpct=1
= sunit=32 swidth=16@ blks
naming =version 2 bsize=4096 ascii-ci=@ ftypesl
log =internal log bsize=d096 blocks=521728, version=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none exts2=4096 blocks=@, rtextentss@

/bin/mkdir -p /var/netwitness/logdecoder/packetdb@
/bin/mount /var/netwitness/logdecoder/packetdb®

b. name=sdc service=concentrator volume=concentrator commit=1

Properties for /appliance

partNew  ~ |F :| ser rator volu trator commit=1| || send
Message Help
name - <string, {enum-one:The value must be one of the following: scb block name

service - <string, {enum-one:The value must be one of the following: archiver decoder|logdecoder}> service that will use storage
wvolume - <string, optional, {enum-cne:The value must be one of the following: index|decodersmall |decoder |packet|hybrid-decoder-

metall dersmall| logds |2 ket |hybrid-logdecoder-meta|archiver |hybrid-concentrator | endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

lappliance ?msg=partNew&force-contant-type iplain& ded i &vol o =1

Qutput {or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -5 -a optimal /dev/sdc mkpart LVM &% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl” successfully created.
/sbin/vgereate -f concentrator® /dev/sdcl
Volume group “concentrator®™ successfully created
/sbin/lvereate -y -n sessiondb -1 18XFREE concentratord
wiping xfs signature on /dev atord/sessiondb.
Logical volume “"sessiondb™ created.
/sbin/mkfs.xfs /dev/concentratord/sessiondb
meta-datas/dev/concentratord/sessiondb isizes512 agcounts32, agsizesd44845024 blks

= sectszs512  attrs2, projidizbitsl
= cresl finobt=@, sparsesd
data = bsizesd896 blocks=1435840768, imaxpctsS
sunite3d2 swidthe166 blks
naming bsizes=4896 ascii-ci=d frypesl
log =internal log bsize=4836 blocks=521728, versionsl
= sectszsS12  sunits=32 blks, lazy-countsl

realtime =none extsz=4836 blocks=8, rtextentsse
[bin/mkdir -p /var/netwitness/concentrator/sessiondbd
fbin/mount /var/netwitness/concentrator/sessiondo@

4. ROINGA—B—%EE L TsrvallocaAVUR ZE 1T LT, logdecoderds & UWeoncentratorh—E X[
AN—RZENIVH TFET

a. CMIZKY. logdecoder—E R B IR L—U AMB IS, RITINB-UH—ERDIHE
BEIhF.

service=logdecoder volume=logdecoder(0 commit=1
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Properties for /appliance

srvAlioc v | Parameters: | ser

gdecoder0 commit=1
Message Help

srvAalloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archivor-|mnc1ntr-atcr|atcou|» service that will use storage
volume - v num-one:The value must be one of the following: concentratore|endpoint-log-hybrIBITyOriT-toncentrator|hybrid-logdecoder-
meta|index netwitness_vge@}> volume group name
commit - <bool, optional> commit changes

lappliance Tmsg=srvAlloc&force-content.type=text/plaindservice=logdecoder&volume=logdecoderddcommit= 1
Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/logdecoder/packetdb/packetdb==6.91 TB;/var/netwitness/logdecoder/packetdb@==50.78 TB

ZHIZKY, concentratort—E X AL IZRAN L—U ANE IS, R AT SNBFUITTDH—ERM
BEBINFET.
service=concentrator volume=concentrator0 commit=1

Properties for /appliance

srvAlloc | Parameters: service=concentrator volume=concentratord commit=1 Send
M Help

security.roles: appliance.manage
parameters:

srvAlloc: apply volume group storage to a service on this appliance

servica - ¢string, {enum-cne:The value must be cne of the following: archiver|concantratorl|
volume - <string, {enum-one:The value must be one of the following:
meta|index|logdecoderd|netwitness_vged}> volume group name
commit - <bool, optional> commit changes

decoder|logdecoder}> service that will use storage

endpoint-log-hybrid|hybrid-concentrator|hybrid-logdecoder-

fappliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator0&commit=
Output {or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==18.85 TB;/var/netwitness/concentrator/metadb@==45.71 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.86 TB;/var/netwitness/concentrator/sessiondb@==5.88 TB

5. 1sblkaARURZEEITLT. Y—ERRN DT RTORAIDE/ NA—T1avD—EEZRTLET.
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{1 8% F. 12K S/JPowerVault MD2412%1& &, L /-S7¥ I
RRAR DY T ARL—D RS F)A

COft SR TIL. STHIE R [T it SH1=RE 5 £ SN TLVELIMD2412 PowerVault( 16 TBOE T i
=1 ;I:;%«ﬁ(SED) RE)NEBBRNL—D TFIARATRNL—UFE KT 5H A 2DV T ROBIZETR
LFET.

o MD2412%{# A L1=Archiver®Ar L— OFE B,

o MD2412% {5 A L 7zDecoder® Rk L— DI FX,

o MD24DREFEALTAL U EL—2DAML—CFE TS
o MD2412ZFEALTAEY/NATI)IEDRL—D K TS

« MD2412%f# F L 7=Network Hybrid DRk L— O A

e MD2412%# F L f=Endpoint Log Hybrid DAk L— D& Bk

b
[ 1) —R6EFEIF)—RTHRA TR EBALEZH T HIFEVITIE NWH—N\—FLUE KRS
NFIZRARL— T/INAR(MD2412) THE B L ZE #1297 57AERICOVTERBALET .

A—H—hA R L—(MD2412)ZHE B T AR T L EEB R ITTEM AT HIEEER L5
Bl b B—"S—(ABELVNE) DX )T1Z2FMICL. b B—"F—DEF2)T1 +—%
HETIREIHYES . AU O—">—( AT ELVH ) DX )T1Z2FHICL. avk0—5—
DEF2)T4 F—%5% E T 5I2(F. [Dell PowerEdge RAIDIVk A—5—1221—H—X HA/R | DE
8E >t¥al)T4 F—,RAIDEE >tXa)T1 F—DEMES B LTS,

tXa)T4 F—ZETE LIS N EBRNL—D DIE B Z2F A ITF BICIE. raidNewaIT R EEITL
TRAIDZ{ERL T HEETpreferSecure=12E ALET .

if:lq:\ RAIDZE L 9 5EE(TpreferSecure=0 CHEBPRL—F AL T2 —X6EE 1T
)—X7HRA CHEBILZBENICTHIDF B I >THR S ILEAUICLET .

MD2412%{§ FA LT=ArchiverXr L— D% BX
KD FYYATIL. ArchiverD) I FRAk DF=HIZ. 1DDIERE B £ 12K 54 TMD2412 PowerVaultt
[ZRRL—UF R LET
1. raidListaAvFZETLET.
a. AVbO—"S5BES . I/0—2FB S FRHP . RS47. BEUTNNARERL R LET .
RDOERPRRINET
In Use: FALSE

Devices: <empty>
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b. FSATDH . YA X RUA—5HERBLES.

R OB L. RAIDDTLAZER T HRNITR RSNDIABRERLTVET .

Properties for /appliance

Parameters: |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appIiance’?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 4a:00.0, Enclosure

Controller 1

Vendor:
Model:

In Use:
Drives:
Devices:

DP

BP_PSV

true

2.182 TB HDD x 4

sda /dev/disk/by-path/pci-0000:4a
sdb /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:90.0, Enclosure

286, SCSI Channel ©

:00.0-scsi-0:

9:3:0
:00.0-5csi-0:0:4:0

386, SCSI Channel 2

Vendor: DELL

Model: DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

2. BELI-OVbO—S5F S LI OB S EFERALT. RO/INSGA—FATraidNewdIURFE
TLES.

controller=1 enclosure=386 scheme=archiver preferSecure=0 commit=1

R OB X RAIDTVLAZER LR ISR RSNDIABTERLTVET .
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Properties for /appliance

raidNew | Parameters: | controller=1 enclosure=386 scheme=archiver preferSecure=0 commit=1

Message Help

security.roles: appliance.manage
parameters:

raidNew: allocate RAID devices in a drive shelf

controller - <uint32, {enum-one:The value must be one of the following: ©,1}> Controller the shelf is attached to

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386}> Enclosure number of the shelf to clear. Require

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-
expansion|decoder-hotspare|logdecoder-hotspare |decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

[/appliance?m sg=raidNew&force-content-type=text/plain&controller=1&enclosure=3868&scheme=archiver&preferSecure=0&commit=1

Output (or command manual help)

Controller = 1
Status = Success
Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

raidlistAYURZEETLT. HFLLRAIDTZL 1%

In Use: TRUE

Devices: <device> (for example,

ALFET.

/opt/MegaRAID/perccli2/perccli2 /cl add vd r6 drives=386:0,386:1,386:2,386:3,386:4,386:5,386:6,386:7,386:8,386:9,386:10,386:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.8-553.8.1.e18_10.x86_64
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Properties for /appliance

Parameters:

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

{/appliance?msg=raidList&force-content—type=text/pIain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

sda /dev/disk/by-path/pci-0000:4a
sdb /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:00.0, Enclosure

286, SCSI Channel ©

:00.0-scsi-0:

0:3:0
:00.0-5¢csi-0:0:4:0

386, SCSI Channel ©

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

4. devlist AVUFERITLT, $HLAE R SNIRAIDDIE fE 75 A BB 77 &80 ~FT -
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

’/appliance?msg=devlist&force-content-type=text/p|ain

Output (or command manual help)

sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="145.52 TB" used=6 |
sda: vendor=DELL model=RAID size="2.18 TB" used=1

5. 1sblkARURZE/I\WITUR TEITLT. HILMERSINI-RAIDD—EEZR RTLFET .

[root@S7Archiver ~]# 1sblk
MAJ: SIZE RO TYPE MOUNTPOINT
2.2T disk
256M part /boot/efti
1G part /boot
2.2T part
4.3T lvm /var/netwitness
10G lvm /var/log
10G lvm /home
30G lvm /
4G lvm [SWAP]
2T disk
2T part
3T lvm /var/netwitness
511} disk
.8T part

6. RODINGA—R—%HIBTE L CpartNewAIVREFERITL T, /\—T10230 RN IRAVNERDLE(C
SCTHERLET .

name=sdc service=archiver volume=archiver commit=1

netwitness vg00-nwhome
netwitness_vg00-varlog

netwitness_vg00-usrhome
netwitness_vg00-root
netwitness_vg00-swap

APWNRPOWNEO

leNollcoooooNoNaolooNolNaoNo)
[ocNoloNoNoNoNoNoNoNoNoNoNoNo)
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Properties for fappliance
Parameters: | name=sdc service=archiver volume=archiver commit=1 |[ send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that w
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|h
logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

[/a ppliance?msg=partNew&force-content-type=text/plain&name=sdc&service=archiver&volume=archiver&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f archiver® /dev/sdcl
Volume group "archiver®" successfully created
/sbin/lvcreate -y -n database -1 100%FREE archiver®
Logical volume "database" created.
/sbin/mkfs.xfs /dev/archiver@/database
meta-data=/dev/archiver@/database isize=512 agcount=146, agsize=268435440 blks
sectsz=4896 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0 inobtcount=0

data bsize=4096 blocks=39063387136, imaxpct=1
sunit=16 swidth=160 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096  blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/database@
/bin/mount /var/netwitness/archiver/database@

7. ERSNIN—T42a &R T HIZIL, devlistAXUNERITLES .

Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

{/appliance?msg=dev|ist&force-content-type=text/plain

Output (or command manual help)

sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="145.52 TB" used=1 |
sda: vendor=DELL model=RAID size="2.18 TB" used=1
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8. RDINTGA—B—%HE E L TsrvallocAXUFERITL T, archiver f—ERICAR—RZEI YL TF
To

ZNIZ&Y. archiver—E R B ICRF L—U ANE I SN . BT SNAF-UICTOH—ERHE #2
BINnEd.

service=archiver volume=archiver(0 commit=1

Properties for /appliance
srvAlloc v | Parameters: | service=archiver volume=archiverQ commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decod
volume - <string, {enum-one:The value must be one of the following: archiver®|netwitness_vgeo}>
commit - <bool, optional> commit changes

‘/appliance?msg=srvA|Ioc&force-content-type=text/plain&service=archiver&volume=archiver0&commit=1

Output (or command manual help)

9. srvListaAVVRZEEFTLT. 7I5A47VRIZEYY ToONEY—EREZHEZELET.

Properties for /appliance

snuList | Parameers:|

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

[/appliance’?msg=srvList&force-content—type=text/plain

Output (or command manual help)

localhost:56008: type=archiver
mounts.dir=/var/netwitness/archiver/database®

10. 1spb1kAVURZERETLT. “—ERXARDTARTORAIDE/N—TaL AV D—EEZRRLET .
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[root@S7Archiver ~]# lsblk

=
=
X

MOUNTPOINT

/boot/ef1i
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

netwitness_vg00-nwhome
netwitness_vgo0-varlog
netwitness_vg00-usrhome
netwitness_vgo0-root
netwitness vg0o0-swap

PWNRFRPOWNRLROZXR

/var/netwitness

ool o oNoNoNoNoNoNoNoNoN o

o
loNoNolloNoNoNoNoNoNoNoNoNoNoNol

/var/netwitness/archiver/database0

I-—arch1'.ver(j)—d<';1’cabase

MD2412%{# F L-Decoder®A+ L— D& pk

R D F)ATIE. Network Decoder®#) IR 7R R+ DF=OIZ. 1 DDIERE B 1L 12K SA4TMD2412
PowerVault £ [CAFL—UFERLLET .

1. raidListaAYRZEETLET.

a. AVMO—SFS . IV/0—CVES ERAP .MM THMRDERELTHRLET .
ROEBHIRTINFT .

In Use: FALSE

Devices: <empty>
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b. RSATH . YA X RUA—ZFERLET .
R OB L. RAIDDVLAZE R T HRTITR RSNDAIABRERLTVET .

Properties for /appliance

Parameters: |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance’?msg=raidList&force-oontent-type=text/plain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1
Vendor:
Model:

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

sda /dev/disk/by-path/pci-0000:4a
sdb /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:00.9, Enclosure
DELL
DSES Enclosure

286, SCSI Channel ©

:00.0-scsi-0:

0:3:0
:00.0-5cs1-0:0:4:0

386, SCSI Channel 2

In Use:
Drives:
Devices:

false
14.552 TB HDD x 12

2. BBk Lok 0—SF B LI /0 FBE S EFEALT. RO/INGA—FTraidNewITUREE
TLET.
controller=1 enclosure=302 scheme=decoder preferSecure=0 commit=1
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Properties for /appliance
raidNew v |Parameters: [controller=1 enclosure=302 scheme=decoder preferSecure=0 commit=1 H Send ]

Message Help
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes t
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,fals
drives and a controller with a security key set
commit - <bool, optional> commit changes

[/appliance?msg=raidNew&forc:e-conten1-type=text/pIain&controller=1 &enclosure=302&scheme=decoder&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=302:0,302:1,302:2 nora Strip=64
CLI Version = ©08.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-553.8.1.el18_10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=302:3,302:4,3062:5,302:6,302:7,302:8,302:9,302:10,302:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.8.1.e18 10.x86 64 P

raidListaAYURZEEITLT. FILLRAIDZLAZHEELET .
ROEHRIRRINFET .

In Use: TRUE

3.
Devices: <devices> (for example, sdc, sdd)
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Properties for /appliance

Parameters: ||

Message Help

security.roles: appliance.manage

raidlList: list drive shelves attached to this appliance

{lappliance?msg=raidList&force-content-type=text/p|ain

Output (or command manual help)

Controller @ at PCI Address 4a:00.0, Enclosure

Controller 1 at PCI Address 8b:00.0, Enclosure

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 2.182 TB HDD x 4

Devices: sda /dev/disk/by-path/pci-0000:4a:

sdb /dev/disk/by-path/pci-0000:4a:

286, SCSI Channel o

00.0-scsi

-0:0:1:0
00.0-sCcsi-0:0:2:0

302, SCSI Channel o

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-0@00:8b:00.0-scsi-0:0:3:0
sdd /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:4:0

4. devlistAVUFZERITLT. FLE R SNI-RAIDDIE FEZ AE)—BE 73 TR NET .

Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

model=RAID

: vendor=DELL

size="116.42 TB"

used=8|

:_vendor=DELL

mode l=RATD
model=RAID

size="2.18 TB"

: vendor=DELL

=7, used=1
size="29.1 TB" used=0

¢ vendor=DELL model=RAID

size="2.18 TB" used=1

5. INWOIIUR TlsplkAVURZEEITLT. RRAM EIZER SN0V TINAREHEDRLFET
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[root@S?Decoder ~]# 1sblk

MAJ:MIN RM  SIZE RO MOUNTPOINT
2.2T
256M
1G
2.2T
4.3T
10G
10G
30G
4G
2.2T
2.2T

/boot/ef1i
/boot

/var/netwitness
/var/log

/home

/

[ SWAP]

netwitness vg00-varlog 253:1
netwitness vg00-usrhome 253:2
netwitness_vg00-root 253:3
netwitness_vg00-swap 253:4

sdb 8:16
L_sdb1 8:17
Lnetwitness vg@0-nwhome 253:0 4.3T
sdc 8:32 29.1T
sdd 8:48 0 116.4T

6. partNewdVURZEEITLT. RONTGA—F—ZEFE AL /INEVADTOYY T/ X(sde) L [
decodersmall/ \—7 133>/ ( decoder dir. index. metadb. sessiondb) Z& # [TAERLLET -

name=sdc service=decoder volume=decodersmall commit=1

/var/netwitness

ollcoooNoNoNoNoNoNoNoNo]

[oNollooNoNoNoNoNoNoNoNoNoNo]

Properties for /appliance
partNew | Parameters: [name=sdc service=decoder volume=decodersmall commit=1

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|deco
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|inde

logdecoder-meta|archiver|hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> vo

[/appliance?msg=panNew&force-content-type=text/p|ain&name=sdc&service=decoder&volume=decodersma|l&commit=

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM ©% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f decodersmall /dev/sdcl
Volume group "decodersmall” successfully created
/sbin/lvcreate -y -n decoroot -L 20G decodersmall
Wiping xfs signature on /dev/decodersmall/decoroot.
Logical volume "decoroot" created.
/sbin/mkfs.xfs /dev/decodersmall/decoroot
meta-data=/dev/decodersmall/decoroot isize=512 agcount=16, agsize=327664 blks
sectsz=4096 attr=2, projid32bit=1
cre=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=5242624, imaxpct=25
= sunit=16 swidth=32 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=2560, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder

Ihin/maiint /fuan/natuitnacce /dacadan
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7.

partNewIYUR ERITLT. RO/NNSGA—EA—EFE AL fER SN2 00T OV T34 Z(sdd)D
SHEREWVNA OTOYT T/ RIZTI—F— 7R a—L(packetdb)Z/E L LET -

name=sdd service=decoder volume=decoder commit=1

Properties for /appliance

partNew v |Parameters: [name=sdd service=decoder volume=decoder commit=1

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator |decodei
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|(

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volur

’/appliance?msg=partNew&force-content-type=text/plain&name=sdd&service=decoder&volume=decoder&c0mmit=1

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f decoder /dev/sddl

Volume group "decoder" successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder

Wiping xfs signature on /dev/decoder/packetdb.

Logical volume "packetdb" created.
/sbin/mkfs.xfs /dev/decoder/packetdb
meta-data=/dev/decoder/packetdb isize=512 agcount=117, agsize=268435440 blks
sectsz=4096 attr=2, projid32bit=1

crc=1 finobt=1, sparse=1, rmapbt=e
= reflink=1 bigtime=0@ inobtcount=0
data = bsize=4096 blocks=31250709504, imaxpct=1
= sunit=16 swidth=128 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb
/bin/mount /var/netwitness/decoder/packetdb ‘

8. ER NI/ N—TaLa F R T HITIE. deviistAIUFEEITLETS .
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Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force—content-type=text/p|ain

Output (or command manual help)

|| sdd: vendor=DELL model=RAID size="116.42 TB" used=1

sdb: vendor=DELL model=RAID size="2.18 TB" used=1

sdc: vendor=DELL model=RAID size="29.1 TB" used=1
sda: vendor=DELL model=RAID size="2.18 TB" used=1

9. ROINSGA—BTsrval locaTRERLT, S—EABRBE LA L—UEREEMLE
F. TR AE [ ENBUIH—E RN B R B SNES .

service=decoder volume=decodersmall commit=1

Properties for /appliance
Parameters: | service=decoder volume=decodersmall commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|deco:
volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwit
commit - <bool, optional> commit changes

[/appliance?msg=srvAIloc&force-content—type=text/plain&service=decoder&volume=decodersma|l&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/decoder/metadb==27.04 TB
Set /database/config/session.dir to /var/netwitness/decoder/sessiondb==569.72 GB
Set /index/config/index.dir to /var/netwitness/decoder/index==28.49 GB

service=decoder volume=decoder commit=1
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Properties for /appliance
srvAlloc v | Parameters: | service=decoder volume=decoder commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|dec
volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwi
commit - <bool, optional> commit changes

[/applianoe?msg=srvA|Ioc&force—oontent—type=text/plain&service=decoder&vo|ume=dec0der&commit=1

Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==110.6 TB

10. srvListaARUREEFTLT. 7ISAMT7VRIZYY TON=-Y—ERZHEZELET .

Properties for /appliance

Parameters: ||

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

[/appliance?msg=srvList&force—content—type=text/p|ain

Output (or command manual help)

localhost:56004: type=decoder
packet.dir="/var/netwitness/decoder/packetdb==110.6 TB"
meta.dir="/var/netwitness/decoder/metadb==27.04 TB"
session.dir="/var/netwitness/decoder/sessiondb==569.72 GB"
index.dir="/var/netwitness/decoder/index==28.49 GB"

11. 1sb1xaATUREEFTLT. Y—ERRA DT RTORAIDE/ \—T 13 D—EEZRTLET.
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[root@S?Decoder ~]# 1sblk

—
=
X

MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log
/home

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vg00-root

/
netwitness_vg00-swap ISV

:M
:0
2l
12
:3
:5
H)
:7
:8
:9

Lnetwitness_va@0-nwhome /var/netwitness

sdc

L-sdc1
decodersmall-decoroot /var/netwitness/decoder

/var/netwitness/decoder/index

decodersmall-sessiondb 600G /var/netwitness/decoder/sessiondb
decodersmall-metadb 2 28.5T /var/netwitness/decoder/metadb

sdd : 0 116.4T

Lsdd1 : 0 116.4T

Ldecoder-packetdb 0 116.4T /var/netwitness/decoder/packetdb

decodersmall-index

[clcloNolNoNoloBololoNoNolNololoNololloleg

MD2412ZE AL CavtE b L—3DARNL—C %R T3

R D F)ATI. Concentrator®¥) 3B /RA~ DF=HIZ. 1DLL £ DIERE B 1L 8K A TMD2412
PowerVault £ [CAFL—UFERLLETS .

3 PowerVault MD2412MD12E DR 54T EF RXTHDDTY . ChldF=. avto b L—4— H—E
ADALL—2ELTER SN, Otk L—32—DAR L—2 B DO L\PowerVault MD1400(ZHDD
ESSDDRERSATHE R 1T ->TULVET . MD24121ESSDEHR—k L THELT . Ot kL —5—
H—ERTIZFAVTYIR T—ER—=ZA 12 15EE2DDSSDHAW B 75 =8, o>tk L—3—)
AR DRAOYk 4~ 9ZFZ R 3DDSSDEA VAR —ILT B BELHYET .

S7art ok L—32 KRRk THHR—F SN TULVSSSDEE AL -

-3DMKS47J - AWk 4. 5. 6 - RAID 5

-6DNDESA4T - AOYk4.5.6.7.8.9-RAID 6

-3DNDESA4T +3DDKS5A4T - RAID 5. ¥ B DODESATNAU RN —ILEN . FDH &5(23D
DESAT TR SINET S

SSDRSAT 73%w91&. 3 * 3.2 TBFET=IF3 * 7.68 TBODDYAXTH| H TEZEI . L TOHITIE. 3
*32 TBOR 547 /WIMMERESNTVEY . FYRELBRSAT /00 3 *7.68 TB) A5
ERBRSATDHA XK ELALZYFET .

AL

At L—3Y B RAN 3 DDSSDR SATAMEB M ENFET . RRAM L. B E L SN TULVEW2RS
ATMD2412 PowerVaultl 3§k SN TLVET .

1. raidListaA<RZEETLET.

a. AVrO—5FS . I/0—CFBES ERYP.FSMT. TAAADERELHLET .
RDEB/HARTSINFT .

In Use: FALSE

Devices: <empty>
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b. FSATE . BA X RUA—%HEZRELET .
ROFI L. RAIDPLAZEERK §HRTITR RSNDAIABRERLTULET .

Properties for /appliance
[ raidList V|Parame1ers:‘ H Send |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

/appliance?msg=raidList&force-content-type=text/plain

Qutput (or command manual help)

Controller @ at PCI Address 43:00.0, Enclosure 286, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 7B HDD x 4
Devices: sda /dev/disk/by-path/pci-@@00:4a:00.0-scsi-0:0:
-0:0:

HJ
sdb /dev/disk/by-path/pci-8000:4a:00.0-5cs51 :0

2
4
Controller 1 at PCI Address 8b:08.0, Enclosure 386, SCSI Channel 2
Vendor: DELL
lodel: DSES Enclosure
In Use: false
Drives: 14,552 TB HDD x 12
Devices:

DAL £ DSSDHE L IFLL T DEBYTT . vtk L—a— KRR DRAOYN, 5. 6124 TY5
REE K T 5003 D2DSSDAE INEhET .

AV A—=Z0I2A VA —)LEN TV SSSDDEF Ml &R R 3 AICIE. AU L—F2TRODATUR
ZEITLFET

/opt/MegaRAID/perccli2/perccli2 /c0/eall/sall show

ERRITUNOE S I D IXLLT O&IITAYFET .

CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-513.24.1.e18 9.x86_64
Controller = 0

Status = Success

Description = Show Drive Information Succeeded.

Online 5 Enterprise CL2400MM0 149
Online . i Enterprise CL2400MMO 149
Online o Enterprise CL2400MMO149
Online . 1 Enterprise CL2400MM0 149
Good . 1 Enterprise KPM7WVUG3T20
Good o Enterprise KPM7WVUG3T20

1 Enterprise KPM7WVUG3T20

2. HDD#E & Ok O—5—(1)MDH & [Escheme=concentrator for controller (1)&HKUSSD
B & a2k 0—5—(0)Mi5 & [Xscheme=concentrator-metakitZ g X L T raidNewdTY R &
EITLET.
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Atk b—3— AX—LEIIRAIDZFHE L I 5I12IE. raidristhindk (ZER KL= FO—
S—B/EE LI HO—TEBESEZFERALT. ROINTGA—A—TraidNewzdETLET .

controller=1 enclosure=386 scheme=concentrator preferSecure=0 commit=1

Properties for /appliance
[raidNew v |Parameters: ‘ controller=1 enclosure=386 scheme=concentrator preferSecure=0 commit=1 H Send \

Message Help

. ETTC [ CTTOI O TC T TC VU T OT G € UC— OTe O T e —rrr B - L
enclosure - <uint32, cgtinnal, {enum-one:The value must be one of theofollmj:ing: 286|386}> Enclosure number of the shelf to clear. Required if
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-inde:
metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID wolumes to allocate
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,false,on,off}> Prefer c
commit - <bool, optional> commit changes

]!a ppliance ?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=386&scheme=concentrator&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c1 add vd r6 drives=386:0,386:1,386:2,386:3,386:4,386:5,386:6,386:7,386:8,386:9,386:10,386:11 nora Strip=64
CLI Version = @08.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.e18 9.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

Status ErrType ErrCd Msg

3. raidList AXVRZEETLT. ESNza U L—5RAIDFEZRLET
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Properties for /appliance
[raidList v |Parameters: |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

| lappliance?msg=raidList&force-content-type=text/plain

QOutput (or command manual help)

Controller @ at PCI Address 45:09.0, Enclosure 286, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
2.91 TB SSD x 3
Devices: sda /dev/disk/by-path/pci-0@00:4a:00.0-scsi-0:

9:2:0
sdb /dev/disk/by-path/pci-2@00:4a:00.0-5c5i-0:0:4:0
Controller 1 at PCI Address 8b:92.0, Enclosure 386, SCSI Channel @

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-@ee0:8b:00.0-5csi-0:0:1:0
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4. At L—3 KRR ZEMENT-SSDIZBELE fF IFonf-arv b 0—5F B LI /0—C4vF B %
FERALT. ROINTGA—AT raidNew AXVREETLET . ChiZKY. 10 TYIXH DRAIDAY
EREINET

controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0
commit=1

Properties for /appliance
raidNew v Parameters:[controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0 commit=1 H Send ]

Message Help

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386}> Enclosure number of the shelf

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybr
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volume

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,f
drives and a controller with a security key set

commit - <bool, optional> commit changes

lappliance?msg=raidNew&force-content-type=text/plain&controller=0&enclosure=286&scheme=concentrator-metakit&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c@ add vd r5 drives=286:4,286:5,286:6 nora Strip=64
CLI Version = ©008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.el18 9.x86_64

Controller = @

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

5. raidListIAVURZERITLT. ERENF=AU T VI ARAIDZEHERELFET .
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Properties for /appliance

Parameters:

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

’ lappliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller © at PCI Address 4a:00.0, Enclosure 286, SCSI Channel ©
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
2.91 TB SSD x 3
IDevices: sdd /dev/disk/by-path/pci-0000:42:00.0-scsi-0:0:
sda /dev/disk/by-path/pcl-0000:43:00.0-sCs1-0:0:
sdb /dev/disk/by-path/pci-0000:42:00.0-scsi-0:0:

S o

:0
10
:0

Controller 1 at PCI Address 8b:00.0, Enclosure 386, SCSI Channel ©
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

6. devlistZRITLT. ERSNI-TOV) TINARERHERLET .
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Properties for /appliance
 devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=dev|ist&force-content-type=text/plain

Output (or command manual help)

|| sdd: vendor=DELL model=RAID size="5.82 TB" used=0 |
sdb: vendor=DELL model=RAID size="2.18 TB" used=1

|| sdc: vendor=DELL model=RAID size="145.52 TB" used=90|
sda: vendor=DELL model=RAID size="2.18 TB" used=1

1sblkZE AL TRIC LR TEFET .

[root@S7Concentrator ~]# lsblk
MAJ: MOUNTPOINT

/boot/efi
/boot

/

[SWAP]
/var/netwitness
/var/log

/home

netwitness_vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
sdb
Lsdb1
Lnetwitness vg0oO-nwhome
sdc
L-sdc1
sdd

/var/netwitness

loNoNoNoNoNoNoNoNoNoNoNoNoNoNo)
lcoollcoloooojoNoNoNoNoNo

7. T ROINGA—AREF AL T, partNew AVUKRZFETLTCAVEINL—E IN—T0 3% 1E
BLET . 10TYIR R a—LDET A b L—43— R 21— LEFERTEIDLELNHYET . £
SLELVER BRI LET . sdeldPowerVault 2412 OHDDIZEE #E {4 (5 THY. At L—F—
R 2—LBIERLET

name=sdc service=concentrator volume=concentrator commit=1
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Properties for /appliance
partNew v Parameters:[name=sdc service=concentrator volume=concentrator commit=1| H Send ]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall]|
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

/appliance?msg=partNew&force-content-type=text/plain&name=sdc&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f concentrator /dev/sdcl
Volume group "concentrator" successfully created
/sbin/lvcreate -y -n root -L 30G concentrator
Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491504 blks
sectsz=4896 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=@ inobtcount=0

data = bsize=4096 blocks=7864064, imaxpct=25
= sunit=16 swidth=160 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=3839, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator
/sbin/lvcreate -y -n sessiondb -1 10%FREE concentrator |

8. SSDICAUTYIREER T BIZIE. RDINTGA—R3ZF AL T partNew AYUREFEITLET . sdd
(E1B A0 S f=SSDIZER # fF 1THh . 1o TYIR R )a—LELTHEBAINET .

name=sdd service=concentrator volume=index commit=1
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Properties for /appliance
Parameters: |name=sdd service=concentrator volume=index commit=1 H Send ]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmal’
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

[/appliance?msg=parlNew&force-content-type=text/plain&name=sdd&service=concenlrator&volume=index&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM % 100%
/sbin/pvcreate -f /dev/sdd1l

Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f index /dev/sdd1l

Volume group "index" successfully created
/sbin/lvcreate -y -n index -1 1@@%FREE index

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512 agcount=32, agsize=48828368 blks
= sectsz=4096 attr=2, projid32bit=1
= cre=1 finobt=1, sparse=1, rmapbt=0
- reflink=1 bigtime=0 inobtcount=0
data - bsize=4096 blocks=1562507776, imaxpct=5
= sunit=16 swidth=32 blks
naming =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4896  blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

9. devlistZEATLT. TOVY T/INAAAE R SN TSI EEHRLET .
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10.

Properties for /appliance
|devlist v |Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

{/appIiance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

|| sdd: vendor=DELL model=RAID size="5.82 TB" used=1 |
sdb: vendor=DELL model=RAID size="2.18 I1B" used=1
|| sdc: vendor=DELL model=RAID size="145.52 TB" used=1 |
sda: vendor=DELL model=RAID size="2.18 TB" used=1

RDINGA—BEIEE L TsrvallocAYUREETLET .

service=concentrator volume=concentrator commit=1

Properties for /appliance
srvAlloc v | Parameters: [service=concentrator volume=concentrator commit=1|

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|
volume - <string, {enum-one:The value must be one of the following: concentrator|index|netw
commit - <bool, optional> commit changes

[ fappliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==124.39 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==13.82 TB

service=concentrator volume=index commit=1
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11.

Properties for /appliance

srvAlloc v | Parameters: | service=concentrator volume=index commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentratot

volume - <string, {enum-one:The value must be one of the following: concentrator|index|net
commit - <bool, optional> commit changes

[/appliance?msg=srvAIIoc&force-content-type=text/plain&service=concentrator&vo|ume=index&commit=1

Output (or command manual help)

Set /index/config/index.dir to /var/netwitness/concentrator/index==5.53 TB

srviistZERITLT ANL—U B EITE L TEIYE Ton TSI EEZHERLET

Properties for /appliance
srvList v | Parameters: [

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

/appliance?msg=srvList&force-content-type=text/plain

Output (or command manual help)

localhost:56005: type=concentrator
meta.dir="/var/netwitness/concentrator/metadb==124.39 TB"
session.dir="/var/netwitness/concentrator/sessiondb==13.82 TB"
index.dir="/var/netwitness/concentrator/index==5.53 TB"

12. 1sblkT/IN—TA2avEROUREERLET.
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[root@S7Concentrator ~]# 1lsblk
MAJ:

==
H
=
o)
=

SIZE RO MOUNTPOINT

/boot/efi
/boot

/

[SWAP]
/var/netwitness
/var/log

/home

netwitness_vgoo-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome

AWNRPOWNELO

sdb
L—sdb1

Lnetwitness vg00-nwhome /var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

concentrator-root
concentrator-sessiondb
concentrator-metadb
sdd
L—sdd1
L—index- index

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

/var/netwitness/concentrator/index

)AL
Ot L—2OY B RN 2. 3DDSSDR 54T E3DDSSDR SATHA VAR —)ILENTULVET .
DFY. I3 DDSSDRSATHRAU AR —)LEN. FDE . S5ITB3DDR A THME E SNFET .
AR L. BB SN TULVELI2R 54T MD2412 PowerVault 28 [T SN TULVET .
ROFIATIE. LR DO FIAIE DNVTRNL—F R LET .
1. raidListaA<YFRZEITLFET.
a. AVhO—5F S . II0—TCAB S FRHDP . RS540 BEUTNIREEHZHLET .
RDOERPRRSINFET
In Use: FALSE
Devices: <empty>
b. FSATDE .. YA X RUS—%#FERBLET.
R OFE RAIDZLAZE R T HRINIR RSNDIHNBERLTLET.
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Properties for /appliance

Parameters: |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

{/appliance?msg=raidList&force-content-type=text/p|ain

Output (or command manual help)

Controller © at PCI Address 4a:00.0, Enclosure

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 2.182 TB HDD x 4
[2.91 TB SSD x 3|

Devices: sda /dev/disk/by-path/pci-0eee:4a
sdb /dev/disk/by-path/pci-0000:4a

Controller 1 at PCI Address 8b:00.0, Enclosure

Vendor: DELL
Model: DSES Enclosure

286, SCSI Channel ©

:00.0-scsi-
:00.0-scsi-

386, SCSI

In Use: false
Drives: 14.552 TB HDD x 12
Devices:

Controller 1 at PCI Address 8b:080.0, Enclosure

Vendor: DELL
Model: DSES Enclosure

400, SCSI

0:0:3:0
:9:5:0

Channel 2

Channel 2

In Use: false
Drives: 14.552 TB HDD x 12
Devices:

CORAL £ DSSDHE A IFLL T DEBYTY . 10 TVIREE R T =0, ZH D547
13O HBO3DDSSDAT U L—F KRR DRBYR 4. 5. BRU6ITEMSNFET .

AV B—=30[2A VAL —/LSNTWSSSDDF Ml R R 9 4I2E, AU L—FTR DAY
UREERITLET
/opt/MegaRAID/perccli?2/perccli2 /c0/eall/sall show
LERATUNDOE D BGH DI T OLIITARYET .
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CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.8.1.e18_10.x86_64
Controller = 0

Status = Success

Description = Show Drive Information Succeeded.

Status DG 1 SED_Type SeSz Model Sp LU/NS Count Alt-EID

Online 5 1 Enterprise CL2400MM0 149
Online . 1 Enterprise CL2400MM0 149
Online . Enterprise CL2400MM0 149
Online i 1 Enterprise CL2406MMO149
Good . 1 Enterprise KPM7WVUG3T20
Good . i Enterprise KPM7WVUG3T20

Enterprise KPM7WVUG3T20

2. HDD#& & a2k O—F (1) M5 & [Escheme=concentrator CraidNewI TR Z3E 1TL. SSDIE & O
2k B—3 (0) M35 & [Escheme=concentrator-metakit CraidNew AR #ETLET .

a b L—432 REX—LBIZRAIDZHE B 35121, raidListhoi Lok 0—S&E S &1
O— 5B S HFRALT. RO/INTGA—ET raidNew ZETLET .

controller=1 enclosure=386 scheme=concentrator preferSecure=0 commit=1

ZhZ&Y. PowerVault MD2412MHDD% & A L Ta ok L—ERAIDAME L SN FET S

Properties for /appliance )
[raidNew v | Parameters: [controller=1 enclosure=386 scheme=concentrator preferSecure=0 commit=1 Send I

Message Help
raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386|400}> Enclosure number of the shelf to clear. Requi
attached.
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-in
expansion|decoder-hotspare|logdecoder-hotspare |decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

I/appllance?msg:raldNew&force—mnienl—typedext/p\aln&controllerﬂ &enclosure=386&scheme=concentrator&preferSecure=0&commit=1
Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd ré drives=386:0,386:1,386:2,386:3,386:4,386:5,386:6,386:7,386:8,386:9,386:10,386:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.8-553.8.1.e18_10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Infi

VDID VDSize Status ErrType ErrCd Msg

3. raidList AVURERITLT. RSN -a 2 L—2RAIDZEHERLET .
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Properties for /appliance

Parameters: | | send

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidL'[st&force—content—type:text/plain

Output (or command manual help)

Controller @ at PCI Address 4a:00.0, Enclosure 286, SCSI Channel @

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 2.182 TB HDD x 4
2.91 TB SSD x 3

Devices: sda /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:
sdb /dev/disk/by-path/pci-0600:4a:00.0-scsi-0:

0:3:0
0:5:0
Controller 1 at PCI Address 8b:00.0, Enclosure 386, SCSI Channel ©
Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

Controller 1 at PCI Address 8b:08.8, Enclosure 480, SCSI Channel ©
Vendor: DELL
Model:  DSES Enclosure
In Use: false
Drives: 14.552 TB HDD x 12
Devices: q

4, ATYIAR AX—LAIRAIDZERE L T5(21F. a2k L—E FRRR B Il & 1=SSDIZRE] &
Fronf-avb0—S5F S LT /0—vB S EFEHRALT. RO/INTGA—FT raidNew ZEITL
F9 . IhIZKY. 1o TYI R ORAIDAME L ShEF 9.

controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0
commit=1
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5. ERENT=AVTYIARAIDERER $HIZIE. raidrist AVUREEAT

Properties for /appliance

Parameters: | controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0 commit=1

H Send]

Message Help

attached.

drives and a controller with a security key set
commit - <bool, optional> commit changes

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386|400}> Enclosure number of the

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hy
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volt
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true

{/appliance?msg=raidNew&force—content—type:text/pIain&controller:O&enc:losure=286&scheme=concentrator—metakit&preferSecu re=0&commit=1

Output (or command manual help)

CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.8.1.el18_10.x86_64
Controller = @

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

/opt/MegaRAID/perccli2/perccli2 /c@ add vd r5 drives=286:4,286:5,286:6 nora Strip=64

L&ET
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Properties for /appliance

Parameters: |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appIiance?msg=raidList&force—content—type:text/plain

Output (or command manual help)
Controller @ at PCI Address 4a:00.0, Enclosure 286, SCSI Channel ©
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
2.91 TB SSD x 3
Devices:| sdd /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:1:
sda /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:3:
sdb /dev/disk/by-path/pci-0000:4a:00.8-scsi-0:0:5:

o o|®

Controller 1 at PCI Address 8b:00.0, Enclosure 386, SCSI Channel ©
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

Controller 1 at PCI Address 8b:00.0, Enclosure 406, SCSI Channel @
Vendor: DELL
Model: DSES Enclosure
In Use: false
Drives: 14.552 TB HDD x 12
Devices:

6. IHIT3DNSSDEE ZAT2EFE B DRSA47 /1 \WwHzEEMLET

CORAR £ DSSDIERL IFLL T DERYTT . AU TVIREHER TH=0IZ. 28 B DRS4T /%y
OMSD3DDSSDAT U L—E KRR DROVE T, 8. BLUIITEMENET .

AUk B—350I2A VAR —LSN TLSSSDDEF i 2 R 7R T A&, AUtV L—FTROIATUR
ZEITLFET

/opt/MegaRAID/perccli2/perccli2 /c0/eall/sall show

ERITUN OIS B D IFLLT OLIITEYETS .
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CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.8.1.el18_10.x86_64
Controller = 0

Status = Success

Description = Show Drive Information Succeeded.

Intf Med SED_Type SeSz Sp LU/NS Count Alt-EID

Online . 1 Enterprise CL2400MMO149
Online . i Enterprise CL2400MMO149
Online . i Enterprise CL2400MMO149
Online . i Enterprise CL24060MM0 149
Online o i Enterprise KPM7WVUG3T20
Online . i Enterprise KPM7WVUG3T20
Online R i Enterprise KPM7WVUG3T20
Good . i Enterprise KPM7WVUG3T20
Good . i Enterprise KPM7WVUG3T20

i Enterprise KPM7WVUG3T20

PRPRRRERRP PP

:0
5l
:2
88
14
4
H
87/
:8
Hel

7. 2% B MPowerVault CRAIDZE L LET . raidristaAYREETLET .

a. AVMA—FFF .. I /OB S FHAD . RSMT0. TNARDEHREERHLET
RDOERMNRREINFET .
In Use: FALSE

Devices: <empty>

b. FSATDHE . YA X RUA—5HERBLES.
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R OFE. RAIDZLAZE R T HRINIR RSNDABTERLTLET.

Properties for /appliance

Parameters: |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force-content—type=text/p|ain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:

Devices:

Controller 1
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1
Vendor:
Model:

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

2.91 TB SSD x 6

sdd /dev/disk/by-path/pci-0000:4a
sda /dev/disk/by-path/pci-0000:4a

sdb /dev/disk/by-path/pci-0000:4a:

at PCI Address 8b:00.0, Enclosure
DELL

DSES Enclosure

true

14.552 TB HDD x 12

sdc /dev/disk/by-path/pci-0000:8b:

at PCI Address 8b:00.0, Enclosure
DELL
DSES Enclosure

:00.08-s5cs1-0:0:1:0
:00.0-5csi-0:0:3:0
00.0-scsi-0:0:5:0

286, SCSI Channel ©

386, SCSI Channel ©

00.0-scsi-0:0:1:0

400, SCSI Channel ©

In Use:
Drives:
Devices:

false
14.552 TB HDD x 12

8. HDD# & Ok O—5—(1)MD5H & [Escheme=concentratorHBLUSSDIE & a2k B—5—(0)D
15 & [Escheme=concentrator-metakitZ$EE LT, raidiewdIY/REEITLET .

avtb L—4 REX—LAIZRAIDEH L 35121, raidListhoit 83 Lok o—SE S L1049
O—CyEEEZFERALT. XO/NSGA—2TraidNewFaZE T LET .

ZhZ&Y. PowerVault MD2412MHDD%{E A L Tatk L—ERAIDAME L SNET S

controller=1 enclosure=400 scheme=concentrator preferSecure=0 commit=1
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Properties for /appliance
raidNew v Paramelers:{conlrollerﬂ enclosure=400 scheme=concentrator preferSecure=0 commit=1 H Send ‘

Message Help
=

Ul LTy ULeS T appIIance arag
parameters:

controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386|400}> Enclosure number of the shelf to clear. Required i
attached.

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-indexed
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 0,1,yes,no,true,false,on,off}> Prefer crea
g, 3 o et s ot

Qs 0 ARE o oocoricne (oo o

'lappllance?msg=raidNew&force-conlent—type=text/plain&contro[ler=1&enclosure=400&scheme=concemrator&preferSecure=O&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd r6é drives=400:0,400:1,400:2,400:3,400:4,400:5,400:6,400:7,400:8,400:9,400:10,400:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-553.8.1.el8_10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

2 145.522 TiB Success - - -

raidList AVURERTL T ERSN-A2 U L—SRAIDEHERLET .
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Properties for /appliance
raidList v | Parameters:

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:

Devices:

Controller 1
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

2.91 TB SSD x 6

sdd /dev/disk/by-path/pci-0000:4a:
sda /dev/disk/by-path/pci-0000:4a:
sdb /dev/disk/by-path/pci-0000:4a:

at PCI Address 8b:00.0, Enclosure
DELL

DSES Enclosure

true

14.552 TB HDD x 12

sdc /dev/disk/by-path/pci-0000:8b:

at PCI Address 8b:00.6, Enclosure

286, SCSI Channel ©

00.0-scsi-0
00.0-scsi

HH
H“H
00.0-scsi-0:0:

Ul w
[ IO RN

-0
-0

386, SCSI Channel ©

00.0-5cs1-0:0:1:0

400, SCSI Channel ©

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sde /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:2:0

10. At L—32 FRAM BN EINISSDIZE & fF IFonf-avb0—S5F B LI /0—vE S %
EJJ;H;L,'C\ ;%z_d)/ \TGA—AT raidNew AVURZETLET . INIZKY. 1T VIORXE ORAIDN
ERENET

controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0

commit=1
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Propetties for /appliance
raidNew v |Parameters: | controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0 commit=1 H Send ]

Message Help

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386|400}> Enclosure number of tt
attached.

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID wvc

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,tr
drives and a controller with a security key set

commit - <bool, optional> commit changes

[/appIiance?msg=raidNew&force—content—type=text/pIain&controller=0&encIosure=286&scheme=concenlrator—metakit&preferSecure=O&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c® add vd r5 drives=286:7,286:8,286:9 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-553.8.1.el18_10.x86_64

Controller = @

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

11. raidListAYUREETLT R ESNFAVTYIARAIDZH R LET .
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Properties for /appliance

Parameters:

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force-content—type=text/plain

Output (or command manual help)

Controller © at PCI Address 4a:00.0, Enclosure 286, SCSI Channel ©
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
2.91 TB SSD x 6

Devices: sdd /dev/disk/by-path/pci-0000:42:00.0-5csi-0:0:1:0
| sdf /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:2:0 |

sda /dev/disk/by-path/pci-0000:4a:00.06-scsi-0:0:3:0

sdb /dev/disk/by-path/pci-0000:4a:00.0-5csi-0:0:5:0

Controller 1 at PCI Address 8b:00.0, Enclosure 386, SCSI Channel @
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

Controller 1 at PCI Address 8b:00.8, Enclosure 400, SCSI Channel @
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12

12. devlistZEFTLT.ERSINTOYY TN REZHERLET .
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Properties for /appliance
v | Parameters:

devlist

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/applia nce?msg=devlist&force-content-type=text/plain

Output (or command manual help)

sdf:
sdd:

vendor=DELL
vendor=DELL

model=RAID
model=RAID

size="5.82 TB"

used=0
size="5.82 TB" used=0

sdb:

vendor=DELL

model=RAID

size="2.18 TB"

used=1

sde:
sdc:

vendor=DELL
vendor=DELL

model=RAID
model=RAID

size="145.52 TB" used=0
size="145.52 TB"

used=0

sda:

vendor=DELL

model=RAID

size="2.18 TB" used=1

13. 1sblkZE AL TRILZEAH R TEET .

[root@S7Concentrator ~]# 1lsblk

=
H
—
X
=

MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness vg00-usrhome

netwitness_vg00-root
netwitness_vg00-swap

PUWUNRPOWNRELO

(oS
~N o

/var/netwitness

o B~ W
S 00N

[oNoNoNooNoNoNoNoNoNoNoNoNoNoNo]
[coloNollcNoNooloNoNoNoloNoNol ol

o]
o

14. £ RO/INSGA—3ZFE AL T, partNew AR EEFTLTCAVEINL—E I8—T0 a3 % 1E
BLET. 10 TYIR R a—LOFT 2OVt s b—8 Ra—LEZERTEIDEABYET . 75
LEEWERBELET.
sdclEPowerVault MD2412_E MHDDIZEE & 1 (75N THEY. At b L—2 Ra—LIZFER SN
9.

name=sdc service=concentrator volume=concentrator commit=1
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Properties for /appliance )
Parameters: | name=sdc service=concentrator volume=concentrator commit=1 [ send

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servi
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

[/appliance?msg:partNew&force—content-type:text/plain&name:sdc&service:concentrator&voIume:concentrator&commit:1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM ©% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f concentrator /dev/sdcl
Volume group "concentrator" successfully created
/sbin/lvcreate -y -n root -L 3@G concentrator
Wiping xfs signature on /dev/concentrator/root.
Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491504 blks
= sectsz=4096 attr=2, projid32bit=1
crec=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0@ inobtcount=0

data bsize=4096 blocks=7864064, imaxpct=25
= sunit=16 swidth=160 blks
naming  =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4096 blocks=3839, version=2
E sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator
/sbin/lvcreate -v -n sessiondb -1 10%FREE concentrator

15. SSDIZAVTYIRFE R T I RODINGA—3ZFFE AL T partNew AR EETLFET . sdd
(1B A0 S T=SSDIZEE # fF (TBN . 1o TYIR R )a—LELTRERASINET .

name=sdd service=concentrator volume=index commit=1
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Properties for /appliance
Parameters: [name=sdd service=concentrator volume=index commit=1

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decode
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> voli

[/appIiance?msg=partNew&force-content-type=text/p|ain&name=sdd&service=conoentrator&vo|ume=index&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM @% 100%
/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f index /dev/sddl

Volume group "index" successfully created
/sbin/lvcreate -y -n index -1 100%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512 agcount=32, agsize=48828368 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=1562507776, imaxpct=5
= sunit=16 swidth=32 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=8, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

16. devlistZRAITLT. TAYY TS AW R EIN TSI EEHERLFT .
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=dev|ist&force-content-type=text/plain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="5.82 TB" used=0
| sdd: vendor=DELL model=RAID size="5.82 TB" used=1 |
sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sde: vendor=DELL model=RAID size="145.52 TB" used=0
Isdc: vendor=DELL model=RAID size="145.52 TB" used=1 |
sda: vendor=DELL model=RAID size="2.18 TB" used=1

17. 1sblkTIN—TA2avERIUREERLET.

[root@S7Concentrator ~]# lsblk
MAJ:
8:0
8:
8:
8:
netwitness_vg00-nwhome 253:
netwitness_vg00-varlog 253:
netwitness_vg00-usrhome 253:
netwitness_vg00-root PESE
netwitness_vg00-swap 253:
sdb 8:
Lsdb1 8:
Lnetwitness_vg00-nwhome 253:
sdc 8:
Lsdc1 8:
Econcentrator—root 253:

=
L]
=
=
=

SIZE RO MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

ABWNRFROWNBR

/var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

concentrator-sessiondb 253:
concentrator-metadb 253:

sdd 8:
Lsdd1 8:
L—index- index 253:
3:

8:

/var/netwitness/concentrator/index

[cNolloNolNoNoNoNoNoNolloNoNoloNoNoNoloNoNoNoNo)
[clolfoNolclooNoNoloooNooloNoNoloNoNoNoNo)
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18.

19.

partNewdYURZERITL T\ RO/ \FGA—E—T2% B DPowerVaultl Zconcentrator/ \—7 43> %
ERLET . 10TYIR RYa—LDFT 12t b Lb—E R a—LEERTEIDHELBHYET .
OLIGENERBLFET .

sde[dFPowerVault MD2412 £ OHDDIZE & {4 (15 THY, 2Vt b L—42 Ra—LIERSh
EXIE

name=sde service=concentrator volume=concentrator commit=1

Properties for /appliance
partNew v | Parameters: |name=sde service=concentrator volume=concentrator commit=1 H Send J

Message Help

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> se
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|deco

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes
start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage (nu

I/appliance’?msg=par‘tN ew&force-content-type=text/plain&name=sde&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sde mklabel gpt
/sbin/parted -s -a optimal /dev/sde mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdel
Physical volume "/dev/sdel" successfully created.
/sbin/vgcreate -f concentrator® /dev/sdel
Volume group "concentrator®" successfully created
/sbin/lvcreate -y -n sessiondb -1 1@%FREE concentrator®
Logical volume "sessiondb™ created.
/sbin/mkfs.xfs /dev/concentratore/sessiondb
meta-data=/dev/concentratord/sessiondb isize=512 agcount=32, agsize=122073056 blks
/bin/mkdir -p /var/netwitness/concentrator/sessiondb®
/bin/mount /var/netwitness/concentrator/sessiondb@
/sbin/lvcreate -y -n metadb -1 100%FREE concentrator@
Logical volume "metadb" created.
/sbin/mkfs.xfs /dev/concentratore/metadb
meta-data=/dev/concentratore/metadb isize=512 agcount=131, agsize=268435440 blks
/bin/mkdir -p /var/netwitness/concentrator/metadbe
/bin/mount /var/netwitness/concentrator/metadbe

partNew YR ZEEITLT. 2% B DSSDR 4T 7\ & £ [T5M1=SSDIZA > TvI R
/ ﬁg;;?‘/a’ﬁ B LFET . sdfl&SHSDSSDIZRE & {1 [T5NTHEY. 1o TYvI R Ra—LIZfE
FA .

name=sdf service=concentrator volume=index commit=1
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Properties for /appliance
Parameters: [name=sdf service=concentrator volume=index commit=1] ][ send |

Message Help

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> serv
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decode
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes
start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage (numb
pnd - <¢string. antianals» The end nf the nartition. Can he in sectars (numher ends with 's'). ar nercentace (numher et

I/appl iance?msg=partNew&force-content-type=text/plain&name=sdf&service=concentrator&volume=index&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdfl

Physical volume "/dev/sdfl" successfully created.
/sbin/vgcreate -f index@ /dev/sdfl

Volume group "index@" successfully created
/sbin/lvcreate -y -n index -1 100%FREE index®@

Wiping xfs signature on /dev/index@/index.

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index@/index

meta-data=/dev/index®/index isize=512 agcount=32, agsize=48828368 blks
= sectsz=4096 attr=2, projid32bit=1
= cre=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=1562507776, imaxpct=5
= sunit=16 swidth=32 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index@
/bin/mount /var/netwitness/concentrator/index@

20. devlistZEITLT. FOVI TFINMADE R SN TSI EFERLET.
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Properties for /appliance
devlist v | Parameters: [

Message Help

devlist: list storage devices
security.roles: appliance.manage

{/appIiance?msg=devlist&force-content-type=text/pIain

Output (or command manual help)

|sdf: vendor=DELL model=RAID size="5.82 TB" used=1 |

vendor=DELL model=RAID size="5.82 TB" used=1

sdd:

sde: vendor=DELL model=RAID size="145.52 TB" used=1
sdc: vendor=DELL model=RAID size="145.52 TB" used=1
sda: vendor=DELL model=RAID size="2.18 TB" used=1

21. 1sblkCIN—TAav RO ERERLET.

[root@S7Concentrator ~J]# lsblk
MAJ:

=
=
=
P
=

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness vg00-usrhome
netwitness_vg00-root
netwitness_vg00-swap
sdb
Lsdb1
Lnetwitness_vg00-nwhome
sdc
L-sdc1
Econcentrator- root

BAWNPFPOWNRELO

concentrator-sessiondb
concentrator-metadb
sdd
Lsdd1
L—index-index
sde
Lsdel
t:concentratorﬁ—sessiondb
concentrator0-metadb
sdf
Lsdf1
L—index0- index

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0]
0
0
0
0
0
0
0

SIZE RO

2.2T

[clolooooocoloooooolloolooolooloololololol

MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log
/home

/
[SWAP]
/var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

/\var/netwitness/concentrator/index

/var/netwitness/concentrator/sessiondb0
/var/netwitness/concentrator/metadb0

/var/netwitness/concentrator/index0

221 fTEXF. 12F 51 JPowerVault MD2412FE & LT=STHE R DY TIL AFL—D

R Ut



R L—T HAK

. o= =] NN - =
22. RDINGA—BEETE L TsrvallocAYURERTLET .
service=concentrator volume=concentrator commit=1
Properties for /appliance
srvAlloc v |Parameters: [service=concentrator volume=concentrator commit=1| ” Send ]
Message Help
srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, {enum-one:The value must be one of the following: concentrator|concentrator®|index|index@|netw
commit - <bool, optional> commit changes
/appliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator&commit=1
Output (or command manual help)
Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==124.39 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==13.82 TB
service=concentrator volume=index commit=1
Properties for /appliance
srvAlloc v |Parameters: | service=concentrator volume=index commit=1 H Send I
Message Help
srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> s¢
volume - <string, {enum-one:The value must be one of the following: concentrator|concentratorg|index|index®|netwit
commit - <bool, optional> commit changes
[/appIiance?msg=srvAIIoc&force-content-type=text/plain&sewice=concentrator&volume=index&commit=1
Output (or command manual help)
Set /index/config/index.dir to /var/netwitness/concentrator/index==5.53 TB
service=concentrator volume=concentrator(0 commit=1
Properties for /appliance
(srvAlloc v | Parameters: | service=concentrator volume=concentratord commit=1 H Send ‘
Message Help
srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: concentrator|concentratord|index|index®|netwitness_vgee}> volume group name
commit - <bool, optional> commit changes
lappliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator0&commit=1
Output (or command manual help)
Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==124.39 TB;/var/netwitness/concentrator/metadb0==124.42 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==13.82 TB;/var/netwitness/concentrator/sessiondb@==13.82 TB
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23.

24.

service=concentrator volume=index0 commit=1

Properties for /appliance
srvAlloc v | Parameters: [service=concentrator volume=index0 commit=1 H Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use stor
volume - <string, {enum-one:The value must be one of the following: concentrator|concentrator@|index|index@|netwitness_vg@@}> volume group
commit - <bool, optional> commit changes

[fappIiance?rnsg=srvAlloc&f0rce-contenl-type=text/plain&service=concentra1or&volume=indexO&commit=1

Output (or command manual help)

Set /index/config/index.dir to /var/netwitness/concentrator/index==5.53 TB;/var/netwitness/concentrator/index@==5.53 TB

srviistZEITLT ANL—U MR EITE L TEIYE TOh TSI EZHERLET .

Properties for /appliance

Parameters:[ H Send ]

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

[/appliance?rnsg=srvList&force-content-type=texl/ plain

Output (or command manual help)

localhost:56005: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb==124.39 TB;/var/netwitness/concentrator/metadb@==124.42 TB"
session.dir="/var/netwitness/concentrator/sessiondb==13.82 TB;/var/netwitness/concentrator/sessiondb®==13.82 TB"
index.dir="/var/netwitness/concentrator/index==5.53 TB;/var/netwitness/concentrator/index8==5.53 TB"

1sblk T/IN—T4A2av ROV EERLET.
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[root@S7Concentrator ~]# 1sblk
MAJ:
8:
8:
fig
8:
netwitness_vg00-nwhome 253:
netwitness_vg00-varlog 253:
netwitness_vg00-usrhome 253:
netwitness_vg00-root PAEN
netwitness_vgo0-swap 253:
sdb 8:
L-sdb1 8:
L netwitness vg00-nwhome 253:
sdc 8:
Lsdc1 8:
concentrator-root 253:
concentrator-sessiondb 253:
concentrator-metadb PAEN
sdd 8:
L-sdd1 8:
L_{ndex-1index 253:
8:
8:
concentrator0-sessiondb 253:
concentrator0-metadb 253:
sdf 8:
Lsdf1 8:
L_i{ndex0-index 253:

—
=
X

AUWNPEPOWNRLROZ=

[cNoNoNoNoNoNoNolooNoNoNoNoojlololloNoloNoNoNoNoNo ol o R

SIZE RO

2.2T
256M
1G
2.2T
4.3T
106G
106
306G

[eNoNoNoNoNoNoNoloNoNoNoNoNoNolloNoNoNoNloNoNoNoNoNoNoN o)

MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

/var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

/var/netwitness/concentrator/index

/var/netwitness/concentrator/sessiondb0
/var/netwitness/concentrator/metadb0

/var/netwitness/concentrator/index0
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MD2412%E B LTRTN\LT )R DRL—C RT3

R DFH)ATIE. Log Hybrid ¥ B 7R A+ D=1, 1 DDIERE 5 1k 12K 54 TMD2412 PowerVault
FIZARL—CFBRILET

1. raidListaAY/RZEFTLET.

a. AVMA—FFF .. I /O0—T4F S FAD . RSM0. TNARDEHRERHLET
RDOERMNRREINFET .
In Use: FALSE

Devices: <empty>

b. FSAT8 . HA X RUA—ZHRBLES.
R DB . RAIDTVLAEE R T RRTNIR RSNDIABTERLTVET .

Properties for /appliance

Parameters: |

Message Help

| send |

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

/appliance?msg=raidList&force-content-type=text/plain

QOutput (or command manual help)

riouel. DF_FoVv
In Use: true
Drives: 2.182 TB HDD x 2
14.552 TB HDD x 10
Devices: sdb /dev/disk/by-path/pci-0000:37:00.0-scsi-0:0:

Controller @

sdd /dev/disk/by-path/pci-00008:37:80.08-scsi-
sdf /dev/disk/by-path/pci-0000:37:00.0-scsi-

0:0:1:0
sdc /dev/disk/by-path/pci-0000:37:00.0-5csi-0:0:2:0
0:0:3:0
0:0:5:0

at PCI Address 37:00.0, Enclosure 294, SCSI Channel ©

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 3.492 TB SSD x 2

Devices: sde /dev/disk/by-path/pci-0000:37:00.0-scsi-0:0:4:0

Controller 1

at PCI Address b5:00.0, Enclosure 288, SCSI Channel 2

Vendor: DELL

Model: DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

2. BHELAVAO—SBESETIIO—DrESEFERLT. RO/GA—FTraidlewIY /R ER
TLES.
controller=1 enclosure=288 scheme=log-hybrid commit=1
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R OB X RAIDTZLAZERLIZR ISR RSNDIABTERLTNET .

Properties for /appliance
Parameters: [controller=1 enclosure=288 scheme=log-hybrid commit=1 |['send |

Message Help

raidNew: allocate RAID devices in a drive shelf

security.roles: appliance.manage

parameters:
controller - <uint32, {enum-one:The value must be one of the following: ©8,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 288|294|288}> Enclosure number of the she
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybri

metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

| lappliance?msg=raidNew&force-content-type=text/plain&controller=18&enclosure=288&scheme=log-hybrid&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=288:0,288:1,288:2,288:3,288:4,288:5 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.8-553.16.1.e18_10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=288:6,288:7,288:8,288:9,288:10,288:11 nora Strip=64
CLI Version = ©08.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.8-553.16.1.e18_10.x86_64

E L ENF-RAIDZFEER B2, raidrist AYURERITLETS .
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Properties for /appliance

Parameters:

Message Help

W[Send]

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

’ lappliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

In Use:
Drives:

Devices:

Controller ©

Vendor:
Model:

In Use:
Drives:
Devices:

Controller 1

true
2.182 TB HDD x 2
14.552 TB HDD x 1@

sdb /dev/disk/by-path/pci-0006:37: -
100.0-scsi-

sdc /dev/disk/by-path/pci-eeee:37

sdd /dev/disk/by-path/pci-0006:37:
sdf /dev/disk/by-path/pci-eeee:37:

at PCI Address 37:00.0, Enclosure
DP

BP_PSV

true

3.492 TB SSD x 2

sde /dev/disk/by-path/pci-0000:37:

at PCI Address b5:00.0, Enclosure

00.08-scsi

00.08-scsi
00.0-scsi

294, SCSI Channel ©

0:0:
0:0:
0:0:
0:0:

1
2
3
5

®0 O ®

00.0-5csi-0:0:4:0

288, SCSI Channel ©

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdg /dev/disk/by-path/pci-00e0:b5:80.0-s5csi-0:0:1:0
sdh /dev/disk/by-path/pci-9000:b5:00.8-s5csi-0:0:2:0

devlist AVUREETLT. i LE R SN T-RAIDME DIE #E LR A BB D A RET. O5 /N
AR Tl BERIZHFLE D Shd=8H. EOY—ERYL . EORAIDSIZHA VAN —)LTEE

R
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force—content—typeztext/plain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="2.18 TB" used=1
sdd: vendor=DELL model=RAID size="43.66 TB" used=1
sdb: vendor=DELL model=RAID size="14.55 TB" used=1
| sdg: vendor=DELL model=RAID size="72.76 TB" used=0 |
sde: vendor=DELL model=RAID size="3.49 TB" used=1
sdc: vendor=DELL model=RAID size="43.66 TB" used=1
|sdh: vendor=DELL model=RAID size="72.76 TB" used=0 |

1sblk&ET LT ERESN-TOY) TIAREHERLES .

[root@S7LogHybrid ~J# 1sblk

:MIN RM SIZE RO TYPE MOUNTPOINT
10

0 disk
0 part
0 disk
0 part
0 lvm /var/netwitness/logdecoder
0 disk
0 part
0 lvm /var/netwitness/logdecoder/packetdb
0 disk
0 part
0 lvm /var/netwitness/concentrator
0 disk
0 part
0 lvm /var/netwitness/concentrator/index
0 disk
0 part /boot/efti
0 part /boot
0 part
0 lvm /var/netwitness
0 lvm /var/log
0 lvm /home
0 lvm /
3 0 lvm [SWAP]
6 0 72.8T 0 disk
1112 0 72.8T 0 disk

01

116

:17

'8

132

HEK]

BT/

148

149

:6

164

165

L_index-1index :5

sdf 180

sdfl :81

sdf2 182

sdf3 183

netwitness_vg00-nwhome

netwitness_vg0@0-varlog

netwitness_vg00-usrhome
netwitness_vg00-root
netwitness vg00-swap

[cNcNoNoloNoNoNoloNooNoNoNoloNoNoNoNoNoNo N

3. ROINGA—B—%1ETE L CoartNewAIURERIT L. fetc/fstabT7A IR/ \—T 14230 IV
b ARASEERLET
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name=sdg service=logdecoder volume=logdecoder commit=1

Properties for /appliance
Parameters: | name=sdg service=logdecoder volume=logdecoder commit=1 |[ send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdg|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servic
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder
hybrid|log-indexed-decoder|logindex}> volume to create

I/appIiance?msg=partNew&force—content—type=textlp|ain&name=sdg&service=logdecoder&volume=logdecoder&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdg mklabel gpt
/sbin/parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdgl
Physical volume "/dev/sdgl" successfully created.
/sbin/vgcreate -f logdecoder® /dev/sdgl
Volume group "logdecoder®" successfully created
/sbin/lvcreate -y -n packetdb -1 108%FREE logdecoder®
Wiping xfs signature on /dev/logdecoder®/packetdb.
Logical volume "packetdb" created.
/sbin/mkfs.xfs /dev/logdecoder@/packetdb
meta-data=/dev/logdecoderd/packetdb isize=512 agcount=73, agsize=268435424 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=19531693056, imaxpct=1
= sunit=16 swidth=80 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4896 blocks=08, rtextents=0

/bin/mkdir -p /var/netwitness/logdecoder/packetdb@
/bin/mount /var/netwitness/logdecoder/packetdbe

name=sdh service=concentrator volume=concentrator commit=1

Properties for /appliance
partNew v | Parameters: | name=sdh service=concentrator volume=concentrator commit=1 H Send ]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdg|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use stc
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder |packet |hybrid-decoc
hybrid|log-indexed-decoder|logindex}> volume to create

I/‘appliance?msg=par1New&force—contenl-type=text/ plain&name=sdhé&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)
/sbin/parted -s /dev/sdh mklabel gpt
/sbin/parted -s -a optimal /dev/sdh mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdhl
Physical volume "/dev/sdhl" successfully created.
/sbin/vgcreate -f concentratore /dev/sdhl
Volume group "concentrator®" successfully created
/sbin/lvcreate -y -n sessiondb -1 10%FREE concentrator®
Wiping xfs signature on /dev/concentrator@/sessiondb.
Logical volume "sessiondb" created.
/sbin/mkfs.xfs /dev/concentratore@/sessiondb
meta-data=/dev/concentratored/sessiondb isize=512 agcount=32, agsize=61036512 blks
sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0 inobtcount=0

data bsize=4096 blocks=1953168384, imaxpct=5
sunit=16 swidth=80@ blks
naming =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4896 blocks=8, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/sessiondb@
/bin/mount /var/netwitness/concentrator/sessiondb@

Jehinm/lurmasta _u _n matrasdh _1 1T00%EDEE ~an~antnarani

229 T 8RF. 12F 54 TPowerVault MD2412ZFE B LI-STHI KRR DF T ARL—
BRSO HIL



kL= HAE

ER EINT=/N—T42 a3 FHE R TBHIZIE. devlistEEITLET

Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

|/appliance?msg=devlist&force-content-type=text/p|ain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="2.18 TB" used=1
sdd: vendor=DELL model=RAID size="43.66 TB" used=1
sdb: vendor=DELL model=RAID size="14.55 TB" used=1
| sdg: vendor=DELL model=RAID size="72.76 TB" used=1 |
sde: vendor=DELL model=RAID size="3.49 TB" used=1
sdc: vendor=DELL model=RAID size="43.66 TB" used=1
|sdh: vendor=DELL model=RAID size="72.76 TB" used=1 |

4. ROINGA—B—ZIEE L TsrvallocaAVYUR EE 1T LT, logdecoderd & Uconcentrator—E R
AR—RZEEIVH TEY .

a. CMIZKY. logdecoder—ER#E B TR L—U ANB IS, BT SNB-UITH—ERDE
BInFxEd.

service=logdecoder volume=logdecoder(0 commit=1

Properties for /appliance
Parameters: |service=logdecoder volume=logdecoder0 commit=1| ][ Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storag
volume - <string, {enum-one:The value must be one of the following: concentrator®|hybrid-concentrator|hybrid-logdecoder-meta|index|logdecods
commit - <bool, optional> commit changes

I/appliance?msg:srvAIIoc&force—comeni—type:text/plain&servicerlogdecoder&volume:IogdecoderO&commil:1

Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/logdecoder/packetdb/packetdb==41.47 TB;/var/netwitness/logdecoder/packetdbe==69.12 TB

b. ZhIZ&Y. concentratord—ER#E fl ITRAF L—U ANMBE NS, E TSNS =UITH—EANE
BEHINES

service=concentrator volume=concentrator0 commit=1
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Properties for /appliance
srvAlloc v | Parameters: | service=concentrator volume=concentrator0 commit=1

H Send]

Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use stora;

volume - <string, {enum-one:The value must be one of the following: concentrator®|hybrid-concentrator|hybrid-logdecoder-meta|index|logdecod:
commit - <bool, optional> commit changes

I/appliance?msg=srvAI|oc&force»content-type=text/plain&service=c0ncentrator&volu me=concentrator0&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==37.71 TB;/var/netwitness/concentrator/metadb®==62.21 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==3.73 TB;/var/netwitness/concentrator/sessiondb@==6.91 TB

c. srvListAYUREEITLT, 7ISAT7VRIZNYE Tonf-Y—ERZHERLET .

Properties for /appliance

[snlst ] Parameters:|

Message Help

” Send ]

srvList: list of core services on this appliance
security.roles: appliance.manage

[/‘appIiance?m5g=srvList&force—coment»type=lext/plain

Output (or command manual help)

localhost:56002: type=logdecoder

packet.dir="/var/netwitness/logdecoder/packetdb/packetdb==41.47 TB;/var/netwitness/logdecoder/packetdb@==69.12 TB"
meta.dir="/var/netwitness/logdecoder/metadb==12 TB"

session.dir="/var/netwitness/logdecoder/sessiondb==1.24 TB"

i i /var/netwitness/logdecoder/index==565.84 GB"

56005: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb==37.71 TB;/var/netwitness/concentrator/metadb®==62.21 TB"

session.dir="/var/netwitness/concentrator/sessiondb==3.73 TB;/var/netwitness/concentrator/sessiondb6==6.91 TB"
index.dir="/var/netwitness/concentrator/index==3.32 TB"

5. 1sblkAWURZE/NNWIIURTEFTLT. “—ERAR DT RTORAIDE/ N NA—T 1 avER T LE
j—o
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[root@S7LogHybrid ~]# 1lsblk
MOUNTPOINT

/var/netwitness/logdecoder

L-logpacket-packetdb
sdd
Lsdd1
Lhybrid--concentrator-root
sde
Lsdel
Lindex- index
sdf

sdfl
sdf2
sdf3

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vg00-root
netwitness vg00-swap

/var/netwitness/logdecoder/packetdb

/var/netwitness/concentrator

/var/netwitness/concentrator/index

/boot/ef1
/boot

/var/netwitness
/var/log
/home

/
[SWAP]

/var/netwitness/logdecoder/packetdb®

/var/netwitness/concentrator/sessiondb0
/var/netwitness/concentrator/metadb®

concentrator@-sessiondb
concentrator@-metadb

[eloNolofoNolloololclololoolooNolloolloololoNoNollolNolN ol i
[elolololoolololoollooooflofofoloolofolofofooloNoloNolo]
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MD2412%% A LT=Network Hybrid DR L— O B

R D F1)ATIE. Network Hybrid D 3 7R A Df=8IZ. 1 DDIERE 1k 12K 54TMD2412
PowerVault L [CANL—UFERLET

1. raidListaAY/RZEFTLET.

a. AVPO—5FS . IVIO0—CvES . ERAP.FSMT7. TMRDERERFLET
ROEHHRREINFET
In Use: FALSE

<empty>

b. FSATH . YA R RUS—FHERLET
R D] E. RAIDTLAZE R T HRNR RSNDIN B ERLTVET .

Properties for /appliance

[raidList v |Parameters: |

Devices:

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

‘ /appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @

Controller 1

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 2.182 TB HDD x 2
14.552 TB HDD x 1@

Devices: sda /dev/disk/by-path/pci-@000:37:00.0-5c5i-0:0:1:0
sdb /dev/disk/by-path/pci-0000:37:00.0-5c5i-0:0:2:0
sdc /dev/disk/by-path/pci-0e00:37:00.0-s5csi-0:0:3:0
sdd /dev/disk/by-path/pci-@000:37:00.0-scsi-0:0:4:0

at PCI Address 37:09.@, Enclosure

at PCI Address b5:90.@, Enclosure

Vendor: DELL

Model: DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

294, SCSI Channel @

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 3.492 TB SSD x 2

Devices: sde /dev/disk/by-path/pci-@000:37:00.0-5c51-0:0:5:0

288, SCSI Channel 2

2. BHLIAVMO—"SBEE LTI IO—VrESERALT, LT O/\SA—FZHE E L TraidNew
aRVEERTLET
controller=1 enclosure=288 scheme=network-hybrid preferSecure=0 commit=1

R DB X RAIDFLAZER LR ISR RSNDAABTERLTVET .
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Properties for /appliance
raidNew v | Parameters: controller=1 enclosure=288 scheme=network-hybrid preferSecure=0 commit=1 |['send |

Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: ©,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 288|294|288}> Enclosure number of the shelf to clear. Required if
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-indexed-di
metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

‘Iappliance?msg=raid“ &force-content-typ t/plain&controller=1&enclosure=288&scheme=network-hybrid&preferSecure=0&commit=1

Qutput (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=288:0,288:1,288:2 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.e18 9.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

Status ErrType ErrCd Msg

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=288:3,288:4,288:5,288:6,288:7,288:8,288:9,288:10,288:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-513.24.1.e18 9.x86_64

Fantanllan - 4

LLTF (X, RAID7LA%Z4E B LT=1& DraidListh o DG & T .

Properties for /appliance

raidList V‘Parameters.[ H Send ‘

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

|fappliance?msg=raidList&fo rce-content-type=text/plain

Qutput (or command manual help)
Or Ives: —2: 162 10 Too X

14.552 TB HDD x 10
Devices: sda /dev/disk/by-path/pci-0000:37:00.0-5c5i-0:0:
sdb /dev/disk/by-path/pci-0000:37:00.0-scs5i-
sdc /dev/disk/by-path/pci-0000:37:00.0-scsi-
sdd /dev/disk/by-path/pci-@0@0:37:00.0-scsi-0

1:0
2:0
:9:3:0
19:4:0
Controller @ at PCI Address 37:008.8, Enclosure 294, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 3.492 TB SSD x 2
Devices: sde /dev/disk/by-path/pci-©000:37:00.0-5c5i-0:9:5:0

Controller 1 at PCI Address b5:08.8, Enclosure 288, SCSI Channel @
Vendor: DELL
Model: DSES Enclosure
Tn Use: true
Drives: 14.552 TB HDD x 12
Devices: sdf /dev/disk/by-path/pci-@000:b5:00.0-sc5i-0:0:
sdh /dev/disk/by-path/pci-@220:b5:00.0-sc5i-0:@

devlistIAYURERITL T, # LA R SNI-RAIDFE DIE 78 A £ —BL 7 &[] ~FF . Rk
T—9 INATV)IR TIE, Tsdh1 TEYY TINALZRDAERIE sdf1 TAVY TIAREYE R E=0.
packetdblEE| Y& THENIZAFUNKEVNT /NI R (Tsdhl) [T/ AR —)LENFET .
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Properties for /appliance

[ devlist v | Parameters: || Send |

Message Help

devlist: list storage devices
security.roles: appliance.manage

|lappIiance?msg=devlist&force-content-type=textip|ain

Output (or command manual help)

L

sdf:
sdd: vendor=DELL
sdb: vendor=DELL model=RAID -
sde: vendor=DELL model=RAID size="3.49 TB" used=1
sdc: vendor=DELL model=RAID size="29.1 TB" used=1

vendor=DELL model=RAID

“29.1 TB"

r sdh: vendor=DELL model=RAID size="116.42 TB" used=0

3. ROINGA—B—%HHETE L CpartNewAIUREE T fetc/fstabT7A NI IN—T12 32 LTI
b ARAUNEERLET

name=sdf service=concentrator volume=concentrator commit=1

Properties for /appliance
|par1New v Parameters:lname=sdf service=concentrator volume=concentrator commit=1| H Send ]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that w:
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hy
hybrid|log-indexed-decoder|logindex}> volume to create

| lappliance ?msg=partNew&force-content-type=text/plain&name=sdf&service=concentrator&volume=concentrator&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM €% 1@eX
/sbin/pvcreate -f /dev/sdf1l
Physical volume “/dev/sdfl" successfully created.
/sbinfvgcreate -f concentrator@ /dev/sdfl
Volume group “"concentrator@” successfully created
/sbin/lvcreate -y -n sessiondb -1 1@%FREE concentratore
Wiping xfs signature on /dev/concentrator@/sessiondb.
Logical volume "sessiondb™ created.
/sbin/mkfs.xfs /dev/concentratore/sessiondb
meta-data=/dev/concentrator@/sessiondb isize=512 agcount=32, agsize=24414576 blks
sectsz=4896 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=@
reflink=1 bigtime=@ inobtcount=0

data = bsize=4096 blocks=781266432, imaxpct=5
= sunit=16 swidth=32 blks
naming =version 2 bsize=4896 ascii-ci=0, ftype=1
log =internal log bsize=4896 blocks=381477, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=e

/bin/mkdir -p /var/netwitness/concentrator/sessiondb@
/bin/mount /var/netwitness/concentrator/sessiondb®@

name=sdh service=decoder volume=decoder commit=1
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Properties for /appliance
|partNew v |Parameters: [name=sdh service=decoder volume=decoder commit=1] ]| Send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servic
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|
hybrid|log-indexed-decoder|logindex}> volume to create

‘ /appliance?msg=partNew&force-content-type=text/plain&name=sdhé&service=decoder&volume=decoder&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdh mklabel gpt
/sbin/parted -s -a optimal /dev/sdh mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdhl
Physical volume "/dev/sdhl" successfully created.
/sbin/vgcreate -f decoder® /dev/sdhl
Volume group "decoder®” successfully created
/sbin/lvcreate -y -n packetdb -1 1@@%FREE decoder®
Wiping xfs signature on /dev/decodere/packetdb.
Logical volume "packetdb" created.
/sbin/mkfs.xfs /dev/decodere/packetdb
meta-data=/dev/decoderd/packetdb isize=512 agcount=117, agsize=268435440 blks
= sectsz=4096 attr=2, projid32bit=1

= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=@ inobtcount=0
data = bsize=4896 blocks=31250709504, imaxpct=1
= sunit=16 swidth=128 blks
naming =version 2 bsize=4096 ascii-ci=e, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4896 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=8, rtextents=@
/bin/mkdir -p /var/netwitness/decoder/packetdb@
/bin/mount /var/netwitness/decoder/packetdb® k

4, RDINGA—B—%FETFE L TsrvallocAYREE T L T, decoderd K Uconcentratort—E R [ZR
R—REFNVYH TET .

;?I:J: Y. decoderty—ERME BL [CAF L—U MBI SN, RITSNAURITH—ERDBE B Sh

service=decoder volume=decoder(0 commit=1

Properties for /appliance

srvAlloc v ‘ Parameters: [service=decoder volume=decoder0 commit=1| I
Message Help

srvalloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: concentrator®|decoder®|hybrid-concentrator |hybrid-decoder-meta|index|netwitness_vg88|packet}s ve
commit - <bool, optional> commit changes

\ /appliance?msg=srvAlloc&force-content-type=text/plain&service=decoder&volume=decoderl&commit=1

Qutput (or command manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb/packetdb==27.65 TB;/var/netwitness/decoder/packetdbe==110.6 TB

=&Y, concentratort—E R$E AL [CR L—UAMB IS T SNB=UICCTOHY—ERDNE
REEIINFET.

service=concentrator volume=concentrator0 commit=1

TERF. 12F 54 FPowerVault MD2412Z & 8 LI=STH B R OFL TV ARL—D 236
BRTUA



kL= AR

Properties for /appliance
srvAlloc v | Parameters: | service=concentrator volume=concentrator0 commit=1 H Send ‘

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: concentrator®d|decoderd|hybrid-concentrator|hybrid-decoder-meta|index|netwitness_
commit - <bool, optional> commit changes

‘ /appliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator0 &commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==24.88 T8
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondb@==2.76 TB

srvListAYUREERITLT, PISATUVRIZBI VL Tonf-y—ERZHERELET .

Properties for /appliance
[srvList v Parameters:‘ H Send |

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

‘ /appliance?msg=srvList&force-content-type=text/plain

Qutput (or command manual help)

localhost:56004: type=decoder

packet.dir="/var/netwitness/decoder/packetdb/packetdb==27.65 TB;/var/netwitness/decoder/packetdbe==110.6 TB"
meta.dir="/var/netwitness/decoder/metadb==48.038 TB"

session.dir="/var/netwitness/decoder/sessiondb==4.97 TB"

index.dir="/var/netwitness/decoder/index==2.21 TB"

localhost:56005: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==24.88 TB"
session.dir="/var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondb@==2.76 TB"
index.dir="/var/netwitness/concentrator/index==3.32 TB"

5. 1sblkaAYURZEEITLT. Y—EXRA DT RTORAIDE/ N\—T1LavD—EEFZRRLET.
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MIN RM  SIZE RO MOUNTPOINT
10 58.2T
01 58.2T
2 58.2T
116 2.2T
:17 256M
118 1G
2.2T
366
4G
2.17
106G
10G
29.17
29.1T7
29.1T7
14.6T
14.6T
14.6T
311}
.5T
DI
AT
AT
T
2T

/var/netwitness/decoder

/boot/efi
/boot

netwitness_vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome

/

[SWAP]
/var/netwitness
/var/log

/home

sdc
Lsdc1

Lpacket-packetdb

sdd

Lsdd1
L-hybrid--concentrator-root

/var/netwitness/decoder/packetdb

/var/netwitness/concentrator

/var/netwitness/concentrator/index

/var/netwitness/concentrator/sessiondb®
/var/netwitness/concentrator/metadb0

concentrator@-sessiondb
concentrator@-metadb

i aiicNoloNoNoNoNoNooNoloNoloNo oo NoloNolo oo NoNoNol

[eNceNoloNooNooNolofooNooolofoloooolololooNo ool oNol

L-decoder0-packetdb /var/netwitness/decoder/packetdb®

MD2412% % A LT=Endpoint Log Hybrid DRk L— i B

R D F)ATIE. Endpoint Log HybridD#) B /R Rk DF=IZ. 1 DDIERE & 1L 12K 54/4TMD2412
PowerVault E [CAFL—UFHERLET

l. raidListaAYURZEETLET.
a. AVbA—SF S . I 0B S . FRAD . FS547. BLUT/NAREFLHLET
ROEHRHPRRINET

In Use: FALSE

Devices: <empty>
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b. RSATE . A X RUA—%HE

ALFET

R OB L. RAIDDTLAZE R T HRNITR RSNDIABRERLTVET .

Properties for /appliance

Parameters: [

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[ /appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

In Use:
Drives:

Devices:

Controller ©

true

2.182 TB HDD x 2

14.552 TB HDD x 10

sda /dev/disk/by-path/pci-0000:37:
sdb /dev/disk/by-path/pci-0e00:37:
sdc /dev/disk/by-path/pci-0000:37:
sde /dev/disk/by-path/pci-0e0e:37:

at PCI Address 37:00.8, Enclosure

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 3.492 TB SSD x 2

Devices: sdd /dev/disk/by-path/pci-0000:37:
Controller 1 at PCI Address b5:00.0, Enclosure

Vendor: DELL

Model: DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12

Devices:

S

00.0-scsi-
00.0-scsi-
00.0-scsi-
00.0-scsi-

294, SCSI Channel ©

00.0-scsi-0:0:4:0

302, SCSI Channel 2

2. BBELIOVAO—SHF B LI IO—VYESEFEALT. ROD/INGA—FTraidiewATUREE
TLET,
COi5 & . Ak A—3PERCHI65elStHFa) T4 F—ARESNTNET . LIAST. BS L%
BITTBIZIE. prefersecure=1 /NGA—AHME HSINFET . ok O—JIZEFa )74 F—H
BREINTIVEME & (X, /1\XTA—R preferSecure=0 Z{F A LTavkO—>Lk ORAIDIE L &
5T T CTEEY.
controller=1 enclosure=302 scheme=log-hybrid preferSecure=1 commit=1
ROBIE. RADTLAZER LR I[CR RENANBZRLTVET
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Properties for /appliance
Parameters: | controller=1 enclosure=302 scheme=log-hybrid preferSecure=1 commit=1 |['send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: ©,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 288|294|302}> Enclosure number of the shelf to clear. |
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid]|lc
metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

fappliance?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=302&scheme=log-hybrid&preferSecure=1&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c1 add vd r5 drives=302:0,302:1,302:2,302:3,382:4,302:5 nora Strip=64
CLI Version = ©008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.e18_9.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

1 72.760 TiB Success - = =

/opt/MegaRAID/perccli2/perccli2 /c1 add vd r5 drives=302:6,302:7,302:8,302:9,302:10,302:11 nora Strip=64
CLI Version = ©08.0004.0000.0022 Apr 28, 2023
Operatine svstem = Linux4.18.0-513.24.1.el18 9.x86 64

LL T I&. RAIDZL A %4E A L1=# DraidListh'o> DIt & TY .
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Properties for /appliance

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

{/appliance’?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Drives: 2.182 TB HDD x 2
14.552 TB HDD x 10
Devices: sda /dev/disk/by-path/pci-0000:37:00.0-5csi-0:0:1:0
sdb /dev/disk/by-path/pci-0000:37:00.0-5c51-0:0:2:0
sdc /dev/disk/by-path/pci-0000:37:00.0-5csi-0:0:3:0
sde /dev/disk/by-path/pci-0000:37:00.08-scsi-0:0:5:0
Controller @ at PCI Address 37:00.0, Enclosure 294, SCSI Channel
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 3.492 TB SSD x 2
Devices: sdd /dev/disk/by-path/pci-0000:37:00.0-5c51-0:0:4:0
Controller 1 at PCI Address b5:00.0, Enclosure 302, SCSI Channel
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sdf /dev/disk/by-path/pci-0000:b5:00.08-scsi-0:0:1:0
sdg /dev/disk/by-path/pci-0008:b5:00.08-scsi-0:0:2:0

devlist AYUREETL T, # LAE B SNT-RAIDDIE 7 75 A EVJEL 57 Z5f ~FE 9 . Endpoint
Log Hybrid Tl M & [$F 1R LT . L1zAoT. EORAIDTEHEE DY—EREAVXL—)L

TEFEY
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

|/appliance?msg=devlist&force—content—type=text/plain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="72.76 TB" used=0

sdd: vendor=DELL model=RAID size="3.49 TB" used=1
sdb: vendor=DELL model=RAID size="43.66 TB" used=1

[ sdg: vendor=DELL model=RAID size="72.76 TB" used=0 I
sde: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="14.55 TB" used=1
sda: vendor=DELL model=RAID size="29.1 TB" used=1

INYI IR Tlsb1kaVYR #E 4T LT, Endpoint Log Hybrid 7 754 72 RIZH LLE B S T=
RAIDZ—ERRLEY .

[root@S7EndpointLogHybrid ~]# lsblk
NAME 5 MOUNTPOINT
sda 2 0

Lsda1 ;

Lhybr1id--logdecoder--meta-decoroot

endpoint--log--hybrid-mongo
endpoint--log--hybrid-packetdb

Lhybrid--concentrator-root
sdd
Lsdd1

L-{ndex-index
sde

sdel
sde2
sde3

netwitness vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness vg00-varlog
netwitness vg00-usrhome

[cNoNoNoNoNoNoNoloNoNooloNoloNoNooloNoNololNol

[cNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNol

/var/netwitness/logdecoder

/var/netwitness/mongo
/var/netwitness/logdecoder/packetdb

/var/netwitness/concentrator

/var/netwitness/concentrator/index

/boot/efi
/boot

/

[SWAP]
/var/netwitness
/var/log

/home

4

3. RONGA—R—%IBTE L CpartNewAIUREFERITL T, /\—T1230ERIUN IRAVNEDLE(C
ISCTERLET

name=sdf service=logdecoder volume=logdecoder commit=1
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Properties for /appliance

Parameters: [name=sdf service=logdecoder volume=logdecoder commit=1| ” Send I

Message Help
name - <string, {enum-one:The value must be one of the following: sdf|[sdg}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-me
hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

[la ppliance?msg=partNew&force-content-type=text/plain&name=sdf&service=logdecoder&volume=logdecoder&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdfl
Physical volume "/dev/sdfl" successfully created.
/sbin/vgcreate -f logdecoder® /dev/sdfl
Volume group "logdecoder®" successfully created
/sbin/lvcreate -y -n packetdb -1 10@%FREE logdecoder®
Wiping xfs signature on /dev/logdecodere/packetdb
Logical volume “packetdb” created.
/sbin/mkfs.xfs /dev/logdecodere/packetdb
meta-data=/dev/logdecodere/packetdb isize=512 agcount=73, agsize=268435424 blks
sectsz=4096 attr=2, projid32bit=1
cre=1 finobt=1, sparse=1, rmapbt=@
reflink=1 bigtime=0 inobtcount=@

data = bsize=4096 blocks=19531693856, imaxpct=1
= sunit=16 swidth=80 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=8, rtextents=0
/bin/mkdir -p /var/netwitness/logdecoder/packetdb@
/bin/mount /var/netwitness/loedecoder/packetdb@ h

name=sdg service=concentrator volume= concentrator commit=1

Praoperties for /appliance
Parameters: [name=sdg service=concentrator volume=concentrator commit=1] ][ Send |

Message Help
name - <string, {enum-one:The value must be one of the following: sdf|sdg}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|de
hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

]/appl]ance’?msg=partNew&force-content-type=text/p|ain&name=sdg&serwce=concentralor&volume=concentrator&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdg mklabel gpt
/sbin/parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdgl
Physical volume "/dev/sdgl" successfully created.
/sbin/vgcreate -f concentrator® /dev/sdgl
Volume group "concentrator®" successfully created
/sbin/lvcreate -y -n sessiondb -1 1@%FREE concentratore
Wiping xfs signature on /dev/concentrator@/sessiondb.
Logical volume "sessiondb" created.
/sbin/mkfs.xfs /dev/concentratore@/sessiondb
meta-data=/dev/concentratore/sessiondb isize=512 agcount=32, agsize=61036512 blks
= sectsz=4096 attr=2, projid32bit=1

= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=1953168384, imaxpct=5
= sunit=16 swidth=80 blks
naming =version 2 bsize=4896 ascii-ci=6, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=e

/bin/mkdir -p /var/netwitness/concentrator/sessiondb@
/bin/mount /var/netwitness/concentrator/sessiondbe

ERSNTFN—TAL VR T DICE, devlistAYUREETLFET .
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

I /appliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

[| sdf: vendor=DELL model=RAID size="72.76 TB" used=1 |
sdd: vendor=DELL model=RAID size="3.49 TB" used=1
sdb: vendor=DELL model=RAID size="43.66 TB" used=1
|__sdg: vendor=DELL model=RAID size="72.76 TB" used=1 |
sde: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="14.55 TB" used=1
sda: vendor=DELL model=RAID size="29.1 TB" used=1

4. ROINGA—B—%EE L TsrvallocaAVUR ZZE 1T LT, logdecoderd & UWeoncentratorh—E X[
AN—RZEIYH TFT

CNIZ&Y. logdecoderth—ERME B (TR L—UAMB NS EITSINS-UH—ERNITHES
SNFEY.

service=logdecoder volume=logdecoder(0 commit=1

Properties for /appliance
srvAlloc v | Parameters: [service=logdecoder volume=logdecoder0 commit=1 H Send \

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storag
volume - <string, {enum-one:The value must be one of the following: concentrator®|endpoint-log-hybrid|hybrid-concentrator|hybrid-logdecoder-r
commit - <bool, optional> commit changes

I /appliance?msg=srvAlloc&force-content-type=text/plain&service=logdecoder&volume=logdecoder0&commit=1

Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/logdecoder/packetdb/packetdb==20.74 TB;/var/netwitness/logdecoder/packetdb®==69.12 TB

CHIZ&KY. concentrator—ERE R [CARL—U MNE M SN, ET SNA-UNZZOH—ERNE
BEINFET.

service=concentrator volume=concentrator0 commit=1
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Properties for /appliance
Parameters: | service=concentrator volume=concentrator0 commit=1 |['send |

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use stor
volume - <string, {enum-one:The value must be one of the following: concentratore|endpoint-log-hybrid|hybrid-concentrator|hybrid-logdecode
commit - <bool, optionals> commit changes

l/appliance’?msg=srvAIIoc&force-content—type=texl/p|ain&service=concentrator&volu me=concentratorO&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==62.21 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondb@==6.91 TB

srvlLis tZVDP Egﬂé ’ﬁ' L<T. 77547‘/X(:§“ l') % —C'E)*LT:'U'—EZ€EE E?c?\ Lfd_ o

Properties for /appliance

Parameters:l H Send I

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

I/appliance?msg=srvList&force-content—type:text/plain

Output (or command manual help)

localhost:560082: type=logdecoder

packet.dir="/var/netwitness/logdecoder/packetdb/packetdb==20.74 TB;/var/netwitness/logdecoder/packetdb0==69.12 TB"
meta.dir="/var/netwitness/logdecoder/metadb==24.03 TB"

session.dir="/var/netwitness/logdecoder/sessiondb==2.49 TB"

index.dir="/var/netwitness/logdecoder/index==1.1 TB"

localhost:56005: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==62.21 TB"
session.dir="/var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondb®==6.91 TB"
index.dir="/var/netwitness/concentrator/index==3.32 TB"

5. 1sblkaAYURZEEITLT. Y—EXRA DT RTORAIDE/ \—T1LavD—EEFZRRLET.
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[root@S7EndpointLogHybrid ~]# 1lsblk
NAME 3 MOUNTPOINT

8:

Lhybrid--logdecoder--meta-decoroot 253:
sdb 8:
—sdb1 8:
t:endpoint--Log--hybrid-mongo PLEH
endpoint--log--hybrid-packetdb PLEH

sdc 8:
Lsdc1 8:
Lhybrid--concentrator-root PLEH
8:

8:

253:

/var/netwitness/logdecoder

/var/netwitness/mongo
/var/netwitness/logdecoder/packetdb

/var/netwitness/concentrator

/var/netwitness/concentrator/index

/boot/efi
/boot

netwitness_vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness vafAO-usrhome
sdf
Lsdf1
L1logdecoder0-packetdb
sdg
Lsdg1
t:concentratoro—sessiondb
concentrator@-metadb

/

[SWAP]
/var/netwitness
/var/log

/home
/var/netwitness/logdecoder/packetdb0

/var/netwitness/concentrator/sessiondb0
/var/netwitness/concentrator/metadb0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
6]
0
0
0
0
0
0
0

[cNoNoNoNoNoNoRBoNoNoNoNoNoNoNoNoloNoNoNoNoNoNoNoNoNoNoNoNo)
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18 G. 12K S1TPowerVault MD2412%#& & L -S6¥) &
KRR DY T ARL—D R F)A

ZDft 8% TlX. SO B AR [T #it Sh=BE 5 £ SN TULVAE L 2K 54 T PowerVault MD24 1244 &f X
f— TINMMRETRNL—DFERTHHEITONT. ROBIZRLET .

o MD2412%{# B L7=S6 DecoderMAk L— D B
o MD2412%# B L71=S6 Concentrator AL L— D& Ak

MD2412%{F FH L1-S6 Decoder®A+ L— Mg Bk

R DF)ATIL. S6 Network Decoder$) EE 7R X+ DF=8DIZ. 1 DDIERE B 1k 12K 54 TPowerVault
MD2412 L IZARL—U B RILET

FE D0V TN ADYAXIE. PVEAT (FSA4TE) ER 54T YA R Z&H->TERYFET
1. raidListaAYRZEFTLET.

a. AVAO—S5FS . IV/O0—CvBES ERAP. R34 BEUTN\ARERHELET .
ROBEHRIRTSNET

In Use: FALSE

Devices: <empty>

b. FSATDH . B4R RUA—5HERLET.
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R OB L. RAIDDVLAZER T DRNITR RSNDIARERLTVET .

Properties for /appliance

[raidList  ~ | Parameters: |

Message Help

|| send |

raidlist: list drive shelves attached to this appliance

security.roles: appliance.manage

|.fa ppliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Vendor:
Model:

In Use:
Drives:

Devices:

Controller 1

DP
BP14G+EXP
true

931.512 GB HDD x 2

1.455 TB SSD x 3
1.819 TB HDD x 2

Controller @ at PCI Address 18:@0.0, Enclosure 64, SCSI Channel 2

sda /dev/disk/by-path/pci-0000:18:00.0-5csi-0:2:0:0
-8:2

sdb /dev/disk/by-path/pci-8e0@:18:08.08-scsi

:1:0

at PCI Address 3b:00.8, Enclosure 246, SCSI Channel 2

Vendor: DELL

Model: DSES Enclosure

In Use: ftalse

Drives: 18.19 TB HDD x 12
| Devices:

2. RBELEOVMO—SBESEIVIO—CFBESERALT. RO/NGA—FTraidNewdYUEE
EITLFET . R DIIO—TvDINFGA—EERDESYTY .

controller=1 enclosure=246 scheme=decoder-hotspare commit=1

Scheme Enclosure Type Drives Required

Allocation

decoder Extemal
logdecoder External
decoder-hotspare  External
logdecoder-hotspare  External
archiver External
packet-axpansion External

network-hybrid External
etwork-hybrid Intemal
log-hybrid External
log-hybrid Intarmal

endpeintdog-hybrid  Intemal
log-indexed-decoder  Intemal

concentrator External

Bor 12 or 15 HDDs

Bor12 or 15HDDs
8or12or 15 HDDs

Bor 12 or 15 HDDs

Bor12 or 15HDDs

Bor 12 or 15 HDDs
Bor12 or 15HDDs
55/ S6 hybrid deive set
Bor 12 or 15 HDDs

55/ 56/ 5T hybrid drive sat
85/ 86/ ST hybrid drive set
SBE hybrid drive set

3x drives in RAID 5 for decodersmall, sl remaining drives in RAID 5 for decoder

Same as decoder configuration

2x drives in RAID 1 for decodersmall, 1 drive as hot spare, all remaining drives in RAID 5 for decoder
Same as decoder hot spare configuration

All drives in RAID 6 for archiver database volume

All drives in RAID & for decoder volume. No drives allocated for decodersmall,

3x drives in RAID 5 for meta expansion, all remaining drives in RAID 5 for packet expansion

2x small HOD RAID 1 for decoder meta, 5x large HDD decoder, 3x large HDD concentrator, 2x SSD index
Half of the drives in RAID 5 for meta expansion, half the drives in RAID 5 for packet expansion

2x small HDD RAID 1 for decoder mata, 4x large HDD decoder, 4x large HDD concentrator, 2x SSD index
2x small HOD RAID 1 for decoder meta, 4x large HDD RAID 10 for log decoder and endpoint, 4x large HDD RAID 5 for concentrator, 2x SSD index
10x HDD RAID 6 for log decoder meta and packet, 2x S50 index

2 or more 5805, 4 or more HDDs OR 12 HDDs  All S5Ds in RAID 1 or RAID 5 for index. all HDDs in RAID & for meta. NOTE: If no SSDs are present. the concentrator-metakit MUST be used.
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Properties for fappliance ) )
raidNew | Parameters: | controller=1 enclosure=246 scheme=decoder commit=1 | Send |
M Help

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybric
expansion|decoder-hotspare|logdecoder-hotspare |decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,false,on,off}:
drives and a controller with a security key set

commit - <bool, optional> commit changes

_fappliance?rn sg=raidNew&force-content-type=text/plain&controller=1&enclosure=246&scheme=decoder&commit=1

Output (or command manual help)

fopt/MegaRAID/perccli/perccli6d /cl add vd r5 drives=246:9,246:1,246:2 ra Strip=128
CLI Versicn = 887.1916.00600.08000 Oct @8, 20821

Operating system = Linux 4.18.8-513.9.1.el8 9.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

fopt/MegaRAID/perccli/perccli6d /cl add vd r5 drives=246:3,246:4,246:5,246:6,246:7,246:8,246:9,246:10,246:11 ra Strip=128
CLI Version = @87.1916.0000.80€0 Oct @8, 2821

Operating system = Linux 4.18.8-513.9.1.el8_9.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. devlist AWURZEEITLT. # LME B ESNT-RAIDRE DIE FE G AEVE 73 8l ~FT .

4, ROINGA—F—FIEFE LT partNewdAIURZEEITL. Jetc/fstabI77A VR 2 \—T42 326D
b IRANEERLET

name=sdc service=decoder volume=decodersmall commit=1

Properties for .f_applianoe )
|partNew | Parameters: name=sdc service=decoder volume=decodersmall commit=1 H Send ]

Message HeIE
parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-cne:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybr
logdecoder-meta|archiver | hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

|-fappliance?rnsg=par1New&force-content-type=lexb’plain&narne=sdc&servioe=decoder&voIurne=decodersrnall&cornrnit=1

Output {or command manual help)
/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM ©% leex
/sbin/pvcreate -f /dev/sdcl
Physical velume "/dev/sdcl" successfully created.
/sbin/vgcreate -f decodersmall /dev/sdcl
Volume group “"decodersmall® successfully created
/sbin/lvcreate -y -n decoroot -L 286G decodersmall
Wiping xfs signature on /dev/decodersmall/decoroot.
Logical volume "decoroot" created.
/sbin/mkfs.xfs /dev/decodersmall/decoroot
meta-data=/dev/decodersmall/decoroot isize=512 agcount=16, agsize=327648 blks
sectsz=512 attr=2, projid3zbit=1
cre=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=@ inobtcount=@

data bsize=4896 blocks=5242368, imaxpct=25
sunit=32 swidth=64 blks
naming =wversion 2 bsize=4896 ascii-ci=B, ftype=1
log =internal log bsize=4696 blocks=3368, version=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none extsz=4896 blocks=8, rtextents=8

[fbin/mkdir -p /var/netwitness/decoder
/bin/mount /var/netwitness/decoder
/sbinf/lvcreate -y -n index -L 30G decodersmall

name=sdd service=decoder volume=decoder commit=1

249 fT8XG. 12F 514 FPowerVault MD2412% 1 & LT-S6 M B RRF DY TV AFL—
BRIt



kL= AR

Properties for /appliance .
partNew | Parameters: name=sdd service=decoder volume=decoder commit=1 | Send |

parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, optional, {enum-cne:The value must be one of the following: concentrator|index|decodersmall|de:
logdecoder-meta|archiver|hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

[Iappliance?msg= partNew&force-content-type=text/plain&name=sdd&service=decoder&volume=decoder&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 8% 1lee%
/sbin/pvcreate -f /dev/sddl
Physical volume "/dev/sddl" successfully created.
/sbin/vgecreate -f decoder /dev/sddl
Volume group “"decoder” successfully created
/sbin/lvcreate -y -n packetdb -1 18@%FREE decoder
Wiping xfs signature on /dew/decoder/packetdb.
Logical volume "packetdb" created.
fsbin/mkfs.xfs /dev/decoder/packetdb
meta-data=/dev/decoder/packetdb isize=512 agcount=146, agsize=268435424 blks
= sectsz=512 attr=2, projid3zbit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=8 inobtcount=0

inon

data = bsize=4896 blocks=39962680704, imaxpct=1
= sunit=32 swidth=256 blks
naming =version 2 bsize=4096 ascii-ci=8, ftype=1
log =internal log bsize=4896 blocks=521728, version=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none extsz=4096 blocks=8, rtextents=8

/bin/mkdir -p /var/netwitness/decoder/packetdb
/bin/mount /var/netwitness/decoder/packetdb

5. devlist ZERITLT. EBENIZRNL—D TINARERERLET .

Properties for !appliance
| devlist v | Parameters: [ | I Send ]

Message Help

devlist: list storage devices
security.roles: appliance.manage

lappliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

[sdd: _vendor=DELL mode!

"PERC_HB848 Adp" size="145.52 TB" used=1]
sdb: vendor=DELL mod 'PERC_H748P Mini" size="1.82 TB" used=1
sdc: vendor=DELL model="PERC H848 Adp" size="36.38 TB" used=1
sda: vendor=DELL model="PERC H74@P Mini" size="931 GB" used=1

6. XDINGA—B%EETE L TsrvallocaAIREETLET.

service=decoder volume=decodersmall commit=1
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7.

AL— AHAR

Properties for /appliance

'sivAlloc | Parameters: | service=decoder volume=decodersmall commit=1

je Help

][ Send

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

commit - <bool, optional> commit changes

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service tt
volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwitness_vge@}> volume group n:

: fappliance?msg=srvAlloc&force-content-type=text/plain&service=decoder&volume=decodersmall&commit=1
Qutput (or command manual help)

Set /database/config/meta.dir to /var/netwitness/decoder/metadb==33.96 TB

Set /database/config/session.dir to /var/netwitness/decoder/sessiondb==569.72 GB
Set /index/config/index.dir to /var/netwitness/decoder/index==28.48 GB

service=decoder volume=decoder commit=1

Properties for /appliance )

|srvAlloc v | Parameters: | service=decoder volume=decoder commit=1 H Send ]
Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage

parameters:

commit - <bool, optional> commit changes

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwitness_vgee}> volu

:fappliance?msg=srvAIIuc&!‘urce-cunlanl-lype=texb’plain&service=de|;0der&vuluma=decoder&cumm'rl=1
Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==138.24 TB

srvlistZRITLT, 27 Y—ERDENIVE TEHERLET.
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Froperties tor /appliance
srvList ~ | Parameters:

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

/appliance?msg=srvList&force-content-type=text/plain
Output (or command manual help)

localhost:56084: type=decoder
packet.dir="/var/netwitness/decoder/packetdb==138.24 TB"
meta.dir="/var/netwitness/decoder/metadb==33.96 TB"
session.dir="/var/netwitness/decoder/sessiondb==569.72 GB"
index.dir="/var/netwitness/decoder/index==28.48 GB"

MD2412%{# FH L7-S6 Concentrator®Xk L— Mt i
ROFIATIE. At L—E B HRINAIZ, B S e SN TULVEL 2K 54T DPowerVault

MD2412 1B ICAMNL—UFERLET .

BARAS DROYL 4~ 9ZER K3 DDSSDEA VAR —ILT B ELHYET .
S6 ConcentratorrR Ak THHR—F SN TLVASSDIE X -

3DDR 47 - ROV 4. 5. 6 - RAID 5

6DNDRSA4T - AAYL4, 5. 6. 7. 8.9-RAID 6

[B3DDR AT TR ENET) -

X PowerVault MD2412M12E DR 54T XF RTHDDTY . hldFE=. avtorL—3—H—E
ADARL—2ELTE A SN, At L—3—DRF L—2 A D LYPowerVault MD1400(ZHDD
ESSDMR TE K SATHE R 1T > TULVES . MD241213SSDEHHR—k LTEST . avtokL—4—
Y—ERXTIEFAUTYVIR T—EAR—ZA 12D 1 EE2DDSSDAW B3 1=, avt2 s L—3—4)

3DDRFA4T +3DDR 547 - RAID 5( DFY. R #IBDODRSATHNAURE—)LEN., D &5

l. raidListaA<YUREEITLET.

a. AVhO—SF S, IV/O0—C4BES EAP. R34 BERUTN\ARERHELET .

ROEHHRREINFET
In Use: FALSE
Devices: <empty>
b. RSATDE . YA X, RUA—EFERBLET .
R OBIE RAIDFLAZE K T ARIICR RENEABEZRLTLET .
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Properties for /appliance
raidList ~ | Parameters: Send

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

fappliance?msg=raidList&force-content-type=text/plain
Output (or command manual help)

Controller @ at PCI Address 18:00.8, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BP14G+EXP
In Use: true

Drives: Bk
L8109 186 HOD x
Devices: sda /dev/disk/by-path/pci-Peee:18:08.8-scsi-8:2:0:8
sdb /dev/disk/by-path/pci-8e00:18:08.0-scsi-8:2:1:0

Controller 1 at PCI Address 3b:0@.@, Enclosure 246, SCSI Channel 2
Vendor: DELL
1: _DSES Foclosure
In Use: false
Drives: 18.19 TB HDD x 12
Devices:

CDOHRRL £ DSSDHE R 1TLL T DEBYTY . avt b L—42— KRR DRAYR4, 5. 621>
TYIRENE BT BT=MD3DDSSDAE I EhET .

CLI Version = 007.1910.0000.0000 Oct 08, 2021
Operating system = Linux 4.18.0-513.18.2.e18_9.x86_64

Information

ST1000NX0473
ST1000NX0473
ST2000NX0463
ST2000NX0463
MZILS1TeHEJHOD3
MZILS1TEHEJHGOD3
MZILS1T6HEJHOD3

EID=Enclosure Device ID|Slt=Slot No|DID=Device ID|DG=DriveGroup

DHS=Dedicated Hot Spare|UGood=Unconfigured Good|GHS=Global Hotspare
UBad=Unconfigured Bad|Sntze=Sanitize|Onln=0nl1ine|O0ffln=0ffline|Intf=Interface
Med=Media Type|SED=Self Encryptive Drive|PI=Protection Info

SeSz=Sector Size|Sp=Spun|U=Up|D=Down|T=Transition|F=Foreign

UGUnsp=UGood Uns ed|UGShld=UGood shielded|HSPShld=Hotspare shielded
CFShld=Configured shielded|Cpybck=CopyBack|CBShld=Copyback Shielded
UBUnsp=UBad U ted|Rbld=Rebuild
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2. raidListhSEE kL h 0—5—B B LI /00— vBE S HFERAL T RO/INGA—E—T
raidNewd VK Zscheme=concentrator&EH IZE T LET .

Propesties for iappliance
Parameters: Send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parasotors:
controller - <ufntd2, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
cuimt32, optional, {enum-ane:The value must bo ome of the following: £4]249|250)> Enclosure nusbor of the shelf to clear. Required if the controller has more than cne enclosure att:
fon | &

:::::“t°<;\rlng, {enum-one:The value must be one of the following: decoder| | cancentrator |archiver | network-hybrid|log-hybrid|log-1 1og-hybrid|pack
hatspare | decoder -metakit] loga -metakit| con or-metakit}> Type of RAID velumes to allocate
Output {or command manual help) . . : ;
network-hybrid Inteenal S5 [ 56 hybrid drive set 2x smal HDD RAID 1 for decoder meta, 5x large HDO decoder, 3x lange HDD concentrator, 2x S50 index
log-tybrid External Bor 12 0r 15 HODs Half of the drives in RAID 5 for meta expansion. half the drives in RAID 5 for packet expansion
Iog-hybrid Intarial S5/ 567 5T hybrid drive set 2x smadl HDD RAID 1 for decoder meta, 4x iarge HDD decoder, 4x lange HDD concentrator, 2x S50 index
endpaini-log-hybeid  Intemal 55/ 56/ 5T hybrid drive set 2x amall HOD RAID 1 for decoder meta, 4x large HOD RAID 10 for log decoder and endpoint, 4x large HOD' RAID 5 for concenirator, 2x S50 index
log-indexed-decoder  Intemal SBE hybrid drive set 10x HOD RAID & for log decoder meta and packet. 2x S50 index
concantratnd External 2 of more SSDs, 4 or more HODs OR 12 HDDs AN S50s in RAID 1 or RAID 5 for index. all HDDs in RAID 6 for meta. NOTE: If no SSDs are present, the cancentrator-metakit MUST be used.
decodersmetakit Imtesnial 1 medta kit (3 HDDs) or 2 meta kits (6 HDDs) 3x drives in RAID 5 or Gx drives in RAID 6 for meta
logdecoder-metakit  Intemal 1 meta kit (3 HDDs) or 2 meta kits (6 HDDs) 3x drives in RAID § or 6x drives in RAID 6 for meta
concentrator-metakit  Imermal 1 meta kit (3 S5Ds) or 2 meta kits (6 S5Ds) 3x drives in RAID 5 or Gx drives in RAID 6 for index. If two drive configuration, then 2x drives in RAID 1 for index.

ZNIZ&Y. PowerVault 2412MDHDDZ{E i L T3t L—2RAIDAME L SN ET .

controller=1 enclosure=246 scheme=concentrator commit=1

Properties for fappliance
dM ~  F ;| Co 1 h =246 scheme=concentrator commit=1 Send

ge Help

raidNew: allocate RAID devices in a drive shelf

security.roles: appliance.manage

parameters:
controller - <uint32, {enum-cne:The value must be one of the following: ©,1}> Controller the shelf is attached to
enclosure - cuint32, optional, {enum-one:The value must be one of the following: 64|246}> Enclosure number of the shelf to clear. Required if the cc
scheme - ¢string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log- indexed-de

expansion|decoder-hotspare|logdecoder-hotspare |decoder-metakit | logdecoder-metakit | concentrator-metakit}> Type of RAID volumes to allocate
lappliance?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=246&scheme=concenirator&commit=1

OCutput {or command manual help)

fopt/MegaRAID/perccli/percclitd /cl add vd r6 drives=246:98,246:1,246:2,246:3,246:4,246:5,246:6,246:7,246:8,246:9,246:18,246:11 ra Strip=128
CLI Version = 267.1910.0000.8000 Oct @8, 2021

Operating system = Linux 4.18.8-513.18.2.el8_9.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. .Concentrator/R AN [Z3B Il SN F-SSDIZREE & fF ITonTLN\Havk O—5—F S &I 70— 8
SEFRALT. RO/INSA—B—T raidNewdATUREEITLET. ChIZKY. 1OTYIRXED
RAIDAME R SNFET -

controller=0 enclosure=64 scheme=concentrator-metakit commit=1
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Properties for /appliance -
[raidNew v |Parameters: | controller=0 enclosure=64 scheme=concentrator-metakit commit=1 | Send l

Message Help

raidNew: allocate RAID devices in a drive shelf

security.roles: appliance.manage

parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached t
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64|246}> Enclosure number of tk
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|net

expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of R2

|' lappliance?msg=raidNew&force-content-type=text/plain&controller=0&enclosure=64&scheme=concentrator-metakit&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli/percclibd /c® add vd rS5 drives=64:4,64:5,64:6 ra Strip=128
CLI Version = ©e7.191e.86e8.8000 Oct 68, 2021

Operating system = Linux 4.18.0-513.18.2.el8_9.x86_64

Controller = @

Status = Success

Description = Add VD Succeeded.

devlistAWUREFEALT. 7099 T/AL ADsdessddhME L SN TWVA I EERERLET .

Properties for /appliance
| devlist v | Parameters: | H Send |

M ge Help

devlist: list storage devices
security.roles: appliance.manage

|/appliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

sdd: wvendor=DELL model="PERC H748P Mini" size="2.91 TB" used=8
sdb: vendor=DELL model="PERC H748P Mini" size="1.82 TB" used=1
sdc: wvendor=DELL model="PERC H840® Adp" size="181.9 TB" used=8
sda: vendor=DELL model="PERC H740P Mini" size="931 GB" used=1

4, FF. ROINTGA—EEFEHALT. partNew AR EFEFTLTCAVEINL—E IN—T0 3% 1E
BLET. 10T VIR R a—LDFT 12t b Lb—3 RYa—LEERTEIDLELABYET . 25
LIEWEERBRLET

sdeldPowerVault 2412 MHDDIZRE & {5 (5 TLVA. concentratorrh!)1a—LIZ{F A S ET .

name=sdc service=concentrator volume=concentrator commit=1
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Properties for /appliance )
_partNew | Parameters:  name=sdc service=concentrator volume=concentrator commit=1 H Send |

Message Help
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> serv
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decode
logdecoder-meta|archiver|hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

/appliance?msg=partNew&force-content-type=text/plain&name=sdcgservice=concentrator&volume=concentrator&commit=1

Output (or command manual help)
E o ke

ar
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% lee¥
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f concentrator /dev/sdcl
Volume group "concentrator" successfully created
/sbin/lvcreate -y -n root -L 38G concentrator
Logical volume “root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491488 blks
= sectsz=512 attr=2, projid32bit=1
= crc=l finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0 inobtcount=0

data bsize=4896 blocks=7863808, imaxpct=25
= sunit=32 swidth=256 blks
naming =version 2 bsize=4896 ascii-ci=8, ftype=1
log =internal log bsize=4896 blocks=3848, version=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none extsz=4896 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator

/bin/mount /var/netwitness/concentrator

/sbin/lvcreate -y -n sessiondb -1 18%FREE concentrator
Logical volume "sessiondb" created.

/shin/mkfs.xfs /dev/concentrator/sessiondb

5. SSDICAUTYIREE BT BIZIE. RDINTGA—FZFE AL T partNew AYUREETLET . sdd
(F3B N SN F-SSDICEHE ff (T 12 TYIR Ra—LELTHERAINET .

name=sdd service=concentrator volume=index commit=1
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Properties for /appliance
partNew | Parameters: |name=sdd service=concentrator volume=index commit=1  Send

Message Help

name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> se

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|deco
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

commit - <bool, optional> commit changes

lappliance?msg=partNew&force-content-type=text/plain&name=sdd&service=concentrator&volume=index&commit=1
Qutput (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 8% 1@0%
/sbin/pvereate -f /dev/sddl

Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f index /dev/sddl

Volume group "index" successfully created
/sbin/lvcreate -y -n index -1 18@%FREE index

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512 agcount=32, agsize=2441008@ blks
sectsz=512 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=e

reflink=1 bigtime=8 inobtcount=8

data bsize=4896 blocks=781122560, imaxpct=5
sunit=32 swidth=64 blks
naming version 2 bsize=4096 ascii-ci=8, ftype=1
log =internal log bsize=4896 blocks=381488, version=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none extsz=40896 blocks=8, rtextents=e

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

[root@conc ~]# lsblk
NAME MIN RM  SIZE RO MOUNTPOINT
sda 931G
sdal 1G
sda2 930G
netwitness_vg00-root 306G
netwitness_vg00-swap 4G
netwitness_vg00-nwhome 2,77
netwitness_vgb0-varlog 186G
netwitness_vg00-usrhome 253: 106G

sdb 8: 1.8T
L-sdb1 8: 1.8T
L—nﬂfwifnﬂqq_ugﬂﬂ-nwhnmn 27T
sdc 181.9T
L-sdc1 181.9T
Econcentratn r-root 306

/boot

/

[SWAP]
/var/netwitness
/var/log

/home

~

/var/netwitness

w r

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

concentrator-sessiondb 18.2T
concentrator-metadb 163.7T
2.9T
9T
9T

sdd
Lsdd1
L_index- index

Lﬂsg_:;J’-‘-UJR'-JLULU‘-II—‘!—"\OW"-JI—‘QI-.J:—'—G

[ocNoloNololoNolooloNoNoNololoNoNol ol ol
OO0 D000 OOQ

/var/netwitness/concentrator/index

6. XDINGA—B%E/TE L TsrvallocaAI R ZEETLET.

service=concentrator volume=concentrator commit=1
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Properties for /appliance
srvAlloc v | Parameters: | service=concentrator volume=concentrator commit=1 Send

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> ser
volume - <string, {enum-one:The value must be one of the following: concentrator|index|netwitness_vgé®}> volume gro
commit - <bool, optional> commit changes

lappliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==155.5 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==17.28 TB

service=concentrator volume=index commit=1

Properties for /appliance
srvAlloc v | Parameters: | service=concentrator volume=index commit=1 Send

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}s
volume - <string, {enum-one:The value must be one of the following: concentrator|index|netwitness_vg@@}> volume g
commit - <bool, optional> commit changes

lappliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=index&commit=1

Output (or command manual help)

Set /index/config/index.dir to /var/netwitness/concentrator/index==2.76 TB

7. df -hPT/IN—T12a e B LET

[root@conc ~]# df -hP

Filesystem Size Used % Mounted on

devtmpfs 63G 0 /dev

tmpfs 63G 8.0K /dev/shm

tmpfs 63G 9.9M Jrun

tmpfs 636G 2] /sys/fs/cgroup
/dev/mapper/netwitness_vg00-root 306 4.16G6 /

/dev/sdal 1014M 189M /boot
/dev/mapper/netwitness_vg00-varlog 106 119M : 2% /var/log
/dev/mapper/netwitness_vg00-usrhome 10G 105M ; /home
/dev/mapper/netwitness_vg00-nwhome 2.7T 20G ; 1% /var/netwitness

tmpfs 136 0 % /run/user/0
/dev/mapper/concentrator-root 306G 248M /var/netwitness/concentrator
/dev/mapper/concentrator-sessiondb 19T 1306 /var/netwitness/concentrator/sessiondb
/dev/mapper/concentrator-metadb 164T 1.2T /var/netwitness/concentrator/metadb
/dev/mapper/index- index 3.0T 216G /var/netwitness/concentrator/index
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