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Response Actions

Response Actions are the reactive operations performed on configured metas using NetWitness
Orchestrator (ThreatConnect) or other third-party tools after triaging an event. The ResponseActions
feature (IBl (CONFIGURE) > More > Response Actions) allows you to integrate the supported third-
party tools or connectors with NetWitness platform and perform the following actions.

o Create and manage Response Actions for metas displayed in Respond, Investigate, Hosts, and Users
views that support context highlights.

o Perform Quick Actions on the applicable meta and post the meta with additional information to the
connector for taking further actions.

NETWITNESS @ Home & |nvestig @ Respond fa User & Host: BFiles 83 Dashbo:
LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES  POLICIE A S CUSTOM FEEDS  INCIDENT RULES  INCIDENT NOTIFIC s RESPONS s | MoRE

RESPONSE ACTIONS

o

W | + Create

O  Name DESCRIPTION CONNECTOR META KEYS STATUS LAST UPDATED

O Containhost O Enabled

O Containhost [

00 Lift Containment: s containment et ThreatConnect jevice. e Enabled

O Lift Containment on hos a ent on acrowdst..  CrowdsStrike O Enabled

1- 4 0f 4 Response Actions | Oselected

Response Actions per page

There are four OOTB actions in the NetWitness Platform 12.5. CrowdStrike has two OOTB actions
which are:

o Contain host: This response action allows you to isolate the host.

o Lift Containment on host: This response action allows you to unisolate the host.
ThreatConnect has two OOTB actions which are:

o Contain host on Crowdstrike: This response action allows you to isolate the host.

o Lift Containment of host on Crowdstrike: This response action allows you to unisolate the host.

Note: You cannot create, clone, and delete any of the out-of-the-box Response Actions created by
default. You can only edit, disable, and enable them.

For more information on how to create and manage the Response Actions, see Create and Manage
Response Actions. For more information on how to add parameters and post the parameters with meta to
the connector, see Response Actions and Quick Actions Use Case Examples.

5 Response Actions
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RBAC Permissions for Response Actions

e You can view the Response Actions configured in the Response Actions view only if you have
response-actions-server.actiondefinition.read permission.

* You must have response-actions-server.actiondefinition.manage permission to create, edit, clone,
delete, enable, and disable the Response Action.

e You must have response-actions-server.history.read permission to view the Response Action
history.

e You must have response-actions-server.actiondefinition.execute permission to execute any response

actions.

For more information, see How Role-Based Access Control Works topic in the System Security and
User Management Guide.

Workflow

The following figure shows the high-level NetWitness Response Actions workflow process.

Edit the Response Action

Right Click the Context
. Meta in Respond, Click Quick Actions in the
Investigate, Host or Users Context Highlights Section
View

Save the Response Action

Go to Response Actions
View and Create Response Clone the Response Action
Action

Integrate Third Party Tool
with NetWitness

Select the Response Action

Enable or Disable the
Response Action

View Action History for ! Enter the Required
Response Actions Parameters and Confirm

For more information on the workflow, see Response Actions and Quick Actions Use Case Examples.

Response Actions Server

The service Response Actions Server is introduced in the Admin > Hosts view to integrate the
third-party tools with NetWitness Platform.

Response Actions
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T SOURCES
Groups Hosts
+ c | £ Update Q& Discover Filter X
Name Name Host P Services = Current Version = Update Version Status
Sai O Up-to-Date
Up-to-Date
Up-to-Date
Up-to-Date
O Up-to-Date
Up-to-Date
Page 1 of1 | | C Displaying 1 -6 of 6
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Integrate the Connector with NetWitness Platform

You must integrate the connector with NetWitness Platform before creating a Response Action. The
meta and the additional parameters information can be forwarded to the connector through NetWitness
Platform only when you integrate the connector with NetWitness Platform.

Support Connectors for NetWitness Platform

Connector Type | Actions Type

12.4 and later ThreatConnect Custom Actions

12.5 and later ThreatConnect OOTB Actions to CrowdStrike

12.5 and later CrowdStrike OOTB Actions
ThreatConnect

You can perform the following actions using the ThreatConnect connector type.

e ThreatConnect Custom Actions

e ThreatConnect Out-Of-The-Box Actions

ThreatConnect Custom Actions

The following section explains how to integrate a connector such as ThreatConnect with the NetWitness
Platform.

To integrate ThreatConnect with NetWitness Platform
1. Goto (Admin) > Services.

2. Select the Response Actions Server service in the Services view and go to > View > Explore.

The Response Actions Server Explore view is displayed.

Integrate the Connector with NetWitness Platform 8
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% Change Service | adminserver - Response Actions Server |  Explore
Ir a

= adminserver - Respo...

&S adminserver - Response Actions Server.

3. Select nw/response/connector/threatconnect in the left panel.

4. Enter the following information:

client-id: This field can be left blank as it is unnecessary for this integration.

« client-secret: This field can be left blank as it is unnecessary for this integration.

¢ host: Provide the Host IP or domain name of ThreatConnect instance. In case of ThreatConnect,
the Host IP is the IP displayed in the URL of ThreatConnect Playbook’s Webhook Trigger.

« instance-id: If playbookWebHookPathByOrg is enabled in ThreatConnect, you must enter the
Organization ID as the instance-id in the Response Actions Server Explore view. If
playbookWebHookPathByOrg is not enabled, leave this field empty.

For example: If you enter api/playbook/1/blockipaddress in the Path field in ThreatConnect
Playbook’s Webhook Trigger, you should enter 1 in the instance-id field.

o prefix-url: This is the prefix part of the Path field in ThreatConnect Playbook’s Webhook
Trigger. You must enter the prefix part as the prefix-url in Response Actions Server Explore view.

For example: If you enter api/playbook/blockipaddress in the Path field in ThreatConnect
Playbook’s Webhook Trigger, you should enter api/playbook/ in the prefix-url field.

o username: Enter the ThreatConnect Playbook’s Webhook Trigger username if authentication is
enabled.

o password: Enter the ThreatConnect Playbook’s Webhook Trigger password if authentication is
enabled.

Note: All the ThreatConnect Playbook’s Webhook Trigger must have the same username and
password when used by NetWitness Platform.

o port: Enter the ThreatConnect Playbooks port.

Note: By default, ThreatConnect Playbook Webhook uses the port 443 to accept request.

o use-ssl: Set this field to true to enable SSL.

o verify-s-s-1: Set this field to true to enable SSL verification.

9 Integrate the Connector with NetWitness Platform



NetWitness Response Actions Configuration Guide

Note: This will require a certificate that is issued and configured.

o use-proxy: Set this field to true to enable proxy.

The following diagram explains the URL structure associated with ThreatConnect Playbook’s Webhook
Trigger.

Parts of URL Structure

(S €N https://10.118.129.59/api/playbook/1/blockipaddress

10.118.129.59/ api/playbook/ blockipaddress

2 4

The following table explains the parts of the URL structure associated with ThreatConnect Playbook’s
Webhook Trigger.

m Description

1 This part provides information about the SSL or non-SSL connection established between
NetWitness Platform and ThreatConnect instance. For example: If the SSL connection is
established between NetWitness Platform and ThreatConnect, this part displays https,

2 This part provides information about the Host IP or domain name of ThreatConnect
instance.
3 This part provides information about the prefix-url associated with ThreatConnect

Playbook’s Webhook Trigger. For example: api/playbook/

4 This part of the URL provides information about the instance-id associated with
ThreatConnect Playbook’s Webhook Trigger. For example: 1

5 This part of the URL provides information about the URL Path associated with
ThreatConnect Playbook’s Webhook Trigger.

For example: In the above diagram, blockipaddress is the URL Path associated with
ThreatConnect Playbook’s Webhook Trigger. The URL Path associated with ThreatConnect
Playbook’s Webhook Trigger must be entered while creating and managing Response
Actions.

Integrate the Connector with NetWitness Platform 10
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ThreatConnect Out-Of-The-Box Actions

The following section explains how to integrate a connector such as CrowdStrike with the NetWitness
Platform through ThreatConnect.

Create Netwitness Response Actions Proxy Service in ThreatConnect for Supported Connectors
1. Register and Sign in to ThreatConnect.

2. Generate the Client ID and Client Secret which shall be used for the configuration of Response
Actions on the NetWitness Platform.

3. In the Playbooks dropdown, click Services.

= .
I Threa‘tcmmc‘t Dashboard v  Workflow v  Posts  Graph  ATT&CK  Reporting  Playbooks v  Browse v  Spaces v  Create v  Import v @ {é} n Q
Activity
Services
App Builder
Environments

All / None Templates
25 v

Playbook Trigger, Se.

REST API Browser Service
This app is designed to enrich indicators with CAL data for the ThreatConnect browser extensior
App Version
API Path services/browser_extension_enrichment/v1
Log Level
REST API JS Report
App Version 1011
API Path services/jsreport/vl
Log Level
Custom Trigger New Microsoft Sentinel

4. Click +NEW to create a Service.

I Threa'mmrﬁc‘t Dashboard v  Workflow v  Posts  Graph  ATT&CK  Reporting  Playbooks v  Browse v  Spaces v  Create v  Import v @ {§} jay Q

Services

+ NEW

5. Enter any name in the Name field.

Note: The name entered will reflect in front of the Create Service field at the top.

6. From the Service Type drop-down, select Service API.

7. From the Service dropdown, scroll and select NetWitness Response Action Proxy from the list of
available services.

11 Integrate the Connector with NetWitness Platform
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‘I Threa‘tcmmct Dashboard v  Workflow v  Posts  Graph  ATT&CK  Reporting  Playbooks v  Browse v  Spaces v  Create v  Import v ® {"o} Q Q
Create Service: nw-tc %
@
Select Configure Parameters
None —
Service APl Vv t browser extensiol
NetWitness Response Action Proxy v1.0.0
CANCEL NEXT
8. Click Next to fill the Configuration details.
9. In the Configure tab, by default the Launch Server is set to tc-mon and the API Path is set to
NetWitness_proxy.
‘I Threa‘mmrect Dashboard v  Workflow v  Posts  Graph  ATT&CK  Reporting  Playbooks v  Browse v  Spaces v  Create v  Import w @ {9} g Q
Create Service: nw-tc 2
@ @
Select Configure Parameters
25 v
NetWitness_proxy
O
0

CANCEL = PREVIOUS = NEXT

10. Click Next to enter the setup parameters.

11. In the Parameters tab, enter the Crowdstrike Client ID and Crowdstrike Client Secret.

Integrate the Connector with NetWitness Platform 12
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I -rhrea'&mmct Dashboard v  Workflow v  Posts  Graph  ATT&CK  Reporting  Playbooks v  Browse v  Spaces v  Create v  Import w @ {ﬁ} n Q
Create Service: nw-tc 2
@ L 24

CANCEL ~ PREVIOUS w

t

12. Click Save, a new Service is created.

Note: After a new Service is created, the Rest API for the newly created Service will be in
disabled mode. Click the toggle button to enable the Rest API.

REST API nw-tc

App Version  1.0.0
API Path

This API path is required in the Response Action’s Service API Path in the NetWitness Platform.
The Service is now ready to accept the request from NetWitness and perform any action.

To integrate CrowdStrike with NetWitness Platform through ThreatConnect
1. Go to Bl (Admin) > Services.

2. Select the Response Actions Server service in the Services view and go to TS View > Explore.

The Response Actions Server Explore view is displayed.

13 Integrate the Connector with NetWitness Platform
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% Change Service | adminserver - Response Actions Server |  Explore

— . Irsa/nwiresponse/connector/threatconnect adminserver - Response Actions Server

= adminserver - Respo...

client-id 28 ]

&S adminserver - Response Actions Server.
client-secret <encrypted>

[Jadmin/security/settings
host partnerstage.threatconnect.com

[ configuration
instance-id

Oldatarcontrol B e
password *

B[ filesystem port -

Cformats prefix-url
health use-proxy false
B[ logging use-ss| true
B[O metrics « username
[ nwiresponse/connector/crowdstrike verify-s-s-| false
[J nw/response/connector/threatco...
[Jnw/upgrade
B process
[response/dataretention
[Oresponse/scheduled/jobs
B Jresponseactions
B[ Jsecurity

B[ Jtransport

B[ websocket -

3. Select nw/response/connector/threatconnect in the left panel.

4. Enter the following information:

o client-id: Enter the client-id generated by ThreatConnect.

o client-secret: Enter the client-secret generated by ThreatConnect.

o host: Provide the Host IP or domain name of ThreatConnect instance.

o instance-id: This field can be left blank as it is unnecessary for this integration.
o password: This field can be left blank as it is unnecessary for this integration.

o port: Enter the ThreatConnect instance port.

Note: By default, ThreatConnect instance uses the port 443 to accept request.

o prefix-url: This field can be left blank as it is unnecessary for this integration.
use-proxy: Set this field to true to enable proxy.

« use-ssl: Set this field to true to enable SSL.
o username: This field can be left blank as it is unnecessary for this integration.

o verify-s-s-1: Set this field to true to enable SSL verification.

Note: This will require a certificate that is issued and configured.

CrowdStrike

The following section explains how to integrate a connector such as CrowdStrike with the NetWitness
Platform.

Integrate the Connector with NetWitness Platform 14



NetWitness Response Actions Configuration Guide

To integrate CrowdStrike with NetWitness Platform
1. Go to B (Admin) > Services.

2. Select the Response Actions Server service in the Services view and go to T > View > Explore.

The Response Actions Server Explore view is displayed.

% Change Service |  adminserver - Response Actions Server | Explore

- . Irsalnwiresponse/connector/crowdstrike adminserver - Response Actions Server
= adminserver - Respo...
client-id 4 2
&3 adminserver - Response Actions Server
client-secret encrypted:
[Jadmin/security/settings
host
[ configuration
use-proxy false
[ datarcontrol
use-ss| true
B[ filesystem

CIformats
[Ohealth
B[Jlogging

B0 metrics

verify-s-s-1 true

[Jnw/response/connector/crowdstr...
[ nwiresponse/connector/threatconn.
Dlnwiupgrade

& [Jprocess
[Oresponse/dataretention
[ response/scheduled/jobs

B[ Jresponseactions : ?ﬁ

a0 security

B [transport =

3. Select nw/response/connector/crowdstrike in the left panel.

4. Enter the following information:

 client-id: Enter the client-id generated by CrowdStrike.

o client-secret: Enter the client-secret generated by CrowdStrike.

o host: Provide the Host IP or domain name of CrowdStrike instance.
o use-proxy: Set this field to true to enable proxy.

o use-ssl: Set this field to true to enable SSL.

o verify-s-s-1: Set this field to true to enable SSL verification.

Note: This will require a certificate that is issued and configured.

15 Integrate the Connector with NetWitness Platform
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Create and Manage Response Actions

The Response Actions view allows you to create the new Response Actions and manage the existing
Response Actions. You can perform the following actions using the Response Actions view.

o Create Response Actions

o Edit Response Actions

e Clone Response Actions

e Enable Response Actions

e Disable Response Actions

e Delete Response Actions

Create Response Actions

You can create the Response Action for any meta in the Create Response Action view ([El

(CONFIGURE) > More > Response Actions > > Create Response Action).

To create custom Response Actions
1. Go to Il (CONFIGURE) > More > Response Actions.
The Response Actions view is displayed.

NETWITNESS

OM FEEDS  INCIDENT RULES NT NOTIFICATIONS

META KEY: BAN LAST UPDATED

1-40f 4 Response Actions | Oselected ] Response Actions per page

. Create v .
2. Click and select the connector from the drop-down list.

The Create Response Action view is displayed.

Create and Manage Response Actions 16
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NETWITNESS 3 E tig OJ ) & BFi

LIVE CONTENT  SUBSCRIPTIONS CAPTURE POLICIES ESA RULES  CUSTOM FEEDS  INCIDENT RULES ~ RESPONSE ACTIONS MORE

CREATE RESPONSE ACTION

URL PATH

® Response Action created is enabled for the selected meta by default

3. Enter the Action name for the Response Action.

For example: If the Response Action is to block an IP address associated with the context meta, you
can enter Block IP or Block IP Address as the Action name in the Action Name field.

4. Enter the description of the Response Action being created.

For example: You can enter Creating this Response Action to block the IP address in the
Description field.

5. Enter the meta keys of the applicable metas on which you want to perform the Response Action.

For example: If the meta keys are ip_address, ip.src, and mac_address, you must enter ip_address,
ip.src, ip_src, and mac_address in the Applicable Meta field.

Note: Enter the comma-separated values in the Applicable Meta field. If any meta key is available
in multiple formats, you must enter the multiple formats of the meta key in the Applicable Meta
field.

For example: If a meta key user.sre is also available in the form of user_sre, you must enter both
user.src and user_sre formats in the Applicable Meta field.

6. Enter the URL Path you used while creating the webhook trigger in the ThreatConnect playbook for
NetWitness Platform, in the URL Path field.

For more information, see Integrate the Connector with NetWitness Platform.

7. Click + Add Parameter option next to the Parameters field.

The Add Parameter window is displayed.

17 Create and Manage Response Actions
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ADD PARAMETER

PARAMETER KEY* ©®

Enter the Parameter Key...

DEFAULT PARAMETER

L)

PARAMETER TYPE* ©®

PARAMETER LABEL* ©®

Enter the Parameter Label...

PARAMETER PLACEHOLDER ©®

Enter the Parameter Placeholder...

Cancel

8. Provide the following information.

o Parameter Key: Enter the key name of the key-value pair that you want to forward to the
connector. This key name is also displayed in the Response Actions Overview panel.

Note: If you turn on the toggle for Default Parameter, the selected NetWitness meta value will
be associated with this key. It is mandatory to have at least one key marked as a Default
Parameter.

IMPORTANT: You must not enter the following reserved parameter keys in the Parameter
Key field.

- nw-user

- nw-comment

- nw-actionld

- nw-actionName

o Parameter Type: Sclect any of the following format types. You must select any of these types on
the basis of the parameter value that you want to forward to the connector. Basic input validations
are made based on the chosen type.

- Number: Select this option if you want to forward a numerical parameter type to the connector.
- String: Select this option if you want to forward a string parameter type to the connector.
- Email: Select this option if you want to forward an email parameter type to the connector.

- IP: Select this option if you want to forward IPv4 type to the connector.

Create and Manage Response Actions 18
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o Parameter Label: Enter the label or field name of the parameter as it appears in the Quick

Actions window form, that you want to forward to the connector.

For example: If you want to forward the IP 10.124.85.29 to the connector for blocking it, you can
enter Block IP Address as the label in the Parameter Label field.

Note: While performing the Quick Actions on the applicable meta, this label will be displayed
as a field in the Quick Actions window. In this field, you must enter the required data to be
forwarded to the connector for further processing. For more information, see Quick Actions.
Parameter Key will be used only in the backend to send the key-value pair information.

Parameter Placeholder: Enter the placeholder text that can be used as a hint in the form field
while filling up the Quick Action form on the applicable meta.

For example: If you enter Block IP Address as the value in the Parameter Label field and
Additional IP as the text in the ParameterPlaceholder field, the text Additional IP will be
displayed as the placeholder text in the Quick Actions window under the Block IP Address field.

Note: By default, the toggle for Default Parameter is turned off. When you turn on the toggle
for Default Parameter, the ficlds Parameter Type, Parameter Label,and Parameter
Placeholder will be grayed out.You must enter the required information in the fields that are
marked with *. For more information on how to add parameters and send the parameters to the
connector, see Response Actions and Quick Actions Use Case Examples.

9. Click Add.

10. Click Save Action.

Edit Response Actions

You can edit an existing Response Action displayed in the Response Actions view and modify the
Action Name, Action Description, supported metas, and URL Path associated with the connector.

To edit the Response Action
1. Go to k2l (CONFIGURE) > More > Response Actions.

The Response Actions view is displayed.

19
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NETWITNESS

INCIDENT RULES  INCIDENT NOTIFICATIONS

DESCRIPTION

1-40f 4 Response Actions | Oselected

2. Select the Response Action and click Edit.
The Edit Response Action view is displayed.

NETWITNESS ¥ Ho & Investig
LIVE CONTENT  SUBSCRIPTIONS ~ CAPTURE POLICIES ~ POLICIES ~ ESARULES  CUSTOM FEED

EDIT RESPONSE ACTION

ACTION NAME

DESCRIPTION

APPLICABLE META

ip_addr | ip_address

META KEYS

)S  INCIDENT RULES

URL PATH

asdfsd

USERNAME

sdfasf

PASSWORD

PARAMETERS

PARAMETER KEY DEFAULT PARA. PARAMETER TY.

ssdf Yes

BANY LAST UPDATED
Enabled
Enabled

Enabled

Response Actions per page

Add Parameter

PARAMETER LA

X Cancel Save Action

editing the Response Actions.

Note: For Crowdstrike, you can only modify the Description and Applicable Meta ficlds while

if necessary.

Note: For CrowdStrike integrating through ThreatConnect, the fields do not require changes. You
can only modify the Description, Applicable Meta and Service API fields while editing the
Response Actions. Copy the Service API path from the ThreatConnect Service and replace it here,

Create and Manage Response Actions
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NETWITNESS

ONTENT SUBSCRIPTIONS CUSTOM FEEDS INCIDENT RULES

EDIT RESPON

SERVICE API PATH" ©

URL PATH

PARAMETERS

PARAMETER KEY DEFAULT PARAMETER PARAMETER TYPE

host Yes Hostna 1P or MAC Address
APPLICABLE META
forward.ip| xipaddr | xipsrc  xipdst | x ip.orig| xorigip

ip_addr

aliasip |  device.ip

ip_src | x ip_dst device_ip | x ip_address | x ip_source | x alias_ip

host.dst | x hostsrc |  aliashost | x device:host | x host_dst | * host_src |  domain

mac_address  x alias_host  x device_host | x alias.mac  x alias_mac

mac_address

X Cancel Save Action

3. Modify the required fields.
4. Click Save Action.

Clone Response Actions

You can clone an existing Response Action to re-use certain data and modify certain fields in the cloned
Response Action.

To clone the Response Action
1. Go to [El (CONFIGURE) > More > Response Actions.
The Response Actions view is displayed.

NETWITNESS g &

M FEEDS

DESCRIPTION

1-40f 4 Response Actions | Oselected

2. Select the Response Action and click Clone.

NCIDENT RULES

CONNECTOR

INCIDENT NOT

META KEYS BANY LAST UPDATED

al P, C Enabled

06/19/202406:

Response Actions per page

21
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The Create Response Action view is displayed.

3. Modify the existing data as per your preference and click Save Action.

Enable Response Actions

You can enable the disabled Response Action in the Response Actions view.

To enable the Response Action
1. Go to kgl (CONFIGURE) > More > Response Actions.

The Response Actions view is displayed.

NETWITNESS g Gl

CUSTOM FEEDS  INCIDENT RULES  INCIDENT NOTIFIC

LAST UPDATED

24 06:

1-40f 4 Response Actions | Oselected Response Actions per page

2. Select the disabled Response Action and click Enable.

Disable Response Actions

You can disable any Response Action which is in the enabled state in the Response Actions view.

To disable the Response Action
1. Go to IEl (CONFIGURE) > More > Response Actions.

The Response Actions view is displayed.
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NETWITNESS 3 g 3 e

INCIDENT NOT

RESPONSE ACTIONS

META K BAN LAST UPDATED

Enabled 06/19/2024.06;
ost using NetWitness Pr. ea alia = Enabled

Enabled

1-40f 4 Response Actions | Oselected 1 o 2 Response Actions per page

2. Select the enabled Response Action and click Disable.

Note: The disabled Response Actions will not be populated in the Quick Actions window for
selection.

Delete Response Actions

You can delete any unwanted Response Action in the Response Actions view.

To delete the Response Action
1. Go to &l (CONFIGURE) > More > Response Actions.

The Response Actions view is displayed.

NETWITNESS 31 lome & Invesligale @ Respond s Users Bliles & Da:

LIVE CONTENT  SUB CAPTURE POLICIES  POLICIES sA S CUSTOM FEEDS  INCIDENT RULES  INCIDENT NOTIFICA

RESPONSE ACTIONS

Y | + Create
NAME DESCRIPTION conNEcToR META KEYS sTaTUS LAST UPDATED
Contain host This response action contains an host via crowdstrike whic. Crowdstrike alias.p, device.ip, forward.ip (+: Enabled 06/19/2024 06:
Contain host on Crow il i i i r. ThreatConnect i rward.ip (4 Enabled
Lift Containment of h St is IS¢ \C Net... Threate nect a ), + @ Enabled

Lift Containment on host ent on a ist... Crowdstrike viceip, forward.ip (5 O Enabled

1-40f 4 Response Actions | Oselected 25 Response Actions per page
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2. Select the Response Action you want to delete and click Delete.

View Action History

When you execute Response Actions in the Quick Actions, the actions performed are recorded and the
associated data is displayed in the Response Actions History view ( IBl (CONFIGURE) > More >
Response Actions > View Action History > Response Actions History). This is a global view of all
actions performed across all Response actions.

NETWITNESS & Home & Investigate O Respond f& Users & Hosts BFile 88 Dashboa

LIVE CONTENT  SUBSCRIPTIONS ~ CAPTURE POLICIES ~ POLICIES ~ ESA RULES  CUSTOM FEEDS  INCIDENT RULES  INCIDENT NOTIFICATIONS  RE.

Back RESPONSE ACTIONS HISTORY

EXECUTED ON CONNECTOR META KEY META VALUE STATUS EXECUTED BY

NAME
Contains

CONNECTOR
ThreatConnect ip_address

ThreatConnect ip_address Success

META VALUE
4 st on CrowdsStrike eatC d ed

Contains t on CrowdStrik ThreatConnect ip_addr Failed A

ThreatConnect ip_address Failed A
STATUS

o

EXECUTED BY

Contains

EXECUTED ON

1- 6 of 6 Action Executions ) 7 Action Executions per page

To view Action History
1. Go to Il (CONFIGURE) > More > Response Actions.
The Response Actions view is displayed.

NETWITNESS

CONTEN 1BSC A JRE POL OLICIES SA RU CUSTOM FEEDS  INCIDENT RU INCIDENT NOTIF

RESPONSE ACTIONS

tion History

CONNECTOR META K STATUS

1-40f 4 Response Actions | O selected Response Actions per page
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2. Click View Action History.

The Response Actions History view is displayed.
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Response Actions History View

The Response Actions History view consists of a Filters panel, Response Actions History List, and an
Overview panel.

NETWITNESS

9 Da:

CAPTURE POLICIES 0 R CUSTOM FEEDS  INCIDENT RULE: INCIDENT NOTIFICATIONS ~ RESPO c S MORE

& Back | RESPONSE ACTIONS HISTORY

EXECUTED ON NAME CONNECTOR META KEY META VALUE STATUS EXECUTED BY
NAME

406:06:11am Lift Containment of host on CrowdStrike ThreatConnect ip_address Success deploy_admin
Contains

406:05:22 am Lift Containment of host on C e ThreatConnect ip_address Success deploy_admin
CONNECTOR

06/27/2024 05:40:16 am ThreatConnect ip_adds su deploy_admin

/2024 05:32:4; Contain host on Crowdstrike ThreatConnect ip_address

Success deploy_admin
META VALUE

Cont: e 06/27/2024 05:31:22 am Contain host on Crowdstrike ThreatConnect ip_addres Failed A deploy_admin

12024 05:30:43 am Contain host on Crowdtrike ThreatConnect ip_address.
STATUS

O Suce

O Failed

Failed A deploy_admin

EXECUTED BY

Contains

EXECUTED ON
Dale

1- 6 of 6 Action Executions

=RV RENISSS & Hosts B File 88 Dashb

PTURE POLICIES INCIDENT RULES  INCIDENT NOTIFICATIO RESPONSE

ONS HISTORY

Executed Action Overview
EXECUTED ON NAME CONNECTOR META KEY META VALUE sTATUS EXECUTED BY

v OVER
06/27/202406:06:11am Lift Containment of host on CrowdStrike ‘ThreatConnect ip_address Success deploy_admin
NAME

Lift Containment of host on Crowdstrike ThreatConnect ip_addres Sucee deploy_admin Lift Containment of host on CrowdStrike

" CONNECTOR
Contain host on Crowdstrike ThreatConnect ip_address

ThreatConnect

deploy_admin

Contain host on Crowdstrike ThreatConnect ip_addre: Succes: deploy_admin T

Contain host on Crowdstrike ThreatConnect ip_address Failed A deploy_admin

META KEY
Contain host on Crowdstrike ThreatConnect ip_add Failed A deploy_admin ip_address

STATUS
Success

EXECUTED BY

deploy_admin

EXECUTED ON

MMEN

1- 6 of 6 Action Executions

Action Executions per page

Response Actions History Filters Panel

You can apply the following filters to view the history of the Response Actions of your interest.
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* Response Actions Name

¢ Meta Value

» Response Actions execution Status

o User who executed the Response Action

o Time duration between which the Response Action was executed

The following table lists all the fields displayed in the Response Actions History Filters Panel.

o o

Name

Meta
Value

Status

Executed
By

Executed
On

Allows you to enter the name of the required Response Action.

Allows you to enter the value of the meta key associated with the Response Action.

Allows you to filter the Response Action on the basis of the execution status. For
example: If you could successfully send the meta and  other parameters to the
connector after executing the Response Action, you can select Success status to filter the
required ResponseAction and vice-versa.

Allows you to filter the Response Action on the basis of the user who executed the
Response Action.

Allows you to select the time duration between which the Response Action was executed.

Response Actions History List

The Response Actions History List displays the history of all the Response Actions executed in the
NetWitness Platform.

The following table describes the columns in the Response Actions History List.

Executed On  Displays the date and time when the Response Action was last executed. For example:

12/11/2023 05:06am

Name Displays the name of all the Response Actions executed.

Connector Displays the name of the third party tool for which the particular Response Action was
executed. For example: ThreatConnect

Meta Key Displays the list of meta keys for which the Response Action was executed. For
example: ip.sre

Meta Value  Displays the value of the meta key for which the Response Action was executed. For
example: 10.125.237.89

Status Displays the status of the execution of Response Action. For example: Success and
Failed.
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Executed By Displays the name of the user who executed the Response Action last time.

Response Actions History Overview panel

When you click any row in the Response Actions History List, the Overview panel is displayed on the
right side of the Response Actions History view which shows the basic summary information about the
particular Response Action executed. The following fields and parameters are displayed in the Overview
panel.

o Name: This field displays the name of the Response Action executed.

For example: If you provided Block IP as the Response Action name while executing the Response
Action, the same Block IP name will be displayed in the Name field in the Response Actions History
Overview panel.

o Connector: This field displays the connector name associated with the Response Action executed.
For example: ThreatConnect.
e Meta Value: This field displays the meta value associated with the Meta Key.

For example: If the supported Meta Key is ip.src, the meta value will be displayed in the form of an
IP address such as 10.125.246.29.

o Meta Key: This field displays the supported Meta Key for which the particular Response Action was
executed.

For example: ip.src and mac_address.
» Status: This field displays the status of the Response Action executed.

For example: If the meta key and the additional parameters are forwarded to the connector
successfully, the Status field displays Success. If the meta key and the additional parameters are not
forwarded to the connector after performing the Quick Action, the Status field displays Failed.

o Executed By: This field displays the name of the user who executed the Response Action last time.

o Executed On: This field displays the Date and Time when the Response Action was last executed
For example: 12/19/2023 07:32:01 am
o Additional Parameters such as Parameter Key and Parameter Label that are posted to the connector.

For example: The Data Posted section in the Response Actions History Overview panel displays the
meta keys and additional parameters posted to the connector.

o Comment provided during the execution of the Response Action.

For example: Post the parameters and the meta key to ThreatConnect.
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Quick Actions

The Quick Actions option introduced in the Context Highlights section allows users to use the response
action configured for any applicable meta and send the meta along with any additional parameters to the
third party tool for further processing.

CONTEXT HIGHLIGHTS

37836 385797
INCIDENTS ALERTS

CRITICALITY ASSET RISK

NETWORK EXP...

% Context Lookup

Q Pivot to Investigate

@ Pivot to Investigate > Hosts/Files

i= Add/Remove from List

Note: You can access Quick Actions option when you right click any context meta in Investigate,
Respond, Users, and Hosts view where Context Highlights appears. By default, the Quick Actions

option is enabled in Context Menu Action Configuration dialog (% Admin > System > Context
Menu Actions > Quick Actions > 4 Context Menu Action Configuration).

Execute Quick Actions Option
You can take a quick action on any applicable meta in Respond, Users, Investigate, and Hosts view.

To take a Quick Action on the applicable meta

1. (Optional) Create Response Action for the applicable meta in the Create Response Action view.

2. Right click the meta in Respond, Users, Investigate, or Hosts view.

The Context Highlights section is displayed.

29 Quick Actions



NetWitness Response Actions Configuration Guide

3.

CONTEXT HIGHLIGHTS

37836 385797
INCIDENTS ALERTS

CRITICALITY ASSET RISK

NETWORK EXP...

K| Context Lookup

Q Pivot to Investigate

& Pivot to Investigate > Hosts/Files

i= Add/Remove from List

Select the Quick Actions option.
The Quick Actions window is displayed.

Quick Actions for ThreatConnect:

QUICK ACTIONS

IP_ADDRESS

O BlocklpAddr

O Blocklp

Quick Actions for CrowdStrike:

Q | ¥D Action History

MANAGED BY

®@ ThreatConnect

MANAGED BY

® ThreatConnect

Cancel

Quick Actions
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QUICK ACTIONS

IP_ADDRESS

Search Q| D Action History

MANAGED BY

O Contain Host ® CrowdStrike

MANAGED BY

O Lift Containment On Host © CrowdStrike

‘ Cancel ‘

Quick Actions for CrowdStrike through ThreatConnect:

QUICK ACTIONS

IP_ADDRESS 3 y
z - Q “Y Action History

MANAGED BY

® Contain Host On CrowdStrike

@ ThreatConnect

MANAGED BY

O Lift Containment Of Host On CrowdStrike
@ ThreatConnect

4. Select the required Response Action and click Continue.

5. Enter the additional parameters information, if any.

Note: This is applicable only if you have created custom Response Actions for ThreatConnect.

Note: For more information on how to add the additional parameters information in the Quick
Actions window, see Response Actions and Quick Actions Use Case Examples.

6. Enter the comments and click Confirm.
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Response Actions and Quick Actions Use Case

Examples

The following use cases provide examples of an administrator and an analyst using NetWitness Platform

to manage Response actions and send the additional parameters along with the meta to ThreatConnect
connector for further processing.

Use Case #1: Managing Response Action and taking Quick Action in

Respond view for the supported meta

Note: This Use Case is only for Custom Response Actions for ThreatConnect.

After integrating the third-party tool ThreatConnect with NetWitness Platform, administrator John

navigates to the Response Actions view ( (CONFIGURE) > More > Response Actions) and
performs the following actions.

* Creates new Response Action: Administrator John clicks the option in the Response
Actions toolbar and enters the following details in the Create Response Action view.

- Response Action Name

- Description of the Response Action

- Metas supported for Response Action

- URL path associated with the connector

. - . + Add Parameter .

Finally, the administrator clicks besides the Parameters field and creates the
default parameter in the Add Parameter window. This is used as the key in the key-value pair
associated with the value of the meta selected that is sent to ThreatConnect.

- Parameter Key: Administrator John enters ip-meta in this field.

- Default Parameter: Enabled

: . . o . Add Parameter
After entering these details, John clicks Add. Now, the admin clicks besides the
Parameters field and creates an additional parameter he would like to send to ThreatConnect.

- Parameter Key: Administrator John enters additional-ip in this field.
- Parameter Type: Administrator John selects IP in this field.
- Parameter Label: Administrator John enters Additional IP Address to Block in this field.

- Parameter Placeholder: Administrator John enters Additional IPs as the placeholder text in this
field.

After entering these details, John clicks Add Parameter.

Response Actions and Quick Actions Use Case Examples
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ADD PARAMETER

PARAMETER KEY* ©

Enter the Parameter Key...

DEFAULT PARAMETER

[ D)

PARAMETER TYPE* ®

PARAMETER LABEL* (

Enter the Parameter Label...

PARAMETER PLACEHOLDER ©®

Enter the Parameter Placeholder...

Cancel

As the last step, John clicks Save Action.

. . . . 2 Edit
Edits the Response Action: John selects the newly created Response Action and clicks the

option in the Response Actions toolbar. As soon as the Edit Response Action view is displayed, the
admin adds a new meta ip.src to the existing list of the Applicable metas in Applicable Meta field

and clicks Save Action.

NETWITNESS

CONTENT SUBSCRIPTIONS CAPTURE POLICIES

EDIT RESPONSE ACTION

ACTION NAME

Blocklp

DESCRIPTION

APPLICABLE META'

ip_addr | x ip_address

NCIDENT RULES ~ RESPONSE ACTIONS

URL PATH:

dfsd

USERNAME

dfasf

PASSWORD

PARAMETERS' -
Add Parameter

PARAMETER KEY DEFAULT PARA. PARAMETER TY.. PARAMETER LA.

ssdf Yes

I_Save Action
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» Clones the Response Action: After editing the Response Action, the admin selects an existing
‘ @ Clone

Response Action and clicks the toolbar option in the Response Actions toolbar. Once the
Create Response Action view is displayed, admin John modifies the Action Name Block IP to Block

IP Addr and clicks Save Action.

NETWITNESS @ Hol Invest 5 ) t I

LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES  POLICIES  ESA RULES CUSTOM IDENT RULES ~ RESPONSE ACTIONS M

CREATE RESPONSE ACTION

DESCRIPTION USERNAME ©

is enabled for the selected meta by default

» Disables the Response Action: Administrator John decides to disable the Response Action in the
Response Actions view. Therefore, to disable the Response Action, John selects the Response Action

. © Disabl .. .
and clicks the option in the Response Actions toolbar.

» Enables the Response Action: Administrator John decides to re-enable the Response Action in the
Response Actions view. Therefore, to re-enable the Response Action, John selects the Response

. . Enabl . .
Action and clicks the option in the Response Actions toolbar.

o Deletes the Response Action: John creates a new Response Action and decides to delete the previous
Response Action he created. To delete the Response Action, John selects that Response Action and

. @ Delet . .
clicks the option in the Response Actions toolbar.

After performing the above actions, administrator John navigates to the Respond > Alerts view. The
administrator clicks the Alert name in the Name column in the Alerts List view and then right clicks the
Source IP value (supported meta) 1.1.1.1 once the Event Details view is displayed. When the
ContextHighlights section is displayed, John selects the Quick Actions option.
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NETWITNESS @ Home & Inves ) ® Respond

CONTEXT HIGHLIGHTS

1 5
OVEHR INCIDENTS ALERTS

Event Stre
anity

NETWORK EXP...

CRITICALITY ASSET RISK

L3818 < Context Lookup

EventStre Q Pivot to Investigate

& Pivot to Investigate > Hosts/Files

Event Stre

| & Add/Remove from List
90 ) esaSanity

As soon as the Quick Actions window is displayed, John selects the Response Action he created for the
meta and clicks Continue.

QUICK ACTIONS

IP_ADDRESS

1.1.1.1 \ Q | YD Action History

MANAGED BY

O Block-IP

® ThreatConnect

Cancel

In the next step, he observes that the parameter label he entered while adding parameters is now
appearing as a field in the Quick Actions window.

35 Response Actions and Quick Actions Use Case Examples



NetWitness Response Actions Configuration Guide

QUICK ACTIONS

Block-IP @ MANAGED BY
1.1.1.1 @ ThreatConnect

ADDITIONAL IP ADDRESS TO BLOCK

Additional IPs, Use commas to seperate multiple values.

COMMENTS

Enter Comments

Cancel

Then, John enters 1.1.1.0/24 in the Additional IP Address to Block field (parameter label added), enters
the comment as These areunrecognized hosts and finally clicks Confirm.

After executing the Response Action, the following JSON is posted to ThreatConnect.
{

"ip-meta": "1.1.1.1",

"additional-ip"™ : ["1.1.1.0/24"]

"nw-user" : "tony",

"nw-comment" : "These are unrecognized hosts",
"nw-actionId" : "8635834894350nbdf99025356",
"nw-actionName": "Block-IP"

}

Here,

"ip-meta': "1.1.1.1" is the supported meta for which the Response Action is executed.
"additional-ip" : ["'1.1.1.0/24"] is the parameter label value posted to ThreatConnect.
"nw-user" : "tony" is the user who executed the Response Action.

"nw-comment" : "These are unrecognized hosts" is the comment provided while executing the
Response Action.

"nw-actionld" : '""8635834894350nbdf99025356" is the ID associated with this specific Response
Action executed.

"nw-actionName'': "Block-IP" is the name of the Response Action executed.
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Use Case #2: Taking Quick Action in Investigate view for the

supported meta

Kevin, an analyst, navigates to the Investigate > Events view and queries the events. Kevin finds the
meta key ip.src with value 10.12.12.12 in the Summary column in the Events view and decides to take
a Quick Action on the meta. As the first step, Kevin creates the Response Action for the meta using the
Response Actions view. After creating the Response Action, Kevin navigates back to the Investigate >
Events view and right clicks the meta to select the Quick Actions option under the Context Highlights
section. After clicking the Quick Actions option, Kevin selects the newly created Response Action in
the Quick Actions window and clicks Continue. In the next step, Kevin enters the value for the
Additional Parameter configured while creating the Response Action. Finally, Kevin enters the comment
and clicks Confirm.

Use Case #3: Taking Quick Action in Investigate view for the

supported meta for OOTB Response Actions

Kevin, an analyst, navigates to the Investigate > Events view and queries the events. Kevin finds the
meta key ip.sre¢ with value 10.12.12.12 in the Summary column in the Events view and decides to take
a Quick Action on the meta. As the first step, Kevin ensures connector is configured and performs the
OOTB action. Kevin navigates back to the Investigate > Events view and right clicks the meta to select
the Quick Actions option under the Context Highlights section. After clicking the Quick Actions
option, Kevin selects the required action in the Quick Actions window and clicks Continue. Finally,
Kevin enters the comment and clicks Confirm.
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Correlation between Response and Quick Actions

In the Use Case #1: Managing Response Action and taking Quick Action for the supported meta in
Respond view above, you can observe that the fields or options appearing in the Quick Actions window
are the values entered while configuring the Response Action. For example, refer the following figures.

NETWITNESS

LIVE CONTENT SUBSCRIPTIONS  CAPTURE POLICIES s [ OM FEEDS  INCIDENT RULES ~ RESPONSE ACTIONS MORE
EDIT RESPONSE ACTION
dit a response action of t

ACTION NAME* © URL PATH* G

Block-IP block-host-threatconnec

DESCRIPTION G USERNAME (

PASSWORD (

PARAMETERS'
+ Add Parameter
APPLICABLE META" ©

ip_src | x host all || x ip_address || x ip.src PARAMETERKEY 1 DEFAULT PARA..  PARAMETERTY.. ~PARAMETER LA..

additional-ip No P Additional IP Ad...

Cancel Save Action

QUICK ACTIONS

IP_ADDRESS

1.1.1.1 Q | ¥D Action History

MANAGED BY

O Block-IP © ThreatConnect

Cancel

In the above example, if you observe, the Action Name Block-IP entered while configuring the
Response Action is now appearing as an option below the supported meta key with value 1.1.1.1 in the
Quick Actions window.

Similarly, the value of the Parameter Label entered in the Add Parameter window while configuring the
Response Action, appears as the field below the Response Action name in the Quick Actions window,
and the Parameter Placeholder value entered in the Add Parameter window while configuring the
Response Action, appears as the placeholder text under the Parameter Label value field in the Quick
Actions window. Refer the following figures.
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ADD PARAMETER

PARAMETER KEY* ®

additional-ip

DEFAULT PARAMETER

PARAMETER TYPE* ©
IP

PARAMETER LABEL* ®

Additional IP Address to Block

PARAMETER PLACEHOLDER ®

Additional IPs

Cancel Parameter

QUICK ACTIONS

Block-IP @ MANAGED BY
1.1.11 © ThreatConnect

ADDITIONAL IP ADDRESS TO BLOCK

Additional IPs, Use commas to seperate multiple values.

COMMENTS

Enter Comments

Cancel
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Quick Action History

When you click the Action History option in the Quick Actions window, the Quick Action History
window displays the historical details of the Response Actions executed for that specific meta value.

QUICK ACTIONS

IP_ADDRESS i .
e s Search Q | “D Action History

MANAGED BY

O BlocklpAddr @ ThreatConnect

MANAGED BY

O
Blocklp ® ThreatConnect

Cancel

QUICK ACTION HISTORY

IP_ADDRESS
1

EXECUTED ON NAME CONNECTOR COMMENT EXECUTED BY STATUS

07/28/2024 05:58...

07/28/2024 05:52...

07/28/2024 05:36...

07/28/2024 05:05...

07/28/2024 05:05...

07/26/2024 12:43...

07/26/2024 12:41...

Lift Containment...

Contain hoston ...

Lift Containment...

Lift Containment...

Contain hoston....

Lift Containment...

Contain hoston....

ThreatConnect

ThreatConnect

ThreatConnect

ThreatConnect

ThreatConnect

ThreatConnect

ThreatConnect

unblockingip ad...

block ip address

block

unblock

block ip

unblock

block IP

admin

admin

admin

admin

admin

admin

admin

Success

Success

Failed

Success

Success

Success

Success

The following table describes the columns in the Quick Action History view.

Quick Action History
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Executed On Displays the date and time when the Response Action was last executed. For example:
12/11/2023 05:06am

Name Displays the name of all the Response Actions executed.

Connector Displays the name of the third party tool for which the particular Response Action was
executed. For example: ThreatConnect or CrowdStrike

Comment Displays the comment provided while executing the Response Action.

Executed By Displays the name of the user who executed the Response Action last time.

Status Displays the status of the execution of Response Action. For example: Success and
Failed.

Response Actions List view

The Response Actions List view (Bl (CONFIGURE) > More > Response Actions) allows you to
manage the Response Actions configured. The Response Actions List View consists of the Filters Panel,
Response Actions List, and an Overview panel.

The following figure shows the Filters Panel on the left and the Response Actions List on the right.

NETWITNESS @ Home & Investigate ond A& Uscrs & Hosts B Files 88 Dashboarc E orts g ®  deploy admin

LIVE CONTENT SUBSCRIPTIONS ~ CAPTURE POLICIES POLICIES  ESA RULES  CUSTOM FEEDS INCIDENT RULES ~ RESPONSE ACTIONS MORE

RESPONSE ACTIONS

+ Create £ View Action History

O NAME DESCRIPTION CONNECTOR META KEYS STATUS LAST UPDATED LAST UPDATED BY
NAME

Contains | O Block-IP An Example Response Actiontobloc..  ThreatConnect in_src, ip.sr, host_all (1 @ Enabled 08/02/202407:15:...  deploy_admin

ain hos i action contains an host... wdStri alias.ip, device.ip, forwar... (% (%] le /29/2024 07:18:. by_admin
O ECTON O  Containhost This re action contains an host...  CrowdStrike alias.ip, device.ip, forwar... (+25 Enabled 07/29/2024.07:18; deploy_admin

O Containhoston... Thisresponse action contains an host...  ThreatConnect alias.ip, device.ip, forwar... (+25 © Enabled 07/29/2024 07:18:. deploy_admin
META KEYS Lift Containmen...  This response action lifts containmen... ~ ThreatConnect alias.ip, device.ip, forwar... (+25 @ Enabled 07/29/202407:18....  deploy_admin

Lift Containmen...  This response action lifts containmen... ~ CrowdStrike alias.ip, device.ip, forwar... (+25 © Enabled 07/29/2024 07:18....  deploy_admin

STATUS sample-ssl-test ThreatConnect ip_address, ip:src, device.p @ Enabled 07/24/202410:31:...  admin
O Enabled

O Disabled

LAST UPDATED

1- 6 of 6 Response Actions | O selected 25 Response Actions per page

The following figure shows the Response Actions Overview panel on the right.
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NETWITNESS @ Home & Investigate 9 « R s & Host B Files 8 Dashboard BR

LIVE CONTENT S IPTIONS ~ CAPTURE POLICIES POLICIES SA RULES CUSTOM FEEDS  INCIDENT RULES ~ RESPONSE ACTIONS

RESPONSE ACTIONS

+ Create v || & Edit || ® Clone @ Disable @ Delete £ View Action History Block-IP

O  NAME DESCRIPTION CONNECTOR META KEYS STATUS LAST UPDATED LAST UPDATED BY
4 EditAction

Block-1P An Example Response Action tobloc...  ThreatConnect ip_src,ipsrc, host_all | +1 Enabled 08/02/202407:15:...  deploy_admin —
v OVI RV

Contain host This response action contains an host...  CrowdStrike alias.p, device.p, forwar... (& O Enabled 07/29/202407:18:...  deploy_admin

NAME

Block-IP
Containhoston...  This response action contains an host...  ThreatConnect alias.ip, device.ip, forwar... (: Enabled 0 24.07: deploy_admin

DESCRIPTION

Lift Containmen...  This response action lifts containmen...  ThreatConnect alias.ip, device.ip, forwar... (+: Enabled /29/202 g deploy_admin An Example Response Action to block the host

CONNECTOR
Lift Containmen...  This response action lifts containmen... ~ CrowdStrike alias.ip, device.ip, forwar.. Enabled 07/29/202407:18:...  deploy_admin
ThreatConnect

sample-ssl-test ThreatConnect ip_address, ip.src, device.ip 2 Enabled 07/24/202410:31:..  admin TR A

block_host_threatconnect
sTaTUs

Enabled ©

META KEYS

ip_src, ip:sr, host_all, ip_address
LAST UPDATED BY

deploy_admin

LAST UPDATED
08/02/2024 07:15:07 am

1-60f 6 Response Actions | 1selected Response Actions per page ' PARAMFTERS

Response Actions List

The Response Actions List displays all the Response Actions configured in the NetWitness Platform.
You can filter this list to view only the Response Actions of interest.

The following table describes the columns in the Response Actions List.

Name Displays the name of all the Response Actions in the Response Actions List view.

Description Displays the descriptions of the Response Actions.

Connector Displays the name of the third party tool for which the particular Response Action is
configured.

Meta Keys Displays the list of meta keys for which the Response Action is supported.

Status Displays the current status of the Response Action. For example: Enabled and
Disabled,

Last Updated  Displays the date and time when the Response Action was last updated.

Last Updated  Displays the name of the user who updated the Response Action last time.
By

Response Actions Filters Panel

You can filter the Response Actions based on the following parameters.

e Response Action Name

 Status of the Response Action
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o Supported Meta Keys

o Last updated Date and Time

The following table lists all the fields displayed in the Response Actions Filters panel.

Face omarpion

Name Allows you to enter the name of the required Response Action.

Status Allows you to filter the Response Action on the basis of the status.

For example: You can select Enabled or Disabled status to filter the required Response
Action.

Connector  Allows you to select the third party tool for which the particular Response Action was
executed. For example: ThreatConnect or CrowdStrike

Meta Keys  Allows you to filter the Response Action on the basis of the meta keys supported.

Last Allows you to filter the Response Action on the basis of the date and time when the
Updated action was last updated.

Response Actions Overview panel

When you click any row in the Response Actions List, the Overview panel is displayed on the right side
of the Response Actions List view which shows the basic summary information about the particular
Response Action. The following fields and parameters are displayed in the Overview panel.

o Name of the Response Action

Description of the Response Action

o Connector Name

o Connector API

o Status of the Response Action

o Supported Meta Keys

o Name of the user who updated the Response Action last time
o Date and Time when the Response Action was last updated

e [P — Meta

o Additional Parameters

Toolbar Actions in Response Actions view

The table below lists the toolbar actions available in the Response Actions view.
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oo

+ Create

(¥ Clone

© Enable

@ Disable

£+ View Action History

Select this option to view the required Response Actions in the
Response Actions List view.

Select this option to delete the required Response Action.

Select this option to create a new Response Action. This option
is grayed out if you have not integrated any connector with
NetWitness platform. If the connecter is integrated with
NetWitness Platform, you can select the same from the drop-
down list.

Select this option to edit the existing Response Action.
Select this option to clone the existing Response Action.

Select this option to enable an already disabled Response
Action.

Select this option to disable the selected Response Action.

Select this option to view the history of the Response Actions.

Quick Action History
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Connect with Threat Connect using HTTPS

The SSL connection between ThreatConnect and NetWitness Platform ensures that the data forwarded to
the ThreatConnect instance through NetWitness Platform is completely secure.

You can establish the HTTPS connection between the ThreatConnect instance and NetWitness Platform
with or without SSL certificate verification depending on whether the verify-s-s-1 is marked as true or
false.

Establish HTTPS connection with SSL certificate verification

You must export the SSL certificate from ThreatConnect instance and add the certificate to the Response
Actions service trust-store for SSL certificate verification.

To perform SSL certificate verification using ThreatConnect Instance

1.

Obtain the SSL certificate from ThreatConnect instance.

Note: Depending upon the implementation of ThreatConnect Playbook, you can obtain the
certificate through different modes.

For example: If the ThreatConnect Playbook is implemented as Webhook Trigger, the certificate
viewer associated with the browser can be used to export the certificate. The certificate exported is as
shown in the following figure.

Certificate

threatconnect

Subject Name

Common Name

Issuer Name

Common Name

Validity

Not Before
Not After

Public Key Info

Algorithm
Key Size
Exponent
Modulus

Miscellaneous

Serial Number
Signature Algorithm
Version

Download

threatconnect

threatconnect

Sun, 10 Aug 2014 09:30:45 GMT
Wed, 07 Aug 2024 0%:30:45 GMT

RSA

2048

65537

BULFXBT.CT:BFOC:58:49:3F.24.C0:73:43:7E:6D:86:EE:7 3:60:9T:4A:B6:DE:9ABE: 3 Ds...

53ET:3BLS
SHA-1 with RSA Encryption

PEM (cert) PEM (chain’
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2. Ensure that the certificate obtained is in .pem format. If the certificate obtained is not in .pem
format, you must convert the format to .pem.

Note: If multiple intermediate Certificate Authorities (CAs) are present in the connection between
NetWitness Platform and ThreatConnect, all the certificates of the certificate chain must be
uploaded to service trust-store in .pem format. If the certificates are transferred between the
Operating Systems such as Windows and Linux, the format of the certificates must be adjusted.

3. Place the certificate on Admin-Server and run the following command.

security-cli-client --add-trusts -s response-actions-server -x
/root/threatconnect-chain.pem -u deploy admin -k <deploy admin password>

4. Capture the CommonName (CN) from the certificate and add it as the host mapping under
/etc/hosts file.

For example: If threatconnect is the CommonName captured from the certificate, you must append
the following entry to the /etc/hosts file.

#threatconnect-instance-ip CommonName-present-in-certificate

1.1.1.x threatconnect .

5. Goto (Admin) > Services > select the Response Actions Server service > T View >
Explore > nw/response/connector/threatconnect.

Enter the CommonName (CN) captured (in Step-4) in the host field.
Enter true in the use-ssl field.

Enter true in the verify-s-s-1 field.

A S

In the port field, enter the appropriate port on which the ThreatConnect instance is connected. By
default, the SSL port is 443.

NETWITNESS & Home & Investigate (JRespond &R Users

HOSTS  SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

# ChangeService | adminserver - Response Actions Server |  Explore

~ Irsalnw/response/connector/threatconnect adminserver - Response Actions Server

= adminserver - Respo...

client-id

& 3 adminserver - Response Actions Server...

client-secret

[T admin/security/settings

host threatconnect

[ configuration
s instance-id 1

Odatarcontrol L e
password -

e[ filesystem
[Dformats

port 443

prefix-url /api/playbook/
[Thealth use-proxy false

B logging use-ss| true

B [Jmetrics « username
[ nwiresponse/connector/crowdstrike verify-s-s-l true
[Jnwiresponse/connector/threatco...
[ nw/upgrade

B [process
[Jresponse/dataretention
[response/scheduled/jobs

B [Jresponseactions

&[T security

e[ Jtransport

&[] websocket -
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Establish HTTPS connection without SSL certificate verification

You can establish the SSL connection between ThreatConnect and NetWitness Platform without SSL
certificate verification.

To skip SSL certificate verification

2 . . . . .
1. Goto (Admin) > Services > select the Response Actions Server service > S View >
Explore > nw/response/connector/threatconnect.
2. Enter true in the use-ssl field.
3. Enter false in the verify-s-s-1 field.
Note: When verify-s-s-1 field is set to false, you can enter the IP address or DNS mapping of
o o 2 o . o
ThreatConnect Instance in the host field in (Admin) > Services > select the Response Actions
Server service >% > View > Explore > nw/response/connector/threatconnect.
4. In the port field, enter the appropriate port on which the ThreatConnect instance is connected. By
default, the SSL port is 443.
NETWITNESS
& Change Service |  adminserver - Response Actions Server |  Explore
= adminserver - Respo... Irsa/nwiresponse/connector/threatconnect adminserver - Response Actions Server
&5 adminserver - Response Actions Server. :::::(M
Daadmin/security/settings host threatconnect
[ configuration P— 7
[ datarcontrol password T e
B[ filesystem port a3
Oformats prefix-url Japi/playbook/
[Thealth use-proxy false
B[ logging use-ss| true
B[] metrics « username
[ nwiresponse/connector/crowdstrike verify-s-s-| false
[ nw/response/connector/threatco...
[ nw/upgrade
B[ process
[response/dataretention
[response/scheduled/jobs
B[ responseactions
B[ security
@ [Jtransport
& [Jwebsocket >
Troubleshooting

This section lists the troubleshooting information for the various issues encountered while integrating
and executing Response Actions.
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Error
e
The Response Action execution fails if you do not upload the SSL certificate to the
Problem Response Actions Server service trust-store after setting the verify-s-s-I

configuration to true in the Response Actions Server Explore view. Consequently,
the above error is displayed in the Response Actions History Overview panel.

You must upload the SSL certificate to the Response Actions Server service trust-
Workaround  store after setting the verify-s-s-1 configuration to true in the Response Actions
Server Explore view.

STATUS

Failed &
EXECUTED BY
deploy_admin
EXECUTED ON

12/20/2023 12:18:56 pm

Error FAILURE REASON

Response Code: 1

The Response Action execution fails if you do not perform the following actions
after adding the SSL certificate to the Response Actions Server service trust-store.

- Adding the CommonName (CN) of the certificate as the host mapping in
/etc/hosts file.

Problem
- Entering the CommonName (CN) of the certificate in the host field in
(Admin) > Services > select the Response Actions Server service > TS View >
Explore > nw/response/connector/threatconnect.
You must perform the following actions after adding the SSL certificate to the
Response Actions Server service trust-store.

Workaround

- Adding the CommonName (CN) of the certificate as the host mapping in
/etc/hosts file.
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- Entering the CommonName (CN) of the certificate in the host field in

(Admin) > Services > select the Response Actions Server service > S View >
Explore >nw/response/connector/threatconnect.
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NetWitness Response Actions Reference Information

This section is intended to help you understand the purpose and application of NetWitness Response
Actions and Quick Actions view. For each view, there is a brief introduction and a What Do You Want
To Do table with links to related procedures. In addition, the reference materials include workflows and
Quick Looks to highlight important features in the user interface.

e Response Actions View

e Quick Actions Option
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Response Actions View

Response Actions are the reactive operations performed on configured metadata using a third-party tool
after triaging an event; the Response Actions feature ( 1€l (CONFIGURE) > More > Response
Actions) allows you to integrate the supported third-party tools or connectors with the NetWitness
platform and perform the following actions.

¢ Create and manage Response Actions for metas displayed in Respond, Investigate, Hosts, and Users
views that support context highlights.

o Perform Quick Actions on the applicable meta and post the meta with additional information to the
connector for taking further actions.

Workflow

The following figure is a high-level workflow illustrating the tasks you can do in the NetWitness
Response Actions view.

Edit the Response Action

Right Click the Context
) Meta in Respond, Click Quick Actions in the
Investigate, Host or Users Context Highlights Section
View

Save the Response Action

Go to Response Actions
View and Create Response Clone the Response Action
Action

Integrate Third Party Tool
with NetWitness

Select the Response Action

Enable or Disable the
Response Action

...........

View Action History for :‘_ Enter the Required
Response Actions Parameters and Confirm

What do you want to do?

T T LR

Administrator ~ Create, edit, clone, enable, disable, delete, and Create and Manage Response
view action history for Response Actions Actions

Administrator  Filter Response Actions See Response Actions Filters
Panel in Quick Action History

Administrator ~ View and filter action history Response Actions History View
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Related Topics

o Integrate the Connector with NetWitness Platform

e Create and Manage Response Actions

Quick Actions
Connect with Threat Connect using HTTPS

Response Actions and Quick Actions Use Case Examples

Quick Look

To access the Response Actions view, go to the (I2l (CONFIGURE) > More > Response Actions
view.

NETWITNESS @ IHome & O, % s & Host B Files 88 Dashhoarc B Repos % ? loy_admin

LIVE CONTENT S IPTIONS ~ CAPTURE POLICIES P C 3 TOM FEEDS  INCIDENT RULES ~ RESPONSE ACTIONS MORE
3 1
RESPONSE ACTIONS

4 Create £ View Action History 2

NAME DESCRIPTION CONNECTOR META KEYS STATUS LAST UPDATED LAST UPDATED BY
NAME

GOneaIng Erfier Vel Block-IP An Example Response Action tobloc...  ThreatConnect ip_src, ipsrc, host_all (51 @ Enabled 08/02/202407:15:...  deploy_admin
Contain hos is respoi on contains . Crowdstrik i ar... (+ @ e 07/29/202407:18.... admi
CoNNECTOR Contain host This response action contains an host...  Crowdstrike alias.ip, device.ip, forwar... (325 Enabled 07/29/202407:18 deploy_admin
Containhoston...  This response action contains an host...  ThreatConnect ias.ip, device.ip, forwar... (325) @ Enabled 202407:18:...  deploy_admin
META KEYS Lift Containmen... ~ This response actionlifts containmen...  ThreatConnect ias: ip,forwar... (325) @ Enabled 07/29/2024.07 eploy_admin

Lift Containmen...  This response action lfts containmen...  CrowdStrike alias.ip, device.ip, forwar... (325 2 Enabled 07/29/202407:18:...  deploy_admin

STATUS
O Ena
O Disabled

sample-ssl-test ThreatConnect ip_address, ip.src, device.ip © Enabled 07/24/202410:31:...  admin

LAST UPDATED

‘ 1-60f 6 Response Actions | O selected Response Actions per page

C te v . . . . .
: Allows you to create a new Response Action. This option is grayed out if you have
not integrated any connector with the NetWitness platform. If the connector is integrated with
NetWitness Platform, you can select the same from the drop-down list.

Edit : . .
: Allows you to edit the existing Response Action.

: Allows you to clone the existing Response Action.

: Allows you to enable an already disabled Response Action.
- -
Sl Allows you to disable the selected Response Action.

: Allows you to delete the required Response Action.
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2 :Allows you to view the history of the Response Actions.

3 : Allows you to filter and view the required Response Actions in the Response Actions List

view.

4 By default, 25 Response Actions are displayed per page. To go to the next page, click . To

go to the last page, click >>

Response Actions List View

The Response Actions List displays all the Response Actions configured in the NetWitness Platform.
You can filter this list to view only the Response Actions of interest.

NETWITNESS 3 Home & Invesligale @ Respond Alsers S Hosts BFriles 8 Das

LIVE CONTENT  SUBSCRIPTIONS ~ CAPTURE POLICIES ~ POLICIES ~ ESARULES ~ CUSTOM FEEDS  INCIDENT RULES  INCIDENT NOTIFICAT RESPONSE ACTIONS

RESPONSE ACTIONS

t+ Create & View Action History
NAME DESCRIPTION CONNECTOR META KEYS STATUS LAST UPDATED
Containhost This response ontains an host via crowdstrike whic...  Crowdstrike aliasip, device.p, forward.ip (= Enabled 06/19/202406:
Contain host on Crowdstrike nis 55 P ThreatConnect orward.ip (5 O Enabled 024 05:
Lift Containment; Crowdstrike spons i on e atConne levice.ip, f e © Enabled /202406

Lift Containment on host s s containment on a hos dst.. e fevice.p, forward.p (& Enabled / 06,

1-4of 4 Response Actions | O selected 25 Response Actions per page

The following table describes the columns in the Response Actions List.

Name Displays the name of all the Response Actions in the Response Actions List view.

Description Displays the descriptions of the Response Actions.

Connector Displays the name of the third-party tool for which the particular Response Action is
configured.

Meta Keys Displays the list of meta keys for which the Response Action is supported.

Status Displays the current status of the Response Action. For example: Enabled and
Disabled,

Last Updated  Displays the date and time when the Response Action was last updated.
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Last Updated  Displays the name of the user who updated the Response Action last time.
By

Response Actions Filters Panel

The following figure shows the filters available in the Response Actions Filters panel.

RESPONSE ACTIONS

NAME

Contains + Enter Value

CONNECTOR

META KEYS

STATUS

O Enabled
O Disabled

LAST UPDATED

Start Date

End Date

You can filter the Response Actions based on the following parameters.

Response Action Name
Connector

Status of the Response Action
Supported Meta Keys

Last updated Date and Time

The following table lists all the fields displayed in the Response Actions List view Filters panel.
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P Jpssctpien

Name Allows you to enter the name of the required Response Action.

Connector  Allows you to select the third party tool for which the particular Response Action was
executed. For example: ThreatConnect or CrowdStrike

Status Allows you to filter the Response Action based on the status Enabled or Disabled.
Meta Keys  Allows you to filter the Response Action based on the meta keys supported.

Last Allows you to filter the Response Action based on the date and time when the action
Updated was last updated.

Reset Removes your existing filters.

Response Actions Overview panel

When you click any row in the Response Actions List, the Overview panel is displayed on the right side
of the Response Actions List view, which shows the basic summary information about the particular
Response Action.

Block-IP

4 EditAction
v OVERVIEW

NAME
Block-IP

DESCRIPTION

An Example Response Action to block the host

CONNECTOR

ThreatConnect

CONNECTOR API

block_host_threatconnect

STATUS
Enabled ©

META KEYS

ip_src, ip.src, host_all, ip_address

LAST UPDATED BY

deploy_admin

LAST UPDATED
08/02/2024 07:15:07 am

v PARAMETERS

The following table displays the fields and parameters associated with the Overview panel.

55 NetWitness Response Actions Reference Information



NetWitness Response Actions Configuration Guide

Field

Name

Description

Name Displays the name of the Response Action executed. For example, Block IP
Description ~ Displays a brief description of what the response action contains.

Connector Displays the connector name associated with the Response Action executed. For
example, ThreatConnect or CrowdStrike,

Connector Displays the connector API details associated with the Response Action executed. For
API example, block-host-threatconnect,
Status Displays the status of the Response Action executed. For example, Enabled.

Meta Keys Displays the supported Meta Key for which the particular Response Action was
executed. For example, ip.src¢ and mac_address,

Last Updated Displays the name of the user who executed the Response Action last time.
By

Last Updated Displays the Date and Time when the Response Action was last executed. For
example, 12/19/2023 07:32:01 am

IP-Meta Displays the meta value on which the quick action is performed.

Additional IP  Displays the additional IP details.

Response Actions History List view

When you execute Response Actions in the Quick Actions, the actions performed are recorded and the
associated data is displayed in the Response Actions History view (2l (CONFIGURE) > More >
Response Actions > View Action History > Response Actions History). This is a global view of all
actions performed across all Response actions.

The Response Actions History List displays the history of all the Response Actions executed in the
NetWitness Platform.
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NETWITNESS

LIVE CONTENT

< Back

NAME

SUBSCRIPTIONS

RESPONSE ACTIONS HISTORY

CAPTURE POLICIES

POLICIES

EXECUTED ON

06/27/202406:06:11 am

CUSTOM FEEDS

@Respond ~ MUsers  @Hosts  BFile & Dashboard

INCIDENT RULES  INCIDENT NOTIFICATIONS

NAME CONNECTOR META KEY

Lift Containment of host on Crowdstrike ThreatConnect ip_address

B Reports

RESPONSE ACTIONS ~ MORE

META VALUE STATUS

EXECUTED BY

Contains

CONNECTOR

META VALUE

Contains

STATUS

EXECUTED BY

Contains

EXECUTED ON

# 1- 6 0f 6 Action Executions

The following table describes the columns in the Response Actions History List view.

Executed On

Name

Connector

Meta Key

Meta Value

Status

Executed By

deploy_admin

2406:05:22 am Lift Containment n Crowdstrike

2405:40:16 am

Contain host on CrowdStrike Failed A

Contain host on CrowdStrik Failed A

Action Executions per page

Displays the date and time when the Response Action was last executed. For example:
12/11/2023 05:06am

Displays the name of all the Response Actions executed.

Displays the name of the third party tool for which the particular Response Action was
executed. For example: ThreatConnect or CrowdStrike

Displays the list of meta keys for which the Response Action was executed. For
example: ip.src

Displays the value of the meta key for which the Response Action was executed. For
example: 10.125.237.89

Displays the status of the execution of Response Action. For example: Success and
Failed,

Displays the name of the user who executed the Response Action last time.

Response Actions History Filters Panel

The following figure shows the filters available in the Response Actions History Filters panel.

57

NetWitness Response Actions Reference Information



NetWitness Response Actions Configuration Guide

NETWITNESS @ Home & g @ Respond & Users & Hosts B File 88 Dashbo:

LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES  POLICIES  ESA RULES  CUSTOM FEEDS  INCIDENT RULES  INCIDENT NOTIFICATIONS  RESPONSE ACTIONS ~MORE

& Back RESPONSE ACTIONS HISTORY

EXECUTED ON NAME CONNECTOR META KEY META VALUE STATUS EXECUTED BY

NAME
06/27/202406:06:11 am Lift Containment of host on Crowdtrike ThreatConnect ip_address. Success deploy_admin
Contains

ThreatConnect ip_address
CONNECTOR
ip_address

META VALUE
. Failed A
Contains

Failed A
STATUS

os
O Faile

EXECUTED BY

Contains

EXECUTED ON

Reset 1- 6 0f 6 Action Executions 5 Action Executions per page

You can filter the Response Actions based on the following parameters.

e Response Action Name

Connector

Status of the Response Action

Supported Meta Keys

Last updated Date and Time

The following table lists all the fields displayed in the Response Actions List view Filters panel.

Name Allows you to enter the name of the required Response Action.

Connector  Allows you to select the third party tool for which the particular Response Action was
executed. For example: ThreatConnect or CrowdStrike

Status Allows you to filter the Response Action on the basis of the status. For example, you
can select Enabled or Disabled status to filter the required Response Action.

Meta Keys  Allows you to filter the Response Action on the basis of the meta keys supported.

Last Allows you to filter the Response Action based on the date and time when the action
Updated was last updated.

Reset Removes your existing filters.
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Response Actions History Overview panel

When you click any row in the Response Actions History List, the Overview panel is displayed on the
right side of the Response Actions History view, which shows the basic summary information about the
particular Response Action executed. The following fields and parameters are displayed in the Overview
panel.

NETWITNESS @ Hom & Investigate Respond A Users ! Hos B Hles 88 Dashboarc B Rep (O] = % @) ) idmin

LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES POLICIES  ESA RULES  CUSTOM FEEDS INCIDENT RULES RESPONSE ACTIONS  MORE

& Back RESPONSE ACTIONS HISTORY

Executed Action Overview
EXECUTED ON NAME CONNECTOR META KEY META VALUE STATUS EXECUTED BY
v OVERVIEW

07/28/2024 05:54:33 am Contain host on CrowdStrike ThreatConnect ip_address Success admin
NAME

Lift Containment of host on CrowdSt... ~ ThreatConnect  ip_address Succe: admin Contain host on CrowdStrike

a 5 T - . CONNECTOR
Contain host on CrowdStrike ThreatConnect ip_address Success admin
ThreatConnect

Lift Containment of host on CrowdSt...  ThreatConnect ip_address Success admin e

Lift Containment o owdSt.. ThreatConnect ip_address Failed admin

META KEY
Contain host on C e ThreatConnect ip_address Success admin ip_address
Contain host on CrowdStrike ThreatConnect  ip_address Success admin STATUS

Success
Lift Containment of hos owdSt...  ThreatConnect ip_address Success admin

EXECUTED BY
Contain host on Crowdstri ThreatConnect  ip_address Succ admin admin

EXECUTED ON
Lift Containment of host on CrowdSt...  ThreatConnect ip_address Success EL

07/28/2024.0

Contain host on CrowdStrike ThreatConnect  ip_address Success admin v

07/24/2024 10:31:41am sample-ssl-test ThreatConnect  device.ip Failed & admin HOST

1- 12 of 12 Action Executions z Action Executions per page \/ COMMENT

The following table lists all the fields displayed in the Response Actions History Overview view panel
details.

Field

Name

Description

Name Displays the name of the Response Action executed. For example, If you provided
Block IP as the Response Action name while executing the Response Action, the same
Block IP name will be displayed in the Name field in the Response Actions History
Overview panel.

Connector Displays the connector name associated with the Response Action executed. For
example, ThreatConnect or CrowdStrike,

Meta Value  Displays the meta value associated with the Meta Key. For example, If the supported
Meta Key is ip.sre, the meta value will be displayed in the form of an IP address such
as 10.125.246.29,

Meta Key Displays the supported Meta Key for which the particular Response Action was
executed. For example, ip.src and mac_address,

Status Displays the status of the Response Action executed. For example, If the meta key and
the additional parameters are forwarded to the connector successfully, the Status field
displays Success. If the meta key and the additional parameters are not forwarded.
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Field

Name

Description

Executed By Displays the name of the user who executed the Response Action last time.
Executed On Displays the Date and Time when the Response Action was last executed. For example,

12/19/2023 07:32:01 am,

Additional Displays the Parameter Key and Parameter Label that are posted to the connector. For
Parameters ~ example, the Data Posted section in the Response Actions History Overview panel
displays the meta keys and additional parameters posted to ThreatConnect.

Comment Displays the comment provided during the execution of the Response Action. For
example, Post the parameters and the meta key to ThreatConnect.

Quick Actions Option
The Quick Actions option in the Context Highlights section allows users to use the response action

configured for any applicable meta. Users can send the metadata, along with additional parameters, to a
third-party tool for further processing.

This option is available when you right-click any context meta in the Investigate, Respond, Users, and
Hosts view where Context Highlights appear.

What do you want to do?

o e v

Analysts Perform Quick Actions Quick Actions

Related Topics

o Create and Manage Response Actions

e Response Actions and Quick Actions Use Case Examples

Quick Look

The following is an example of Quick Action from the Respond view.
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NETWITNESS @ Home & Investigate O Respond

CONTEXT HIGHLIGHTS

1 5
OVER INCIDENTS ALERTS

Event Stre¢
CRITICALITY ASSET RISK

esaSanity

leve
NETWORK EXP...

L399 < Context Lookup P

EventStre Q Pivot to Investigate

' Pivot to Investigate > Hosts/Files

EventStre ,_ .
Ven‘ _rE i= Add/Remove from List
esaSanity

The following figures shows the Quick Actions workflow.

QUICK ACTIONS

IP_ADDRESS

1.1.11 Q | “D Action History

MANAGED BY

O Block-IP

@ ThreatConnect

Cancel
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QUICK ACTIONS

Block-IP @ MANAGED BY
1.1.1.1 © ThreatConnect

ADDITIONAL IP ADDRESS TO BLOCK

Additional IPs, Use commas to seperate multiple

COMMENTS

Cancel

The following table describes the fields in the Quick Actions Panel.

Fade Jomerpion

Search Allows you to quickly search for the specific meta value.

Action History Allows you to view the historical details of the Response Actions executed for
that specific meta value.

Continue Allows you to continue the configuration.
Parameter Label Allows you to enter the parameter label value, added as part of the Response
(Additional IP Actions screen, which is reflected as an Additional IP Address to Block field in

Address to Block) the Quick Actions panel. For example,1.1.1.0/24

Comments Allows you to enter the comments while executing the Response Action.
Cancel Closes the dialog without applying changes.

Back Allows to navigate back to the previous screen.

Confirm Applies the changes.

Quick Actions History View

When you click the Action History option in the Quick Actions window, the Quick Action History
dialog displays the historical details of the Response Actions executed for that specific meta value.
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QUICK ACTIONS

IP_ADDRESS

Q | YD Action History

MANAGED BY

O BlocklpAddr @ ThreatConnect

MANAGED BY

O Blocklp @ ThreatConnect

QUICK ACTION HISTORY

IP_ADDRESS
1

EXECUTED ON NAME CONNECTOR COMMENT EXECUTED BY STATUS

07/28/2024 05:53... Lift Containment... ThreatConnect unblockingip ad... admin Success
07/28/2024 05:52... Contain hoston... ThreatConnect block ip address admin Success
07/28/2024 05:36... Lift Containment... ThreatConnect block admin Failed

07/28/2024 05:05... Lift Containment... ThreatConnect unblock admin Success
07/28/2024 05:05... Contain hoston... ThreatConnect block ip admin Success
07/26/2024 12:43... Lift Containment... ThreatConnect unblock admin Success

07/26/2024 12:41... Contain hoston... ThreatConnect block IP admin Success

The following table describes the columns in the Quick Action History view.

Executed On Displays the date and time when the Response Action was last executed. For example:
12/11/2023 05:06 am

Name Displays the name of all the Response Actions executed.

Connector Displays the name of the third-party tool for which the particular Response Action was
executed. For example, ThreatConnect
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Comment Displays the comment provided while executing the Response Action.

Executed By Displays the name of the user who executed the Response Action last time.

Status Displays the status of the execution of Response Action. For example, Success and
Failure.
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