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( #E 32 ) NetWitnessJH/\|)— S/ 8\—Y—)L

¥ NetWitness Platform(ENetWitness Recovery Wrapper'y—/LEHR—k L TLVES . T—2=E H'%
LVRAR (500GBEL E) D5 & (X, 7 \Wo 7Y NetWitness'JH/\1)— *Y—)U nw-recovery-tool)
EHERATEHILERBOLETS.

NetWitness'JH/\)— 57 85— Y—)U( NRWT) [&. HR—F SN TS T RTDAV AL —IL AT 3>
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o (N—=2aV123UBDIEE) TRADIVRAR— b ELXUVAVR— B (ZF, a7k S/ 1>
B—TIARX(CLI) [T/ART—FZ A SILAENTLZELY.

o (AT av) (1N —U30123LUF D5 &) NetWitness Server E=[EZ DM DAV R—F bk RRE
L RAT LIZIErootA—H—(L TRTAU L T—R2D\I Ty TEYHh\)—%F 1T LET . NetWitness
Server. E£=IEZFDM DAVR—Fb RRF S RTALICATAV T BIZIE. ROOTA VBRI ERE
FERTOILEINDHYET .
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o A—H—% nwnrt

o JNATJ—FK ‘netwitness

3 NetWitness Server. £1=[EZFDMh DaR—F b RRS O RTFLIZIEroot1—H—&LTAS
A9 B1=HIZ. root1—H—I[Z. su nwnrtEl\VH1—H—Z 2 F A ITIULEIHYFET.

o (N\=2aV123LUEDEE) TIL—T KRR ENTI)— KRR EN\VITYTILETS .

LIRT DEITDF M I DOWWTIE. EEH— \\fo)/var/log/netwitnes s/recovery-tool/nw-
recovery-wrapper.loglZHANRWTDOS THE R TEET .
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NetWitnessJHh/\)— 5w/ \— Y—)LOE X B 7368 A 5 %

NRWTZE AL TT—2%/\wo7V 7§55 & (. exportATLaEBELET . T—2FURNTT
BIGE X, importATLaVERELET . IL—k TALIRJ LRILT. ROB K TavUREETL

EX

nw-recovery-wrapper

[command]

[option]

ZOV—IILTCE AR BER TR EFToavid. ROKRDEEYTY .

-h --help
-e, ——export
-1, -——import

-d, --dump-dir <path>

-—host-key HOST KEY
[HOST KEY ...]

--host-all

—--category-group
CATEGORY GROUP
[CATEGORY GROUP ...]

-—-host-group HOST GROUP
[HOST GROUP ...]

--include CUSTOM PATH
[CUSTOM PATH ...]

-—-remote-location
REMOTE_LOCATION

--remote-ip REMOTE IP

—-—-remote-password
REMOTE PASSWORD

-—-remote-user REMOTE
USER

;;_‘/F‘ EATLVITE T AANIILTER RLET . LTFIZHERL

WEELEXRODaTR ‘nw-recovery-wrapper ——help"‘é%'ﬁ'
T5E HR—F SN TLDIRELSI B D—ELKRREINFET .

T—REFEREIIVAR—LET .
TAFEIEREAVR—LES,

IHZR—tF BT —2DREFBZF DR, F=EAVR—+$5
T—ADREFEFAMONRERELEY

(5l :/var/netwitness/backup),

RARIP. ID. FERTHEREELET .

;N'CG):‘I'\ZF 3 E LFET(THVRR—k TOAHR—FEhFE
) o

KRN TI—TEF—ER FIL—T IR ELET(THAR—FTD
HYR—kEINFET) .

UIPRAR R—C TSR RAS FIL—TH#EELET(THIR
R"—k TOAYHR—FEhFET) .

HABLINRF=E TP IVEE ELET .

JE—h RAMER DVE—F RRAFD/NNRZHEELES -

JE—b RRAMERL DUE—F RRFDIPEIEELFET .
JE—h RRMER DUE—F KRR D/INRT—FZEHEELET .

JE—h RRAMER O1—F—ZHEELFT .

(AT av) JE—k RRMER O1—H—. B ELEMG & (.
T 74Uk Droot1—H—TT .
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Al = & 4

& NetWitnesstR RS T/ AW TVTEIT S5-I+ DI TARVEE N T TALONJ—IFETS
CEERER L TR,

ﬁs‘g@g:\xr F—#AHLFET . KRS F—ELTHE E TEDDIE. ARRRID. IPPRL R, F=FR

NRTSwA—&E AL/ \Wwo7vT :

L.

NetWitnesstR AR D\ 7YTEER L. KRR DO—HIL 52T TALOMN)—IHEHMLET .

nw-recovery-wrapper export —--dump-dir <dir> --host-key <Host 1 IP/ID/Name>
<Host 2 IP/ID/Name>...... <Host N IP/ID/Name>

nw-recovery-wrapper export —--dump-dir <dir> --host-all

F nwnrtEfzldsu nwnrtéL V51— —& TAOS AL TV & [d. NetWitness Serverf Ak &
f=IZZF DM DA R—F b KRR TNetWitness JH/\— S/ 8\— Y—)LEFE B LT/ \wo 7y
H\Y— 75230 E T LTWAMEIZEIT ISR DRl ISsudol A N TR ELBHYET .
5l NetWitness' )57 \1)— S \— Y—)LZ{F B L TNetWitnesstR A~ &/ \wI 7y T3 5= D%
VI DRTYTIE. AT I(IZ. ROAXREEITTHETT

sudo nw-recovery-wrapper export -—--dump-dir <dir> --host-key <Host 1
IP/ID/Name> <Host 2 IP/ID/Name>...... <Host N IP/ID/Name>

2. (AF2av) V3\)— Y—)LTERIE RSN TULSE DU T/NWITYTEIRNTIZE HHHRE
LDI7AIWE=FTHINEF—BMLES .
T HARZLOT7AIWEIETAL IR )HNetWitnessR A TH il TEHIEERE B L TSN
FATEGWMGE . TNODTFAIVERIETAL O IEE R INFET .
nw-recovery-wrapper export —--dump-dir <dir> --include-file <custom files>/-
-include-dir --host-key <Host 1 IP/ID/Name> <Host 2 IP/ID/Name>...... <Host
N IP/ID/Name>
nw-recovery-wrapper export —--dump-dir <dir> --include-file <custom files>/-
-include-dir --host-all

3. (AT av) 1\wo7yT T—AF)E—RTOE—LET .
EOROERERBLET. o
-1)E—b OE—2{E DB # . —-remote-ip. ——remote-location|ZH A E HME E SN TLY
5L,
- JE—b KA DIPHE 3 THY . § N TODNetWitness?h Ak MSSSHIE B TPV EATEDH L
- JE—b RRAF DG T ( --remote-location) 2. /NI YIEK M TH+ D EE AHBH
to
nw-recovery-wrapper export —--dump-dir <dir> --host-key <Host 1 IP/ID/Name>
<Host 2 IP/ID/Name>...... <Host N IP/ID/Name> --remote—-ip <IP ADDRESS of
remote host> --remote-location <remote-location-where-backups-should-be-
copied-to>
nw-recovery-wrapper export --dump-dir <dir> --host-all --remote-ip <IP
ADDRESS of remote host> —--remote-location <remote-location-where-backups-
should-be-copied-to>
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pe

- AT D5 B --renote-userME 18 FE LIEMVof=15 & (L. TIA4ILE Drootl TR YET S
-BIEAE E SN TIVELME & (X, T3 D5 # --remote-password <remote-
password>TCssh¥x—hME A SN FET .

F USRT—KR L TIHVAR—,EE T T BIZIE. T RXTONetWitness/—K T. RDFEEE
TLES.
1. ssh-keygen( /NATL—X7L)
2. ssh-copy-id <remote - username>@<remote - ip>
AT VT3ERITUTSSHIERERREL. VE—H Y& TLEY .

3.ssh <remote - username>@<remote - ip>

e

adminserver®i5 & « 1 \vO 77 THIAF—D4 il [£I adminserver-backup-2021-09-08-12:48:13 | D
FINTTEYET .

HRBLIFAWEETHNE—EE I\ T YT (THRAR—b) &R L. JE—tIZOE—LFT .

EROBEREERLFS .

- WRBLDIT7AIWE=ET AL IR )—hHNetWitness?R A T B 7] & THAHZ&( 5 B T4

BE X ENODTFAIVEIETALON ) —DER INET) .

= /ﬁ?‘:‘)] 7:!:1@ AN 1)J=—k aE— ;“T‘%'f’F M5 %I v ——remote-ip- ——remote—location(:ﬁifﬁ T
(V- Yulb

- JE—b KRRk DIPHE %) T, TRXTONetWitnesstR RS MNSSSHIE H TFIEATEDI L,

- JE—b RAF DB (--remote-location) (2. /\WITYTEE& M T 5+ R B E HHEH

to
nw-recovery-wrapper export —--dump-dir <dir> --include <custom files/folder>
--host-key <Host 1 IP/ID/Name> <Host 2 IP/ID/Name>...... <Host N IP/ID/Name>
--remote-ip <IP ADDRESS of remote host> --remote-location <remote-location-
where-backups-should-be-copied-to>
4
nw-recovery-wrapper export --dump-dir <dir> --include <custom files/folder>
--host-all --remote-ip <IP ADDRESS of remote host> --remote-location
<remote-location-where-backups-should-be-copied-to>
b= N
AT M5 # Bl EE ELEAOIE A (K. —-remote—userH TIAILE Drootl T YE
j-o
Bl AE E SN TIVELME & (X, T30 D5 # --remote-password <remote-
password>TCssh¥—hME A INFET .
FE NRT—RHBLTIVRAR—FEE T BI2UE. TRATDNetWitness/—K T, RDF EEE
FLES. ‘
1. ssh-keygen( /NAIL—X73L)
2. ssh-copy-id <remote - username>@<remote - ip>
ATYFIERITUTSSHER ERER L. YTt IV ERTLET .
3.ssh <remote - username>@<remote - ip>
i -

Admin Server®i5 & &, 7\ 7T T4ILF—D4 8l A\ adminserver-backup-2021-09-08-12:48:13 | [
HYET
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5. (A7 3av) MongoH—ER%E& HFET .

Z LT ERELET.
- MongoH—E XHNetWitness7RAk TE 1T THD-

-BHDEEE D --host-all and --host-keyl&. MongoZ& $H5E {E TIETHHR—FEINT
WEEA-

nw-recovery-wrapper export —--dump-dir <dir> --host-key <Host 1 IP/ID/Name>
--include-mongo

6. (AT av)BrokerA VT YIREE HFET .

E :Dl -F %EE\E!L‘.\ LQETO
- Brokert—E XHWNetWitnessth Ak TE{TH THS.

nw-recovery-wrapper export —--dump-dir <dir> --host-key <Host 1 IP/ID/Name>

<Host 2 IP/ID/Name>...... <Host N IP/ID/Name> --include-broker-index
nw-recovery-wrapper export --dump-dir <dir> --host-all --include-broker-
index

7. (FFar) MongoB LU Brokerf TV REE T\ T VT (THRHR—F),

FOUTZERERLES.

- MongoH—E XHNetWitness?R Ak TE 1T TH D

- Broker—E XHWNetWitness/h Ak TE T THD-

-EHDEEZE L--host-all and --host-keyl&. Mongoéﬁ HBIE1E TIEHR—tEhT
WEHA.

nw-recovery-wrapper export —--dump-dir <dir> --host-key <Host 1 IP/ID/Name>
--include-mongo --include-broker-index

8. (AT ar) JE—b D15 . Brokerf > T v &. MongolZaE—L T hRAZLDT7A LT AIL
B—%E HTI\WWITYI(THAR—b) LFET

nw-recovery-wrapper export --dump-dir <dir> --include-broker-index --
include-mongo —---include-file <custom files>/--include-dir <custom folders>
--host-key <Host 1 IP/ID/Name> --remote-ip <IP ADDRESS of remote host> --
remote-location <remote-location-where-backups-should-be-copied-to>

I UISRT—FRELTIORR—FZE T3 BIZE. FRXTDNetWitness/—F T. XRDF|EEE
TLFET.
1. ssh-keygen( /XATL—X7:L)
2. ssh-copy-id <remote - username>(@<remote - ip>
ATVT3ERITUTSSHIEMEM L. VE—h IV &R TLES

3.ssh <remote - username>@<remote - ip>

9. (N\—U3aV123LUBEMDIE A ) /adnin/appliancesR—U TSN E DT IL—TICEE D
FTARTORRNZ /NI TYTLET

nw-recovery-wrapper export —--dump-dir <dump location> --host-group <UI host
group>

i

nw-recovery-wrapper export —--dump-dir /var/netwitness/Test-backup --host-
group TestGroup
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10. (/3\—232123LU 0% D15 &) IR 55 A DLog Hybrid. Log Collector. AZK 7O Brokerid & ¥
E DATIV—IZE H DT RTOHRRNZE/N\VITYTILET .

nw-recovery-wrapper export —--dump-dir <dump location> --category-group
<category name>

i -

nw-recovery-wrapper export --dump-dir /var/netwitness/Test-backup --
category-group LogDecoder

LT ZHERLET.

- DRALDIT7AIIWELZIET AL IR )= 1\ TV TINBNetWitnesst KA [SFEETHIE. 77
ELBWME S X ZOT7MIVEIETAL I J—DREYTENFET .

- ——remote-ip. —-remote-locationEEDNT4—ILKE H)E—F JE—RE THETHDH L.
- 'J:E;)F RANPEREE1HE R HE 1 THY . T XTDNetWitnessih A~ HMSSSHEE B TP AT
RETHH L.

- )E—k KRN DI ( --remote-location) (2. /XY TYTDIE (21 5 I RR—R DV B
&
- MongoH—E XHNetWitness?R Ak TE 1T THDZ &

- Brokert—E XhWNetWitnesstTh Ak TE T THAZ &

= %E *;& NEZE L --host-all , ——host-key. ——-category-group- ——host—group[i‘
Mongo®@includetg € TIEHR—k SN TWVEEA.

-BIEAHEE SN TULELME & (X, A T3 D5 $ --remote-password <remote-
password>Tssh¥x—hME A SnFET .

NRTSw/ \—THHR—F SNBVARMP(AR—k) AT 3>
FEE DATLLRILOEBEZHF 5180, 1R—k av R FEE (2 A LTS,
1. RRRZE—E 21 DT DYRRT(Aih—bk) LET(IPFR LR, RRM & F=IERRANIDZEEF) -

nw-recovery-wrapper import —--dump-dir <dir> --host-key <Host IP/ID/Name>

2. WRBLDIFAIIWE S THINEF—EVANTLET (R A THEE) -

ECHRRLDT7AIVE=IET AL Ik U NetWitnessth Ak TH| i TEAHEFTE R L TSN,
FEATERWNME S . TNODT7AIVE=IETAL IR JITER EINET .

nw-recovery-wrapper import —--dump-dir <dir> --include-file <custom files>/-
-include-dir --host-key <Host IP/ID/Name>

3. JE—FDFZFAIBUARNTLET

& ROBHERRLET. \
- TR TYTENTUNSJE—F KRS DF T Al--remote-location T E SN TLY
5.

- JE—k KRR DIPHE 31 T, T RXTDNetWitnessii Ak HNSSSHIR B TP IOERATES.

- JE—b KRR DIF AT ( --remote-location) [T /\WIP7YT DI [T+ 73 75 5B I A D

nw-recovery-wrapper import --remote-ip <IP address of remote host> --
remote-location <location-of-backup-on-remote-host> --dump-dir <dir> --
host-key <Host IP/ID/Name>

KEEBBH(/WIT7YTEJRFT7DFIE) 10
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px

AT D5 Bl #EEELLELME S . --remote-userh T I4ILk Trootl TEHYFET .
-5 #HMtE E'Eéin'CL\?;L\iﬁA (X, AT 33| 1 --remote-password <remote-
password>Tssh¥—hME A SN FET .

E ISRV BLDAUR—kFE 1T 9 BIZIE. TRXTONetWitness/—F T, RDATYIEE
TLES.

1. ssh-keygen( /NATL—X7iL)

2. ssh-copy-id <remote - username>@<remote - ip>

ATYFIEERITUTSSHEMERHEE L. YJE—F T2 &R TLET.

3.ssh <remote - username>@<remote - ip>

fz&Z &\ adminserver®iF & . 1\ 7v7 T4 IVF—ND% #il [E adminserver-backup-2021-09-08-
12:48: 131 DFIITLET .

nw-recovery-wrapper import --dump-directory <dir> --host-key <host-1> --

remote-ip <remote-ip> --remote-location /home/adminserver-backup-2021-09-
08-12:48:13
xE

AT D58 Bl #EE E LIEMO5 A& &, —-remote-userh. TIAILE Drootl AR YE

d—
Bl A E SN TIVELME & (X, T30 D5 # --remote-password <remote-
password>Tssh¥—hME A SNFET

4 5E USRI—RBELOAUR—F £E 7 BI2E. TRTONetWitness/—K T+ R DR TV TEE
TLFET.

1. ssh-keygen( /NXATL—X7iL)

2. ssh-copy-id <remote - username>@<remote - ip>

ATYFIERITUTSSHERERERL . YTt T UER TLEY .

3.ssh <remote - username>@<remote - ip>

5. DRBLDI7ANEETHIVI—EE LT DB MNOT—2E AN TLET .

X ORDEHREERLET

[>- NRBLIT7A IVE=IET AL IR )—hNetWitness7h A~ T F vl B THA(E B AR D5 &
(. ZDTFAIPTALIR)—DERINET) -

- T=ADINITYTENB)E—F KRR+ D5 i H--remote-locationlZ& EFNTLVD.

:;‘) T—RAWINITITEND)E—F KRR D5 T HNetWitness?R A~ MSSSHIR H TP RATE
- JE—b KRR DGR (--remote-location) [T /\WIP7YT DI T+ 73 H 5B HH B

nw-recovery-wrapper import -—--dump-dir <dir> --include <custom files/folder>
--host-key <hostl> --remote-ip <IP ADDRESS of remote host> --remote-
location <remote-location-where-backups-should-be-copied-to>

fzEZIE BEBHY—/\DG G . 1 \WIT7vT T+ILA—N% il (£l adminserver-backup-2021-09-08-
12:48:13 | DEIITZYFET

=
AT D58 Bl #EE E LEMOE & &, —-remote-userh. TIAILE Drootl AR YE
d—

Bl EAE E SN TIVELME & (X, T30 D5 # --remote-password <remote-
password>Tssh¥—hME A SNFET
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10.

O ISRT—RBLDAUR—F EE T9 B2 T RTDNetWitness/—K T R DATYIEE
TLFEY.

1. ssh-keygen( /XA IL—X7EL)

2. ssh-copy-id <remote - username>@<rernote - ip>

ATY3HEEITLUTSSHIEREHREL. YT+ T2 U& 8 TLET.

3.ssh <remote - username>@<remote - ip>

(A7 av) MongoH—EREURR 7LET .

LT ZHERLET.

- MongoH—E XA WNetWitnesstTh Ak TE T THS.

-BHDEESED--host-all and --host-keyl&s Mongoiﬁ~ HBE TIEHR—b SN T
WEEA-.

nw-recovery-wrapper import —--dump-dir <dir> --host-key <Host 1 IP/ID/Name>
--include-mongo

(FATav) TA—h— A TYIREE T LET .

FOUTZEHERELET.
- Broker—E XH\WNetWitnessTh Ak TE 1T TH B

- ——host-all option is not support for include broker index operationo.

nw-recovery-wrapper import —--dump-dir <dir> --host-key <Host 1 IP/ID/Name>
—--include-broker-index

(A7 av) MongoBS KU Broker/ TV RAE B T LET .

ELTEHERLES.

- Mongo—E X HNetWitness?R A+ TE T TH5.

- Brokert—E X HWNetWitness?h Rk TE 174 TH S

= *iﬁ DIEZEE L--host-all and --host-keyld. MongoZ & HBIE 1 TIXHHR—F SN T
WEHA

nw-recovery-wrapper import --dump-dir <dir> --host-key <Host 1 IP/ID/Name>
—--include-mongo --include-broker-index

(AT 3) JE—bk DB R . Broker/ > Tw9 & MongolZaE—L T, ARALDT7A LTIV
F—%RXLT7LET .

E LT ERALET. -

- NRBLDITFAIWEITT AL IR V=B 1\ 7y TENSHNetWitness KA TEFE T HE. 7

ELBWME S X ZFOIT7AIVEIETAL IR =D T TRV TEINET .

- ——remote-ip. —-remote-locationEEDT4—ILRE H)E—F JE—RE TR B THDH L.
- UE—b KRR IPEREE 1A ] AVE % THY . F N TDNetWitness?h R+ HVSSSHiE B T7 VA8

RE THBH L.

- 'J:E—F RAR DB AT (--remote-location) (2. /\WITYT DI 1+ 59 12 AR—RA DB

&

- MongoH—E XHNetWitness7RAk TE T THD-

- Brokert—E X HWNetWitness7R Ak TE 1T TH D

-BHODEEE D --host-all and --host-keyl&. MongoZF& $H5E 1E TIETHHR—FEINT

WEEA-

KEEBBH(/WIT7YTEJRFT7DFIE) 12
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nw-recovery-wrapper import —--dump-dir <dir> --include-file <custom files>/-
—-include-dir <custom folders> --include-mongo --include-broker-index --
host-key <hostl> --remote-ip <IP ADDRESS of remote host> --remote-location
<remote-location-where-backups-should-be-copied-to>

p=
-ATa D58 Bl #EE E LIEMO5 A& 1L —-remote-userh. TIHILE Drootl A YE

j—-
Bl AR E SN TIVELME & (X, T30 D5 # --remote-password <remote-
password>Tssh¥—hME A SN FET .

F ISRV BLDAUR—kFE 1T 9 BIZ1E. TR TONetWitness/—F T, RDATYVIEE
TLET.

1. ssh-keygen( /S\ATL—X7iL)

2. ssh-copy-id <remote - username>@<remote - ip>

ATYF3EEITLUTSSHIERZHEREL. VE—+ T8 T LET.

3.ssh <remote - username>@<remote - ip>

ART—B3ADFTY)
BT OICUREE AL T, /SO FPYTEBURR FORT—AREH R T HIENTEET

/var/log/netwitness/recovery-tool/recovery.log

cSTIV a—T4aY
I5— Ay I\ T7YTFERITIAR TR IINRT W/ S—TIS—EELFELT-.
-

RONWTIHIEEFTLET.

o I\WOTYIITR B LI=FRARIZAY 4L . /var/log/netwitness/recovery-
RRE tool/recovery.logZtEBLET .

. /—FOT7_‘/ i“y?‘ E—R(nw-recovery-wrapper -1 debug) TE{TL.&HRRk
DA\ )— I ERELFET .

IS— | JE—h aE—EE D/IRT—F HIE LAz NRTWNA—ZI5—D R ELFT(--

Avtz— remote-password) .

RE JE—F OE—THE S/ \RJ—RZE M E A 13 5L NRWTIEEK B LES . SFTPT
SSHAME A &S d1=8. TOR [FP AT LTHOSSHAOVIENET

RRE LIEoKFothoBHITIIRENHYFET.

I5— EI% E DRA TOREF ] OE AT &R [INRTFZUNA—TIS—HARELFTH. /\WITVTE
Ay H TR DFEFETY . =&AL, EndpointEf=IEESA/—F TT .
27—
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= NRT7—FTOF vl 1—— T—2TIFEL B E/ \WWITVTTHEIFET SN TLE
9. £z Admin Server( SA) &nodexDfE] DFEF IV I ZFEALEFY . 15 E DFRARTK
EDT—ADNFEETED. VILLBEIFIALTINLIZEEIC. COMBEIFKELET.

45 & D7RA [CSSHTHE fit L. /var/log/netwitness/recovery-tool/recovery.log
@k | TI\VITVT RTHBREHERLET.
% INITVTINDT—ANKE THAIE S 1. 15 E OFRANZOS 142 L T nw-recovery-
tool | A 9752 LEHENHLET .

NetWitness!J/\1)— *Y—){ NRT)

NetWitness'J7/\1)— *J—JU NRT) Z{# A L T. NetWitness ServerrR Ak < X7 L NetWitnessH—7\&
AVR—RUk KRR S RTLDT—EDINVITYTELVIRN TEE T TEET . NRTIE RMA,
IN—ROIFEH . — RGN \VIT7ITELRIRN TOE #1254 16 3 5F=0HI 3t KBRS DaTUR
FAVTEITTIRYITNTY . Azure VMIZT TASENTARR DK E 18 1B F B ISDLTIE.
Azure B AIRIETOKEBIB 1S B LTSN,

F NRTIEE KRR £E TAO—HIUZEITTILELIBHYET . JE—F KRR P4 SRR HSEFT
G HEIFTEFEA

R DAL TDRRNZ /NI TVTES VIR T TEET
FE NRTRIUTh T KF O 2 (B EEORR—RFR) #hT7IVELTHRELET .

* NetWitness Admin Server( Broker. Investigate. Respond. Health and Wellness. Reporting Engine
ZE0)

« AnalystUI( Broker. Investigate. Respond. Reporting EngineZ& )

* Archiver( Log Archiver( Workbenchg & U Archiver) )

 Broker( Ak 702 Broker)

 Concentrator( NetworkE7=[dLog Concentrator)

 Decoder( Network Decoder( 7 V7Jk))

 Endpoint( EndpointT—> 1k )

* Endpoint Broker( Endpoint Broker)

o Endpoint Log Hybrid( Log Collector. Log Decoder. Endpoint Server. Concentrator)

+ ESA Primary( Contexthub. ESA Correlation. Incident Management7—4%~N—X)

e ESA Secondary( ESA Correlation)

¢ Gateway( Cloud Gateway)

 Log Hybrid Retention( & 77 F | <& # 1£ St 7zLog Hybird. RSA1)—X6 Hybrid/ \—F =7 T
R)

KEEBBH(/WIT7YTEJRFT7DFIE) 12
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* Log Collector( Log Collector H&UA U RAb —/LEN TS5 & [£ Virtual Log Collector & &)

 Log Decoder( Log Decoders H&UA AR —)LEN TS5 & I& Local Log Collector H&U
Warehouse Connector Z5& &)

* Log Hybrid( Log Collector. Log Decoder. Concentrator)
e Malware( Malware Analysis# U Broker)

« Network Hybrid( ConcentratorgS&UDecoder)

« Search( Health & Wellness N—43 7RXk)

* UEBA( User Entity and Behavior Analytics)

e Warehouse( Warchouse Connector)

15 KREBIH(/\WIT7YTETAFT7HFIR)
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NetWitness!Jh/\1) Y—ILOE X K5 EH A %

NRTZFE R L TTF—43%/\WI7v T3 BI5 6 1d. export AT avERELEFT . T—AEFVARRTTS
?é‘ (X, importA T avEELET . IL—bk TALIR) LALT, RO KX TaAvUREETLE

nw-recovery-tool [command] [option]

ZOY—ILTE AR RO AT avE. RDOFRDESYTY .

-h, -- ARV EAT LAV §HNIIVTER RLET. Bl 2.

BELER O)ZV‘JF‘\ 3nw—recoveJ{y—tool --help-categories #RI{TT 5.
BNGITRTOATIVE VA DFONFET .

e, - TRFIIERETVAR—LES

export

o TRFEIFEREAR—ELET

impor

A IHAR—b T —EDREFH N D/ R, FFAVR—TETEADREFHZH D
dump-dir  ,{z2%$5FE LZF9(fl :/var/netwitness/backup),

<path>

-C, -- X RDAVR—RUSEDTIVESTERLET

category

B HTIV4L L. AdminServer. AnalystUI. Archiver. Broker.
Concentrator. Decoder~ Endpoints EndPointBroker,
EndpointLogHybridLogHybrids ESAPrimary~ ESASecondary. Gateway-
LogHybridRetention. LogCollector. LogDecoder. LogHybrid. Malwares
NetworkHybrid. Search. UEBA. Warehouse T9

12DATIVER E T4 Bl — RANE B OATIINEFETIHIEE FEHRD
ATIVERTE CEFT . LTFITHIEZRLET

e --category AdminServer( & B HY—/\DH%EIETE)
--category AdminServer --category Gateway( & EEH—/\&Cloud
GatewayZ345 &)

e --category ESAPrimary( ESA PrimarydD#H %35 i)

<name>

e --category Broker(BrokerD#% 5 iE)
--category Broker --category EndpointBroker(Broker&Endpoint Broker

T TE)
—-—remote- IJF—k ,\YHITPVT T7AILDIR,

location
<path>

-—remote- JE—k I UDIP,
ip <IP>

KEEBBH(/WIT7YTEJRFT7DFIE) 16
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——remote-  JE—p L0 0A—H—& . (ATL30T) UE—H RRAMER A DI—H—. BEL
user UM & 1L, T4k Droot1—H—Td .

<name>

--remote- JE—k ILUD/IAT—K,
password
<pass>

7 REBEB(/\WIV7YTETAF7DFIR)
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Al = &

LLT OFHZim =L TWAHIEZRE R L TN,

o T—REINVITYTFTBHRENNZ. CORF1AUFER % FTHH A<ZELY. NetWitness Platform@/ v
YT7VITEVANTOF EZEF R T 5811 BEEREZER TEDLS SORF2AUMITTART
DE A FIAIRFEINTOET

NRTIF/ I T7vTDIGEEELIVARNTOB & L. /1 \Wo7vTE-ITVRAN 7T 5% AN TA—AHJLIZE
TLTLEELY, NRTZ M DA ASE T LY. /WO TP7YTOYRN T7EE B DOFRAS TR BFIZE
TTBHILETEFEA. =1L, A —HRRAF L DE B OAVR—R N EFRE I/ \WO7vTTHIE
[TTEFET.

T—ADIHRAR—t BLUAUR—h &, B — KRR ETEITTEIHLEHIHYET . KRR EEH
FELOIC, HILLWVRRANEE A T4 ENHDE S (F. T DORR EFSIKR LTI T T4
TA INGA—E—(IPTF LR E) & FHLIVERRARIERE L [ —/3—3> ONetWitness SuiteZ3E
TIELEIHYFET .

NRTDexportaAY R #E 1T BRI, /1 \WIT VT DK MG (HE TALOM)—(E
/var/netwitness/backup) [T+ RN REEETARAVBEAHLHIEFHR L TS EEFHET
glﬁ* [Z5Y S RTL IV 1DR A SR BEME DY AT=0. tmpT ALV VIEfE A LG TTE

MalwarerR AR Z/ X\ VT BHNNZ. TARY A XEHER L. ABL TS ROKRIZ, 71—
ROz 7 DA TR\ 7 VT TEBMalware T—EAN—ADER K YA Xé. =z K U4 XLLAIZHI B
T5HEERLET.

NI T7IID
T—HR—R BAYAXET

HI® 350 H

Malware  4S31)—X 621)—X /var/netwitness 2 5TB  O—JLA—/\—%#
Hybrid Core 95
T—AR—ZNBF &
BT—A3%HET5.

o IN\VITYITERMB LI-ARAR HME AL TULV-=DER — DISOAA—CF AR T7LET .

o B — RRAMZEH DOHY—ERNE F 515 A (L. nw-recoveryV—)LDimport HEWexportaAT
YEDIDOARUR X F I, TARTOY—ERFE HTLZELN.

F NRTZERTTHE. 71\ 7y (export) EJAR P (import) DELLNTOERH 23, Malware.
Reporting Engine. PostgresqlD& H—EXAMZ L L. BEBISNFET .

KEEBBH(/WIT7YTEJRFT7DFIE) 18
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KEEHIBOT—HoO—

ROE(F. KEEIBRIRVDBEZRLTUVET

T EIEABELGOE. EELNELE LIRS DHTY . DFY, B — ORANIEELIFEEL:
?‘S‘ [T —DRAEEIBL. ERORA CTEENMREELLG S FERODRANEEBLE

[ZIER DRRINE FNFET .
o NOTVI(HEIFTESLTRMAICETL. LI IR REARYE R ICEEE TET) .
o YRANFP(T—HREVANTI 2R ENHDE R DHEIT) -

Backup (Export) Workflow

Move back
up from local
host to
external
location.

Back up Back up
(export) NW (export)

Server host Component
data. hosts data

Restore (Export) Workflow

For NW Server host that has failed. | For any component host or hosts that have failed.

Re-i R i
Re-image Reconfigure Import NW | BT BT Import Reboot Each
Reboot NW Each Each
NW Server NW Server Server host Server host Component Component Component Component
host. host. data. ’ | hzst h':st hosts data. host.

KRR DTF—BDINNGTYTE)RT
TF—RBDI\WITYTE)X 7DZFE B & NetWitness ServerrRAh L ATFLEAVR—RUE KRR R
TLTEBYET .

FEE L) ROTAHRE—JAN)—FIEDETHIC, —— 1U8—Tz(AD KA Ea—( [

( EI)] > HRRAR]) TIAVR—FRUL KRR (DFEY. NetWitness ServerR Rk LU DRRK ) &
HIBR LRLVTIZEWY. 2.) K EFE 1B FIEEE 1T I DR AL TL=BE 77 O7RRL 4 Z# 8 L T
FERIIBLEINDYET .
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NetWitness ServerCODT—3 D/ \WIFYTE)AL T

E BB ORREDSIVRR—TE5T—3HBRANL—D (LR E EBH IR PHEFRSA
NIREFETREE . THVRR—F 5T —FDRF 5 A O/ RIC(E, RRN ZEIZE B 0T T4
AZEB ML THORKR—k LI=T—3DE DFRRS DT —2(Z&>TLEEESINENKIITL TSN,
f=&A X, -—-dump-dir /mnt/storage/<host-specific-name>DEIIZTHRAR—FFTEHT—3D
RESRON\REEELET .

NetWitness Serverifk Rk TOT—E DI\ 7V

CDOF I 1%, % 8 o DX 7F DNetWitness ServerrhAh S ATLTETLET .
1. LT OavR#rootLNILTA ALET .

nw-recovery-tool —--export --dump-dir /var/netwitness/backup --category
AdminServer

E nwnrtEfzlEsu nwartéW\S31—H—F TAT AL TLVSIE & . NetWitness ServeriR Ak &
f=(ZZF DM DA R—F b KRR TNetWitness JH/\)— V—)LE&E A L T/ \vo 7y T /Hh/\)—
T avERITLTVSMEIZEIT 5N DT ISsudol A AT HABELBYET -

5l NetWitness')J57\1)— Y—)LZ{FE A L TNetWitness Serverrh Rk £ DTF—42%/\wo7v T3 3
DR DRTYI L. ATA R IZ. ROAXREETTHIETT .

sudo nw-recovery-tool --export --dump-dir /var/netwitness/backup --
category AdminServer

F O H—EXNFOY—ERE A ORAR AV AR —)LENTWADTIFEL. it DATI)DY—
ERER CLARRAMZHFELTLDIE &1L, YR SAVIZITEFNLDY—ERE BN T 20 EHH
UZEY . GatewayFl=[EEndpointBrokerNEF T HIG S (L. ROFIDLIIZFEELET !

nw-recovery-tool--export --dump-dir /var/netwitness/backup --category
AdminServer --category Gateway

nw-recovery-tool--export --dump-dir /var/netwitness/backup --category
Broker --category EndpointBroker

2. /var/netwitness/backupld. IVRR—FTET—IDREFSFF D/ RIZEEZHRZFET .
a. MELIEGI/IWITYILE-T—25RBETHDIH R LREEEE I HEIILEHRELTY
=AW
b. 1\OTVT TALORIDNRIZIE, B—HIL KRR+ £ DGR &iE E T ELAHYET . =12
L Uk T—OHF I ON B TINARIZT—RI\NITYTIFAINERETHEFTESE
ER
T—H2IE. RTYIT2TH E L1=. NetWitness Serverit Ak £ DR FE G T 2/ \Wo7vTEhET .
3. 1\wo7vT F—R%0O—Hh)L KA DS G DY —/\FEF=IXUSBRTA Y1 ELFET .
4. (FF2av) 1I\wo7v7 T—a%)EF—rIZOE—-LET

KEEBBH(/WIT7YTEJRFT7DFIE) 20
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FOROBEHMEEELET

--JE—b aE—EE DI $ . —-remote-ip. ——remote-locationlZH FFIEHIE EINT
WH&,

- JE—k RRL DIPHE £ THY. T RXTDNetWitnessih A~ MNSSSHIE HH TPV ERTES
- J)E—k RRAF DI FT( --remote-location) 2. /NI YIHK M TH+ D EEH IHBHZ
&

nw-recovery-tool --export --dump-dir /var/netwitness/backup --category
AdminServer --remote-ip <IP ADDRESS of remote host> --remote-location
<remote-location-where-backupsshould-be-copied-to>

Sz I

- AT DB $--remote-user DE F 18 FE LIE D135 & (&, T IA4ILE Drootl TFEYFET .
-BIEAEE SN TUIVELME & (X, T3 D5 # --remote-password <remote-
password>Tssh¥—hME A S FET .

FE IXRT—FRLELTIVRR—FZE T T 5I2UE. TXTDNetWitness/—F T, R DF IEZEE
TLET.
1. ssh-keygen( /NATL—X%iL)
2. ssh-copy-id <remote - username>@<remote - ip>
AT VT3ERITUTSSHERZRER L. VE—H IO &R TLES

3.ssh <remote - username>@<remote - ip>

21
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NetWitness ServerrkAk TOT—32DVAL 7

1. TORRAMER LRI T—OREEFZFERALT. RRAFDAA—2FBERLET . NetWitness
Server NetWitness ServeriR Ak D A4 A— 4L DFF M (DL TIX. [ E KRR A/ VRXR—IL HA
FJ DM NetWitnessH—7 (( NWH—/3) RRR BELUVZDM DIVR—R Uk KRR DAURE—)L1%E
S BB LTSN,

a. (FFLav) 1\wo7vT T—AERB T ARV T—VEREHEILTILELHDEE
(1\o7vT T—EAE—F KRS LIZFEETH5 A GE) (&, T DRRAERLCIPTRLR,
HITRUb . 5—b A DNS, FASUIEREFERALT. RORV)T N EZETLET

netconfig --static --interface <name> --ip <address> --netmask <netmask>
-—-gateway <gateway>

UTIHZRLET.

netconfig --static --interface eth0 --ip 192.168.1.100 --netmask
255.255.255.0 --gateway 192.168.1.1

(FF23V) DNSYH—/\EIEE T HE S L. RO/INTGA—2%FBMLET .
--dns <address>
(AFLaV) AR ERETHBEE RONGA—FEBMLET .
--domain <name>
b. (AFL3V) DHCPEFERALTWSIE & (X RORVJTEEETLET .
netconfig --dhcp --interface <name>
LTRICHlZERLET
netconfig --dhcp --interface ethO
c. 1\WOTYT T—4H%. O—HIL KR £ DI\ 7vT TALOR)OIRRIZEMLET . fl :
/var/netwitness/backup

2. nwsetup-tuidVYURERITLET. ChIZkY. b 7v7 TOISLHRIBLET .

F vk TYT TOUSLOE R T RN DRVE DI B DA D EKR Do, CORIE
(S8 7 B E SN T DET £ TR LRV T—IE B ZHE E LT,

3. AVRN—=ILAATEEIRTHTOVTE AR RSN =6. §: TAVTE R RS-, 1V RR—
IWVBALTDA T3 % RIRLET . kb>2:Recover (Reinstall) | Z:# R L. OK]ZH)vILET .
RIZ 1\ T7vT T—ARERBELI\YITYT TALOR)DINZREA A LET
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NetWitness Platform 12.4 Installation
Specify the install type: Fresh
Install, Reinstall, or Warm Standby
NW Server Install.

1 Install (Fresh Install)
Recover [Reinstall)
2 Install (Warm/Standby)

Path for Recovery Data
The recovery process needs the directory path in which
the recovery data from your previous installation was
backed up (1.e., nw-recovery-tool dump folder).

Enter the Recovery directory path.

{fruutfhackup

<Cancel>

JH78) I8R5 FT T8 TE SNBDT7AIL IRRIETHIVEREE [Tl TS BEAHYET . tar.gz 77
AIWFELIEEBI7AIIVDGEE (X BETEILEIHBYET . tar.gz770UE. B E(TE LTIV
Rltar -zxvf /root/backup.tar.gz|ZERALTHE TEET .

INRIZIE. /root/\ /var/netwitness/backup~ £l=I&E ¥k D/ \R%E$E E TEXT .

admin-server 0)/ \‘J77‘J7° 74U li UTITRT IAIVEDE FNET .

eb

e I T O I

d
d

i o

[ T
e I e
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4. AVAN—IAEEI5E T L1z, 1\WO7vT T—REE £ IZR LV—RELV/ SF N—Dauh
EITINTNAIEERER LT,
o FYUFHLLVYF Y)—RIZP7VTT—h ENTWBL AT LIZT—EH$HH5 S (. LLATIZTRAR
TEITSINTW =B O( T8\ TYTEINFIE RN )—R N—2a30F = F SoF 13— 3
V) ER Cr\F N—=230 DI 7T T—h HARNZHD. P RTLDA IS4 7T T—h DF
B I=$€ 2T RRANE YT TF—hLET .
o TANEELTONEDHADv— YJ—R N—D3(12.373E) THY. TNLLEE O/ 0F 13—
AV ITYI TSN TUWVEWNME S . KRR SRTLEZEHITEALE (IHYFEA.
5. 1RAk b‘iIE LULWNN—230FE T L TULA I ENE R TE-5. NetWitness Server CR DAY K EE
TL. TA2%FIYRNT7LET .

nw-recovery-tool —--import --dump-dir /var/netwitness/backup --category
AdminServer

F O H—EXNFOY—ERE A ORAR I/ AR —)LENTWADTIFEL. it DATIDY—
ERER CARRMZHFLTNSIE & (F AR FAVITEENODY—ERLEB M T DL EHH
YET . GatewayFElzldEndpointBrokerNEF TGS L. ROHIDESIFEELFET -

nw-recovery-tool--import --dump-dir /var/netwitness/backup --category
AdminServer --category Gateway

nw-recovery-tool-—-import --dump-dir /var/netwitness/backup --category
Broker --category EndpointBroker

6. (ATLav) VE—h DB NS/ \WITVTEYRNTLET .

EORDEREEELET .

-JE—F aE—2E DB $ . --remote-ip. —-remote-locationlZH MALE AHE E SN TLY
BTé

- JE—k KRR DIPHE 3 THY. T XTDNetWitness?R Ak MSSSHER H TFIERATESD L.
- )JE—bk KRN D5 T ( --remote-location) 2. /\WITYIEK M T 5+ R LB E AHBZ

&

nw-recovery-tool —--import --dump-dir /var/netwitness/backup --category
AdminServer --remote-ip <IP ADDRESS of remote host> --remote-location
<location-of-backup-on-remote-host>

bz

- AT DB B --remote-user DIE FFE T LA HOI35 A (K. TIAIE Drootl TTEYET .
-BlIEAMEE SN TULVELME & (X, A T3 D5 # --remote-password <remote-
password>Tssh¥—hME A S FET .

FE ISR T—REBELTIHVRR—FEE T35 T XTONetWitness/—K T, RDF EEE
TLES.
1. ssh-keygen( /NATL—X7iL)
2. ssh-copy-id <remote - username>@<remote - ip>
AT VT3ERITUTSSHIEMRERREL. VE—H Y& TLEY.

3.ssh <remote - username>(@<remote - ip>
7. (ATLAN) ARBL TFAT oA=L L—IVER AT D5 & | Ffld/etc/hostsDHREL TUL
J—Z=FERTGE

a. (ATLaV) HRAL T7ATIA—IL IL—IVEE R T 5156 ( DFY. 12 Xb—)LEF [Inwsetup-
tuiavR @ Disable Firewall]l 7AV Tk Tl Yes &R IR L5 &) 1.
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/etc/sysconfig/iptablesZ7AINEINYI T YT D<dump-
dir>/unmanaged/etc/sysconfig/iptables Z7AILMBI)ANPLET .

. (AT23aV) Jetc/hostsIThRAL TR )—EBMTBIHEE L. /etc/hosts.usersT7AIL

. 1\ 7 YT D<dump-dir>/unmanaged/etc/hosts.userMbRAN £ D/etclZUARTL
F7.

. ATV TaFFTbER T LG & F ROATFEETLTRAMNEE#HLET .

nw-manage --refresh-host --host-key <ID, IP, hostname or display name of

host>

8. NetWitness ServerrR AR Z#JT—k LZET .

E Yetc/hostITHEITHRBL IUM)—ZEBMLEVE S (X, hARBL IR )—%
/etc/hosts.usersZ7AIUTBMLTHS. RRANEEH TE2LBEIHYET(RTVT6cESE) .
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ftt DA HR—Rh TRRAN TOT—EDINITYTEYRNT
ROEIEE. B OBt OavR—Rok Rk SRFLTEFLES.

aAViR—Rb RRAR TOT—E2DINVI 7T

L.

LT DAY R ZrootbRILTA ALET

nw-recovery-tool —--export --dump-dir /var/netwitness/backup --category
<category name>

category namelZl&. R DOWFT N DEIEELET .

AdminServers AnalystUI. Archiver. Broker. Concentrator. Decoder. Endpoint.
EndPointBroker, s EndpointLogHybrids ESAPrimary. ESASecondary~ Gateway-.
LogHybridRetention. LogCollector. LogDecoder~ LogHybrid. Malware-
NetworkHybrid. Search. UEBA. Warehouse

E nwnrtEf=lEIsu nwnrtEW\S51—H—8B TAY AL TS5 & (£, NetWitness Serverrk Ak FE
f=IEZFDM DaVR—R b RRS TNetWitness!Jh/\)— Y—)L&EFE R L T/ \wo 7y 7/ JhN)—
ToLa v EETLTVAREIZETI5HaY R DRI [Ssudob A D THALELIHYET

{5 NetWitness'JH/\)— Y—)LZ&fE A L TV R—FRUb KRR £ DT—2%/\9O 7T 518
DR A DATYIE. OF (%2 ROATNREEITTHIETT.

sudo nw-recovery-tool —--export —--dump-dir /var/netwitness/backup --
category <category name>

F 1) KRR AATIT—HTE2ATIV—EFRELEFT. 2) FEDY—ERHLE AHRRL TIEA

DAV R—HRUh RR EICHFLTLSIG & IE ZOY—ERZITUR SAUITEMT S
WHEHHYFET . 5l Z X, Warehouse Connectorh’Log DecoderrR A [ZHEFEL TLVDIHEE . . KL

TITavwob X F 5 O ERLET .

nw-recovery-tool-—export --dump-dir /var/netwitness/backup --category
LogDecoder --category Warehouse

(AT2av) 1\wo7yT T—3%)E—rTaE—LFET.

T OROEREHERLET

-JE—hF aE—EE DB $ . --remote-ip. —-remote-location|ZH MAE AR E SN TLY
%C&.

- JE—b KRR DIPHE 1 THY . T XTDNetWitnessThA~ HNSSSHIE H TR TEAHIE.
- )E—k RRAF DG T ( --remote-location) 2. /X YIHE M TH+ DB EH INHBH

&

nw-recovery-tool --export --dump-dir /var/netwitness/backup --category
<category name> --remote-ip <IP ADDRESS of remote host> --remote-location
<remote-location-where-backupsshould-be-copied-to>

b

- AT D5 B --renote-userME 18 € LIE o35 & (. TIA4ILE Drootl T YET .
Bl EAE E SN TIVELME & (X, T30 D5 # --remote-password <remote-
password>Tssh¥—AVE A ShFET .
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T INRTD—FKRLELTIVRAR—FEFE T BITIE. FRTONetWitness/—K T. X DFEEE
TLFEY.
1. ssh-keygen( /XATIL—X7L)
2. ssh-copy-id <remote - username>@<remote - ip>
ATYF3ERITLUTSSHEERZRER L. VT IV ERTLES

3.ssh <remote - username>@<remote - ip>

3. (#FL3V) /var/netwitness/backup@s T—FDIHVAR— & DG O/ SRICE = A FE
ER
a. MELEBHINWITYILIETRERBETHIDIT D LETHEEIHLILEHERL W
iAW
b. NOTVT TALIR)DARIZIE, A=A KRR L DGR &I E TALEIHYES . 112
L. RubD—OH B IOV ON B TNARIZTT—R 1\ T7 VT I7ANERFTHILIETEE
ER

4. Endpoint Log Hybrid&&UESA Primary?R Ak D15 & (. ROIATUKREETLT. T—4R—X
NOT7I)r—ay T—RETYAR—FTHIENTEFT .
nw-recovery-tool —--export --dump-dir /var/netwitness/backup --component

mongo

/var/netwitness/backupld. T—RDIHRR—bk & DG AT D/ \R([CEEZH 2 FT .

3 ) B E LS IZTORR—k LI-Mongo T—3R—ADI7( IVER E T DI+ 5 11 ZE
EREE A\ D EETE B L TZELY, 2.) BB — Da< K T, Endpoint Log HybridE7=IZESA
PrimaryD7R Ak T—2EMongoT—HR—R%E/\WI 7 VI TEET . il nw-recovery-tool -
-export —--dump-dir /var/netwitness/backup --category EndpointLogHybrid --
component mongo

5. Malware®i5 & [£. R DaATUREE TLT. Malware T—3R—RA D7 T )r—i3> T—43%T
DAR—b FHIEMNTEET
nw-recovery-tool —--export --dump-dir /var/netwitness/backup --component
postgresqgl
/var/netwitness/backupld. T—FDIVRAR—h £ DIFFFD/IRICE EHRZIET .

FE 48 E LIS AT [CTORR—k Li=Malware T—3N—ZADT7A VR FTHDITT R BEE
PRI A DHEEHE TR L TSN

6. 1\ T7vT T—R%EO—HIL RAN BRI DY —/\FE - IFUSBRT I BB LET .

AV R—Rk RRAF TOT—E2DYRET7

1. aviR—pwobk RRAREB AA—JIE L. TTORARERIC R D—O 2R T LET . avlk—
2k IRRAF DB A A= OFF M (CDOWLVTIE. T ERAN 12X —IL HAR JDIM NetWitness
H—/\(NWH—/\) R BXVZEDM Do R—R U RRAR DAV RAR—)L1%ES BB LTS,
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A FF2av) N\OTVT TRERAG T BRIt TR R EHE L AR B LHEH(/N\ITY
7T TAME—F KRR EIZFEE THKE) B E &, T ORRAERCIPTR LR, 700k
7—h A . DNS. FAMVDEHRZEFE ML T RORVIITERTLET .

netconfig --static --interface <name> --ip <address> --netmask <netmask> --
gateway <gateway>

LTI ZRLET .
netconfig --static --interface eth0 --ip 192.168.1.100 --netmask
255.255.255.0 --gateway 192.168.1.1
AFoay DNSH—N\EHEETHHEE T RO/INGA—FEBMLET .
--dns <agdress> o .
ATy RAVRBERETREE [E RONGA—FZEBMLET .
--domain <name>
a. (FF723V)DHCPEERALTLSE S I RORVIT N EETLET .
netconfig --dhcp --interface <name>
Bl :

netconfig --dhcp --interface ethO

b. 1\ T7VT T—R%. O—HILIRAL £ D/ o7 T TALOR)DNRIZEMLET .
5] :/var/netwitness/backup

. nwsetup-tuidYURZEETLET. iKY, ok T7yT7 TS LA LET

o euh7yvT TOUSLDE T RAN DRV DO DA HER HLNTF=5. ZORAR
(23T 7 R E SN TV DETE £ IR LAk 7—I# B E1E & L TS,

. AVARN = AATEERTHTAV TR TSNS, 2 TAVTE IR RSNz, 1V RAR—
WBLTDATL a3 %BIRLET . kb>2:Recover (Reinstall) | Z3EIRL. OKIZ#IJILET .
RIZ 1N T7YT T—RERBFE LI\ TYT TALORIDINREA I LET

JHs81) 1SADIG F T8 B SNBT7AIL IRRIETAHIVEREE [Tl >TLWS L BEAHYET . tar.gz 77

AIFELITEBI7MIILDIGEE (X BETILEIHBYET . tar.gz 77/ UL B E(TE LTIV

Kltar -zxvf /root/backup.tar.gz|Z&ERALTHME TEET .

INRIE. /root/. /var/netwitness/backup~ E=IFIMEE D/N\RIZTEHZENTEET

. nwsetup-tuidYURIZ&D Yk 7YTHSE T L1=5. NetWitness Platform1—H— /22T R

® KA Ea—hn HORR—]aTUREFERL T, RRAN EISE Y G Y—EREB AV AR—

LT DBBELIHYET .

. H—ERDAV AN —=ILHSE T LIzb. 1\ 7y T—REE £ ICE L)) —REB LU/ SyF /3 —23y

NEITSNTWNSIEEFHRLET.

o KYFH LUV SUF W—RIZTZVTT—h EN TSV AT LIZT—AELH 55 B (X, LLRTITRRR
TEITSINTWNED( T—E2D\WITYTEINTZIE R V—R =23V F =3/ SF /13— 3
) ERI LI F N—2av DI 7VTT—b HARNIZHB S RTLOA TS 7YTT— DF
I (25 > THRANET7YTT—RLET .

o T—ANFEELTLDEDNAD y— J)—R IN—23( 123728 THY . TNLLEE D7 \F /13—
DAVITTYI TR EINTUWVELMG B (X, TRRM SRTLEBEHTEILE IHYELA.

. RARHAE LU= 30FE T LTINS EERE R TE5. aVR—3 Uk KRR DrootL AN JUZR

Y. ROAXKREETLTT—AHEIVRNTLET

nw-recovery-tool —--import --dump-dir /var/netwitness/backup --category

<category name>

KEEBBH(/WIT7YTEJRFT7DFIE) 28



JH/\) Y—)L 2—F HAFR

F H—ERAE R KRR TS QVR—rUk RRS LIS OY—ERERFLTSIG S
(X AR SAVIZEENLEDOH—ERLEB M T2 ELHYET . il 1L, Warehouse
ConnectorHLog DecoderrRAN [CHEFLTLDIHZE .« - LT & SOOIk X F 5 O TY .

nw-recovery-tool--import --dump-dir /var/netwitness/backup --category
LogDecoder --category Warehouse
8. (AT av) VE—k DGR/ \wIT7YvT T—R%FARTLET .
E ROBBRERBLET. ‘
-JE—F aE—EE DB $ . --remote-ip. —-remote-locationlZH MAE AR FE SN TLY
5L,
- JE—h RRL DIPHE 3 THY. N TONetWitness/i A AVSSSHiE Bl TPIEATESHI L,
- )E—b KRR DB T (--remote-location) (2. /\WITYTE& M T 5+ R 5B E HHEH
&0
nw-recovery-tool —--import --dump-dir /var/netwitness/backup --category
<category name> --remote-ip <IP ADDRESS of remote host> --remote-location
<location-of-backup-on-remote-host>
i \
- AT DB --renote-user DIEEIE E LIEH0II5 & &, T4k DrootlTZEYET S
Bl AHE E SN TULVELME & (X, AT a D5 $ --remote-password <remote-
password>TCssh¥—hME A EINFET .
T N\RD—RLBELTIIRR—FFE T BIZE. TXTDONetWitness/—F T. R DFEEE
FLES :
1. ssh-keygen( /XATL—X7iL)
2. ssh-copy-id <remote - username>@<remote - ip>
ATYTIERITUCSSHIEER EHERL . JE—F 9228 TLET.
3.ssh <remote - username>@<remote - ip>
9. EnpointLogHybrid&8 XU ESAPrimary> AT LMDS & &, ROAT R EETLTFIIr— 3>
T—REVANTIHENTEET .
nw-recovery-tool —--import --dump-dir /var/netwitness/backup --component
mongo
10. Malware7RR+ D35 & (& RDIATUFEE TL T, Malware T—2R—RDT7 T )r—3v 7—4
AR—b L TURRN7TEEY .
nw-recovery-tool —--import --dump-dir /var/netwitness/backup --component
postgresqgl
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11. 4+ &8 Ak L—( DAC/SAN/Unity/PowerVault) A& B &t f=Decoder. Log Decoder-
Concentrator. Archiver. Network Hybrid. Log Hybrid®Di5 & . R DF IEEZEITLET .

a.

<dump-dir>/unmanaged/etc/fstabZ7AIDF HFEHEE L. AT LD/ etc/fstabT7A
BB ELGEWNTNARDT IV RAVSDGEOERLET

BE FHLUERR /\—Fx7( DFY. Decoder. Log Decoder. Concentrator. Archiver.
Network Hybrid. Log Hybrid®D#r LLVERR) [ZF 1T L TLVRIE & 1. RDRATYT(HE DFET I,
UTEETIILEIHYET

LEWIN—R D7 RRAM LERSNIN BREL—D TINARDERZEAIITLET .

2 ER R L— FIRAREFH LLVRRR N—R Oz 71K LES

3HFTLLVRRR N—F o7& R SNN B ANL—2 TINMRODEREAVILET .

b.

C.

<dump-dir>/unmanaged/etc/fstab®/\WIF7v7 AE—Z& FENTLVSDE T/ AL RIZDLN

T RORATYITEETLET.

i WETETNNAANEEL. BEHRSNTOSIELEERELEFT . S TUOVELNE S (K.
BHELET. SBRERALEVT/ARIERFYTIL. ROTNNAREHERBLET

ii. F7AILVRTLIZRIUS IRAVE DTALORNIDEE TAHEEHERELET . FHELAEWL
B A X mkdir <path>aAYUREEITLTTALIMNIEERLET .

iii. 7\ PYTDIPAIVN DfstabI b YE. S RTLD/ etc/fstabDI7AIUTBIMLET .
AR D)-ROEIFTNATIVE OI5 & (&, T4 5 A EIB &R DL—R6BELUT/N(T
R R L—C TDfstabDE B I DIE R IHE ST, 1 \WWIT7vTSNf-T—3%
Jetc/fstabTALIRVIZYRN 7S 2L EHLHYET .

B RAR TROATREETLETS.

mount -a

12. (FT23V) DRAL T7AT oA=L V—IEFERTEEE . FzlE. /etc/hostsIZDARZAL T
Vh)—EEMERTISE -

a.

(AT2aV) hRBL T7AT 04— W—IVEFE R TE5E (DFY. 1A —)LBF [Znwsetup-
tuia¥R @ Disable Firewalll 7AV 7k Tl Yes &R IR LI-15 &) 1.
/etc/sysconfig/iptables Z7A L%/ §‘y77“/7°0)<dump—
dir>/unmanaged/etc/sysconfig/iptables Z7AILHMBIANPLET

(FF2av) /etc/hostsITHRAL ITUN)—4BMTSH A (E. /etc/hosts.usersT7AIL
. 1\ 7 YT D<dump-dir>/unmanaged/etc/hosts.userMoRAr ED/etclZJRRTL
EX I

ATYT12aF=IF120E R T LG B (X ROAVUFEERITLTRAMNEEHLET .
nw-manage --refresh-host --host-key <ID, IP, hostname or display name of
host>

13. aviR—xxbk RRAREYT—FLET .
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AN I—)L A—H FAK

N—F PR HFDFE OH FTLLVKRAR /N\—FIxz7ISEIMShT-
TAARY%E 18 OfE A

LU= D7 F Al R 737:43755 B &9 RTE 545 E 2D TIE. [NetWitness
Platform3a7 T—A~N—X ?1—:/7: HARIZEZS B LTEEN, NetWitnessDE /A\—230 DK 2
AURIR—=UIZFBEL. BB DST IV a—T 42T D= DNetWitness PlatformDE HAK %R DlT
F9.
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Azure E AIRIECOKEFERIA

CDEHLaVTIE. AzurefR BARRS (VMELIE (I D) IZE A Ehf=NetWitness Platform®Ds Vw07
TEIVAR TR EITOVTHRBALET . AzureB ARE TOT—ED/\WITYTEIVIAR TIZIF,
RD2DODEEBGIRINEENFT .

o 3R 1 - T—=BDI\NYITVTETHRAR—r
o AR - T—HRDE T EATR—b

BRI 1 - T—=BDI I PVTETHAR—k

1. nw-recovery-tool --exportAYURZEEITLT. T—2FIHVAR—LET. COFIEIX. 2D
FFarob DI K EE B \WWITYTEIATOFIE) ITHBALTHET .

BRRY2 - T—RDE T EAR—I

CDRAARYESE T 3 3I2E. Azure 79T —K HA4RF S BITH2BLEIABHYFET. NetWitnessDE
IN=D3 0 DEFa AR ]IR=JIZBH L. B EDONST IV a—T 429 DI=HDNetWitness Platform®
LBHARE#R DITET .

1. VMZHIBRLET .
EE J)—RBIAIE T4RY 29k T—9 A23T71—R73E) 1B BR LIEL TSN,
2. NW Server7R Ak . Broker/R Ak . ESA7RAR . Endpoint Log Hybrid7R Ak . Log Collector/RR (7R
Ak = --category) T RDFIEZETLET.
a. TWI2.4 VMAS, vk T—9 AU A=D1/ X W—R ERTRTDY)Y—RZHIBRLET S

b. BUTARDE))—REFERALTI2S VMZHFHIRIZE AL, /\T—4ILFET .
LM B RANZAzurelZE A §5F LLWVFEIEIZDLTIE. TAzureA VAR —IL HAK %S
B LTS,

c. B—AhJL LU T, azure-mac-retention.ps1Z#E{TLET .
CDARD)TRERITTHFIBIZDONTIE. [Azure7YvFTIL—K HA4K %25 BB LTSN,

d. FNFNORAFONRTYRR7ZOFIBIZHEWNVET . SEMIE. TKEEIB(/\WITVTEYRLT
DFIE) JICRBE INTNVET .

e. NRTIZ&DaAVHR—RUb FRRR DYRRTH5E T LTz, 73997 vT 0 <dump-dir>/unmanaged
THIVEWoR DI7ANE)ARTLET .

e /etc/fstab

o /etc/hosts(TRAMENEBINTLVELMER)

e /etc/waagent.conf

e /etc/logrotate.d/waagent.logrotate

e /etc/krb5.conf (<dump-dir>/unmanaged7#4/LA M)
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3. Log Decoder7k Ak . Concentrator7R Ak . ArchiverrfR Ak (7R AR = --category) T. RDFIEZFE
TLET.

a.

H ULV2.4 VMDS. external EL\DE Bl DTARIELVARYE T—9 48—z A R H—F %<
FRTHD)—RZHIBRLET .

BILTARIE)Y—REFERALTI2S VMEFHRBIZE AL N\T—AILFET . FHILLWMZE
Azurel ZE A FBFIEIZDLTIE. [AzureA VAR —IL HAR 1% S B LTS,

¥ external T4 AV B LA ULNTLIZELY . nwhome TARIDAEE R LET .

A—AJL YU T. azure-mac-retention.ps1&RITLET .
ZDRY)TRERITITBFIEIONTIE. TAzure 7YTIL—FK HAKR %25 B LT,

[ iR—rb RAR TOT—EDYARR T IDF JEIZHELY, £ HRANTNRTZETL. T—5%
DARTLET .

NRTIZ&BaAVR—RUb KRR DYRRTHSE T L1z, 739 7vT D <dump-dir>/unmanaged
THINEDNOR DI7AIVEIVASTLES

e etc/fstab

o /etc/hosts(TRAM B NEBINTILVEMER)

e /etc/waagent.conf

e etc/logrotate.d/waagent.logrotate

e /etc/krb5.conf
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AWSHE ARE COXKFEIH

Dty arTlE AWSIRBARRN(VMELEE &) IZE A ShfNetWitness Platform®/ Ny 7y &)
ART7OHEITOVWTEHBALEY . AWSE AR TOT 2D/ \WI7VITELVIRRTIZE RD2
DDEERIRINEENFT .

o 3R 1 - T—=BDI\NYITVTETHRAR—r
o AR - T—HRDE T EATR—b

BRI 1 - T—=BDI I PVTETHAR—k

1. nw-recovery-tool --exportAYURZEEITLT. T—2FIHVAR—LET. COFIEIX. 2D
FFarob DI K EE B \WWITYTEIATOFIE) ITHBALTHET .

2. IPPRLRZEHLET . WL . B THREEHFIEEZSBILI2LELIHYET
IP7RLAREREFETHAHEICDOLNTIE. [AWSTYTTL—K HAR %S B LTS,
NetWitnessDE /\—230 DF Fa AR [R—=DIZBEH L. BB DOST IV a—T42 T D=5HD
NetWitness Platform®D& HARKER D1+FET .

AR92 - T—RDOE T L1 R—h
CDRARYET T §BIZIK. AWSFYTIL—R H1F S BT E2LBEHIHYET .
1. VMZHIBRLET
EE VY—RIFHI R LAWTLESUNY =R IE ToRAIIEHEI B LARLTLESLY) .
2. NW Server7RRk . BrokerfRRb . ESA( 754 <)/zh241)) RAK | Endpoint Log Hybrid7R Rk .
Log CollectoriRRk (7RAF = --category) T RDFIEZETLET .
a. @24 VMDD, ITDYY—RZHIBRLET .

b. BICIPPRLAR, T4RD. JJ—REFERALT. 125 VMZEHRIZEA L. \T—A4TLFET .
FH LM ERRNZAWSIZE A TA5FEIZDLNTIE TAWSAURAR—IL HAR xS B LTL

2&LN,
c. TaviR—xbk RAR TOT—EDYARRTZIDF B IZHE L. & 7RANTNRTZETL. T—43%
DA T7LET

d. NRT‘:J:éjpﬂ_{)_*yl“ 71_\Z|‘ MDAk 77’3{5':5 T Lt=i5./ (‘)77‘)70) <dump-dir>/unmanaged
THIEDNR DI7AIVEVANTLET .

e /etc/fstab
o /etc/hosts(TRAMNENEEBINTLVEMER)

3. Log Decoderii Ak . Decoder( Network Decoder) 78RRk « Concentrator7RAR . ArchiversdRAR (7 RR+
= --category) C. RDFIEZFETLET.

AWSEARECTOXEEMH 34


https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246

YHsN) Y—)L A—5F HAK

a. T LV2.4 VMDD, external T4 RVER T ARTO)Y —REHIBRLET .

b. RCIPZREL R, T4RY. VI —RA([AWSAURR—IL HARIZEE &) 2 A L TI12.5 VMEH
HICEAL. /\O9—4ILFET.

T external T4 AVIIME A LAZLNVTLIZELY, nwhome TA RV DAEER LET .

c. TIUR=%Uk KR TOT—BDYRL7IOF IBIHE LY, & RAN TNRTERTL. T—4%
DANTLET

d. NRTIZ&ZIVHR—Rb KRR DYRRTHSE T LIz, /W97y T D <dump-dir>/unmanaged
THIWEDNDR DI7AIVEIASTLETS

e etc/fstab

e /etc/hosts(RRAM B NEBEINTIVELMEGR)
e /etc/krb5.conf
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