NetWitness Platform
Version 12.5.1

Deployment Guide

S NETWITNESS

Platform




Deployment Guide

Contact Information

NetWitness Community at https://community.netwitness.com contains a knowledge base that answers common
questions and provides solutions to known problems, product documentation, community discussions, and case
management.

Trademarks

RSA and other trademarks are trademarks of RSA Security LLC or its affiliates ("RSA"). For a list of RSA
trademarks, go to https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are trademarks of their
respective owners.

License Agreement

This software and the associated documentation are proprietary and confidential to RSA Security LLC or its
affiliates are furnished under license, and may be used and copied only in accordance with the terms of such license
and with the inclusion of the copyright notice below. This software and the documentation, and any copies thereof,
may not be provided or otherwise made available to any other person.

No title to or ownership of the software or documentation or any intellectual property rights thereto is hereby
transferred. Any unauthorized use or reproduction of this software and the documentation may be subject to civil
and/or criminal liability. This software is subject to change without notice and should not be construed as a
commitment by RSA.

It is advised not to deploy third-party repos or perform any change to the underlying NetWitness Operating System
that is not part of the supported NetWitness version. Any such change outside of the NetWitness approved image
may result in a service or functionality conflict and require a reimage of the NetWitness system to bring
NetWitness back to an optimized functional state. In the event a third-party repo is deployed, or other non-
supported change is made by the customer without NetWitness approval, the customer takes full responsibility for
any system malfunction until the issue can be remediated through troubleshooting efforts or a reimage of the
service.

Third-Party Licenses

This product may include software developed by parties other than RSA. The text of the license agreements
applicable to third-party software in this product may be viewed on the product documentation page on NetWitness
Community. By using this product, a user of this product agrees to be fully bound by terms of the license
agreements.

Note on Encryption Technologies

This product may contain encryption technology. Many countries prohibit or restrict the use, import, or export of
encryption technologies, and current use, import, and export regulations should be followed when using, importing
or exporting this product.

Distribution

Use, copying, and distribution of any RSA Security LLC or its affiliates ("RSA") software described in this
publication requires an applicable software license.

RSA believes the information in this publication is accurate as of its publication date. The information is subject to
change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." RSA MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE INFORMATION IN
THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Miscellaneous

This product, this software, the associated documentations as well as the contents are subject to NetWitness’
standard Terms and Conditions in effect as of the issuance date of this documentation and which can be found at
https://www.netwitness.com/standard-form-agreements/.

© 2025 RSA Security LLC or its affiliates. All Rights Reserved.
January, 2025



https://community.netwitness.com/
https://www.rsa.com/en-us/company/rsa-trademarks
https://www.netwitness.com/standard-form-agreements/

Contents

The BasiCs ... 6
Basic Deployment ... . ... 7
PrOCESS . 7
NetWitness High-Level Deployment Diagrams ................................................................... 8
Deployment Optional Setup Procedures ... 9
Analyst User Interface ... 9
Features and Limitations ........... .. ... 9
USE CASE ... 10

D Oy Nt 10
Group AZEregation ... 12
NetWitness Group Aggregation Deployment Recommendations ................................................ 12
Advantages of Using Group Aggregation ... 12
Configure Group AgEregation ... 14
PrereqUISIIES ... .. o 14

Set up Group AgEregation ... 15

New Health and Wellness ... 18
Hybrid Categories on Series 6 (R640) and Series 7 (R660) Hardware ............................................... 21
NW Server Deployment on ESA Hardware ... 21
Second Endpoint Server ... ... .. 22
Warm Standby NW Server HOSt ... 23
Procedures ... .. ... 23
Planned Fail-OVer SCEeNario ... 24
Required Fail-Over Scenario without Hardware Replacement .................................................. 24
Required Fail-Over Scenario with Hardware Replacement ................................................... 24

Set Up Secondary NW Server in Standby Role ... ... ... 25

Fail Over Primary NW Server to Secondary NW Server with Same IP Address ............................ 39
Fail Over Primary NW Server to Secondary NW Server with Different IP Address ....................... 40
S0 42
Reporting Engine ... 43

UCE 44

P A 44

B O AT 44

RSA NetWitness Orchestrator (By Demisto) ................................................................ 47

Audit LoggINg ... oo 48

Health and Wellness ... e 48

Malware ANalySiS ... ... 48



Deployment Guide

Windows Legacy Collection ... ... 49

Fail Back Secondary NW Server to Primary NW Server ...................................................... 50
Introduction to ESA Primary Disaster Recovery Failover ... 50
PO O qUISI S ... 51

W OTK oW 51
Install ESA Primary Standby ... 51
Set Up Data-SynC ... 52
Perform ESA Primary Disaster Recovery Failover (Make Active) ................................................... 53
nw-failover-esa SCript ArGUMENTS ... ... . 54
RBAC PermiSSIONS ............iiiiiiiii i e 54
ESA Primary Disaster Recovery Failover Use Case Example ........................................................ 54
Troubleshoot ESA Primary Disaster Recovery Failover Issues ..................................................... 55
Periodic Data-Sync Failure ISSue ...................... 55
Make-Active Failure Issue ... 55
AP o 56
Data-Sync Responsibilities ... 56
Network Architectureand Ports ... .. 57
NetWitness Network Architecture Diagram ... 57
NetWitness Network (Packets) Architecture Diagram with Ports .................................................... 58
NetWitness Logs Architecture Diagram with Ports ... 59
Event Stream Analysis Network (Packets) Architecture Diagram with Ports ..................................... 60
Event Stream Analysis (Logs) Architecture Diagram with Ports .................................................... 61
NetWitness Firewall Requirements Summary ... 62
Comprehensive List of NetWitness Host, Service, and iDRAC Ports .............................................. 66
NW Server Host (Primary and Warm Standby NW Server Host) ............................................. 67
Analyst UL HOSt ... 69
ATChiver HOSt ... o 70
Broker HoSt ... 71
Concentrator HOSt ... 72
Endpoint Log Hybrid ... 73
Endpoint Relay Server ... 75
Event Stream Analysis (ESA) Host ... 76
New Health and Wellness .......... ... 77
New Health and Wellness on Different Subnet ... 77

IDRAC POIES .o 78
Log Collector HOSt ... 79
Log Decoder HOSt ... 80
Log Hybrid HOSt ... 81
Log Hybrid - Retention HoSt ... &3
Malware HOSt ... 84




Deployment Guide

Network Decoder HOSt ... 85
Network Hybrid Host ... .. 86
UEBA HOSt ..o 87
Recommended Network Bandwidth Between NetWitness Components ............................................. 87
NetWitness Endpoint Architecture ... &9
NetWitness Endpoint 4.4 Integration with NetWitness Platform .............................................. 89
NetWitness Endpoint Architecture with Ports ... 90
How to Change UDP Port for Endpoint Log Hybrid ... 90
Task 1 - Tell All Agents to Use a New UDP Port ... 90
Task 2 - Update the Port on All Endpoint Log Hybrid Hosts in Your Environment ....................... 91
Site Requirements and Safety ... .. ... . 93
Intended Application USES ... 93
SOIVICE ... 93
Safety Information ................. .. 93
Site SEleCtiON ... ... o 93
Equipment Handling Practices ... . 93
Power and Electrical Warnings ......................... 94
Rack Mount Warnings ... ... 94
Cooling and Air FIOW ... 94




The Basics

This guide describes the basic requirements of a NetWitness deployment and outlines optional scenarios
to address the needs of your enterprise. Even in small networks, planning can ensure that all goes
smoothly when you are ready to bring the hosts online.

Note: This document refers to several additional documents available on NetWitness Community
Link. Go to the NetWitness All Versions Documents page and find NetWitness Platform guides to
troubleshoot issues.

There are many factors you must consider before you deploy NetWitness. The following items are just

some of these factors. You need to estimate growth and storage requirements when you consider these
factors:

e The size of your enterprise (that is, the number of locations and people that will use NetWitness)
e The volume of network data and logs you need to process
e The performance each NetWitness user role needs to do their jobs effectively.
* The prevention of downtime (that is, how to avoid a single point of failure).
¢ The environment in which you plan to run NetWitness
¢ NetWitness Physical Hosts (software running on hardware supplied by NetWitness)
¢ Software Only provided by NetWitness:

e On-Premises (On-Prem) Virtual Hosts
See the NetWitness Virtual Host Installation Guide for detailed instructions on how to deploy
on-prem virtual hosts.

* VCloud:

e Amazon Web Services (AWS)
See the NetWitness AWS Installation Guide for detailed instructions on how to deploy virtual
hosts in AWS.

e Azure
See the NetWitness Azure Installation Guide for detailed instructions on how to deploy
virtual hosts in Azure.

¢ Google Cloud Platform (GCP)

See the NetWitness Google Cloud Platform Installation Guide for detailed instructions on
how to deploy virtual hosts in Google Cloud.

6 The Basics
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Basic Deployment

Before you can deploy NetWitness you need to:
* Consider the requirements of your enterprise and understand the deployment process.

* Have a high-level picture of the complexity and scope of a NetWitness deployment.

Process

The components and topology of a NetWitness network can vary greatly between installations, and
should be carefully planned before the process begins. Initial planning includes:

» (Consideration of site requirements and safety requirements.
* Review of the network architecture and port usage.

* Support of group aggregation on Archivers and Concentrators, and virtual hosts.

When ready to begin deployment, the general sequence is:
e For NetWitness Physical Hosts:

1. Install physical hosts and connect to the network as described in the NetWitness Hardware Setup
Guides and the NetWitness Physical Host Installation Guide.

2. Set up licensing for NetWitness as described in the NetWitness Licensing Guide.

3. Configure individual physical hosts and services as described in NetWitness Host and Services
Getting Started Guide. This guide also describes the procedures for applying updates and
preparing for version upgrades.

e For On-Prem virtual hosts, follow the instructions in the NetWitness Virtual Host Setup Guide.

e For AWS, follow the instructions in the NetWitness AWS Installation Guide.

e For Azure, follow the instructions in the NetWitness Azure Installation Guide.

* For Google Cloud, follow the instructions in the NetWitness Google Cloud Platform Installation
Guide.

When updating hosts and services, follow recommended guidelines under the "Running in Mixed Mode"
topic in the NetWitness Host and Services Getting Started Guide.

You should also become familiar with Hosts, Host Types, and Services as they are used in the context of
NetWitness also described in the NetWitness Host and Services Getting Started Guide.

The Basics 7
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NetWitness High-Level Deployment Diagrams

NetWitness is inherently modular. Whether organizations are looking to deploy on-premise or in the
cloud, the NetWitness components are decoupled in a way which allows flexible deployment
architectures to satisfy a variety of use cases.

The following figure is an example of a hybrid cloud deployment, where the base of the components are
residing within the SecOps VPC. Centralizing these components make management easier while keeping

network latency to a minimum.

Network, log, and endpoint traffic could then be aggregated up to the SecOps VPC. The on-premise
location would function just like a normal physical deployment and would be accessible for

investigations and analytics.

Cloud SaaS visibility could be captured from a Log Decoder residing in either the cloud or on-premise

locations.
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Deployment Optional Setup Procedures

You can deploy NetWitness with the following options.
Analyst User Interface

Group Aggregation

New Health and Wellness Search

Hybrid Categories on Series 6 (R640) Hardware

NW Server Deployment on ESA Hardware

Second Endpoint Server

Warm Standby NW Server

Analyst User Interface

The Analyst User Interface (UI) gives you access to a subset of features in the NetWitness Platform UI
that you can set up in individual locations when you deploy NetWitness Platform in multiple locations.
It is designed to reduce latency and improve the performance that can occur when accessing all
functionality from the Primary User Interface on the NW Server Host (Primary UI).

You can have can have multiple Analyst Ul instances provisioned in the same manner as the other NW
component hosts.

Features and Limitations

Each Analyst UI host:

» Can be deployed to specific organizational groups. For example: the Americas, EMEA, APAC, Tier 1
Analysts, Tier 3 Analysts.

e [f Analyst UI hosts are deployed regionally, you have the capability of querying those regional
brokers directly (less latency), instead of than having to route through the Primary UI.

* Helps distribute load off the Primary UI.
* Has its own Reporting Engine (RE).

e If it becomes unavailable for any planned or unplanned reason, it will not affect the Primary Ul or
any other Analyst Ul instances.

» Provides the same pre-query filter verification, Data Privacy protection, and RBAC functionality as
the Primary UL

* Points back to the primary NW Server for authentication and configuration.

* Does not have access to any administrative functions. All administration functions take place on the
Primary UL

* Does not allow you to create or manage Content (that is, ESA rules, app rules, feeds). All Content
creation and management takes place on the Primary UL

9 Deployment Optional Setup Procedures
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Use Case

Large environments that include Geo distribution with a single data center and multiple NW Servers
require Analyst Ul instances in all their NetWitness locations or managed entities.

For example, if an Analyst Ul is deployed for the EMEA SOC team, analysts can query their EMEA
NetWitness Platform hosts directly. If the EMEA team has Broker hosts and Concentrator hosts within
the region, the Analyst Ul can connect and query them instead of connecting back to Primary user
Interface (Primary UI).

Deployment

You must install the Analyst UI service category on a dedicated host and you install it in the same
manner as any component service category on a host.

See the "Task 2 - Install 12.5 on Other Component Hosts" in the NetWitness Platform Installation
Guides for instructions on how to install any component service. Go to the NetWitness All Versions
Documents page and find NetWitness Platform guides to troubleshoot issues.

After you provision the Analyst Ul host (that is after you run the nwsetup-tui for the component host
designated for the Analyst UlI), complete the following steps to install the Analyst Ul service category on
the provisioned host.

Q
1. Log in to NetWitness and go to (Admin) > Hosts.
The New Hosts dialog is displayed with the Hosts view grayed out in the background.

Note: If the New Hosts dialog is not displayed, click Discover in the Hosts view toolbar.

2. Select the host in the New Hosts dialog and click Enable.
The New Hosts dialog closes and the host is displayed in the Hosts view.

3. Select that host in the Hosts view (for example, Analyst UI) and click & Install @
The Install Services dialog is displayed.

Deployment Optional Setup Procedures 10
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4. Select Analyst Ul in Category and click Install.
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Name Host B ersion Status
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Ip-ad Up-to-Date
ategory and click Install to complete the
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e the host
] Network Hybrid io-a4 version: 11700 Hardware | Up-to-Date
viriua
‘ Platform: .
" Analyst Ul ip-a Installing -—Analyst Ul
Caregory: Select a category hd
P Anal | . :
| Page 1 |of | O palysis Displaying 1 - 4 of 4
New Hosts Archiver
= Broker
Enabl elect
Concentrator
Host Public Key Hash
Endpoint Broker
host-uui public-key F
Endpoint Log Hybrid

ESA Secondary

Log Collector
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Log Hybrid

Malware Analysis -

Install Services

the installation process. If you select and install the wrong -
category, you must reimage the host.
Version: 11.7.00 Hardware

- virtual
Platform:

Category: Analyst U v

The following service(s) will be installed on this host:

Investigate Server
B\'Q r
NetWizness Ul
Reporting Engine
Respond Server

5. Configure NetWitness Platform for each Analyst Ul instance.Go to the NetWitness All Versions
Documents page and find NetWitness Platform guides to troubleshoot issues.

a. Make sure that each Analyst Ul instance is connected to the correct local Reporting Engine and
has the appropriate Investigation parameters set. The Getting Started Guide for NetWitness
Platform describes the default Analyst Ul Dashboard and how you manage dashboards.

Note: You must add data sources to each Reporting Engine instance to execute Reports and
Charts on an Analyst Ul See "Configure the Data Sources" in the Reporting Engine
Configuration Guide for NetWitness Platform for instructions.
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b. Configure whether to normalize alerts for any Respond Server (NW Server or Analyst UI) by
enabling or disabling alert normalization. "Configure Analyst UI for Respond Server Alert
Normalization" in the NetWitness Respond Configuration Guide for NetWitness Platform tells
you how to configure Respond Server alert normalization for the Analyst UL

Group Aggregation

You use Group Aggregation to configure multiple Archiver or Concentrator services as a group and
share the aggregation tasks between them. You can configure multiple Archiver services or Concentrator
services to efficiently aggregate from multiple Log Decoder services to improve query performance on
the data:

e Stored in the Archiver.

* Processed through the Concentrator.

NetWitness Group Aggregation Deployment Recommendations
NetWitness recommends the following deployment for Group Aggregation:
e 1-2 Log Decoders

e 3 -5 Archivers or Concentrators

Advantages of Using Group Aggregation

 Increases the speed of NetWitness queries.
e Improves the performance of aggregate queries (Count and Sum) on the environment.
* Enhances investigation service performance.

* Gives you the option of storing data for a longer duration for investigation purposes.

Deployment Optional Setup Procedures 12
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The following diagram illustrates Group Aggregation.
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You can have any number of Archivers or Concentrators grouped together and form an aggregation
group. The Archiver or Concentrator services in the group divide all the aggregated sessions between
them based on the number of sessions defined in the Aggregate Max Sessions parameter.
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For example, in an aggregation group containing two Archiver services or two Concentrator services
with the Aggregate Max Sessions parameter set to 10,000, the services would divide the session between
themselves as illustrated in the following table.

Archiver 0 or Concentrator 0 | Archiver 1 or Concentrator 1

1-9,999 10,000 - 19,999
20,000 - 29,999 30,000 - 39,999
40,000 - 49,999 50,000 - 59,999

Configure Group Aggregation

Complete this procedure to configure multiple Archiver or Concentrator services as a group and share
the aggregation tasks between them.

Prerequisites

Plan the network design for group aggregation. The following figure is an example of a group
aggregation setup.
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3 / N P [
/

B 7
\ X
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Data Ingest Data Ingest

Ensure that you understand the Group aggregation parameters in the following table, and create a group
aggregation plan.
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Group Name

Size

Member
Number

Membership
Mode

It determines the group to which the Archiver or Concentrator belongs.

You can add any number of groups aggregating data from a Log Decoder. The Group
Name parameter is used by the Log Decoder to identify which Archiver or
Concentrator services are working together. All Archiver or Concentrator services in
the group should have the same group name.

It determines the number of Archiver or Concentrator services in the aggregation
group.

It determines the position of the Archiver or Concentrator in the aggregation group.
For a group of size N, member number from 0 to N-1 must be set on each of

the Archiver or Concentrators services in the aggregation group.

For example: If the size of the aggregation group is 2, the member number of one of
the Archiver or Concentrator service should be set to 0 and the member number of
the other Archiver or Concentrator should be set to 1.

There are two membership modes:

e New: Adding a new Archiver or Concentrator service as a member to the existing
aggregation group or creating an aggregation group. The Archiver or
Concentrator service does not aggregate any existing sessions from the service as
other members of the group would have already aggregated all the sessions on the
service. This Archiver or Concentrator service will only aggregate new sessions as
they appear on the service.

* Replace: Replacing an existing aggregation group member. The Archiver or
Concentrator will begin aggregation from the oldest session available on the
service it is aggregating from.

Note: The Membership Mode parameter has an effect only when no sessions have been aggregated
from the service. After some sessions are aggregated, this parameter has no effect.

Set up Group Aggregation

This workflow shows the procedures you complete to configure group aggregation.

Verify & Edit
System

Configuration
Parameters

I

|
Configure the Configure |
Aggregation Aggregate |
|

|

|

You are here

Configure Group Start and Stop

[
|
|
Process Services Aggregation : Aggregation
|
|

Complete the following steps to set up group aggregation.

1. Configure multiple Archiver or Concentrator services in your environment. Make sure that you add
the same Log Decoder as data source to all the services.

15
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2. Perform the following on all the Archiver or Concentrator services that you want to be part of
aggregation group:

a4
a. Goto (Admin) > Services.

b. Select the Archiver or Concentrator service, and select L > View > Config.

The Service Config view of the Archiver or Concentrator is displayed.

c. In the Aggregate Services section, select Log Decoder.
d Click @ Toggle Service

"

e. Click=—'.

to change the status of the Log Decoder to offline if it is online.

The Edit Aggregate Service dialog is displayed.

Edit Aggregate Service

[ Group Aggregation

Meta Filter [N ERT (]

Meta ~

05

access.point
action
ad.computer.dst
ad.computer.src
ad.domain.dst
ad.domain.src

ad.username.dst

Ooooooooaod

ad.username.src -

Cancel Save

£ Click 4 Group Aggregation

The Edit Group Aggregation dialog is displayed.

Edit Group Aggregation

Enabled 4
Group Name testgroup
Size 3
Member Number 0

Membership Mode ew

Cancel

g. Select the Enabled checkbox and set the following parameters:
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¢ In the Group Name field, type the group name.

 In the Size field, select the number of Archiver or Concentrator services in the aggregation

group.

¢ In the Member Number field, select the position of the Archiver or Concentrator in the

aggregation group.

¢ In the Membership Mode drop-down menu, select the mode.

h. Click Save.

i. In the Service Config view, click Apply.

j- Perform Step b to Step i on all other Archiver or Concentrator services that need to be part of
group aggregation.

3. In the Aggregation Configuration section, set the Aggregate Max Sessions parameter set to 10000.

NETWITNESS

HOSTS  SERVICES ~ EVENT SOURCES

%, Change Service | I endpointloghybrid1 - Concentrator

ENDPOINT SOURCES

General Files. Data Retention Scheduler

Aggregate Services

+ = [ #EditService | & Toggle Service

Address Port

50002

System Configuration
Name

Compression

Port

SSL Port

Stat Update Interval

Threads

Rate

0

Max

15

Behind  MetaFields Filter

0

HEALTH & WELLNESS

Config @

Correlation Rules

® Stop Aggregation

Config Value
0

50005
56005

1000

Appliance Service Configuration

Meta Include  Grouped  Status

no consuming

Apply

Aggregation Configuration
Name Config Value

= Aggregation Settings

Aggregate Autostart 1

Aggregate Hours 0

Aggregate Interval 10

Aggregate Max Sessions 500 |

= Service Heartbeat

Heartbeat Error Restart 300
Heartbeat Next Attempt 60
Heartbeat No Response 180
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New Health and Wellness

New Health and Wellness is an advanced monitoring and alerting system that provides insights on the
operational state of the host and services in your deployment, and helps identify potential issues.

System Requirements

The following tables list the memory, disk, and CPU recommended for the New Health and Wellness
based on the size of the deployment.

Note: The recommended values might differ when you install and try the new features and
enhancements.

Caution: If the New Health and Wellness node is on a different subnet, you must open the respective
NetWitness Platform hosts port. For more information, see "New Health and Wellness on Different
Subnet" section in the Network Architecture and Ports.

Standalone Virtual Host
Minimum memory for a standalone virtual host is 16 GB.

Each NetWitness platform host writes 150 MB of New Health and Wellness metrics data into
Elasticsearch data per day. For example, if you have 45 NetWitness Platform hosts then 6.6 GB of
metrics data is written to Elasticsearch per day.

4 cores 16 GB

Physical Host

Deployment Size Memory

day
Small (~5-10 hosts / 20-40 services) 16 GB 15% 1.5 GB
Medium (~150-200 hosts / 300- 400 services) 18 GB 15% 29 GB
Large (~250-300 hosts / 500-600 services) 22 GB 15% 44 GB

Based on the resources available, you can deploy the 12.5 New Health and Wellness feature on any one
of the following, listed in the order of preferred deployment method with most preferred first:

» Standalone virtual host (Most preferred recommendation to ensure no performance impact on any
other functionality of deployed nodes)
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* Physical host:
° Broker
°© Admin Server

° ESA

Installing New Health and Wellness enables all hosts in your deployment to start sending metrics to
monitor New Health and Wellness. After you deploy New Health and Wellness , see the "Monitor New
Health and Wellness " topic in the System Maintenance Guide for instructions on how to configure and
use this feature.

Please direct any New Health and Wellness feedback to nw.health.wellness.feedback@netwitness.com.

After you provision the New Health and Wellness host, complete the following steps to install the New
Health and Wellness service category on the provisioned host.

Q
1. Log in to NetWitness and go to (Admin) > Hosts.
The New Hosts dialog is displayed with the Hosts view grayed out in the background.

Note: If the New Hosts dialog is not displayed, click Discover in the Hosts view toolbar.

Note: If you are not installing New Health and Wellness on a standalone virtual host ignore step 2.

2. Select the host in the New Hosts dialog and click Enable.
The New Hosts dialog closes and the host is displayed in the Hosts view.

3. Select that host on which New Health and Wellness should be installed in the Hosts view (for
example, New Health and Wellness) and click £ Install &

19 Deployment Optional Setup Procedures
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The Install Services dialog is displayed.

Install Services

Select the appropriate category and dlick Install to complete the
installaticn process, If you select and install the wrong category,
you must reimage the host,

Version: 11700 Hardware
Platform:

virtual

Category: Select 2 category

ESA Primary -
ESA Secondary

Log Collector

Log Decoder

Log Hybrid

Log Hybrid -
Retention

Malware Analysis

MNetwork Decoder

Metwork Hybrid

MNew Health and

4. Select New Health and Wellness in Category and click Install.
5. Refresh all hosts to write to elastic search.

a. SSH to the NW Server host.

b. Run the following commands.
nw-manage --refresh-host --host-all

This may take few minutes for the changes to take effect based on the number of hosts in your

deployment.

Note: (For Standalone Virtual host only) After you review your initial datastore configuration, you
may determine that you need to add a new volume. For information on adding a new volume see “Add
New Volume and Extend Existing File Systems” topic in the Virtual Host Installation Guide.

guide.

Note: After you have installed New Health and Wellness, for some reason, if you want to uninstall
New Health and Wellness, you must refer to "Uninstall New Health and Wellness" in the Upgrade

Deployment Optional Setup Procedures
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Hybrid Categories on Series 6 (R640) and Series 7 (R660)

Hardware

You can install Hybrid Categories such as Log Hybrid and Network (Packet) Hybrid service categories
on a Series 6 (R640) or a Series 7 (R660) Physical host. This gives you the ability to attach multiple
PowerVault external storage devices (MD1400 or MD2412) to the Series 6 (R640) and MD2412
PowerVaults to the Series 7 (R660) Physical host.

NW Server Deployment on ESA Hardware

You now have the option to deploy the NW Server host on Series 6 or Series 7 Analytics hardware. The
Series 6 or Series 7 Analytics Hardware has more memory and storage capacity than the standard Core
appliance on which NW Server has typically been deployed. This results in better overall responsiveness
and larger retention capacity for Report Engine.

Note: You can install the NW Server on ESA hardware, but you cannot co-locate any ESA services
(categories) with the NW Server on this hardware.

21 Deployment Optional Setup Procedures



Deployment Guide

Second Endpoint Server

Complete the following procedure to deploy a second Endpoint Server.
1. Set up a new host in NetWitness Platform.

¢ For a physical host, complete steps 1 to 16 in "Install NetWitness Platform" under "Installation
Tasks" in the Physical Host Installation Guide for NetWitness Platform 12.5.

¢ For a virtual host, complete steps 1 to 6 in "Step 4. Install NetWitness Platform" in the Virtual
Host Installation Guide for NetWitness Platform 12.5.

Go to the NetWitness All Versions Documents page and find NetWitness Platform guides to
troubleshoot issues.

2. SSH to the host that you set up in step 1.

3. Submit the following command string.
mkdir -p /etc/pki/nw/nwe-ca

Note: You do not need to modify permissions.

4. Copy the following two files from the previously deployed endpoint server to the new/second

endpoint server:
/etc/pki/nw/nwe-ca/nwerootca-cert.pem
/etc/pki/nw/nwe-ca/nwerootca-key.pem

5. nstall Endpoint on the host.

A
Log in to NetWitness Platform and go to (Admin) > Hosts.
The New Hosts dialog is displayed with the Hosts view grayed out in the background.

o

Note: If the New Hosts dialog is not displayed, click Discover in the Hosts view toolbar.

b. Select the new host in the New Hosts dialog and click Enable.
The New Hosts dialog closes and the host is displayed in the Hosts view.

c. Select that host in the Hosts view (for example, Endpoint Server II) and click & Install

The Install Services dialog is displayed.
d. Select Endpoint in Host Type and click Install.
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Warm Standby NW Server Host

The Warm Standby NW Server duplicates the critical components and configurations of your active NW
Server host to increase reliability.

A secondary NW Server remains in the standby role and, when configured, receives backups of the
primary NW Server in the active role at regular intervals. If the primary NW Server fails (goes offline),
the fail-over procedure must be executed allowing the secondary NW Server to assume the active role.

The secondary NW Server and Primary NW Server can have different IP addresses. Having the same IP
address for both the primary NW Server and secondary NW Server is no longer necessary.

When you set up a secondary NW Server as a Warm Standby, a failure or scheduled switch from the
primary NW Server to the secondary NW Server is referred to as a fail-over. You fail back to return to
the normal operating state (that is, primary NW Server in the active role and the secondary NW Server in
the standby role).

The following diagram illustrates the fail-over and fail-back process.

1 Set up secondary NW Server as standby (initial setup). This is the normal operating state.
The primary NW Server fails over to the secondary NW Server. After the fail-over, get the
primary NW Server back online and set it up in the standby role. This is a temporary operating
state.

3 Fail the secondary NW Server back to the primary. The primary NW Server is back to the
active role and secondary is back to the standby role. This is the normal operating state.

Set Up High Availability Set Up Primary as Standby So Secondary Can Fail Back to It Secondary Fails Back to Primary NW Server

(Normal Operating State) (Temporary Operating State) Q !
Q— _— — — —Q Primary* NW Server Secondary* NW Server
(Role = Active) (Fails Back)
Primary* NW Server Secondary* NWServer MNewly provisioned hostor
(Role = Active)

(Role = Standby) original host back online.

Secondary® NW Server Primary* NW Server
(Role = Active) (Role =Standby)

. g Primary Active and Secondary Standby
Fail Over From Primary to Secondary NW Server (Back to Normal Operating State)

S>—9 o S ----9%

. )
S = e
(Rele = Active) (Role = Standby)

* Primary N/ Server hias primary RSA NetWitness Platform ficense.
* Secondary NW Server has secondary RSA NetWitness Platform license.

Note: When you set up the secondary NW Server, follow the same administrative procedures, for
example, for upgrade and maintenance, as the procedures for the primary active NW Server.

Procedures

Complete the following task to set up a secondary NW Server in the standby role for fail-over:

e Set up a secondary NW Server in the standby role.

Complete the following tasks when required to maintain high availability:

 Fail over the primary NW Server to secondary NW Server.

o Fail back the secondary NW Server to primary NW Server.
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Planned Fail-Over Scenario

This scenario occurs when you schedule a fail over (see Planned Fail-Over under step 3 in the Fail
Over primary NW Server to Secondary NW Server procedure). You should not need do anything after
the fail-over completes.

Required Fail-Over Scenario without Hardware Replacement

This scenario occurs when the primary NW Server fails (see Required Fail-Over under step 3 in the Fail
Over Primary NW Server to Secondary NW Server topic), but you are able to recover it easily without
re-imaging (for example, the active NW Server has corrupt or insufficient RAM). You do not need to run
the nwsetup-tui and you do not need to contact NetWitness Customer Support to reestablish correct
licensing when:

1. The active (primary NW Server) fails over to the Standby (secondary NW Server) and that secondary
host temporarily assumes the role of the active NW Server.

2. You fix the problem with the primary NW Server (for example, install new RAM) and fail back to it
from the secondary host.

Required Fail-Over Scenario with Hardware Replacement

This scenario occurs when the active NW Server completely fails and the hardware requires replacement,
for example you receive a Return Merchandise Authorization (RMA). You need to run reconfigure the
host with the nwsetup-tui and contact NetWitness Customer Support to reestablish licensing. If you
choose to rebuild the replacement host as a temporary standby (for example, until your scheduled fail-
back occurs), you must answer "Yes" to the Standby Host Recovery Mode nw-setup-tui prompt
when configuring this temporary standby for failing back (see step 4 in the Set Up Secondary NW Server
in Standby Role procedure for the context of this prompt).
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Set Up Secondary NW Server in Standby Role

3. Before you install a secondary NW Server host for the standby role, make sure that:

a. The primary NW Server is running 12.5.

b. All component hosts are running 12.5
If you are:

 Installing NetWitness Platform 12.5, follow the instructions in the NetWitness Platform
Physical Host Installation Guide for Version 12.5.

4. Create a base image on the secondary NW Server:

a. Attach media (ISO) to the host.
See the NetWitness Platform Build Stick Instructions for more information.

¢ Physical media - use the ISO to create bootable flash drive media the Etcher® or another
suitable imaging tool etch an Linux file system on the USB drive. See the NetWitnessBuild
Stick Instructions for information on how to create a build stick from the ISO. Etcher is
available at: https://etcher.io.

¢ iDRAC installations - the virtual media type is:
¢ Virtual Floppy for mapped flash drives.
¢ Virtual CD for mapped optical media devices or ISO file.

b. Log in to the host and reboot it.

v Tue Sep 19 1327015 on tiyl
[rootPsaserver “1# reboot
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c. Select F11 (boot menu) during reboot to select a boot device and boot to the connected media.
After some system checks during booting, the following Welcome to NetWitness Platform 12.5
installation menu is displayed. The menu graphics will render differently if you use a physical
USB flash media.

d. Select Install NetWitness Platform 12.5 (default selection) and press Enter.
The Installation program runs and stops at the Enter (y/Y) to clear drives prompt that asks you
to format the drives.

Enter 1 or 2 within 68 seconds. Timeout will result in RSA Appliance selection
1

RSA APPLIANCE SELECTED

Clear virtual drive configuration on RAID controller: 87
HBA: PERC HI651 Adapter #UD: 5 #PD: 14

Recommended for new hardware or re-purposing ddarning==
data on all configured drives will be discarded, this
includes all internal, HBA attached SATA/SCSI storage
encrypted, unencrypted or foreign and is irreversible
Enter (y/Y) to clear drives, defaults to No in 308 seconds

Caution: You must respond y or Y to this prompt even if the host does not have an internal
RAID configuration or the installation will fail.
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e. Type Y to continue.
The default action is No, so if you ignore the prompt and it will select No in 30 seconds and will
not clear the drives. The Press enter to reboot prompt is displayed.

aring dr ~onf iguration in s, <ALT><DEL> to cancel

= or ~ no to this prom ting

The system displays the all installation tasks it is performing. This can take a minute or so. After
it completes the tasks, the installation program reboots the host.

Caution: Do not reboot the attached media (media that contains the ISO file, for example a
build stick).

b_64 on an xBb6_64

MWAPPLIANCESB78 login:

f. Log in to the host with the root credentials.

2. Run the nwsetup-tui command.

Note: 1.) When you navigate through the Setup program prompts, use the down and up arrows to
move among fields, use the Tab key to move to and from commands (such as <Yes>, <No>,
<OK>, and <Cancel>. Press Enter to register your command response and move to the next
prompt.

2.) The Setup program adopts the color scheme of the desktop or console you use access the host.
3.) During the Setup program, when you are prompted for the network configuration of the host, be
sure to specify the same network configuration that was used for the original installation on this
host (it must be exactly the same).

This initiates the nwsetup-tui (Setup program) and the EULA is displayed.

By clicking “Accept”, you (the “Customer”) hereby agree, on behalf of your
company or organization, to be bound by the terms and conditions of the
End User License Agreement (the “EULA”) located at
https://www.rsa.com/content/dam/rsa/PDF/shrinkwrap-license-combined.pdf
with RSA Security LLC (“RSA", or appropriate affiliate entity in the
relevant jurisdiction). In addition, Customer hereby agrees and
acknowledges that, if Customer chooses to host its data with any third
party or in a public cloud environment, RSA has no responsibility for the
storage or protection of any Customer data or for any associated security
breach notifications. The terms herein and in the EULA shall supersede any
relevant terms in any other agreement between the Customer and RSA. For
customers of the RSA NetWitness® products, all data analyzed in connection
herewith shall be at a cost to Customer based on RSA’s then current

92

o
L

<Decline>
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3. Tab to Accept and press Enter.
The Is this the host you want for your 12.5 NW Server prompt is displayed.

Install (Fresh Install)

Your response to this prompt identifies a host as either the primary or secondary during a fresh install
(and the selected response stays constant regardless of the current or future role, that is active or
standby of the host).

4. Tab to Yes and press Enter.
The Install or Recover prompt is displayed.

(Warm/S5tandbv)
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5. Tab to 3 Install (Warm Standby) and press Enter.
The Standby Host Recovery Mode prompt is displayed.

6. Tab to:

¢ No and press Enter to set up a secondary NW Server with the standby role (most common
scenario).

¢ Yes and press Enter to set up a host that was previously used as a primary NW Server with the
standby role so you can execute a fail-over and fail-back (less common scenario).

The NW Active Server IP Address prompt is displayed.

7. Type the IP Address of the NW Server in the active role, tab to OK, and press Enter.
The Host Name prompt is displayed
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nn

Caution: If you include "." in a host name, the host name must also include a valid domain name.
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8. Press Enter if want to keep this name. If not edit the host name, tab to OK, and press Enter to
change it.
The Master Password prompt is displayed.

Note: You must use the same Master and Deploy Admin credentials fot the Warm Standby NW
Server Host that you used for the Active NW Server Host.

The following list of characters are supported for Master Password and Deployment Password:
e Symbols: ! @ # % "~ +
» Lowercase Characters: a-z

e Uppercase Characters: A-Z

No ambiguous characters are supported for Master Password and Deployment Password. For
example: space { } [ ()/\'" "~ <>-

9. Type the Password, down arrow to Verify, retype the password, tab to OK, and press Enter.
The Deployment Password prompt is displayed.

E o B i e o i
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10. Type in the Password, down arrow to Verify, retype the password, tab to OK, and press Enter.
One of the following conditional prompts is displayed.

e [f the Setup program finds a valid I[P Address for this host, the following prompt is displayed.

Press Enter if you want to use this IP and avoid changing your network settings. Tab to Yes and
press Enter if you want to change the IP configuration found on the host.

e If you are using an SSH connection, the following warning is displayed.

Note: If you connect directly from the host console, the following warning will not be
displayed.

Press Enter to close warning prompt.

e [f the Setup Program found an IP configuration and you chose to use it, the Update Repository
prompt is displayed. Go to step 12 to and complete the installation.

e If the Setup Program did not find an IP configuration or if you chose to change the existing IP
configuration, the Network Configuration prompt is displayed.
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11. Tab to OK and press Enter to use Static IP.
If you want to use DHCP, down arrow to 2 Use DHCP and press Enter.
The Network Configuration prompt is displayed.

12. Down arrow to the network interface you want, tab to OK, and press Enter. If you do not want to
continue, tab to Exit.
The following Static IP Configuration prompt is displayed.
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13. Type the configuration values (using the down arrow to move from field to field), tab to OK, and
press Enter. If you do not complete all the required fields, an A11 fields are required error
message is displayed (secondary DNS Server and Local Domain Name fields are not required). If
you use the wrong syntax or character length for any of the fields, an Invalid <field-name>
error message is displayed.

Caution: If you select DNS Server, make sure that the DNS Server is correct and the host can
access it before proceeding with the installation.

The Update Repository prompt is displayed.
NetWitness Platform Update Repository .
The NetWitness Platform Update Repository contains all the RPMs
needed to build and maintain all the NetWitness Platform
components. All components managed by the NW Server need access
to the Repository.

Do you want to set up the NetWitness Platform Update Repository
on:

I The Local Repo (on the NW Server)
2 An External Repo (on an externally-managed server)

< Exit >

14. Press Enter to choose the Local Repo on the NW Server.
If you want to use an external repo, down arrow to External Repo, tab to OK, and press Enter.

¢ Ifyou select 1 The Local Repo (on the NW Server) in the Setup program, make sure that you
have the appropriate media attached to the host (media that contains the ISO file, for example a
build stick) from which it can install NetWitness 12.5.

e .0.0. If the program cannot find the attached media, you receive the following prompt.
NetWitness Platform Update Repository
No media devices detected. Please
insert/attach media and click 'Retry'
to continue.

<Retry >
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¢ Ifyou select 2 An External Repo (on an externally-managed server), the Ul prompts you for a
URL. The repositories give you access to NetWitness updates and CentOS updates. Refer to
"Appendix B. Create an External Repo" in the Physical Host Installation Guide for instructions on

how to create this repo and its external repo URL so you can enter it in the following prompt.
Enter the base URL of the external update
repositories:

l

<Cancel>

Enter the base URL of the NetWitness external repo and click OK. The Start Install prompt is

displayed.

See "Set Up an External Repository with NetWitness and OS Updates" under "Hosts and Services

Procedures" in the NetWitness Platform Hosts and Services Getting Started Guide for instructions.

Go to the NetWitness All Versions Documents page and find NetWitness Platform guides to

troubleshoot issues.

The Disable firewall prompt is displayed.

Disable Firewall S

Do you need to apply custom
firewall rules to this host?
("No" enforces the standard

NetWitness firewall rule set to
the host)

< Yes >

15. Tab to No (default), and press Enter to use the standard firewall configuration. Tab to Yes, and press
Enter to disable the standard firewall configuration.
If you select Yes, confirm your selection(select Yes again) or select No to use the standard firewall
configuration.
Warning: you chose to disable the default NetWitness
firewall configuration which means you must set up

firewall rules manually.

Select "Yes" to confirm that you will set up firewall
rules manually.

< Yes >
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The Start Install/Upgrade prompt is displayed.
Start Install/Upgrade .
A1l the required information has been gathered.

Select "1 Install Now" to start the installation
on this host.

! Install No

2 Restart

< Exit >

16. Press Enter to install 12.5 on the NW Server.
When Installation complete is displayed, you have installed the 12.5 NW Server on this host.

Note: Ignore the hash code errors similar to the errors shown in the following figure that are
displayed when you initiate the nwsetup-tui command. Yum does not use MD5 for any security
operations so they do not affect the system security.

1b(50) :B_HASH_init:cr new

date)
pped due to action :nothing)
:root:code for hash md5 was not found.

in <module>

in __get_openss]1_constructor

17. License the secondary NW Server.

a4
a. Log in to the secondary NW Server User Interface, click (Admin) > System > Info, and
note the License Server ID under Version Information.

b. SSH to the primary NW Server.

c. Editthe /opt/netwitness/flexnetls/local-configuration.yaml file and add the
back up hostid (that is, the License Server ID ).
This is an example of the section of the local-configuration.yaml file before you add the
License Server ID.
# Hostid of the backup server, if in fail over configuration.
#backup-hostid:
This is an example of the section of the 1ocal-configuration.yaml file after you add the

MAC address (for example, 000c2918c80d) of the Warm Standby NW Server Host.
# Hostid of the backup server, if in fail over configuration.
backup-hostid: "000c2918c80d"

Deployment Optional Setup Procedures 36



Deployment Guide

d. Restart the fneserver service.
systemctl restart flexnetls-RSALM

e. (Conditional) If your NetWitness Platform deployment is prohibited from accessing the Internet
(Air Gap), you must:

i. Download the capability request from NetWitness Platform User Interface.
ii. Upload the request to FNO.
iii. Upload the response from FNO to the NetWitness Platform User Interface.

18. Schedule the backup of the primary NW Server and the copying of this backed-up data to the
secondary NW Server.

a. SSH to the primary NW Server.

b. Submit the following commands.
/opt/rsa/saTools/bin/schedule-standby-admin-data-sync -d —-i <warm-
standby-admin-server-ip>

Note: If the Warm Standby server becomes active, and if it will be accessed by any NW host
with a NAT IP address, the NAT IP address must be added to the command:
/opt/rsa/saTools/bin/schedule-standby-admin-data-sync -d —-i <warm-—
standby-admin-server-ip>-p<warm-standby-NAT-admin-server-ip>

This backs up the primary NW Server data and copies the backup archive file to the secondary
NW Server daily for future fail-over use. It also schedules the backup and copy to execute on a
daily basis. You can display help for the schedule-standby-admin-data-sync script with
the following command string.
/opt/rsa/saTools/bin/schedule-standby-admin-data-sync --help

This returns the following help to which you can refer to customize the host data backup (such as
backup frequency).

Schedule Data Synch between AdminServer and Standby AdminServer

Script also executes a synchronization each time.

Usage:

schedule-standby-admin-data-sync command [options]
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Commands :

-h, --help

-d, --daily

-w, —--weekly

-c, —--custom <crontab
formatted>

-i, --standby-ip <IP
address>

-p, —--standy-ip-public <NAT

IP address>

-v, -—--verbose

Display Help
Schedule daily data
synchronization
Schedule weekly data
synchronization
Schedule custom data
synchronization

i.e. to schedule for
midnight on 1lst and
10th of the month:
'O 0 1,10 * *!'
(required) 1IP
address of standby
NW Server

(optional) NAT-based
IP address of
standby NW Server
Enable verbose
output
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Fail Over Primary NW Server to Secondary NW Server with Same IP
Address

Initially, the primary NW Server fails over to the secondary NW Server. When the primary NW Server is
back up, the secondary NW Server fails over to the primary NW Server, and that is referred to as a fail-
back. When it is possible for the secondary NW Server to have the same IP address as the primary NW
Server after failover, complete the following procedure to fail over from the primary NW Server to the
secondary NW Server.

1. SSH to the secondary NW Server.

IMPORTANT: If you have installed New Health & Wellness on Admin Server, perform the
following:

- Install New Health & Wellness on Standby NW server.

- Back up the Search category (New Health and Wellness ) from Primary NW server to standby NW
server using the NRT:

nw-recovery-tool --export --dump-directory <Backup directory path> --
category Search

You must manually copy files from Primary NW server to Standby NW server after running the above
command.

2. Run the nw-failover script with the --make-active argument:
nw-failover --make-active

3. Complete the following steps for planned and required fail-over.
a. SSH to the primary NW Server.

b. Run the fail-over script with the --make-standby argument to assign the standby role to the
primary NW Server:

nw-failover --make-standby

c. Shut down the primary NW Server.

Note: If you have a catastrophic failure, you may need to provision a new host or re-image the
primary NW Server and complete the Set Up secondary NW Server in Standby Role procedure
for this host to create a new primary NW Server, so that you can fail back to it.

4. Validate that the component hosts have connected to the new active NW Server by running the

following command on the new active NW Server:
nw-manage --check-hosts-status

Note: Do not continue to the next step until all component hosts have successfully connected to the
new active NW Server. Rerun nw-manage --check-hosts-status as needed to continue
verification.

5. Restart the Respond-server service once the failover operation has been successfully completed.

6. Follow the IP address change procedures for the now-active NW Server in "Change Host Network
Configuration" in the System Maintenance Guide. Go to the NetWitness All Versions Documents
page and find NetWitness Platform guides to troubleshoot issues.
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Note: If the primary NW Server is going to remain online, you must update its I[P address so that it
no longer conflicts with the Warm Standby NW Server IP address when it is changed. Follow the
IP address change procedures for the now-active NW Server in "Change Host Network
Configuration" in the System Maintenance Guide. Go to the NetWitness All Versions Documents
page and find NetWitness Platform guides to troubleshoot issues.

7. Shut down the primary NW Server, or reboot the primary NW Server and set it up as the new
secondary NW Server by completing the steps in Set Up Secondary NW Server in Standby Role for
this host to create a new primary NW Server, so that you can fail back to this host.

IMPORTANT: After successful fail over to Standby NW server, restore the Search category (New
Health & Wellness) using NRT:

nw-recovery-tool --import --dump-directory <Backup directory path> --
category Search

Fail Over Primary NW Server to Secondary NW Server with Different IP
Address

If your secondary NW Server will maintain a different IP address from your primary NW Server after a
fail-over event, for example, if the secondary NW Server is located in a different data center from the
primary NW Server, follow these steps to fail over from the primary NW Server to the secondary NW
Server.

1. SSH to the secondary NW Server.

IMPORTANT: If you have installed New Health & Wellness on Admin Server, perform the
following:

- Install New Health & Wellness on Standby NW server.

- Back up the Search category (New Health and Wellness ) from Primary NW server to standby NW
server using the NRT:

nw-recovery-tool --export --dump-directory <Backup directory path> --
category Search

You must manually copy files from Primary NW server to Standby NW server after running the above
command.

2. Run the failover script:

nw-failover --make-active
3. Complete the following steps for planned and required fail-over.
a. SSH to the primary NW Server.

b. Run the fail-over script with the --make-standby argument to assign the standby role to the
primary NW Server:

nw-failover --make-standby

¢. Shut down the primary NW Server.

Note: If you have a catastrophic failure, you may need to provision a new host or re-image the
primary NW Server and complete the Set Up secondary NW Server in Standby Role procedure
for this host to create a new primary NW Server, so that you can fail back to it.
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4. If you are running in a mixed-version environment, log in to each component host that is still on a
version prior to 12.5 and execute the following:

e netconfig --update-dns --dns <active-nw-server-ip-address>

e sed -Ei 's/"master:.*/master: <active-nw-server-ip-address>/g'
/etc/salt/minion

e systemctl restart salt-minion

Note: If you have a component host that uses a NAT IP address to reach the NW Server,
substitute the <NAT-IP-address> for the <active-nw-server-ip-address> in both bullet
items above.

5. Restart the Respond-server service once the failover operation has been successfully completed.

6. Shut down the primary NW Server, or reboot the primary NW Server and set it up as the new
secondary NW Server by completing the steps in Set Up Secondary NW Server in Standby Role for
this host to create a new primary NW Server, so that you can fail back to this host.

IMPORTANT: After successful fail over to Standby NW server, restore the Search category (New
Health & Wellness) using NRT:

nw-recovery-tool --import --dump-directory <Backup directory path> --
category Search

Note: If the secondary NW Server had any custom certificates, you must re-apply them after failover.
For information about how to re-apply custom certificates, see "(Optional) Use a Custom Server
Certificate" in the System Security and User Management Guide. Go to the NetWitness All Versions
Documents page and find NetWitness Platform guides to troubleshoot issues.

Note: After upgrading the NW Server host or a component host to 12.5, review the contents of the
/etc/hosts.user file for any obsolete host entries. The /etc/hosts.user file contains system
and user-generated entries that are not managed by NetWitness Platform. However, entries from
/etc/hosts.user are merged with NetWitness Platform-generated host mappings to create and
update /etc/hosts. To avoid conflicts with NetWitness Platform-generated mappings, and to avoid
generating connectivity errors resulting from an IP address change, NetWitness recommends that you
remove any entries in /etc/hosts.user that include a non-loopback IP address of a NetWitness
Platform host. After updating /etc/hosts.user, you must refresh the system by running the
following command:

nw-manage --refresh-host --host-key <ID, IP, hostname or display name of
host>

Note: While changing a host's IP address or during failover, component hosts can become
disconnected from NW Server hosts. Follow these steps to reconnect a host system to its NW Server
system.

1. Log in to the component host using SSH or the console.

2. Run the command nw-manage --override-nws-ip --ipv4 <current IP address of
the NW Server

When this command completes, the component host is reconnected to the NW Server at the specified
IP address.
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Follow the steps in the sections that apply to your environment.
* SSO

e Reporting Engine

« UCF

+ PAM

« ECAT

¢ RSA NetWitness Orchestrator (By Demisto)

* Audit Logging
e Health and Wellness

e Malware Analysis

¢ Windows Legacy Collection

SSO

Update Configuration for Single Sign-On

Note: You must disable SSO configurations ONLY when NW Server IP is changed.

When the host network is configured with a new IP address, the SSO configurations also must be
updated.

To do this:

1. Disable the SSO configuration using nw-shell after failover from new IP.
To resolve this issue you must disable SSO manually, using the following commands:

a. SSH to admin server node.
b. Connect to nw-shell.
c. Connect to admin server service using the connect --service admin-server command.
d. Log in to admin server using the login command.
e. Enter the admin username and password.
f. Execute the following commands:
e cd /rsa/security/authentication/web/saml/sso-enabled
e set false
e logout

e exit
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e systemctl restart rsa-nw-admin-server

2. Change the host IP address to the new IP.

3. Generate the new metadata and reupload it in ADFS. For more information, see the "Configure
SAML 2.0 provider settings for portals" topic in the Microsoft documentation.

For more information, see the "Troubleshooting" topic in the System Security and User Management
Guide.

Reporting Engine

Update Configuration for Reporting Engine

Note: You must update the Reporting Engine configurations ONLY when NW Server IP is changed.

When the host network is configured with a new IP address, you must update and verify the Reporting
Engin configurations. The hostname for NetWitness configurations under the Output Actions must be
updated with the new IP.

To manually configure the new IP, perform the following steps:

1. Log in to NetWitness Platform.

: :
2. Navigate to K&l (Admin) > Services > Reporting Engine > View > Config.
3. Click the Output Actions tab.
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4. Add the new IP address in the Hostname field.
5. Click Apply.

UCF

To enable UCF to communicate with NetWitness Platform:

1. On the UCF server, execute the runConnectionManager.bat file (the same file that is used for
adding connection details).

2. Select Option #2, Edit endpoints.
3. Select the NW Server connection from the options that are displayed.

4. When you are prompted for Host Address (the old IP address is shown in parentheses) enter the new
IP address.

Note: Do not change any other setting.

PAM

If you have PAM configured, after the failover, you must configure the system again using the
instructions in the "Configure PAM Login Capability" topic in the System Security and User
Management Guide. Go to the NetWitness All Versions Documents page and find NetWitness Platform
guides to troubleshoot issues.

ECAT

Update the following services:

e Incident Message Broker

e NetWitness Suite

e Syslog Server Settings

Incident Message Broker

1. Log in to the NetWitness Endpoint user interface and go to Configure > Monitoring and External
Components Configuration > Incident Message Broker.
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2. Update the server Hostname and IP Address to the current active server and test the settings.

am .
« @ Incident Message Broker
@ sa0ne - API Server is not running. ﬁ Version Info  Last Scan User K
Click to Resolve
4400 6177201925612 .. V, Vig]
NetWitness Suite Connection 4400  6727/20191213:19..
Server Hostname/IP: 1

Port : 5671

Test Settings Edit

?

Downloads

2 items total <
I f Pacific Time (US. Canada) |

33, Number of Servers=1 |

UserName=WINDOWS2012-001\Administrator, Host=, Instance=, Database=ECATSPRIMARY, Build=1400014, Version=4.4.0, Scher

RSA NetWitness Endpoint: Version 4.4.0.0

NetWitness Suite
1. Log in to the NetWitness Endpoint user interface and go to Configure > Monitoring and External

Components Configuration > Netwitness Suite.
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2. Update the server Hostname and IP address to the current active server and test settings.

L] - o x
Configure Tools | View About d
X
u B
a NetWitness Suite jjsan L=,
.‘ 7/2019 2:56:12 ... V, Vig
4 @ [+ - BO®@ e
Dashboard
F NetWitness Suite Connection
D’:I Server Hostname/IP : LREL T Port: 443
Machines
Configure NetWitness Suite Configure RSA NetWitness Endpoint Feeds for NetWitness Suite
@' l Servers Time Zone | (UTC-11:00) Coordinated Universal Time-11 +/ Enable RSA NetWitness Endpoint Feed
Device Identifier |18 URL | https://Windows2012-001:9443/api/v2/feed/machines.csv
Modules * Al SQH Users with valid permissians have access to above URL
URI | hitps:// & 158 sinvestigation/18/
fm
' Query Optimization Feed Publishing Interval
| . t y
—~f Do Not Perform Query Older Than 0 days “Set 0to queryail Time Intzsvak 0 Hrs 30 min
|
Query Time Range
Q | r— ? | minutes Enable URL access to below user to
Certificates | Maximum: 30 | minutes Username:
2 1 Password: ®
InstantiOCs
m Test Settings Edit
v 2 items total q »
Downloads (UTC08:00f Pacific Time (US. Canada) |

RSA NetWitness Endpoint: Version 4.4.0.0 UserName=WINDOWS2012-001\Administrator, Host=, Instance=, Database=ECATSPRIMARY, Build=1400014, Version=4.4.0, Schema=133, Number of Servers=1 ‘

Syslog Server Settings

If you are forwarding syslog messages to a NetWitness Platform Log Decoder, update the syslog server
settings to point to the new IP address of the Log Decoder host.

1. Log in to the NetWitness Endpoint user interface and go to Configure > Syslog Server.
L] - @

Configure Tools | View About

.‘ 2%, SYSLOG Server
L4

c‘ logdecoder API Server is running.
Dashboard

[ ':" Sysiog Connection
() Server Hostramerp:

Machines Pt

Transport Protocol :

=

Modules

an

Certificates

A\

InstantioCs

@ Test Settings

Downloads

2. Select logdecoder, and in Server Hostname/IP, enter the new IP address of the Log Decoder host.
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RSA NetWitness Orchestrator (By Demisto)

Update the Current Active NW Server to Fetch Respond Incidents and Alerts
1. Log in to Orchestrator and go to Settings > server&services.

2. Edit the NetWitness instance by updating the server URL to the current active NW Server to fetch
respond incidents and alerts.

Settings

USERS AND ROLES ADVANCED ABOUT

Classification &Mapping Pre-Process Rules Engines Agent Tools Credentials

Show: Type: Ca y £}

RSA NetWitness

Home
Incidents

admin
Jobs
Indicators
e Case Management (1)
Playbooks

Automation

£ Settings

@ -

Update Component Hosts Acting as Data Sources

If you change the IP address of a component host, for example, a Concentrator, Network or Log
Decoder, or Broker, that is acting as data source to the Orchestrator, update the following settings to
point to the new IP address of the host.

1.

Log in to Orchestrator and go to Settings > server&services and select the component host.

Settings

‘as.\|

Analytics & SIEM (3)

“rsn B
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2. Enter the new IP address of the component host in Server URL and click Done.

Settings

Analytics & SIEM (3)

L RSA I

RSA NetWitness Packetsand ... 8 x

Audit Logging

If you have changed the IP address of the NW Server, you must reconfigure audit logging. For
instructions, see "Configure Global Audit Logging" in the System Configuration Guide.

Health and Wellness

If you have any Health and Wellness rules that contain [P addresses that have been changed, you must
update those rules with the new IP addresses. For information about managing Health and Wellness
rules, see "Monitor Health and Wellness using NetWitness Platform UI" in the System Maintenance
Guide.

Malware Analysis

Source host IP address changes are not updated in the NetWitness user interface for Malware Analysis
continuous scan configurations. You must manually update this configuration in the Malware Analysis
Config view > General > Continuous Scan Configuration and update the source host IP address to the
new host IP address.
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% Change Service

| @@ malware - Malware Analytics

Config &

General Indicators of Compromise  10C Summary  Auditing Hash AV Proxy ThreatGRID  Integration
Continuous Scan Configuration Modules Configuration
Name Config Value Name Config Value
Enabled O = Static
Query select * where content='spectrum.consume’ | | ... Enabled [
Guery Expiry 3600 Bypass PDF |
Query Interval 5 Bypass Office m}
Meta Limit 25000 Bypass Executable O
Time Boundary 24 Validate Windows PE Authenticate Settings ... m}
v
Source Host 172.16.0.0 = Community
Source Port (NwPort) 0 Enabled O
Username admin Bypass PDF £
User Pazsword il Bypass Office [
ssL O Bypass Executable |
Denial of Service (DOS) Prevention 1 T = Sandbox
H ; + H Enabled

Repository Configuration neble .

Bypass PDF 4
MName Config Value

Bypass Office ™
Directary Path fvar/netwitness/malware-analytics-server/spectr...

Bypass Executable O
File Sharing Protocol None

Preserve Original File Name when Perfarmi.. [
Retention (in days) 60

GFl Sandbox (Local)
Miscellaneous Enabled m
Name Config Value Server Name localhost
Maximum File Size (MB) 64 Server Port 80 -
Apply

Windows Legacy Collection

On occasion, you may need to change the IP address of your Windows Legacy Collector. You may also
need to edit any Destination Groups that you have configured.

Change WLC IP Address

The following procedure describes how to change the IP address for your system.

1. Log onto the Windows Legacy Collector system and manually change the IP address on the system.
2. In the Ul confirm that the Log Collector service corresponding to the WLC system shows up in error
(Red). It might take some time for it to reflect the changed status.
3. On the NetWitness Server, use the nw-manage utility to view the host information for the WLC
using the following command:
nw-manage --list-hosts
Sample output from running the command is shown here:
{
"id" : "£db8150c-e040-459e-8cc5-3c60ec2c65ae",
"displayName" : "WLC-HOST-104",
"hostname" : "10.101.216.102",
"ipv4" : "10.101.216.102",
"ipv4Public" : null
bl
You use the value of "id" from your output in the following step.
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4. Use the nw-manage utility to change the IP address of the WLC. For the host-id argument, use the
value for the "id" that you noted from step 3. For the ipv4 value, use the new IP Address to which
you are changing.

nw-manage --update-host --host-id "f£db8150c-e040-459e-8cc5-3c60ec2c65ae" -
ipv4 10.101.216.105

5. After you see the message that the previous command ran successfully, go to the NetWitness Server
Ul and verify that the WLC service is running without any errors.

Edit Destination Groups For Log Collectors and VLCs

The Windows Legacy Collector is often configured with Destination Groups to forward events to Log
Collectors or Virtual Log Collectors. If the IP address of any such Destination LC or VLC is changed,
the Windows Legacy Collector can no longer forward events. To remediate this, you must edit the
Destination groups for the WLC, making sure to select the new LC or VLC IP Address.

Note: If you added any content to the /etc/hosts file on the primary server, the contents of that file
are available under /var/netwitness/standby-data/unmanaged/etc on the failover server.
You can manually copy those files to the /etc/hosts file on the failover server after the failover is
complete.

Fail Back Secondary NW Server to Primary NW Server

After a fail-over from the primary NW Server to the secondary NW Server, you need to fail back to your
original setup of the primary NW Server in the active role and the secondary NW Server in the standby
role.

Essentially, you follow the same steps described under Fail Over Primary NW Server to Secondary NW
Server to fail back to your original setup (that is primary NW Server-active and secondary NW Server-
standby). The difference is that you now need to fail over from the secondary NW Server to the primary
NW Server.

Note: The secondary SA becomes active in case of a fail over. You should re-run the schedule-
standby-admin-data-sync from the secondary SA before failing back to the primary SA.

Introduction to ESA Primary Disaster Recovery Failover

NetWitness platform enables administrators to perform smooth failovers with minimal processes and
tools involved in the entire design, making it easier for the clients to minimize downtime during service
interruptions.

Administrators can set up an ESA Primary StandBy Node in the event of a disaster or unplanned outage
of the original active ESA Primary node. Recovery involves switching from the active ESA Primary
node to ESA Primary Standby node by taking Mongo and configuration backups of the active ESA
Primary system and restoring them to the ESA Primary Standby with the required configurations to
ensure uninterrupted access to ESA correlation and context hub services.

The new ESA Primary Standby node should be configured with its unique IP and host details, ensuring a
seamless setup process not hindered by prior configurations.

Note: More than 1 ESA Primary Standby is not supported.
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Prerequisites
o Active ESA Primary System
e ESA Primary Standby System

o The system configuration of the ESA Primary Standby System must be the same as the system
configuration of the active ESA Primary System.

Workflow

The following figure is a high-level workflow illustrating the step-by-step tasks you can perform to
complete ESA Primary Disaster Recovery Failover and Failback process.

1. Install the ESA Primary Standby Node (initial setup) and set up the data sync from Active ESA
Primary to ESA Primary Standby Node.

2. Perform ESA Primary Disaster Recovery Failover to make ESA Primary Standby node as the active
node.

3. If the older Active ESA Primary is recovered after a disaster, set up the data sync from the current
Active ESA Primary to the older Active ESA Primary (ESA Primary Standby Node) and then
perform Failback. This is an optional step.

Install the ESA ) (dptionai) Set Up'Dataisiyn;: From
Primary Standb,y Perform ESA DR Failover Active ESA Primary to ESA Primary
N Nade S Standby Node
Active ESA ESA Primary Q—’Q E84 Brimary Active ESA
Primary Standby Node B D_mde ) e
Set Up Data Sync From Active ESA Primary to Active ESA Primary ESA Primary Standby (Optional) Perform Failback
ESA Primary Standby Node Node
e After failover, ESA Primary Standby Node Q_ - _Q
rimary Active ESA becomes Active c
Standby Node Primary Active ESA . ESA Primary
Primary Standby Node

For more information on the workflow, see ESA Primary Disaster Recovery Failover Use Case
Example.

Install ESA Primary Standby

You must install a new VM / HW appliance on a dedicated host in the same manner as you install any
component service category on a host.

See the "Install NetWitness Platform" in the NetWitness Platform Documentation for instructions on how
to install any component service. Follow the steps to deploy for ESA Primary Standby component.

After you provision the VM / HW appliance (that is after you run nwsetup-tui for the component host
designated for the ESA Primary Standby UI), complete the following steps to setup the ESA Primary
Standby service category on the provisioned host.

a
1. Log in to NetWitness and go to (Admin) > Hosts.
The New Hosts dialog is displayed with the Hosts view grayed out in the background.

51 Deployment Optional Setup Procedures


https://community.netwitness.com/t5/netwitness-platform-online/step-3-installation-tasks/ta-p/669032

Deployment Guide

Note: If the New Hosts dialog is not displayed, click Discover in the Hosts view toolbar.

2. Select the host in the New Hosts dialog and click Enable.
The New Hosts dialog closes and the host is displayed in the Hosts view.

Install

3. Select that host in the Hosts view (for example, ESA Primary Standby) and click &
The Install Services dialog is displayed.

Install Services

Select the appropriate category and click Install to complete the
installation process. If you select and install the wrong category,
you must reimage the host
Version: Hardware

Platform

virtual

Category: ESA Primary Standby v
The following servi Advanced Analytics b
» Contexthub § AM3YstU!
= ESA Correlatif Archiver
Broker

Cloud Link Service

Concentrator

-Comex(Hulz
Endpoint

Endpoint Log Hybrid

ESA Primary

ESA Primary Standby

ESA Secondary

-
Log Collector

4. Select ESA Primary Standby in Category and click Install.

5. During the installation, the ESA Primary Standby services are enabled. Proceed with the installation
once the ESA Primary Standby services are disabled.

Note: - The ESA Primary Standby services can be activated only after the failover. At any point of
time, only one ESA Primary node should be active and running.

Note: At any point of time if you want to know which ESA Primary node is active, you must run the
following command.
nw-failover-esa -- show-state

Caution: In CCM, the Correlation servers from both active ESA Primary node and ESA Primary
Standby node will be available. However, you must only configure your deployments, policies, and
groups with the Correlation server service running on the current active ESA primary node.

Set up Data-Sync

Data-Sync is a process which involves exporting, transferring, and importing of the new, deleted, and
modified data such as Incidents and Alerts from the active ESA Primary to ESA Primary Standby
periodically. The Data-sync script is designed to operate on active ESA Primary for synchronizing data
between an active and ESA Primary Standby server in the NetWitness environment. It handles the export
of the new, deleted, and modified data from the active ESA Primary, transfer to ESA Primary Standby,
and import on the Standby side. The periodic data-sync process ensures that the Mongo DBs of both
active ESA Primary and ESA Primary Standby are in sync with each other.

To trigger data-sync, run the following script on the active ESA Primary:
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/opt/rsa/saTools/bin/schedule-standby-esa-primary-data-sync -n -d 23 -f
23 -1 "<standby-ip>"

The following table provides details on the syntax of the script.

Description

-n Checks the date and frequency input that you provide.

-d Indicates the number of days of Respond DB data you want to carry over from active ESA
Primary to ESA Primary Standby. The minimum range is 1 day and the maximum range is
30 days.

-f Indicates the frequency of the data-sync process (minimum of once every hour, maximum

of once every 23 hours).

-1 Indicates the IP of ESA Primary Standby host.

Perform ESA Primary Disaster Recovery Failover (Make
Active)

In case of a disaster or catastrophic failure of active ESA Primary, you can perform ESA Primary
Disaster Recovery failover to make ESA Primary Standby active.

To perform ESA Primary Disaster Recovery Failover

1. SSH to the Admin Server.

2. Run the following failover script with the --make-active argument:
nw-failover-esa --make-active

3. (Optional) Complete the following steps for planned and required fail-over.
a. SSH to the NW Server.

b. Run the fail-over script with the --make-standby argument:

nw-failover-esa --make-standby
This step can be performed only under the following scenarios:

1. After installing a new ESA Primary Standby node and setting up the data sync from the active ESA
Primary to the newly installed ESA Primary Standby node.

2. After recovering the older (previous) active ESA Primary.

Note: After you run the nw-failover-esa --make-active command, the ESA Primary
Standby node becomes active, and if you reboot the original (previous) active node, the original (last)
active node becomes Standby.
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nw-failover-esa Script Arguments

The following table lists all the arguments used while running the nw-failover-esa script for ESA
Primary Disaster Recovery failover.

s o

-ma, --make-active  The argument is used to make Standby node to active node.

-ms, --make- The argument is used to make active node to Standby node.

standby

--local The argument is used to perform make standby operation locally on the active
node.

-ss, --show-state The argument is used to know the status of ESA Primary nodes.

RBAC Permissions

For more information on the RBAC permissions for ESA Primary Disaster Recovery Failover, see

System Security and User Management Guide for 12.5

ESA Primary Disaster Recovery Failover Use Case Example

The following use case provides the example of an administrator using NetWitness Platform to perform
ESA Primary Disaster Recovery failover.

After logging in to NetWitness Platform, John, an administrator, observes that the active ESA Primary
node contains a lot of data associated with Respond DB, Context Hub DB, and Correlation server DB.
The administrator decides to install an ESA Primary Standby system and perform periodic data-sync to
avoid any sort of data loss in case of the catastrophic failure of the active ESA Primary system. As the
first step, John installs the ESA Primary Standby system by referring to Install ESA Primary Standby
section. After installing the Standby system, John runs the following script on the active ESA Primary
node and triggers the data-sync process.

/opt/rsa/saTools/bin/schedule-standby-esa-primary-data-sync -n -d 23 -f 23 -1
"<standby-ip>"

Initially, the administrator sets the frequency of the data-sync process to once in 23 hours. Later, John
decides to set the frequency of the data-sync process to 1 hour as the administrator thinks that the time
period of 23 hours is too long and if the disaster happens at say 12th hour or 15th hour, the data loss will
be significant. Therefore, he runs the following script on the active ESA Primary node.

/opt/rsa/saTools/bin/schedule-standby-esa-primary-data-sync -n -d 1 -f 1 -i
"<standby-ip>"

Soon after setting up the data-sync process, John observes that the ESA Primary node which was active,
up, and running previously has failed. The administrator immediately takes further steps of action and
performs ESA Primary Disaster Recovery failover after referring to Perform ESA Primary Disaster
Recovery Failover (Make Active) section to make the ESA Primary Standby node as the active node.

After performing a successful failover, John notices that the configurations associated with the ESA data
are now reflecting in ESA Primary Standby.
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Note: Data backed up or synced up till the last periodic data-sync will be available in the ESA Primary
Standby. Post that, any incoming data will not be a part of ESA Primary Standby.

After 2-3 months, the previous active ESA Primary node (say ESAP1) recovers after going through a
catastrophic failure. This time, John decides to make the recovered ESA Primary node a standby node.
Therefore, the administrator performs the Step 3 mentioned in Perform ESA Primary Disaster Recovery
Failover (Make Active) section to make the recovered ESA Primary node a standby node.

Caution: To perform the failback process (making ESAP1 as the active ESA Primary node and the
current active ESA Primary node (say ESAP2) as the ESA Primary Standby node again) once ESAP1
is recovered, atleast one data-sync job must be run on ESAP2 (current active ESA Primary node).
Otherwise, the failback process fails.

Troubleshoot ESA Primary Disaster Recovery Failover Issues

This section lists certain issues that you may encounter during or after setting up the periodic data-sync
and while performing ESA Primary Disaster Recovery failover.

Periodic Data-Sync Failure Issue

Periodic data-sync fails which can be seen in /var/log/netwitness/standby-

sl esa-primary-sync/standby-esa-primary-data-sync.log file.

If periodic data-sync is failing, do the following.

e Make sure that the ESA Primary Standby node is running and it is reachable from
Workaround the active ESA Primary node.

o Make sure that the Mongo DB associated with the ESA Primary Standby node is
running.

Make-Active Failure Issue

When you run the make-active command, failover fails which can be seen on the

Problem . :
console logs or in /var/log/netwitness/recovery-tool/recovery.log file.

If make-active is failing, do the following.

o Make sure that the ESA Primary Standby node is running and it is reachable from
the active ESA Primary node.

o Make sure that the Mongo DB associated with the ESA Primary Standby node is

running.
Workaround g

o Make sure that atleast one data-sync job is completed and atleast one backup file is
present on ESA Primary Standby at /var/netwitness/standby-esa-
primary-data/.

o Make sure that the Correlation and Context Hub services are running only on the
active ESA Primary node and are not running on ESA Primary Standby node.
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Note: In CCM (Centralized Content Management), Admin, Appliance and other pages, the Context
Hub and Correlation services on the ESA Primary Standby node appear down not because of any real
failures but because of the fact they are purposely made down.

Appendix

This section contains few additional information on ESA Primary Disaster Recovery Failover.

Data-Sync Responsibilities

The data-sync performs the following actions:

 Sets a cron with the specified frequency to run the NRT backup.
Frequency:
Number of days of Mongo backup: 1 to 30 days
Frequency of triggering the script: Every hour or once in 23 hours.

o Takes NRT backup of Configuration of Correlation-server, Context Hub server, and ESA Mongo data.

 Verifies the integrity of the transferred data through checksums. Updates metadata related to the last
successful backup time and recovery flag.

o Transfers the exported active ESA Primary data using the NetWitness Recovery Tool securely through
zipped folder to ESA Primary Standby using SSH and SCP keys.

o Imports the configuration and ESA data on ESA Primary Standby.

o Sets a cron on the active ESA primary for clean-up after failover (make-active). Cron is set during the
execution but the cleanup runs only when the actual standby becomes active.

IMPORTANT: When you set up periodic data-sync to sync the data from active ESA Primary
node to ESA Primary Standby node, do the following.

-Run the command crontab -1 on the active ESA Primary node and make sure that the following
output is displayed.

1 */1 * * * /opt/rsa/saTools/bin/schedule-standby-esa-primary-data-sync -
d 23 -f 1 -i <IP of Standby ESA>

@reboot /etc/netwitness/recovery-tool/nw-recovery-helper/nw-failover-
esa.py -ms —local]

- Run the command crontab -1 on the ESA Primary Standby node and make sure that the
following output is displayed.

@reboot /etc/netwitness/recovery-tool/nw-recovery-helper/nw-failover-
esa.py —-ms —local]

If the respective outputs are not displayed when you run the crontab -1 command on the active ESA
Primary node and ESA Primary Standby node, run the data-sync script on the active ESA Primary node.

Note: Context Hub Database collections are only exported and transferred to ESA Primary Standby
during data-sync. They are imported on ESA Primary Standby only during failover. In case of Respond
Database, the collections such as Alerts and Incidents are not only exported and transferred to ESA
Primary Standby, but they are also imported on ESA Primary Standby during data-sync.
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Network Architecture and Ports

Refer to the following diagrams and port tables to ensure that all the relevant ports are opened for
components in your NetWitness deployment to communicate with each other.

See NetWitness Endpoint Architecture at the end of this topic for individual Endpoint Architectural

diagrams.

NetWitness Network Architecture Diagram

The following diagram illustrates the NetWitness network architecture including all of its component

products.

synchronization.

Note: NetWitness core hosts must be able to communicate with the NetWitness Server (Primary
Server in a multiple server deployment) through UDP port 123 for Network Time Protocol (NTP) time
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RSA recommends that you use the Broker at the top of your deployment hierarchy for UEBA data source.
See RSA NetWitness Platform Cloud Behavioral Analytics Gateway Configuration Guide for information on the Cloud Gateway service.

ANALYST Ul

¢ )

(Investigate Server )

( NetWitness Ul )
(_Reporting Engine )

(_Respond Server )
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NetWitness Network (Packets) Architecture Diagram with
Ports

NetWitness Network Architecture with Ports

NETWITNESS SERVER -

TCP: 53, 80, 443, 4505, 4506, 5671, 15671, 27017,

UDP: 123, 53
TCP 443, 4505, 4506;
UDP 123, 5051 ) ,4505,4506____
l UDP 123, 5051@7 I_UDP 123
Ve NETWORK DECODER N - CONCENTRATOR ~
e € @ —rer 57—

J

\ J )
T-T(ZP 56004 (SSL), 50004 (Non—SSL)J

TCP 9443,
56005 (SSL), 50005 (Non-SSL), 50105 (REST),
56006 (SSL), 50006 (Non-SSL), 50106 (REST)

Licensing (fneserver)
TCP 56005,

56004 (SSL), 50004 (Non-SSL), 50104 (REST),:
56006 (SSL), 50006 (Non-SSL), 50106 (REST)

RSA LIVE

Local Update Repo

NETWITNESS Notes:
NETWORK Admin, Config, Content, Integration, Investigate, Orchestration, Respond, Security, and Source services come online automatically when you deploy the NW Server.
The core service hosts use the Local Update Repository on the NetWitness Server to get the rpm packages (that is, version updates).
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NetWitness Logs Architecture Diagram with Ports

NetWitness Logs Architecture with Ports

TCP 443, 4505, 4506, 5671;

UDP 123
TCP 443, 4505, 4506, 5671, 15671;

NETWITNESS SERVER

UDP 123
= iz
=
o
. E Config Server
UDP 123, 50514 UDP 123, 5051 TCP 443, 4505, 4506, TCP 5671, 15671, 27017; g
UDP 123 _J
Content Server ]
CONCENTRATOR
— ﬁ LOG DECODER A— J
ion Server
Tep 5671 i <
l 1‘ Investigate Server ]
— ~\ CP 5600
Remote Log Collector
Cevn’:nui TCP 5671, 9443, 27017, Orchestration Server
] 56005 (S5L), 50005 (Non-55L), 50105 (REST),
— % 56006 (S5L), 50006 (Non-SSL), 50106 (REST)
Respond Server ]
TCP 21, 514 (Syslog), 6514 (Syslog TLS),
64000, 64001, 64002, 64003, 54004,
64005, 64006, 64007, 64008, 64009;
urity Server
UDP 162 (SNMP), 2055 (NetFlow), 56001 (SSL), 50001 (Non-SSL), 50101 (REST), —
4739 (NetFlow), 6343 (NetFlow), L 56002 (551), 50002 (Non-SSL), 50102 (REST);
9995 (NetFlow) 56006 (S5L), 50006 {Non-SSL), 50106 (REST), S FEEr ]
\ 56202 (End point)
Log Capture Licensing (fneserver)
Syslog/Checkpoint LEA/SDEE/
CODBC/File/SNMPNMWare/
WinRM/WinLegacy /NetFlow RSA LIVE
TCP 9443, 5671,
56001 (SSL), 50001 (Non-55L), 50101 (REST), Local Update Repo
56006 (SSL), 50006 {Non-SSL), S0106 (REST)
Note:
Egg\g\llTN ESS Admin, Config, Content, Integration, Investigate, Orchestration, Respond, Security, and Source services come online automatically when you deploy the NW Server.

The core service hosts use the Local Update Repository on the NetWitness Server to get the rpm packages (that is, version updates).
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Event Stream Analysis Network (Packets) Architecture

Diagram with Ports

The following diagram illustrates the Event Stream Analysis network architecture with packet capture.

Event Source Analysis (ESA) Network Architecture with Ports

NETWITNESS SERVER
TCP 4505, 4506, 5671, 27017;

uDP 123 — Admin Server

Config Server

Jevoig {

TCP 443, 4505, 4506;
—_
UDP 123
Content Server ]

Integration Server ]

UDP 123, 50514—1
NETWORK Investigate Server ]

NETWORK ESA CONCENTRATOR
n cor etal CP 567 > .
Orchestration Server
ContextHub
| Respond Server ]
-TCP 56006 (SSL, 50006 (Non-SSL)

Security Server

TCP 7007;

UDP 123, 50514

1l

|

TCP 9443,
56005 (SSL), 50005 (Non-SSL), 50105 (REST);
56006 (SSL), 50006 (Non-SSL), 50106 (REST)

I

Source Server

Licensing (fneserver)

TCP 80, 443, 7005, 9443, 27017, 56005,
636 (55L)/389 (Non-SSL), 56006 (SSL),
50006 (Non-S5L), 50106 (REST)

RSA LIVE

Local Update Repo

NETWITNESS Notes:

NETWORK Admin, Config, Content, Integ igate, Or ion, Respond, Security, and Source services come online automatically when you deploy the NW Server.
The core service hosts use the Loca\ Update Reposltcrv on the NetWitness Server to get the rpm packages (that is, version updates). Port 7005 is used by Context
Hub as its HTTP port for REST calls, and is only installed on ESA Primary hosts.
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Event Stream Analysis (Logs) Architecture Diagram with

Ports

The following diagram illustrates the Event Stream Analysis network architecture with log collection.

Event Stream Analysis (ESA) Logs Architecture with Ports

TCP 443, 4505, 4506, 5671;

NETWITNESS SERVER

uDP 123

TCP 443, 4505, 4506, 5671, 15671, 27017,

Config Server

1

svjoig

UDP 123

TCP 7007;

UDP 123, 50514
UDP 123, 50514 | I
LOGS ESA . LOG CONCENTRATOR

| IEEREEEEEE

CP 5600! 1

TCP 5671, 9443, 27017,
56005 (SSL), 50005 (Non-SSL), 50105 (REST),
56006 (SSL), 50006 (Non-SSL), 50106 (REST)

TCP 80, 443, 636 (55L)/389 (Non-SsL),
7005, 5671, 9443,

Content Server ]
Integration Server ]
Investigate Server ]
Respond Server ]
Source Server ]

56006 (SSL), 50006 (Non-SSL), 50106 (REST)

Note:

Local Update Repo

NETWITNESS Admin, Config, Content, Integration, Investigate, Orchestration, Respond, Security, and Source services come online automatically when you deploy the NW Server.
LOGS The core service hosts use the Local Update Repository on the NetWitness Server to get the rpm packages (that is, version updates). Port 7005 is used by Context

Hub as its HTTP port for REST calls, and is only installed on ESA Primary hosts.
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NetWitness Firewall Requirements Summary

The following table lists all the ports that need to be open in your firewall by host.

Note: The "NW Server" host ports apply to both the Primary and Warm Standby NW Server.
Synchronization between the Primary and Warm Stanby is done through TCP Port 22.

NW Server ESA Primary TCP: 22, 5671, 7005
UDP:123

NW Server ESA TCP: 22, 5671
UDP: 123

NW Server  Network Decoder TCP: 22, 5671, 50004 (Non-SSL), 50006 (Non-
SSL), 50104 (REST), 50106 (REST), 56004 (SSL),
56006 (SSL)
UDP: 123

NW Server Broker TCP: 5671, 50003 (Non-SSL), 50006 (Non-SSL),
50103 (REST), 50106 (REST) 56003 (SSL), 56006
(SSL)
UDP: 123

NW Server Concentrator (Network & TCP: 22, 5671, 50005 (Non-SSL), 50006 (Non-
Logs) SSL), 50105 (REST), 50106 (REST), 56005 (SSL),
56006 (SSL)

UDP: 123

NW Server  Network Hybrid TCP: 22, 5671, 50004 (Non-SSL), 50005 (Non-
SSL), 50006 (Non-SSL), 50104 (REST), 50105
(REST), 50106 (REST), 56004 (SSL), 56005 (SSL),
56006 (SSL)

UDP: 123

NW Server  Log Decoder TCP: 22, 5671, 50001 (Non-SSL), 50002 (Non-
SSL), 50006 (Non-SSL), 50101 (REST), 50102
(REST), 50106 (REST), 56001 (SSL), 56002 (SSL),
56006 (SSL)

UDP: 123

NW Server  Log Hybrid TCP: 22, 5671, 50001 (Non-SSL), 50002 (Non-
SSL), 50005 (Non-SSL), 50006 (Non-SSL), 50101
(REST), 50102 (REST), 50105 (REST), 50106
(REST), 56001 (SSL), 56002 (SSL), 56005 (SSL),
56006 (SSL)

UDP: 123
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NW Server  Log Hybrid - Retention TCP: 22, 5671, 50001 (Non-SSL), 50002 (Non-
SSL), 50006 (Non-SSL), 50101 (REST), 50102
(REST), 50105 (REST), 50106 (REST), 56001
(SSL), 56002 (SSL), 56006 (SSL)

UDP: 123

NW Server Endpoint Log Hybrid TCP: 22, 5671, 7050, 7054, 50001 (Non-SSL),
50002 (Non-SSL), 50005 (Non-SSL), 50006 (Non-
SSL), 50101 (REST), 50102 (REST), 50105 (REST),
50106 (REST), 56001 (SSL), 56002 (SSL), 56005
(SSL), 56006 (SSL), 56202 (Endpoint)

UDP: 123

NW Server VLC TCP: 22, 5671, 50001 (Non-SSL), 50006 (Non-
SSL), 50101 (REST), 50106 (REST), 56001 (SSL),
56006 (SSL)
UDP: 123

NW Server Archiver TCP: 22, 514, 5671, 6514, 50006(Non-SSL), 50007

(Non-SSL), 50008 (Non-SSL), 50106 (REST), 50107
(REST), 50108 (REST), 56006 (SSL), 56007 (SSL),
56008 (SSL)

UDP: 123, 514
NW Server Malware TCP: 22, 5671, 5432, 50003 (Non-SSL), 50006

(Non-SSL), 50103 (REST), 50106 (REST), 56003
(SSL), 56006 (SSL), 60007

UDP: 123
NW Server UEBA TCP: 22, 15671, 5671, 443
UDP: 123
ESA NW Server TCP: 53, 80, 443, 4505, 4506, 5671, 15671, 27017,
444
UDP: 123, 53
ESA Active Directory TCP: 389 (Non-SSL), 636 (SSL)
ESA Archer TCP: 80 (Non-SSL), 443 (SSL),
ESA ESA Primary TCP: 27017
Secondary
ESA Primary  Concentrator TCP: 50005 (Non-SSL), 56005 (SSL)
or Secondary
Network NW Server TCP: 53, 80, 443, 4505, 4506, 5671, 15671, 27017,
Decoder 444
UDP: 53, 123
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Concentrator
(Network &
Logs)

Network
Hybrid

Log Decoder

Log Hybrid

Log Hybrid -
Retention

Broker

VLC

VLC
Log Collector

Endpoint Log
Hybrid

Endpoint Log
Hybrid

Endpoint
Agent

Endpoint
Agent

NW Server

NW Server

NW Server

NW Server

NW Server

NW Server

NW Server

Log Collector
VLC

NW Server

Log Decoder

Log Decoder

Endpoint Log Hybrid

TCP: 53, 80, 443, 4505, 4506, 5671, 15671, 27017,
444

UDP: 53, 123
TCP: 53, 80, 443, 4505, 4506, 5671, 15671, 27017,

444
UDP: 53, 123

TCP: 53, 80, 443, 4505, 4506, 5671, 15671, 27017,
444

UDP: 53, 123

TCP: 53, 80, 443, 4505, 4506, 5671,15671, 27017,
444

UDP: 53, 123

TCP: 53, 80, 443, 4505, 4506, 5671,15671, 27017,
444

UDP: 53, 123

TCP: 53, 80, 443, 4505, 4506, 5671,15671, 27017,
444

UDP: 53, 123

TCP: 53, 80, 443, 4505, 4506, 5671,15671, 27017,

444
UDP: 53, 123

TCP: 5671
TCP: 5671

TCP: 53, 80, 443, 5671, 4505, 4506, 15671, 27017,
444

UDP: 53, 123

TCP: 50202 (Non-SSL), 50102 (REST), 56202
(SSL)

UDP: 514

TCP: 514, 6514
UDP: 514

TCP: 443
UDP: 444
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UEBA NW Server TCP: 53, 80, 443, 444, 4505, 4506, 5671, 15671,
27017, 50003 (Broker-Non-SSL), 50103
(Broker/REST), 56003 (Broker/SSL)

UDP: 53, 123

UEBA Concentrator TCP: 50005 (Non-SSL), 50105 (REST), 56005
(SSL)

WWW connections

NW Server cms.netwitness.com TCP: 443
download.rsasecurity.com
rsasecurity.subscribenet.com
update.netwitness.com

ESA (Primary cms.netwitness.com TCP: 443
& Secondary)

Malware panacea.threatgrid.com TCP: 443
cloud.netwitness.com
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Comprehensive List of NetWitness Host, Service, and iDRAC

Ports

Note: For ports used in event collection through the NetWitness Logs, see the Log Collection
Configuration Guide for NetWitness Platform. Go to the NetWitness All Versions Documents page
and find NetWitness Platform guides to troubleshoot issues.

This section contains the port specifications for the following hosts:

NW Server Host

Analyst UI Host

Archiver Host

Broker Host

Concentrator Host

Endpoint Log Hybrid Host
Endpoint Relay Server
Event Stream Analysis Host
New Health & Wellness

iDRAC Ports

Log Collector Host
Log Decoder Host

Log Hybrid Host

Log Hybrid - Retention
Malware Host
Network Decoder Host
Network Hybrid Host
UEBA Host

Network Architecture and Ports
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NW Server Host (Primary and Warm Standby NW Server Host)

o Destination

Admin Workstation

Admin Workstation

Admin Workstation

NW Hosts

NW Hosts

NW Hosts

NW Hosts

NW Hosts

NW Hosts

NW Hosts
NW Hosts
NW Server

NW Server
NW Server
NW Server

NW Server

NW Server

NW Server

NW Server

NW Server

NW Server

NW Server

NW Server

NW Server

NW Server
NW Server

cms.netwitness.com

download.rsasecurity.com

rsasecurity.subscribenet.com

update.netwitness.com

TCP 443, 80

TCP 15671

TCP 22

TCP 444
TCP 53
UDP 53
TCP 15671

TCP 4505,
4506

TCP 443

TCP 5671

UDP 123
TCP 27017
TCP 443

TCP 443

TCP 443
TCP 443

nginx -
NetWitness Ul

RabbitMQ
Management
Ul

SSH

Primary to
Standby NW
Server sy
nchronization
port.

Node-infra-
server check

DNS

RabbitMQ
Management
Ul

Salt Master
Ports

RSA Update
Repository

RabbitMQ-
amqp

NTP
MongoDB

Live Content
Management
System (CMS)
Library

RSA Licensing

RSA Licensing

Netwitness
Software
Updates
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.. Destination

NW Server NFS Server TCP 111, iDRAC
2049, Installations
UDP 111,
2049
NW Server NW Hosts UDP 123 NTP
NW Server NW Endpoint TCP 443, For NW
9443 Endpoint 4.x
integrations
NW Hosts NW Server TCP 444 nw-node-infra
service failover
check
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Analyst Ul Host

Destination

Host

Destination

Ports

Comments

Analyst Ul

Analyst Ul

Analyst Ul

Analyst Ul

Analyst Ul

NW Hosts
Analyst Ul
Analyst Ul
Analyst Ul
Analyst Ul

NW Server

NW Server

NW Server

NW Server

NW Server

Analyst Ul
NW Hosts

NW Server
NW Server

Log Collector

TCP 7006

TCP 7009

TCP 7012

TCP 7015

TCP 7016

TCP 5671
TCP 5671
UDP 123

TCP 444
TCP 56001

The Content Server is listening on this
port.

The Admin Server is listening on this
port.

The Integration Server is listening on this
port.

The Source Server is listening on this
port.

The License Server is listening on this
port.

RabbitMQ-amgp

RabbitMQ-amqgp

NTP

nw-node-infra service failover check

Log Collector Application Ports
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Archiver Host

Destination .

Admin Archiver TCP 15671 RabbitMQ Management Ul

Workstation

Archiver NW Server TCP 15671 RabbitMQ Management Ul

Archiver NW Server TCP 443 RSA Update Repository

Admin Archiver TCP 22 SSH

Workstation

NW Server Archiver TCP 50008 (Non-SSL), 56008 Archiver Application Ports
(SSL), 50108 (REST)

NW Server Archiver TCP 56006 (SSL), 50106 (REST) NetWitness Appliance Ports

NW Server Archiver TCP 5671 RabbitMQ (AMQPS) message

bus for all NW hosts.

NW Server Archiver TCP 50007 (Non-SSL), 56007 Workbench Application Ports
(SSL), 50107 (REST)

Archiver NFS Server TCP 111 2049 iDRAC Installations
UDP 111 2049

Archiver NW Server TCP 444 nw-node-infra service failover

check
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Broker Host

Destination o

Admin Broker TCP 15671 RabbitMQ Management Ul
Workstation
Broker Concentrator TCP 50005 (Non-SSL), 56005 Concentrator Application Port
Broker NW Server TCP 15671 RabbitMQ Management Ul
Broker NW Server TCP 443 RSA Update Repository
Admin Broker TCP 22 SSH
Workstation
NW Server Broker TCP 50003 (Non-SSL), 56003 Broker Application Ports
(SSL), 50103 (REST)
NW Server Broker TCP 56006 (SSL), 50106 (REST) NetWitness Appliance Ports
NW Server Broker TCP 5671 RabbitMQ (AMQPS) message
bus for all NW hosts.
Broker NW Server TCP 111 2049 iDRAC Installations
UDP 111 2049
Endpoint NW Server TCP 443 RSA Update Repository
Broker
Broker NW Server TCP 444 nw-node-infra service failover

check

71

Network Architecture and Ports



Deployment Guide

Concentrator Host

Destination o

Admin
Workstation
Concentrator

Concentrator

Concentrator
Concentrator

Admin

Workstation

NW Server

Malware

NW Server

NW Server

Concentrator

Concentrator

Concentrator
Log Decoder
Network
Decoder
NW Server

NW Server

Concentrator

Concentrator

Concentrator

Concentrator

Concentrator

NEFS Server

NW Server

TCP 15671

TCP 50002 (Non-SSL), 56002
(SSL)

TCP 56004, 50004 (Non-SSL)

TCP 15671
TCP 443
TCP 22

TCP 50005 (Non-SSL), 56005
(SSL), 50105 (REST)

TCP TCP 50005 (Non-SSL),
56005 (SSL)

TCP 56006 (SSL), 50106
(REST)

TCP 5671
TCP 111 2049
UDP 111 2049
TCP 444

RabbitMQ Management Ul

Log Decoder Application Port

Network Application Port

RabbitMQ Management Ul
RSA Update Repository
SSH

Concentrator Application Ports

Malware

NetWitness Appliance Ports

RabbitMQ (AMQPS) message
bus for all NW hosts.

iDRAC Installations

nw-node-infra service failover
check
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Endpoint Log Hybrid

Destination -
Destination Ports | Comments
Host
Endpoint Endpoint Log TCP 443 NGINX HTTPS
Agent Hybrid UDP 444 NGINX UDP. If UDP port 444 is not
acceptable in your environment, see How
to Change UDP Port for Endpoint Log
Hybrid.
Endpoint Log Decoder or  TCP 514 (Syslog) Windows Log Collection
Agent Virtual Log UDP 514 (Syslog)
Collector
TLS 6514
Endpoint Log Log Decoder TCP 50102 (REST) To forward meta to an external Log
Hybrid (External) 56202 (Protobuf SSL) Decoder
50202 (Protobuf)
Endpoint Log  NW Server TCP 443 RSA Update Repository
Hybrid
NW Server Endpoint Log TCP 7050 UI web traffic
Hybrid
Endpoint Log NW Server TCP 5671 Message Bus
Hybrid
Endpoint Log  NW Server TCP 27017 MongoDB
Hybrid
NW Server Endpoint Log TCP 7054 UI web traffic
Hybrid
NW Server NFS Server TCP 111, 2049 iDRAC Installations
UDP 111, 2049
NW Server  Endpoint Log ~ TCP 50001 (Non- Log Collector application ports
Hybrid SSL), 56001 (SSL),
50101(REST)
NW Server  Endpoint Log ~ TCP 50002 (Non- Log Decoder application ports
Hybrid SSL), 56002 (SSL),
56202 (Endpoint),
50102 (REST)
Admin Endpoint Log TCP 15671 RabbitMQ Management Ul
Workstation ~ Hybrid
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Comments

Destination -
Destination Ports
Host
Endpoint Log NW Server TCP 15671
Hybrid
Endpoint Log  NW Server TCP 444
Hybrid

RabbitMQ Management Ul

nw-node-infra service failover check
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Endpoint Relay Server

Destination Destination
m

Endpoint Agent Relay Server TCP 443 To forward host data to the Relay
Server

Endpoint Log Relay Server TCP 443 Pull host data from the Relay Server

Hybrid
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Event Stream Analysis (ESA) Host

Note: The ports in this table are for the ESA Primary an ESA Secondary hosts. The Content Hub,
Correlation and ESA Analytics services are co-located on the ESA Primary host. The Correlation and
ESA Analytics services are co-located on the ESA Secondary host.

Admin
Workstation

ESA Primary and
Secondary

ESA Primary and
Secondary

Admin
Workstation

NW Server,
ESA Secondary

NW Server

NW Server

ESA Primary and
Secondary

ESA Primary and
Secondary

ESA Primary and
Secondary

NW Server
ESA Primary
ESA Primary

ESA Primary and
Secondary

NW Server

NW Server

ESA

ESA Primary

ESA Primary

ESA

cms.netwitness.com

NFS Server

Active Directory

ESA

Archer

ESA Primary

NW Server

TCP 15671

TCP 15671

TCP 443

TCP 22

TCP 27017

TCP 7005

TCP 5671

TCP 443

TCP 111 2049
UDP 111 2049

636 (SSL)/389 (Non-
SSL)

80 (HTTP)/ 443
(HTTPS)(REST)

443 (SSL)/80 (Non-
SSL)

TCP 7007
TCP 444

RabbitMQ Management Ul
RabbitMQ Management Ul

RSA Update Repository

SSH

MongoDB

Context Hub Launch Port - (ESA

Primary)

RabbitMQ (AMQPS) message
bus for all NW hosts.

Live

iDRAC Installations

Launch Port

nw-node-infra service failover
check
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New Health and Wellness

Destination

Admin New Health and TCP 22

Workstation Wellness

Admin New Health and TCP 5601 Kibana UI

Workstation Wellness

NW Hosts New Health and TCP 9200 Elasticsearch REST API Port
Wellness

NW Server New Health and TCP 5671 RabbitMQ (AMQPS) message bus for all
Wellness NW hosts.

NW Server New Health and TCP 15671 RabbitMQ Management Ul
Wellness

NW Server New Health and TCP 7018 Metrics Server Launch Port
Wellness

NW Server New Health and TCP 7020 Node Infra Server Launch Port
Wellness

New Health and Wellness on Different Subnet

If the New Health and Wellness is on a different subnet, you must open the respective NetWitness
Platform hosts port.

Example:

New Health and Wellness is on subnet A: 10.10.1.0/24 and LogHybrid host is on subnet B: 10.10.2.0/24.
In this case, you must open ports for Log Decoder, Log Collector, Concentrator on Metrics Server (New
Health and Wellness host) to allow ports in the firewall for communication.

Destination .

New Health and Log Decoder 50002(Non-SSL),56002 Log Decoder Application
Wellness (SSL) Ports

New Health and Log Collector 50001(Non-SSL),56001 Log Collector Application
Wellness (SSL) Ports

New Health and Concentrator 50005(Non-SSL)/56005 Concentrator Application
Wellness (SSL) Ports
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iDRAC Ports
22% SSH Default, configurable port through which
iDRAC listens for connections
443%* HTTP Default, configurable port through which
iDRAC listens for connections
5900%* Virtual Console keyboard and mouse ~Default, configurable port through which
redirection, iDRAC listens for connections

Virtual Media, Virtual Folders, and
Remote File Share.

111, 2049 TCP NetWitness Platform hosts to NFS Server
111,2049  UDP NetWitness Platform hosts to NFS Server
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Log Collector Host

Destination o

Admin Log Collector  TCP 15671 RabbitMQ

Workstation Management Ul

Log Collector NW Server TCP 15671 RabbitMQ
Management Ul

Log Collector NW Server TCP 443 RSA Update
Repository

Admin Log Collector  TCP 22 SSH

Workstation

Log Collector Log Event See Log Collection Configuration Guide. Go to

Sources the NetWitness All Versions Documents page

and find NetWitness Platform guides to
troubleshoot issues.

Log Event Log Collector  TCP 514 (Syslog) Log Collection

Sources UDP 162 (SNMP), 514 (Syslog), 2055 Ports
(NetFlow),
4739 (NetFlow), 6343 (NetFlow), 9995
(NetFlow)"
Log Event Log Collector ~ TCP 21, 64000, 64001, 64002, 64003, 64004, Log Collection
Sources 64005, 64006, 64007, 64008,64009 FTP/S Ports
NW Server Log Collector ~ TCP 50001 (Non-SSL), 56001 (SSL), 50101 Log Collector
(REST) Application
Ports
NW Server Log Collector ~ TCP 56006 (SSL), 50106 (REST) NetWitness
Appliance Ports
NW Server Log Collector TCP 5671 RabbitMQ
(AMQPS)
message bus for
all NW hosts.
Log Collector NFS Server TCP 111 2049 iDRAC
UDP 111 2049 installations
Log Collector  Virtual Log TCP 5671 In Pull Mode
Collector
Virtual Log Log Collector  TCP 5671 In Push Mode
Collector
Log Collector NW Server TCP 444 nw-node-infra

service failover
check
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Log Decoder Host

Destination .

Admin Log Decoder  TCP 15671 RabbitMQ

Workstation Management Ul

Log Decoder NW Server TCP 443 RSA Update
Repository

Admin Log Decoder TCP 22 SSH

Workstation

Log Decoder Log Event See Log Collection Configuration Guide, Go to

Sources the NetWitness All Versions Documents page and

find NetWitness Platform guides to troubleshoot
issues.

Log Event Log Decoder TCP 514 (Syslog), UDP 162 (SNMP), 514 Log Collection
Sources (Syslog), 2055 (NetFlow), 4739 (NetFlow), 6343  Ports
(NetFlow), 9995 (NetFlow)
Log Event Log Decoder TCP 21, 64000, 64001, 64002, 64003, 64004, Log Collection
Sources 64005, 64006, 64007, 64008, 64009 FTP/S Ports
NW Server Log Decoder TCP 50001 (Non-SSL),56001 (SSL), 50101 Log Collector
(REST) Application
Ports
NW Server Log Decoder TCP 50002 (Non-SSL), 56002 (SSL),56202 Log Decoder
(Endpoint), 50102 (REST) Application
Ports
NW Server Log Decoder TCP 56006 (SSL), 50106 (REST) NetWitness
Appliance Ports
NW Server Log Decoder TCP 5671 RabbitMQ
(AMQPS)
message bus for
all NW hosts.

Log Decoder Log Collector TCP 6514

Log Decoder  NFS Server TCP 111 2049 iDRAC
UDP 111 2049 Installations
Log Decoder NW Server TCP 15671 RabbitMQ
Management UI
Log Decoder NW Server TCP 444 nw-node-infra
service failover
check
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Log Hybrid Host

Destination .

Admin Workstation Log Hybrid TCP 15671 RabbitMQ
Management
Ul

Log Hybrid NW Server TCP 15671 RabbitMQ
Management
Ul

Log Hybrid NW Server TCP 443 RSA Update
Repository

Admin Workstation Log Hybrid TCP 22 SSH

Log Collector Log Event See Log Collection

Sources Configuration Guide,

Go to the NetWitness
All Versions
Documents page and
find NetWitness
Platform guides to
troubleshoot issues.

Log Event Sources Log Hybrid TCP 514 (Syslog), Log Collection
UDP 162 (SNMP), Ports
514 (Syslog), 2055
(NetFlow), 4739
(NetFlow), 6343
(NetFlow), 9995
(NetFlow)

Log Event Sources Log Hybrid TCP 21, 64000, Log Collection
64001, 64002, 64003, FTP/S Ports
64004, 64005, 640006,
64007, 64008, 64009

NW Server Log Hybrid TCP 50001 (Non- Log Collector
SSL), 56001 (SSL), Application
50101 (REST) Ports

NW Server Log Hybrid TCP 50002 (Non- Log Decoder
SSL), 56002 (SSL), Application
56202 (Endpoint), Ports

50102 (REST)

NW Server Log Hybrid TCP TCP 50005 Concentrator
(Non-SSL), 56005 Application
(SSL), 50105 (REST) Ports
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Host

TCP 56006 (SSL),

NW Server

NW Server

Log Hybrid

Log Hybrid

Log Hybrid

Log Hybrid

NEFES Server

NW Server

50106 (REST)

TCP 5671

TCP 111 2049
UDP 111 2049

TCP 444

NetWitness
Appliance
Ports

RabbitMQ
(AMQPS)
message bus
for all NW
hosts.

iDRAC
Installations
nw-node-infra

service
failover check
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Log Hybrid - Retention Host

Destination o

Admin Log Hybrid -  TCP 15671 RabbitMQ
Workstation ~ Retention Management Ul
Log Hybrid - NW Server TCP 15671 RabbitMQ
Retention Management Ul
Log Hybrid - NW Server TCP 443 RSA Update
Retention Repository
Admin Log Hybrid - TCP 22 SSH
Workstation ~ Retention
Log Collector Log Event See Log Collection Configuration Guide. Go to

Sources the NetWitness All Versions Documents page and

find NetWitness Platform guides to troubleshoot
issues.

Log Event Log Hybrid - TCP 514 (Syslog), UDP 162 (SNMP), 514 Log Collection

Sources Retention (Syslog), 2055 (NetFlow), 4739 (NetFlow), 6343  Ports
(NetFlow), 9995 (NetFlow)
Log Event Log Hybrid - TCP 21, 64000, 64001, 64002, 64003, 64004, Log Collection
Sources Retention 64005, 64006, 64007, 64008, 64009 FTP/S Ports
NW Server Log Hybrid - TCP 50001 (Non-SSL), 56001 (SSL), 50101 Log Collector
Retention (REST) Application
Ports
NW Server Log Hybrid - TCP 50002 (Non-SSL), 56002 (SSL), 56202 Log Decoder
Retention (Endpoint), 50102 (REST) Application
Ports
NW Server Log Hybrid - TCP 56006 (SSL), 50106 (REST) NetWitness
Retention Appliance Ports
NW Server Log Hybrid - TCP 5671 RabbitMQ
Retention (AMQPS)
message bus for
all NW hosts.
Log Hybrid -  NFS Server TCP 111 2049 iDRAC
Retention UDP 111 2049 Installations
Log Hybrid - NW Server TCP 444 nw-node-infra
Retention service failover

check

&3
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Malware Host

Admin
Workstation

Malware

Malware

Admin
Workstation

NW Server
NW Server

NW Server

NW Server
NW Server

Malware
Malware

Malware

Malware

Malware TCP 15671

NW Server TCP 15671

NW Server TCP 443

Malware TCP 22

Malware TCP 60007

Malware TCP 56006 (SSL),
50106 (REST)

Malware TCP 5671

Malware TCP 5432

Malware TCP 56003 (SSL),

50103 (REST)

panacea.threatgrid.com  TCP 443

cloud.netwitness.com TCP 443

NEFS Server

NW Server TCP 444

TCP 111 2049
UDP 111 2049

RabbitMQ Management Ul

RabbitMQ Management Ul
RSA Update Repository
SSH

Malware Application Ports
NetWitness Appliance Ports
RabbitMQ (AMQPS) message bus
for all NW hosts.

Postgresql

Broker Application Ports

Threatgrid
Community evaluation / Opswat

1DRAC Installations

nw-node-infra service failover
check
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Network Decoder Host

Destination o

Admin Network TCP 15671 RabbitMQ Management Ul

Workstation Decoder

Network NW Server TCP 15671 RabbitMQ Management Ul

Decoder

Network NW Server TCP 443 RSA Update Repository

Decoder

Admin Network TCP 22 SSH

Workstation Decoder

NW Server Network TCP 56004 (SSL), 50104 Network Decoder Application
Decoder (REST), 50004 (Non-SSL) Ports

NW Server Network TCP 56006 (SSL), 50106 NetWitness Appliance Ports
Decoder (REST)

NW Server Network TCP 5671 RabbitMQ (AMQPS) message
Decoder bus for all NW hosts.

Network NFS Server TCP 111 2049 iDRAC Installations

Decoder UDP 111 2049

Network NW Server TCP 444 nw-node-infra service failover

Decoder check
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Network Hybrid Host

Destination .

Admin
Workstation

Network
Hybrid

Network
Hybrid

Admin
Workstation

NW Server

NW Server

NW Server

NW Server
Network
Hybrid

Network
Hybrid

Network
Hybrid

NW Server

NW Server

Network
Hybrid

Network
Hybrid

Network
Hybrid

Network
Hybrid

Network
Hybrid

NEFS Server

NW Server

TCP 15671

TCP 15671

TCP 443

TCP 22

TCP 56004 (SSL), 50104
(REST), 50004 (Non-SSL)

TCP 50005 (Non-SSL), 56005
(SSL), 50105 (REST)

TCP 56006 (SSL), 50106
(REST)

TCP 5671
TCP 111 2049
UDP 111 2049
TCP 444

RabbitMQ Management Ul
RabbitMQ Management Ul
RSA Update Repository

SSH

Network Decoder Application
Ports

Concentrator Application Ports

NetWitness Appliance Ports

RabbitMQ (AMQPS) message
bus for all NW hosts.

iDRAC Installations

nw-node-infra service failover
check
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UEBA Host
Destination S

UEBA Server  NW Server TCP 443 RSA Update Repository

UEBA Server  Broker TCP 56003 (SSL), 50103 (REST) Broker Application Ports

UEBA Server  Concentrator TCP TCP 50005 (Non-SSL), Concentrator Application

56005 (SSL), 50105 (REST) Ports

Admin UEBA Server 443 UEBA Monitoring

Workstation

Admin UEBA Server 22 SSH

Workstation

Admin UEBA Server  TCP 15671 RabbitMQ Management Ul

Workstation

UEBA Server  NW Server TCP 15671 UEBA Alerts forwarding to
Respond

NW Server NFS Server TCP 111, 2049 iDRAC Installations

UDP 111, 2049

NW Server UEBA Server  TCP 5671 RabbitMQ (AMQPS) message
bus for all NW hosts

UEBA Server  NW Server TCP 444 nw-node-infra service failover
check

Admin UEBA Server 8100 Airflow Ul

Workstation

Recommended Network Bandwidth Between NetWitness

Components

Note: The minimum speed between Node-0 and Node-X must be 100MBps.

To ensure optimal performance and reliability of the NetWitness deployment, it is crucial to maintain
adequate network bandwidth between various components. The table below outlines the recommended
network bandwidth for key connections between NetWitness components.
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Recommended
Components Network

Bandwidth
Between Concentrator and ESA 100 MBps
Between Log Decoder and Concentrator 100 MBps
Between Packet Decoder and Concentrator 100 MBps
Between Admin Server andi nESA 100 MBps
Between Concentrator and Broker 100 MBps
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NetWitness Endpoint Architecture

NetWitness Endpoint Architecture

Endpoint Service

Endpoint

N
- ] ENDPOINTLOG S
HYBRID 1

Context Hub

Respond

normalized endpoint metal

Log Decoder

= @
\E

Logs:

ENDPOINTLOG
HYBRID 2
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Licensing (fneserver

Reporting Engine

Investigate

RSA LIVE

Admin Server

Config Server
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N
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=
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=
m
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J

Security Server

............ Local Update Repo

NetWitness Endpoint 4.4 Integration with NetWitness Platform

———————  NETWITNESS ENDPOINT | —————————

ENDPOINT

LOG H¥BRID
Endpeint Servies

Endpoint

data

(em) @

normalized endpoint meta
H

LOG DECODER

ormalized logs!
log meta

| NETWITNESS ENDPOINT 4.4 | i
: vy

NetWitness
Endpoint Console
Server

Meta Service

CONCENTRATOR

NETWITNESS SERVER ==,

i

Respond

(sdoig

-

Licensing (fneserver)

Reporting Engine

Investigate
RSA LIVE
Admin Server
Config Server
Orchestration Server

Security Server

Local Update Repo
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NetWitness Endpoint Architecture with Ports

NetWitness Endpoint Architecture with Ports

TCP 443, 4505, 4506, 5671, 15671, 27017; )
UDP 123, TCP

TCP 443, 4505, 4506, 5671, 15671, 27017;

———p NETWITNESS SERVER
UDP 123

Config Server
normalized endpoint meta UDP 123, 50514 )
Content Server ]
TCP 50102, 50202, 56202———————

D LOG DECODER Integration Server ]
— \- e

TCP 443, 4505, 4506, ENDPOINTLOG HYBRID
5671, 15671, 27017;
UDP 123, TCP

CP 7050

(Jovoig 4|

-z
]

TCP 443

Relay Server | ’
‘ e TCP 443 Investigate Server ]
CentOS
Orchestration Server
TCP 5671 Respond Server ]

TCP 443

TCP 514: 56001 (SSL), 50001 (Non-SSL), 50101 (REST),

TLS 6514; 56002 (SSL), 50002 (Non-SSL), 50102 (REST ), s |
uDP 514' 56006 (SSL), 50006 (Non-SSL), 50106 (REST), w ]
56202 (Endpoint)
Licensing (fneserver)
PN
4 RSALIVE

TCP 9443,5671, 27017,

Remote Log Collector
v 4———————56001 (S5L), 50001 (Non-SSL), 50101 (REST),mmmmm—— Local Update Repo
CentOS

56006 (SSL), 50006 (Non-S5L), 50106 (REST) J

For more information on the services running on Endpoint Log Hybrid, see NetWitness Endpoint
Configuration Guide.

How to Change UDP Port for Endpoint Log Hybrid

The following steps tell you how to change the Endpoint Log Hybrid default UDP port 444 if it is not
acceptable in your environment. 555 is the example this procedures uses as a replacement for 444 UDP
port.

There are two tasks you need to o change the Endpoint Log Hybrid default UDP port 444:

Task 1 - Tell All Agents to Use a New UDP Port
Task 2 - Update the Port on All Endpoint Log Hybrid Hosts in Your Environment

Note: If you did not select the custom firewall rules option when you ran the nwsetup-
tui, NetWitness platform overwrites the firewall rules are overwritten after a period of
time. Please refer to the following Knowledge Base Article 00036446
(https://community.netwitness.com/t5/netwitness-knowledge-base/how-to-add-custom-
firewall-rules-after-nwsetup-tui-has-completed/ta-p/5900) if this is the case.

Task 1 - Tell All Agents to Use a New UDP Port

Complete the following steps to update the UDP port in the default Enterprise Data Replication (EDR)
policy, and all other policies you have, to tell all agents to use a new UDP port.
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Q
1. In the NetWitness menu, select (Admin) > Endpoint Sources > Policies.
The Policies view is displayed.

2. Select the Default EDR Policy and click Edit from the toolbar.
3. roll down to find the UDP PORT and change the value (for example, change from 444 to 555).
4. Click Publish Policy at the bottom of the view.

Task 2 - Update the Port on All Endpoint Log Hybrid Hosts in Your

Environment

SSH to each Endpoint Log Hybrid host in your environment with admin credentials and make the
following updates.

1. Update the iptables rules to allow 555 in place of 444.

a. Replace 444 with 555 in the following file.
vi /etc/sysconfig/iptables

b. Restart iptables with the following command string.
systemctl restart iptables

c. Verify the change with the following command string.
iptables -L -n
The following is an example of what is displayed for a correct change.
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp multiport dports 555 /*
EndpointNginxPort */ ctstate NEW

2. Update the SELinux policy. 555 is a privileged port, so you must update SELinux policy to allow
this port.

a. Run the following command string.
semanage port -a -t http port t -p udp 555
If you received any python errors or warnings, ignored them.

b. Verify the change with the following command string.
semanage port -1 | grep http port t
The following is an example of what is displayed for a correct change.
http port t udp 555, 444

c. (Optional) Remove 444.
3. Update nginx config.
a. Edit the following file.

vi /etc/nginx/nginx.conf

b. Search for the following string.
listen 444 udp;

c. Replace 444 with 555.
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d. Restart nginx with the following command string.
systemctl restart nginx

4. Verify that agents are communicating over the new port.

a. Run the following command string.
tcpdump -i ethO port 555

b. Wait for 30 seconds because the port sends out a beacon every 30 seconds. If t everything is
working correctly, information similar to the following will be displayed.
09:20:12.571316 IP 10.40.15.103.60807 > EPSl.rsa.lab.emc.com.dsf: UDP,

length 20

09:20:12.572433 IP EPSl.rsa.lab.emc.com.dsf > 10.40.15.103.60807: UDP,
length 1

Both lines must be returned. One is the size request (20 bytes) and the other is the response size
(1 byte).
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Site Requirements and Safety

Make sure that you read this topic thoroughly and observe all warnings and precautions prior to
installing or maintaining your NetWitness devices.

Intended Application Uses

This product was evaluated as Information Technology Equipment (ITE) that may be installed in offices,
schools, computer rooms, and similar indoor commercial type locations. This device is not intended for
any connection to an outdoor type cable.

Service

There are no user-serviceable components inside of this device. Please contact Customer Care in the
event of a malfunction. In a fault condition, high temperatures may arise inside the system causing an
alarm signal. In the event of the alarm signal, immediately disconnect the device from the power source
and contact Customer Care. Further operation of the device will be unsafe and may cause personal injury
or property damage.

Safety Information

Site Selection

The system is designed to operate in a typical office environment. Choose a site that is:

e (Clean, dry, and free of airborne particles (other than normal room dust).

* Well-ventilated and away from sources of heat, including direct sunlight and radiators.
* Away from sources of vibration or physical shock.

 Isolated from strong electromagnetic fields produced by electrical devices.

* In regions that are susceptible to electrical storms, we recommend you plug your system into a surge
suppressor.

* Provided with a properly grounded wall outlet.

» Provided with sufficient space to access the power supply cords, because they serve as the product’s
main power disconnect.

Equipment Handling Practices

Reduce the risk of personal injury or equipment damage by:
» Conforming to local occupational health and safety requirements when moving and lifting equipment.

» Using mechanical assistance or other suitable assistance when moving and lifting equipment.

93 Site Requirements and Safety



Deployment Guide

Reducing the weight for easier handling by removing any easily detachable components.

Power and Electrical Warnings

Caution: The power button, indicated by the standby power marking, DOES NOT completely turn off
the system AC power; 5V standby power is active whenever the system is plugged in. To remove
power from system, you must unplug the AC power cord(s) from the wall outlet.

Do not attempt to modify or use an AC power cord if it is not the exact type required. A separate AC
cord is required for each system power supply.

This product contains no user-serviceable parts. Do not open the system.

When replacing a hot-plug power supply, unplug the power cord to the power supply being replaced
before removing it from the server.

Rack Mount Warnings

The equipment rack must be anchored to an unmovable support to prevent it from tipping when a
server or piece of equipment is extended from it. The equipment rack must be installed according to
the rack manufacturer’s instructions.

Mounting of the equipment in the rack should be such that a hazardous condition is not achieved due
to uneven mechanical loading.

Extend only one piece of equipment from the rack at a time.

To avoid risk of potential electric shock, a proper safety ground must be implemented for the rack and
each piece of equipment installed in it.

Cooling and Air Flow

Installation of the equipment should be such that the amount of air flow required for safe operation of the
equipment is not compromised.
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