NetWitness Platform
Version 12.5.1.3

Release Notes for Security Patch

S NETWITNESS

Platform




Release Notes for Security Patch

Contact Information

NetWitness Community at https://community.netwitness.com contains a knowledge base that answers common
questions and provides solutions to known problems, product documentation, community discussions, and case
management.

Trademarks

RSA and other trademarks are trademarks of RSA Security LLC or its affiliates ("RSA"). For a list of RSA
trademarks, go to https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are trademarks of their
respective owners.

License Agreement

This software and the associated documentation are proprietary and confidential to RSA Security LLC or its
affiliates are furnished under license, and may be used and copied only in accordance with the terms of such license
and with the inclusion of the copyright notice below. This software and the documentation, and any copies thereof,
may not be provided or otherwise made available to any other person.

No title to or ownership of the software or documentation or any intellectual property rights thereto is hereby
transferred. Any unauthorized use or reproduction of this software and the documentation may be subject to civil
and/or criminal liability. This software is subject to change without notice and should not be construed as a
commitment by RSA.

It is advised not to deploy third-party repos or perform any change to the underlying NetWitness Operating System
that is not part of the supported NetWitness version. Any such change outside of the NetWitness approved image
may result in a service or functionality conflict and require a reimage of the NetWitness system to bring
NetWitness back to an optimized functional state. In the event a third-party repo is deployed, or other non-
supported change is made by the customer without NetWitness approval, the customer takes full responsibility for
any system malfunction until the issue can be remediated through troubleshooting efforts or a reimage of the
service.

Third-Party Licenses

This product may include software developed by parties other than RSA. The text of the license agreements
applicable to third-party software in this product may be viewed on the product documentation page on NetWitness
Community. By using this product, a user of this product agrees to be fully bound by terms of the license
agreements.

Note on Encryption Technologies

This product may contain encryption technology. Many countries prohibit or restrict the use, import, or export of
encryption technologies, and current use, import, and export regulations should be followed when using, importing
or exporting this product.

Distribution

Use, copying, and distribution of any RSA Security LLC or its affiliates ("RSA") software described in this
publication requires an applicable software license.

RSA believes the information in this publication is accurate as of its publication date. The information is subject to
change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." RSA MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE INFORMATION IN
THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Miscellaneous

This product, this software, the associated documentations as well as the contents are subject to NetWitness’
standard Terms and Conditions in effect as of the issuance date of this documentation and which can be found at
https://www.netwitness.com/standard-form-agreements/.

© 2025 RSA Security LLC or its affiliates. All Rights Reserved.
January, 2025
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What's New in 12.5.1.3 Security Patch Release

The NetWitness Platform 12.5.1.3 Security Patch Release Notes provides information about the
vulnerabilities reported and self-help resources.

Note:

- For more information on upgrading to 12.5.1.3 Security Patch, contact NetWitness Customer
Support.

- Java 11.0.26 or later is currently not available in the official AlmaLinux 8.10 repositories.

Security Updates

Addresses the latest security vulnerabilities reported against various libraries the NetWitness Platform
uses:

« MAJOR

CVE-2024-56171, CVE-2025-24928, CVE-2024-11187, CVE-2025-0395, CVE-2025-21587, CVE-
2025-0624, CVE-2024-11218, CVE-2024-47175, CVE-2025-21756, CVE-2022-49846, CVE-2024-
53104, CVE-2024-12718, CVE-2025-4138, CVE-2025-4517, CVE-2025-6020, CVE-2025-49794,
CVE-2025-49796, CVE-2025-49179, CVE-2025-1244, CVE-2025-49180, CVE-2025-27363, CVE-
2024-53141

e MODERATE

CVE-2024-11168, CVE-2024-40906, CVE-2022-49011, CVE-2025-4802, CVE-2025-4330, CVE-
2025-4435, CVE-2025-6021, CVE-2025-4373, CVE-2025-21764, CVE-2025-30691, CVE-2025-
30698, CVE-2025-24528, CVE-2024-8176, CVE-2024-53150, CVE-2024-53241, CVE-2022-49043,
CVE-2024-3661, CVE-2025-49178, CVE-2024-50302, CVE-2024-57979, CVE-2024-52317, CVE-
2025-21502, CVE-2024-44970, CVE-2024-43842, CVE-2024-53197, CVE-2025-3576, CVE-2025-
6028, CVE-2024-23337, CVE-2025-48060, CVE-2022-49058, CVE-2025-37738, CVE-2022-49788,
CVE-2024-57980, CVE-2024-58002, CVE-2025-21991, CVE-2025-22004, CVE-2025-23150, CVE-
2022-49395, CVE-2025-21785, CVE-2024-50275, CVE-2025-4373

« MINOR
CVE-2024-57807, CVE-2024-53064, CVE-2024-26935

For more information on Security Fixes, see
https://community.netwitness.com/s/article/NetWitnessSecurityFixes.

Product Version Life Cycle for NetWitness Platform

See for Product Version Life Cycle for NetWitness Platform a list of versions that reach End of Primary
Support (EOPS).
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Getting Help with NetWitness Platform

Product Documentation

The following documentation is provided with this release.

NetWitness Platform 12.5.1.3 Product https://community.netwitness.com/s/netwitness-platform-
Documentation documentation

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

¢ See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/s/netwitness-platform-documentation

¢ Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here:https://community.netwitness.com/s/netwitness-discussions

¢ See the NetWitness Knowledge Base: https://community.netwitness.com/s/knowledge-base
¢ See Troubleshooting section in the guides.
¢ See also https://community.netwitness.com/s/netwitness-blog.

e If you need further assistance, contact NetWitness Support.

Contact NetWitness Support

If you contact NetWitness Support, you should be at your computer. Be prepared to provide the
following information:

¢ The version number of the NetWitness Platform product or application you are using.

e The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.

NetWitness Community Portal https://community.netwitness.com

In the main menu, click Support > View My Cases.

International Contacts (How to https://community.netwitness.com/s/contactsupport
Contact NetWitness Support)

Community https://community.netwitness.com/s/netwitness-discussions
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NW Update https://update.netwitness.com/

LiveUI https://live.netwitness.com

NetWitness Educational Services

Sign up for access to NetWitness courses and additional resources on the NetWitness Educational
Services and Training.

NetWitness Education Portal https://community.netwitness.com/s/training-guides

NetWitness Educational Services  https://community.netwitness.com/s/learner-resources
Course Catalog

NetWitness Educational Services  https://community.netwitness.com/s/training-catalog
Training Schedule

NetWitness Educational Services  education.support@netwitness.com
Support Contact

Feedback on Product Documentation

You can send an email to feedbacknwdocs@netwitness.com to provide feedback on NetWitness Platform
documentation.
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