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Storage Overview

This guide provides you with storage requirements and the instructions on how to allocate storage for
physical (DACs, PowerVaults, Unity) and virtual storage devices for NetWitness Platform. It also
includes the following topics.

* Detect Encryption on Existing PowerVault

* Migrate Data to Another Device

Refer to the following Hardware Setup Guides for information on how to connect these device to
NetWitness Platform Core and Hybrid physical hosts:

* PowerVault (MD 2412) Setup Guide (see the "Enclosure Options" section of "Hardware Description")
- NetWitness Community.

e PowerVault (MD 1400) Setup Guide (see the "Enclosure Options" section of "Hardware Description")
- NetWitness Community.

e 60-Drive DAC Setup Guide - NetWitness Community.
e 15-Drive DAC Setup Guide - NetWitness Community.
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Storage Requirements

This section contains all the storage requirements needed to successfully attach storage to your
NetWitness Platform deployment host systems. It contains the required drive types, appropriate volumes,
and performance IOPS that are needed.

IMPORTANT: For Series 7, Series 6E, MD2412 and MD1400, all drives are all self-encrypting
drives. However, encryption should be turned on explicitly by the customer, so that they can own and
manage the encryption key.

Drive Specifications

General specifications for core NetWitness Platform Hosts are:
* 1O size 490/Dec

* Response/Latency < 20ms

e Decoder 10/90 read/write (low random 1/O)

e Concentrator 50/50 read/write (high random 1/O)

RAID Group Suitable Volumes

NL-SAS or 10K SAS All Packet Decoder volumes
All Log Decoder volumes
All Archiver volumes

Concentrator meta volume

SSD Concentrator index volume

Required NetWitness Platform Storage Volumes

Service Volume Names

Network Decoder decoder packetdb

Network Decoder decodersmall decoder root, index, sessiondb, metadb
Log Decoder logdecoder packetdb

Log Decoder logdecodersmall logdecoder root, index, sessiondb, metadb
Concentrator concentrator concentrator root, metadb, sessiondb

Storage Requirements 8
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Concentrator

Archiver

Volume Sizing

index

archiver

index

database

The volume sizes below are automatically created when using the NetWitness Platform storage tool,
described in Configure Storage Using the REST API.

decodersmall decoroot /var/netwitness/decoder 10 GB
decodersmall index /var/netwitness/decoder/index 30 GB
decodersmall sessiondb /var/netwitness/decoder/sessiondb 600 GB
decodersmall metadb /var/netwitness/decoder/metadb 100% of free space
on

decodersmall

volume

decoder packetdb /var/netwitness/decoder/packetdb 100% of free space
on

decoder volume

logdecodersmall decoroot /var/netwitness/logdecoder 10 GB
logdecodersmall index /var/netwitness/logdecoder/index 30 GB
logdecodersmall sessiondb /var/netwitness/logdecoder/sessiond 600 GB
logdecodersmall metadb /var/netwitness/logdecoder/metadb 100% of free space
on logdecodersmall

volume

logdecoder packetdb /var/netwitness/logdecoder/packetdb 100% of free space
on

logdecoder volume

concentrator root /var/netwitness/concentrator 30 GB
concentrator sessiondb /var/netwitness/concentrator/sessiondb 10% of free space
on concentrator

volume

concentrator metadb /var/netwitness/concentrator/metadb 100% of free space
on concentrator

volume

index index /var/netwitness/concentrator/index 100% of free space
on

index volume
9 Storage Requirements
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archiver database /var/netwitness/archiver/database 100% of free space
on archiver volume

Performance Recommendations

NetWitness recommends that Packet and Log Decoders receive two LUNs or Block Devices, one for
Packet data, the other for all other databases. This allows you to segregate the high-bandwidth Packet
Database from the other databases so they do not compete for /O bandwidth with other activity.

Concentrators require a separate SSD-based index volume for best performance. You must house this
index volume on a different RAID group than the Concentrator Meta database volume, which you can
stored on NL-SAS. Archivers can use a single large NL-SAS storage volume per appliance.

Input/Output Operations Per Second

The following table lists the IOPS requirements for the Decoder and Concentrator hosts.

10K EPS 400 8,000
20K EPS 550 10,300
25K EPS 1,200 10,800
1Gbps 600 6,050
2 Gbps 950 8,300
4 Gbps 1,650 12,800
6 Gbps 2,400 17,300
8 Gbps 3,200 21,800

General Description of How NetWitness Platform Hosts Store Data

For information about how NetWitness Platform hosts store data, see Appendix A. How NetWitness
Platform Hosts Store Data.

Storage Requirements 10
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Enable Encryption on Series 6E or Series 7 Hosts

All drives in Series6E/Series7 and any configured external storage (MD1400 or MD2412) are self-
encrypting (SED). However, encryption has to be turned on explicitly by the customer, so they can
generate and manage their own encryption keys. NetWitness is not responsible for key generation and
management and will not have access to customer's disk encryption keys. If the customer chooses to
enable encryption, NetWitness recommends enabling it after completion of external storage configuration
(if any).

Refer to Appendix B. Encrypt a Series 6F or Series 7 Core or Hybrid Host (encryptSedVd.py) for details
on enabling encryption.

11 Enable Encryption on Series 6E or Series 7 Hosts
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Configure Drive Pack(s)

Note: The terms 'Meta Disk Kit' and 'Meta Drive Pack' mean the same and are interchangeable.

Benefits of Series 6/6E and Series 7 Drive Pack

Series 6/6E Hosts

You can add additional drives to the Series 6 or 6E appliances to accommodate various use cases. These
drives provide the capability for the decoder meta or concentrator index volumes to reside on the
appliance. Each Meta Disk Kit has 3 drives. A maximum of 2 Meta Disk Kits can be installed on series
6/6E appliances. The Meta cache or index size determines the number of Meta Disk Kits. A standard
Series 6/6E appliance has 4 drives in slots 0,1,2 and 3. The remaining slots, 4 through 9 are empty
(highlighted in red in the Series 6/6E Disk Layout image below). These slots are used to install the Meta
Disk Kit(s).

Series 7 Hosts

You can add additional drives to the Series 7 to accommodate various use cases. These drives provide
the capability for the decoder meta to reside on the appliance. Each Meta Disk Kit has 3 drives. A
maximum of 2 Meta Disk Kits can be installed on series 7 appliances. The Meta cache determines the
number of Meta Disk Kits. A standard Series 7 appliance has 4 drives in slots 0,1,2 and 3. The remaining
slots, 4 through 9 are empty (highlighted in red in the Series 7 Disk Layout image below). These slots
are used to install the Meta Disk Kit(s).

NW Host - Meta Disk Kit support Matrix

mm External Storage | Meta Disk Kit Applicable (Yes/No)

Series 6/6E Decoder MD1400
Decoder MD2412 Yes
Concentrator MD1400 Yes
Concentrator MD2412 No
Series 7 Decoder MD2412 Yes
Concentrator MD2412 No

Series 6/6E and Series 7 Disk Layout

Configure Drive Pack(s) 12
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o Maximize PowerVault Storage Capacity - Traditionally, PowerVault storage allocates a volume for
the Decoder metadata. This reduces the usable storage on the PowerVault. Drive Packs reduce this
issue by providing 20TB of extra usable PV storage.

e Reduces Cost for Meta Only Use Case - In Meta Data Only deployments, the use of drive packs can
help remove the requirement for the use of a single PowerVault on these Decoders..

« Enable existing deployments to utilize compression options - For existing deployments, an SSD
index drive pack is required if you need to enable compression. When compressing the packetdb
(Decoders) and metadb (Concentrators), additional indexing is needed to support compression of those
databases.

o Provides capability for expanding meta keys and associated indexing - The index storage needs
are scaled based on the NetWitness Platform deployment retention requirements. If additional meta
keys are enabled and indexed, it may impact index retention.

Decoder Meta Use Cases

Note: Applicable to Series 6/6E and Series 7 Decoder.

e Meta-Only

o Maximize Power Vault Storage

Three or more 2.4TB 10K SAS SED drives can be added to a Decoder for the decodersmall or
logdecodersmall volumes. These volumes are used to store the meta cache on the Decoders.

Both the Log Decoders and Network Decoders parse out meta data from the raw captured traffic. The
meta data is then aggregated to a Concentrator for indexing.

The host requires storage to store a cache for the meta extracted during the data capture for Concentrator
aggregation. The meta cache on a Decoder is generally fixed in size, but you can expand it to support
additional cache to avoid possible connectivity loss between the Decoder and the corresponding
Concentrator.

Typically, the decodersmall or logdecodersmall volumes are stored on the first three drives of the first
PowerVault enclosure and, in 10G configurations, second PowerVault enclosure. By utilizing the drive
pack option, these three drives can instead be used for the packetdb (maximizing Power Vault storage).

For meta-only scenarios, the decodersmall volume would be stored on the drive pack, therefore
eliminating the need for a Power Vault.

Note: The steps noted in the below (Sample Storage Configuration Scenarios for Meta Disk Kit(s) on
Series 6/6E Decoder) also applies to Series 7 Meta Disk Kit configuration for both Meta-Only and
Maximize PowerVault Storage (MD2412).
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Sample Storage Configuration Scenarios for Meta Disk Kit(s) on Series 6/6E Decoder

This section describes how to configure a Meta Disk kit on a Series 6/6E decoder as meta-only and
maximized MD1400 PowerVault storage capacity.

Meta-Only (No Externally Attached Storage)

Install and configure one Meta Disk Kit (3 SED Drives configured as RAID 5) on a S6 Core Appliance
that has been orchestrated as a Decoder with one attached and unconfigured MD1400 PowerVault.

Note:

1. The configuration for Log Decoder is similar to Network Decoder. Substitute the service and
volume names for Log Decoder that would normally be associated with Network Decoder.

2. One Meta Disk pack is configured as RAIDS (3 drives) and two Meta Disk packs (6 drives) are
configured as RAID6.

3.When configuring two Meta Disk Packs, the disks are installed in slots 4 through 9 and when adding
second Meta Disk Pack, the disks are installed in slots 7 though 9. Refer Series 6/6E and Series 7 Disk
Layout for slot details.

On the Series 6 (Dell R640) appliance, the Meta Drive Pack disks are installed in slots 4, 5 and 6. The
virtual drive configuration requires identifying the controller ID and Enclosure ID (EID). On Series 6
appliance, the controller ID and Enclosure IDs are 0 and 64, respectively. The nwraidtool.py script, that
is installed on every orchestrated server, can help to confirm these ID numbers.

1. Install the three drives in the Drive Pack in slots 4, 5 and 6. Refer Series 6/6E and Series 7 Disk
Layout for slot details.

2. ldentify the existing block devices using ‘raidList' property. Login to NW UI > Hosts > Select the
Decoder Host > Actions > View > Explore > deviceAppliance > appliance (Right Click to access
properties) > raidList and click Send.

The existing devices on Controller 0, Enclosure 64 are highlighted in Yellow. The installed Drive
Pack in slots 4,5 and 6 is highlighted in Red.

METWITNESS

SERVICES

i Change Sendce | B Decoder

3. Access NW Ul->Hosts->Select the Decoder Host->Actions->View->Explore->deviceAppliance-
>appliance (Right Click to access properties)->raidNew, specify the controller, enclosure, and
scheme, click Send.

Configure Drive Pack(s) 14
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Note: For decoder the scheme is decoder-metakit, for logdecoder the scheme is logdecoder-metakit

NETWITNESS

SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

%, Change Service | M 122NodeX - Decoder |  Explore &

=122NodeX - Decoder
& 48u 122NodeX - Decoder (DECODER)

& connections

o[ database

&[] decoder

@[ deviceappliance

B[ Jindex

B[ Jlogs

B rest

B[ sdk

B[ services

& [Jstoredproc

asys

B Tusers

/deviceappliance 122NodeX - Decoder

services
storedproc

sys

Properties for 122NodeX - Decoder (DECODER) /deviceappliance/appliance.

raidNew v Parameters controller=0 enclosure=64 scheme=decoder-metakit commit=1

Message Help
allocate RAID devices in a drive shelf

 security.roles: appliance.manage

parameters:
controller - <uint32, {enum-one:The value must be one of the following: 0,1}> Controller the shelf is attached to

Response Output
/opt/MegaRAID/perccli/perccli64 /c0 add vd r6 drives=64:4,64:5,64:6,64:7,64:8,64:9 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.¢17.x86_64

Controller =0

Status = Success

Description = Add VD Succeeded.

4. Identify the new device (highlighted in Yellow) using raidList command. In this case it is ‘sdc’.
Access NW UI->Hosts->Select the Decoder Host->Actions->View->Explore->deviceAppliance-

>Appliance (Right Click to access properties)->raidList->Click on Send.

O[] appliance
Clml

Gl

Explore

5. Execute the partNew command by selecting it from the Properties drop-down to create the
decodersmall partition (decoder dir, index, metadb, sessiondb) with the following parameters.

name=sdc service=decoder volume=decodersmall commit=1

Note: For logdecoder, use the command name=sdc service=logdecoder
volume=logdecodersmall commit=1

15
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NETWITNESS

SERVICES

ce | BB Decoder

ors [Fame-sae serve-Sacade vome

B appliance

Size Used Avail Use% Mounted on
63G e 63GC % /dev
63G 100K 63G 1% /dev/shm
63G 11M /run
63G 0 % /sys/fs/cgroup
/dev/mapper /netwitness_vg00-root 306G 4.1G /
/dev/mapper /netwitness_vg00-nwhome 2.7T 516M 2. % fvar/netwitness
/dev/mapper /netwitness_vge0-varlog 106G 76M /var/log
/dev/mapper /netwitness_vg00-usrhome 10G 33M % [home
1014M 91M : % /boot
13G 0 % /runf/user/®
/dev/mapper /decodersmall-decoroot 10G 33M 1 % Jvar/netwitness/decoder
/dev/mapper /decodersmall-index 30G 33M % /var/netwitness/decoder/index
/dev/mapper /decodersmall-sessiondb 600G 34M 6 /var /netwitness/decoder /sessiondb
/dev/mapper /decodersmall-metadb 3.8T 34M % [var/netwitness/decoder/metadb
[root@s6Core ~]#

6. Allocate the decodersmall to Decoder service using ‘srvAlloc’.

service=decoder volume=decodersmall commit=1

Note:

- For logdecoder, use the command service=logdecoder volume=logdecodersmall
commit=1

- If a second Drive Pack is being configured, the volume for decoder would be ‘decodersmall(’.
For logdecoder, it is ‘logdecodersmall(’.

Configure Drive Pack(s) 16
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NETWITNESS

SERVICES
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Maximize PowerVault Storage Capacity

Installing and configuring a Drive pack on the Decoder appliance as decodersmall frees the first three
drives on the attached Power Vault for storing additional packet data.

Best Practice Recommendation: When 1 to 4 PowerVaults are configured, one (1) Meta Disk kit is
recommended. When 5 to 8 PowerVaults are configured, two (2) Meta Disk kits are recommended.

Note: This sample scenario assumes a S6/S6E appliance orchestrated as a Decoder and connected to a
PowerVault (but not configured as storage).

1. Follow all the steps in Meta Only: No Externally Attached Storage section to configure one meta
disk pack on decoder as the decodersmall partition.

2. Use the Explorer view (Login into UI, select Hosts->Services->Decoder ->Actions->View-
>Explorer->deviceAppliance->appliance(right click)->properties) -> raidList ->Click on Send,
to identify and confirm the Controller Number, Enclosure Number, In Use, Drives, Devices, Drive
Count, Size, and Vendor (highlighted in yellow).

You should see the following information.
In Use: FALSE
Devices: <EMPTY>

NETWITNESS

3. Create the raid using ‘raidNew’ from the properties drop-down (passing the below parameters) on the
attached PowerVault. Identify the controller and enclosure from ‘raidList’. Encryption can be turned
on after configuring storage using the steps listed in Appendix B. Encrypt a Series 6E Core or Hybrid
Host.

controller=1 enclosure=250 scheme=packet-expansion commit=1

Configure Drive Pack(s) 18
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NETWITNESS

B apphiance

4. Identify the block device created in the earlier step. Use ‘raidList’ to retrieve all the block devices. In
this case, it is ‘sdd’ (highlighted in Yellow).

Jappliance

5. Make partitions on the block device (‘sdd’) using ‘partNew’.
name=sdd service=decoder volume=decoder commit=1
For logdecoder, use the following command.

name=sdd service=logdecoder volume=logdecoder commit=1

19 Configure Drive Pack(s)
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NETWITNESS

SERVICES

. Change Service | I Decoder Explare

BT apphiance

Size Used Avail Use% Mounted on

63G (0] 63G 0% /dev

63G 80K 63G 1% /dev/shm

636G 11M  63G 1% /run

63G 0 63G 0% /sys/fs/cgroup
/dev/mapper /netwitness_vgeo-root 306G 4.1G 26G 14% /
/dev/mapper /netwitness _vg@0-nwhome 2.7T 515M 2.7T 1% /var/netwitness
/dev/mapper /netwitness_vg@0-varlog 106G 67M 160G 1% /var/log
/dev/mapper /netwitness_vg@0-usrhome 160G 33M 160G 1% /home
/dev/sdal 1014M 91M 924M 9% /boot
tmpfs 13G 0 136G 0% /run/user/0
/dev/mapper /decodersmall-decoroot 10G 33M 160G 1% /var/netwitness/decoder
/dev/mapper /decodersmall-index 306 33M 306 1% /var/netwitness/decoder/index
/dev/mapper /decodersmall-sessiondb 600G 34M 600G 1% /var/netwitness/decoder/sessiondb
/dev/mapper /decodersmall-metadb 3.8T 34M  3.8T 1% /var/netwitness/decoder/metadb
/dev/mapper /decoder -packetdb 107T 38M 107T 1% /var/netwitness/decoder /packetdb
[root@s6Core ~]#

6. Allocate the decoder volume to Decoder service using ‘srvAlloc’.
service=decoder volume=decoder commit=1
For logdecoder, use the following command.

service=logdecoder volume=logdecoder commit=1

Configure Drive Pack(s) 20
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NETWITNESS

packet.ar 1o fvar et

decoder/packetdb==101.57 T
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Concentrator Index Use Cases

Caution: The Drive Pack(s) for Concentrator Index are supported only on Series 6/6E hosts. These use
cases are NOT supported on Series 7 Concentrator hosts. On Series 7 Concentrator hosts, the slots 4
through 10 on the host are reserved for Index database along with MD2412.

The following use cases are supported on Series 6/6E Concentrator Hosts configured with MD1400
Power Vaults.

o Support Additional Meta-Key Indexing

» Capability to Enable compression for Existing Deployments

Three or more 3.84 TB or 3.2 TB or 7.68 TB SSD SED drives can be added to a Concentrator to
increase the index volume. The index storage needs are scaled based on the NetWitness Platform
deployment retention requirements. If additional meta keys are enabled and indexed, it may impact index
retention.

For existing deployments, an SSD index drive pack is required if you need to enable compression. When
compressing the packetdb (Decoders) and metadb (Concentrators), additional indexing is needed to
support compression of those databases.

Sample Storage Configuration for Concentrator Index with One Meta Disk Kit ( Three SSD’s)

This section describes the steps to configure a Meta Disk Kit (Three SSD’s) installed on a Series 6/6E
appliance orchestrated as Concentrator and configured with One Power Vault.

Note:

- Concentrator index usecase supports a maximum of Two Meta Disk Kits. A single Meta Disk pack is
configured as RAIDS (3 drives) or two Meta Disk packs (6 drives) are configured as RAID6.

- Even though each Meta Disk Kit consist of 3 SSD’s, In rare circumstances when there is no need for
very large index expansion and to control costs, users may choose to install only two SSD’s (in slots 4
and 5 and configured as RAID1) instead of 3 SSD’s (One Meta Disk Kit).

- When configuring two Meta Disk Packs, the disks are installed in slots 4 through 9 and when adding
second Meta Disk Pack, the disks are installed in slots 7 though 9. Refer to Series 6/6E and Series 7
Disk Layout for slot details.

On the Series 6 (Dell R640) appliance, the Meta Drive Pack disks are installed in slots 4, 5 and 6. The
virtual drive configuration requires identifying the controller ID and Enclosure ID (EID). On Series 6
appliance, the controller ID and Enclosure IDs are 0 and 64. However, the nwraidtool . py script that is
installed on every server can help to confirm these ID numbers.

1. Install the three SSDs in the Meta Disk kit in slots 4, 5 and 6 on the Concentrator Appliance. Refer to
Series 6/6E and Series 7 Disk Layout for slot details.

2. ldentify the existing block devices using raidList property. Login to NW UI > Hosts > Select the
Concentrator Host > Actions > View > Explore > deviceAppliance > appliance (Right Click to
access properties) > raidList and click Send.
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3. SSH to the Concentrator appliance or use iDRAC to connect to the console. Use perceli to create the
virtual drive with installed Meta Pack kit. Create the Virtual Drive or Drive Group (DG) on the
internal controller using the disks in slot 4 through 6 using the below command.

/opt/MegaRAID/perccli/perccli6ed /c0 add vd type=raid5 drives=64:4-6
strip=128

Note:

- To configure two Meta Disk Packs, use the following command.
/opt/MegaRAID/perccli/perccli6d /cO0 add vd type=raid6 drives=64:4-9
strip=128

- To add a second Meta Disk Pack (First Meta Disk Pack already configured in slots 4,5 and 6),
use the following command.

/opt/MegaRAID/perccli/perccli6d /cO0 add vd type=raid5 drives=64:7-9
strip=128

- To configure only 2 SSD’s (instead of 3 SSD’s) from a Meta Disk Pack, use the following
command. /opt/MegaRAID/perccli/perccli6d /cO add vd type=raidl
drives=64:4-5 strip=128

[root@s6CoreConc ~]# fopt/MegaRAID/perccli/perccli64 /cO® add vd type=raid5 drives=64:4-6 strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021
Operating system = Linux 3.10.0-1160.83.1.e17.x86_64

Controller = 0
Status = Success
Description = Add VD Succeeded.

4. ldentify the new device (highlighted in Yellow) using raidList command. In this case it is ‘sde’.
Login to NW Ul->Hosts->Select the Concentrator Host->Actions->View->Explore-
>deviceAppliance->Appliance (Right Click to access properties)->raidList->Click on Send.
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METWITNESS

SERVICES

£ Change Senvice | 8 Concentrator - Concentrator Explore

Execute the partNew command with the below parameters to create the new index partition on the
block device (sde) created in earlier step:

name=sde service=concentrator volume=index commit=1

1
METWITNESS

SERVICES

e | B Concentrator - Concenirato
b nrrato = |
o[ appliance Massage Halp
. [ m-oneThe value must be g s ek d
sy g, fenum-oneThe vaks e 2 lolowing: archiver der | logdecader vice that will u Ige
B res * yolum ng, optional, {enurm-aneThe value mast be the following ex | de mall|decader | packet | hybrid-decad -
B[ esponse Output
pin/parted 5 fdeefsde mklabel gpt
a03. Viparted 5 -a optimal fie ik i
Physic srm ekl sdl essiully craata
- Valurme graup afl* suie
v y o -| 100%FREE index
B service meta-data=/devii ndex  isize=512  ageount=32, agsize=585052%6 bik
- =], V2t

The concentrator appliance is already configured with a Power Vault (an ‘index” volume is created
and configured along with other volumes on the Power Vault) before adding the Meta Disk Kit. The
new ‘index’ volume created in the earlier step is named as ‘index0’.

Allocate the new index volume (index0) using srvAlloc property to concentrator service using the
below parameters:

service=concentrator volume=index(0 commit=1
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SERVICES

centratar - Concentrator

1] appliance

[root@Concentrator ~]# df -hP
Filesystem

devtmpfs

tmpfs

tmpfs

tmpfs

J/dev/mapper /netwitness_vg@8-root
/dev/sdal

J/dev/mapper /netwitness_vg@8-nwhome
/dev/mapper /netwitness_vg0@-usrhome
J/dev/mapper /netwitness_vg@8-varlog
tmpfs

/dev /mapper/concentrator-root
J/dev/mapper fconcentrator-sessiondb
/dev /mapper /concentrator-metadb
/dev /mapper /index-index

/dev/mapper [index®-1index
[root@Concentrator ~]# I

size
63G
63G
63G
63G
30G
1014M
2.7T
160G
160G
13G
30G
7.5T
68T
7.0T
7.07

Used Avail Use% Mounted on

[sys/fs/cgroup

/boot
[var fnetwitness
% [home
% [fvar/log
% frunfuser /o
Jvar /netwitness/concentrator
Jvar /netwitness/concentrator/sessiondb
Jvar /netwitness/concentrator /metadb
[var fnetwitness/concentrator/inde
Jvar fnetwitne concentrator/ind

Enable Security on SED Capable Drives

To enable Security on the SED Capable Drive Group on Series 6E (PERC H740 Mini, PERC H750,
PERC H840 Adaptors) or Series 7 Hosts (PERC H9651, PERC H965¢ Adaptors), seeEnable Encryption

on Series 6E or Series 7 Hosts.
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Prepare Virtual or Cloud Storage

This section describes how to set up virtual or cloud storage for the following types of component hosts:
e Decoder, Log Decoder, Concentrator, Archiver

e NW Server, ESA Primary, ESA Secondary and Malware Analysis

e Log Collector
¢ Endpoint Log Hybrid

e Additional Endpoint Log Hybrid Partitions
e UEBA

Decoder, Log Decoder, Concentrator, Archiver

Virtual or Cloud NetWitness hosts for Decoders, Log Decoders, Concentrators, and Archivers need block
storage attached. Make sure that the allocated storage meets all of the storage requirements. Specifically,
make sure that the required storage volumes are created (see "Required NetWitness Platform Storage
Volumes" in Storage Requirements), and:

» At least two Block Devices are created for Decoders (meta /session and packet volumes)
» At least two block devices are created for Concentrators (index and meta volumes)

e Ensure that block devices can meet the minimum IOPS for expected ingestion rates

Attach the allocated storage to the NetWitness host by following the hosting platforms native procedure.
e VmWare — Vsphere Console (add disk to VM)

e Hyper-V — Manager Console (add disk to VM)

e Azure — Add Managed Disks to virtual instance

* AWS — Add EBS Storage to virtual instance
e Google Cloud Platform (GCP) - Add storage to virtual instance

After the storage is attached to the virtual host, proceed to "Task 3 - Allocate Block Devices to
Partitions, Volume Groups, and Logical Volumes" in Configure Storage Using the REST API.

NW Server, ESA Primary, ESA Secondary and Malware

Analysis

For an extension of /var/netwitness/ partition, attach an external volume.
Run 1sblk to get the physical volume name and run the following commands:
1. pvcreate <pv_name> (for example, pv_name is /dev/sdc)

2. vgextend netwitness vg00 /dev/sdc
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3. lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome
4. xfs_growfs /dev/netwitness vg00/nwhome

NetWitness recommends the following partition definitions. However, you can change these values
based on the retention days.

LVM m Block Storage

/dev/netwitness vg00/nwhome  /var/netwitness/ Refer to the Cloud Provider Block Storage
setup (storage) tables.

Log Collector

For an extension of /var/netwitness/ partition, attach an external volume

Run 1sblk to get the physical volume name and run the following commands:

l. pvcreate <pv_name> (for example, pv_name is dev/sdc)

2. vgextend netwitness vg00 /dev/sdc

3. lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome
4. xfs_growfs /dev/netwitness vg00/nwhome

NetWitness recommends the following partition definitions. However, you can change these values
based on the retention days.

LVM m Block Storage

/dev/netwitness /var/netwitness/  Refer to the Cloud Provider Block Storage setup
vg00/nwhome (storage) tables.

Endpoint Log Hybrid

The total disk size required depends on the data retention period. You can use the below per day disk
usage indicative values to calculate the required disk size for your deployment. For example, to retain 30
days of data, multiply the below per day disk usage values with 30.

The following table provides disk usage for one full scan. The full scan disk usage values are based on
the below event count:

« Files count -1100

e Processes count -100

¢ DllIs count - 500

e Drivers count -150
o Services count - 500

o Tasks count -100
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Endpoint Log Hybrid(50K Advance Agents - Disk usage per full scan)

Log Decoder 220 GB 12 GB 5 GB 237 GB

Concentrator 230 GB NA 5GB 6 GB 241 GB

MongoDB NA NA NA NA 35 GB (First full scan)
30 GB (Subsequent per scan
increase)

The following tables provide per day disk usage for tracking data. The total tracking events per agent per
day is 29000.

Endpoint Log Hybrid (50K Advance Agents - Tracking data without Expanded

Network Visibility)

Log Decoder 1500 GB 140 GB 46 GB 1,686 GB
Concentrator 1600 GB NA 46 GB 30 GB 1,676 GB
MongoDB NA NA NA NA 35 GB (First full scan)

1.5 GB (Tracking data per
day increase)

The following tables provide per day disk usage for tracking data. Total tracking events per agent per
day is 33000

Endpoint Log Hybrid (50K Advance Agents - Tracking data with Expanded

Network Visibility)

Log Decoder 1800 GB 152 GB 55 GB 2007 GB
Concentrator 1900 GB NA 55 GB 36 GB 1991 GB
MongoDB NA NA NA NA 35 GB (First full scan)

1.5 GB (Tracking data per
day increase)

The following table provides per day disk usage for insight agents. The total tracking data per agent per
day is 10800 plus 1 full scan daily.

Endpoint Log Hybrid (50K Insights Agents with Expanded Network Visibility)

Log Decoder 500 GB 52 GB 18 GB 570 GB
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Endpoint Log Hybrid (50K Insights Agents with Expanded Network Visibility)

Concentrator 600 GB NA 18 GB 13 GB 631 GB

MongoDB NA NA NA NA 35 GB (First full scan)
30 GB (Subsequent per scan
increase)

The following table provides Endpoint Agents sizing based on the feature.

Endpoint Only scan and tracking data Maximum 50K Endpoint Agents only

Only

Windows Only Windows Logs from agents. Maximum 20K Agents:

Logs Only  Assuming 20K events per second supported e Generates 20K log events per second
by Hybrid.

File Only File Collection from agents. Maximum 20K Agents :

Collection  Assuming 20K events per second supported e Generates 20K log events per second
Only by Hybrid

Endpoint Event per second per agent Maximum 15K (approximately) Agents:
%?n dows e (For Windows Logs) 1 event sent by e Generates 15K (approximately)
Logs 1 agent every second Windows log events

e (For Tracking Events) 0.4 event sent Plus

by 1 agent every second .
e Generates 15K (approximately) Agents
* 20K events per second supported by EDR data

Hybrid

Note: Total agents should be
calculated as below:

Hybrid events per second/
(Windows Logs Endpoint Server of
1 agent + Tracking Event Endpoint
Server for 1 agent)

For example, 20000 / (1.0 + 0.4)
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Endpoint, Event per second per agent:
EQ;SZK; e (For Windows Logs) 1 event sent by
File 1 agent every second

Collection o (For Tracking Events) 0.4 event sent

by 1 agent every second

(For File Collection) 1 event sent by
1 agent every second

20, 000 events per second supported
by Hybrid

Note: Total agents should be
calculated as below:

Hybrid events per second/
(Windows Logs Endpoint Server of
1 agent + Tracking Event Endpoint
Server for 1 agent + File Collection)
For example, 20000 / (1.0 + 1.0 +
0.4)

Extending File Systems

Maximum 10K (approximately) Agents:

¢ Generates 10K (approximately)
Windows log events

Plus

¢ Generates 10K (approximately)
Endpoint Agents data

Plus

¢ Generates 10K (approximately) Agents
File Collection data

For Endpoint Server, attach external disk for extension of /var/netwitness/ partition, create an

external disk with suffix as nwhome.

Follow these steps:

1. Ensure you have added a new disk. For more information, see "Task 1. Add New Disk" in the Virtual
Hosts Installation Guide for NetWitness Platform. Go to the NetWitness All Versions Documents
page and find NetWitness Platform guides to troubleshoot issues.

2. Execute 1sblk and get the physical volume name

3. pvcreate <pv_name> suppose the PV name is /dev/sdc

4. vgextend netwitness vg00 /dev/sdc

5. 1lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome

6. xfs growfs /dev/mapper/netwitness vg00-nwhome

NetWitness recommended partition for Endpoint Server (can be changed based on the retention days).

/dev/netwitness vg00/nwhome /var/netwitness/

For Mongo DB, attach external disk for extension of /var/netwitness/mongo partition, create an

external disk with suffix as nwhome.

Follow these steps:
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1. Ensure you have added a new disk. For more information, see "Task 1. Add New Disk" in the Virtual
Hosts Installation Guide. Go to the NetWitness All Versions Documents page and find NetWitness
Platform guides to troubleshoot issues.

2. Execute 1sblk and get the physical volume name

3. pvcreate <pv_name> suppose the PV name is /dev/sdcl

4. vgextend hybrid /dev/sdcl

5. 1lvresize --resizefs --extents +100%FREE /dev/hybrid-vlmng
6. xfs _growfs /dev/mapper/hybrid-vlmng

NetWitness recommended partition for Mongo DB (Can be changed based on the retention days).
Minimum recommended size for var/netwitness is 500 GB.

/dev/hybrid-vlmng /var/netwitness/mongo

Additional Endpoint Log Hybrid Partitions

The following partition should be on the volume group endpoint and should be in a single RAID 0 array.

/var/netwitness/mongo hybrid-mongo endpoint
/var/netwitness/concentrator concentrator-concroot ~endpoint
/var/netwitness/concentrator/index ~ hybrid-concinde endpoint
/var/netwitness/logdecoder hybrid-ldecroot endpoint

Run 1sblk to get the physical volume name and run the following commands:

1. pvcreate /dev/md0

2. vgcreate -s 32 endpoint /dev/md0

3. lvcreate -L <disk size> -n <lvm name> endpoint
4. mkfs.xfs /dev/ endpoint /<lvm name>

5. Repeat the above steps for all the LVMs mentioned.

NetWitness recommends the following partitions. However, you can change these values based on the
retention days.

/dev/netwitness_vg00/nwhome /var/netwitness/ Refer to the Cloud
Provider Block Storage
setup (storage) tables.

31 Prepare Virtual or Cloud Storage


https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246

Storage Guide

/dev/endpoint/hybridmongo /var/netwitness/mongo Refer to the Cloud
Provider Block Storage
setup (storage) tables.

/dev/endpoint/concentratorconcroot  /var/netwitness/concentrator Refer to the Cloud
Provider Block Storage
setup (storage) tables.

/dev/endpoint/hybridconcinde /var/netwitness/concentrator/index ~ Refer to the Cloud
Provider Block Storage
setup (storage) tables.

/dev/endpoint/hybridldecroot /var/netwitness/logdecoder Refer to the Cloud
Provider Block Storage
setup (storage) tables.

UEBA

The following procedure attaches an external disk and extends the /var/netwitness/ partition. You
must use nwhome as the eternal disk suffix. This procedure illustrates how to add a 2TB disk.

Note: /var/netwitness is the only partition that can reside on this volume.

1. List the physical volume name.
1sblk (for example, dev/mapper/sdc)

2. Extend the /var/netwitness/ partition.
pvcreate <pv_name>where pv name is dev/mapper/sdc
vgextend netwitness vg00 /dev/mapper/sdc
lvresize --resizefs --extents +100%FREE /dev/mapper/netwitness vg00/nwhome
xfs growfs /dev/mapper/netwitness vg00-nwhome

This partition is the NetWitness recommended partition for UEBA. You can change it based on retention
days.
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Configure Storage Using the REST API

you can use the REST API for all storage configuration operations. For information about how to use the
REST API, see the RESTful API User Guide. Go to the NetWitness All Versions Documents page and
find NetWitness Platform guides to troubleshoot issues.

REST API Storage Configuration Commands

Each of the commands listed below has built-in help that describes their function and usage. If you are
using the REST interface, select the command from the drop-down menu to see the help text. For
examples of REST API storage configuration commands, see Appendix D. Sample Storage
Configuration Scenarios for 15-Drive DACs.

Commands for Direct-Attached RAID Volumes

e raidList : List the RAID controllers and direct-attach enclosures that are present on this host.

e raidNew : Allocate direct-attached enclosures to block devices.

Commands for Allocating Block Devices as Storage
* devlist : List available block devices on the host.
* partNew : Allocate partitions on a block device and create volume groups.

* vgs : Summarize how block devices are organized into volume groups.

Commands for Allocating Storage to Services

e srvList : List services on the host and their allocated storage paths.
e srvAlloc : Allocate a volume group to a service.

e srvFree : Remove a volume group from a service.

e multipath-IT : To verify if SAN devices are attached.

Command to Reconfigure Services to Detect and Use All of the New Storage

* reconfig - After configuring new storage, detect and use new storage on the associated service and
database.
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Storage Configuration Tasks

Task 1 - Attach storage to the host and access the REST API storage configuration commands.
Task 2 - (Conditional) Configure RAID if necessary.

Task 3 - Allocate block devices to partitions, volume groups, and logical volumes.

Task 4 - Allocate volume groups to NetWitness services.

Task 5 - Reconfigure services and databases to detect and appropriately use new storage.

Task 1 - Attach Storage to the Host and Access the REST API Storage

Commands

Complete the following steps to attach an external storage device to a host and access the storage
configuration commands available through the REST APIL.

1. Attach the storage and make it available to this host.

o To attach PV storage, refer to the PowerVault (Dell MD1400) Setup Guide and PowerVault (Dell
MD2412) Setup Guide.

o For third-party storage, create the RAID groups to match the volumes listed in Storage
Requirements

2. There are two ways that you can access the REST API storage commands: from a Browser, or from
the Services > Explore view from the User Interface.

Note: Once you have accessed the REST API, the steps that you perform are the same, no matter
which method you used to access it.
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e From a Browser.

a. Open a Browser and specify the ip-address of the host with port 50106.
The following example is the Decoder, but you need to use port 50106 for any host hardware

for which you are configuring storage using the REST API.
https://<decoder-ip-address>:50106

b. Log in with the admin account credentials.
The following REST API menu is displayed.

(%)
s ()
s (*)

. (%)
s ()
c. Click on the (*) next to appliance to access the REST command set.
The Properties for /appliance dialog is displayed under the initial REST menu. The Output

(or command manual help) section describes the commands that the REST API can send to
the device, their usage, and their parameters.
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¢ From the User Interface.

QA
a. In the NetWitness menu, go to (Admin) > SERVICES.

b. Select the service (for example, a Concentrator).

c. Under & (actions), select View > Explore.

d. Navigate to deviceappliance/appliance, right click, and click Properties.
B & deviceappliance

= & appliance
D config Propertles

You can now access the storage commands from the Properties dialog.
3. Proceed to:
e Task 2 if you need to configure RAID for PowerVault or DACs.

e Task 3 if you do not need to configure RAID and already have a block device available.

Task 2 - (Conditional) RAID Configuration for PowerVault and DACs

NetWitness Platform hardware uses direct-attached SAS drives for storage. These drives are housed in a
SAS enclosure. SAS enclosures are shelves of drives attached to the NetWitness node by a cable
connected to the SAS host bus adapter.

SAS enclosures are also known as other names, such as "DAC" (Direct-Attached Capacity), or "JBOD"
(Jumbo Box of Disks), or "Dell PowerVault".

NetWitness Platform utilizes Dell PERC SAS host bus adapters. NetWitness Platform devices typically
include two SAS host bus adapters. One is used for controller drives that are internal to the NetWitness
Node, and another is used for controlling drives attached to the SAS enclosures. The internal controller
and drives are configured when the node is built, but the external SAS enclosures are not. You execute
the raidList and raidNew commands to identify and configure the external SAS enclosures.

These commands work with the following SAS enclosure types:
e EMC ESAS 15-drive enclosures

e EMC ESAS 60-drive enclosures

e Dell PowerVault 12-drive enclosures

¢ Dell PowerVault 8-drive enclosures

Note: EMC 60-drive enclosures are logically organized as four separate 15-drive sub-enclosures. They
behave as if there are four 15-drive enclosures, each of which can be configured independently.

The raidList and raidNew commands operate on entire enclosures. Execute raidList to identify the
enclosues. execute raidNew to configure an enclosure to perform one of the pre-determined roles within
a NetWitness Platform node.
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After you attach storage to the host and access the REST API storage commands, complete the following
steps to create RAID if required.

1. Execute the raidList command to identify the controllers and enclosures that are attached to the
system.
In the following example, Controller 1 does not display any block devices. This indicates the array is
not configured.

Properties for /appliance
raidList v Parameters: Send

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @, Enclosure 32
Vendor: DP
Model: BP13G+EXP
In Use: true
Drives: 931.511 GB x 2
1.818 TB x 2
Devices: sda
sdb

Controller 1, Enclosure 82
Vendor: DELL
Model: MD1400
In Use: false
Drives: 10.691 TB x 12
Devices:

Controller 1, Enclosure 13
Vendor: DELL
Model: MD14ee
In Use: false
Drives: 10.691 TB x 12
Devices:

2. Select a RAID layout scheme for the Enclosure.
The following tables list the PV to Supported Hosts Mapping.

m Specification Supported Hosts

High Density NW-  Dell Storage MD1400 12 x 12 Decoder, LogDecoder, Archiver, Log

PV-A  TB NL-SAS SED Hybrid, Network Hybrid, Endpoint Log
Hybrid
High Density NW- Dell Storage MD 1400 8 x 12TB  Decoder, LogDecoder, Archiver, Log
PV-B  NL-SAS SED Hybrid, Network Hybrid, Endpoint Log
Hybrid
High NW- Dell Storage MD 1400 6 x 12TB  Concentrator
Performance PV-C NL-SAS SED, 2 x 3.8TB SSD
SED
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m Specification Supported Hosts

High NW- Dell Storage MD 1400 9 x 12TB  Concentrator
Performance PV-D  NL-SAS SED, 3 x 3.8TB SSD
SED
High Density  192TB (NW-PV-A-N) Dell Storage MD1400 12 Decoder, LogDecoder,

x 16 TB NL-SAS SED Archiver, Log Hybrid,
Network Hybrid, Endpoint
Log Hybrid

High Density  128TV (NW-PV-B-N) Dell Storage MD 1400 8 Decoder, LogDecoder,
x 16TB NL-SAS SED Archiver, Log Hybrid,
Network Hybrid, Endpoint

Log Hybrid
High 103TB (NW-PV-C-N) Dell Storage MD 1400 6  Concentrator
Performance x 16TB NL-SAS SED, 2
x 3.8TB SSD SED
High 155TB (NW-PV-D-N) Dell Storage MD 1400 9  Concentrator
Performance x 16TB NL-SAS SED, 3
x 3.8TB SSD SED
High Density  S7-PV-HD-192 Dell Storage MD2412 12 Decoder, LogDecoder,
x 16 TB SAS SED Archiver, Log Hybrid,
Network Hybrid, Endpoint
Log Hybrid

High Density  S7-PV-HD-192 AND S7- Dell Storage MD2412 12 Concentrator
PE-CON-SDF-3 OR S7-PV- x 16 TB SAS SED One
HD-192 AND S7-PE-CON-  or more SSD Drive Pack
SDF-7 (s)

The following tables show you the supported allocation schemes.

Note:

- On a Series 6 or Series 7 Network Decoder or newer with multiple PowerVault storage trays, use the
decoder-hotspare RAID scheme for the first enclosure and the packet-expansion RAID scheme for
subsequent enclosures.

Drives .
. Allocation
Required
decoder-hotspare 8or12or15  2x Drives in RAID 1 for decoder small, 1
HDDs drive as hotspare, all remaining drives in

RAID 5 for decoder
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Drives

Required

Allocation

logdecoder-hotspare

archiver

network-hybrid

log-hybrid

Note: log-hybrid scheme is also used to
configure a PowerVault for Endpoint
Log Hybrid host.

concentrator

packet-expansion

decoder-metakit

logdecoder-metakit

concentrator-metakit

decoder or logdecoder

Note: The decoder and logdecoder
scheme has been deprecated in favour
of decoder-hotspare and logdecoder-
hotspare.

orl2orls
HDDs

orl2orl5
HDDs

orl2orls
HDDs

orl2orl5
HDDs

2 or more
SSDs, 4 or
more HDDs

orl2orls
HDDs

1 metakit (3
HDDs) or 2
metakits (6
HDDs)

1 metakit (3
HDDs) or 2
metakits (6
HDDs)

1 metakit (3
SDDs) or 2
metakits (6
SDDs)

orl2orls
HDDs

Same as decoder-hotspare configuration

All drives in RAID 6 for archiver or
decoder database volume

3x drives in RAID 5 for meta expansion,
all remaining drives in RAID 5 for packet
expansion

Half of the drives in RAID 5 for meta
expansion, half the drives in RAID 5 for
packet expansion

All SSDs in RAID 1 or RAID 5 for
index, all HDDs in RAID 6 for meta

All drives in RAID 6 for decoder volume,
no drives allocated for decodersmall

3x drives in RAID 5 or 6x drives in
RAID 6 for meta

3x drives in RAID 5 or 6x drives in
RAID 6 for meta

3x drives in RAID 5 or 6x drives in
RAID 6 for index. If two drive
configuration, then 2x drives in RAID 1
for index.

3x drives in RAID 5 for decodersmall or
logdecodersmall, all remaining drives in
RAID 5

3. After the controller, enclosure, and scheme are identified, execute the raidNew command to create

RAID Volumes. For example:

send /appliance raidNew controller=1 enclosure=82 scheme=decoder-hotspare

preferSecure=false

Add the commit=1 parameter to actually execute this operation. Execute the raidlList command to
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list the created block devices.

(Optional) Configure SEDs (Self-Encrypting Drives). If the raidNew command detects self-
encrypting drives and a security key has been set on the controller, the raidNew command will
attempt to create a secure array. To set a security key on the controller, execute the raidKey
command. For example:

send /appliance raidKey controller=1 key=myPasssphrase keyId=1

e To create a secured (that is, encrypted) array on physical devices attached to a controller with a
security key set, specify preferSecure=true when using raidNew

¢ To create an unsecured (that is, unencrypted) array on physical devices attached to a controller
with a security key set, specify preferSecure=false when using raidNew.

Go to Task 3 - Allocate Block Devices to Partitions, Volume Groups, and Logical Volumes, after
you create RAID volumes.

Task 3 - Allocate Block Devices to Partitions, Volume Groups, and

Logical Volumes

The partNew command prepares a storage device to use in NetWitness Platform. It performs the
following tasks.

Creates the partition table on the block device.

Creates the Linux Volume Manager physical device partition.
Creates a volume group containing the physical device.
Creates logical volumes in the volume group.

Creates XFS filesystems on each logical volume.

Creates /etc/fstab entries for each logical volume.

Mounts each logical volume.

Complete the following steps to allocate block devices to partitions, volume groups, and logical volumes.

L.

Run the devlist command to locate unused block devices. The following example shows the
devlist command output.

Output (or command manual help)

sda: vendor=DELL model="PERC H730P Mini" size="931 GB" used=1
sdb: vendor=DELL model="PERC H730P Mini" size="1.81 TB" used=1
sdc: vendor=DELL model="PERC H830 Adp" size="21.38 TB" used=1
sdd: vendor=DELL model="PERC H830 Adp" size="85.53 TB" used=1

Also,you must provide a name for the service that will be used with the storage, for example,
decoder for the Network Decoder service, or concentrator for the Concentrator service. You have
the option of providing the volume type. The default volume type has the same name as the service.
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Note: Run the devlist command to see if the multipath user-friendly names are listed correctly.

2. Runthe multipath II command to make sure that SAN devices are attached. The following is an
example when SAN devices are attached.

root@lishe ans block]#® mult path

iwn_attached hw handler’ hwhandler="1 alua’ wy

|E--:‘.|_I'|'.-J_I'| andler® hwhandler='1 alua’ wp=rw

Note: Block devices should be configured with a user-friendly name such as mpatha, mpathb etc.

3. Execute the partNew command to allocate block devices to partitions, volume groups, and logical
volumes.

By default, the partNew command does not make changes. It displays the actions that will be taken
if you commit the command string. To actually make the changes to the system, add the
commit=true parameter to the command.

For example, to assign devices sdd and sde to Decoder:

send /appliance partNew name=sdc service=decoder volume=decodersmall
commit=true

send /appliance partNew name=sdd service=decoder volume=decoder commit=true

Caution: For the decoder and concentrator services, you must create storage volumes in a
specific order.

- The decoder has the decodersmall and decoder volumes. Create the decodersmall volume
before the decoder volume because decodersmall contains the small filesystem mounted at
/var/netwitness/decoder

- The concentrator has the concentrator and index volumes. Create the concentrator volume
before index volume or it will fail and you receive the following message.

Failed to process message partNew for /appliance
com.rsa.netwitness.carlos.transport.TransportException: Volumes for index
require mount point /var/netwitness/concentrator to be created and
mounted first.

4. Execute the vgs command to validate that the partNew command created the correct Logical
Volumes.

The output of this command:
¢ Enumerates all the volume groups on this host.

¢ Displays the physical volumes that the volume group consists of, and the logical volumes within
the volume group.

5. Go to Task 4 - Allocate Volume Groups to NetWitness Services- srvAlloc.
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Task 4 - Allocate Volume Groups to NetWitness Services - srvAlloc

The srvAlloc command configures services on a host to use storage in a volume group. You must
provide the name of the service to configure and the volume group to assign to the service (the service
you provide must be installed on the host). For information about NetWitness Platform service volumes,
see "NetWitness Platform Service Volume Reference" in Storage Requirements.

Allocate services in the following order:
e For the Decoder, allocate decodersmall first then the decoder.

e For a Concentrator, allocate concentrator first then index.

Note: By default, the srvAlloc command does not make changes. You must append the commit=1
parameter to the command string to actually make the changes to the system and restart the specified
service after making changes.

1. Execute the srvList command to see a list of services installed on this host.
The srvList command communicates with the service through the SSL port. You install a Category
on a host. A Category can be a single service, or multiple related services, located on the same host.

2. Execute the srvAlloc command to configure a service on a host to use storage in a volume group.
For example:
service=concentrator volume=concentrator commit=1
service=concentrator volume=index commit=1

3. Go to Task 5 - Reconfigure Services and Databases to Detect and Appropriately Use New Storage.

Task 5 - (Optional) Reconfigure Storage Configuration for 10G Capture

You need to reconfigure the Decoder service and databases for 10G capture. Complete the following
steps so that the Network Decoder service and its database detect and use new free space.

A
1. In the NetWitness menu, go to (Admin) > SERVICES.
The SERVICES view is displayed.

2. Select the decoder.

3. Under Be (actions), select View > Explore.
The Explore tree for the service is displayed.

Configure Storage Using the REST API 42



Storage Guide

4. Reconfigure space on the decoder service.
a. Navigate to the decoder, right click, and click Properties.

. Change Service | B Decoder

%= Decoder

B LBl PHYB - Decoder (DECODER)
B[] connections
B[] database
B[ Jdecod--

Properties
B[] device B

The Properties dialog is displayed.

b. Execute the reconfig command by selecting it from the drop-down list, specifiy update=1
op=10g in Parameters, and click Send.

reconfig v Parameters |update=1 op=10g ‘ I

Message Help

Calculates optimal settings for decoder pools and buffers based on the installed hardware.
security.roles: decoder.manage

parameters:
update - <bool, optional> If true (default is false), will automatically update the respective -

Response Output
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5. Reconfigure space on the database.

a. Navigate to database in the service Explore tree, right click, and click Properties.
= PD - Decoder
& B8 PD - Decoder (DECODER)
B[ Jconnections
[ ]database

[ Jdecoder
The Properties dialog is displayed.

b. Execute the reconfig command by selecting it from the drop-down list, specifiy update=1
op=10g in Parameters, and click Send.
Properties for PD - Decoder (DECODER) /database.

reconfig v | Parameters |update:1 Dpleg m

lessage Help

Calculates new drive sizes and free space for the session, meta and/or packet directories. No directories are
removed and the assumption is each directory is mounted on a separate filesystem and will only be used for
storage of that database.

security.roles: database.manage -

Response Output
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Prepare Unity Storage

You must work with your Dell EMC Storage Engineer to allocate storage within your Unity environment
for the NetWitness Platform and ensure the allocated storage meets all of the NetWitness Platform
Storage Requirements. Specifically, make sure that:

* You have at least two LUNS created for Decoders (meta /session and packet volumes).
* You have at least two LUNS created for Concentrators (index and meta volumes).

* Ensure block devices can meet the minimum IOPS for expected ingestion rates.

You must add every NetWitness host that uses the Unity storage as a host within the Unity interface.
After you create hosts and LUNs, you must assign the LUNS to the hosts. Assigning the LUNSs to hosts
makes the storage visible to the hosts so they can locate the storage through the host-based Dell EMC
PowerPath software.

Note: A Dell EMC engineer will configure the following Unity Array.

You need to perform the following tasks to prepare Unity Storage.
Task 1 - Access Unisphere User Interface (UI)

Task 2 - Create Pools

Task 3 - Create LUNS

Task 4 - Register Hosts

Task 5 - Assign LUNS to Hosts

Task 6 - Install PowerPath
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Task 1 - Access Unisphere User Interface (Ul)

1. Connect your workstation on the same subnet as the UNITY.
2. Open a browser and go to http://<unispherelP> to connect to the Unisphere UL

3. Log in with the credentials provided by the DellEMC CE. The default credentials are
admin/Password123#.

Note: Unisphere will ask you to change password the first time log in. It also asks you to install
the license before you can configure array (DellEMC CE may do this for you. You must get the
new admin password from them).

Unisphere

DeLLEMC

After you log in to Unisphere, the main dashboard is displayed.

= D@ALEMC  unisphere APM0D0175106587

SYSTEM HEALTH STORAGE HEALTH

SYSTEM ALERTS
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Task 2 - Create Pools

The NetWitness configuration consists of two different pools. One pool is dedicated to the NL-SAS
drives and the other pool is dedicated to the SSDs.

1. From Storage Section,click > Pools > + (Add) to launch the Create Pool Wizard.

= D@ALEMC  unisphere APM00175106587

Bnch e Camie Poct Viizen t Size (TB) Froe (TH) Used (%) SUbSCHBHON (%)

2. Enter in a name for the pool (for example, NLPool) and click Next. Optionally, you can also enter a
description for the pool.

Create Pool

* Name and Description Name and Description

o= ]
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3. Select Capacity Tier under Tier for the tier type (drive type) and click Change.

5.

Create Pool

Select Storage Ters

 Name and Description
Available Tiers
* Tiers
=  Tier Drive Type Unused Drives  Unused Capacity (GB)
Perlcemance Tie 545 8 33018
I/ Capactty Tier NL 8AS 40 on7t I

Selected Tiers

Capacty Tier

0 M

Choose the RAID type and from the drop down and select the RAID size.

The RAID type and size are a customer preference. The only requirement is to make sure you have
enough IOPS within the pool to accommodate the log or packet capture and queries. In the following
example, a RAID 5 (8+1) configuration is selected, however some customers may prefer a RAID 6

(1042 or 12 +2).

Make sure you have the correct Raid type and size selected.

» Name and Description Select Storage Tiers

Availabe Tiers

* Tiers
=  Tier Drive Type Unused Drives Unused Capacity (GB)
Perfcrmance Tee SAS g 23018
I " Capaciy Tier NL 8AS 40 2017

Sehected Tiers

Capacity Tiar -
Change
— . y - : » y ™
eding 10 the Bast Pracsces Cuide

according to

Procesd 1o the next shep
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6. Choose the number of drives you want to add into the pool and click Next.

Create Pool

o B o e Select Amount of Storage

Capacity Tier - RAID 5 (B+1). Mazimum Usable Capacity 1719 TB

s I_-- 6 of 40 Drives (Usable Capacty 1719 TB - I

7. Skip the VMware Capability section and click Next.

v Name and Description VMware Capability Profile Name and Description

+ Tiers

* Capability Profile Name

8. Make sure that everything is correct on the Summary tab, and click Finish.

9. Create another pool for the SSDs using steps 2 — 8.

a. Enter in a name for theother pool (for example, SDDPool) and click Next. Optionally, you can
also enter a description for the pool.

Select Extreme Performance Tier under Tier for the tier type (drive type) and click Change.

c. Choose the RAID type and from the drop down, select the RAID size, and click OK.

Note: Raid 5 (4+1) RAID Configuration is different then Capacity Tier.
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Task 3 - Create LUNS

Size (TB)

07

Free (TB) Used (%) Subscription (%)

=01 | ——— 081

1. From Storage section, click Block > + (Add) to launch the Create LUN Wizard.

DELLEMC

Unisphere APM00175106587

Consistency Groups

More Actions -

Launch the Create LUN Wezard +

iSCS! Interfac

Size (GB)

Oonems V¥ - O - &

Allocated (%) Pool Thin Clone Base

You do not have any LUNs configured.

Click the ud button above to create one.

The table below list all of the possible LUNS you may need to create. The Conlndex is the
only LUN you need to assign to the SSD Pool. Make sure that the LUN sizes do not exceed

what is listed below.

DecoderLarge01
DecoderSmallO1
ConcentratorO1
Archiver01
Conlndex01

75 TB orLess
20 TB or Less
15 TB or Less
75 TB or Less
3 TB or Less

NL Pool
NL Pool
NL Pool
NL Pool
SSD Pool

No
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Enter the LUN Name from the list. Optionally, you can enter a description of LUN.
Select the appropriate pool from the list on the drop-down menu.

Deselect the Thin checkbox (These will be fully provisioned LUNs).

wok wbn

Select Next to proceed to the next menu.

Create LUNs

* Configure Configure LUN(s)

et AR ENber tha nams
ILr oderLarged I N

Proceed io ihe nexd step

6. Click Next until you get to the summary section.

7. Verify that the Name, Pool, Size and Thin selections are all correct.

8. Click Finish to complete LUN creation.

Create LLUINS

Summary

¥ Configure

 Access

v Snapshot

~ Replication

* Summary
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9. Repeat steps 2- 8 for the remaining LUN creations.

Task 4 - Register Hosts

Before proceeding, record the hostname and IP address of the Head Unit and make sure that the
HBAs in the head unit are properly cabled to the UNITY.

1. From the Access section, click Initiators.

2. Under the Initiator Paths tab, make sure that the correct HBAs are selected that you will use
to register the Head Unit.
You should see two initiators per Head Unit. This represents the fiber connection from port 1
to SPA and port 1 to SPB. If you have multiple head units, the easiest method is to power
each down and then power them up and register one by one.

= DELLEMC  Unisphere APM00175106587

= D@LLEMC  Unisphere APM00175106587

t  Network Addresses

Operating System

4. Enter the Hostname of the Head Unit.
5. Under Operating System, select Linix from the-drop down menu.

6. Enter the IP address of the Head Unit.
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7. Click Next to proceed to the next section.

Add a Hos!t

pea— Specify a Name and Additional Information

Name = 850

Cancel MNext

Froceed 1o the nex1step

8. In the Initiators section, select the two initiators that correspond to the correct port associated
with the Head Unit and click Next to proceed.

A a Hest

B P Select Discovered Initiators or Manually Add Initiators:

Automatically Descovered Indators
* Initiators

Ghem: Y -

~  Initator 10N WWN
—

connw-:;o-ﬂ To
I*f 2000000090 FACAT FG.EG. 10.00.00.00 FA AT FE.EG

SP A WO Module 1 FC Port 1 I

200000 00 FAAT FA BF 10:00.00 90 FAAT FA BF SP B VO Module 1 FC Port 2
201000090 FAAT FIBA 1000 00 90 FAAT FI6A SP B VO Module 1 FC Port 3
|

TR T £

Manualy Added Ingmiors

Protocol T Initiator BGNAWWN

No initiators have been manually added yet. Click the + button to
manually add an initiator

e “ “

Proceed fo the next step
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9. Make sure that the Name, OS, IP and WWNs are correct and click Finish.

Review the host configuration
« Name

.
 Initiatars

» Summary »
) Syste Lo

Initiators to be registered with this host
Protocal Imitistor KON WYWN

0r 00 0090 FA AT FEES 10 0000 90 FA AT F&'ER

2000000 90 FALAT FS.ET 10.00.00 90 FA AT FEET

10. Repeat steps 2-9 for all Head Units.

11. In the Initiators section, select the two initiators that correspond to the correct port associated
with the Head Unit. Then click “Next” to proceed.

Task 5 - Assign LUNS to Hosts

1. From the Access section, click Hosts, select the head unit (for example, Decoder) and click

, (edit) to view and edit details for the selected host.

= D@LLEMC Unisphere APM00175106587
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2. In the Properties section, select the LUNS tab and click + (Add icon).

Decoder Properties

D o V- O 3

Add  florage Resource Tt  Name Adi..

Size (GB) Hosi LUNID WWN Poal
You do not have any items configured

Click the button above fo create one.

3. From the Add LUNs to <Host> popup, click + > Add existing LUNSs.

Add LUNs 1o Decoder

|| Greate mew LUNS

LUN ... T Size (GE) | Thin Pool
Add guigling LUN

Tiering ... VO Limit

+" Icon to create new LUNs or select existing LUNs to add
access for this host

Cancel “

4. Select the LUN to add to the Head Unit and OK.

Add Existing LUNs 1o Decoder

ems Y -
= ! LuM t Size (GH) ANocated (%)  Snap... Thim Comp... Pool
©  wenwen 021600 | E— (" Mo NLP

©  concentratortt 102400 —— (I Mo NLP

© Conndedt 000 —— 0N Mo 850

©  DocoderLarge0t 204300  — 00 N No NLP.
DecoderSmaid 1 10.240.0 — 00 N No NLP

h _
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5. Make sure that the correct LUN was added to the host and click OK.

Add LUNs to Decoder

6. (OPTIONAL) If you need to modify the HLU (Host LUNN Unique ID):
a. Select the LUN you want to change.
b. Click Modify Host LUN IDs.

! Storage Resource T  Name Al Size 1GB) HosTLUN ID WwN Pood

Do

7. Click / (edit), change the HLU to the number you want, and click OK.

Task 6 - Install PowerPath

1. Make sure that the Emulex ports on the Decoder host are attached to the Unity.
2. Login to root on the Decoder attached to the Unity with the admin credentials.

3. Install PowerPath and register the Dell EMC PowerPath licenses for Unity hardware.
yum install DellEMCPower.LINUX-6.4.0.00.00-95.RHEL7.x86 64.rpm

Note: When you purchase an NetWitness Provided Unity, PowerPath licenses are sent to
you. You can download PowerPath at support.dell.com.
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Note: It is possible that the RPM downloaded from Dell EMC is not signed with a cert that
the NetWitness device has available, which can cause the installation to fail with the
package not signed error. Run the yum install with the --ngpgcheck option to enable
the software to install.

4. Make sure that all the PowerPath connections are correct.
powermt display dev=all
The following output is an example of valid PowerPath connections.

active alive

45A46B60AB6 [DecoderSmall0l]

5. Verify that the PowerPath license is installed using the emcpreg command.
[rOOt@NWAPPLIANCE24932 ~]# emcpreg -list
Key BQPO-DB4M-VFC2-Q24R-ML9Z-EQTU
Product: PowerPath
Capabilities: Al
6. Add the following string to the /etc/lvm/lvm.conf file to filter the LVM (Logical
Volume Manager) so that it ignores duplicate volumes.

filter = [ "a|”/dev/sda2$|", "a|”~/dev/sdbl$S|",
"al|”/dev/emcpower.*|", "r|.*/|" ]
7. Run the following commands in this order:

a. systemctl enable PowerPath.service

b. systemctl start PowerPath.service
8. Reboot the Decoder.

9. Complete the instructions in Configure Storage Using the REST API to complete storage
configuration.
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Migrate Data to Another Storage Type

This section provides two options for moving data from DACs to PowerVaults:
Migrate Data Using the Warm and Hot Tier Option
Move Data From DAC to PowerVault

Refer to the Hardware Setup Guides on NetWitness Community for detailed instructions for setting up
NetWitness Platform host and storage hardware.

Migrate Data Using the Warm and Hot Tier Option

In this procedure, you configure a warm tier for the DAC's, so that they do not write any new data. The
warm tier continues to be available for analyst operations. You configure the PowerVaults as a hot tier,
where new data can be written and available for analysts. When the required data retention is available
on the hot tier, the warm tier can be decommissioned.

To set up the warm and hot tiers, perform the following tasks:

e Stop the Service

e Set Up PowerVault

e Configure The Mount Points

e Set up Warm and Hot Tiers

¢ Decommision the DAC

Stop the Service

1. Log in to the NetWitness Platform user interface.
. .
2. Go to K&l (Admin) > SERVICES and select the service (for example, Log Decoder).
3. Click ﬁ ~ > View > Config, and under Log Decoder Configuration, clear the Capture Autostart

checkbox, and then click Apply.

4. In the menu bar, click the down arrow next to Config, select System, and at the top of the panel,
click Stop Capture.

5. From the command line interface in NwConsole, stop the service by running the following command:
systemctl stop nwlogdecoder

Set Up PowerVault

1. Go to the REST API for the service by entering the IP address of the service, in this example, the
Log Decoder. For example, 172.16.0.1:50106.

2. Click the asterisk (*) next to the service. for example, decoder (*).
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Under Properties for /decoder, click the down arrow, select RaidNew and enter the following
parameters, entering the name of the service for scheme. In this example, we use logdecoder.
controller=1 enclosure=75 scheme=logdecoder-hotspare commit=1

Click Send.

To configure the partitions, click the down arrow again, select PartNew, and enter the following
parameters,
name=sde service=logdecoder volume=logdecodersmall commit=1

Click Send.

With PartNew still selected, enter the following parameters:
name=sdf service=logdecoder volume=logdecoder commit=1

Note: To validate the partition definitions before committing them, you can enter these parameters
without commit=1, and click Send. After you validate the parameters, add #commit=1 and then
click Send to commit the parameter settings.

Configure The Mount Points

L.

On the NwConsole at the root level of the service (for example, the Log Decoder), run df -h.
A list of mounted partitions is displayed.

Unmount all of the old storage points of the DAC and copy all the data to the Log Decoder. At the
root level, run the umount command and the path name of each partition. You can concatonate the
path names, for example:

umount /var/netwitness/logdecoder/index
/var/netwitness/logdecoder/sessiondb /var/netwitness/logdecoder/metadb
/var/netwitness/logdecoder/packetdb /var/netwitness/logdecoder/index0
/var/netwitness/logdecoder/sessiondb0 /var/netwitness/logdecoder/metadb0
/var/netwitness/logdecoder/packetdb0

Temporarily mount the petitions in the decoroot folder in the /mnt directory in order to access the
files. For example:
mount /dev/mapper/logdecodersmall-decoroot /mnt/decoroot/

Copy the contents of decoroot from /mnt to /var/netwitness/logdecoder, answering Y (yes) to the
prompts:
cp -R statdb /var/netwitness/logdecoder/

Unmount /mnt/decoroot
umount /mnt/decoroot

Comment out decoroot from /etc/fstab, as this was on the DAC and the DAC will be

decomissioned.
#/dev/logdecodersmall/decoroot
/var/netwitness/logdecoder/xfs/noatime, nosuid 1 2

Mount all the remaining file systems.
mount -a

Start the nwlogdecoder service (with capture still disabled).
systemctl start nwlogdecoder
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Set up Warm and Hot Tiers

Caution: Before you set up warm and hot tiers, be sure that you know the right warm and hot tier
entries for each collection so that you can set them up accurately.

QA
1. Goto (Admin) > SERVICES and select the service (for example, Log Decoder).

2. For the Log Decoder service, click ﬁ © > View > Explore, and go to database > config.

Copy the contents of meta.dir and paste them to meta.dir.warm as shown in the following

example:
2 |ogdecoder - Log Dec... ¢ | e s
hazh_algorithm none
B i logdecoder - Log Decader (LOG_DECODER) |~ session,meta,parket
B[] connections hashdir
B database manifest.dir
[Cleonfig meta.compression ane
[Ostats meta.compression Jevel 0
B[] decoder meta.dir Jvarinetwitness/logdec pder/metadb=4.58 TR
B[] deviceapphiance mata.dir.cold k
B[] index meta.dir.warm
B[] logs meta file.size auto
B[ Jrest meta files -
E logdecoder - Log Dec... ¢/ | .
hash.algorithm none
B il logdecoder - Log Decoder (LOG_DECODER) P — session,meta packet
B[] connections [
85 dabase manifest.dir
[eonfig mats.compression hoe=
Cstats meta.compression lavel 0
B[] decoder peeep= ar - adb=458 TR
B[] devicesppliance meta.dir.cold
m[Jindex mataidic.marm [ Avar/nenditness/iogdecoder/metadb=458 TE[

=1

In the same way, copy the packet database in packet.dir to packet.dir.warm.

c. Copy the session database in session.dir to session.dir.warm.

3. Go to index > config and copy index.dir to index.dir.warm.
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Note that the new volumes end in 0, so PowerVault will write to the directories ending in 0, for example:
Blogdecoder ~]# df -h
Filesystem Size sed Ava Use%

/dev/mapper/netwitness vg00-root 3 11% /
tmpfa 0 0% /d

/dev/shm
1% /run

1019M

T 3.3T

er/netwitness_vg00-1
r/netwitness s

Update the Decoder configuration with the path to the PowerVault mount by adding a 0 to the path.

1. In the /database/config column, right-click meta.dir and click Properties.

2. In Properties for logdecoder, sclect set, and in Parameters, enter
value="var/netwitness/logdecoder/metadb0=4.58 TB' and add force=true, as
shown in this example, and then click Send.

Properties for logdecoder - Log Decoder (LOG_DECODER) /database/config/meta.dir.

sat v | Parameters | value="/var/netwitness/logdecoder/matadb0=4.58 TB" force=true x ] @
Meszage Help

parameters:
value - <etring, {darabace-directory-Diractory=<Siza*<lnit - one of B,KB ME,GB TB_PB EB>;DiractoryZ=<Size><lUnit>: _}> Tha naw value to sar
svalue - <string, optional= The expected value of this node before the value is changed
force - <beol, optional> Force the change, only works if the validator accepts this parameter

Response Output

3. Repeat step 2 for session.dir, packet.dir, and index.dir. Do not be concerned if the size is the same
as the DAC in "=xx GB". This will be updated in the next step.

Note: We are only putting the PowerVault paths into the *.dir values.

4. Update the sizes for the live PowerVault volumes.
a. In the Log Decoder Explore view, in the left panel, right-click database and click Properties.
b. Select reconfig and in Parameters, enter update=1 and click Send.
c. Repeat steps a and b for index.

5. Restart the service.
systemctl restart nwlogdecoder
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E) -
6. Go to (Admin) > SERVICES, select the Log Decoder service, and click {} > View >
System.

7. Click Start Capture.
8. Go to the Config view, select Capture Autostart, and click Apply.
9. Reboot the host.

Decommision the DAC

When the DAC data has aged, you should go back into the Explore view and remove all of the
* dir.warm configurations for session, meta, packet and index. You can determine when the DAC data

has aged by going to the Log Decoder "t} “ > View Explore view. Since we have a hot and warm tier,
there are two sets of configuration stats that you need to be aware of. For example, for a packet Decoder,
when you look at the packet oldest time in packet.oldest.file.time, look at the
packet.oldest.file.time.hot value and if you see that your DAC had storage up until 30 days ago you can
take your DAC offline and decommission it.

These are the basic steps for decommissioning a DAC. NetWitness recommends that you work with your
Customer Support representative when you decommission your DACs.

Q
1. Goto (Admin) > SERVICES and select the service (for example, Log Decoder).

2. Click 'I} ~ > View > Config, and under Log Decoder Configuration, clear the Capture Autostart
checkbox, and then click Apply.

3. In the menu bar, click the down arrow next to Config, select System, and at the top of the panel,
click Stop Capture.

4. From the commandline interface in NwConsole, stop the service by running the following command:
systemctl stop nwlogdecoder

5. Unmount the warm tier. At the root level, run the umount command and the path name of each
partition. You can concatonate the path names, for example:
umount /var/netwitness/logdecoder/index
/var/netwitness/logdecoder/sessiondb /var/netwitness/logdecoder/metadb
/var/netwitness/logdecoder/packetdb /var/netwitness/logdecoder/index0
/var/netwitness/logdecoder/sessiondb0 /var/netwitness/logdecoder/metadb0
/var/netwitness/logdecoder/packetdb0

6. Comment out all the old DAC dbs from /etc/fstab, so that only the PowerVault dbs remain.
7. Start the service.
systemctl start nwlogdecoder

A
8. In the user interface, go to (Admin) > SERVICES and select the Log Decoder service.

9. Click 'I} “ > View > Explore and remove the warm tier configurations:

a. In database > config, delete the content for meta.dir.warm, packet.dir.warm,

session.dir.warm.
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b. In index > config, delete the content for index.dir.warm.

c. Go to the Config view, select Capture Autostart, and click Apply
d. Go to the System view and click Start Capture.

10. Restart the service.
systemctl restart nwlogdecoder

The DAC is now unmounted, and is no longer configured in the Decoder for warm storage and is ready
to be wiped clean.

1. Remove the logical volume. Run 1vscan to get a list of the logical volumes.

2. Run lvremove on the old logical volumes, for example:
/dev/logdecodersmall/decoroot /devlvremove /dev/logdecodersmall/index
/dev/logdecodersmall/sessiondb /dev/logdecodersmall/metadb
/dev/logdecodersmall/packetdb

3. Remove the volume groups. Run vgscan to get a list of volume groups.

4. Run vgremove on the old volume groups (be careful not to remove any volume groups that end in 0,
as they are PowerVault).

5. Run pvscan to view block devices that are freed up.

6. When the DAC has been successfully removed, reboot the host.

Move Data From DAC to PowerVault

The following procedure describes how to move data from DAC to PowerVault. Before you move data
from 2 DACs to 2 PowerVaults, a table, similar to the following table, is displayed if you run the pvs
(Physical Volume Size) command from the Decoder Linux console (or SSH to the Decoder) with 2
DAC:s attached and configured to the Decoder. The column headings are Physical Volume (PV), Volume
Group(VG), Linux Format (Fmt), Linux Attribute (Attr), Physical Volume Size (PSize), and Physical
Volume Free Space(PFree).

/dev/sda2  netwitness vg00 lvm2 <930.00g¢ O
/dev/sdbl netwitness vg00 lvm2  a-- <1.82t 0
/dev/sdc decodersmall lvm2  a-- <5.46t 0
/dev/sdd decoder lvm2  a-- <27.29t 0
/dev/sde decodersmall0  lvm2  a-- <5.46t 0
/dev/sdf decoder0 lvm2  a-- <27.29t 0

Complete the following steps to move data from a DAC to a PowerVault.
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1. Attach two PowerVaults to a separate PERC controller on the Decoder.

2. Create the devices.

a. Open a Browser and specify the ip-address of the Network Decoder and port 50106 to access the
REST tool.

b. Log in with the admin account credentials.
(%)

s ()

s (%)

c. Click on the (*) next to appliance to access the REST command set.

d. Run raidList to display the Controller/Enclosure combination with the new PowerVault
enclosures.

In the following example, the output shows dev/sdg and /dev/sdh on Controller 2, Enclosure
246.

Controller 2, Enclosure 246
Vendor: DELL
Model: MD1408
In Use: true
Drives: 18.691 TB x 12
Devices: sdg
sdh

e. Under Properties for /appliance, select raidNew, specify controller=<PowerVault-
controller-id> enclosure=<PowerVault-enclosure-id> scheme=decoder-

hotspare preferSecure=false, and click Send.

Note: You specify preferSecure=false if the PowerVault drives are not SED drives. If
PowerVault drives are SED drives and you do not want to encrypt them you specify
preferSecure=false. You must specify preferSecure=true if PowerVault drives are SED
drives and you want to encrypt them.

3. Go to the Decoder Linux console or SSH to the Decoder and run the following commands.
parted -s /dev/sdg mklabel gpt
parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
pvcreate -f /dev/sdg
parted -s /dev/sdh mklabel gpt
parted -s -a optimal /dev/sdh mkpart LVM 0% 100%
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pvcreate -f /dev/sdh
If the volume is created successfully, the following message is displayed.
Physical volume "/dev/sdg" successfully created

Note: Repeat this step for every block device. The block device names may be different depending
on how many enclosures per perc card slot.

4. Run the following command strings to extend the DAC volume group (decoder, decodersmall) to
the Powervault Physical volume.
vgextend decoder /dev/sdg
vgextend decodersmall /dev/sdh
5. Run the following command strings to move the data from the DAC to the PowerVault. In this
following command string, the DAC is /dev/sdc and the PowerVault is /dev/sdg.
pvmove /dev/sdc /dev/sdg
pvmove /dev/sdd /dev/sdh
Note: 1.) The pvmove command synchronizes data across volumes so that NetWitness can
continue ingesting or aggregating data while the migration is executing. You can run the pvmove
command multiple times if it fails. 2.) Depending on the amount of data on the drives, the move
can take a long time complete depending on the amount of data. For example, in a test, it took four
hours to move one TB of data.
6. After the move is complete, run the following commands to reduce and remove the DAC drive.
vgreduce decoder /dev/sdc
pvremove /dev/sdc
vgreduce decodersmall /dev/sdd
pvremove /dev/sdd
7. Detach the physical connections from the DACs to the host.
8. Verify that the Physical volumes are moved from the DACs to the PowerVaults.
a. Reboot the host.
reboot
b. Verify that the /etc/fstab file is correct.
c. Run the pvs command and make sure that the PSize and PFree values are correct on the
PowerVault.
Fmt Attr PSize
netwitness_wghld lumd ¢
netwitness_wgll  1um?
decodersmall 1vm
lvms
65
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Data on PowerVault After Move from DAC

After you move data from 2 DACs to 2 PowerVaults, a table, similar to the following table, is displayed
if you run the pvs (Physical Volume Size) command from the Decoder Linux console (or SSH to the
Decoder) with 2 PowerVaults attached and configured to the Decoder. The column headings are Physical
Volume (PV), Volume Group(VG), Linux Format (Fmt), Linux Attribute (Attr), Physical Volume Size
(PSize), and Physical Volume Free Space(PFree).

R R N R N TN

/dev/sda2
/dev/sdbl
/dev/sdcl
/dev/sdd1

netwitness_vg00
netwitness vg00
decodersmall

decoder

Ivim2
lvm2
Ivim2

lvm2

<930.00g
<1.82t 0
21.38t <15.93t
<85.54t 58.25t
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SASE Node-x (Decoder/Concentrator) - GCP Persistent
Disk (PD) Storage Configuration

This section contains:

e Introduction

Identify Storage Requirements

o Identify or Define Storage Model

e Deploy SASE Node(s)

o Configure SASE Node(s) Storage

o Extend Storage for SASE Node

e Appendix

Introduction

The SASE node-x (decoder/concentrator) storage configuration is dependent on a few configuration
attributes defined in /opt/rsa/saTools/cloud/host-models.yml (referred to as host-models file) and
/opt/rsa/saTools/cloud/sase-deployment-models.yml (referred to as sase-deployment-models file).

The configuration files are installed on Admin Server/Node-z during orchestration (Refer to SASE
Installation Guide for details). When the SASE deployment script (nw-create-cloud-hybrid) is run for the
first time, it copies both the configuration files (/opt/rsa/saTools/cloud/host-models.yml and
/opt/rsa/saTools/cloud/sase-deployment-models.yml) to /root/.sase/ directory on the Admin Server/Node-
z. Any subsequent SASE deployments refer to /root/.sase/host-models.yml and /root/.sase/sase-
deployment-models.yml. All subsequent updates such as changing a model-name must be made to
/root/.sase/sase-deployment-models.yml.

The SASE node’s disk specifications such as disk _name, disk type, disk size for each node along with
gcp virtual machine type (machine type) is collectively referred to as a model. Three models: c1r6m30,
clrl2m60 and clr23ml120 are defined in the host-models.yml. One of these models is assigned as model-
name attribute value in sase-deployment-models.yml.

The SASE node(s) deployment and storage configuration are tightly coupled and storage needs should be
considered before installation or deployment. The SASE Installation guide should be cross referenced for
complete attribute definition in host-models and sase-deployment-models files. As a best practice, the
storage requirements should be identified and host-models.ym! and sase-deployment-models files updated
before deploying or installation of the nodes.

The below outlines the steps for successful installation and storage configuration of SASE nodes in GCP.

1. Identify the storage requirements for each of the SASE services - decoder and concentrator.

2. Identify or define the storage model: Identify a predefined model or define a new custom model. If
defining a custom model, copy the /opt/rsa/saTools/cloud/host-models.yml and
Jopt/rsa/saTools/cloud/sase-deployment-models.yml to /root/.sase/ and update the model-name
attribute for every node in /root/.sase/sase-deployment-models.yml.
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3. Deploy the SASE GCP nodes: Execute the nw-create-cloud-hybrid script on admin node or node-z to
complete the installation. Refer to SASE Installation Guide for details.

4. Complete storage configuration using Explore view of the Decode or Concentrator by logging into
Admin Server or UL

Identify Storage Requirements

This section covers step 1 defined in Introduction.

Based on storage needs, an appropriate model-name (c/r6m30, c1ri2m60 or c1r23mi20) is assigned to
model _name attibute in /root/.sase/sase-deployment-models.yml file. During SASE Node-x deployment
the setup script(/usr/bin/nw-create-cloud-hybrid) refers to additional disks attribute value in sase-
deployment-models.yml to determine wheather storage disks must be created or not. When the
additional disks is set to true for a node, the corresponding model name attribute value is used to
identify the model specification (such as disk name, disk type and disk size) in /root/.sase/host-
models.yml and the corresponding disks are created and assigned (but not configured i.e these disks are
ready for storing NW databases) to the SASE node.

When the predefined models don’t satisfy the customer requirements, custom models (Refer to Define a
custom storage model) can be defined. Please contact Professional Services/ NW Support for details on
defining custom models.

Example: Sample content of sase-deployment-models.yml identifying model name and additional
storage attribute values:

# Define model name to configure host and storage
model name: clrllZmb@
additional storage: true

Note:

- The storage class and warm_retention attributes are not supported in NW 12.4. These are
developmental features and should be ignored.

- The disk size value is always defined in GB (Gigabytes).

- cldefault is for testing purposes only.

ol Jossctpten

clr6m30 « Creates and attaches persistent disks to decoder service that are capable of 6 days of
packet retention at 1gbps line rate (capture) with 100% utilization.

o Creates and attaches persistent disks to concentrator service (concentrator volume)
and pd-ssd disks for index that are capable of 30 days of concentrator meta retention
at 1gbps line rate (capture) with 100% utilization.
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o o

clr12m60 » Creates and attaches persistent disks to decoder service that are capable of 12 days
of packet retention at 1gbps line rate (capture) with 100% utilization.

o Creates and attaches persistent disks to concentrator service (concentrator volume)
and pd-ssd disks for index that are capable of 60 days of concentrator meta retention
at 1gbps line rate (capture) with 100% utilization.

clr23m120 o Creates and attaches persistent disks to decoder service that are capable of 23 days
of packet retention at 1gbps line rate (capture) with 100% utilization.

o Creates and attaches persistent disks to concentrator service (concentrator volume)
and pd-ssd disks for index that are capable of 120 days of concentrator meta
retention at 1gbps line rate (capture) with 100% utilization.

Identify or Define Storage Model

This section covers step 2 defined in the Introduction section.

Every predefined model defines machine type attribute for boot disk and a minimum of two disks (one
set) for storage (referred to as initial disks or default storage disks or default disks). The default storage
disks for decoder service are named (disk_name attribute in host-models.yml) as decoder and
decodersmall. The default disks for concentrator are index and concentrator. The disk naming convention
is also tied to subsequent configuration steps such a creation of partitions, volume allocation to service. It
also helps to associate the corresponding partition scheme that is created on that particular disk when
using NW REST API to complete storage configuration

Each node (Decoder or Concentrator) has its own storage attributes defined under disks (Refer to screen
shot below). The attributes are further classified into two groups for each service with each group
corresponding to a specific logical volume name. For decoder service, the two groupings refer to the
logical volume names: decoder and decodersmall and for concentrator service these are concentrator and
index.

Note: The grouping names (decoder and decodersmall for decoder and concentrator and index for
concentrator) under disks match the disk_name attribute values that they define. This relationship
(underlined in red below) MUST be maintained when defining a Custom storage model since the disk
creation process requires this 1-1 mapping of grouping name to disk_name.
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host-models.yml snippet highlighting the disk groupings and disk_name relationship (underlined in
red):

cir1i2m60:
Decoder:
machine_type: n2-standard-32
storage_class: STANDARD
# retention size in TB
warm_retention:

disks:
# allocate to decnder root. index, sessiondb, metadb
decoders

disk_name: decodersmall
disk_type: pd-standard

disk_size:
# allocate to packetdb
decoder:
disk _name: decod
disk_type: pﬂ—_SEIFE;d
disk_size:
# allocate to decoder root, index, sessiondb, metadb
decod

decodersmall0-
disk_name: decodersmalll
disk_type: pd-standard

disk_size:
# allocate to packetdb
decoderQ.

disk_name: decoderl.
disk_type: pd-standard
disk_size:
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Concentrator:
machine_type: nZ-standard-32
storage_class: STANDARD
# retention size in TB
warm_retention:
disks:
# allocate to concentrator root, metadb, sessiondb
concentrator;
disk_name: concentrator
disk_type: pd-standard
disk_size:
# allocate to index
index:
disk_name: index
disk_type: pd-ssd
disk_size:
# allocate to concentrator root, metadb, sessiondb

concentratorQ;
disk_name: copcentrator)
disk_type: pd-standard
disk_size:

# allocate to index

index0:
disk_name: index(
disk_type: pd-ssd
disk_size:

Each disk attached to a SASE Decoder node is configured as a separate logical volume to host the
service’s database(s) such as packetdb, metadb, sessiondb and index. The disk named (disk_name
attribute in host-models file) as decoder corresponds to decoder volume and hosts packetdb and the disk
named (disk_name attribute in host-models file) as decodersmall corresponds to decodersmall volume
and host sessiondb, metadb and index. If decoder storage requirements mandate larger disks (i.e 12 days
of Packet retention versus 6 days of packet retention or 23 days of packet retention versus 12 days or 6
days) then multiple sets of disks are defined and created.
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If a model defines two sets of disks, the first is the default disks named (disk _name) as decoder and
decodersmall and the second set is named as decoder( and decodersmall0, likewise when a model
defines four sets of disks ex: c/r23m120, first set is default disks (named decoder and decodersmall) ,
second set of disk named as decoder() and decodersmall() and the third set of disks are named as
decoderl and decodersmalll and fourth set is decoder? and decodersmall2. Any additional disk set
follow the similar naming convention as described above. i.e decoder<COUNTER> and
decodersmall<COUNTER> where COUNTER is incremented by 1 for any new set of disks starting with
0. The first part of the name (decoder , decodersmall) helps in associating the disk with volume
name/type that is created later. The volume name is used to identify the appropriate Decoder service’s
database during service allocation.

Similar pattern is followed with concentrator disks. The default disk set is index and concentrator. The
concentrator is pd-standard (disk_type) and index is disks are pd-balanced.The index disk is used to host
index database and concentrator disk is used to host root, sessiondb and metadb. When more than one
disk set is created, these are named as index< COUNTER> and concentrator<COUNTER> where
COUNTER starts with 0 and increments by 1 (similar pattern as decoder disks described above). Refer to
above screen shots for pattern identification for c1r12mo60.

The additional storage attribute value in sase-deployment-models.yml determines whether the storage
disks are created or not. A value of true creates the disks and false skips the disk creation. The default
value is false. Updating the additional storage to true and re-running the nw-create-cloud-hybrid creates
the storage disks. These disks are not deleted by re-running nw-create-cloud-hybrid after setting
additional _storage to false.

The storage requirements must be identified to select the appropriate storage model. The retention days
along with capture rate is used to identify the appropriate model. After the model is identified, the
model_name value for every SASE node must be updated in the sase-deployment-models.yml file. If the
multiple nodes are deployed, then each node’s model name must be assigned with appropriate value.

For both predefined and custom models, after identifying the model (Refer to Identify a Pre-defined
Storage Model or Define a Custom Storage Model section(s) below) the model name attribute value (in
sase-deployment-models.yml) is set to the identified model name.

Refer Appendix B for SASE Decoder Storage Configuration and Appendix C for SASE Concentrator
Storage Configuration.

Deploy SASE Node(s)

This section covers step 3 defined in the Introduction section.
Assumptions:

o The model name is updated with correct host-model and additional storage attributes set to true in
sase-deployment-models.yml!

o When opting for custom storage model, the /root/.sase/host-model.yml is updated with the custom
model definition.

Execute the nw-create-cloud-hybrid script on node-z or Admin Server to complete the installation of
SASE node-x. The storage disks are created and attached to the SASE nodes but not configured to host
the NW service’s database.

The gcp SASE instance name (SASE Decoder deployed) is a combination of nw-<name>-<region_name
>-<zone_suffix>. The name, region_name and zone_suffix attributes are defined in sase-deployment-
model file for the decoder node. Every SASE node follows the similar naming convention.
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The deployed SASE node can be accessed by logging into GCP account — Compute Engines — Virtual
Machines-> Search for the SASE instance using the name.

Refer to SASE Installation Guide for details on installation.

Configure SASE Node(s) Storage

This section covers step 4 defined in the Introduction section.
Assumptions:

o The SASE decoder node is successfully bootstrap and orchestrated in gcp.

o All the storage disks associated with the node’s model are created. As noted earlier, the disks are not
created when an incorrect model _name is used or the additional disks attribute is set to false.
Incorrect model name requires uninstalling the node and recreating it. If incorrect additional disks
value (false) is used, set the value to true and re-run the nw-create-cloud-hybrid script.

nw-create-cloud-hybrid --enable-cloud-sase

Configure SASE Decoder Storage

Refer to Appendix B: Sample scenario for Configuring SASE Decoder Storage to complete the
configuration of the storage disks created during installation.

Configure SASE Concentrator Storage

Refer to Appendix C: Sample scenario for Configuring SASE Concentrator Storage to complete the
configuration of the storage disks created during installation.

Extend Storage for SASE Node

Note: Only pre-defined host-models can be extended. Custom host models can not be extended.

Customer storage requirements such as higher retention for packet and meta data may change over time
after initial storage configuration. SASE storage models support additional storage allocations. The first
column in Storage Extension Matrix table below lists the current host model deployed and the second
column shows the available host-models that the initial model can be extended.

Storage Extension Matrix:

Current Model (model_name) | Supported Storage Extensions (model_name)

clrém30 clr12m60
clr23m120
clr12m60 c1r23m120
clr23m120 N/A (cannot be extended)
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Extend Decoder or Concentrator Storage

Extending decoder storage involves the following steps on the Admin Server or Node-z:

1. Identify the new model in host-models.yml and update the node’s model name value with the new
model, additional_storage to true and click Save.

2. Execute the below command to extend the storage.
nw-create-cloud-hybrid --enable-cloud-sase

3. Complete the storage configuration using NW REST API by logging into Admin Server or Ul and
Use REST API utility to create partitions and service allocations (Navigate to decoder’s explorer
view ->deviceappliance->properties->Right Click and select Properties drop-down).

4. Complete the storage configuration of new disks added in the above step using REST API. Refer to
Configure Storage Using the REST API section for details. Refer to Appendix B - Sample Scenario
for Configuring SASE Decoder Storageand Appendix C - Sample Scenario for Configuring SASE
Concentrator Storage for sample scenarios.

Appendix

This section contains:
e Appendix A - Defining a Custom Host Model

e Appendix B - Sample Scenario for Configuring SASE Decoder Storage

e Appendix C - Sample Scenario for Configuring SASE Concentrator Storage

e Appendix D - Sample Scenario for Extending for SASE Decoder Storage

e Appendix E - Sample Scenario for Extending SASE Concentrator Storage

Appendix A - Defining a Custom Host Model

Custom storage models can be created subject to Google Cloud Persistent Disk restrictions.

The below steps must be executed in sequence for using custom model before starting the SASE
installation.

1. Copy /opt/rsa/saTools/cloud/sase-deployment-models.yml and /opt/rsa/saTools/cloud/host-models.yml
to /root/.sase/. Update /root/.sase/host-models.yml with the custom model specification and Save.

2. Update the model name attribute value with the above custom model name in /root/.sase/sase-
deployment-models.yml and Save.

3. Complete the SASE node deployment. Refer to SASE Installation Guide.

All the attributes must be assigned a valid value. It is recommended to append custom model definition
to existing content in /root/.sase/host-models.yml. Refer to the SASE Installation Guide for details on the
attribute description.
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Sample Custom Model Definition for Decoder

The sample custom configuration assumes defining a model capable of 1gbps capture with 10 days of
packet retention and 40 days of concentrator meta retention : cIr10m40 , the machine_type as n2-
standard-32 (Refer to Google Cloud documentation for details on all the available VM types) and disk
type as pd-standard and the storage requirements of 98000 GB for packet db and 8000 GB for other
databases (metadb, sessiondb and index).

Due to gep restrictions on the disk size, the model requires two sets of disks. Following the naming
convention described earlier, the two disk sets are named (disk _name) as decoder, decodersmall,

decoder0 and decodersmall0.

Custom model definition for model name: cIr10m40.

host-models.yml:

1 clrlemd4e:

% machine_type: n2-standard-32
3 disks:

4 Decoder:

= decodersmall:

6 disk_name: decodersmall
7 disk_type: pd-standard
8 disk_size: 4e@00

9 decoder:

10 disk_name: decoder

1l disk_type: pd-standard
12 disk_size: 47080

13 decodersmalle:

14 disk_name: decodersmalle
S disk_type: pd-standard
16 disk_size: 48e0

17 decodere:

18 disk_name: decoder®

19 disk_type: pd-standard
20 disk_size: 47000
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Partial Content of sase-deployment-models.yml updated with custom model_name Value:

#Container element defining all nodes that will be created within this region.

nw_nodes:

# First Node to be created. This element is just an arbitrary name for the type of
# node to be created and provisioned in this region’s subnet.

decoder:

# Mame of the instance known to the nw-ppn network.

name: decoder_w

# This node’s ip in C.I.D.R format. This address MUST be within the ppn_cidr range.
ppn_cidr_ip: 172.30.30.6/24

# This value is concatenated with the region to define the zone
# that the nw node will be installed into on GCP.

zone_suffix: *-b’

# The size and type of boot disk attached to rnw node when it is created.
boot_disk _size: 196
boot_disk_type: pd-standard

# Define model name to configure host and storage
model_name: ciriémdo

additional_storage: true

# Used to determine if the calling script will automatically bootstrap and accept
# the node keys in the Admin Server. This allows for either automated or

# manual orchestration of a NetWitmess Category to the node.

bootstrap: true

# Used to determine if the calling script will automatically orchestrate
# a NetWitness Category to the node.

orchestrate: true

# The NetWitness Category to be orchestrated. Must be an exact value (Case Sensitiwve

category: Decoder

Sample Custom Model Definition for Concentrator

The sample custom configuration model (c/710m40) assumes the machine_type as n2-standard-32
(Refer to Google Cloud documentation for details on all the available VM types) and concentrator meta
retention of 40 days. The concentrator disk type is pd-standard, index disk type is pd-balanced and the
storage requirements for metadb, sessiondb, root is 24000 GB (for 40 days) and index database is 6000

GB (for 40 days).

Since these sizes fall with in the GCP limitations on per disk disk maximum size, only one set (default

name) is needed: concentrator, index.

SASE Node-x (Decoder/Concentrator) - GCP Persistent Disk (PD) Storage
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Custom model definition for model_name: c1r10m40

host-models.yml:

clrlomde:
machine type: n2-standard-32
disks:
Concentrator:
concentrator:
disk_name: concentrator
disk type: pd-standard
disk size: 24000
index:
disk name: index
disk type: pd-ssd
disk size: 6000
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Partial Content of sase-deployment-models.yml updated with custom model_name Value:

#Container element defining all nodes that will be created within this region

nw_nodes:

# First Node to be created. This element is just an arbitrary name for the
# node to be created and provisioned in this region’s subnet.

concentrator:

# Name of the instance known to the nw-ppn network.

name: concentrator

# This node’s ip in C.I.D.R format. This address MUST be within the ppn_c
ppn_cidr_ip: 172.30.30@.6/24

# This value is concatenated with the region to define the zone
# that the nw node will be installed into on GCP.

zone_suffix: '-b’

# The size and type of boot disk attached to nw node when it is created.
boot disk size: 196
boot disk type: pd-standard

# Define model name to configure host and storage

model name: clrlem49

additional storage: true

# Used to determine if the calling script will automatically bootstrap ar
# the node keys in the Admin Server. This allows for either automated or
# manual orchestration of a NetWitness Category to the node.

bootstrap: true

# Used to determine if the calling script will automatically orchestrate
# a NetWitness Category to the node.

orchestrate: true

# The MNetWitness Category to be orchestrated. Must be an exact value (Cas

category: Concentrator

Appendix B - Sample Scenario for Configuring SASE Decoder Storage

The sample storage configuration in this section uses REST API utility to complete the configuration of
the storage disks created during installation.

Refer Configure Storage Using the REST API section for details on REST API usage.
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Assumptions:

o The SASE Decoder node is deployed using cldefault (model name) and additional storage: true in
sase-deployment-models.yml during SASE deployment. cldefault is a test model for illustration
purposes.

o The storage disks corresponding to c/default model are created and attached to the decoder node (by
the installation scripts). These disks are not yet configured.

i Decoder:

i machine_type: n2-standard-4

storage_class: STANDARD

# retention size in TB

warm_retention: 1

disks:

i #allocate to decoder root, index, sessiondb, metadb

m decodersmall: [

; disk_name: decodersmall ;
disk_type: pd-standard
disk_size: 641

# allocate to packetdb

decoder:
disk_name: decoder
disk_type: pd-standard

m| |disksze:60 Mo .

Follow these steps to configure SASE Decoder storage:

1. Login to SA UL To list all the devices, Navigate to Hosts -> Select the Decoder node -> Services -
> Actions -> View -> Explore -> deviceappliance -> appliance-> Right Click -> Properties drop-
down -> Select devlist -> Send.

All the block devices (both configured and unconfigured) are returned. The configured devices has
the ‘used=1" and unconfigured has 'used=('. In this case, the block devices are sdb and sdc. sda is
the boot disk and no changes are allowed.

Note: decodersmall must be partitioned before decoder volume.

2. Use partNew command to partition unused block devices. For decoder service, the larger devices
(decoder) are always allocated partitioned for packetdb and smaller devices (decodersmall) are
allocated for root/session/meta and index databases. To partition sdc, select partNew from the
Properties drop-down with the following parameters and click Send..

name=sdc volume=decodersmall service=decoder commit=1
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NETWITNESS

Investigate ~ Respond  Users  Hosts  Files  Dashboard  Reports

HOSTS  SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

% Change Service | I NWAPPLIANCE26051 - Decoder | Explore ©

=NWAPPLIANCE26051...
Bl 48l NWAPPLIANCE26051 - Decoder (DECO...
B[ connections
B[] database
&[] decoder
B {3 deviceappliance
B[] appliance
B[ connections
B[ logs
B[ rest
B[ Jservices
B[] storedproc
B0sys
B[ Jusers
B[ Jindex
B[ TJlogs
B[ rest
B[gsdk

3. To partition sdb device, select ‘partNew’ from the Properties drop-down with the following

/deviceappliance/appliance IWAPPLIANCE26051 - Decoder
config

stats

admin v

Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance.
arthey v Parameters name=sdc volume=decodersmall service=decoder commit=1

Message Help
name - <string, {enum-one:The value must be one of the following: sdb | sdg}> block device name
service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator |index | decodersmall | decoder | packet | hybrid-decoder-
meta|logdecodersmall[logdecoder | logpacket | hybrid-logdecoder-meta| archiver | hybrid-concentrator | endpoint-log-hybrid [log-indexed-decoder | logindex}> volume to create

Response Output
Isbin/parted -s /dev/sdc mklabel gpt
Isbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
Isbin/pvcreate -f /dev/sdct

Physical volume "/dev/sdc1” successfully created

parameters and click Send.

name=sdb volume=decoder service=decoder commit=1

NETWITNESS

Investigate Respond Users Hosts Files Dashboard Reports

OSTS  SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

% Change Service | Il NWAPPLIANCE26051 - Decoder | Explore ©

=NWAPPLIANCE26051...
Bl 18I NWAPPLIANCE26051 - Decoder (DECO.
B[] connections
B[] database
B[] decoder
&5 deviceappliance
[ appliance
B[] connections.
B[ Jlogs
B[ Jrest
B[ services
B[ storedproc
B gsys
B[ Jusers
B[ Jindex
Blogs
B rest
B[ sdk

/deviceappliance/appliance NWAPPLIANCE26051 - Decoder
config

stats

admin v

Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance.
partNew v Parameters name=sdb volume=decoder service=decoder commit=

Message Help
name - <string, {enum-one:The value must be one of the following: sdb}> block device name
service - <string, {enum-one:The value must be one of the following: archiver | concentrator| decoder |logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator |index | decodersmall| decoder | packet | hybrid-decoder-

meta|logdecodersmall | logdecoder | logpacket | hybrid-logdecoder-meta | archiver | hybrid-concentrator | endpoint-log-hybrid| log-indexed-decoder | logindex}> volume to create

Response Output
Isbin/parted -s /dev/sdb mklabel gpt
/sbin/parted -s -a optimal /dev/sdb mkpart LVM 0% 100%
Isbin/pvcreate -f /dev/sdb1

Physical volume "/dev/sdb1" successfully created

4. Allocate the above configured partitions to decoder service by selecting srvAlloc in the Properties
drop-down and click Send.

service=decoder volume=decoder commit=1
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NETWITNESS Investigate pond S Hosts Files Dashboard Reports admin v

HOSTS SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS TEM SECURITY

# ChangeService | I NWAPPLIANCE26051 - Decoder | Explore ©

/deviceappliance/appliance NWAPPLIANCE26051 - Decoder

= NWAPPLIANCE26051...

B4l NWAPPLIANCE26051 - Decoder (DECO.

config

stats
B[] connections

@[] database
B[ decoder
B3 deviceappliance

& appliance

B[] connections

Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance.

B[ logs
Blrest | |srAlloc . Parameters service-decoder volume=decoder commit=1. [ send |
AT services Message Help
parameters: N
B[ storedproc service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
a volume - <string, {enum-one:The value must be one of the following: decoder | decodersmallnetwitness_vg00}> volume group name
Dsys commit - <bool, optional> commit changes
B[ users
B[ Jindex
Response Output
BT logs Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==65.51 GB
B Jrest
B[ sdk

5. Allocate decodersmall to decoder service using srvAlloc property.
service=decoder volume=decodersmall commit=1
NETWITNESS Investigate Respond Users Hosts Files Dashboard ports admin v

HOSTS SERVICES  EVENT § s ENDP s s / VELLNESS SYSTEM SECURITY

% Change Service | I NWAPPLIANCE26051 - Decoder | Explore ©

/deviceappliance/appliance NWAPPLIANCE26051 - Decoder

= NWAPPLIANCE26051...

14l NWAPPLIANCE26051 - Decoder (DECO.

config

stats
B[] connections

B[ database
B[] decoder
B deviceappliance

B[] appliance

B[] connections

Properties for NWAPPLIANCE26051 - Decoder (DECODER) /deviceappliance/appliance.

B[ logs
< srvAlloc v Parameters service=decoder odersmall commit=1 m

B Jrest
B[ services Message Help
paramerers: .
B[ storedproc service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdecoder}> service that will use storage
8 8: 8 8
oy volume - <string, {enum-one:The value must be one of the following: decoder| decodersmall [netwitness_vg00}> volume group name
y EEEElL
¥ commit - <bool, optional> commit changes
B[ users
B[ Jindex
Response Output
B logs Set nfig/meta.dir to /var/r fer/r 73MB
B[ rest Set nfig .dir to /var/netwitness/decoder/sessiondb==569.72 GB
Set /index/config/index.dir to /var/netwitness/decoder/index==28.49 GB
a[sdk

6. View the storage allocation by issuing the below command in SSH-in-browser. The configured
storage is highlighted in yellow.

df -hP

81 SASE Node-x (Decoder/Concentrator) - GCP Persistent Disk (PD) Storage Configuration



Storage Guide

EEESSH—in—browser £ UPLOADFILE & DOWNLOADFILE il B3 &

@NWAPPLIANCE26051 ~]5 df -hP
Filesystem Used Avail Use% Mounted on
devtmpfs 0 5 /dev
tmpfs 3. 0K % /dev/shm
tmpf o & /run
tmpfs 0 5 /sys/fs/cqgroup
/dev/mapper/netwitness_vg00-root .2 2 /
/dev/mapper/netwitness_vg0 = 9 /home
/dev/mapper/netwitn /wvar/log

/dev/mapper/netwitn 141G 2 /var/netwitne
1014M 9% /boot
/run/user/1
/dev/mapper/decodersmall-decoroot L S 2% /var/netwitne

/dev/mapper/decodersmall-index 0 s /var/netwitne
/dev/mapper/decodersmall i > 600 . , % /var/netwitne
/dev/mapper/decodersmall-m > g : /var/netwitne
/dev/mapper/decoder-packetdb o $ /var/netwitne

Appendix C - Sample Scenario for Configuring SASE Concentrator
Storage

The sample storage configuration in this section uses REST API utility to complete the configuration of
the storage disks created during installation. Refer to Configure Storage Using the REST API section for
details on REST API usage.

Assumptions:

o The SASE Concentrator node is deployed using c2default (model name)and additional storage: true
values in sase-deployment-models.yml during SASE deployment. c2default is a test or custom model
for illustration purposes.

o The storage disks corresponding to c2default model are successfully created and attached to the
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concentrator node. These disks are not yet configured.

Concentrator:
machine_type: n2-standard-4
storage_class: STANDARD
# retention size in TB
warm_retention: 1
disks:
# allocate to concentrator root, metadb, sessiondb
concentrator:
disk_name: concentrator
disk_type: pd-standard
disk_size: 38
# allocate to index
index:
disk_name: index
disk_type: pd-ssd
disk_size: 11
# allocate to concentrator root, metadb, sessiondb
concentratorQ:
disk_name: concentratorQ
disk_type: pd-standard
disk_size: 38
# allocate to index
index0:
disk_name: index0
disk_type: pd-ssd
disk_size: 11

Follow these steps to configure Concentrator storage:

L.

Log into SA UL To list all the devices, Navigate to Hosts- > Select the Concentrator node ->
Services -> Actions -> View -> Explore -> deviceappliance -> appliance -> Right Click ->
Properties drop-down -> Select devlist -> Send.

Response Output:

In this case, the block devices are sdb, sdc, sdd and sde. The ‘used=0’ indicates that this device is not
configured yet. When configured, the ‘used’ attribute value is set to '1’. As noted earlier, sda is the
boot disk and no changes are allowed.

Use partNew command to partition unused block devices. For concentrator service, the smaller
devices (disk type: pd-ssd) are allocated to index database and larger devices are allocated to
root,session and metadb. To partition sdb , select ‘partNew’ from the Properties drop-down with the
following parameters and click Send.

name=sdb volume=concentrator service=concentrator commit=1
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NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports admin v

HOSTS  SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

% Change Service | I NWAPPLIANCE18597 - Concentrator | Explore ©

/ NWAPPLIANCE18597 - Concentrator

=NWAPPLIANCE18597...

i NWAPPLIANCE18597 - Concentrator (C.

concentrator

connections

B[] concentrator
database

B[ connections
deviceappliance

B[] database Index
&5 deviceappliance logs

B & appliance rest .

[ config - -
. Properties for NWAPPLIANCE18597 - Concentrator (CONCENTRATOR) /deviceappliance/appliance.
stats
B0 connections « partNew ~| Parameters name=sdb service=concentrator volume=concentrator commit=1 ER
Blogs Message Help
parameters .
B rest name - <string, {enum-one:The value must be one of the following: sdd| sdh| sde |sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver | concentrator| decoder [logdecoder}> service that will use storage
B[ services 8 ° : .
volume - <string, optional, {enum-one:The value must be one of the following: concentratar |index | decodersmall | decoder | packet | hybrid-decoder-
B[ storedproc matallnadaradaremallllnadacadarllamnackat L huheid Inmdacadar matal srchivar buhrid cancanteatarlandnaint lnm huhrid las indavad dacadarllnsindsis unlima o ceaata e
] sys
By Response Output

Busers /sbin/parted -s /dev/sdb mklabel gpt

B Jindex /sbin/parted -s -a optimal /dev/sdb mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdb1

B logs Physical volume "/dev/sdb1" successfully created. -

3. Repeat the above step for concentrator0 volume. Use partNew command to partition unused block
devices. To partition sdc, select ‘partNew’ from the Properties drop-down with the following
parameters and click Send.

name=sdc volume=concentrator(0 service=concentrator commit=1

4. To partition sdd device, select ‘partNew’ from the Properties drop-down with the following
parameters and click Send.

name=sdd volume=index service=concentrator commit=1

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports admin v

HOSTS  SERVICES  EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

% Change Service | NWAPPLIANCE18597 - Concentrator | Explore @
= NWAPPLIANCE18597 NWAPPLIANCE18597 - Concentrator
concentrator
= I8l NWAPPLIANCE18597 - Concentrator (C..
connections
[ concentrator
database
B[] connections
deviceappliance
B[ database index
B deviceappliance ’
ogs
B appliance rest i
[Jconfig - ) ) )
- Properties for NWAPPLIANCE18597 - Concentrator (CONCENTRATOR) /deviceappliance/appliance.
stats
B connections « partNew ~| Parameters name=sdd service=concentrator volume=index commit=1 ER
B logs Message Help
parameters: N
B[ Jrest name - <string, {enum-one:The value must be one of the following: sdd|sdb | sde |sdc}> block device name
g g
B[ services service - <string, {enum-one:The value must be one of the following: archiver | concentratox| decoder | logdecoder}> service that will use storage
iees volume - <string, optional, {enum-one:The value must be one of the following: concentrator | index | decodersmall | decoder | packet | hybrid-decoder-
B[ storedproc matallnmdacadaremalllnadncadarlamnackat lhrid Inadncadar mata | rchivarlhubrid cancantrrarlandnaint lna hubrid la indovad dacadarl lnmindeds uslime ta cranta M
] sys
D=y Response Output
Busers Jsbin/parted -s /dev/sdd mKlabel gpt
B index /sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
Isbin/pvcreate -f /dev/sdd1
B[ Tlogs Physical volume "/dev/sdd1" successfully created. -

Repeat the above for sde.
name=sde volume=index service=concentrator commit=1

5. Allocate the index volume to concentrator service using srvAlloc from the Properties drop-down
with the following parameters and clicking Send.

service=concentrator volume=index commit=1
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NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports

HOSTS SERVICES EVENT § CES ENDPOINT § HEALTH & WELLNESS SYSTEM SE TY

% Change Service | T NWAPPLIANCE18597 - Concentrator | Explore ©
= /deviceappliance/appliance NWAPPLIANCE18597 - Concentrator
=NWAPPLIANCE18597... prianceey

config

= &8 NWAPPLIANCE18597 - Concentrator (C... it
stats
B[] concentrator
B[] connections
B[] database

B & deviceappliance

B & appliance
[T config
BT stats Properties for NWAPPLIANCE18597 - Concentrator (CONCENTRATOR) /deviceappliance/appliance
B[ connections srvAlloc ~ Parameters service=concentrator volume=index commit=1
a1z
B[ Jrest Message Help
B[ services parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder |logdecoder}> service that will use storage
&[] storedproc volume - <string, {enum-one:The value must be one of the following: concentrator| concentrator0 |index |index0| netwitness_vg00}= volume group name
commit - <bool, optional> commit changes
@[ Jsys
B[ Jusers
BT index Response Qutput
Set /index/config/index.dir to /var/netwitness/concentrator/index==10.44 GB
B[] logs

6. Complete the service allocation of the three remaining volumes (index, index0, concentrator() using
srvAlloc property using the above step.

service=concentrator volume=index0 commit=1
service=concentrator volume=concentrator commit=1

service=concentrator volume=concentrator0 commit=1

7. The configured storage can be viewed by issuing the below command in SSH-in-browser. The
configured storage is highlighted in yellow.

df -hP

[root@NWAPPLIANCE18597 ~1# df —-hP

Filesystem Used Avail Use% Mounted on

devtmpfs 0 7.96 0% /dev

tmpfs B.0KE 7.9G 1% /dev/shm

tmpfs 8.6M 7.9G 1% /run

tmpfs 0 7.9G 0% /sys/fs/cgroup

/dev/mapper/netwitness vg00-root 4.1 266G /

/dev/mapper/netwitness vg00-usrhome 104M 9.96 2% /home

/dev/mapper/netwitness vgl0-varlog 115M 9.9G 2% /wvar/leg

/dev/mapper/netwitness vg00-nwhome 1.26 140G 1% /var/metwitness

/dew/sdal 185M B830M /boot

tmpfs 0 1.eG 0% /run/user/1269
/dev/mapper/concentrator-root 248M 30G 1% /var/netwitness/concentrator
/dev/mapper/concentrator-sessiondb 38M 773M 5% /var/netwitn concentrator/sessiondb
/dev/mapper/concentrator-metadb g84M 7.2G 2% /var/netwitness/concentrator/metadb
/dev/mapper/index-index 111M 116 1% /var/netwitn concentrator/index
/dev/mapper/indexl-index 111M 11c 1% /var/netwitn concentrator/index0
/dev/mapper/concentratorl-sessiondb 60M 3.8G 2% /var/metwitne concentrator/sessiondb0
/dev/mapper/concentratorl-metadb 27TM 34G 1% /var/netwitn concentrator/metadb0
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Appendix D - Sample Scenario for Extending for SASE Decoder

Storage

1.

SSH into node-z (Admin Server). Identify the new model and update model name, additional
storage attribute values in /root/.sase/sase-deployment-models.yml and save the changes.

The below screen shot shows the updated storage configuration in /root/.sase/sase-deployment-
models.yml: model name: clri2m60, additional storage: true. Additional storage disks are created
for the updated model name only when additional _storage is set to true.

# Define model name to configure host and storage

model_name: c1ril2m60
additional_storage: true

2. Run the nw-create-cloud-hybrid script on node-z.

nw-create-cloud-hybrid --enable-cloud-sase

[root@124Admin®26 12.4.0.0]# nw-create-cloud-hybrid --help
sage:
nw-create-cloud-hybrid command [options]
ommands:
--enable-cloud-sase Deploys NetWitness SASE focused assets to the cloud
--disable-cloud-sase Undeploys NetWitness SASE focused assets from the cloud
--upgrade-overlay-network Upgrades overlay network resources
--reissue-all-certs reissues all overlay network certificates
--reissue-node-certs reissues overlay network certificates for a specific node

required parameter:

--uuid UUID of NetWitness Node (see nw-manage -1)
--backup-cloud-nodes, -b Backup configuration of all cloud nodes
--restore-cloud-node, -r Restores configuration of specified Cloud node

required parameter:

--uuid UUID of NetWitness Cloud Node (see nw-manage -1)
--check-overlay-status, -c Checks inter-connectivity of all nw-ppn overlay network hosts
--check-cert-status, -s Checks overlay network certificate expiration status
ommand Options:

--cloud-provider Required: Destination cloud provider (gcp|aws)
- -deployment-model Optional Name of deployment model in template
defaults to pre-defined '(gcp|aws) default'
--cloud-key-path Optional Cloud based Service Account key data path
defaults to .(gcp|aws) specific file
3. Login to Admin Server or Ul To list the all the block devices, Navigate to Hosts -> Select the

Decoder node -> Services -> Actions -> View -> Explore -> deviceappliance -> appliance ->

Right Click -> Properties drop-down -> Select devlist -> Click Send.

¢ In this case, the model c/712m60 defines four disks for decoder service: decoder, decodersmall,
decoder0 and decodersmall0.

o The response output for devlist returns both configured and unconfigured block devices. 'used=1"'
indicate that the devices are configured. 'used=0" indicates that the device(s) are unconfigured. No
changes are required for configured blockdevice(s).

o All existing configuration is preserved. When extending storage, existing disks as defined in host-
models.yml (in this case decoder and decodersmall) are not recreated. Only new disks (decoder(
and decodersmall(0) are created.
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4,

Repeat steps 2 through 6 from Appendix B - Sample Scenario for Configuring SASE Decoder
Storage section to complete configuration of the unused (used=0) block devices.

Appendix E - Sample Scenario for Extending SASE Concentrator

Storage

This sample scenario describes the Storage extension for concentrator configured with cIr12m60 model.
The supported extension models are c/r6m30, cI1ri2m60 and c1r23mi20.

Follow these steps to extend storage for Concentrator:

1.

SSH into node-z (Admin Server). Identify the new model and update model name and additional
storage values in /root/.sase/sase-deployment-models.yml and save the changes.

The below screen shot shows an example configuration updated with extended storage model name:
clri2m60, additional storage: true . If the additional storage is not set to true, additional storage is
not created even though the model name is updated.

The below screen shot shows the updated storage configuration in /root/.sase/sase-deployment-
models.yml: model name: clri2m60, additional storage: true. Additional storage disks are created
for the updated model name only when additional storage is set to true.

# Define model name to configure host and storage

model_name: c1lri2mé60
additional_storage: true

Run the nw-create-cloud-hybrid script on node-z.

nw-create-cloud-hybrid --enable-cloud-sase

Login to SA UL To list the all the block devices, Navigate to Hosts -> Select the current Host
(concentrator node) -> Services -> Actions -> View -> Explore -> deviceappliance -> appliance -
> Right Click -> Properties drop-down -> Select devlist -> Click Send.

o The new disks corresponding to ‘used=0’ indicate that these disks are not configured.
o During storage extension, all existing configuration is preserved.

Repeat steps 2 through 7 from Appendix C - Sample Scenario for Configuring SASE Concentrator
Storage section to complete configuration of the unused (used=0) block devices.
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Western Digital Ultrastar Data 60 Storage Installation

and Configuration

This section contains the following topics:

e Introduction to Western Digital Ultrastar Data 60

e Sample Storage Configuration Scenarios for S7 Physical Hosts with Western Digital Ultrastar Data
60s

o WDDCS Tool and Arcconf Utilities Commands Reference

Introduction to Western Digital Ultrastar Data 60

The Western Digital Ultrastar Data 60, UsD-60, is a 4U form factor, high-density, rack-mounted storage
enclosure. NetWitness ships the UsD-60 with 60x 18TB HDDs, for a total of 1080TB of raw storage.

Most of the installation steps are detailed in the Western Digital Installation Guide. For more
information, see Ultrastar Data60 Hybrid Storage Platform.

RAID Controller Interface

NetWitness uses the Adaptec SmartRAID Ultra 3254-16e /e to communicate with the Western Digital
Ultrastar Data 60. To manage this RAID controller the arcconf command is used. For more
information about this utility, refer to the ARCCONF Command Line User’s Guide available under
the Documentation tab in this following location https://storage.microsemi.com/en-us/support/raid/sas
raid/asr-3254uc-16¢/.

NetWitness Specific Guidelines

Zoning: Each Ultrastar Data 60 can support up to 5 NetWitness appliances connected simultaneously by
using the Ultrastar’s zoning feature.

Cabling: Each NetWitness appliance requires at least 2 SAS cable connections. One for primary and
another for standby. When cabling the appliances. make sure to carefully note the interface number each
appliance is connected to. The cables must match the interface number for both the A and B sides.

Example deployment:

Decoder #1 is connected to Ultrastar #1 through port Al and Bl
Decoder #2 is connected to Ultrastar #1 through port A2 and B2
Concentrator #1 is connected to Ultrastar #1 through port A3 and B3

Zoning

The Ultrastar 60 contains 5 columns of hard drives each containing 12 hard drives for a total of 60 drives
per enclosure, these columns can be zoned into their own enclave depending on your specific use case.
Using this feature you can connect multiple appliances to the same enclosure and ensure that only the
configured Zones are visible to specific appliances.
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With zoning, you can configure interfaces for the following:
o Al and BI to show only the first 24 drives.

e A2 and B2 to show the next 12 drives.

If you want appliance #1 to access only the first 24 drives: connect the SAS cables to Al and B1.
For appliance #2 to access the next 12 drives: connect the SAS cables to A2 and B2.

With this setup, appliance #1 cannot access the 12 drives configured for appliance #2 and vice versa.

Predefined Zones

NetWitness only supports the following 6 predefined zones. The following charts are color-coded to
show which disks are associated with which Ultrastar interfaces.

Zone Config 0

This is the default zone configuration that all Ultrastar 60 are configured with from the factory. It allows
all drives to be viewed from all interfaces on the Ultrastar.

Zone Config 0 - 1x

Disks Interface
0 12 24 36 48 B6
1 13 25 37 49 B5
2 14 26 38 50 B4
3 15 27 39 51 B3
4 16 28 40 52 B2
5 17 29 41 53 Bl
6 18 30 42 54 A6
7 19 31 43 55 A5
8 20 32 44 56 Ad
9 21 33 45 57 A3

10 22 34 46 58 A2
11 23 35 47 59 Al

Zone Config 1

This config uses a 1x1x1x1x1 configuration and supports 5 NetWitness devices simultaneously. Each
device can only access 12 drives.

Zone Config 1 - 1x1x1x1x1
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Disks
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Zone Config 2
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Interface
B6
B5
B4
B3
B2
Bl
A6
A5
A4
A3
A2
Al

This config uses a 2x1x1x1 configuration and supports 4 NetWitness devices simultaneously.

Zone Config 2 - 2x1x1x1
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Zone Config 3
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36
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45
46
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48
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52
53
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57
58
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Interface
B6
B5
B4
B3
B2
Bl
A6
A5
A4
A3
A2
Al

This config uses a 3x1x1 configuration and supports 3 NetWitness devices simultaneously.
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Zone Config 3 - 3x1x1

Disks Interface
0 12 24 36 48 B6
1 13 25 37 49 B5
2 14 26 38 50 B4
3 15 27 39 51 B3
4 16 28 40 52 B2
5 17 29 41 53 Bl
6 18 30 42 54 A6
7 19 31 43 55 A5
8 20 32 44 56 Ad
9 21 33 45 57 A3

10 22 34 46 58 A2
11 23 35 47 59 Al

Zone Config 4

This config uses a 4x1 configuration and supports 2 NetWitness devices simultaneously.
Zone Config 4 - 4x1

Disks Interface
0 12 24 36 48 B6
1 13 25 37 49 B5
2 14 26 38 50 B4
3 15 27 39 51 B3
4 16 28 40 52 B2
5 17 29 41 53 Bl
6 18 30 42 54 A6
7 19 31 43 55 A5
8 20 32 44 56 A4
9 21 33 45 57 A3

10 22 34 46 58 A2
11 23 35 47 59 Al
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Zone Config 5

This config uses a 2x2x1 configuration and supports 3 NetWitness devices simultaneously.
Zone Config 5 - 2x2x1

Disks Interface
0 12 24 36 48 B6
1 13 25 37 49 B5
2 14 26 38 50 B4
3 15 27 39 51 B3
4 16 28 40 52 B2
5 17 29 41 53 Bl
6 18 30 42 54 A6
7 19 31 43 55 A5
8 20 32 44 56 A4
9 21 33 45 57 A3

10 22 34 46 58 A2
11 23 35 47 59 Al

Zone Config 6

This config uses a 3x2 configuration and supports 2 NetWitness devices simultaneously.
Zone Config 6 - 3x2
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Disks Interface
0 12 24 36 48 B6
1 13 25 37 49 B5
2 14 26 38 50 B4
3 15 27 39 51 B3
4 16 28 40 52 B2
5 17 29 41 53 B1
6 18 30 42 54 A6
7 19 31 43 55 A5
8 20 32 44 56 Ad
9 21 33 45 57 A3

10 22 34 46 58 A2
11 23 35 47 59 Al

Configure Zones

To configure a zone, you can refer to the complete list of steps that are available in the Zoning section of

the Western Digital User Guide. The sbin files can be downloaded from this location https://
community.netwitness.com/s/article/NetWitness-Zone-Configuration-on-Western-Digital-Ultrastar-60-

Download.

Additionally you can find the steps in the WDDCS Tool user guide. You can find the both the guides in
the following location Ultrastar Data60 Hybrid Storage Platform.

The ghbrevigted steps are as follows:

Obtains a list of device names for the IOMs

e wddcs <device> zone file=<file>

¢ wddcs <device> zone status

Shows the zone profile

Sample Storage Configuration Scenarios for S7 Physical

Hosts with Western Digital Ultrastar Data 60s

This topic illustrates the following examples of how to configure storage on unencrypted 60-drive
Western Digital UsD-60 external storage devices attached to S7 physical hosts.

o Configure Storage for Archiver using WD UsD-60

o Configure Storage for Decoder using WD UsD-60
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e Configure Storage for Log Decoder using WD UsD-60

o Configure Storage for Concentrator using WD UsD-60

Note:

- Drives available for configuration on the storage device need to be multiples of 12.
- Raid configuration commands such as raidList and raidNew for Western Digital storage are
available under /appliance/vendor/WesternDigital. Additional storage configuration
commands such are partNew, devlist, srvList are available under /appliance.
- On Western Digital storage, it is recommended to use the new parameter skipLVM=true when
implementing the partNew command during storage configuration.

Configure Storage for Archiver using WD UsD-60

The following scenario configures storage on one unencrypted 60-drive Western Digital Ultrastar Data

60 for an Archiver physical host.

1. Execute the raidList command.

a. Record the Controller Number.

You should see available drives listed under Unused Physical Devices.

b. Verify the Drive Count, Drive Type and Size.
The following example illustrates what you should see before you create a RAID array.

IMPORTANT: The drive size displayed as 32.74 GB in the following image is incorrect. This
issue has been added as a Known Issue in version 12.5.1. The correct size for each drive must
be displayed as 16.4 TB.

Properties for /appliance/vendor/WesternDigital

raidList | Paramete|

Message Help

raidlList: list drive shelves attached to this appliance

mﬂ

][Send]

security.roles: appliance.manage

[/appliance/vendor/WesternDigital?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller 1 at PCI Address 0:8d:0:0
Unused Physical Devices:

Sl

VLONOUAWR

ot Type Size
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive

SED
o
32.
o
327
32.
Fo
32.
Ho

74

true
true
true
true
true
true
true
true

10 ArcHardDrive 32.74 GB true
0 ArcHardDrive 32.74 GB true
2 ArcHardDrive 32.74 GB true

11
12
13
14
15
16
17
18

ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive

32.
320
528
32.
20
32.
32.
=

74

GB

true
true
true
true
true
true
true
true
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3.

Execute the raidNew command with the following parameters using the controller number you just
recorded.
controller=1 commit=1

Properties for /appliance/vendor/WesternDigital

raidNew v Parameters.[con!roller:1 commit=1 ]

Message Help
parameters:
controller - <uint32, {enum-one:The value must be one of the following: 1}> Controller the shelf is attached to.

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,false,on,off}> Prefer creation of a secure array given cc
and a controller with a security key set

commit - <bool, optional> commit changes

[/appliance/vendor/WeslemDigila\.m g=rai ontent-typ plain&controller=1&commit=1

Output (or command manual help)

Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s)
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable to the 0S after this operation

Creating logical device: LogicalDrv @
Command completed successfully.
Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable to the 0S after this operation.

Creating logical device: LogicalDrv 1
Command completed successfully.
Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directlv exposed to the 0S. These drives will become unavailable to the 0S after this operation.

Execute the raidList command to verify the new RAID array.
You should now see the following information.
Logical Drives: <Details of Drive ID, Device Name, Data Space, Raid Level>

Properties for /appliance/vendor/WesternDigital

Parameters:[ H Send ]

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

[ /appliance/vendor/WesternDigital ?msg=raidList&force-content-type=text/plain

QOutput (or command manual help)

Controller 1 at PCI Address 0:8d:0:0

Logical Drives:
ID DevName DataSpace RaidLevel
0 /dev/sdc 147.34 TB 50
1 /dev/sdd 147.34 TB 50
2 /dev/sde 147.34 TB 50
3 /dev/sdf 147.34 TB 50
4 /dev/sdg 147.34 TB 50

Unused Physical Devices:
Slot Type Size SED

4. Execute the devlist command to find the exact memory distribution for the newly created raids.
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Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appIiance?msg=devlist&force-content-type=text/p|ain

Output (or command manual help)

sdf: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdd: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0

sdb: vendor=DELL model=RAID size="2.18 TB" used=1

sdg: vendor=Adaptec model="LOGICAL VOLUME™ size="147.34 IB" used=0

sde: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0

sdc: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0

sda: vendor=DELL model=RAID size="2.18 TB" used=1

5. Execute 1sb1lk command at the backend to verify block devices created on the host.

[root@ArchiverS7 ~]# 1lsblk

MAJ:MIN RM MOUNTPOINT
8:0

/boot/ef1i
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

netwitness vg00-nwhome
netwitness_vg00-varlog
netwitness vg00-usrhome
netwitness_vg00-root
netwitness_vg00-swap
sdb
L-sdb1

L netwitness vg00-nwhome /var/netwitness

[cojcNoNolloNojoooNoNoNoNoNoNoNol
[cNoNoNoNolloNojoNoNoNoNoNoNoNoNoNo

6. Execute the partNew command with the following parameters to create partitions and mount points
on any available block devices as required for archiver storage.

name=sdc service=archiver volume=archiver skipLVM=true commit=1
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Properties for /appliance

partNew v |Parameters: | name=sdc service=archiver volume=archiver skipLVM=true commit=1

H Send]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:

name - <string, {enum-one:The value must be one of the following: sdf|sdd|sdg|sde|sdc}> block device name

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> serv

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decode
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull|logdecoderful

I/appIiance?msg=par1New&force—content—type=text/plain&name=sdc&service=archiver&volume=archiver&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt

/sbin/parted -s -a optimal /dev/sdc mkpart database 0% 100%

/sbin/mkfs.xfs /dev/sdcl

meta-data=/dev/sdcl isize=512
= sectsz=4096
= crc=1
= reflink=1
data = bsize=4096
= sunit=256
naming =version 2 bsize=4096
log =internal log bsize=4096
= sectsz=4096
realtime =none extsz=4096

agcount=148, agsize=268434944 blks
attr=2, projid32bit=1

finobt=1, sparse=1, rmapbt=0
bigtime=0 inobtcount=0
blocks=39551162880, imaxpct=1
swidth=768 blks

ascii-ci=0, ftype=1

blocks=521728, version=2

sunit=1 blks, lazy-count=1
blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/database1025
/bin/mount /var/netwitness/archiver/database1025

7. Execute the partNew command with the following parameters to create partitions on the remaining
available block devices as required for archiver storage extension.

name=sdd service=archiver volume=archiver skipLVM=true commit=1

Properties for /appliance

Parameters: [name=sdd service=archiver volume=archiver skipLVM=true commit=1

H Send ‘

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:

name - <string, {enum-one:The value must be one of the following: sdf|sdd|sdg|sde|sdc}> block device name

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> s¢

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|dect
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull | logdecoder-

[/appliance?msg=panNew&force-content-type=text/p|ain&name=sdd&service=archiver&vo|ume=archiver&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt

/sbin/parted -s -a optimal /dev/sdd mkpart database 0% 100%

/sbin/mkfs.xfs /dev/sdd1l

meta-data=/dev/sdd1l isize=512
= sectsz=4096
= crc=1
= reflink=1
data = bsize=4096
= sunit=256
naming =version 2 bsize=4096
log =internal log bsize=4096
= sectsz=4096
realtime =none extsz=4096

agcount=148, agsize=268434944 blks
attr=2, projid32bit=1

finobt=1, sparse=1, rmapbt=0
bigtime=0 inobtcount=0
blocks=39551162880, imaxpct=1
swidth=768 blks

ascii-ci=0, ftype=1

blocks=521728, version=2

sunit=1 blks, lazy-count=1
blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/databasel026
/bin/mount /var/netwitness/archiver/databasel026
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name=sde service=archiver volume=archiver skipLVM=true commit=1

Properties for /appliance
Parameters: [name=sde service=archiver volume=archiver skipLVM=true commit=1| ][ send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sdg|sde|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|p
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecoderfull |1l

[/appliance?msg=partNew&force-content-type=textlp|ain&name=sde&service=archiver&volume=archiver&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sde mklabel gpt
/sbin/parted -s -a optimal /dev/sde mkpart database 0% 100%
/sbin/mkfs.xfs /dev/sdel

meta-data=/dev/sdel isize=512 agcount=148, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0

reflink=1 bigtime=0 inobtcount=0

data bsize=4096 blocks=39551162880, imaxpct=1
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/database1027
/bin/mount /var/netwitness/archiver/database1027

name=sdf service=archiver volume=archiver skipLVM=true commit=1l

Properties for /appliance
Parameters: |name=sdf service=archiver volume=archiver skipLVM=true commit=1| ” Send ]

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sdg|sde|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|de

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull|logdecode

[/appliance?msg=partNew&force-content—type=text/p|ain&name=sdf&service=archiver&volume=archiver&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart database 0% 100%
/sbin/mkfs.xfs /dev/sdfl

meta-data=/dev/sdf1l isize=512 agcount=148, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=39551162880, imaxpct=1
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/databasel028
/bin/mount /var/netwitness/archiver/databasel028

name=sdg service=archiver volume=archiver skipLVM=true commit=1
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Properties for /appliance
Parameters: [name=sdg service=archiver volume=archiver skipLVM=true commit=1| ][ send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sdg|sde|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> ser
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decod
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecoderfu

[/appIiance?msg=par1New&force—content—type=text/plain&name=sdg&service=archiver&volume=archiver&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdg mklabel gpt
/sbin/parted -s -a optimal /dev/sdg mkpart database 0% 100%
/sbin/mkfs.xfs /dev/sdgl

meta-data=/dev/sdgl isize=512 agcount=148, agsize=268434944 blks
sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0

reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=39551162880, imaxpct=1
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/database1029
/bin/mount /var/netwitness/archiver/database1029

8. Execute the devl1ist command to verify partitions created.

Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=dev|ist&force—content—type=text/plain

Output (or command manual help)

sdf: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdd: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdb: vendor=DELL model=RAID size="2.18 TB" used=1

sdg: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sde: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdc: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sda: vendor=DELL model=RAID size="2.18 TB" used=1

9. Execute 1sblk command to list all the raids and partitions in the service.
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[root@ArchiverS7 ~]# lsblk

=
=
=
el
=

SIZE RO MOUNTPOINT
2.2T
256M

1G
2.2T
4.3T
106G

/boot/efi
/boot

/var/netwitness
/var/log
/home

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vgo0-root

/
netwitness_vg00-swap [SWAP]

PWUNPFPOWNEO

/var/netwitness

/var/netwitness/archiver/database1025
/var/netwitness/archiver/database1026
/var/netwitness/archiver/database1027

/var/netwitness/archiver/database1028

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

[cloNoNoNoNoNoNoNoNolloNoNoNoNoloNoNoNoNoNoNol

/var/netwitness/archiver/database1029

10. When allocating storage to an Archiver, a configuration entry is added in
/archiver/config/mounts.dir. However, this action alone does not allocate the storage to a
collection in the Archiver. To complete the process, use the Archiver Data Retention page on the
Netwitness Platform UI to assign storage from the Archiver's mounts.dir parameter to collections.

After configuring Western Digital storage for Archiver using the above steps, refer to the instructions
in the Configure Hot, Warm, and Cold Storage section in the Archiver Configuration Guide for

Version 12.5.1 to complete storage allocation on the Archiver host.

Configure Storage for Decoder using WD UsD-60

The following scenario configures storage on one unencrypted 60-drive Western Digital Ultrastar Data
60 for a Network Decoder physical host.

1. Execute the raidList command.

a. Record the Controller Number.
You should see available drives listed under Unused Physical Devices

b. Verify the Drive Count, Drive Type and Size.
The following example illustrates what you should see before you create a RAID array.

IMPORTANT: The drive size displayed as 32.74 GB in the following image is incorrect. This
issue has been added as a Known Issue in version 12.5.1. The correct size for each drive must
be displayed as 16.4 TB.
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Properties for /appliance/vendor/WesternDigital

Parameters: | |['send |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appIiance/vendor/WesternDigital?msg=raidList&force—content—type=text/plain

Output (or command manual help)

Controller 1 at PCI Address 0:8d:0:0
Unused Physical Devices:
Slot Type Size SED

ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
10 ArcHardDrive 32.74 GB true
@ ArcHardDrive 32.74 GB true
2 ArcHardDrive 32.74 GB true
11 ArcHardDrive 32.74 GB true
12 ArcHardDrive 32.74 GB true
13 ArcHardDrive 32.74 GB true
14 ArcHardDrive 32.74 GB true
15 ArcHardDrive 32.74 GB true
16 ArcHardDrive 32.74 GB true
17 ArcHardDrive 32.74 GB true
18 ArcHardDrive 32.74 GB true

LONOUAWR

2. Execute the raidNew command with the following parameters using the controller number you just
recorded.
controller=1 commit=1

Properties for /appliance/vendor/WesternDigital

Parameters: [Commller=1 commit=1 ] Send
Message Help
parameters:

controller - <uint32, {enum-one:The value must be one of the following: 1}> Controller the shelf is attached to.

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,false,on,off}> Prefer creation of a secure array given cc
and a controller with a security key set

commit - <bool, optional> commit changes

[/appliance/vendor/WestemDigila\.m g=rai orce-content-typs plain&controller=1&commit=1

Output (or command manual help)
Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable to the 0S after this operation.

Creating logical device: LogicalDrv @
Command completed successfully.
Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable to the OS after this operation.

Creating logical device: LogicalDrv 1

Command completed successfully.

Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).

WARNING: One or more selected drives are connected to mixed mode connectors and directlv exposed to the 0S. These drives will become unavailable to the 0S after this operation.

3. Execute the raidList command to verify the new RAID array.

You should now see the following information.

Logical Drives: <Details of Drive ID, Device Name, Data Space, Raid Level>
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Properties for /appliance/vendor/WesternDigital

Parameters: |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance/vendor/WesternDigital?msg=raidList&force-content-type=text/pIain

Output (or command manual help)

Controller 1 at PCI Address ©:8d:90:0

Logical Drives:
ID DevName DataSpace RaidLevel
@ /dev/sdb 147.34 TB 50
1 /dev/sde 147.34 TB 50
2 /dev/sdf 147.34 TB 50
3 /dev/sdg 147.34 TB 50
4 /dev/sda 147.34 1B 1%}

Unused Physical Devices:
Slot Type Size SED

4. Execute the devlist command to find the exact memory distribution for the newly created raids.

Properties for /appliance

Parameters:[ H Send ]

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force-content-type=text/p|ain

QOutput (or command manual help)

sdf: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=e
sdd: vendor=DELL model=RAID size="2.18 TB" used=1

sdb: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdg: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sde: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdc: vendor=DELL model=RAID size="2.18 TB" used=1

| sda: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0|
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5. Execute 1sb1lk command at the backend to verify block devices created on the host.

[root@Decoder ~]# 1lsblk
NAME : SIZE RO TYPE MOUNTPOINT
sda : 147 .3T disk
sdb 147 .3T disk
sdc 2.2T disk
sdcl 256M part /boot/efi
sdc2
sdc3

1G part /boot
2.2T part

netwitness_vgo0-nwhome 4.3T lvm /var/netwitness

netwitness vg00-varlog 10G lvm /var/log

netwitness vg00-usrhome

netwitness vg00-root

10G lvm /home
30G lvm /
netwitness_ vg00-swap
sdd

4G lvm [SWAP]
2T disk
L-sdd1 2T part

L-netwitness vg00-nwhome .3T lvm /var/netwitness
sde 3T disk
ok 3T disk
sdg 3T disk
sro .6G rom

SilclclcllocNoNoloNoNoNooNoNoNoNooNol
(elfoNololoNoNolloNooNololNoNoNoNooNol

6. Execute the partNew command with the following parameters to create decoderfull partition on
any of the available block devices.

name=sda service=decoder volume=decoderfull skipLVM=true commit=1
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Properties for /appliance

Parameters: | name=sda service=decoder volume=decoderfull skipLVM=true commit=1

]|Send|

Message Help
partNew: make partitions on a block device
security.roles: appliance.manage
parameters:

name - <string, {enum-one:The value must be one of the following: sdf|sdb|sdg|sde|sda}> block device name

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|de
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecode

commit - <bool, optional> commit changes

I/appIiance?msg=partNew&force-content-type=textlplain&name=sda&service=decoder&volume=decoderfuII&skipLVM=true&commit=1

Output (or command manual help)
/sbin/parted -s /dev/sda mklabel gpt

/sbin/parted -s -a optimal /dev/sda mkpart decoroot 0% 100Gb

/sbin/mkfs.xfs /dev/sdal

meta-data=/dev/sdal isize=512
= sectsz=4096
= crc=1
= reflink=1
data = bsize=4096
= sunit=256
naming =version 2 bsize=4096
log =internal log bsize=4096
= sectsz=4096
realtime =none extsz=4096

/bin/mkdir -p /var/netwitness/decoder
/bin/mount /var/netwitness/decoder

agcount=16, agsize=1525760 blks
attr=2, projid32bit=1

finobt=1, sparse=1, rmapbt=0
bigtime=0 inobtcount=0
blocks=24412160, imaxpct=25
swidth=768 blks

ascii-ci=0, ftype=1
blocks=11920, version=2

sunit=1 blks, lazy-count=1
blocks=0, rtextents=0

/sbin/parted -s -a optimal /dev/sda mkpart index 100Gb 130Gb

/sbin/mkfs.xfs /dev/sda2
meta-data=/dev/sda2 isize=512
sectsz=4096
crc=1
reflink=1
bsize=4096
<init=28A

data

agcount=16, agsize=457984 blks
attr=2, projid32bit=1
finobt=1, sparse=1, rmapbt=0
bigtime=0 inobtcount=0
blocks=7324416, imaxpct=25
cuwidth=7AR hlkc

partNew implementation on the first available block device is the base partition with volume type
decoderfull and creates decoder dir, index, metadb, sessiondb, packetdb. All the
remaining available block devices are configured as extensions using volume type decoder

(packetdb).

7. Execute the partNew command with the following parameters on the remaining available block
devices to create decoder partition extensions.

name=sdb service=decoder volume=decoder skipLVM=true commit=1
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Properties for /appliance
Parameters: [name=sdb service=decoder volume=decoder skipLVM=true commit=1| ][ send |

Message Help
partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdb|sdg|sde|sda}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|p

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull|logdecoderfull |1l
commit - <bool, optional> commit changes

[/appliance?msg=partNew&force-content-type=text/p|ain&name=sdb&service=decoder&volume=decoder&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdb mklabel gpt
/sbin/parted -s -a optimal /dev/sdb mkpart packetdb % 100%
/sbin/mkfs.xfs /dev/sdbl

meta-data=/dev/sdbl isize=512 agcount=148, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=39551162880, imaxpct=1
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb1025
/bin/mount /var/netwitness/decoder/packetdb1025
name=sde service=decoder volume=decoder skipLVM=true commit=1

Properties for /appliance
Parameters: [name=sde service=decoder volume=decoder skipLVM=true commit=1 |['send |

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdb|sdg|sde|sda}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> serv
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decode

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecoderful
commit - <bool, optional> commit changes

[/appliance?msg=partNew&force-content-type=text/plain&name=sde&sewice=decoder&volume=decoder&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sde mklabel gpt
/sbin/parted -s -a optimal /dev/sde mkpart packetdb 0% 100%
/sbin/mkfs.xfs /dev/sdel

meta-data=/dev/sdel isize=512 agcount=148, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=39551162880, imaxpct=1
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb1026
/bin/mount /var/netwitness/decoder/packetdb1026

name=sdf service=decoder volume=decoder skipLVM=true commit=1

105 Western Digital Ultrastar Data 60 Storage Installation and Configuration



Storage Guide

Properties for /appliance
Parameters: | name=sdf service=decoder volume=decoder skipL\VM=true commit=1 |[ send |

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdb|sdg|sde|sda}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> se
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decc

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecoderf
commit - <bool, optional> commit changes

[/appIiance’?msg=parTNew&force-content-type=text/plain&name=sdf&service=decoder&vo|ume=decoder&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart packetdb 0% 100%
/sbin/mkfs.xfs /dev/sdfl

meta-data=/dev/sdf1l isize=512 agcount=148, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=39551162880, imaxpct=1
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb1027
/bin/mount /var/netwitness/decoder/packetdb1027

name=sdg service=decoder volume=decoder skipLVM=true commit=1

Properties for /appliance
Parameters:  name=sdg service=decoder volume=decoder skipLVM=true commit=1 |[ send |

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdb|sdg|sde|sda}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servic
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecoderfull |
commit - <bool, optional> commit changes

[/appliance?msg=par1New&force-content-type=textlplain&name=sdg&service=decoder&volume=decoder&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdg mklabel gpt
/sbin/parted -s -a optimal /dev/sdg mkpart packetdb 0% 100%
/sbin/mkfs.xfs /dev/sdgl

meta-data=/dev/sdgl isize=512 agcount=148, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=39551162880, imaxpct=1
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb1028
/bin/mount /var/netwitness/decoder/packetdb1028

8. Execute devlist command to verify partitions created.
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Properties for /appliance

devlist v ] Parameters: [

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/app]iance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

| sdf: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1 |
sdd: vendor=DELL model=RAID size="2.18 TB" used=1

sdb: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdg: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sde: vendor=Adaptec_model="LOGICAL VOLUME" size="147.34 TB" used=1
sdc: vendor=DELL model=RAID size="2.18 TB" used=1

| sda: vendor=Adaptec model="LOGICAL VOLUME™ size="14/.34 TB" used=1 |

9. Execute 1sblk command to list all partitions and mountpoints on the service.

[root@Decoder ~]# lsblk
MOUNTPOINT

/var/netwitness/decoder
/var/netwitness/decoder/index
/var/netwitness/decoder/sessiondb
/var/netwitness/decoder/metadb
/var/netwitness/decoder/packetdb

/var/netwitness/decoder/packetdb1025

/boot/efi
/boot

8:
8:
8:
8:
8:
8:
8:
8:
8:
8:
8:
8:

/var/netwitness
/var/log
/home

netwitness_ vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vg00-root

/
netwitness_vg0o0-swap [SWAP]

/var/netwitness
/var/netwitness/decoder/packetdb1026
/var/netwitness/decoder/packetdb1027

/var/netwitness/decoder/packetdb1028

SN oNoNoloNolloNoNoNoNoNoNoNoloNoNoNollolooNoNoNoNoNol
[cifoNoNoNoNoNolloNoNoNoNoNoNoNoNoNoNoNolloNoNoNoNoNoNoNol

10. The srvalloc command node only works with LVM volumes, so databases must be allocated
manually. To perform this allocation:

a. Navigate to /database/config/<dbtype>.dir on the Decoder service REST interface or
Explore page on the NetWitness UL
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b. Add the mountpoint created by the partNew command. The syntax is a semi-colon separated list
of directories.

For example:

/database/config/packet.dir=/var/netwitness/decoder/packetdb=96.22
TB; /var/netwitness/decoder/packetdbl1025=96.22
TB; /var/netwitness/decoder/packetdbl1026=96.22 TB

c. The service must be restarted for new directories to take effect.

d. Modify the /database/config/packet.dir value to include additional mountpoints as
shown on the output of the 1sb1k command.

[SE—]

/var/netwitness/decoder/packetdb==96.26
TB;/var/netwitness/decoder/packetdb1025==96.26
TB;/var/netwitness/decoder/packetdb1026==96.26
TB;/var/netwitness/decoder/packetdb1027==96.26
TB;/var/netwitness/decoder/packetdb1028==96.26 TB

Packet/Log Database Directory
(packet.dir) ()

Set

11. Execute database reconfig and index reconfig to allocate accurate database sizes to the
mountpoints that were manually added.

/database reconfig update=1
Properties for /database

[reconfig | Parameters: [update=1] ][ send |

Message Help
Sty

S —
security.roles: database.manage
parameters:

update - <bool, optional> If true (default is false), will automatically update the respective *.dir and *.free.space.min settings, otherwise it will just output the calculations

type - <string, optional, {enum-any:The value must be one or more of the following: session|meta|packet}> The database types to reconfigure, default is all
percent - <uint32, optional, {unsigned:The value must be between 1 and 99, inclusive}> The drive percentage to use for the calculated size per directory, default is 98
op - <string, optional, {enum-one:The value must be one of the following: normal|10g}> The operating mode, ‘normal’ or '1@g'. Default is normal.

in&undate=
[/datab 9 g ontent-typ 1

Output (or command manual help)

packet.file.type: pcapng

packet.dir: /var/netwitness/decoder/packetdb==96.26 TB;/var/netwitness/decoder/packetdb1025==144.39 TB;/var/netwitness/decoder/packetdb1626==144.39 TB;/var/netwitness/decoder/packetdb1027==144.39
TB; /var/netwitness/decoder/packetdb1028==144.39 TB
packet.free.space.min: 874 GB

packet.file.size: auto

packet.files: auto

meta.dir: /var/netwitness/decoder/metadb==43.56 TB

meta.free.space.min: 395 GB

meta.files: auto

meta.file.size: auto

session.dir: /var/netwitness/decoder/sessiondb==4.45 TB

session. free.space.min: 40 GB

session. files: auto

session.file.size: auto

/index reconfig update=1
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12.

Properties for /index
Parameters: |update=1 H Send ]

Message Help

reconfig: Calculates new sizes for the summary and page directories. NOTE: Any size changes require a reset of the
security.roles: index.manage
parameters:
update - <bool, optional> If true (default is false), will automatically update the respective config node setti
percent - <uint32, optional, {unsigned:The value must be between 1 and 99, inclusive}> The drive percentage to u

[ /index?msg=reconfig&force-content-type=text/plain&update=1

Output (or command manual help)

index.dir: /var/netwitness/decoder/index==25.13 GB

Execute the /appliance srvList command to verify the services allocated on the appliance.

Properties for /appliance

[srvList ] Parameters: | |['send

Message Help

srvlist: list of core services on this appliance
security.roles: appliance.manage

l

2msg=srvLi yp pl

Output (or command manual help)

localhost:56004: type=decoder

packet.dir="/var/netwitness/decoder/packetdb==96.26 TB;/var/netwitness/decoder/packetdb1025==144.39 TB;/var/netwitness/decoder/packetdbl026==144.39 TB;/var/netwitness/decoder/packetdb1027==144.39
TB;/var/netwitness/decoder/packetdb1028==144.39 TB"

session.dir="/var/netwitness/decoder/sessiondb==4.45 TB"
index.dir="/var/netwitness/decoder/index==25.13 GB"

Configure Storage for Log Decoder using WD UsD-60

The following scenario configures storage on one unencrypted 60-drive Western Digital Ultrastar Data
60 for a Log Decoder physical host.

1. Execute the raidList command.
a. Record the Controller Number.
You should see available drives listed under Unused Physical Devices
b. Verify the Drive Count, Drive Type and Size.

The following example illustrates what you should see before you create a RAID array.
IMPORTANT: The drive size displayed as 32.74 GB in the following image is incorrect. This
issue has been added as a Known Issue in version 12.5.1. The correct size for each drive must
be displayed as 16.4 TB.
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Properties for /appliance/vendor/WesternDigital

Parameters:[ H Send ]

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance/vendor/WestemDigital?msg=raidList&force—content—type=text/p|ain

Output (or command manual help)

Controller 1 at PCI Address 0:8d:0:0
Unused Physical Devices:
Slot Type Size SED

ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
ArcHardDrive 32.74 GB true
10 ArcHardDrive 32.74 GB true
0@ ArcHardDrive 32.74 GB true
2 ArcHardDrive 32.74 GB true
11 ArcHardDrive 32.74 GB true
12 ArcHardDrive 32.74 GB true
13 ArcHardDrive 32.74 GB true
14 ArcHardDrive 32.74 GB true
15 ArcHardDrive 32.74 GB true
16 ArcHardDrive 32.74 GB true
17 ArcHardDrive 32.74 GB true
18 ArcHardDrive 32.74 GB true

VWONOU A WR

2. Execute the raidNew command with the following parameters using the controller number you just
recorded.

controller=1 commit=1
Properties for /appliance/vendor/WesternDigital

raidNew v Paramelers'lcomroller=1 commit=1 l Send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: 1}> Controller the shelf is attached to.
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,false,on,off}> Prefer creation of a secure array given
and a controller with a security key set
commit - <bool, optional> commit changes

[/appliance/vendor/WestemDigita\?msg=raidNew&force-comem-type=text/plain&control\er= 1&commit=1

Output (or command manual help)

Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable to the 0S after this operation

Creating logical device: LogicalDrv @
Command completed successfully
Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable to the 0S after this operation.

Creating logical device: LogicalDrv 1
Command completed successfully.
Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s)

WARNTNG: Ona ar mara calartad drivac are cannarted +n mivaed mada rannactanc and diractlu avancad +n tha NS Thaca drivac will hacame navailahla +a the NS aftar thic anaratinan

3. Execute the raidlList command to verify the new RAID array.

You should now see the following information.
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Logical Drives: <Details of Drive ID, Device name, Data Space, Raid Level>

Properties for /appliance/vendor/WesternDigital

Parameters:[ H Send ]

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance/vendor/WestemDigitaI?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller 1 at PCI Address ©:8d:0:0

Logical Drives:
ID DevName DataSpace RaidLevel
0 /dev/sdbw 147.34 TB 50
1 /dev/sdbx 147.34 TB 58
2 /dev/sdaa 147.34 TB 50
3 /dev/sdab 147.34 TB 50
4 /dev/sda 147.34 TB 50

Unused Physical Devices:
Slot Type Size SED
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4. Execute the devlist command to find the exact memory distribution for the newly created raids.

Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[ fappliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

sdy: vendor=DELL model=RAID size="2.18 TB" used=1

sdf: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdab: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdds: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdbx: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdz: vendor=DELL model=RAID size="2.18 TB" used=1

sda: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0 I

5. Execute 1sblk command at the backend to verify block devices created on the host.

[root@LogDecoder ~]# lsblk
MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
:0 0 147.3T disk
:80 0 147.3T7 disk
10 1 13.6G rom
0 2.2T disk
3 0 256M part /boot/efti
:130 0 1G part /boot
0 2.2T part
netwitness_vg00-nwhome : 0 4.3T lvm /var/netwitness
netwitness vg00-varlog 0 10G lvm /var/log
netwitness vg00-usrhome 0 10G lvm /home
netwitness vgo0-root 0 30G lvm /
netwitness vg00-swap 0 4G lvm [SWAP]
0 2.2T disk
0 2.2T part
0 4.3T lvm /var/netwitness
0 147.3T disk
0 147.3T disk
0 147.3T disk

(clcolc [cfololoNoNoNoNoNoNoloNoNaolaolo

6. Execute the partNew command with the following parameters to create 1ogdecoderfull partition
on any of the available block devices.

name=sda service=logdecoder volume=logdecoderfull skipLVM=true commit=1
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Properties for /appliance
Parameters: | name=sda service=logdecoder volume=logdecoderfull skipLVM=true commit=1 |[ 'send |

Message Help

rETTC ST I (S ITaTT O Te T e VO I UC S T OT  OTe O CIe T UL TOWITg + SUT [ SUGU | SUUS [ SUUA | SUG] 7 UTUCK 0TV ITT TG
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> se
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|deco
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull | logdecoderf
commit - <bool, optional> commit changes
start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage (nu
end - <string, optional> The end of the partition. Can be in sectors (number ends with 's'), or percentage (number

skipLVM - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 0,1,yes,no,true
[RV/VAY

[/appIiance?msg=par1New&force-content-type=text/pIain&name=sda&service=|ogdecoder&voIume=IogdecoderfuII&skipLVM=true&commit:1

Output (or command manual help)

/sbin/parted -s /dev/sda mklabel gpt
/sbin/parted -s -a optimal /dev/sda mkpart decoroot 0% 100Gb
/sbin/mkfs.xfs /dev/sdal

meta-data=/dev/sdal isize=512 agcount=16, agsize=1525760 blks
= sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0

reflink=1 bigtime=0 inobtcount=0

data = bsize=4096  blocks=24412160, imaxpct=25
= sunit=256 swidth=768 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=11920, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/logdecoder

/bin/mount /var/netwitness/logdecoder

/sbin/parted -s -a optimal /dev/sda mkpart index 100Gb 130Gb
/sbin/mkfs.xfs /dev/sda2

meta-data=/dev/sda2 isize=512 agcount=16, agsize=457984 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0

data = bsize=4096  blocks=7324416. imaxbct=25

partNew implementation on the first available block device is the base partition with volume type
logdecoderfull and creates logdecoder dir, index, metadb, sessiondb, packetdb. All the
remaining available block devices are configured as extensions using volume type logdecoderext
(metadb,packetdb).

7. Execute the partNew command with the following parameters on the remaining available block
devices to create 1ogdecoderext partition extensions.
name=sdab service=logdecoder volume=logdecoderext skipLVM=true commit=1
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Properties for /appliance
Parameters: [name=sdab service=logdecoder volume=logdecoderext skipLVM=true commit=1 H Send ]

Message Help

e b~ R L vaiu iy ue v e TULLIUWLIIG . SUT | SUUU [ SUUS | SUUA [ oUd CLULR UL vaLLLdimne
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|d
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecod
commit - <bool, optional> commit changes
start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage
end - <string, optional> The end of the partition. Can be in sectors (number ends with 's'), or percentage (num
skipLVM - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,t

VIV AN

I/appliance?msg=partNew&force-content-type=text/plain&name=sdab&service=Iogdecoder&volume=Iogdecoderext&skipLVM=true&commit=

Output (or command manual help)

/sbin/parted -s /dev/sdab mklabel gpt
/sbin/parted -s -a optimal /dev/sdab mkpart metadb 0% 38400Gb
/sbin/mkfs.xfs /dev/sdabl

meta-data=/dev/sdabl isize=512 agcount=35, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0@ inobtcount=0
data = bsize=4096 blocks=9374999040, imaxpct=5
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/logdecoder/metadb1025

/bin/mount /var/netwitness/logdecoder/metadb1025

/sbin/parted -s -a optimal /dev/sdab mkpart packetdb 38400Gb 100%
/sbin/mkfs.xfs /dev/sdab2

meta-data=/dev/sdab2 isize=512 agcount=113, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=30176163840, imaxpct=1

name=sdbx service=logdecoder volume=logdecoderext skipLVM=true commit=1
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Properties for /appliance
Parameters: | name=sdbx service=logdecoder volume=logdecoderext skipLVM=true commit=1 || send |

Message Help

rrany i - F R Gl e vaLd i bl YIS T UL LUWATIE . SUT ] SUUU | SUUS | SUUA T oud ) CAUERUC VLSS At
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull|logdec:
commit - <bool, optional> commit changes
start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentag
end - <string, optional> The end of the partition. Can be in sectors (number ends with 's'), or percentage (n
skipLVM - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 0,1,yes,no

[RVLVAN

[/appIiance?msg=partNew&force-content-type=’(ext/plain&name=sdbx&service=|ogdecoder&vo|ume=logdecoderext&skipLVM=true&comm

Output (or command manual help)

/sbin/parted -s /dev/sdbx mklabel gpt

/sbin/parted -s -a optimal /dev/sdbx mkpart metadb 0% 38400Gb
/sbin/mkfs.xfs /dev/sdbxl

meta-data=/dev/sdbx1 isize=512 agcount=35, agsize=268434944 blks
E sectsz=4096 attr=2, projid32bit=1
- crc=1 finobt=1, sparse=1, rmapbt=0
- reflink=1 bigtime=0 inobtcount=0
data - bsize=4096  blocks=9374999040, imaxpct=5
= sunit=256 swidth=768 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/logdecoder/metadb1026

/bin/mount /var/netwitness/logdecoder/metadb1026

/sbin/parted -s -a optimal /dev/sdbx mkpart packetdb 38400Gb 100%
/sbin/mkfs.xfs /dev/sdbx2

meta-data=/dev/sdbx2 isize=512 agcount=113, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
- crc=1 finobt=1, sparse=1, rmapbt=0
- reflink=1 bigtime=0 inobtcount=0

data - bsize=4096 blocks=30176163840, imaxpct=1

= sunit=256 swidth=768 blks

name=sdds service=logdecoder volume=logdecoderext skipLVM=true commit=1
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Properties for /appliance
Parameters: [name=sdds service=logdecoder volume=logdecoderext skipLVM=true commit=1 H Send ‘

Message Help

e SLharig,  LSrum e vaLuw MUyt Ue o o TYLLIUWLTIE s SUT [ SUUU [ SUUS | SUUA T oUd v+ NouevL e

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecode

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmal
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logde

commit - <bool, optional> commit changes

start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percenta

end - <string, optional> The end of the partition. Can be in sectors (number ends with 's'), or percentage (

skipLVM - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 0,1,yes,n
[IRVIVAN

[/app|iance?msg=partNew&force-content-type=text/plain&name=sdds&service=|ogdecoder&volume=|ogdecoderext&skipLVM=true&com\

Output (or command manual help)

/sbin/parted -s /dev/sdds mklabel gpt
/sbin/parted -s -a optimal /dev/sdds mkpart metadb ©% 38400Gb
/sbin/mkfs.xfs /dev/sddsl

meta-data=/dev/sddsl isize=512 agcount=35, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
- reflink=1 bigtime=0 inobtcount=0
data = bsize=4096  blocks=9374999040, imaxpct=5
= sunit=256 swidth=768 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/logdecoder/metadb1027

/bin/mount /var/netwitness/logdecoder/metadb1027

/sbin/parted -s -a optimal /dev/sdds mkpart packetdb 38400Gb 100%
/sbin/mkfs.xfs /dev/sdds2

meta-data=/dev/sdds2 isize=512 agcount=113, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
- reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=30176163840, imaxpct=1
= <init=25A cwidth=7A8 hlk<

name=sdf service=logdecoder volume=logdecoderext skipLVM=true commit=1
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Properties for /appliance
Parameters: [name=sdf service=logdecoder volume=logdecoderext skipLVM=true commit=1 [ send |

Message Help

ey e - I b vaLu Rihebd g o roen TULLUWLHE s SUT [ SUUU | SUUS | SUUA | oud el eV e

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> ser

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decod
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull|logdecoderfu

commit - <bool, optional> commit changes

start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage (numr

end - <string, optional> The end of the partition. Can be in sectors (number ends with 's'), or percentage (number

skipLVM - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,
[IVIVAY

[/appIiance?msg=partNew&force-content-type=text/p|ain&name=sdf&service=|ogdecoder&volume=|ogdecoderext&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart metadb ©% 38400Gb
/sbin/mkfs.xfs /dev/sdf1l

meta-data=/dev/sdf1l isize=512 agcount=35, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= Ere=il finobt=1, sparse=1, rmapbt=0

reflink=1 bigtime=0 inobtcount=0

data = bsize=4096  blocks=9374999040, imaxpct=5
= sunit=256 swidth=768 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/logdecoder/metadb1028

/bin/mount /var/netwitness/logdecoder/metadb1028

/sbin/parted -s -a optimal /dev/sdf mkpart packetdb 38400Gb 100%
/sbin/mkfs.xfs /dev/sdf2

meta-data=/dev/sdf2 isize=512 agcount=113, agsize=268434944 blks
sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0

reflink=1 bigtime=0 inobtcount=0
hsize=4096 hlocks=30176163840. imaxnct=1

data

8. Execute devlist command to verify partitions created.

Properties for /appliance

Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force-content—type=text/p|ain

QOutput (or command manual help)

sdy: vendor=DELL model=RAID size="2.18 TB" used=1

sdf: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdab: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdds: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdbx: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdz: vendor=DELL model=RAID size="2.18 TB" used=1

[sda: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1 |

9. Execute 1sblk command to list all partitions and mountpoints on the service.
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[root@LoéDecoder ~]# 1sblk
MOUNTPOINT

/var/netwitness/logdecoder
/var/netwitness/logdecoder/index
/var/netwitness/logdecoder/sessiondb
/var/netwitness/logdecoder/metadb
/var/netwitness/logdecoder/packetdb

/var/netwitness/logdecoder/metadb1028
/var/netwitness/logdecoder/packetdb1028

/boot/efi
/boot

/var/netwitness
/var/log
/home

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vg00-root
netwitness_vg0o-swap
sdz
Lsdz1
Lnetwitness_va00-nwhome
sdab
sdab1l
sdab2
sdbx
sdbx1
sdbx2
sdds
sdds1
sdds?

/
[SWAP]

/var/netwitness

/var/netwitness/logdecoder/metadb1025
/var/netwitness/logdecoder/packetdb1025

/var/netwitness/logdecoder/metadb1026
/var/netwitness/logdecoder/packetdb1026

/var/netwitness/logdecoder/metadb1027
/var/netwitness/logdecoder/packetdb1027

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
(0]
0
0
0
0
0
0
0
0
0

[cloloNoNololofNololololoNoloNoloolololoNolléNoNoNoRNoloNooN ol o)

10. The srvalloc command node only works with LVM volumes, so databases must be allocated
manually. To perform this allocation:

a. Navigate to /database/config/<dbtype>.dir on the Log Decoder service REST interface
or Explore page on the NetWitness UI.

b. Add the mountpoint created by the partNew command. The syntax is a semi-colon separated list
of directories with space allocation.

For example:

/database/config/meta.dir = /var/netwitness/logdecoder/metadb=4.22
TB; /var/netwitness/logdecoder/metadbl025=4.22

TB; /var/netwitness/logdecoder/metadbl026=4.22 TB

c. The service must be restarted for new directories to take effect.

d. Modify the /database/config/meta.dir value to include additional mountpoints as shown
on the output of the 1sb1k command.

(G

/var/ngtwitness/logdecoder/netadp==27.07 TB;
/var/petwitness/logdecoder/metadb1025==27

TB; /var/netwitness/logdecoder/metadb1026==27

MAAARAAARARALN

Meta Database Directory (meta.dir) () |TB;/var/petwitness/logdecoder/metadb1e27==27
TB; /var/netwitness/logdecoder/metadb1028==27 TB v

MARS ARRRRAAARA

Set

e. Modify the /database/config/packet.dir value to include additional mountpoints as
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shown on the output of the 1sb1k command.

/var/netwitness/decoder/packetdb==110.09

TB; /var/netwitness/decoder/packetdb1025==110.09
TB; /var/netwitness/decoder/packetdb1026==110.09
TB; /var/netwitness/decoder/packetdb1027==110.069
(packet.dir) *) TB;/var/netwitness/decoder/packetdb1028==110.09 TB

MAARRRARRRAT N

Packet/Log Database Directory

Vz
11. Execute database reconfigand index reconfig to allocate accurate database sizes to the
mountpoints that were manually added.
/database reconfig update=1
Properties for /database
[reconfig v] Parameters: [update=1] | Send
Message Help
reconfig: Calculates new drive sizes and free space for the session, meta and/or packet directories. No directories are removed and the assumption is each directory is mounted on a separate filesy:
and will only be used for storage of that database.
security.roles: database.manage
parameters:

update - <bool, optional> If true (default is false), will automatically update the respective *.dir and *.free.space.min settings, otherwise it will just output the calculations
type - <string, optional, {enum-any:The value must be one or more of the following: session|meta|packet}> The database types to reconfigure, default is all
percent - <uint32, optional, {unsigned:The value must be between 1 and 99, inclusive}> The drive percentage to use for the calculated size per directory, default is 98

[_4.;.

tent i
) yp p P 1

Output (or command manual help)

packet.dir: /var/netwitness/logdecoder/packetdb==110.08 TB;/var/netwitness/logdecoder/packetdb1025==116.16 TB;/var/netwitness/logdecoder/packetdb1026==110.16
T8;/var/netwitness/logdecoder/packetdb1027==110.16 TB;/var/netwitness/logdecoder/packetdb1028==116.16 TB

packet. free.space.min: 1000 GB

packet.file.size: auto

packet.files: auto

meta.dir: /var/netwitness/logdecoder/metadb==27.07 TB;/var/netwitness/logdecoder/metadb1025==34.22 TB;/var/netwitness/logdecoder/metadb1026==34.22 TB;/var/netwitness/logdecoder/metadb1027==34.22
TB;/var/netwitness/logdecoder/metadb1028==34.22 TB

meta.free.space.min: 245 GB

meta.files: auto

meta.file.size: auto

session.dir: /var/netwitness/logdecoder/sessiondb==7.13 TB

session.free.space.min: 64 GB

session.files: auto

session.file.size: auto

/index reconfig update=1

Properties for /index

Parameters: |update=1

Message Help

H Send ]

reconfig: Calculates new sizes for the summary and page directories.
security.roles: index.manage
parameters:

NOTE: Any size changes require a reset of the i

update - <bool, optional> If true (default is false), will automatically update the respective config node setting
percent - <uint32, optional, {unsigned:The value must be between 1 and 99, inclusive}> The drive percentage to use

[/index?msg=reconfig&force-content-type=text/plain&update=1

Output (or command manual help)

index.dir: /var/netwitness/logdecoder/index==25.13 GB

12. Execute the /appliance srvList command to verify the services allocated on the appliance.
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Properties for /appliance

srvList v | Parameters: Send

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

( msg=srvLista tentiype=textip

Output (or command manual help)
Localhos

packet. dii
TB;/var/netwitness/logdecoder/packetdb162

:56002: type=logdecoder
""/var/netwitness/logdecoder/packetdb==118.08 TB;/var/netwitness/logdecoder/packetdb1025==110.16 TB;/var/netwitness/logdecoder/packetdb1626==110.16

10.16 TB;/var/netwitness/logdecoder/packetdb1028==110.16 TB"

meta.dir="/var/netwitness/logdecoder/metadb==27.07 TB;/var/netwitness/logdecoder/metadb1025==34.22 TB;/var/netwitness/logdecoder/metadb1026==34.22 TB;/var/netwitness/logdecoder/metadb1027==34.22
TB;/var/netwitness/logdecoder/metadb1028==34.22 T
session.dir="/var/netwitness/logdecoder/sessiondb==7.13 TB"
index.dir="/var/netwitness/logdecoder/index==25.13 GB"
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Configure Storage for Concentrator using WD UsD-60

Note: All 60 drives on drive Western Digital Ultrastar Data 60 are HDDs. As the WD storage has no
support for SSDs and the concentrator service requires at least 2 SSDs for the index database, SSDs
are to be installed on the concentrator physical host in slots 4 through 9 with a minimum of 3 drives.

Supported SSD configurations on the S7 concentrator host:

- 3 drives - slots 4, 5 and 6 - RAID 5

- 6 drives - slots 4, 5, 6, 7, 8 and 9 - RAID 6

- 3 Drives + 3 Drives - RAID 5, initially 3 drives are installed followed by extension with another 3
drives.

The SSD drive packs are available in two sizes - 3 * 3.2 TB or 3 * 7.68 TB. In the following
examples, the drive pack of 3 * 3.2 TB is used. When a larger drive pack (3 * 7.68 TB) is used, the
virtual drives are larger in size.

Note:

- On concentrator, RAID is configured on both Controller 0 (SSDs on S7 physical host) and Controller
1(HDDs on WD storage device).

- To execute raid commands such as raidList and raidNew for WD drives, use commands under
/appliance/vendor/WesternDigital

- To execute raid commands such as raidList and raidNew for SSDs on Concentrator host, use
commands under /appliance

The following scenario configures storage on one unencrypted 60-drive Western Digital Ultrastar Data
60 for a Concentrator physical host with 3 SSDs installed on the host.

1. To configure raid on WD storage attached to the Concentrator host, perform the following steps:
a. Execute the /appliance/vendor/WesternDigital raidList command.

b. Record the Controller Number.
You should see available drives listed under Unused Physical Devices

c. Verify the Drive Count, Drive Type and Size.
The following example illustrates what you should see before you create a RAID array.

IMPORTANT: The drive size displayed as 32.74 GB in the following image is incorrect. This
issue has been added as a Known Issue in version 12.5.1. The correct size for each drive must
be displayed as 16.4 TB.
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Properties for /appliance/vendor/WesternDigital

Parameters: |

Message Help

||Send]

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance/vendorNVesternDigital?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller 1 at PCI Address 0:8d:0:0
Unused Physical Devices:
Slot Type Size

VWoONOUVIHAWER

ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive

SED
32.
32.
32.
32.
32.
32.
32.
32

.74

GB true
GB true
GB true
GB true
GB true
GB true
GB true
GB true

10 ArcHardDrive 32.74 GB true
0 ArcHardDrive 32.74 GB true
2 ArcHardDrive 32.74 GB true

11
12
13
14
15
16
17

19

ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive
ArcHardDrive

ArnrlandNniua

.74
.74
.74
.74
.74
.74
.74

71

GB true
GB true
GB true
GB true
GB true
GB true
GB true

R +run

2. Execute the raidNew command with the following parameters using the controller number you just

recorded.

/appliance/vendor/WesternDigital raidNew controller=1 commit=1

Properties for /appliance/vendor/WesternDigital

Parameters: I controller=1 commit=1

s

Message Help

raidNew: allocate RAID devices in a drive shelf

security.roles: appliance.manage
parameters:

controller - <uint32, {enum-one:The value must be one of the following: 1}> Controller the shelf is attached to.
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,false,on,off}> Prefer
and a controller with a security key set
commit - <bool, optional> commit changes

creation of a secure

array given

[/appliancelvendor/WsslemD\gitaI g

force-content-typ

pl

in&controller=1&commit=1

Output (or command manual help)

Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable

Creating logical device: LogicalDrv @

Command completed successfully.

Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directly exposed to the 0S. These drives will become unavailable

Creating logical device: LogicalDrv 1

Command completed successfully

Controllers found: 1

WARNING: Use of SED device(s) may lead to data loss if ownership is taken on the specified device(s).
WARNING: One or more selected drives are connected to mixed mode connectors and directlv expvosed to the 0S. These drives will become unavailable

to the 0S after this

to the 0S after this

to the 0S after this

operation.

operation.

operation.

3. Execute the /appliance/vendor/WesternDigital raidList command to verify the new

RAID array.

You should now see the following information.
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Logical Drives: <Details of Drive ID, Device Name, Data Space, Raid Level>

Properties for /appliance/vendor/WesternDigital

Parameters: | |[ send |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[ /appliance/vendor/WesternDigital?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller 1 at PCI Address ©:8d:0:0

Logical Drives:
ID DevName DataSpace RaidlLevel
0 /dev/sdbu 147.34 1B 50
1 /dev/sdds 147.34 TB 50
2 /dev/sdbv 147.34 TB 50
3 /dev/sdbw 147.34 TB 50
4 /dev/sdaa 147.34 TB 50

Unused Physical Devices:
Slot Type Size SED

To configure raid on SSDs installed on the S7 physical host, perform the following steps:
a. Execute the /appliance raidList command.
b. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.
c. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

Parameters: | |['send |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[ fappliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller © at PCI Address 4a:00.0, Enclosure 286, SCSI Channel ©
Vendor: DP
Model: BP_PSV

In llco. frug

[orives: 1.455 7B SSD x 3 |
2.182 TB HDD x 4

Devices: sdb /dev/disk/by-path/pci-0000:4a:00.06-scsi-0:0:1:
sdc /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:2:

]
]
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SSD configuration on this host is shown below. 3 SSDs are added to slots 4, 5, and 6 on the
concentrator host for configuring index.

To view details about the SSDs installed on controller 0, run the following command on the
concentrator:

/opt/MegaRAID/perccli2/perccli2 /c0/eall/sall show

The following is a partial output from the above command.

Drive Information :

State Status DG 3 | SED_Type

Conf Online Z2.182 TiB SAS Enterprise CL2488M1149

Conf Online 2 [ SAS Enter Z 480M9149
? Conf Online 2 2.18 ] terpri CLZ2488M¥1149
Conf Online 2 2.182 TiB ] CLZ2488MA149
Conf Online .454 TiB SAS 5128 MZILS1T6HEJHBD3
B8 Conf Online . TiB J) 5128 MZILS1T6HEJHBD3
Conf Online .454 Ti S8 2B MZILS1T6HEJHAD3

5. Execute the raidNew command with the following parameters using the controller number and the
enclosure number associated with SSDs added to the concentrator host. This creates the RAID for
index.

controller=0 enclosure=286 scheme=concentrator-metakit commit=1

Properties for /appliance )
raidNew v |Parameters: \controller=0 enclosure=286 scheme=concentrator-metakit commit=1 H Send }

Message Help
enciosure - <ulntsZ, Optional, {enum-one.ine value must be one OT tne TOollowlng. Z4&bj;> ENCLOSUre numoer OT tne Si

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|net
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RA

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,I
drives and a controller with a security key set

commit - <bool, optional> commit changes

\/appliance?msg=raidNew&force-content-type=text/plain&controlIer=0&enclosure=286&scheme=concentrator-metakit&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c@ add vd r5 drives=286:4,286:5,286:6 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-553.22.1.el8_10.x86_64

Controller = ©

Status = Success

Description = Add VD succeeded.

VDID VDSize Status ErrType ErrCd Msg

6. Execute the /appliance raidList command to verify the index RAID created.
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Properties for /appliance

Parameters: |[ send |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force-content—type=text/plain

Output (or command manual help)

Controller @ at PCI Address 4a:080.8, Enclosure 286, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Prives: 1.455 1B 55D X 3]

2.182 1B HDD x 4

Devices:

7. Execute the dev1list command to find the exact memory distribution for the newly created raids.

Properties for /appliance

Parameters: |['send |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance’?msg=devlist&force-content-type=1ext/p|ain

Output (or command manual help)

dbu: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
dds: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sdbv: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0
|sdaa: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0

sdc: vendor=DELL model=RAID size="2.18 TB~ used=1

sda: vendor=DELL model=RAID size="2.91 TB" used=0
sdbw: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=0 |

8. Execute 1sblk command at the backend to verify block devices created on the host.

125 Western Digital Ultrastar Data 60 Storage Installation and Configuration



Storage Guide

[root@Concentrator ~]# 1lsblk
MAJ: SIZE RO MOUNTPOINT

: 2.9T

2.2T
256M
16
2.2T
306G
4G
4.3T
10G
10G
V2T
2T
3T
.6G
31
3T
3T
3T
3T

/boot/ef1
/boot

netwitness_vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome

/

[SWAP]
/var/netwitness
/var/log

/home

netwitness vg00-varlog
netwitness_vg00-usrhome

sdc
L-sdc1

Lnetwitness_vg00-nwhome /var/netwitness

(ooNoNoNol o NooNoNoNoNoNoNoNoNoNolo]
locNoNoNoNoNoNoNoNoNoNolloNoloNoNoNoNollo]

9. Execute the partNew command on one of the available block devices associated with WD storage
(sdaa, sdbu, sdbv, sdbw, sdds) to create the concentrator partition first. You must create the
concentrator volume before the index volume. Otherwise, the process will fail.

Use the following parameters.

name=sdaa service=concentrator volume=concentrator skipLVM=true commit=1
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Properties for /appliance

partNew |Parameters: [name=sdaa service=concentrator volume=concentrator skipLVM=true commit=1

H Send]

Message Help

ﬁﬁﬁﬁﬁﬁﬁ T e

volume - <string, optional,‘{éham-one:The value must bénéne of théofoiiéhiﬁéél
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecode

commit - <bool, optional> commit changes

start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage (1
end - <string, optional> The end of the partition. Can be in sectors (number ends with 's'), or percentage (numb¢
skipLVM - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 0,1,yes,no,tr

LVM) .

index|décodersmall

concentrator|

I/appliance?msg=partNew&force-content-type=text/plain&name=sdaa&service=concentrator&volume=concentrator&skipLVM=true&commit=1

Output (or command manual help)
/sbin/parted -s /dev/sdaa mklabel gpt

/sbin/parted -s -a optimal /dev/sdaa mkpart root 0% 30Gb

/sbin/mkfs.xfs /dev/sdaal

meta-data=/dev/sdaal isize=512
= sectsz=4096
= crc=1
= reflink=1
data = bsize=4096
= sunit=256
naming =version 2 bsize=4096
log =internal log bsize=4096
= sectsz=4096
realtime =none extsz=4096

/bin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator

agcount=17, agsize=457472 blks
attr=2, projid32bit=1
finobt=1, sparse=1, rmapbt=0
bigtime=0 inobtcount=0
blocks=7323648, imaxpct=25
swidth=768 blks

ascii-ci=0, ftype=1
blocks=3576, version=2

sunit=1 blks, lazy-count=1
blocks=0, rtextents=0

/sbin/parted -s -a optimal /dev/sdaa mkpart sessiondb 30Gb 15084.571875000001Gb

/sbin/mkfs.xfs /dev/sdaa2
meta-data=/dev/sdaa2 isize=512
= sectsz=4096
= crc=1
= reflink=1
data = bsize=4096
= sunit=256

agcount=32, agsize=114857216 blks
attr=2, projid32bit=1

finobt=1, sparse=1, rmapbt=0
bigtime=0 inobtcount=0
blocks=3675430912, imaxpct=5
swidth=768 blks

partNew implementation on the first available WD block device is the base partition with volume
type concentrator and creates concentrator dir, metadb, sessiondb. All the remaining
available block devices are also configured using volume type concentrator but it now creates

extensions (metadb, sessiondb)

10. Execute the partNew command with the following parameters to create an index on SSDs. sda is
associated with the SSDs added and is to be used for index volume.
name=sda service=concentrator volume=index skipLVM=true commit=1
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Properties for /appliance
Parameters: [name=sda service=concentrator volume=index skipLVM=true commit=1 |['send |

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdbu|sdds|sdbv|sdaa|sda|sdbw}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servi
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecoderfull
commit - <bool, optional> commit changes

[/appliance?msg=partNew&force-content-type=textlplain&name=sda&service=concentrator&volume=index&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sda mklabel gpt
/sbin/parted -s -a optimal /dev/sda mkpart index 0% 100%
/sbin/mkfs.xfs /dev/sdal

meta-data=/dev/sdal isize=512 agcount=32, agsize=24410096 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=781123072, imaxpct=5
= sunit=16 swidth=32 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=381407, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

11. Execute partNew command with the following parameters on the remaining available block devices
to configure concentrator storage extension.

name=sdbu service=concentrator volume=concentrator skipLVM=true commit=1
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Properties for /appliance
Parameters: | name=sdbu service=concentrator volume=concentrator skipLVM=true commit=1 H Send I

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdbu|sdds|sdbv|sdaa|sda|sdbw}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> ser
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decod

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull | logdecoderfu
commit - <bool, optional> commit changes

[/appliance?msg=partNew&force-content-type=text/plain&name=sdbu&service=concentrat0r&volume=conce ntrator&skipLVM=true&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdbu mklabel gpt
/sbin/parted -s -a optimal /dev/sdbu mkpart sessiondb 0% 15087.571875000001Gb
/sbin/mkfs.xfs /dev/sdbul

meta-data=/dev/sdbul isize=512 agcount=32, agsize=115109120 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=3683488512, imaxpct=5
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/sessiondb1025

/bin/mount /var/netwitness/concentrator/sessiondb1025

/sbin/parted -s -a optimal /dev/sdbu mkpart metadb 15087.571875000001Gb 100%
/sbin/mkfs.xfs /dev/sdbu2

meta-data=/dev/sdbu2 isize=512 agcount=134, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=35867674368, imaxpct=1
= cunit=78A cwidth=7AR hlkc

name=sdbv service=concentrator volume=concentrator skipLVM=true commit=1
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Properties for /appliance
Parameters: | name=sdbv service=concentrator volume=concentrator skipLVM=true commit=1

H Send ]

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdbu|sdds|sdbv|sdaa|sda|sdbw}> block device
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall]:

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecor
commit - <bool, optional> commit changes

[/appliance?msg=parlNew&force—con’(ent—type=text/plain&name=sdbv&service=concen’(rator&volume=concentrator&skipLVM=true&commil:

Output (or command manual help)
/sbin/parted -s /dev/sdbv mklabel gpt

/sbin/parted -s -a optimal /dev/sdbv mkpart sessiondb 0% 15087.571875000001Gb

/sbin/mkfs.xfs /dev/sdbvl

meta-data=/dev/sdbvl isize=512 agcount=32, agsize=115109120 blks
= sectsz=4096 attr=2, projid32bit=1
= cre=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=3683488512, imaxpct=5
= sunit=256 swidth=768 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/sessiondb1026
/bin/mount /var/netwitness/concentrator/sessiondb1026
/sbin/parted -s -a optimal /dev/sdbv mkpart metadb 15087.571875000001Gb 100%

/sbin/mkfs.xfs /dev/sdbv2

meta-data=/dev/sdbv2 isize=512 agcount=134, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
- crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=35867674368, imaxpct=1
= sunit=256 swidth=768 blks

name=sdbw service=concentrator

volume=concentrator skipLVM=true

commit=1
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Properties for /appliance
partNew v |Parameters: |name=sdbw service=concentrator volume=concentrator skipLVM=true commit=1 H Send ‘

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdbu|sdds|sdbv|sdaa|sda|sdbw}> block device nam
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> s
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|dec

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdecoder
commit - <bool, optional> commit changes

I/appIiance?msg=par1New&force-content-type=text/plain&name=sdbw&service=concentrator&vo|ume=concentrator&skipLVM=true&commit=1

Output (or command manual help)
/sbin/parted -s /dev/sdbw mklabel gpt
/sbin/parted -s -a optimal /dev/sdbw mkpart sessiondb 0% 15087.571875000001Gb
/sbin/mkfs.xfs /dev/sdbwl

meta-data=/dev/sdbwl isize=512 agcount=32, agsize=115109120 blks
= sectsz=4096 attr=2, projid32bit=1
= cre=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=3683488512, imaxpct=5
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/sessiondb1027

/bin/mount /var/netwitness/concentrator/sessiondb1027

/sbin/parted -s -a optimal /dev/sdbw mkpart metadb 15087.571875000001Gb 100%
/sbin/mkfs.xfs /dev/sdbw2

meta-data=/dev/sdbw2 isize=512 agcount=134, agsize=268434944 blks
= sectsz=4096 attr=2, projid32bit=1
= cre=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=35867674368, imaxpct=1

= sunit=256 swidth=768 blks

name=sdds service=concentrator volume=concentrator skipLVM=true commit=1
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Properties for /appliance
Parameters: | name=sdds service=concentrator volume=concentrator skipLVM=true commit=1 |[ send |

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdbu|sdds|sdbv|sdaa|sda|sdbw}> block device
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall]|

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex|decoderfull |logdeco
commit - <bool, optional> commit changes

[ /appliance?msg=partNew&force-content-type=text/plain&name=sdds&service=concentrator&volume=concentrator&skipLVM=true&commit

Output (or command manual help)

/sbin/parted -s /dev/sdds mklabel gpt
/sbin/parted -s -a optimal /dev/sdds mkpart sessiondb 0% 15087.571875000001Gb
/sbin/mkfs.xfs /dev/sddsl

meta-data=/dev/sddsl isize=512 agcount=32, agsize=115109120 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data - bsize=4096 blocks=3683488512, imaxpct=5
= sunit=256 swidth=768 blks
naming =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/sessiondb1028

/bin/mount /var/netwitness/concentrator/sessiondb1028

/sbin/parted -s -a optimal /dev/sdds mkpart metadb 15087.571875000001Gb 100%
/sbin/mkfs.xfs /dev/sdds2

meta-data=/dev/sdds2 isize=512 agcount=134, agsize=268434944 blks
E sectsz=4096 attr=2, projid32bit=1
= crec=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data - bsize=4096 blocks=35867674368, imaxpct=1
= <unit=25A/ swidth=76R hlk<

12. Execute devlist command to verify partitions created.

Properties for /appliance

devlist v Parameters:[ H Send ]

Message Help

devlist: list storage devices
security.roles: appliance.manage

| /appliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

sdbu: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdds: vendor=Adaptec_model="LOGICAL VOLUME" size="147.34 TB" used=1
sdb: vendor=DELL model=RAID size="2.18 TB" used=1

sdbv: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdaa: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1
sdc: vendor=DELL model=RAID size="2.18 TEB" used=1

sda: vendor=DELL model=RAID size="2.91 TB" used=1 |

sdbw: vendor=Adaptec model="LOGICAL VOLUME" size="147.34 TB" used=1 |

13. Execute 1sblk command to list all partitions and mounts on the service.
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14.

[root@Concentrator ~]# 1lsblk
MA]:

=
jur
=
X
=

ST7F RO MOUNTPOTNT
2.9T
2.9T
2.21
256M

16
2.2T
306G

4G
4.3T

/var/netwitness/concentrator/index

8:
8:
8:
8 /boot/efi
8: /boot
B

netwitness_vg00-root PAEN
netwitness_vg00-swap 253:
netwitness_vg00-nwhome 253:
netwitness_vg00-varlog
netwitness_vg00-usrhome

/

[SWAP]
/var/netwitness
/var/log

/home

/var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

/var/netwitness/concentrator/sessiondb1025
/var/netwitness/concentrator/metadb1025

/var/netwitness/concentrator/sessiondb1026
/var/netwitness/concentrator/metadb1026

/var/netwitness/concentrator/sessiondb1027
/var/netwitness/concentrator/metadb1027

/var/netwitness/concentrator/sessiondb1028
/var/netwitness/concentrator/metadb1028

(¢]
0
0
0
0
0
0
0
0
0
(¢]
(¢]
(¢]
0
1
0
(6]
0
0
0
0
0
0
(¢]
(¢]
0
(¢]
(6]
(¢]
0
(¢]

[cNoNoloNoNoNoNoNoNoNolNoNoNoNololoNolNoNoNoNoNoNoNoNoNolNoNoloNol

The srvalloc command node only works with LVM volumes, so databases must be allocated
manually. To perform this allocation:

a. Navigate to /database/config/<dbtype>.dir .dir on the Concentrator service REST
interface or Explore page on the Netwitness Ul

b. Add the mountpoint created by the partNew command. The syntax is a semi-colon separated list
of directories with space allocation.

For example:
/database/config/meta.dir=/var/netwitness/concentrator/metadb=4.22
TB; /var/netwitness/concentrator/metadbl025=4.22

TB; /var/netwitness/ concentrator/metadbl026=4.22 TB

c. The service must be restarted for new directories to take effect.

d. Modify the /database/config/meta.dir value to include additional mountpoints as shown
on the output of the 1sb1k command.

TB; /var/netwitness/concentrator/metadb1025=4.22 o
TB; /var/netwitness/concentrator/metadb1026=4.22

Meta Database Directory (meta.dir) (") TB;/var/petwitness/concentrator/metadb1027=4.22 Success
TB;/var/netwitness/concentrator/metadb1028=4.22 TB Y

Set

e. Modify the /database/config/session.dir value to include additional mountpoints as
shown on the output of the 1sb1k command.

—_—

TB;/var/netwitness/concentrator/sessiondb1025=4.22 o
. . X X TB; /var/petwitness/concentrator/sessiondb1026=4.22
%ess'on Database Directory (session.dir) TB;/var/netwitness/concentrator/sessiondb1027=4.22 Success
TB;/var/netwitness/concentrator/sessiondb1028=4.22 TB 4

Set
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15. Execute database reconfig and index

reconfig to allocate accurate database sizes to the
mountpoints that were manually added.
/database reconfig update=1

Properties for /database
reconfig v Paramelers.[updaie=1

Message Help

reconfig: Calculates new drive sizes and free space for the session, meta and/or packet directories

. No directories are removed and the assumption is each directory
is mounted on a separate filesystem and will only be used for storage of that database.
security.roles: database.manage
parameters:

update - <bool, optional> If true (default is false), will automatically update the respective *.dir and *.free.space.min settings, otherwise it will just output
the calculations

type - <string, optional, {enum-any:The value must be one or more of the following: session|meta}> The database types to reconfigure, default is all

[/database?msg=reconﬂg&force-content-type=text/p\am&update=1

Output (or command manual help)

meta.dir: /var/netwitness/concentrator/metadb=130.95 TB;/var/netwitness/concentrator/metadb1025=130.94 TB;/var/netwitness/concentrator/metadb1026=130.94
TB;/var/netwitness/concentrator/metadb1027=130.94 TB;/var/netwitness/concentrator/metadb1028=130.94 TB

meta.free.space.min: 1 TB

meta.files: auto

meta.file.size: auto

session.dir: /var/netwitness/concentrator/sessiondb=13.42 TB;/var/netwitness/concentrator/sessiondb1025=13.45 TB;/var/netwitness/concentrator/sessiondb1026=13.45
TB; /var/netwitness/concentrator/sessiondb1027=13.45 TB;/var/netwitness/concentrator/sessiondb1028=13.45 TB

session.free.space.min: 121 GB

session.files: auto

session.file.size: auto

/index reconfig update=1

Properties for /index

Parameters: |update=1| ][ send |
Message Help
reconfig: Calculates new sizes for the summary and page directories. NOTE: Any size changes require a reset of
security.roles: index.manage

parameters:

update - <bool, optional> If true (default is false), will automatically update the respective config node s
percent - <uint32, optional, {unsigned:The value must be between 1 and 99, inclusive}> The drive percentage

[/index?msg=reconfig&force-content-type=text/plain&update=1

Output (or command manual help)

index.dir: /var/netwitness/concentrator/index=2.62 TB

16. Execute the /appliance srvList command to verify the services allocated on the appliance.

Properties for /appliance

srvList | Parameters: [

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

[/app\iance?msg=sn/List&force-content-type=text/plain

Output (or command manual help)
localhost:56085: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb=130.95 TB;/var/netwitness/concentrator/metadb1025=130.94 TB;/var/netwitness/concentrator/metadb1026=130.94
TB;/var/netwitness/concentrator/metadb1027=130.94 TB;/var/netwitness/concentrator/metadb1628=130.94 TB"

session.dir="/var/netwitness/concentrator/sessiondb=13.42 TB;/var/netwitness/concentrator/sessiondb1025=13.45 TB;/var/netwitness/concentrator/sessiondb1026=13.45
TB;/var/netwitness/concentrator/sessiondb1027=13.45 TB;/var/netwitness/concentrator/sessiondb1028=13.45 TB"
index.dir="/var/netwitness/concentrator/index=2.62 TB"
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For more information on manually creating partitions, disks or deleting existing mount points, refer to
the KB article Manage Mount Points, Virtual Disks, and Partitions Configuration on WD Ultrastar
60 for Log and Packet Hybrid Appliances.

WDDCS Tool and Arcconf Utilities Commands Reference

wddcs Tool

The WDDCS Tool is a command line utility for capturing discrete host and enclosure data for analysis
and troubleshooting and performing common management functions such as upgrading firmware and
configuring drive zones.

Installation
wddcs tool and its dependencies are available on the OS images on which our supported storage is
configured.

wddcs commands

1. When a user runs the wddcs command for the first time, they must accept the End User License
Agreement (EULA).

2. wddcs / wddcs help: displays the version of the tool and the help menu.

[root@nwtest ~]# wddcs
wddcs v4.1.08.0
Copyright (c) 2019-2024 Western Digital Corporation or its affiliates

wddcs usage:
wddcs [target ] operation [operation argument
[target] - device path (ie: /dev/sgl)
up to 128 targets may be specified
no targets are specified, all detected devices are targeted
L‘.!p'E‘f'é!T.iGﬁ - operation to execute
[operation argument] - argument specific to given operation

ne following operations are supported:
diag display, set, and clear diagnostic page data
fw firmware related operations
getlog capture various types of log data
http operations (out of band) for OpenFlex Data24 enclosures
ilom display and set IOM configuration
rcli display detailed data about the enclosure and CﬂﬂplﬂEHtH
show scan SEP devices and display the product or device
zone display and configure zones

3. wddcs commands:

The wddcs help command is used to print the usage text (command syntax, operations, arguments,
and explanations) for the following WDDCS Tool commands:
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e diag

o fw

e getlog
e http

e iom

e rcli

e show

e ZONe

Some of the commonly used wddcs commands are listed below and more detailed information on
these commands can be found in the User Guide - WDDCS Tool available in the following location
Ultrastar Data60 Hybrid Storage Platform.

wddcs
The wddcs show command scans all enclosures and displays the following information:

e Product description
¢ Serial number

o Firmware revision
¢ Product name

[root@nwtest ~1# wddcs show
wddes wd4.1.08.0
Copyright (c) 2819-2024 Western Digital Corporation or its affiliates

Device: /fdew/sg51
product : H40608-J
serial : THCCTO3624EZO0GS
firmware: 4811-885
name : Ultrastar Datag@

Device: /fdev/sg52
product : H4068-J
serial : THCCTO3624EZ700R8
firmware: 4811-885
name : Ultrastar Datag®

wddcs getlog

o The wddcs help getlog command provides various options used for extracting specific logs
and their associated details.
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e The wddcs getlog all command collects all logs and compiles them into a single tar file
(.tgz). The file is saved in the /tmp directory with the following name format: wddcs
<hostname> date timestamp.tgz.

[root@nwtest ~]# wddcs getlog all
wddes v4.1.0.0
Copyright (c) 2019-2024 Western Digital Corperatien or its affiliates

The data capture on drives can be intensive when they are under a heavy I/0 load.
Pl consider capturing the drive logs while the drives are under a lighter I/0 load.
If you want to proceed with the capture of the drive legs, press 'Y' or 'y': y

Scanning for drives to collect data from. Please wait...

[2824-11-B6 2
Created files
s/page_a6h
s/page_a1lh
‘page_02h
S

the

.‘page_a?h
i Ah

wddcs iom
The wddcs iom command displays if an enclosure is set to single or dual IOM.
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[root@nwtest ~]# wddcs 1lom
wddes v4.1.0.8
Copyright (c) 2019-2024 Western Digital Corporation or its affiliates

Device: /dev/sg51
Dual IOM operation
T0M A

Device: /dev/sg52
Dual IOM operation
I0M B

wddcs rcli

e The wddcs <target-device> rcli help command captures detailed data about WD
enclosures and their components.

For example, wddcs /dev/sg51 rcli help
[root@nwtest ~]# wddcs sdev/sg5l rcli help
wddes v4.1.08.8
Copyright (c) 2819-2024 Western Digital Corporation or its affiliates

Device: fdev/sg51

List of commands available for this platform:

Note: Refer help rcli for a given JBOD platform for all supported commands.

e The wddcs <target-device> rcli “show drives” command displays all the drives, state,
product, serial number etc.
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For example, wddcs /dev/sg51 rcli "show drives™

[root@nwtest ~]# wddcs sdew/s
wddcs v4.1.0.0
Copyright ( 119-2024 Western Digital

Device: /fdev/sg51
Slot SAS Addr - > Vendor  Product

off-uUnk
off-Unk
off-unk
off-uUnk
off-Unk
off-unk
off-unk
off-Unk
off-unk
off-unk
off-uUnk
off-Unk
off-unk
off-unk
off-Unk
off-unk
off-unk
off-uUnk
off-Unk
off-unk
off-unk
off-Unk
off-unk
off-unk
off-uUnk
off-Unk
off-unk
off-unk
off-Unk
off-unk
off-unk
off-Unk
off-unk
off-unk
off-uUnk
off-Unk
C WUH721818BAL! ) 4YHHEDDH
WUH721818AL5205 D 4YHHEBXH
WUH721818AL! ) 4YHHBDLH
WUH721818A1520 ) 4YHH4JLH
WUH721818AL ) 4YHHBE9H
JUH721818AL 4¥YHHD15H
WUH721818AL! ) 4YHH4J4H
WUH721818AL
WUH721818AL
WUH721818AL!
WUH721818AL 4YHHEBBH
AZBB53AAGBD WUH721818AL 520 4YHHBDPH

e The wddcs <target-device> rcli “show vpd” command is used to view the enclosure
configuration bits.
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For example, wddcs /dev/sg51 rcli "show vpd"

[root@nwtest ~]# wddcs Jdev/sg51 rcli "show wpd"
wddecs v4.1.8.0
Copyright (c) 2819-2024 Western Digital Corporation or its affiliates

Device:
Encl:
Encl:
Encl:
Encl:
Encl:
Encl:
Encl:
Encl:
Encl:
Encl:
Encl:
Encl:
TomhA:
TomA
TomA:
IomhA:
TomA
TomB:
TomB:
TomB:
TomB:
TomB:

MainBB:
Ma1nBB:
Ma1nBE:
AuxBB:
AuxBEB:
AuxBB:

:BdSerialNum

:MACAddr

Jdev/sg51
Type
PartNum
SerialNum
ProductName
Vendor
BdCustomer
sasaddr
Config
Nickname
BdPartNum
BdserialNum
DrvStateBits
BEdName

®02

"1ES2565-A3
'THCCTO3G624E70008
"H4860-] '
"HGST '

¥5000CCABO551F800
*SAQQZAAQQ00000AB3

1EB1G811-36
'"THCCTO3224EKBEAS
X716

"T0M !
'"THCCTO3624EGRQR90
BdPartNum "1EAC4B4-001-A1
BdCustomer :

8:'0000008CCAB84AD0"
‘I0M !
'THCCTO3624EGOOB91
"1EAB484-001-A1

BdName
BdserialNum
BdPartNum
BdCustomer
MACAddr
BdName
BdSerialNum
BdPartNum
BdName
BdserialNum
BdPartNum

8:'0000000CCAB84ADT'
'BBEO '
'THCCTe3224EJ0D5F
"1EB1173-A1

‘T-BOARD '
'THCCTO1824EYBG3F
"1EE1009-48

e The wddcs <target-device> rcli “show enc” command displays the enclosure
information for a single SEP device.

For example, wddcs /dev/sg51 rcli "show enc"
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[root@nwtest ~]# wddcs /dev/sg51 rcli "show enc"
wddcs v4.1.8.8
Copyright (c) 20819-2024 Western Digital Corporation or its affiliates

Device: sdev/sg51

Enclosure Information (IOM A)
EMCL COMFIG : 4UB0
PARTHUM : 1ES2565-A3
SERIAL : THCCTO2624E78008
I0M A
PARTNUM : 1EAG484-001-A1
SERIAL : THCCTO2624EGRERESA
FW({PRI) : 4811-0085
Fli{ ¢ 1) : 4811-885
'SEC2) : 4811-005
FwW({0QOBM) : 4.0.111
MAC : BB:8C:CA:B8:
IP ADDR =
I0M B
PARTHNUM : 1EAG484-001-A1
SERIAL : THCCTO3624EGBEAES1
FW({PRI) : 4811-005
Fi( ¢ ) : 4811-005
FW{SEC2) : 4811-005
FW{OOBM) : 4.08.111
MALC : 88:8C:C
IP ADDR

e The wddcs <target-device> rcli “show cable” command displays the cable
information.

[root@nwtest ~]# wddcs /dev/sqg51 rcli "show cable”
wddcs v4.1.8.8
Copyright (c) 2019-2024 Western Digital Corporation or its affiliates

Device: /dev/sg51
FG:81 LEM: 2Zm, AmphEﬂDl, MMCCEG-0882 I0OMA-Local

Host 1(-): OK , ZG:01 LEN: 2m, Amphenol, NMCCEG-08682 IOMA-Local
Host 2(-): installed

Host 3(-): Not installed
Host ¢ : Not installed
Host 5 : installed
Host ¢ 0K, ZG:6 : 2m, Amphenol, C IOMA-Remote

Host (-): Ok, ZG:

Host [-]): installed
Host 9(-): installed
Host 18(-): Not installed
Host 11{-): Not installed

Amphenol, G-0682 I0OMA-Remote
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wddcs diag

o The wddcs diag help command is used to display, set, or clear diagnostic page information for
the feature or component specified in the command option.

[root@nwtest ~]# wddes diag help
wddes v4.1.08.6
Copyright (c) 20819-2824 Western Digital Corporation or its affiliates

Usage:
diag =identifier=

Options for <identifiers:
clear-crashevent clear crash event logs
clear-eventlog clear event logs
nickname display current nickname diagnostic page
nickname=<string>= set new nickname (use guotes if name has s
nickname= clear any previously set nickname
reset-enc r t the enclosure
reset-iom-a reset IOM A of the enclosure
reset-iom-b reset I0M B of the enclosure
power-cycle shut down the enclosure and then power it back on
timestamp display the enclosure's internal date and time
i ' display the above data in JSON format
timestamp=<value= set the enclosure's temporary internal date and time
<value> must be a 32-bit epoch time value
autosync-enable enable auto synchronization feature
disable auto synchronization feature
display current states for the given sl
-1dent|d9u0ff clear the action for the given device
set the action for the given device slot(s)
can be <index= or =index-index=
must be a non-negative slot value

show-enc display current states for the enclosure
clear-enc 1ident clear the action for the enclosure
set-enc ident set the action for the enclosure

Examples:
diag nickname=
diag nickname="DC2 Cage2"
diag show-slo
diag set-slot=0-10 ident
diag clear-slot=1 devoff

e The wddcs <target-device> diag “show-enc” command is used to display the enclosure
status code and ident bit value for the enclosure

For example, wddcs /dev/sg51 diag "show-enc"

[root@nwtest ~]# ~C

[root@nwtest ~]# wddcs /dev/sg51 diag "show-enc"

wddcs vd4.1.8.8

Copyright (c) 2019-2024 Western Digital Corporation or its affiliates

Device: /dev/sg51

Enclosure Ht’ltL 5
code '
ident
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wddcs fw
The wddcs <target-device> fw status command displays the download microcode diagnostic
page.
For example, wddcs /dev/sg51 fw status
[root@nwtest ~]# wddcs Jdev/sg53l tw status

wddcs v4.1.0.0
Copyright (c) 2819-2024 Western Digital Corporation or its affiliates

Device: /dev/sg51
Page id : BEh
Page length : 14h

Generation code ah

Download status : 88h - No download operation is in progress
Additional status : 68h

Download max size : SAFFEAh ([5963754)

Buffer id : B6h

Buffer offset : 8h

wddcs help

The wddcs help zone command provide various commands to be used to configure the zone
based on the Ultrastar type.

wddes v4.1.0.0
Copyright (c) 2019-2024 Western Digital Corporation or its affiliates

Usage:
zone confi
zone fil
zone status

Details:
configure zones to the given pre-defined walue
disable zoning
pre-defined configuration per product type

each host port
each pair of consecutive host p 5 (1.e. Al, A2)
each 3x consecutive host ports (1i.e. Al, A2, A3)

each host port
each pair of consecutive host ports (i.e. Al, A2)
3: 30 drives v = to each 3x consecutive host ports (i.e. Al, A2, A3)
send binary config file to the IOM
status display current zone configuration setting

The "zone" command requires the user to specify one target dewvice
Example: ./wddcs /dev/sg0@ zone config=1

wddcs zone status
The wddcs zone status command is used to verify that the enclosure is zoned.
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[root@nwtest ~]# wddcs /dev/sg51 zone status
wddecs v4.1.08.0
Copyright (c) 2019-2024 Western Digital Corporation or its affiliates

Device: /de
Zoning (D1is

ARRCONTF Utility

ARCCONF Command line utility is available with Smart Storage Controllers to manage and view
the configuration settings.

Installation

It is available on the OS images on which our supported storage is configured.

ARCCONF Commands:

Some of the commonly used arrconf commands are listed below and more detailed information can
be found in the ARCCONF Command Line User’s Guide available under the Documentation tab
in this following location https://storage.microsemi.com/en-us/support/raid/sas raid/asr-3254uc-16e/.
Arcconf

e The arcconf help command is used to see the list of supported commands.

e The arcconf 1list command lists all controllers in the system.

o The arcconf list <enclosure> command lists the configuration of a specific controller.
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For example, arcconf list 1
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Appendix A. How NetWitness Platform Hosts Store
Data

In most deployments, NetWitness Platform Decoders, Log Decoders, Concentrators, Archivers, and
Hybrid hosts require external storage to house their data. Each host uses the external storage in different
ways and with different expectations on throughput and performance of the external storage. Some hosts
have a higher occurrence of sequential writes and some hosts have a higher occurrence of random reads
and writes.

Decoder Hosts

Log Decoders and Network Decoders capture data and parse meta. The difference between these two
hosts is in the type of data they capture:

e Log Decoder captures logs.

e Network Decoder captures packets.

Both Log Decoders and Network Decoders parse out meta data from the raw captured traffic. The meta
data is then aggregated to a Concentrator for indexing. The host requires storage to house the raw
payload data (raw packets or raw logs) and a cache for the meta extracted during data capture for
Concentrator aggregation.

Your retention requirements is a key factor in determining the amount of storage you need for the raw
packets or raw logs. In most deployments, you add storage over time based on increased retention
requirements and increased capture rates. The storage for the raw data must support a high amount of
sequential writes with random reads. Especially in the case of higher speed Network Decoder
environments, it is recommended to have a minimum of two partitions exposed to the host to support the
throttling between partitions for reads and writes.

The meta cache on a Decoder is generally fixed in size but you can expand it to support additional cache
the possible loss of connectivity between the Decoder and a corresponding Concentrator. The meta cache
must support a random IOPS rate for sustained writes from the Decoder of meta extracted and the
corresponding reads from the Concentrator as meta is aggregated to a Concentrator.

Concentrator Host

A Concentrator aggregates and indexes the meta data from a Decoder. Both the meta and index storage
needs are scaled based on your NetWitness Platform deployment retention requirements. Similar to raw
data stored on the Decoders, you may need to increase the storage for both meta data and index data over
time to meet your retention requirements.

The meta storage houses all meta data extracted from either a Network Decoder or Log Decoder.
Although the ratio of how much meta is extracted may change, the expectations for performance against
meta storage is the same for both packet capture and log capture environments. The meta storage must
support a sustained amount of sequential writes with random reads of meta data.

The index storage houses the live index generated from the meta data aggregated to a Concentrator. The
size of the index is directly related to the size of the meta store. In addition to supporting IOPS for
sustained writes, the index also needs to support a much higher rate IOPS for reads than meta based on
interactive queries run through analyst interaction and reports and alerts.
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Archiver Host

The Archiver host requires a single partition for both meta and raw log storage. The storage pool deals
primarily with sequential writes for long term data written from a Log Decoder or Network Decoder and
random reads for reports and analysis.

Hybrid Hosts

A Hybrid hosts two or more services on a single host. For example:

e A Network Hybrid hosts both the Decoder and Concentrator services handling packets exclusively. It
captures packet data and indexes this data to the Concentrator service. Expectations for storage
performance match what is outlined for a dedicated Network Decoder host and dedicated Concentrator
host.

* A Log Hybrid hosts both the Log Decoder and Concentrator services handling logs exclusively. It
captures log data and indexes the data to a Concentrator service. Expectations for performance match
what is outlined for a dedicated Log Decoder and dedicated Concentrator.

* An Endpoint Log Hybrid hosts the Endpoint Server, Log Decoder, Concentrator, Log Collector, and
Endpoint Broker services. It collects and manages endpoint (host) data from Windows, Mac, and
Linux hosts, collects log files and Windows logs from Windows hosts, and generates metadata to
correlate endpoint data with sessions from other events sources, such as logs and packets.

Options for SAN Configurations

If you want to use a Storage Area Network (SAN) , use the same basic drive groups and partition
organization that you use for the other NetWitness storage devices. Depending on the SAN configuration
and overhead, SAN configurations may require more enclosures and drives to operate with the same
performance as on PowerVault or DAC. When deciding whether to use SAN, PowerVault, or DAC, any
additional overhead on the SAN will be important to determine the minimum storage required.

Performance Recommendations

NetWitness recommends that Packet and Log Decoders receive two LUNs or Block Devices, one for
Packet data, the other for all other databases. This allows you to segregate the high-bandwidth Packet
Database from the other databases so they do not compete for I/O bandwidth with other activity.

Concentrators require a separate SSD-based index volume for best performance. You must house this
index volume on a different RAID group than the Concentrator Meta database volume, which you can
stored on NL-SAS. Archivers can use a single large NL-SAS storage volume per appliance.

Enable Security on SED Capable Drive groups on Host with a
mix of SED and NON SED Drives

The encryptSedVd.py may fail to identify the SED Capable Virtual Drives when there is mix of both
SED and NON-SED drives on the appliance. The below steps are applicable when both SED and NON-
SED capable virtual drives exist on the host.
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1. SSH to the appliance and enable security on the PERC H740 (mini) Adaptor. The controller number
for this adaptor is 0. The PERC H840 Adaptor is shown as 1.
To list all the controllers on the appliance:
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'
The first column (Ctl) lists out the controller index on the appliance. In this case, the controller ‘0’
corresponds to ‘PERC H740 Mini’ and controller ‘1’ corresponds to ‘PERC H840 Adaptor’ . The

columns ‘DGs’ and ‘VDs’ displays the virtual drives and drive groups on the controller.

[root@l16Decoder percclil]# /opt/MegaRAID/perccli/perccli64 show | egrep -A3 'Model
Ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

0 PERCH740PMinti
1 PERCH840Adapter 8 12 0 Opt On - 0 Opt
[root@l16Decoder percclil# [l

2. To enable the security on the ‘PERC H740 (mini) Adaptor’, for example, Controller ‘0°, execute the
following command:
/opt/MegaRAID/perccli/perccli6d /cO set securitykey=’<SOME STRING VALUE>'!'
keyid=’'< SOME STRING VALUE >’
Example:
/opt/MegaRAID/perccli/perccli6d /cO set securitykey='Netwitnessl!' keyid=1
'Netwitnessl’ is the securityKey and ‘1’ is ID. Preserve both the Key and

keyID securely.

[root@l16Decoder percclil# /opt/MegaRAID/perccli/perccli64 /cO set securitykey='Netwitnessl1!' keyid='netwitness
Controller = 0

Status = Success

Description = None

Controller Properties :

3. Identify the correct Drive group (DG) / Virtual Drive (VD) corresponding to the SED Capable drives
that you are trying to enable security.
/opt/MegaRAID/perccli/perccli6d /c0 /vall show | egrep -A5 'DG/VD'
Refer to first two and last column to identify the correct Drive Group (DG) / Virtual Drive (VD)
correspond to the 6 SED enabled drives. On Series 6 appliances, there is only one DG/VD with
RAID6. ‘NAME’ column can be used to identify the VD/DG. In this case, the DG/VD is ‘2’. Using
a combination of ‘Type’, ‘Name’ and ‘Size’ columns (these are defined by the user when the VDs

are created above).

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /vall show | egrep -A5 'DG/VD'
DG/VD TYPE State Access Consist Cache Cac sCC Size Name

RAID1 Optl OFF 931.0 GB
RAID1 Optl OFF 1.818 TB
RAID6 Optl OFF 8.730 TB Virtual Disk 2

[root@l16Decoder perccli]# I

4. To turn on Security on the disk group (created out of the 6 SED Capable drives), execute the below
command:
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/opt/MegaRAID/perccli/perccliod /cO0 /d2 set security=on

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli6d /cO /d2 set security=on
Controller = 0
Status = Success

Description = Success

5. Get the Enclosure ID (EID) using on the controller ‘0’. In this case, it is ‘64’

/opt/MegaRAID/perccli/perccli6d /cO0 /eall show

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli6d /cO /eall show
ontroller = 0

[Status = Success

Description = None

ID State Slots PD PS Fans TSs Alms SIM Port# ProdID VendorSpecific

ID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count|
Ss-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

[root@l16Decoder percclil# I

6. To confirm that the drives / Drive Groups (DG) are SED Enabled and Secured, run the below
command and verify the SED Capable, Secured, SED Enabled flags are set as “Yes’ for drives in
slots 4 (s4) through 9 (s9).

/opt/MegaRAID/perccli/perccli6d /c0 /e64/sall show all | egrep -i '
(Policies/Settings |SED Capable|Secured|SED Enabled)'

Drive /c0/e64/s0 Policies/Settings

SED Capable No

SED Enabled No

Secured = No

Drive /c0/e64/sl Policies/Settings
SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s2 Policies/Settings
SED Capable No

SED Enabled No

Secured = No

Drive /c0/e64/s3 Policies/Settings
SED Capable = No

SED Enabled = No
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Secured = No
Drive /c0/e64/s4 Policies/Settings
SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings
SED Capable
SED Enabled = Yes

Yes

Secured = Yes

Drive /c0/e64/s6 Policies/Settings
SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s7 Policies/Settings
SED Capable
SED Enabled = Yes

Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings
SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes
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Appendix B. Encrypt a Series 6E or Series 7 Core or
Hybrid Host (encryptSedvd. py)

NetWitness Series 6E Core and Hybrid hosts have Self-Encrypting Drives (SED). The
encryptSedvd.py script:

e Validates that the Series 6E host has the correct setup for encryption.

* Encrypts unencrypted drives.

Note: For external storage devices such as PowerVault, refer to "Configure Storage Using the REST
API" under "Using the REST API to Configure Storage" for instructions on how to encrypt their SED
drives.

The following scenarios are examples of why you would use the encryptSedvd. py script.

* You want to know if a physical host has encryption. In this case, if the script determines that the
device does not have encryption, it gives you the opportunity to encrypt it.

* You set up a device without encryption and you want to encrypt it.

You will find this script in the rsa-sa-tools directory for releases 12.5 and later. The following
directory is for 12.5.

rsa-sa-tools-12.5.0.0-xxxx.noarch.rpm

The following procedure illustrates how to use the script.

1. Login as root.

2. Change the directory to the rsa-sa-tools RPM base directory:
cd /opt/rsa/saTools/supportScript/

3. Execute the following command:
OWB_ALLOW NON FIPS=1 ./encryptSedvd.py
The script tells you if the disks are encrypted or not encrypted.

e If the drives are encrypted, the script displays the following message.
No unencrypted RAID virtual drives with SED physical drives found.

¢ If the drives are not encrypted, the script identifies the unencrypted drives as shown in the
following example.
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If the drives are not encrypted and you want to encrypt them:

a. Select the drives you want to encrypt with the space bar and press Enter.

The following prompt is displayed.

he passphrase must contain a mix of
Optionally enter a key identifier, a de

diting: <Backspace> clear cursor left, <Delete
[Navigation: <Tab> Down Arrc 0 vertical,

<Esc> quit without saving, <Enter> save, trailing

[Enter Passphrase:

]

erifv Passphrase:

]

Key ID (optional):

In the Enter Passphrase text box, type the <passphrase>, for example nFreDaws$792, and
press Tab.

In the Verify Passphrase text box, re-enter passphrase again for validation.

In the Key ID (optional) text box, enter an optional ID string for the security key less than 256
characters or press Enter for none.
The following prompt is displayed.

hr the ri

Select <y> and press Enter to confirm that you added the Passphrase.

Submit the following command string to verify that the SED drives are encrypted.
/opt/MegaRAID/perccli/perccli6od /cO show more

The following information is displayed. You can see that all four SED drives are encrypted (that
is, Y is displayed for each drive in the SED column).

Onln 0 1.(¢ ! HDD Y
Onln 0 1.09( £ HDD Y
Onln ] HDD Y
] ] HDD Y
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Note: The SED Enabled and Secured label values are set to Yes, if the drives are SED enabled and
secured.

To check the drives on controller 0 and enclosure 247 use the below command:
/opt/MegaRAID/perccli/percclied /cl /e247/sall show all | egrep -1 '
(Policies/Settings|SED Capable|Secured|SED Enabled)'

You will find detailed information on perccli commands in the Dell PowerEdge RAID Controller
CLI Reference Guide (http://14u-00.jinr.ru/pub/misc/h-w/LSI/dell-sas-hba-12gbps_reference-guide
en-us.pdf).

Enable SED on configured Drive Groups

Virtual Drives configured are SED Capable but are NOT SED Enabled.
To enable virtual drives or drive groups using PERC H840 Adaptors (External storage):

1. SSH to the appliance and run the below script to encrypt the virtual drive (on external storage).

Note: The encryptSedVd.py script turn on the SED feature only on Virtual Drives or Drive Groups on
the PERC H840 Adaptors (external storage) and NOT on PERC H740 mini. Refer to Enable Virtual
Drives / Drive Groups - PERC H740 (Mini) Adaptors (Internal storage) to enable SED on PERC H740
Mini .

OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

2. Select the Virtual Drive and press Enter.
Passphrase screen is displayed.

3. Enter the Passphrase and press Enter.
For Example,

Passphrase : Netwitness1!

keyID: netwitness

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

Editing: <Backspace> clear cursor left, <Delete> clear cursor right
Navigation: <Tab><Up/Down Arrow> move vertical, <Left/Right Arrow> move horizontal
<Esc> quit without saving, <Enter> save, trailing spaces are ignored

Enter Passphrase:

Netwitnessi1!

Verify Passphrase:

Netwitness1!

Key ID (optional):

netwitnessf]
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4. Acknowledge the message and Press Enter to Save.

The Passphrase for the security key *Must* be securely backed up in case of PERC adapter hardware
failure and/or replacement, without it the data on all encrypted disks will be unrecoverable.

Entered Passphrase('Quoted’): 'Netwitnessi!'
Entered KeyId('Quoted'): 'netwitness'

( ) I understand the risks and have added the passphrase to my organization's permanent record
<Esc> Cancel, <Y> Acknowledge Backup, <D> Decline Backup, <Enter> Save

5. Press any Key to Exit.

Successfully Encrypted All Selected RAID Virtual Drives
If you set a PERC contoller security key passphrase or key ID,
Please be sure to add them to your organization's permanent record

Press any key to exit

6. To confirm that the drives are SED Enabled and secured, run the following command and verify the
SED Enabled and Secured returns Yes.

/opt/MegaRAID/perccli/perccli6d /cl /e247/sall show all | egrep -i '
(Policies/Settings|SED Capable|Secured|SED Enabled) '

Drive /cl/e247/s0 Policies/Settings :
SED Capable
SED Enabled

Yes

Yes

Secured = Yes

Drive /cl/e247/sl Policies/Settings :
SED Capable = Yes
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SED Enabled = Yes

Secured = Yes
Drive /cl/e247/s2
SED Capable

SED Enabled

Yes

Yes
Secured = Yes

Drive /cl/e247/s3
SED Capable =

SED Enabled =

Yes
Yes
Secured = Yes

Drive /cl/e247/s4
SED Capable

SED Enabled

Yes

Yes
Secured = Yes

Drive /cl/e247/s5
SED Capable =

SED Enabled =

Yes
Yes
Secured = Yes

Drive /cl/e247/s6
SED Capable

SED Enabled

Yes

Yes
Secured = Yes

Drive /cl/e247/s7
SED Capable =

SED Enabled =

Yes
Yes
Secured = Yes

Drive /cl/e247/s8
SED Capable

SED Enabled

Yes

Yes
Secured = Yes

Drive /cl/e247/s9
SED Capable =

SED Enabled =

Yes
Yes

Secured = Yes

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Drive /cl/e247/s10 Policies/Settings

SED Capable Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/sl1ll Policies/Settings

SED Capable =
SED Enabled =

Yes

Yes
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Secured = Yes

Enable Virtual Drives / Drive Groups - PERC H740 (Mini) Adaptors

(Internal storage)

You can enable the SED capability on the Virtual Drive or Drive Groups created out of on-board SED
capable drives (in slots 4 through 9 — total of 6 drives) using the percli64 utility. You cannot use
/opt/rsa/saTools/supportScript/encryptSedvd.py to turn on Security on the Virtual drives
on the PERC H740 (mini) Adaptor.

1. SSH to the appliance and enable security on the PERC H740 (mini) Adaptor. The controller number
for this adaptor is 0. The PERC H840 Adaptor is shown as 1.

To list all the controllers on the appliance run the following command:
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'

The first column (Ctl) lists out the controller index on the appliance. In this case, the controller 0
corresponds to PERC H740 Mini and controller 1 corresponds to PERC H840 Adaptor. The columns
DGs and VDs dislpays the virtual drives and drive groups on the controller.

2. To enable the security on the PERC H740 (mini) Adaptor, for example, Controller 0, run the

following command:
/opt/MegaRAID/perccli/perccli6d /cO0 set securitykey='<String>’!"'
keyid=’<String>’

Example:

/opt/MegaRAID/perccli/perccli6ed /cO0 set securitykey='Netwitnessl!'
keyid="'netwitness'

'Netwitnessl’ is the securityKey and ‘netwintess’ is ID.

Make a note of both the Key and keyID securely.

3. Identify the correct Drive group (DG) or Virtual Drive (VD) corresponding to the SED Capable

drives that you want to enable security.
/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show | egrep -A5 'DG/VD'

Check the first two and last column to identify the correct Drive Group / Virtual Drive correspond to
the 6 SED enabled drives that are SED Capable. On Series 6 appliances, there is only one DG or VD
with RAID6 type. Name column can be used to identify the VD or DG. In this case, the DG or VD is
2. Using a combination of Type, Name and Size columns (these are defined when you created VDs
above).

4. To turn on Security on the disk group (created out of the 6 SED Capable drives) for decodersmall
volume group, run the below command:
/opt/MegaRAID/perccli/perccli6d /cO0 /d2 set security=on

5. Get the Enclosure ID (EID) using on the controller 0. In this case, it is 64
/opt/MegaRAID/perccli/perccli6ed /cO0 /eall show

6. To confirm that the drives or drive groups are SED Enabled and Secured, run the below command
and verify the SED Capable, Secured, SED Enabled flags are set as Yes for drives in slots 4 (s4)
through 9 (s9).
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/opt/MegaRAID/perccli/perccli6d /c0 /e64/sall show all | egrep -i '
(Policies/Settings |SED Capable|Secured|SED Enabled)'

Drive /c0/e64/s0 Policies/Settings :

SED Capable = No

SED Enabled No

Secured = No

Drive /c0/e64/sl Policies/Settings
SED Capable No

SED Enabled No

Secured = No
Drive /c0/e64/s2 Policies/Settings
SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s3 Policies/Settings
SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s4 Policies/Settings
SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings
SED Capable
SED Enabled = Yes

Yes

Secured = Yes

Drive /c0/e64/s6 Policies/Settings
SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s7 Policies/Settings
SED Capable
SED Enabled = Yes

Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings
SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings
SED Capable = Yes

SED Enabled = Yes
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Secured = Yes

Enable SED on configured Virtual Drives/ Drive Groups on
Power Vault (PERC 840)

Enable Virtual Drives / Drive Groups - PERC H840 Adaptors

Note: The virtual disk created in Configure Block Devices for PowerVaults section in Configure Drive
Pack(s) is SED capable but NOT SED Enabled.
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1. To enable, SSH into the appliance and run the below script to encrypt the VD (on external storage).
OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

Note: The encryptSedvd.py script turn on the SED feature only on Virtual Drives or Drive
Groups on the PERC H840 Adaptors (external storage) and NOT on PERC H740 mini. Refer to
Enable Virtual Drives / Drive Groups - PERC H740 (Mini) Adaptors (Internal storage) to
enable SED on PERC H740 Mini

OWB ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

Detected unencrypted RAID Virtual Drives with SED Physical Disks

Please select es to encrypt

Navigation: <Tab><Up/Down Arrow> move vertical

<Esc> Quit, <Enter> Save, <Space> Select/Deselect, <A> Select All, <D> Deselect ALl

ID VD DG RAID SIZE HBA
(H) 1 0 ] RAID6 106.9TB PERC H840 Adapter

2. Select both the Virtula Disks and press Enter.
The Passphrase screen is displayed.

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

Editing: <Backspace> clear cursor left, <Delete> clear cursor right

Navigation: <Tab> move vertical, <Left/Right Arrow> move horizontal

<Esc> quit withou ing, < r> save, trailing spaces are ignored

Enter Passphrase:

]

Verify Passphrase:

]

Key ID (optional):

L ]
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3. Enter the Passphrase and press Enter.
For example,
Passphrase : Netwitness1!
keyID: netwitness

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

> clear cursor left, <Delete> clear cursor right
Navigation: < Up/Down Arr move vertical, <Left/Right Arrow> move horizontal
<Esc> quit without saving, <Enter> save, trailing spaces are ignored

Enter Passphrase:
Netwitness1!

Verify Passphrase:

Netwitnessl!

Key ID (optional):

netwitnessf]

4. Acknowledge the message and Press Enter to Save.

The Passphrase for the security key *Must* be securely backed up in case of PERC adapter hardware
failure and/or replacement, without it the data on all encrypted disks will be unrecoverable.

Entered Passphrase('Quoted'): 'Netwitnessi!'
Entered KeyId('Quoted'): 'netwitness'

() I understand the risks and have added the passphrase to my organization's permanent record
sc> Cancel, Acknowledge Backup, <D> Decline Backup, <Enter> Save
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5. Press any Key to Exit.

Successfully Encrypted All Selected RAID Virtual Drives
If you set a PERC contoller security key passphrase or key ID,
Please be sure to add them to your organization's permanent record

Press any key to exit

6. To confirm that the drives are SED Enabled and secured, run the below command and verify the
SED Enabled and Secured returns Yes.
/opt/MegaRAID/perccli/perccli6d /cl /e247/sall show all | egrep -1 '
(Policies/Settings|SED Capable|Secured|SED Enabled) '
Drive /c1/e247/s0 Policies/Settings :

SED Capable

Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/sl Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s2 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s3 Policies/Settings
SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/s4 Policies/Settings
SED Capable

Yes

SED Enabled

Yes
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Secured = Yes

Drive /cl/e247/s5 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s6 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s7 Policies/Settings
SED Capable

Yes

SED Enabled

Yes
Secured = Yes

Drive /cl/e247/s8 Policies/Settings

SED Capable Yes

SED Enabled

Yes

Secured = Yes

Drive /cl/e247/s9 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s10 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/sl1l Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Enable Security on SED Capable Drive groups on Host with a mix of SED
and NON SED Drives
The encryptSedVd.py may fail to identify the SED Capable Virtual Drives when there is mix of both

SED and NON-SED drives on the appliance. The below steps are applicable when both SED and NON-
SED capable virtual drives exist on the host.
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1. SSH to the appliance and enable security on the PERC H740 (mini) Adaptor. The controller number
for this adaptor is 0. The PERC H840 Adaptor is shown as 1.

To list all the controllers on the appliance:

/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'

The first column (Ctl) lists out the controller index on the appliance. In this case, the controller ‘0’
corresponds to ‘PERC H740 Mini’ and controller ‘1’ corresponds to ‘PERC H840 Adaptor’ . The
columns ‘DGs’ and ‘VDs’ displays the drive groups and virtual drives on the controller.

[root@l16Decoder percclil# /opt/MegaRAID/perccli/perccli64 show | egrep -A3 'Model’
Ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

0 PERCH740PMinti
1 PERCH840Adapter

[root@l1l6Decoder percclil# I

2. To enable the security on the ‘PERC H740 (mini) Adaptor’ i.e Controller ‘0°, execute the following
command:
/opt/MegaRAID/perccli/perccli6d /cO set securitykey=’<SOME_STRING VALUE>'!'
keyid='< SOME STRING VALUE >’

Example:
/opt/MegaRAID/perccli/perccli6d /cO0 set securitykey='Netwitnessl!' keyid=1l

'Netwitness1’ is the securityKey and ‘1’ is ID. Preserve both the Key and keyID securely.
[root@l16Decoder perccli]# /opt/MegaRAID/perccli/percclib4 /cO set securitykey='Netwitnessl!' keyid='netwitness
Controller = 0

Status = Success

Description = None

Controller Properties :

3. Identify the correct Drive group (DG) / Virtual Drive (VD) corresponding to the SED Capable drives
that we are trying to enable security.
/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show | egrep -A5 'DG/VD'

Refer to first two and last column to identify the correct Drive Group (DG) / Virtual Drive (VD)
correspond to the 6 SED enabled drives. On Series 6 appliances, there is only one DG/VD with
RAID6. ‘Name’ column can be used to identify the VD/DG. In this case, the DG/VD is ‘2°. Using a
combination of ‘Type’, ‘Name’ and ‘Size’ columns (these were defined by the user when the VDs

are created above).

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /vall show | egrep -A5 'DG/VD'
DG/VD TYPE State Access Consist Cache Cac sCC Size Name

RAID1 Optl RW RWBD OFF 931.0 GB
RAID1 Optl RW RWBD OFF 1.818 TB
RAID6 Optl RW RWBD OFF 8.730 TB Virtual Disk 2

[root@l16Decoder percclil# [i
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4. To turn on Security on the disk group (created out of the 6 SED Capable drives), execute the below
command:
/opt/MegaRAID/perccli/percclied /c0 /d2 set security=on

[root@li6Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /d2 set security=on
Controller = 0
Status = Success

Description = Success

5. Get the Enclosure ID (EID) using on the controller ‘0’. In this case, it is ‘64’

/opt/MegaRAID/perccli/perccli6ed /cO0 /eall show
[ root@l16Decoder percclil# /opt/MegaRAID/perccli/perccli64 /cO /eall show

[Status = Success
Pescription = None

PS Fans TSs Alms SIM Port#

EID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count
Ss-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

[root@i16Decoder percclil# [

6. To confirm that the drives / Drive Groups (DG) are SED Enabled and Secured, run the below
command and verify the SED Capable, Secured, SED Enabled flags are set as ‘Yes’ for drives in
slots 4 (s4) through 9 (s9).

/opt/MegaRAID/perccli/perccli6ed /cO0 /e64/sall show all | egrep -i '
(Policies/Settings |SED Capable|Secured|SED Enabled)'

Drive /c0/e64/s0 Policies/Settings

SED Capable No

SED Enabled

No

Secured = No

Drive /cO/e64/sl Policies/Settings
SED Capable = No

SED Enabled No

Secured = No

Drive /c0/e64/s2 Policies/Settings
SED Capable = No

SED Enabled = No

Secured = No
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Drive /c0/e64/s3 Policies/Settings
SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s4 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings
SED Capable

Yes

SED Enabled

Yes
Secured = Yes

Drive /c0/e64/s6 Policies/Settings

SED Capable Yes

SED Enabled Yes
Secured = Yes
Drive /c0/e64/s7 Policies/Settings

SED Capable

Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Note: The steps for enabling encryption on Series 7 hardware (with or without external storage
configuration i.e MD2412) are like Series 6 steps described in this section. On Series 7 hardware:
1. The internal HBA is PERC H965i and external HBA is PERC H965e.

2. Perccli64 is not supported on Series 7 hardware. Use /opt/MegaRAID/perccli/perccli2. Substitute
perccli64 with perccli2 when executing the perccli commands on Series 7 hardware.
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Appendix C. Troubleshooting

This section contains instructions on how to resolve various storage tasks using the REST API.

Reconfigure Pre-Configured DAC Attached to Decoder Using
REST API

Th scenario covers how to reconfigure a DAC using the REST API that was configured using another
tool and clear any pre-existing data (if no longer need or backed up to another storage device).

The following information describes the state of the host and storage hardware prior to the attempt to
reconfigure the storage devices using the REST API.

When the DAC was added, it had old data and was configured (but not using the REST API). This
prevented the REST API from executing the raidNew command and returned the Physical disk
does not have appropriate attributes error message.

The following steps describe the scenario and with its resolution.

1. From the Decoder Linux console (or SSH to Decoder), submitted the following command string.
/opt/MegaRAID/perccli/perccli6d /c2/fall del
You will find detailed information on perccli commands in the Dell PowerEdge RAID Controller
CLI Reference Guide (https://topics-cdn.dell.com/pdf/dell-sas-hba-12gbps reference-guide en-
us.pdf).
This deleted all foreign configuration from controller 2 and cleared all data from the DAC.

2. Tried to partition the DAC, but the partNew command failed because that information was already
defined on the DAC. partNew displayed that you must use one an available device, but devList
showed it in use.

3. Assuming that the partitions were defined, tried to allocate the storage devices, but this did not work
because the DAC was not mounted.

4. Tried to mount the DAC from the command line, but received mount failed: structure
needs to be cleaned error message.

5. There was no data that needed to be preserved on the DAC, so submitted the following command
strings to clean the structure.

mkfs.xfs -f /dev/decoder0/packetdb
mkfs.xfs -f /dev/decoderl/packetdb

6. Mounted devices to their appropriate locations in /var/netwitness/decoder.

7. Completed the remainder of the applicable steps as described in Configure Storage Using the REST
API to reconfigure the DAC
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Appendix D. Sample Storage Configuration Scenarios
for 15-Drive DACs

This appendix illustrates the following example of how to configure storage on two non-encrypted 15-
drive DAC external storage devices.

¢ Configure Storage for Archiver
¢ Configure Storage for Network (Packet) Decoder
¢ Configure Storage for Network Concentrator

¢ Configure Storage for Log Decoder Hybrid

Configure Storage for Archiver

The following scenario configures storage on one, non-encrypted, 15-Drive DAC for an Archiver
physical host.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

B acchiver devceappliance
B[ Jconnections ndec
85 deviceappliance logs
B[ appliance X . .
B[ connections Properties for NWHOST2100 - Archiver (ARCHIVER)/deviceappliance/appliance.
B 0legs rakdList v
B ] rest Message Help
o D senvices list drive shelves attached to this apphanc?
Sequr "J'.“J es: appliance.manage
B[] sroredproc
B sys
B Jusers
Response Output
B[ Jindex o
Controller 0, Enclosure 32
BT legs Vendor: DP
Model: BP13GHEXP
4] t
Dres In Use: true
o[ gk Drives: 931.511 GBx 2
1818TBx 2
a D sEnEs Devices: sda
O[] steredproc sdb
B0y Controller 1, Enclosure 0
B users Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: 3.637 TBx 15
Devices:

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.
controller=1 enclosure=0 scheme=archiver commit=1

167 Appendix D. Sample Storage Configuration Scenarios for 15-Drive DACs



Storage Guide

The following example illustrates what you should see after you create a RAID array.
Properties for NWHOST2100 — Archiver (ARCHIVER)/deviceappliance/appliance.

rakdMew v Parameters controller=1 enclosure=0 scheme=archiver commit=1
Message Help

enclosure - <uint32, {enum-onez32,0)> Enclosure number of the shelf to dlear
scheme - <string, {enum-one:decoder | logpdecoder | concentrator | archiver | network-hybrid | log-hybrid)> Type of RAID volumes to allocate

preferSecure - <bool, optional, {book0,1,yes.no true. false, on,off)= Prefer creation of a secure array ghven compatible physical drives and a controller with a security key set
commit - <bool, optional> commit changes

Response Output

foptMegaRAIDyperecipencclitd /et add vd ré drives=000,001,0:2,003,004, 005,006,007 0c8.0:5,001 00001 1,020 2,001 3,060 4w v cachibd Strip=128
Controller = 1

Status = Sucess

Description = Add VO Succeeded

3. Execute the raidList command to verify the new RAID array.

You should now see the following information.
In Use: TRUE

Devices: <device> (for example, sdc)

Properties for NWHOST2100 — Archiver (ARCHIVER)/device appliance/appliance.

raidList v
Message Help

list drive shehves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 0, Enclosure 32
Vendor: DP
Model: BP13G+EXP
In Use: true
Drives: 931311 GBx 2
1.818TBx 2
Devices: sda
sdb

Controller 1, Enclosure O
Vendor: EMC
Maodel: ESES Enclosure
In Use: true
Drives: 3.637 TBx15
Devices: sdc

4. Execute the partNew command with the following parameters to create partitions and mount points
in the etc/fstab file.

name=<device> (for example, sdc) service=archiver volume=archiver commit=1

5. Execute the srvAlloc command with the following parameters to allocate the space to the archiver

service. This adds storage to the archiver service configuration and restarts the service every time it is
executed.

service=archiver volume=archiver(0 commit=1
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Properties for NWHOST2100 - Archiver (ARCHIVER)/deviceappliance/appliance.

srvAlloc v Parameters service=archiver volume=archiver0 commit=1

Message Help

service - <string. {enum-one:archiver | concentrator | decoder | logdecoder)> service that will use storage
volume - <string, {enum-one:archiverd,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

%, Change Service | E@ NWHOST2100 - Archiver

® start Aggregation

B HostTasks () Shutdown Service

Archiver Service Information

NWHOST2100 (Archiver)
11.3.0.0 (Rev null)
30016 KB (0.02% of 126 GB)

0%

2019-Jun-12 13:12:17

1 minute 10 seconds

2019-Jun-12 13:13:27

6. Confirm the “Hot Storage” in “Data Retention”.

+ Change Service | E@ NWHOST2100 - Archiver Config &

General Data Retention Files Appliance Service Configuration

Configure the rollover criteria for removing database records from primary storage using an age-based threshold, and schedule the timing for checking if t

1. Configure hot, warm and cold storage

2. Configure collections
3. Define retention rules

Total Hot Storage

47.29TB ¥

1 Mount Point

Collections

+ | C
O Collection
[J default

Total Storage

Retention Rules
+ | |
O Order ~  Rule Name

O default

Total Warm Storage Cold Storage

Not Configured £ Not Configured £
Usage / Hot Storage Usage / Warm Storage Cold Storage Retention
0B/44.93 TB (95%) Disabled i No Limit
0B/4493TB 0B/0B

Condition

*
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Configure Storage for Network (Packet) Decoder

The following scenario configures storage on two, non-encrypted, 15-Drive DACs for a Network
Decoder for 10G Capture physical host.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>

b. Verity the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance

raidList v

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 1 at PCl Address 3b:00.0, Enclosure 231, SCSI Channel 2
Vendor: EMC
Model: ESES Enclosure
In Use: false

Drives: 3.638 TB HDD

Devices:

Controller 1 at PCI Address 3b:00.0, Enclosure 239, SCSI Channel 2
Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: HDD x 15
Devices:

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.

e Parameters for the first enclosure:
controller=1 enclosure=231 scheme=decoder-hotspare commit=1
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Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

raidNew v Parameters controller=1 enclosure=231 scheme=decoder-hotspare commit=1

Message Help

allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: 0,1}> Controller the shelf is attached to

Response Output

/opt/MegaRAID/perccli/perccliéd /c1 add vd r1 drives=231:0,231:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =1

Status = Success

Description = Add VD Succeeded.

lopt/MegaRAID/perccli/percclied /1 add vd r5 drives=231:2,231:3,231:4,231:5,231:6,231:7,231:8,231:9,231:10,231:11,231:12,231:13 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64
Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/perccli64 /c1 /€231 /s14 add hotsparedrive
CLI'Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64
Controller =1

Status = Success
Description = Add Hot Spare Succeeded.
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e Parameters for the second enclosure:

controller=1 enclosure=239 scheme=decoder-hotspare commit=1

Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

raidNew ~  Parameters controller=1 enclosure=239 scheme=decoder-hotspare commit=1

Message Help

enclosure - <uint32, optional, {enum-one:The value must be one of the following: £4|231|239}> Enclosure number of the shelf to clear. Required if the controlle
attached,

scheme - <string, {enum-one:The value must be one of the following: decoder | logdecoder | concentrator| archiver | network-hybrid | log-hybrid | log-indexed-decot
expansion |decoder-hotspare | logdecoder-hotspare}> Type of RAID volumes to allocate

Response Output

’pr[fMegaRA\ Drpercclifpercelied fc1 add vd r1 drives=239:0,239:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.e17.x86_64

Controller = 1

| Status = Success

Description = Add VD Succeeded.

‘foDUMegaRND/pEr(thluer[dle fc1 add vd r5 drives=239:2,239:3,239:4,239:5,239:6,239:7,239:8,239:9,239:10,239:11,239:12,239:13 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =1

|Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/percclie4 /c1 /e239 /s14 add hotsparedrive
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller =1

Status = Success

Description = Add Hot Spare Succeeded,

3. Use the raidList command to display block devices for enclosures so you can verify In

Use: TRUE.
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Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

raidList v

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Qutput
LTI TG AUU X
Devices: sda /dev/disk/by-path/pci-0000:18:00.0-scsi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:18:00.0-scsi-0:2:1:0

Controller Laf PCI Address 3b:00.0, Enclosure 231, SCSI Channel 2
Vendor: EMC

Made S Enclosure

Drives: 3.638 TB HDD x 15

Devices: sdc /dev/disk/by-path/pci-0000:3b:00.0-scsi-0:2:0:0
sdd /dev/disk/by-path/pci-0000:3b:00.0-scsi-0:2:1:0

Controller 1 at PCl Address 3b:00.0, Enclosure 239, SCSI Channel 2
Vendor: EMC

Model: ESES Enclosure

e e
Drives: 3.638 TB HDD x 15

Devices: sde /dev/disk/by-path/pci-0000:3b:00.0-s¢si-0:2:2:0
sdf /dev/disk/by-path/pci-0000:3b:00.0-scsi-0:2:3:0

4. Use devlist to view the new block devices and their sizes. The new devices are highlighted in red.

devlist v

Message Help

Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

list storage devices
security.roles: appliance.manage

Response Output

sda:vendor=DELL model="PERC H740P Mini" size="931 GB" used=1
sdb:vendor=DELL model="PERC H740P Mini" size="1.82 TB" used=1
sdc:vendor=DELL model="PERC H840 Adp" size="3.64 TB" used=0

sdd:vendor=DELL model="PERC H840 Adp" size="40.02 TB" used=0
sde:vendor=DELL mode|="PERC H840 Adp" size="3.64 TB" used=0
— ———
sdfivendor=DELL model="PERC H840 Adp" size="40.02 TB" used=0

5. SSH to the Network Decoder and use the 1sb1k command to confirm the block device sizes. The
smaller block devices are always allocated to decodersmall and larger devices are allocated to
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decoder volume.

‘Decoder ~]# 1sblk
SIZE RO MOUNTPOINT
931G
1G
930G
30G
4G
2.7T
160G
10G
1.8T
1.8T
271
3. 7T
40T
3. 7T
40T

/boot

netwitness_vgo0-root
netwitness_vgoo-swap
netwitness_vgee-nwhome
netwitness_vg@o-varlog
netwitness_vg@0-usrhome

/
[SWAP]

/var /netwitness
/var/log
/home

/var /netwitness

[cNcBoNooNoNoNololclcoloRNo NNl

0
0
0
0
0
0
0
0
(0]
0
0
0
0
0

Note: When configuring for 10g capture, use decoder-hotspare for both the enclosures for performance
reasons. For non 10g captures, use decoder-hotspare for the first enclosure and packet-expansion for
the second enclosure.

6. Execute the partNew command to create the decodersmall partition first (decoder dir, index,
metadb, sessiondb) (First Enclosure, SDC, SDD) with the following parameters.
name=sdc service=decoder volume=decodersmall commit=1
partMew ~  pParameters name=sdc service=decoder volume=decodersmall commit=1
Message Help
name - <string, {enum-one:sdcsdd,sde sdf}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder)> service that will use storage

volume - <string. optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver)> volume to create
commit - <bool, optional> commit changes

Response Output

Logical volume “decoroot” created.
fshin/mkfs.xfs /dev/decodersmall/decoroot
meta-data=/dev/decodersmallfdecoroot isize=512  agcount=4, agsize=655360 blks

- sectsz=512 attr=2, projid32bit=1
- cre=1 finobt=0, sparse=0
data = bsize=4096 blocks=2621440, imaxpct=25
- sunit=0  swidth=0 blks
naming =yersion 2 bsize=4006 ascii-ci=0 h'yr:P—l
log =internal log bsize=4006 blocks=2560, version=2
- sectsz=512 sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

Sbindmkdir -p fvar/netwitness/decoder

fbin/mount Avar/netwitness/decoder

fshin/lvereate -y -n index -L 30G decodersmal

Logical volume “index” created.

Isbin/mkfs.xfs rdevidecadersmallfindex

meta-data=/dev/decodersmallfindex isize=312 agcount=4, agsize=1966080 blks
- sectsz=512 attr=2, projid32bit=1
- cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=T264320, imaxpct=25
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7. Execute the partNew command to create the decoder volume (packetdb) (First Enclosure, SDC,
SDD) with the following parameters.

name==sdd service=decoder volume=decoder commit=1
partNew v Parameters name=sdd service=decoder volume=decoder commit=1
Message Help
name - <string, {enum-cne:sdc,sdd,sde,sdf}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdd1
Physical volume "/dev/sdd1" successfully created.
/sbinfvgcreate -f decoder /dew/sdd1
Volume group “decoder” successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder
Logical volume "packetdb” created.
/sbin/mkfs.xfs /dev/decoder/packetdb
meta-data=/dev/decoder/packetdb isize=512 agcount=41, agsize=268435455 blks
- sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=10742791168, imaxpct=5
= sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=521728, version=2
= sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb
/bin/mount /var/netwitness/decoder/packetdb
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[root@” . "Decoder ~]# df -hP

Filesystem S
devtmpfs

tmpfs

tmpfs

tmpfs

Jdev/mapper /netwitness_vg00-root
fdev/sdal

[/dev/mapper /netwitness_vg0@0-varlog
J/dev/mapper /netwitness_vg00-nwhome
Jdev/mapper /netwitness_vg00-usrhome
tmpfs

/dev/mapper fdecodersmall-decoroot
/dev/mapper /decodersmall-index
/dev/mapper fdecodersmall-sessiondb 6
J/dev/mapper /decodersmall-metadb E]
/dev/mapper /decoder -packetdb

10

2

ize
63G
636
63G
63G
30G
14M
160G
IT
180G
13G
10G
30G
080G
REIST]
41T

Used Avail Use¥%

(6]
60K
11M

]

3.9G
89M
48M

63G
63G
63G
63G
27G

926M

10G
2.7T
10G
13G
10G
30G
600G
3.17
41T

0%
1%
1%
0%

Mounted on
Jdev

Jdev/shm

Jrun
/sys/fs/cgroup

13% /

9%
1%
1%
1%

% fvar/netwitne

/boot

Jvar/log

Jvar/netwitness

/home

frunfuser/@e

fvar /netwitness/decoder

fvar [netwit s

fvar [netwitness/dec

var /netwitne ecoder,

ecoder fpacketdb

In this example, the below partitions (highlighted in Yellow) are created on sdc and sdd (Enclosure

231).
[root@
NAME
sda
I:sdal

sda2
netwitness _vgo0-root
netwitness_vgo0-swap
netwitness_vgo0-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome

"Decoder ~]# 1lsblk

8:0
8:1
8:2
253:0
2o
253:4
253:5
253:6
8:16
8:17
253:4
8:32
G HEE
253:7
253:8
253:9
253:10
8:48
8:49
253:11

sdb

Lsdb1
Lnetwitness_vg@0-nwhome
sdc
Lsdc1
decodersmall-decoroot
decodersmall-index

decodersmall-sessiondb
decodersmall-metadb
sdd
Lsdd1
L—decoder—packetdb

MAJ:MIN RM

[cclcclcoloicoococolcoloNolocoolcicololcol

SIZE
931G
1G
930G
30G
4G
2.7T
10G
106G
1.8T
1.8T
2.7T
3.7T7
3.7T
160G
306
600G
3T
40T
40T
40T

RO

2000000000 O0Q

At this point, you add the second DAC enclosure.

SDF) with the following parameters.

MOUNTPOINT
/boot

/

[SWAP]

/var /netwitness
/var/log

/home

fvar /netwitness

/var /netwitness/decoder
/var/netwitness/decoder /index
/var /netwitness/decoder /sessiondb
J/var /netwitness/decoder /metadb

/var /netwitness /decoder /packetdb

Execute the partNew command to create the decodersmall partition first (Second Enclosure, SDE,

name=sde service=decoder volume=decodersmall commit=1
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Properties for 11mtinxnwpacket01 - Decoder (DECODER) /deviceappliance/appliance.

partMew w» Parameters name=sde service=decoder volume=decadersmall commit=1
Message Help
name - <string, {enum-one:sde,sdd.sde.sdf}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder |logdecodersmall | logdecoder | archiver}> volume to create
commit - <bgol, optienal> commit changes

Response Qutput

febinfparted -5 /dev/sde mklabel gpt
fsbin/parted -5 -a optimal /dev/sde mkpart LVM 0% 100%
fsbinfpvcreate -f /devisdel
Physical volume “/dev/sde1” successfully created.
Isbinfvgereate -f decodersmall0 /devisdet
Volume group "decodersmall0” successfully created
fsbinfivcreate -y -n index -L 30G decodersmalio
Logical volume Tindex” created.
Isbinsmkfs.xfs /dev/decodersmalldfindex
meta-data=/dev/decodersmalllfindex isize=5312 agcount=4, agsize=1966080 blks
= sectsz=512 attr=2, projid32bit=1
= cre=1 finabt=0, sparse=0

data = bsize=4096 blocks=7864320, imaxpct=25
= sunit=0  swidth=0 blks

naming =version 2 bsize=40096 ascii-ci=0 ftype=1

log  =internal log bsize=4006 blocks=3840, version=2
- sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mbkdir -p fvar/netwitness/decoderfindexd
fbin/mount /var/netwitness/decoder/index0

9. Execute the partNew command to create the packetdb decoder volume (Second Enclosure SDE,
SDF) with the following parameters.

name=sdf service=decoder volume=decoder commit=1
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partNew b

Message Help

name - <string, {enum-one:sdc,sdd,sde,sdf}> block device name

Parameters name=sdf service=decoder volume=decoder commit=1

service - <string, {enum-one:archiver | concentrator | decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdf1
Physical volume "/dev/sdf1" successfully created.
/sbin/vgcreate -f decoder0 /dev/sdf1
Volume group "decoder0" successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder0
Logical volume "packetdb” created.
/sbin/mkfs.xfs /dev/decoder0/packetdb
meta-data=/dev/decoder0/packetdb isize=512 agcount=41, agsize=268435455 blks
= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=10742791168, imaxpct=5
- sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=521728, version=2

- sectsz=512 sunit=0 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0
/bin/mkdir -p /var/netwitness/decoder/packetdb0
/bin/mount /var/netwitness/decoder/packetdb0

Size
63G 0
63G 60K
63G 11M
63G 0
360G 3.9G

1014M 89M
160G 48M
2.7T 609M
10G 33M
13G 0
186G 33M
306G 33M
600G  34M
3.1T  34M
41T  34M
390G 33M
34M

34M

34M

Used Avail Use%
63G %
63G
63G
63G
27G

926M

/dev/mapper /netwitness_vg00-root
/dev/sdal

J/dev/mapper /netwitness_vag@0-varlog
/dev/mapper /netwitness_vg00-nwhome
/dev/mapper /netwitness_vg00-usrhome
tmpfs

/dev/mapper /decodersmall-decoroot
/dev/mapper /decodersmall-index
/dev/mapper /decodersmall-sessiondb
/dev/mapper /decodersmall-metadb
/dev/mapper /decoder-packetdb
/dev/mapper /decodersmalle-index
/dev/mapper /decodersmall®-sessiondb
/dev/mapper /decodersmalle-metadb
/dev/mapper /decoder®-packetdb

Mounted on

t [dev

¢ fdev/shm

/run
[/sys/fs/cgroup
/

/boot
[/var/log

¢ fvar/netwitness

¢ fhome

¢ frunfuser/o

¢ fvar/netwitness/decoder

t fvar/netwitness/decoder/index

% [var/netwitness/decoder/sessiondb

[/var /netwitness/decoder /metadb

t /var/netwitness/decoder/packetdb
¢ fvar fnetwitness/decoder/index0
¢ [var /netwitness/decode

Jvar /netwitne decoder /metadbo
/var /netwitness/decoder /packetdbe
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[root@: - 'Decoder ~]# lsblk
NAME S1Z . MOUNTPOINT
sda
tsdal
sda2
netwitness_vgdo-root
netwitness_vg0o-swap
netwitness_vgdo-nwhome
netwitness_vg@0-varlog
netwitness_vg00-usrhome
sdb
Lsdb1
L—netwitness_vg@@-nwhome
sdc
Lsdc1
decodersmall-decoroot
decodersmall-index
decodersmall-sessiondb
decodersmall-metadb
sdd
Lsdd1
Ldecoder-packetdb
sde
Lsde1
deecodersmalle-index

/boot

/

[SWAP]

Jvar [netwitness
Jvar [log

/home

Jvar [netwitness

BREBPOVLERONREO

Jvar /netwitness/decoder

/var [netwitness/decoder/index
/var [netwitness/decoder/sessiondb
Jvar [netwitness/decoder /metadb

/var [netwitness/decoder /packetdb

Jvar [netwitness/decoder /index®
Jvar [netwitness/decoder /sessiondb®
J/var /netwitness/decoder /metadb®

decodersmalle-s ondb
decodersmalle-metadb
sdf
Lsdf1
Ldecoder@-packetdb

D000 0000000000000 000000000

Jvar [netwitness /decoder /packetdbe

10. Execute the srvAlloc command with the following parameters to add the storage information into
the Service Configuration settings.

e service=decoder volume=decodersmall commit=1
e service=decoder volume=decodersmalll commit=1
e service=decoder volume=decoder commit=1

e service=decoder volume=decoder(0 commit=1

11. Allocate decodersmall and decodersmall0 volumes to decoder service as shown below. Similarly,
decoder and decoder0 volumes are allocated to decoder service.
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Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

srvAlloc ~ Parameters service=decoder volume=decodersmall commit=1

Message Help

paramefters:
service - <string, {enum-one:The value must be one of the following: archiver | concentrator |decoder |logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: decoder | decoder( |decodersmall | decodersmall0 | netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/decoder/metadb==2.86 TB

Set /database/config/session.dir to /var/netwitness/decoder/sessiondb==569.72 GB
set findex/config/index.dir to /var/netwitness/decoder/index==28.49 GB

Properties for Decoder - Decoder (DECODER) /deviceappliance/appliance.

srvalloc v | Parameters service=decoder volume=decodersmall0 commit=1

Message Help

parameters:
service - <string, {enum-one:The value must be one of the following: archiver | concentrator |decoder | logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: decoder | decoder0| decodersmall | decodersmall0 | netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output
Set /database/config/meta.dir to /var/netwitness/decoder/metadb==2.86 TR /var/netwitness/decoder/metadb0==2.87 TB
Set /database/config/session.dir to /var/netwitness/decoder/ses b==569.7 sfvar/netwitness/decoder/sessiondb0==569.72 GB

Set findex/configfindex.dir to /var/metwitness/decoder/index==28.49 GB;/var/netwitness/decoder/index0==28.49 GB

12. Use Explore->database->config->Meta Database Directory / Session Database Directory /

Packet/Log Database Directory parameter to confirm the values set using srvAlloc.

Explore

— N r /database/config Decader - Decoder
= Decoder - Decoder .
B i Decoder - Decoder (DECODER) Meta Compression Level meta.compression level) o
@[] connections Meta Database Directory (meta.dir) decod: dbe=2.86 TB; 28778
B & database Cold Meta Database Directory (meta.dir.cold)
Warm Meta Dat, Directory (meta.dir. warm)
[Jconfig o :
O Meta File Size {meta file size) to
) stats
Meta Open Files (meta.files) auto
B[ decoder
= Meta Minimum Free Space (meta.free.space.min) 2368
B85 deviceappliance
syne
B[ connections
64 KB
a[legs
none
B rest o
0
B[] services 38,02 P .02 TR
al redproc " "
D storedp Cold Packet/Log Database Directory (packet dir.cold)
B0y Warm Packet/Log Database Directory (packevdir.warm)
B[ Jusers Packet File Size (packet.file.size) aute
B[ index Packet File Type (packet.file.type) peapng
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Packet Open Files (packet.files) auto

W

Packet Minimum Free Space (packet.free.space.min) 23G

Packet Index Fidelity (packet.index.fi 1

Packet Integrity Flush (packet.inte; sync
Packet Write Block Size (packet.write.block size) 64 KB
Session Database Directory (session.dir) fvarfnetwitness/decoder/sessiondb==569.72 GB:/var/netwitness/decoder/sessiondb0==569.72 GB
Cold Sesslon Dat
auto
Session Open Fil auto
Session Minimur session.free.space.min) 23GB
Session Integrity Flush (session.integrity. flush) sync
Session Write Block Size (session.write.block.size) 32KB

13. Reconfigure the following Network Decoder service and its database to detect and take advantage of
all of the free space as described in Task 5 - (Optional) Reconfigure Storage Configuration for 10G

Capture.
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Configure Storage for Network Concentrator

The following scenario configures storage on one, non-encrypted, 15-Drive DAC for a Network
Concentrator physical host.

1. Execute the raidList command.
raidList i
Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 0, Enclosure 32
Vendor: DP
Maodel: BP13GHEXP
In Use: true
Drives: 931.511 GBx 2
1.818TEBx 2
Devices: sda
sdb

Controller 1, Enclosure &
Vendor: EMC
Maodel: ESES Enclosure
In Use: false
Drives: 186.309 GBx 6
3.637TBx9
Devices:
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2. Execute the raidNew command with the following parameters.
controller=1 enclosure=6 scheme=concentrator

raidNew v | Parameters controller=1 enclosure=6 scheme=concentrator commit=1

Message Help

parameters:
controller - <int32, {enum-one:0,1}> Controller the shelf is attached to
enclosure - <uint32, {enum-one:32,6}> Enclosure number of the shelf to clear

scheme - <string, {enum-one:decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid}> Type of RAID volumes to allocate

Response Output

fopt/MegaRAID/perccli/percclibd fc1 add vd r5 drives=6:0,6:1,6:2,6:3,6:4,6:5 wb ra cached Strip=128
Controller =1

Status = Success

Description = Add VD Succeeded

fopt/MegaRAID/perccli/percclied fc1 add vd ré drives=6:6,6:7,6:8,6:9,6:10,6:11,6:12,6:13,6:14 wb ra cached Strip=128
Controller = 1

Status = Success
Description = Add VD Succeeded

3. Execute the partNew command to create the concentrator partition first with the following
parameters. You must create the concentrator volume before index volume or it will fail.
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name=sdd service=concentrator volume=concentrator commit=1

partNew v Parameters name=sdd service=concentrator volume=concentrator commit=1
Message Help

parameters:
name - <string, {enum-one;:sdc,sdd}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, optional, {fenum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

Response Output

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdd1
Physical volume "/dev/sdd1" successfully created.
/sbin/vgcreate -f concentrator /dev/sdd1
Volume group “"concentrator” successfully created
fsbin/lvcreate -y -n root -L 30G concentrator
Logical volume “root” created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=4, agsize=1966080 blks
= sectsz=512 attr=2, projid32bit=1
= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=7864320, imaxpct=25
= sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log  =internal log bsize=4096 blocks=3840, version=2
= sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mkdir -p fvar/netwitness/concentrator
fbin/mount /var/netwitness/concentrator

4. Execute the partNew command with the following parameters with the following parameters to
create an index on SSDs.

name=sdc service=concentrator volume=index commit=1
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partNew ~  Parameters name=sdc service=concentrator volume=index commit=1
Message Help
parameters:

name - <string, {enum-one:sdc,sdd}> block device name

service - <string, {enum-one:archiver | concentrator | decoder|logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

Response Qutput

/sbin/parted -s /dev/sdc mklabel gpt
fsbin/parted -5 -a optimal /dev/sdc mkpart LVIM 0% 100%
/sbin/pvcreate -f /dev/sdc

Physical volume "/dev/sdc1"” successfully created.
fsbin/vgcreate -f index /dev/sdcl

Volume group "index" successfully created
fsbin/lvcreate -y -n index -1 100%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index” created.
fshin/m fs /dev/index/index
meta-data=/dev/index/index

agcount=4, a
= sectsz=4096 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=243465216, imaxpct=25
= sunit= swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=118879, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mkdir -p fvar/netwitness/concentrator/index
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5. Execute the srvAlloc command with the following parameters.
service=concentrator volume=index commit=1l

srvAlloc v | Parameters service=concentrator volume=index commit=1

Message Help
parameters:

service - <string, {enum-one:archiver | concentrator | decoder |logdecoder}> service that will use storage
volume - <string, {enum-one:concentrator,index,netwitness_vg00}> volume group name

commit - <bool, optional> commit changes

Response Output

| Set findex/configfindex.dir to /var/netwitness/concentrator/index==881.87 GB

.f, Change Service | NWHOST1500 - Concentrator | Explore @
= o findexiconfig NWHOST1500 - cone
E NWHOST1500 - Goncentrator =
index.dir Nvar/netwitness/concentrator/index==881.87 GB
= NWHOST1500 - Concentrator (CONG
in dir.cold

8 concentrator
B[] connections

B[] database

dir.warm

page. huffhybrid
B[ deviceappliance
reindex.enable ove
2 £ i,
=1 index save.session.count auto
[Jeonfig

6. Execute the srvAlloc command with the following parameters.

service=concentrator volume=concentrator commit=1
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srvalloc v | Parameters service=concentrator volume=concentrator commit=1
Message Help

parameters:
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, {enum-one:concentrator.index,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==23.6 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==569.72 GB

Explore

- Idatabase/conft NWHOST1500 - Concenirator (CONC
& NWHOST1500 - Concentrator =N

hash.algorithm none

B NWHOST1500 - Concentrator (CONC
hash.databases session,meta
B[ concentrator
hash.dir

B[ connections
manifest.dir

B3 database
meta.compression none

Dlconfig meta.compression.level 0

D stars meta.dir Ioar i 23.6T8
B[ deviceappliance meta.dir.cold
BTindex meta.dir.warm
B logs meta.file.size auto
B[ Jrest meta.files auto
a[3sdk meta.free.space.min 23GB
B[ services meta.index.fidelity 4
B[ storedproc 4 meta.integrity.flush sync
B 0sys meta.write.block.size 64 KB
B users session.dir fvar/netwi iondb==569.72 GB
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Configure Storage for Log Decoder Hybrid

The following scenario configures storage on one, non-encrypted, 15-Drive DAC for a Log Decoder
Hybrid physical host.
1. Execute the raidList command.

raidList v

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 0, Enclosure 32

Vendor: DP
Model: BP13G+EXP
In Use: true

Drives: 745.21 GBx 2
931,511 GBx 4
5457 TBx 8

Devices: sda
sdb
sdc
sdd
sde

Controller 1, Enclosure 31
Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: 3.637TBx 15
Devices:

2. Execute the raidNew command with the following parameters.
controller=1 enclosure=31 scheme=log-hybrid commit=1
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raidNew v Parameters controller=1 enclosure=31 scheme=log-hybrid commit=1
Message Help
controller - <int32, {enum-one:0,1}> Controller the shelf is attached to
enclosure - <uint32, {enum-one:32,31}> Enclosure number of the shelf to clear
scheme - <string. {enum-one:decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid}= Type of RAID volumes to allocate
prefersecure - <bool, optional, {bool:0,1.yes.no.true.false.on,off}> Prefer creation of a secure array given compatible physical drives and a controller with a security key set

Response Output

/opt/MegaRAID/perccli/percclied /c1 add vd r5 drives=31:0,31:1,31:2,31:3,31:4,31:5,31:6 wb ra cached Strip=128
Controller =1

Status = Success

Description = Add VD Succeeded

/opt/MegaRAID/percclifpercclied /c1 add vd r5 drives=31:7,31:8,31:9,31:10,31:11,31:12,31:13,31:14 wb ra cached Strip=128
Controller = 1

Status = Success

Description = Add VD Succeeded

@NWHOST1700
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3. Execute the partNew command with the following parameters with the following parameters.

e name=sdf service=concentrator volume=concentrator commit=1
partNew v Parameters name=sdﬂser‘.rice=concemrat0r volume=concentrator commit=1
Message Help

name - <string, {enum-one:sdf,sdg}> block device name

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdft

Physical volume "/dev/sdf1" successfully created.
/sbin/vgcreate -f concentratorQ /dev/sdf1

Volume group “concentratorQ” successfully created
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name=sdg service=logdecoder volume=logdecoder commit=1
partNew v Parameters name=sdg service=logdecoder volume=logdecoder commit=1
Message Help
name - <string, {enum-one:sdf,sdg}> block device name
service - <string, {enum-one:archiver |concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index| concentrator |decodersmall| decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Qutput

Jsbin/parted -5 /dev/sdg mklabel gpt
/shin/parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
/sbin/pvereate -f /dev/sdg1

Physical volume "/dev/sdg1" successfully created.
/sbin/vgcreate -f logdecoder0 /dev/sdg1
Volume group "logdecoder0” successfully created
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4. Execute the srvAlloc command with the following parameters.

service=concentrator volume=concentrator0 commit=1
srvalloc ~  Parameters service=concentrator volume=concentrator0 commit=1
Message Help

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
velume - <string, {enum-one:concentrator,concentrator0,decodermeta,decoderpacket.index logdecoder0,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb=14.08 TB:/var/netwitness/concentrator/metadb0==20.17 TB
Set /database/config/session.dir to var/netwitness/concentrator/sessiondb=1.41 TB;/var/netwitness/concentrator/sessiondb0==569.72 GB

= raausbase/contiy NWHOST 1700 - Concenrator
= NWHOST1700 - Concentra
hash.algorithm none
Bisl NWHOST1700 - Concentratar (C
hash.databases sessionmeta
B[ concenurator
hash.dir
B connections P
8 datsbase N
meta.compression nane
D config mets compresson leve! 0
Dseass meca.dir .08 0.17 T8
B[] seviceapphiance meca.dir.cold
B0 index meta.diewarm
80 kgs meca file.size suta
B et maca.fites suto
B0k meta.free.space.min 13268
B senvices meta.index fidelity 4
B0 storedproc 4 meta.integrity.fush sync
B0ss meta.write.block size 64 KB
A Jusers session.dir A1 569.72 GB

service=logdecoder volume=logdecoder(O commit=1

packet.dir Ivar/netwitness/logdecoder/packetdb=15.37 TB;/var/netwitness/logdecoder/packetdb0==24.19 T
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Appendix E. Sample Storage Configuration Scenarios

for 8 or 12-Drive PowerVault

This appendix illustrates the following example of how to configure storage on one non-encrypted 8 or
12-drive PowerVault external storage devices.

Configure Storage for Archiver using NW-PV-A/NW-PV-A-N
Configure Storage for Decoder using NW-PV-B/NW-PV-B-N

Configure Storage for Concentrator using NW-PV-C/NW-PV-C-N

Configure Storage for Concentrator using NW-PV-D/NW-PV-D-N

Configure Storage for Log Hybrid using NW-PV-A/NW-PV-A-N

Configure Storage for Network Hybrid using NW-PV-A/NW-PV-A-N

Configure Storage for Endpoint Log Hybrid using NW-PV-A/NW-PV-A-N

Configure Storage for Archiver using NW-PV-A/NW-PV-A-N

The following scenario configures storage on one, non-encrypted, 12-Drive PowerVault for an Archiver
physical host.

1.

Execute the raidlList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>
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b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

Parameters: | || Send

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

| lappliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller © at PCI Address 18:80.0, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BEP14G+EXP
In Use: true
Drives: 931.512 GB HDD x 2
1.819 TB HDD x 2
2.182 TB HDD x 3
Devices: sda /dev/disk/by-path/pci-0800:18:00.08-scsi-

B:2:0:
sdb /dev/disk/by-path/pci-0000:18:00.0-5cs5i-0:2:1:

2]
8
Controller 1 at PCI Address 3b:080.9, Enclosure 249, SCSI Channel 2

Vendor: DELL

Model: MD14ee

In Use: false

Drives: 10.692 TB HDD x 12

Devices: -

Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.

controller=1 enclosure=251 scheme=archiver commit=1l

The following example illustrates what you should see after you create a RAID array.

Properties for /appliance

[raidNew v |Parameters | ontroller=1 enclosure=251 scheme=archiver commit=1 ][ Send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64|251}> Enclosure number of the shelf to clear. Required if the contr
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-indexed-decod
allocate

‘ lappliance ?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=2518scheme=archiver&commit=1

Qutput (or command manual help)

/opt/MegaRAID/perccli/perccliéa /c1 add vd ré drives=251:@,251:1,251:2,251:3,251:4,251:5,251:6,251:7,251:8,251:9,251:10,251:11 ra Strip=128
CLI Version = 907.1623.0000.0000 May 17, 2821

Operating system = Linux 3.10.0-1160.66.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. Execute the raidList command to verify the new RAID array.

You should now see the following information.
In Use: TRUE
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Devices: <device> (for example, sdc)

Properties for /appliance
[raidList v |Parameters: | |[ Send |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

\ /appliance ?msg=raidList&force-content-type=text/plain

Qutput (or command manual help)

Controller @ at PCI Address 18:00.0, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BP14G+EXP
In Use: true
Drives: 1.09 TB HDD x 2
2.182 TB HDD x 2
Devices: sda /dev/disk/by-path/pci-20@@:18:00.0-sc5i-0:2:0:0
sdb /dev/disk/by-path/pci-@00@0:18:00.0-5c5i-0:2:1:0
Controller 1 at PCI Address 3b:98.8, Enclosure 251, SCSI Channel 2
Vendor: DELL
Model: MD1408
In Use: true
Drives: 7.277 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-eee0:3b:00.0-scsi-0:2:0:0

4. Execute the partNew command with the following parameters to create partitions and mount points

in the etc/fstab file.
name=sdc service=archiver volume=archiver commit=1

perties for
partNew v |P. i i jiver commit=1 Send
[ \ |[Send |

Message Help

perthew: make partitions on a block device
security.roles: sppliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder |packet|hybrid-decoder-meta|logdecodersmall|logdec
hybrid|log-indexed-decoder | logindex}> volume to create

[Jappliance7meg=par entyp ice=archi i =1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 106%
/sbin/pvcreate -f /dev/sdcl
Physical volume “/dev/sdc1® successfully created.
/sbin/vgcreate -f archiverd /dev/sdcl
Volume group “archivere” successfully created
/sbin/lucreate -y -n database -1 180%FREE archiverd
Wiping xfs signature on /dev/archiverd/database.
Logical volume "database” created.
/sbin/mkfs.xfs /dev/archivere/database
meta-data=/dev/archiver@/database isize=512 agcount=73, agsize=268435424 blks
= sectsz=512  attr=2, projid32bit=1

= cre=1 finobt=0, sparse=
data = bsize=4696  blocks=19533659136, imaxpct=1
= sunit=32 swidth=256 blks
naming  =version 2 bsize=4696 ascii-ci=o ftype=1
log =internal log bsize=4e96 blocks=521728, version=2
= sectsz=512  sunit=32 blks, lazy-count=1
realtime =none extsz=4¢96 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/database@
/bin/mount /var/netwitness/archiver/databaseo

5. Execute the srvAlloc command with the following parameters to allocate the space to the archiver
service. This adds storage to the archiver service configuration and restarts the service every time it is
executed.

service=archiver volume=archiver(0 commit=1
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Configure Storage for Decoder using NW-PV-B/NW-PV-B-N

The following scenario configures storage on one, non-encrypted, 12-Drive PowerVault for a Network

Decoder physical host.

or 16 TB).

Note: The block device size depends on the PV type (drive count) and the drive size (8 TB or 12 TB

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.

The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

raidList v | Parameters ‘ || Send
Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

‘Jappliance’?msg:rawdL\st&force—conlent—type:text/plam

Qutput (or command manual help)

Controller @ at PCI Address 18:080.@, Enclosure 64, SCSI Channel 2

Vendor: DP

Model: BP14G+EXP

In Use: true

Drives: 931.512 GB HDD x 2
1.819 TB HDD x 2
2.182 TB HDD x 3

Devices: sda /dev/disk/by-path/pci-0800:18:080.0-s5csi-0:2:0:0
sdb /dev/disk/by-path/pci-9800:18:00.0-scsi-0:2:1:0

Controller 1 at PCI Address 3b:00.0, Enclosure 249, SCSI Channel 2
Vendor: DELL
Model: MD1400
In Use: false
Drives: 10.692 TB HDD x 12
Devices:

2. Execute the raidNew command with the following parameters using the controller number and the

enclosure number you just recorded. Parameters for the first enclosure:
controller=1 enclosure=0 scheme=decoder-hotspare commit=1

i échume T éncl‘o’a‘um Type Drives Required “Allocation
dacoder Extarnal Bor 12 or 13 HDDS 3x drives in RAID 5 for decodersmall, all remaining drives in RAID 5 for decoder
log decoder External Bor 12 or 15 HDDs Same as decoder configuration
decoder hot spare External Bor 12 or 15 HDDs 2x drives in RAID 1 for decodersmall, 1 drive as hot spare, all remaining drives in RAID 5 for decoder
log decoder hol spare  Extemnal Bor 12 or 15 HDDs Same as decoder hot spare configuration
archiver External 8or 12 or 15 HDDs All drives in RAID 6 for archiver database volume
packet expansion External 8or12 or 15 HDDs All drives in RAID 6 for decoder volume. No drives aliecated for decodersmall
natwork hybrid External Bor 12 or 15 HDDs 3x drives in RAID 5 for meta expansion, all remaming drives in RAID 5 for packe! expansion
network hybrid Intarnal S5/ 56 hybrid drive sel 2% small HDD RAID 1 for decoder meda, 5x large HOD decoder, 3x large HOD concentrator, Zx SS0 index
log hybrid External Bor 12 or 15 HDDs Half of the drives in RAID 5 for meta expansion, half the drives in RAID 5 for packet expansion
log hybrid Internal 55 / 58 hybrid drive set 2x small HOD RAID 1 for decoder meta, 4x large HDD decoder, 4x large HDD concentrator, 2x SSD index
endgoint hybrid Intermal S5/ 56 hybrid drive sel 2x small HOD RAID 1 for decoder meta, 4x large HDD RAID 10 for log decoder and endgoint, 4x large HDD RAID 5 for concentrator, 2x SSD index
log indexed decoder  Internal SBE hybrid drive set 10x HDD RAID 6 for log decoder meta and packet, 2x 55D index
concentrator Extemal 2 or more SSDs, 4 or mora HDDs  All SSDs in RAID 1 or RAID 5 for index, all HDDs in RAID & for meta
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Response Output

lopt/MegaRAID/perccli/perccli6d /c1 add vd r1 drives=249:0,249:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

lopt/MegaRAID/perccli/percclitd /c1 add vd r5 drives=249:2,249:3,249:4,249:5,249:6,249:7,249:8,249:9,249:10 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/perccli6d /c1 /e249 /s11 add hotsparedrive
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.0-1160.83.1.el7.x86_64
Controller =1

|Status = Success

Description = Add Hot Spare Succeeded

[root@. "~ -~~~ # lsblk
NAME MAJ:MIN RM TYPE MOUNTPOINT
sda 8:0 disk
t:sdal 8:1 part /boot
sda2 8:2 part
netwitness_vg00-root 253:0 lvm [/
netwitness_vgoo-swap 253:1 lvm [SWAP]
netwitness_vg00-nwhome 253:2 lvm /[var/netwitness
netwitness vg00-varlog 253:3 lvm /Jvar/log
netwitness_vg00-usrhome 253:4 lvm /home
sdb 8:16 disk
Lsdb1 8:17 part
L—netwifnouq_voﬂo-nwhomp 75105 lvm /var/netwitness
8:32 disk
8:48 disk

0
0
0
0
0
0
0
0
0]
0
e
]
0

[clloflooiooocooollcoool
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3. Execute the partNew command to create the decodersmall partition first (decoder dir, index,
metadb, sessiondb) (First Enclosure, SDC, SDD) with the following parameters.
name=sdc service=decoder volume=decodersmall commit=1

partMew v~ Parameters name=sde service=decoder volume=decadersmall commit=1

Message Help
parameters:
name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver | concentrator | decoder | logdeceder}> service that will use storage
volume - <string, option

landaradar.matal archivar | hubrid_cancantratar landanintlas bubrid L lnaindavad daradar lnaindavis waliima ra craata

Response Output
Velume group "decodersmall™ successfully created
Isbinflvereate -y -n decoroot -L 10G decodersmall
Wiping xfs signature on /dev/decodersmall/decoroot.
Logical volume "decoroot” created,
{sbin/mkfs.xfs /devidecodersmall/decoroot
meta-data=/devidecodersmall/decoroat isize=512  agcount=16, agsize=163840 blks
= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=2621440, imaxpet=25
= sunit=32  swidth=32 blks

naming =version 2 bsize=4096 ascil-ci=0 fiype=1

log  =internal log bsize=4096 blocks=2560, version=2

= sectsz=512 sunit=32 blks, lazy-count=1

{enum-one:The value must be one of the following: concentrator | index | decodersmall| decoder | packet | hybrid-decoder-meta | logdecodersmall | logdecoder | logpacket | hybrid-

[root@s6coreappliance ~]# df -kh

Filesystem Size Used Avall Use¥% Mounted on

devtmpfs 63G 0 63G 0% /dev

tmpfs 63G 40K 63G 1% /dev/shm

tmpfs 636G 19M 63G 1% /run

tmpfs 63G 0 63G 0% /sys/fs/cgroup

/dev/mapper /netwitness_vg00-root 360G 6.3G 24G

/dev/sda1l 1014M 91M 924M 9% /boot

/dev/mapper /netwitness_vg00-nwhome 2.7T 1.2G 2.7T7 1% /var/netwitness

/dev/mapper /netwitness_vg@0-usrhome 10G 33M 106G 1% /home

/dev/mapper /netwitness_vg00-varlog 186G 915M 9.1G 9% /var/log

tmpfs 13G o} 13G 0% /run/user/0@

/dev/mapper /decodersmall-decoroot 106 33M 160G 1% /var/netwitness/decoder
J/dev/mapper /decodersmall-index 306G 33M 30G 1% /var/netwitness/decoder/index
/dev/mapper /decodersmall-sessiondb 600G 34M 600G 1% /var/netwitness/decoder/sessiondb
/dev/mapper /decodersmall-metadb 11T 34M 11T 1% /var/netwitness/decoder/metadb
/dev/mapper /decoder-packetdb 86T 37M 86T 1% /var/netwitness/decoder/packetdb

4. Execute the partNew command to create the decoder volume (packetdb) (First Enclosure, SDC,
SDD) with the following parameters.
name==sdd service=decoder volume=decoder commit=1

~  Parameters name=sdd service=decoder volume=decoder commit=1
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[root@s6coreappliance ~]# 1lsblk
MAJ SIZE RO TYPE MOUNTPOINT
931G 0 disk
1G part /boot
930G part
30G vm /
4G lvm [SWAP]
2.7T lvm /var/netwitness
10G lvm /fvar/log
10G lvm /home
1.8T disk
1.8T part
2.7T lvm /Jvar/netwitness
10.7T disk
10.7T part
160G lvm /var/netwitness/decoder
30G lvm /var/netwitness/decoder/index
600G lvm /Jvar/netwitness/decoder/sessiondb
10.1T7 lvm /fvar/netwitness/decoder/metadb
85.5T disk
85.5T part
85.5T lvm /Jvar/netwitness/decoder/packetdb

netwitness_vg00-root
netwitness_vg00-swap
netwitness vg0®-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome

BWNEONREO

= =
~ O

W w
W

decodersmall-decoroot
decodersmall-index
decodersmall-sessiondb
decodersmall-metadb

)
]
0
0
G}
G}
0
G}
0
]
2 G}
G}
]
0
0
]
0
0
G}
0

o000 O0COCO0OOCOCCOCOCCECOO0O

[root@s6coreappliance ~]# df -kh

Filesystem i Used Avail Use% Mounted on

devtmpfs 0 63G 0% /dev

tmpfs 40K 636G 1% /dev/shm

tmpfs 5 19M 63G 1% frun

tmpfs 0 63G 0% /sys/fs/cgroup

/dev/mapper /netwitness_vg00@-root 6.3G 24G 21% [

/dev/sdal 1014M 91M 924M 9% /boot

/dev/mapper /netwitness_vg0@-nwhome 2T 1N 2GRN 2T 1% /var/netwitness

/dev/mapper /netwitness_vg@@-usrhome 106G 33M 106G 1% /home

/dev/mapper /netwitness_vg00-varlog 106G 915M 9.1G 9% /fvar/log

tmpfs 13G 0 136G 0% /run/user/O

/dev/mapper /decodersmall-decoroot 10G 33M 106G 1% /var/netwitness/decoder
/dev/mapper /decodersmall-index 360G 33M 306 1% /var/netwitness/decoder/index
/dev/mapper /decodersmall-sessiondb 600G 34M 600G 1% /var/netwitness/decoder/sessiondb
/dev/mapper /decodersmall-metadb 11T 34M 11T 1% /var/netwitness/decoder/metadb
/dev/mapper /decoder-packetdb 86T 37M 86T 1% /var/netwitness/decoder/packetdb

5. Execute the srvAlloc command with the following parameters to add the storage information into
the Service Configuration settings.

e service=decoder volume=decodersmall commit=1

srvAlloc v | Parameters service=decoder volume=decodersmall commit=1

Message Help

parameters:
service - <string, {enum-one:The value must be one of the following: ar
volume - <string, {enum-one:The value must be one of the follov

chiver | concentrator |decoder |logdecoder}> service that will use storage
g: decoder|decodersmall | netwitness_vg00}> volume group name

commit - <bool, optional> commit changes

Response Output

1eta.dir to Avar/netwitness/decoder/metadb==9.56 TB

Set /database/config
Set /database/config/session.dir to /var/netwitness/decoder/sessiond 569.72 GB
Set /index/config/index.dir to /var/netwitness/decoder/index==28.49 GB
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e service=decoder volume=decoder commit=1

srvAlloc

Message Help
parameters:

v Parameters service=decoder volume=decoder commit=1

service - <string, {enum-one:The value must be one of the following: archiver |concentrator|decoder | logdecoder}> service that will use storage

volume - <string, {enum-one:The value must be one of the following: decoder | decodersmall | netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==81.26 TB
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Configure Storage for Concentrator using NW-PV-C/NW-PV-

C-

N

The following scenario configures storage on one, non-encrypted, 8-Drive PowerVault for a Network
Concentrator physical host.

L.

Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.
You should see the following information.

In Use:

FALSE

Devices: <empty>

Verify the Drive Count, Size, and Vendor.

The following example illustrates what you should see before you create a RAID array.

Output (or command manual help)

Controller © at PCI Address 18:00.0, Enclosure 64, SCSI Channel 2

Vendor:
Model:
In Use:
Drives:

Devices:

Controller 1
Vendor:
Model:
In Use:
Drives:

Devices:

DP

BPL4G+EXP

true

1.09 TB HDD x 2

2,182 TB HDD x 2

sda /dev/disk/by-path/pci-0000:18:00.0-5c51-0:2:0:0
sdb /dev/disk/by-path/pci-0000:18:00.0-scsi-0:2:1:0

at PCI Address 3b:00.0, Enclosure 251, SCSI Channel 2
DELL

MD1400

false

1.746 TB SSD x 2

7.277 TB HDD x 6

2. Execute the raidNew command with the following parameters using the controller number and the

enclosure number you just recorded.
controller=1 enclosure=251 scheme=concentrator commit=1
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The following example illustrates what you should see after you create a RAID array.

Properties for /appliance
raidNew | Faramelers"conlro\\er=1 enclosure=251 scheme=concentrator commit=1 Send ‘

Message Help
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hyl
expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,false,on,o
drives and a controller with a security key set
commit - <bool, optional> commit changes

fappliance ?msg=raidNew&force-content-type=text/plain&controller=18&enclosure=251&scheme=concentrator&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli/perccli6d /cl add vd rl drives=251:0,251:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.8-1168.66.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/percclifd /cl add vd ré drives=251:2,251:3,251:4,251:5,251:6,251:7 ra Strip=128
CLI Version = ©007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.8-1166.66.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. Execute the partNew command to create the concentrator partition first with the following
parameters. You must create the concentrator volume before index volume or it will fail.
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name=sdd service=concentrator volume=concentrator commit=1

Properties for /appliance
| partNew | Parameters: |name=sdd service=concentrator volume=concentrator commit=1 Send ‘

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-cne:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta|logdecodersma
logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

| lappliance?msg=pariNew&force-content-type=text/plain&name=sdd&service=concentrator&volume=concentrator&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM €% 108%
/sbin/pvcreate -f /dev/sddl
Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f concentrator /dev/sddl
Volume group "concentrator" successfully created
/sbin/lvcreate -y -n root -L 36G concentrator
Wiping xfs signature en /dev/concentrator/root.
Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491488 blks
= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=8, sparse=e

data = bsize=4896 blocks=7863888, imaxpct=25
= suni swidth=128 blks

naming  =version 2 bsize=4@96 ascii-ci=8 ftype=1

4. Execute the partNew command with the following parameters to create an index on SSDs.
name=sdc service=concentrator volume=index commit=1

Properties for /appliance
partNew v [name=: 1 ][ send

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
paraneters:

name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name

service - <string, {enun-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

olune - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta|logdeco
logdecoder-meta|archiver | hybrid-concentrator | endpoint-log-hybrid| log-indexed-decoder| logindex}> volume to create

pp P 1
Output (or command manual help)
/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
Isbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdc1” successfully created.
/sbin/vgcreate -f index /dev/sdcl
Volune group "index" successfully created
/sbin/lvcreate -y -n index -1 100%FREE index
Wiping xfs signature on /dev/index/index.
Logical volume "index" created.
/sbin/nkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512  agcount=32, agsize=14646240 blks
= sectsz=512 attr=2, projid32bit=1
- cre=1 inobt-0, sparse=0
data = bsize=4096  blocks=468679680, imaxpct=5
= sunit=32  swidth=32 blks
naming  =version 2 bsize=4096  ascii-ci=0 ftype=1
1o =internal log bsize=4096  blocks=228864, version=2
- sectsz=512  sunit=32 blks, lazy-count=1
realtine =none extsz=4096  blocks=0, rtextents=a

/bin/mkdir -p /var/netwitness/concentrator/index

5. Execute the srvAlloc command with the following parameters.

service=concentrator volume=concentrator commit=1
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Configure Storage for Concentrator using NW-PV-D/NW-PV-
D-N

The following scenario configures storage on one, non-encrypted, 12-Drive PowerVault for a Log
Decoder Hybrid physical host.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.
You should see the following information.
In Use: FALSE

Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

[raidList V]| P: [ [ send

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msgqa idList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address ©2:00.0, Enclosure 32

Vendor: DP

Model: BP13G+EXP

In Use: true

Drives: 931.512 GB HDD x 2
1.819 TB HDD x 2

Devices: sda /dev/disk/by-path/pci-0800:02:00.08-scsi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:02:00.0-scsi-0:2:1:0

Controller 1 at PCI Address ©3:00.0, Enclosure 108
Vendor: DELL
Model: MD1408
In Use: false
Drives: 1.455 TB SSD x 3
10.692 TB HDD x 9
Devices:
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2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.
controller=1 enclosure=108 scheme=concentrator commit=1
The following example illustrates what you should see after you create a RAID array.

Properties for /appliance
|raidNew - | Parameters: | controller=1 enclosure=108 scheme=concentrator commit=1 Send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Contreller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 32|188}> Enclosure number of the shelf to clear. Required i
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-in
expansion|decoder-hotspare | logdecoder-hotspare}> Type of RAID velumes to allocate

| fappliance?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=108&scheme=concentrator&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli/perccli6d /cl add vd r5 drives=108:0,188:1,108:2 ra Strip=128
Controller = 1

Status = Success

Description = Add VD Succeeded

/opt/MegaRAID/perccli/percclied /cl add vd ré drives=108:3,108:4,108:5,108:6,108:7,108:8,108:9,108:10,108:11 ra Strip=128
Controller = 1

Status = Success

Description = Add VD Succeeded

3. Execute the partNew command to create the concentrator partition first with the following
parameters. You must create the concentrator volume before index volume or it will fail.

name=sdd service=concentrator volume=concentrator commit=1
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Properties for /appliance

partNew |Parameters: r service=ci

Message Help
o e S
security.roles: appliance.manage

parameters:

1centrator volume=concentrator commit=1

name - <string, {enum-one:The value must be one of the following: sdc|sdd

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

}> block device name

Send

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet |hybrid-decoder-meta|logdecodersmall|l

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder | logindex}> volume to create

commit - <bool, opticnal> commit changes

Jappliance ?msg=partNew&force-content-type=text/plain&name=sdd&service=concentrator

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt

/sbin/parted -s -a optimal /dev/sdd mkpart LVM @% 160%

/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sdd1" successfully created.

/sbin/vgecreate -f concentrator /dev/sddl

Volume group "concentrator” successfully created

/sbin/lvcreate -y -n root -L 308G concentrator

Wiping xfs signature on /dev/concentrator/root.

Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512
sectsz=4096

data

naming  =version 2 bsize=4096

log =internal log bsize=4896
= sectsz=4896

realtime =none extsz=4096

Jbin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator

agcount=4, agsize-1966088 blks
attr=2, projid3zbit=1
finobt=0, sparse=@
blocks=7864320, imaxpct=25
swidth=@ blks

ascii-ci=0 ftype=1
blocks=3840, version=2

sunit=1 blks, lazy-count=1
blocks=8, rtextents=6

/sbin/lvcreate -y -n sessiondb -1 1@%FREE concentrator

olume=concentrator&commit=1

4. Execute the partNew command with the following parameters to create an index on SSDs.

name=sdc service=concentrator volume=index commit=1
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Properties for /appliance
[parlNew ~ | Parameters: | name=sdc service=concentrator volume=index commit=1 | Send ‘

Message Help
B
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta
logdecoder-meta|archiver|hybrid-cencentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

‘ Jappliance?msg=partNewaforce-content-type=text/plain&name=sdc&service=concentrator&volume=index&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdcl

Physical volume "/dev/sdcl" successfully created.
/sbin/vgereate -f index /dev/sdcl

Volume group "index" successfully created
/sbin/lvcreate -y -n index -1 18@%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512 agcount=4, agsize=195280640 blks
= sectsz=4096 attr=2, projid32bit=1
= cre=1 finobt=8, sparse=8
data = bsize=4696 blocks=7811225608, imaxpct=5
= sunit=@ swidth=@ blks
naming  =version 2 bsize=4896 ascii-ci=e ftype=1
log =internal log bsize=4096  blocks=3814@7, version=2
= sectsz=4696 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=e

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

5. Execute the srvAlloc command with the following parameters.

service=concentrator volume=concentrator commit=1

Configure Storage for Log Hybrid using NW-PV-A/NW-PV-A-N

The following scenario configures storage on one, non-encrypted, 12-Drive PowerVault for a Log
Hybrid physical host.
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1. Execute the raidList command

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices. You should see
the following information.

In Use: FALSE
Devices: <empty>
b. Verity the Drive Count, Size, and Vendor.

The following example illustrates what you should see before you create a RAID array.

Message Halp

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

msg=rakiList&h tent-type=lextipiain

‘Output for command manual help)

Controller @ at PCI Address 3¢:80.8, Enclosure 64, SCSI Channel 2
Vendor: DP
Model:  BPL4GHEXP
In Use: true
Drives: 1.746 TB S50 x 2
2,182 TB WDD x 2
7.277 TB HOD x 18
Devices: sda /dev/disk/by-path/pcl-0000:3c:0.0-scsl-0:2:8:

Controller 1 at PCI Address af:@0.8, Enclosure 72, SCSI Channel 2
vendor: DELL
Model: MD148&
In Use: false
Drives: 10.692 TB HOO x 12
Devices:

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.

controller=1 enclosure=72 scheme=log-hybrid preferSecure=1 commit=1

a. The following example illustrates what you should see after you create a RAID array.

Properties for /appliance
raidNew v | Parameters: | controller=1 enclosure=72 scheme=Ilog-hybrid preferSecure=1 commit=1 || send

Message Help
parameters:
controller - <wint32, {enum-one:The value must be one of the following: G.Elb Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64|7J}> Enclosure number of the shelf to clear. Required if the controller has
more than one enclosure attached.
scheme - <string, {enum-one:The value must be one of the following: dacodel-llogdlcadarlccncentrnorlarchiuerlnuwork—hybridJog—indexed—
decoder |endpoint-log-hybrid|packet-expansion |decoder-hotspare|logdecoder-hotspare}> Type of RAID velumes to ocate
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 8[1lyes,no,true,false,on,off}> Prefer crestion of a

carura arrau oivan remnztihla nhuecical deduss 2nd 3 canteallae with 2 cacuritn bau cat

/apphiance 7msg= ce-content-typ: p =1& T2&schemea=log-hybrid 1&commit=1

g-hy p
Output {or command manual heip)

/opt/MegaRAID/perccli/perccli6d /cl add vd r5 drives=72:0,72:1,72:2,72:3,72:4,72:5 ra Strip=128
CLI Version = 8@7.1623.0000.0000 May 17, 2021

Operating system = Linux 3.198.8-1160.83.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/perccliéd /cl add vd rS drivess=72:6,72:7,72:8,72:9,72:10,72:11 ra Strips128
CLI Version = 887.1623.0000.0000 May 17, 2021

Operating system = Linux 3.19.9-1160.83.1.el17.x86_64

Controller = 1

Status = Success

Description = Add VD Succesded.

b. Execute the devlist command to find the exact memory distribution between the newly created
RAIDS,

in log-hybrid the distribution is exactly equal so any service can be installed in any of the
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RAIDS.

Properties for /appliance
| devlist ~ | Parameters: | H Send |

Message Help

devlist: list storage devices
security.roles: appliance.manage

:!appliance?msg=davlist&force—contanl-type=texUpIain

Output (or command manual help)

sda: vendor=DELL model="PERC H740P Mini" size="2.18 TB" used=l
sdb: vendor=DELL model="PERC H840 Adp" size="53,46 TB" used=1
sdc: vendor=DELL model="PERC HB4® Adp" size="53.46 TB" used=1
sdd: vendor=DELL model=" ni" size="7. use
sde: vendor=DELL model="PERC H740P Mini" size="21.83 TB" used=l
sdf: vendor=DELL model="PERC H740P Mini" size="21.83 TB" used=1
sdg: vendor=DELL model="PERC H740P Mini" size="1.75 TB" used=1

3. Execute the partNew command with the following parameters to create partitions and mount points
in the /etc/fstab file.

a. name=sdb service=logdecoder volume=logdecoder commit=1

Properties for lappliance
pariNew v |F : db service=logdecod i logdecoder commit=1 Send

Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:

name - <string, {enum-cne:The value must be one of the Fellwln]:@ sdc}> block device name

- - - [y

service = <string, {enum-one:The value must be one of the following: archiver| ator | 8 » service that will use storage

volume - <string, enum-one:The value must be one of the following: cmnntrnorIind.xldhﬂmmﬂanmrIpa:knlhyhrid-dacmer-
meta | logdecodersmall logpacket|hybrid-logdecoder-meta|archiver |hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder |logindex}> volume to create

msg tont-ty i ; derk .

Output (or ¢ manual help)

/sbin/parted -s /dev/sdb mklabel
/sbin/parted -5 -2 optimal /dev/sdb mkpart LVM @% leeX
febin/pvcreate -f /dev/sdbl
Physical volume “/dev/sdbl” successfully created.
fsbin/vgcreate -f logdecoderd /dev/sdbl
Volume group "logdecoder@” successfully created
/sbin/lvcreate -y -n packetdb -1 108AFREE logdecoder®
Wiping xfs si ¢ on /dev/] 8/ db.
Logical volume “"packetdb™ created.
/sbin/mkfs.xfs /dev/logdecoderd/packetdb
meta-datas/dev/logdecoderd®/packetdb isizes512  agcounts54, agsizes268435424 blks
= sectszaS12  attred, projidi2bitsl

= cresl finobt=0, sparses=9
data = bsize=d@96 blocks=14350416896, imaxpctsl
N sunite32 swidth=16@ blks
naming =version 2 bsize=4896 ascii-ci=@ ftype=1
log =internal log bsizes4@96  blockss521728, versions2
M sectsze512  sunite32 blks, lazy-countsl
realtime =none extsz=4096 blocks=08, rtextents=0
fbin/mkdir -p /var/netwitness/logdecoder/packetdb®
b lbin/mount /var/netwitness/. /packetdbd ]
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b. name=sdc service=concentrator volume=concentrator commit=1

Propesties for lappliance
partMew v Paramelers: name=sdc service=concentrator volume=concentrator commit=1 Send

Help

parthew: make partitions on a block device
security.roles: appliance.manage
parameters:

name - cstring, {enum-one:The value must be one of the following: sdb|sdc]
service - «<string, {enum-cne:The value must be one of the following: arc vlr oncantutor dacodarllogdn:odtr}) service that will use storage
volume - <string, optiomal, {enu- one:The value must be one of the following: index|decodersmall |decoder |packet|hybrid-decoder-

meta|l small | log: I | hybrid-1 -mtlllr:hwlrlhybnd ceoncentrator | endpoint-log-hybrid| log-indexed-decoder|logindex}> volume to create
/appliance?msg=pa e-content-typ Vplain&na sdcéservice=concer lume=concentrator&commit=1
Output (or manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -5 -a optimal /dev/sdc mkpart LVM &X 1@eX
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f concentrator® /dev/sdcl
Volume group “concentrator®” successfully created
/sbin/lvereate -y -n sessiondb -1 18AFREE concentratord
wiping xfs signature on /dev/concentratore/sessiondd.
Logical volume "sessiondb” created.
/sbin/mkfs.xfs /dev/concentratord/sessiondb
meta-datas/dev/concentratord/sessiondb isizes512 agcount=32, agsizes=44845824 blks

= sectszs512  attr=2, projid32bit=1
= cresl finobt=0, sparse=d
data = bsize=4896 blocks=1435848768, imaxpct=5
= sunit=32 swidth=168 blks
naming =version 2 bsize=4896 ascii-ci=@ ftypes=l
log =internal log bsize=4096 blocks=521728, versions2
= sectszeS12  sunit=32 blks, lazy-countsl
realtime =none exts2=4896 blocks=@, rtextents=e

Jbin/mkdir -p /var/netwitness/concentrator/sessiondbe
/bin/mount /var/netwitness/concentrator/sessiondbd

4. Execute the srvAlloc command with the following parameters to allocate the space to logdecoder
and concentrator services.

a. This adds storage to the logdecoder service configuration and restarts the service every time it is
executed.

service=logdecoder volume=logdecoder(0 commit=1

Properties for /appliance
sivAlloc v | Parameters: | service=logdecoder volume=logdecoder( commit=1 Send
Help

srvAlloc: apply volume group storage to @ service on this appliance
security.roles: appliance.manage

parameters:
service - <string, {enum-cne:The value must be one of the following: archiver|concentrator|decoder[Iogdecoder}> service that will use storage
volume - <strin ‘enum-one:The value must be one of the following: concentrator8|hybrid-concentrator|hybrid-logdecoder-

meta|index| logpacket|netwitness_vg@@}> volume group name

commit - <bool, optional> commit changes

Iappliance?msg=srvAllocBforce-content &servic derdvolume=logdecoder0&commit=1
Output (o ¢ manual help)
Set /database/config/packet.dir to /var/netwitness/log /p packetdbas20.74 TB;/var /log /P .78 TB

b. This adds storage to concentrator service configuration and restarts the service every time it is
executed.
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service=concentrator volume=concentrator0 commit=1

Properties for /appliance
SrvAlloc | Paramalars: | sanice=concantralorn valume=concaniralard commit=1 Sand

Message Halp
se: apply volume group storage to a service on this appliance
ty.roles: appliance.manage

ser tor|| decoder| logdecoder}> service that will use storage
volume rid-concentrator |hybrid- logdecoder-
meta]index|lo

commit

srviAlockforce-content-typestextiplain&servicesconcentrator& volume=concantralor0 & commit=1

and manual help)

Set /database/config/meta.dir to /var/i
Set fdatabase/config/session.dir to /var/

s¢/concentrator/netadbesld 85 TB;/var/netwitness/concentrator metadb@esds 71 TB
tness/concentrator/sessiondb==1.86 T8;/var/netwitness/concentrator /sessiondb@==5.08 TB

5. Execute the 1sb1k command in backed to see all the raids and partitions inside the service.

Configure Storage for Network Hybrid using NW-PV-A/NW-
PV-A-N

The following scenario configures storage on one, non-encrypted, 12-Drive PowerVault for a Network
Hybrid physical host.

1. Execute the raidList command

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices. You should see
the following information.

In Use: FALSE
Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.
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The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

raidList v | Parameters: ||

]| send

Message Help

raidList: list drive shelves attached to this appliance

security.roles: appliance.manage

fappliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 3c:@@.@, Enclosure

sde /dev/disk/by-path/pci-@@0@:3c

Controller 1 at PCI Address af:@e.e, Enclosure

Vendor: DELL

Model: _ MD148@

In Use:

Drives: 1@.692 TB HDD x 12
Devices:

enclosure number you just recorded.

Vendor: DP
Model: BPLl4G+EXP
In Use: true
Drives: 1.746 TB SSD x 2
2.182 TB HDD x 2
7.277 TB HDD x 1e
Devices: sda /dev/disk/by-path/pci-0eee:3c:

sdd /dev/disk/by-path/pci-@eee:3c:

sdf /dev/disk/by-path/pci-@eee:3c:
sdg /dev/disk/by-path/pci-eeee:3c:

88.8-scsi-8:2:0:0
@@.e-scsi-0:2:1:0
100.8-scsi-0:2:2:0
00.0-scsi-0:2:3:0
e@.8-scsi-0:2:4:0

64, SCSI Channel 2

72, SCSI Channel 2

Execute the raidNew command with the following parameters using the controller number and the

controller=1 enclosure=72 scheme=network-hybrid preferSecure=1 commit=1

a. The following example illustrates what you should see after you create a RAID array.

for

raidNew v | Parameters: [cur\lrolle|=1 enclosure=72 scheme=network-hybrid preferSecure=1 commit=1|

]| send

Mosssge Help ___ ——
scheme - <string, {enum

decoder |endpoint-log-hybrid|
preferSecure -

commit - <bool, optional> commit changes

msg L F

Output (or command manual help)

=1&enclosure=T2&scher ¥ P

e value must be one of the following: dtcmer|logdn:odor-lcmmn:rator]archinr|to.-hybrid|ln‘-ind¢xod-
ket-expansion |decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate

<bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,false,on,off}: Prefer creation of a
secure array given compatible physical drives and a controller with a security key set

Secure=1 1

/opt/MegaRAID/perccli/percclifd /cl add vd r§
CLI Version = 097.1623.0000.0000 May 17, 2021
Operating system = Linux 3.10.0-1168.83.1.e17.xB6_64
Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/percclitd /cl add vd rS
CLI Version = 897.1623.0000.0000 May 17, 2021
Operating system = Linux 3.10.0-1168.83.1.e17.x86_64
Controller = 1

Status = Success

Description = Add VD Succeeded.

drives=72:0,72:1,72:2 ra Strip=128

drivess72:3,72:4,72:5,72:6,72:7,72:8,72:9,72:10,72:11 ra Strips128
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b. Execute devlist command to find the exact memory distribution between the newly created
raids , in network hybrid the memory for ‘sdc’ raid is more than ‘sdb' raid ,therefore packetdb
will be installed in the raid with higher memory allocated that is 'sdc’ .

Properties for /appliance
devlist ~ | Parameters: || ]| Send

Message Help

devlist: list storage devices
security.roles: appliance.manage

Jappliance?msg=devlist&force-content-type=text/plain
Output (or command manual help)

sda: vendor=DELL model="PERC
sdb: vendor=DELL model="PE [

sdc: vendor=DELL model="PERC HB4® Adp" size
sdd: vendor=DELL model="PERC H/4@P Mini"
sde: vendor=DELL model="PERC H74@P Mini" 29.11 TB" used=1
sdf: vendor=DELL model="PERC H74@P Mini" 14.55 TB" used=1
sdg: vendor=DELL model="PERC H748P Mini" size="1.75 TB" used=1

H740P Mini" size="2.18 TB" used=l
5 used=
B85.54 TB" used=e
="7.28 18" used=1

c. Execute the 1sblk command to list all the raids that are newly created.

3. Execute the partNew command with the following parameters to create partitions and mount points
in the /etc/fstab file.
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a. name=sdb service=concentrator volume=concentrator commit=1

Properties for lappliance
partNew | Parameters: name=sdb service=ct volur commit=1 Send

Message Help

[“security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be cne of the following: sde}> bl dawd aame
service - <string, {enum-cne:The value must be one of the following: archiver decoder | logdecoder}> service that will use storage
volume - (str‘:ng, opt:onal {enum-cne:The value must be one of the following: |concentrator|index|decodersmall|deceder|packet|hybrid-decoder-

meta|log 111 |11 ket |hybrid-logdecoder-meta|archiver |hybrid-25 |endpoint-log-hybrid|log-indexed-decoder | logindex}> volume to create

commit - <bool, optional> commit changes

lappliance?msg=partNew&forca-conlent-type=text/plain&name=sdbaservice=concentrator&volume=concentrator&commit=1

©Qutput (or command manual help)

/sbin/parted -s /dev/sdb mklabel
/sbin/parted -s -a optimal /dev/sdb mkpart LVM 8% lea%
/sbin/pvcreate -f /dev/sdbl

Physical volume "/dev/sdbl" successfully created.
/sbin/vgcreate -f concentrator® /dev/sdbl

Volume group “concentrator®” successfully created
/sbin/lvcreate -y -n sessiondb -1 18XFREE concentratoré

Wiping xfs signature on /dev/concentratord/sessiondb.

Logical volume "sessiondb™ created.
/sbin/mkfs.xfs /dev/concentratord/sessiondb
meta-data=/dev/concentratorg/sessiondb isize=512  agcount=32, agsize=17538816 blks
sectszm$12  attrs2, projid3zbitsl

= cre=1 finobt=@, sparse=@
data = bsize=4896 blocks=574816512, imaxpct=5
= sunit=32 swidth=64 blks
naming =version 2 bsize=4896 ascii-ci=@ ftype=1
log =internal log bsizes4896 blocks=280288, version=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =i extsz=4096 blocks=@, rtextents=e

!bmmkd.\r —p f’varfnetmtnessf:oncentratorisess:\ondhe
fbin/ twitness ator/sessiondbd

b. name=sdc service=decoder volume=decoder commit=1

Properties for .l’applnanca
pariNew ~ |P; 3 dc service=decod di it=1 Send

Message Help
“sacurity.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be cne of the following: sdb) block device
service - (string, {enum-one:The value must be one of the following: archiver|concentratos
volume - <string, optional, {enum-one:The value must be one of the following: concentrato
meta| small| |1 | hybrid- -meta|archiver|hybrid- con:cntrltar\undpom: log-hybrid
commit - <bool, optional> commit changes

e that will use storage
packet|hybrid-decoder-
exed-decoder|logindex}> volume to create

/appliance?msg=partNew&force-content-type=text/plain&: i = commit=1

Output (or command manual help)
/sbin/parted -s /dev/sdc mklabel gpt
Jsbin/parted -s -a optimal /dev/sdc mkpart LVM @% leex
/sbin/pvecreate -f /dev/sdcl

Physical velume “/dev/sdcl” successfully created.
/sbin/vgcreate -f decoderd /dev/sdcl

Volume group "decoder®” successfully created
/sbin/lvcreate -y -n packetdb -1 100XFREE decoderd

wiping xfs signature on /dev/decoderd/packetdd.

Logical volums “packetdb” created.
/sbin/mkfs.xfs /dev/decoderd/packetdd
meta-datas/dev/decoderd/packetdb isizes512 ageounts=B86, agsizes268435424 blks
sectszs512  attrs2, projid32bitsl

= ereml finobte=@, sparse=@
data = bsize=4896 blocks=21960667648, imaxpct=1
= sunit=32 swidth=256 blks
naming =version 2 bsize=4896 ascii-cis=@ ftypesl
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none axtsz=49096  blocks=8, rtextents=@

/bin/mkdir -p /var/netwitness/decoder/packetdbd
/bin/mount /var/netwitness/decoder/packetdb@

4. Execute the srvAlloc command with the following parameters to allocate the space to decoder and
concentrator services.

a. This adds storage to the decoder service configuration and restarts the service every time it is
executed.

service=decoder volume=decoder(0 commit=1
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Properties for
srvAlloc

| Parameters: | service=decoder volume=decoder0 commit=1
Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-cne:The value must be ocne of the following: archiver|
volume - <string, {enum-one:The value must be one of the following:
volume group name

ator o et
<bool, optional> commit changes

der}> service that will use storage

-ator | hybrid-decoder-meta | index|netwitness_vgee|packet}>
>meg-srvAlloc&force-content-yp Jainksarvica=decodervol coder0&
Qutput {or manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb/packetdb==27.65 TB;/var/netwitness/decoder/packetdb@==81.26 TB

b. This adds storage to the concentrator service configuration and restarts the service every time it is
executed.

service=concentrator volume=concentrator0 commit=1

Propesties for fappliance
svAlloc v [service=c

0 commit=1
Help

] send
srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value sust be one of the following: archive:
volume - <string, {enum-one:The value must be one of the following:
volume group name

commit - <bool, optional> commit changes

decoder|logdecoder}> service that will use storage
8| hybrid-concentrator |hybrid-decoder-meta| index|netwitness_vgee|packet}>

g=srvAllockforce-content fyp n - - 2 a=1
Output (or manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==18.28 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondbé==2.83 TB

5. Execute the 1sb1k command to list all the raids and partition in the service.
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Configure Storage for Endpoint Log Hybrid using NW-PV-
A/NW-PV-A-N

The following scenario configures storage on one, non-encrypted, 12-Drive PowerVault for a Endpoint
Log Hybrid physical host.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices. You should see
the following information.

In Use: FALSE
Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.

Appendix E. Sample Storage Configuration Scenarios for 8 or 12-Drive PowerVault 216



Storage Guide

The following example illustrates what you should see before you create a RAID array.

Properties for /appliance
[raidList v |Parameters: | | Send

Message Help

raidlist: list drive shelves attached te this appliance
security.roles: appliance.manage

:Iappllance?msg=raidLisl&lorce-content-typa=texvplain

Output (or command manual help)

Controller @ at PCI Address 3c:00.8, Enclosure 64, SCSI Channel 2

Vendor: DP

Model: BP14G+EXP

In Use: true

Drives: 1.746 TB SSD x 2
2.182 TB HDD x 2
7.277 TB HDD x 18

Devices: sda /dev/disk/by-path/pci-eeee:3c:08.8-scsi-0:2:0:
sdd /dev/disk/by-path/pci-@eea:3c:e0.8-scsi-08:2:1:
sde /dev/disk/by-path/pci-eeea:3c:e8.8-scsi-0:2:2:
sdf /dev/disk/by-path/pci-eeee:3c:ee.0-scsi-0:2:3:
sdg /dev/disk/by-path/pci-eeee:3c:ee.0-scsi-08:2:4:

o000 ®

Controller 1 at PCI Address af:88.8, Enclosure 72, SCSI Channel 2
Vendor: DELL
Model: MDl4ee
In Use:
Drives: 18.692 TB HOD x 12
Devices:

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.

controller=1 enclosure=72 scheme=log-hybrid preferSecure=1 commit=1

a. The following example illustrates what you should see after you create a RAID array.

Properties for /appliance
raidNew | Paramelers: conlroller=1 h 72 g-hybrid praferS =1 commit=1 Saend

Message Help
PaArESTErST
controller - <uint32, {enum-one:The value must be one of the following: ep> Contr r the shelf is attached to
enclosure - <uintd2, optional, {enum-one:The value must be one of the following: &4 » Enclosure number of the shelf to clear. Required if the controller has
more than one enclosure attached.
scheme - <string, {enum-one:The value must be one of the following: u-r.od.r\la;ua:ndorl:unr.untr-narllr:nlv'r|n!twrk-hybrinlJn.-indnou-
decoder | endpoint-log-hybrid|packet-expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate
preferSecure - cbool, optional, {bool:The value must be one of the following acceptable boolean values: em;u.nu,!rul,hlu.on_uN‘_h Prefer creation of a
secure array given compatible physical drives and a controller with a security key set

g rca-content-typ oller=18 0=728sc g-hybridép o=1&commit=1

Output (or command manual heip)

Jopt/MegaRAID/parccli/perccliéd /cl add vd r5 drivess72:0,72:1,72:2,72:3,72:4,72:5 ra Strips128
CLI Version = @07.1623.0000.0080 May 17, 2021

Operating system = Linux 3.10.2-1160.83.1.e17.x86_64

Controller = 1

Status = Success

Dascription = Add VD Succeaded.

Jopt/MegaRAID/parccli/perccliéd /cl add wd r5 drivess72:6,72:7,72:8,72:9,72:10,72:11 ra Strips128
CLI Version = 887.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.9-1160.83.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

b. Execute the devlist command to find the exact memory distribution for the newly created
raids, in endpoint-log-hybrid both are exactly equal , therefore any service can be installed in any
of the raid.
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Properties for /appliance
devlist v | Parameters || ] Send

Message Help

devlist: list storage devices
security.roles: appliance.manage

lappliance?msg=devlist&force-content-type=text/plain
Output (or command manual help)

sda: vendor=DELL model="PERC H740P Mini" size="2.18 TB" used=1
sdb: vendor=DELL model="PERC H848 Adp" size="53.46 TB" used=0
sdc: vendor=DELL model="PERC H848 Adp" siz 53.46 TB" used=8
sdd: vendor=DELL model="PERC H748P Mini" size="7.28 TB" used=1
sde: vendor=DELL model="PERC H748P Mini" size="14.55 TB" used=1
sdf: vendor=DELL model="PERC H748P Mini" size="21.83 TB" used=1
sdg: vendor=DELL model="PERC H748P Mini" size="1.75 TB" used=1

4

c. Execute the 1sbl1k command at backend to list the newly created raids.

3. Execute the partNew command with the following parameters to create partitions and mount points
in the /etc/fstab file.
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a. name=sdb service=logdecoder volume=logdecoder commit=1

Properties for
partNew v |F | servi commit=1] ] sena

Message Help
name - <string, {enum-one:The value must be one of the following{ sdf|sdc}> block device name
service - cstri num-one:The value must be one of the followin rchiver | concentrator | decoder » service that will use storage
volume - <string, {enum-one:The value must be one of the following: concentrator|index|déTemyrom decoder | packet|hybrid-decoder-
meta|logdecodersmalll | logpacket | hybrid-logdecoder-meta|archiver | hybrid-concentrator|endpoint-log-hybrid| log-indexed-decoder | logindex}> volume to create
commit - <bool, optional> commit changes

Jappliance?msg=p: force-content-typ .

Output (or manual help)
/sbin/parted -5 /dev/sdb mklabel gpt
/sbin/parted -5 -a optimal /dev/sdb mkpart LVM 2% 108X
/sbin/pvcreate -f /dev/sdbl

Physical volume "/dev/sdbl" successfully created.
[sbin/vgcreate -f logdecoder® /dev/sdbl

Volume group "logdecoder®” successfully created
/sbin/lvcreate -y -n packetdb -1 186AFREE logdecoderd

Wiping xfs signature on /dev/logdecoderd/packetdb.

Logical volume “"packetdb” created.
/sbin/mkfs.xfs /dev/logdecoderd®/packetdb
meta-data=/dev/logdecoderd/packetdb isize=512 ageount=54, agsize=268435424 blks
sectsz=512  attr=2, projid32bit=1

= eres=l finobt=0, sparse=@
data = bsize=d896 blocks=14358416896, imaxpct=1
= sunit=32 swidth=160 blks
naming =version 2 bsize=4896 ascii-ci=@ ftypesl
log =internal log bsizes=40896 blocks=521728, versions2
= sectsz=512 sunit=32 blks, lazy-count=1
realtime =none exts2=4096  blocks=@, rtextentss=@

/bin/mkdir -p /var/netwitness/logdecoder/packetdbd
fbin/mount /var/netwitness/logdecoder/packetdbe

b. name=sdc service=concentrator volume=concentrator commit=1

Properties for fappliance

partNew | P: | ser irator vol atrator commit=1| ]| send
Help
name - <string, {enum-one:The value must be one of the following: sdb| block dev

service - <string, {enum-one:The value must be one of the following: arcl decoder|logdecoder}> service that will use storage

volume - <string, optional, {enum-cne:The value must be one of the following: index|decodersmall |decoder|packet| hybrid-decoder-
meta|logdecodersmall| logd B! ket|hybrid-logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder| logindex}> volume to create

commit - <bool, optional> commit changes

Qutput {or d manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM % 100%
fsbin/pvcreate -f /dev/sdcl
Physical volume “/dev/sdcl” successfully created.
/sbin/vgcreate -f concentrator® /dev/sdel
Volume group “concentrator®” successfully created
/sbin/lvcreate -y -n sessiondb -1 18XFREE concentratord
wWiping xfs signature on /dev ator@/sessiondb.
Logical volume “"sessiondb™ created.
/sbin/mkfs.xfs /dev/concentratord/sessiondb
meta-datas/dev/concentratord/sessiondb isizes512 agcounts32, agsizes44845024 blks

= sectszeSl2  attrsd, projidi2bitsl
= cresl finobtsd, sparsese
data = bsizesd896 blocks=1435848768, imaxpctsS
= sunited2 swidtha160 blks
naming aversion 2 bsizes=4896 ascii-ci=d frypesl
log =internal log bsizes4@96 blocks=521728, versions2
] sectszs512  sunit=32 blks, y=countsl
realtime =none extsz=4@96 blocks=@, rtextentss=e

/bin/mkdir -p /var/netwitness/concentrator/sessiondbd
/bin/mount /var/netwitness/concentrator/sessiondb

4. Execute the srvAlloc command with the following parameters to allocate the space to logdecoder
and concentrator services.

a. This adds storage to the logdecoder service configuration and restarts the service every time it is
executed.

service=logdecoder volume=logdecoder(0 commit=1
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Properties for /appliance

srvAlioc v | Parameters:

coder0 commit=1 Send
Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decode
volume -

» service that will use storage
o num-cne:The value must be one of the following: concentratore|endpoint-log-hySTFIT(Myorig-toncentrator|hybrid-logdecoder-
meta|index netwitness_vgee}> volume group name
commit - <bool, optional> commit changes

fappliance ?msg=srvAlloc&force-content-type=text/plain&service =logdecoder&volume=logdecoderd&commit=1
Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/logdecoder/packetdb/packetdb==6.91 TB;/var/netwitness/logdecoder/packetdb@==50.78 TB

This adds storage to the concentrator service configuration and restarts the service every time it is
executed.

service=concentrator volume=concentrator0 commit=1

Properties for /appliance
srvAlloc | Parameters: service=concentrator volume=concentratord commit=1

Send
Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - ¢string, {enum-one:The value must be one of the following: archiver

volume - <string, {enum-one:The value must be one of the following:

meta|index|logdecoderd|netwitness_vged}> velume group name
commit - <bool, optional> commit changes

lconcentrator|Hecoder | 1ogdecoder}s service that will use storage
endpoint-log-hybrid|hybrid-concentrator|hybrid-logdecoder-

fappliance?msg=srvAlioc&force-content-type=text/plain&service=concentrator&volume=concentrator0&commit=1
Output {or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==18.85 TB;/var/netwitness/concentrator/metadb@==45.71 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.86 TB;/var/netwitness/concentrator/sessiondb@==5.88 TB

5. Execute 1sblk command to list all the raids and partitions in the service.
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Appendix F. Sample Storage Configuration Scenarios
for S7 Physical Hosts with 12-Drive PowerVault
MD2412

This appendix illustrates the following examples of how to configure storage on unencrypted MD2412
PowerVault (12 * 16 TB Self Encrypting Drives (SEDs)) external storage devices attached to S7
physical hosts.

o Configure Storage for Archiver using MD2412

e Configure Storage for Decoder using MD2412

o Configure Storage for Concentrator using MD2412

o Configure Storage for Log Hybrid using MD2412

o Configure Storage for Network Hybrid using MD2412

o Configure Storage for Endpoint Log Hybrid using MD2412

Note:

The Enable Encryption on Series 6E or Series 7 Hosts topic describes the process to turn on encryption
on NW servers and configured storage devices (MD2412).

If the user chooses to enable or turn on encryption before configuring storage (MD2412), the security
on the controllers (internal and external) must be enabled and controller security key must be set. To
enable the security on the controllers (internal and external) and set the controller security key, refer to
Chapter 8 ->Security Key and RAID Management ->Create a security key in the Dell PowerEdge
RAID Controller 12 User's Guide.

Once the security key is set, to enable encryption on the external storage, use preferSecure=1 when
executing raidNew command to create RAID.

Alternatively, configure the external storage with preferSecure=0 when creating RAID and then
follow the steps in Enable Encryption on Series 6E or Series 7 Hosts to turn on encryption.

Configure Storage for Archiver using MD2412
The following scenario configures storage on one, unencrypted, 12-Drive MD2412 PowerVault for an
Archiver physical host.
1. Execute the raidList command.
a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>
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b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.
Properties for /appliance

Parameters: |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance’?msg=raidList&force-oontent-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 4a:00.0, Enclosure 286, SCSI Channel ©
Vendor: DP
Model:  BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
Devices: sda /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:3:0
sdb /dev/disk/by-path/pci-0000:4a:00.0-5csi-0:0:4:0
Controller 1 at PCI Address 8b:00.9, Enclosure 386, SCSI Channel 2
Vendor: DELL
Model: DSES Enclosure
In Use: false
Drives: 14.552 TB HDD x 12

Devices:

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.
controller=1 enclosure=386 scheme=archiver preferSecure=0 commit=1
The following example illustrates what you should see after you create a RAID array.
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Properties for /appliance
raidNew | Parameters: controller=1 enclosure=386 scheme=archiver preferSecure=0 commit=1 H Send ]

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386}> Enclosure number of the shelf to clear. Require
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

I/appliance?msg=raidNew&force-conte nt-type=text/plain&controller=1&enclosure=386&scheme=archiver&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd ré drives=386:0,386:1,386:2,386:3,386:4,386:5,386:6,386:7,386:8,386:9,386:10,386:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.8-553.8.1.e18 10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

3. Execute the raidList command to verify the new RAID array.
In Use: TRUE
Devices: <device> (for example, sdc)
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Properties for /appliance

Parameters:

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force-content-type=text/pIain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

sda /dev/disk/by-path/pci-0000:4a
sdb /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:00.0, Enclosure

286, SCSI Channel ©

:00.0-scsi-0:

0:3:0
:100.0-5c51-0:0:4:0

386, SCSI Channel @

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

4. Execute the devlist command to find the exact memory distribution for the newly created raids.
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

’/appliance’?msg=dev|ist&force-content-type=text/p|ain

Output (or command manual help)

sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="145.52 TB" used=6 |
sda: vendor=DELL model=RAID size="2.18 TB" used=1

5. Execute the 1sb1k command at backend to list the newly created raids.

[root@S7Archiver ~]# 1sblk
MAJ: MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log

/home

/

[ SWAP]

netwitness vg00-nwhome
netwitness_vg00-varlog

netwitness_vg00-usrhome
netwitness_vg00-root
netwitness_vg00-swap

APWNEPOWNEO

/var/netwitness

lecNolloNoloNoNoNoNoNolNolNolNoNo)
[cNoloNoNoNoNoNoNoNoNoNoNoNo)

6. Execute the partNew command with the following parameters to create partitions and mount points
as required.

name=sdc service=archiver volume=archiver commit=1
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Properties for /appliance
Parameters: | name=sdc service=archiver volume=archiver commit=1 |[ send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that w
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|h
logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

[/a ppliance?msg=partNew&force-content-type=text/plain&name=sdcé&service=archiver&volume=archiver&commit=1

QOutput (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 6% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f archiver® /dev/sdcl
Volume group "archiver®" successfully created
/sbin/lvcreate -y -n database -1 100%FREE archiver@
Logical volume "database" created.
/sbin/mkfs.xfs /dev/archivere/database
meta-data=/dev/archiver@/database isize=512 agcount=146, agsize=268435440 blks
sectsz=4896 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0 inobtcount=0

data bsize=4096  blocks=39063387136, imaxpct=1
sunit=16 swidth=160 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/archiver/database®@
/bin/mount /var/netwitness/archiver/database®

Execute devlist command to verify partitions created.

Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

{/appliance?msg=dev|ist&force-content-type=text/plain

Output (or command manual help)

sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="145.52 TB" used=1 |
sda: vendor=DELL model=RAID size="2.18 TB" used=1
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8. Execute the srvalloc command with the following parameters to allocate the space to archiver
service.

This adds storage to the archiver service configuration and restarts the service every time it is
executed.

service=archiver volume=archiver(0 commit=1

Properties for /appliance
srvAlloc v | Parameters: | service=archiver volume=archiverQ commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decod

volume - <string, {enum-one:The value must be one of the following: archiver@|netwitness_vgee}>
commit - <bool, optional> commit changes

[/appliance?msg=srvAIIoc&force-content-type=text/plain&service=archiver&volume=archiver0&commit=1

Output (or command manual help)

9. Execute the srvList command to verify the services allocated on the appliance.

Properties for /appliance

Parameters:

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

[/appliance?msg=srvList&force-coment—type=text/plain

Output (or command manual help)

localhost:56008: type=archiver
mounts.dir=/var/netwitness/archiver/database®

10. Execute 1sblk command to list all the raids and partitions in the service.

Appendix F. Sample Storage Configuration Scenarios for S7 Physical Hosts with 12- 228
Drive PowerVault MD2412



Storage Guide

[root@S7Archiver ~]# lsblk

—
=
X

MOUNTPOINT

/boot/ef1
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

netwitness_vg00-nwhome
netwitness_vgo0-varlog
netwitness_vg00-usrhome
netwitness_vgo0-root
netwitness vgo0-swap
sdb
Lsdb1
Lnetwitness vg00-nwhome

:M
:0
gal
12
:3
:0
01
12
83
14

/var/netwitness

[ccilcloNoNoloNoNolololollol ol

loNoNolloNoNoNoNoNoNoNoNoNoNoNol

/var/netwitness/archiver/database0

L—archiverQ—database

Configure Storage for Decoder using MD2412

The following scenario configures storage on one, unencrypted, 12-Drive MD2412 PowerVault for a
Network Decoder physical host..

1. Execute the raidlList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.
You should see the following information.
In Use: FALSE

Devices: <empty>
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b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

Parameters: |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appIiance’?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1
Vendor:
Model:

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

sda /dev/disk/by-path/pci-0000:4a
sdb /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:90.0, Enclosure
DELL
DSES Enclosure

286, SCSI Channel ©

:00.0-scsi-0:

9:3:0
:00.0-5csi-0:0:4:0

386, SCSI Channel 2

In Use:
Drives:
Devices:

false
14.552 TB HDD x 12

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.

controller=1 enclosure=302 scheme=decoder preferSecure=0 commit=1
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Properties for /appliance
raidNew v |Parameters: [controller=1 enclosure=302 scheme=decoder preferSecure=0 commit=1 ][ Send }

Message Help
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes t
preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: 0,1,yes,no,true,fals
drives and a controller with a security key set
commit - <bool, optional> commit changes

[/appliance?msg=raidNew&forc:e-content-type=text/plain&controller=1 &enclosure=302&scheme=decoder&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=362:0,3062:1,302:2 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-553.8.1.e18_10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=362:3,302:4,302:5,302:6,302:7,302:8,302:9,302:16,302:11 nora Strip=64
CLI Version = ©08.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.8.1.el8 10.x86 64 |'

3. Execute the raidList command to verify the new RAID array.
You should now see the following information.
In Use: TRUE
Devices: <devices> (for example, sdc, sdd)
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Properties for /appliance

Parameters: ||

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller © at PCI Address 4a:00.0, Enclosure 286, SCSI Channel ©
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
Devices: sda /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:1:0
sdb /dev/disk/by-path/pci-0000:4a:00.0-5csi-0:0:2:0

Controller 1 at PCI Address 8b:00.0, Enclosure 302, SCSI Channel @

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-0@00:8b:00.0-scsi-0:0:
sdd /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:

3:0
4:0

4. Execute the devlist command to find the exact memory distribution for the newly created raids..

Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force-content-type=text/p|ain

Output (or command manual help)

I sdd: vendor=DELL model=RAID size="116.42 TB" used=@|
sdb: vendor=DELL model=RAID size="2.18 TB" used=1
r sdc: vendor=DELL model=RAID size="29.1 TB" used=0
sda: vendor=DELL model=RAID size="2.18 TB" used=1

5. Execute 1sblk command at the backend to verify block devices created on the host.
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[root@S?Decoder wj# lsblk

MAJ:MIN RM  SIZE RO MOUNTPOINT
8: 2.2T
256M
1G
2.2T
4.3T
10G
106G
306G
4G
2.2T
2.2T

8: /boot/ef1
8: /boot

8.
/var/netwitness
/var/log

/home

/

[SWAP]

netwitness_vg00-nwhome 253:0
netwitness vg00-varlog 253:1
netwitness vg00-usrhome 253:2
netwitness_vg00-root 253:3
netwitness_vg00-swap 253:4

sdb 8:16
L_sdb1 8:17
Lnetwitness vg00-nwhome 253:0 4.3T
sdc 8:32 29.1T
sdd 8:48 0 116.4T

/var/netwitness

lollcNoNoNoNoNoNoloNoNoNolNol

[oNollooNoNoNoNoNoNoNoNoNoNo]

6. Execute the partNew command to create the decodersmall partition first (decoder dir, index, metadb,
sessiondb) on the smaller block device (sdc) with the following parameters.

name=sdc service=decoder volume=decodersmall commit=1

Properties for /appliance
partNew | Parameters: [name=sdc service=decoder volume=decodersmall commit=1

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|deco
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|inde

logdecoder-meta|archiver|hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> vo

[/appliance?msg=panNew&force-content-type=text/pIain&name=sdc&service=decoder&volume=decodersma|l&commit=

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM @% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f decodersmall /dev/sdcl
Volume group "decodersmall” successfully created
/sbin/lvcreate -y -n decoroot -L 20G decodersmall
Wiping xfs signature on /dev/decodersmall/decoroot.
Logical volume "decorocot" created.
/sbin/mkfs.xfs /dev/decodersmall/decoroot
meta-data=/dev/decodersmall/decoroot isize=512 agcount=16, agsize=327664 blks
sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=6 inobtcount=0

data = bsize=4096 blocks=5242624, imaxpct=25
= sunit=16 swidth=32 blks
naming =version 2 bsize=4696 ascii-ci=0, ftype=1
log =internal log bsize=4696 blocks=2560, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder

Ihin/maunt /uan/natuitnacce /dacradan
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7. Execute the partNew command to create the decoder volume (packetdb) on the bigger block device
of the two created (sdd) with the following parameters.

name=sdd service=decoder volume=decoder commit=1

Properties for /appliance
partNew v |Parameters: |[name=sdd service=decoder volume=decoder commit=1

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decodel
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|«

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volu

I/appliance?msg=partNew&force-content-type=text/p|ain&name=sdd&service=decoder&volume=dec0der&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM @% 100%
/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f decoder /dev/sddl

Volume group "decoder" successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder

Wiping xfs signature on /dev/decoder/packetdb.

Logical volume "packetdb" created.
/sbin/mkfs.xfs /dev/decoder/packetdb
meta-data=/dev/decoder/packetdb isize=512 agcount=117, agsize=268435440 blks
sectsz=4096 attr=2, projid32bit=1

cre=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=6 inobtcount=0
data = bsize=4096 blocks=31250709504, imaxpct=1
= sunit=16 swidth=128 blks
naming =version 2 bsize=4696 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb
/bin/mount /var/netwitness/decoder/packetdb ‘

8. Execute devlist command to verify partitions created.
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Properties for /appliance

Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force—content-type=text/p|ain

Output (or command manual help)

||_sdd: vendor=DELL model=RAID size="116.42 TB" used=1
sdb: vendor=DELL model=RAID size="2.18 TB" used=1

sdc: vendor=DELL model=RAID size="29.1 TB"

sda: vendor=DELL model=RAID size="2.18 TB" used=1

9. Execute the srvAlloc command with the following parameters to add the storage information into
the Service Configuration settings. Service is restarted each time the command is executed.

service=decoder volume=decodersmall commit=1

Properties for /appliance
Parameters: | service=decoder volume=decodersmall commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|deco:

volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwit
commit - <bool, optional> commit changes

[/appliance?msg=srvAIloc&force-content-type=text/plain&service=decoder&volume=decodersma|l&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/decoder/metadb==27.04 TB
Set /database/config/session.dir to /var/netwitness/decoder/sessiondb==569.72 GB
Set /index/config/index.dir to /var/netwitness/decoder/index==28.49 GB

service=decoder volume=decoder commit=1
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Properties for /appliance
srvAlloc v | Parameters: | service=decoder volume=decoder commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|dec
volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwi
commit - <bool, optional> commit changes

[/applianoe?msg=srvA|Ioc&force—content—type=text/plain&service=decoder&vo|ume=decoder&commit=1

Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==110.6 TB

10. Execute the srvList command to verify the services allocated on the appliance.

Properties for /appliance

Parameters: ||

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

[/appliance?msg=srvList&force—content—type=text/p|ain

Output (or command manual help)

localhost:56004: type=decoder
packet.dir="/var/netwitness/decoder/packetdb==110.6 TB"
meta.dir="/var/netwitness/decoder/metadb==27.04 TB"
session.dir="/var/netwitness/decoder/sessiondb==569.72 GB"
index.dir="/var/netwitness/decoder/index==28.49 GB"

11. Execute 1sblk command to list all the raids and partitions in the service.
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[root@S?Decoder ~]# 1sblk

=
=
X

SIZE RO MOUNTPOINT
2.2T
256M

1G6
2.2T
4.3T
106G
106G

/boot/efi
/boot

/var/netwitness
/var/log
/home

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vg00-root
netwitness_vg00-swap

/
[SWAP]

WoOoO~NoOUTWNRE, O =

sdb
L-sdb1
Lnetwitness_va00-nwhome

sdc

L-sdc1
decodersmall-decoroot
decodersmall-index
decodersmall-sessiondb
decodersmall-metadb

/var/netwitness

/var/netwitness/decoder
/var/netwitness/decoder/index
/var/netwitness/decoder/sessiondb
/var/netwitness/decoder/metadb

[cNoNoNoNoNoloNoNoNoNoNoNoNoNoNoNo N ol

sdd
Lsdd1 : .
Ldecoder-packetdb : 0 116.4T

[cNoNoNoNoNoNoloNololoNoNoNoloNoNoNloNoNol ol

/var/netwitness/decoder/packetdb

Configure Storage for Concentrator using MD2412

The following scenarios configure storage on one or more unencrypted, 12-Drive MD2412 PowerVault
for a Concentrator physical host.

Note: All 12 drives on PowerVault MD2412 are HDDs. This is also used as storage for concentrator
service whereas older PowerVault MD 1400 for concentrator storage has mixed drive configuration
with HDDs and SSDs. Since MD2412 has no support for SSDs and the concentrator service requires
atleast 2 SSDs for index database, SSDs are to be installed on the concentrator physical host in slots 4
through 9 with a minimum of 3 drives.

Supported SSD configurations on the S7 concentrator host -

- 3 drives - slots 4,5 and 6 - RAID 5

- 6 drives - slots 4,5,6,7,8 and 9 - RAID 6

- 3 Drives + 3 Drives - RAID 5, initially 3 drives are installed followed by extension with another 3
drives.

The SSD drive packs are available in two sizes - 3 * 3.2 TB or 3 * 7.68 TB. In the following
examples, the drive pack of 3 * 3.2 TB is used. When a larger drive pack (3 * 7.68 TB) is used, the
virtual drives are larger in size.

Scenario 1:

3 SSD drives are added to the Concentrator physical host. Host is connected to one unencrypted 12-
Drive MD2412 PowerVault.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>
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b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance
| raidList V\Parameters:‘ H Send |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

fappliance?msg=raidList&force-content-type=text/plain

Qutput (or command manual help)

Controller @ at PCI Address 43:090.9, Enclosure 286, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 78 HDD x 4
Devices: sda /dev/disk/by-path/pci-@000:4a:00.0-5c51-0:0:2:0
sdb /dev/disk/by-path/pci-8000:4a:00.0-5¢51-0:0:4:0

Controller 1 at PCI Address 8b:00.2, Enclosure 386, SCSI Channel 2
Vendor: DELL
lodel: DSES Enclosure
In Use: false
Drives: 14,552 TB HDD x 12
Devices:

SSD configuration on this host is as seen below. 3 SSDs are added to slots 4,5 and 6 on the
concentrator host for configuring index.

To view details about the SSDs installed on controller 0, run the following command on the
concentrator:

/opt/MegaRAID/perccli2/perccli2 /c0/eall/sall show

Partial output of the above command is as shown below.

CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-513.24.1.el8 9.x86_64
Controller = 0

Status = Success

Description = Show Drive Information Succeeded.

Intf Med SED_Type SeSz Sp LU/NS Count Alt-EID

Online N Enterprise CL2400MMO149
Online . i Enterprise CL2400MMO149
Online o Enterprise CL2460MMO149
Online . 1 Enterprise CL2400MMO149
Good . 1 Enterprise KPM7WVUG3T20
Good o Enterprise KPM7WVUG3T20

1 Enterprise KPM7WVUG3T20

2. Execute the raidNew command with scheme=concentrator for controller (1) with HDDs
and scheme=concentrator-metakit for controller (0) with SSDs.

To configure RAID for concentrator scheme, execute raidNew with the following parameters using
the controller number and the enclosure number you just recorded from raidList.
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controller=1 enclosure=386 scheme=concentrator preferSecure=0 commit=1

Properties for /appliance
[raidNew v|Paramelers.‘controllerﬂ enclosure=386 scheme=concentrator preferSecure=0 commit=1 H Send ‘

Message Help

T TETTCTZ ST O T T IO TGS T OTIE T T U ETTE ST I T T Y U TUCTIC Ut

BT 93]
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386}> Enclosure number of the shelf to clear. Required if
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-inde:
metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: @,1,yes,no,true,false,on,off}> Prefer ¢
commit - <bool, optional> commit changes

|la ppliance ?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=386&scheme=concentrator&preferSecure=0&commit=1

Qutput (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c1 add vd r6 drives=386:0,386:1,386:2,386:3,386:4,386:5,386:6,386:7,386:8,386:9,386:10,386:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.el18 9.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

3. Execute the raidList command to verify the concentrator RAID created.
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Properties for /appliance
raidList v |Parameters: |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

| /appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 45:0@.0, Enclosure 286, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
2.91 TB SSD x 3
Devices: sda /dev/disk/by-path/pci-0@00:4a:00.0-scsi-0:

9:2:0
sdb /dev/disk/by-path/pci-@e00:4a:00.0-5c5i-0:0:4:0
Controller 1 at PCI Address 8b:92.0, Enclosure 386, SCSI Channel @

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-@ee0:8b:00.0-scsi-0:0:1:0
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Execute the raidNew command with the following parameters using the controller number and the
enclosure number associated with SSDs added to the concentrator host. This creates the RAID for
index.

controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0
commit=1

Properties for /appliance
raidNew v |Parameters: [controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0 commit=1 H Send ]

Message Help

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386}> Enclosure number of the shelf

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybr
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volume

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,f
drives and a controller with a security key set

commit - <bool, optional> commit changes

lappliance?msg=raidNew&force-content-type=text/plain&controller=0&enclosure=286&scheme=concentrator-metakit&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c® add vd r5 drives=286:4,286:5,286:6 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.e18 9.x86_64

Controller = @

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

5. Execute the raidList command to verify the index RAID created.
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Properties for /appliance

Parameters:

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller © at PCI Address 4a:00.0, Enclosure 286, SCSI Channel ©
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
2.91 TB SSD x 3
IDevices: sdd /dev/disk/by-path/pci-0000:42:00.0-scsi-0:0:1:0
sda /dev/disk/by-path/pcl1-0000:4a:00.0-sCcs1-0:0:2:0
sdb /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:4:0

Controller 1 at PCI Address 8b:00.0, Enclosure 386, SCSI Channel ©
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0 L

6. Execute devlist to verify block devices created.
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Properties for /appliance

 devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=dev|ist&force-content-type=text/plain

Output (or command manual help)

[l sdd: vendor=DELL model=RAID size="5.82 TB"

used=0

sdb: vendor=DELL model=RAID size="2.18 TB"

used=1

|| sdc: vendor=DELL model=RAID size="145.52 TB" used=0|

sda: vendor=DELL model=RAID size="2.18 TB"

The same can be verified using 1sb1k.

[root@S7Concentrator ~]# lsblk
NAME MAJ:
sda :

sdal
sda2
sda3

netwitness_vg00-root
netwitness_vg00-swap

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
sdb
Lsdb1
Lnetwitness vg00®-nwhome
sdc
Lsdc1
sdd

[cNoNolloNoNoNoNoNoNoNoNoNo ol oy

used=1

locNoNoNloNoNoNoNoNoNoNoNoNoNoNol

MOUNTPOINT

/boot/efi
/boot

/

[SWAP]
/var/netwitness
/var/log

/home

/var/netwitness

7. Execute the partNew command to create the concentrator partition first with the following
parameters. You must create the concentrator volume before index volume or it will fail. sdc is
assoviated with HDDs on PowerVault 2412 and is to be used for concentrator volume.

name=sdc service=concentrator volume=concentrator commit=1

243 Appendix F. Sample Storage Configuration Scenarios for S7 Physical Hosts with 12-

Drive PowerVault MD2412



Storage Guide

Properties for /appliance
partNew v Parameters:lname=sdc service=concentrator volume=concentrator commit=1| ” Send }

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

/appliance?msg=partNew&force-content-type=text/plain&name=sdc&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f concentrator /dev/sdcl
Volume group "concentrator" successfully created
/sbin/1lvcreate -y -n root -L 30G concentrator
Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491504 blks
sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=@ inobtcount=0

data = bsize=4096 blocks=7864064, imaxpct=25
sunit=16 swidth=160 blks
naming  =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=3839, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator
/sbin/lvcreate -y -n sessiondb -1 10%FREE concentrator |

8. Execute the partNew command with the following parameters to create an index on SSDs. sdd is
associated with the SSDs added and is to be used for index volume.

name=sdd service=concentrator volume=index commit=1
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Properties for /appliance
Parameters: |name=sdd service=concentrator volume=index commit=1 H Send ]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdd|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

[/appliance?msg=panNew&force-content-type=texUpIain&name=sdd&service=concentrator&vo|ume=index&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM ©% 100%
/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sdd1l" successfully created.
/sbin/vgcreate -f index /dev/sddl

Volume group "index" successfully created
/sbin/lvcreate -y -n index -1 10@%FREE index

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512 agcount=32, agsize=48828368 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
- reflink=1 bigtime=0 inobtcount=0
data - bsize=4096  blocks=1562507776, imaxpct=5
= sunit=16 swidth=32 blks
naming =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4896 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

9. Run devlist to verify block devices have been configured.
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Properties for /appliance

|devlist v |Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

{/appliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

[ "sdd: vendor=DELL model=RAID size="5.82 TB" used=1 |
sdb: vendor=DELL model=RAID size="2.18 TB" used=1
|| sdc: vendor=DELL model=RAID size="145.52 TB" used=1 |

sda: vendor=DELL model=RAID size="2.18 TB" used=1

10. Execute the srvAlloc command with the following parameters.

service=concentrator volume=concentrator commit=1

Properties for /appliance
srvAlloc v |Parameters: [service=concentrator volume=concentrator commit=1|

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|
volume - <string, {enum-one:The value must be one of the following: concentrator|index|netw
commit - <bool, optional> commit changes

[ /appliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==124.39 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==13.82 TB

service=concentrator volume=index commit=1
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Properties for /appliance

srvAlloc v | Parameters: | service=concentrator volume=index commit=1

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentratot
volume - <string, {enum-one:The value must be one of the following: concentrator|index|net
commit - <bool, optional> commit changes

[/appliance?msg=srvAIIoc&force-content-type=text/p|ain&service=concentrator&vo|ume=index&commit=1

Qutput (or command manual help)

Set /index/config/index.dir to /var/netwitness/concentrator/index==5.53 TB

11. Execute srvList to verify storage has been assigned as required.

Properties for /appliance
srvList v | Parameters:

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

/appliance?msg=srvList&force-content-type=text/plain

Output (or command manual help)

localhost:56005: type=concentrator
meta.dir="/var/netwitness/concentrator/metadb==124.39 TB"
session.dir="/var/netwitness/concentrator/sessiondb==13.82 TB"
index.dir="/var/netwitness/concentrator/index==5.53 TB"

12. Verify partitions and mounts on 1sblk.
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[root@S7Concentrator ~]# lsblk
MAJ:

==
e}
=
X
=

MOUNTPOINT

/boot/efi
/boot

/

[SWAP]
/var/netwitness
/var/log

/home

netwitness_vg00-root
netwitness_vg0o0-swap
netwitness_vg00-nwhome
netwitness_vgo0-varlog
netwitness_vg00-usrhome

AWNPOWNRELO

sdb
L-sdb1

Lnetwitness vg00-nwhome /var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

concentrator-root
concentrator-sessiondb
concentrator-metadb
sdd
L-sdd1
L—{ndex- index

[cNoNoNoNoNoNoNoloNoNoNoNoNoNoNloNoNoNoNo)

/var/netwitness/concentrator/index

Scenario 2:

3 SSD Drives + 3 SSD Drives are installed on the Concentrator physical host. This means that initially 3
SSD drives are installed, followed by extension with another 3 drives.

Host is connected to two unencrypted 12-Drive MD2412 PowerVaults.

The following scenario configures storage as per the scenario described above.
1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.
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Properties for /appliance

Parameters: |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

{/appliance'?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller © at PCI Address 4a:00.0, Enclosure 286, SCSI Channel @

Vendor: DP

Model: BP_PSV

In Use: true

Drives: 2.182 TB HDD x 4
[2.91 TB SSD x 3]

Devices: sda /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:3:0
sdb /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:5:0

Controller 1 at PCI Address 8b:00.0, Enclosure 386, SCSI Channel 2
Vendor: DELL

Model: DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

Controller 1 at PCI Address 8b:00.06, Enclosure 400, SCSI Channel 2
Vendor: DELL

Model: DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

SSD configuration on this host is as seen below. 3 SSDs from the first drive pack are added to
slots 4,5 and 6 on the concentrator host for configuring index.

To view details about the SSDs installed on controller 0, run the following command on the
concentrator:

/opt/MegaRAID/perccli2/perccli2 /cO0/eall/sall show

Partial output of the above command is as shown below.
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CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.8.1.el8 10.x86_64
Controller = 0

Status = Success
Description = Show Drive Information Succeeded.

Drive Information

Status DG 1 SED_Type SeSz Model Sp LU/NS Count Alt-EID

Online 5 1 Enterprise CL2400MM0O 149
Online . 1 Enterprise CL2400MM0O 149
Online . Enterprise CL2400MM0 149
Online i 1 Enterprise CL24060MMO149
Good . 1 Enterprise KPM7WVUG3T20
Good o i Enterprise KPM7WVUG3T20

Enterprise KPM7WVUG3T20

2. Execute the raidNew command with scheme=concentrator for controller (1) with HDDs and
scheme=concentrator-metakit for controller (0) with SSDs.

To configure RAID for concentrator scheme, execute raidNew with the following parameters using
the controller number and the enclosure number you just recorded from raidList.

controller=1 enclosure=386 scheme=concentrator preferSecure=0 commit=1

This creates concentrator RAID using the HDDs in PowerVault MD2412.

Properties for /appliance )
[raidNew v | Parameters: Icontroller=1 enclosure=386 scheme=concentrator preferSecure=0 commit=1 Send }

Message Help
raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386|400}> Enclosure number of the shelf to clear. Requi
attached.
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver |network-hybrid|log-hybrid|log-in
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

I/appllance?msg:raldNew&force—contenl—type:texUpIaln&conlroller:1 &enclosure=386&scheme=concentrator&preferSecure=0&commit=1
Output (or command manual help)

/opt/MegaRAID/perccli2/perccliz /cl add vd ré drives=386:0,386:1,386:2,386:3,386:4,386:5,386:6,386:7,386:8,386:9,386:10,386:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.8-553.8.1.e18_10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VDID VDSize Status ErrType ErrCd Msg

3. Execute the raidlList command to verify the concentrator RAID created.

Appendix F. Sample Storage Configuration Scenarios for S7 Physical Hosts with 12- 250
Drive PowerVault MD2412



Storage Guide

Properties for /appliance

Parameters:

Message Help

][Send]

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance'?msg=raidList&force—content—type:textlplain

Output (or command manual help)

Controller @
Vendor:
Model:
In Use:
Drives:

Devices:

Controller 1

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

2.91 TB SSD x 3

sda /dev/disk/by-path/pci-0000:4a
sdb /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:00.0, Enclosure

286, SCSI Channel @

100.0-5csi-0:0:3:0
100.0-5Ccsi-0:0:5:0

386, SCSI Channel o

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

Controller 1
Vendor:
Model:
In Use:
Drives:
Devices:

at PCI Address 8b:00.0, Enclosure
DELL

DSES Enclosure

false

14.552 TB HDD x 12

480, SCSI Channel ©

4. To configure RAID for index scheme, execute raidNew with the following parameters using the
controller number and the enclosure number associated with SSDs added to the concentrator host.
This creates the RAID for index.

controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0

commit=1
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Properties for /appliance
Parameters: | controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0 commit=1 /[ send |

Message Help

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386]|400}> Enclosure number of the
attached.

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hy
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volt

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true
drives and a controller with a security key set

commit - <bool, optional> commit changes

[/appliance?msg=raidNew&force—contenl—type=text/plain&control ler=0&enclosure=286&scheme=concentrator-metakit&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c® add vd r5 drives=286:4,286:5,286:6 nora Strip=64
CLI Version = ©08.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.8-553.8.1.e18_10.x86_64

Controller = @

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

5. Execute raidList command to verify the index RAID created.
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6. Add the second drive pack with another 3 SSDs.

Properties for /appliance

Parameters: |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appIiance?msg=raidList&force—content—type=text/plain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:

Controller 1
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1
Vendor:
Model:
In Use:
Drives:
Devices:

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

2.91 TB SSD x 3

286, SCSI Channel ©

Devices:| sdd /dev/disk/by-path/pci-0008:4a:

00.0-scsi-0

sda /dev/disk/by-path/pci-0000:4a: -0
100.8-scsi-0

sdb /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:00.8, Enclosure
DELL

DSES Enclosure

true

14.552 TB HDD x 12

sdc /dev/disk/by-path/pci-0000:8b:

at PCI Address 8b:00.08, Enclosure
DELL

DSES Enclosure

false

14.552 TB HDD x 12

:0:1:
00.0-s5Ccs1-0:0:3:
2353

o oI®

386, SCSI Channel ©

00.0-s5csi-0:0:1:0

400, SCSI Channel ©

SSD configuration on this host is as seen below. 3 SSDs from the second drive pack are added to
slots 7,8 and 9 on the concentrator host for configuring index.

To view details about the SSDs installed on controller 0, run the following command on the

concentrator:

/opt/MegaRAID/perccli2/perccli2 /c0/eall/sall show

Partial output of the above command is as shown below.
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CLI Version = 008.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.8.1.e18_10.x86_64
Controller = 0

Status = Success

Description = Show Drive Information Succeeded.

Drive Information :

Intf Med Sp LU/NS Count Alt-EID

Online . Enterprise CL2400MMO149
Online . Enterprise CL2400MMO149
Online . i Enterprise CL2400MMO149
Online . i Enterprise CL2460MMO 149
Online o ! Enterprise KPM7WVUG3T20
Online . { Enterprise KPM7WVUG3T20
Online R { Enterprise KPM7WVUG3T20
Good . | Enterprise KPM7WVUG3T20
Good . i Enterprise KPM7WVUG3T20

| Enterprise KPM7WVUG3T20

ccccccceoccoccoc

7. Configure RAID on the second PowerVault. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.
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The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

Parameters:

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&foroe-content—type=text/pIain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:

Devices:

Controller 1
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1

at PCI Address 4a:00.0, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

2.91 TB SSD x 6

sdd /dev/disk/by-path/pci-0000:4a: -90:0:1:0
:00.0-5csi-0:0:3:0
sdb /dev/disk/by-path/pci-0000:4a: -0:0:5:0

sda /dev/disk/by-path/pci-0000:4a

at PCI Address 8b:00.0, Enclosure
DELL

DSES Enclosure

true

14.552 TB HDD x 12

sdc /dev/disk/by-path/pci-0000:8b:

at PCI Address 8b:00.0, Enclosure

286, SCSI Channel ©

00.0-scsi
00.0-scsi

386, SCSI Channel ©

00.0-5csi-0:0:1:0

400, SCSI Channel ©

Vendor: DELL

Model : DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

8. Execute the raidNew command with scheme=concentrator for controller (1) with HDDs and

scheme=concentrator-metakit for controller (0) with SSDs.

This creates concentrator RAID using the HDDs in PowerVault MD2412.

To configure RAID for concentrator scheme, execute raidNew with the following parameters using
the controller number and the enclosure number you just recorded from raidList.

controller=1 enclosure=400 scheme=concentrator preferSecure=0 commit=1
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Properties for /appliance )
raidNew v Paramelers:{conlmllerﬂ enclosure=400 scheme=concentrator preferSecure=0 commit=1 H Send ‘

Message Help
=

Ul LTyl ULES T appIIance aTag
parameters:

controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386|4@@}> Enclosure number of the shelf to clear. Required i
attached.

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver |network-hybrid|log-hybrid|log-indexed
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit | logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,false,on,off}> Prefer crea
dein R s s —

) oD on 0dIAD o mocoricno (oo

'fappllan ce?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=400&scheme=concentrator&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd ré drives=400:0,400:1,400:2,400:3,400:4,400:5,400:6,400:7,400:8,400:9,400:10,400:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.9-553.8.1.el8 10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

9. Execute the raidList command to verify the concentrator RAID created.
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Properties for /appliance
raidList v | Parameters:

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller ©
Vendor:
Model:
In Use:
Drives:

Devices:

Controller 1
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1

at PCI Address 4a:00.6, Enclosure
DP

BP_PSV

true

2.182 TB HDD x 4

2.91 TB SSD x 6

sdd /dev/disk/by-path/pci-0000:4a:
sda /dev/disk/by-path/pci-0000:4a:
sdb /dev/disk/by-path/pci-0000:4a:

at PCI Address 8b:00.06, Enclosure
DELL

DSES Enclosure

true

14.552 TB HDD x 12

sdc /dev/disk/by-path/pci-0000:8b:

at PCI Address 8b:00.6, Enclosure

286, SCSI Channel ©

00.0-scsi-0
00.0-scsi

H°H
3®)3
00.0-scsi-0:0:

Ul w
[OIORE ]

-0
-0

386, SCSI Channel ©

00.0-5cs1-0:0:1:0

400, SCSI Channel ©

Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sde /dev/disk/by-path/pci-0000:8b:00.0-s5csi-0:0:2:0
10. Execute the raidNew command with the following parameters using the controller number and the
enclosure number associated with SSDs added to the concentrator host. This creates the RAID for
index.
controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0
commit=1
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Properties for /appliance
Parameters: | controller=0 enclosure=286 scheme=concentrator-metakit preferSecure=0 commit=1 || send |

Message Help

enclosure - <uint32, optional, {enum-one:The value must be one of the following: 286|386|400}> Enclosure number of tt
attached.

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-
expansion|decoder-hotspare|logdecoder-hotspare|decoder-metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID wvc

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,tr
drives and a controller with a security key set

commit - <bool, optional> commit changes

[lappliance?msg=raid New&force-content-type=text/plain&controller=0&enclosure=286&scheme=concentrator-metakit&preferSecure=0&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /c® add vd r5 drives=286:7,286:8,286:9 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-553.8.1.el8_10.x86_64

Controller = @

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

11. Execute the raidList command to verify the index RAID created.
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Properties for /appliance

Parameters:

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address 4a:00.0, Enclosure 286, SCSI Channel @
Vendor: DP
Model:  BP_PSV
In Use: true
Drives: 2.182 TB HDD x 4
2.91 TB SSD x 6

Devices: sdd /dev/disk/by-path/pci-0000:42:00.0-5csi-0:0:1:0
sdf /dev/disk/by-path/pci-0000:4a:00.0-scsi-0:0:2:0 |
sda /dev/disk/by-path/pci-0000:4a:00.06-scsi-0:0:3:0
sdb /dev/disk/by-path/pci-0000:4a:00.0-s5csi-0:0:5:0

Controller 1 at PCI Address 8b:00.6, Enclosure 386, SCSI Channel @
Vendor: DELL
Model:  DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-0000:8b:00.0-scsi-0:0:1:0

Controller 1 at PCI Address 8b:00.6, Enclosure 400, SCSI Channel @
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12

12. Execute devlist to verify block devices created.
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[ lappliance?msg=devlist&force-content-type=text/plain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="5.82 TB" used=0
sdd: vendor=DELL model=RAID size="5.82 TB" used=0
sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sde: vendor=DELL model=RAID size="145.52 TB" used=0
sdc: vendor=DELL model=RAID size="145.52 TB" used=0
sda: vendor=DELL model=RAID size="2.18 TB" used=1

13. The same can be verified using 1sblk.

[root@S7Concentrator ~]# lsblk

=
H
=
X
=

MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness vg00-usrhome

netwitness vg00-root
netwitness_vg00-swap

PUWUNRPOWNRELO

(o QSN
~N O

/var/netwitness

B W
o N

(o)}
1=
[cNoNoNoloNoNoNoNoNoNoNoNoNoNoNo]

[cNoNoNolloNoNoNoNoNoNoNoNoNoNoNo]

(o0]
(o]

14. Execute the partNew command to create the concentrator partition first with the following
parameters. You must create the concentrator volume before index volume or it will fail.

sdc is associated with HDDs on PowerVault MD2412 and is to be used for concentrator volume.

name=sdc service=concentrator volume=concentrator commit=1

Appendix F. Sample Storage Configuration Scenarios for S7 Physical Hosts with 12- 260
Drive PowerVault MD2412



Storage Guide

Properties for /appliance
Parameters: | name=sdc service=concentrator volume=concentrator commit=1 |['send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servi
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder
logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

[/appliance?msg:partNew&force-content-type:text/plain&name:sdc&service:concentrator&voIume:concemrator&commit:1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM @% 100%
/sbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f concentrator /dev/sdcl
Volume group "concentrator" successfully created
/sbin/lvcreate -y -n root -L 38G concentrator
Wiping xfs signature on /dev/concentrator/root.
Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491504 blks
sectsz=4096 attr=2, projid32bit=1
crec=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=6 inobtcount=0

data bsize=4096 blocks=7864064, imaxpct=25
= sunit=16 swidth=16@ blks
naming  =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4096 blocks=3839, version=2
E sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator
/sbin/lvcreate -v -n sessiondb -1 10%FREE concentrator

15. Execute the partNew command with the following parameters to create an index on SSDs. sdd is
associated with the SSDs added and is to be used for index volume.

name=sdd service=concentrator volume=index commit=1
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Properties for /appliance
Parameters: [name=sdd service=concentrator volume=index commit=1

Message Help

partNew: make partitions on a block device

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decode
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> voli

[/appliance?msg=partNew&force-content-type=text/p|ain&name=sdd&service=conoentrator&volume=index&oommit=1

Output (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM ©% 100%
/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f index /dev/sdd1l

Volume group "index" successfully created
/sbin/lvcreate -y -n index -1 100%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index

meta-data=/dev/index/index isize=512 agcount=32, agsize=48828368 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4096 blocks=1562507776, imaxpct=5
= sunit=16 swidth=32 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

16. Run devlist to verify block devices have been configured.
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=dev|ist&force-content-type=text/p|ain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="5.82 TB" used=0
| sdd: vendor=DELL model=RAID size="5.82 TB" used=1 |
sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sde: vendor=DELL model=RAID size="145.52 TB" used=0
Isdc: vendor=DELL model=RAID size="145.52 TB" used=1 |
sda: vendor=DELL model=RAID size="2.18 TB" used=1

17. Verity partitions and mounts on 1sblk.

[root@S7Concentrator ~]# 1lsblk
MAJ:

=
H
=
X
=

TYPE MOUNTPOINT

disk

part /boot/efti

part /boot

part

lvm /var/netwitness

lvm /var/log

lvm /home

lvm /

lvm [SWAP]

disk

part

lvm /var/netwitness

disk

part

lvm /var/netwitness/concentrator

lvm /var/netwitness/concentrator/sessiondb
lvm /var/netwitness/concentrator/metadb
disk

part

lvm /var/netwitness/concentrator/index
disk

disk

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vg00-root
netwitness_vg00-swap

APWNRPRPOWNRELO

sdb
Lsdb1
Lnetwitness_vg00-nwhome
sdc
Lsdc1
concentrator-root
concentrator-sessiondb
concentrator-metadb
sdd
Lsdd1
L—index- index

[cNollcNoloNolloNoloNollolNoNolololNoNoloNoNoNoNol
[clolfoolcooNoNolooNoNooloNoNooNoNoNoN o)
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18. Execute the partNew command to create the concentrator partition on the second PowerVault with

the following parameters. You must create the concentrator volume before index volume or it will
fail.

sde is associated with HDDs on PowerVault MD2412 and is to be used for concentrator volume.

name=sde service=concentrator volume=concentrator commit=1

Properties for /appliance
partNew v F’arameters:[name=sde service=concentrator volume=concentrator commit=1 H Send J

Message Help

security.roles: appliance.manage

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde|sdc}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> se
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decos

logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes
start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage (nu

I/appliance?msg=partNew&force—content-type=text/pIain&name=sde&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sde mklabel gpt
/sbin/parted -s -a optimal /dev/sde mkpart LVM @% 100%
/sbin/pvcreate -f /dev/sdel
Physical volume "/dev/sdel" successfully created.
/sbin/vgcreate -f concentrator® /dev/sdel
Volume group "concentrator®" successfully created
/sbin/lvcreate -y -n sessiondb -1 10%FREE concentratore
Logical volume "sessiondb" created.
/sbin/mkfs.xfs /dev/concentrator®/sessiondb
meta-data=/dev/concentratord/sessiondb isize=512 agcount=32, agsize=122073056 blks
/bin/mkdir -p /var/netwitness/concentrator/sessiondb@
/bin/mount /var/netwitness/concentrator/sessiondbe
/sbin/lvcreate -y -n metadb -1 100%FREE concentrator@
Logical volume "metadb" created.
/sbin/mkfs.xfs /dev/concentratore/metadb
meta-data=/dev/concentratoreé/metadb isize=512 agcount=131, agsize=268435440 blks
/bin/mkdir -p /var/netwitness/concentrator/metadbe
/bin/mount /var/netwitness/concentrator/metadbe

19. Execute the partNew command to create the index partition on SSDs associated with the second

SSD drive-pack. sdf is associated with these SSDs and is to be used for index volume.

name=sdf service=concentrator volume=index commit=1
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Properties for /appliance
Parameters: [name=sdf service=concentrator volume=index commit=1| ][ send |

Message Help

parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdd|sde}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> serv:
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decode
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes
start - <string, optional> The start of the partition. Can be in sectors (number ends with 's'), or percentage (numbt
end - ¢strino. antinnals The end nf the nartition. Can he in sertars (numher ends with '<'). ar nercentase (numher et

I/appIiance?msg=parlNew&force-content-type=text/pIain&name=sdf&service=concentrator&vo|ume=index&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM @% 10@%
/sbin/pvcreate -f /dev/sdfl

Physical volume "/dev/sdfl" successfully created.
/sbin/vgcreate -f index@ /dev/sdfl

Volume group "indexe" successfully created
/sbin/lvcreate -y -n index -1 10@%FREE indexe@

Wiping xfs signature on /dev/index@/index.

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index@/index

meta-data=/dev/index®@/index isize=512 agcount=32, agsize=48828368 blks
= sectsz=4096 attr=2, projid32bit=1
crec=1 finobt=1, sparse=1, rmapbt=0

reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=1562507776, imaxpct=5
sunit=16 swidth=32 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/index@
/bin/mount /var/netwitness/concentrator/indexe

20. Run devlist to verify block devices have been configured.
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Properties for /appliance
devlist v | Parameters: [

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force-content-type=text/pIain

Output (or command manual help)

|sdf: vendor=DELL model=RAID size="5.82 TB" used=1 |
sdd: vendor=DELL model=RAID size="5.82 TB" used=1

RAID size="145.52 TB" used=1
sdc: vendor=DELL model=RAID size="145.52 TB" used=1
sda: vendor=DELL model=RAID size="2.18 TB" used=1

sde: vendor=DELL model

21. Verify partitions and mounts on 1sblk.

[root@S7Concentrator ~J]# 1lsblk
MAJ: SIZE RO MOUNTPOINT
: 2.2T
/boot/efi

/boot

/var/netwitness
/var/log
/home

netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness vg00-usrhome
netwitness_vg00-root
netwitness_vg00-swap
sdb
Lsdb1
Lnetwitness_vg00-nwhome
sdc
Lsdc1
Econcentrator- root

/
[SWAP]
/var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

concentrator-sessiondb
concentrator-metadb
sdd
L-sdd1
L—index-index
sde
Lsde1
t:concentratorﬁ—sessiondb
concentrator0-metadb
sdf
Lsdf1
L—index0- index

/\var/netwitness/concentrator/index

/var/netwitness/concentrator/sessiondb0
/var/netwitness/concentrator/metadb0

[cNoloNoNoNoNoBoloNoloNoNoloNoooNoNoloNoNoNoNoNoNo ol

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0]
0
0
0
0
0
0
0

/var/netwitness/concentrator/index0
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22. Execute the srvAalloc commands with the following parameters.

service=concentrator volume=concentrator commit=1

Properties for /appliance
srvAlloc v |Parameters: [service=concentrator volume=concentrator commit=1| ” Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, {enum-one:The value must be one of the following: concentrator|concentrator®|index|index®|netw
commit - <bool, optional> commit changes

fappliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==124.39 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==13.82 TB

service=concentrator volume=index commit=1

Properties for /appliance
Parameters: | service=concentrator volume=index commit=1 |['send |

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> s¢
volume - <string, {enum-one:The value must be one of the following: concentrator|concentratore|index|index®|netwit
commit - <bool, optional> commit changes

[ fappliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=index&commit=1

Output (or command manual help)

Set /index/config/index.dir to /var/netwitness/concentrator/index==5.53 TB

service=concentrator volume=concentrator0 commit=1

Properties for /appliance
[srvAlloc  ~]Parameters: | service=concentrator volume=concentratord commit=1 H Send ‘

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: concentrator|concentrator®|index|index®|netwitness_vgee}s> volume group name
commit - <bool, optional> commit changes

/appliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator0&commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==124.39 TB;/var/netwitness/concentrator/metadb0==124.42 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==13.82 TB;/var/netwitness/concentrator/sessiondb@==13.82 TB
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23.

service=concentrator volume=index0 commit=1

Properties for /appliance
srvAlloc v | Parameters: Iservice=concentrator volume=index0 commit=1 ][ Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

commit - <bool, optional> commit changes

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use stor:
volume - <string, {enum-one:The value must be one of the following: concentrator|concentrator@|index|index@|netwitness_vg@@}> volume group

[/a ppliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=index0&commit=1

Output (or command manual help)

Set /index/config/index.dir to /var/netwitness/concentrator/index==5.53 TB;/var/netwitness/concentrator/index8==5.53 TB

Execute srvList to verify storage has been assigned as required.

Properties for /appliance

Parameters:[ H Send I

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

[/appliance’?rnsg=srvList&force-content-type=text/plain

Output (or command manual help)

localhost:560085: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb==124.39 TB;/var/netwitness/concentrator/metadb@==124.42 TB"
session.dir="/var/netwitness/concentrator/sessiondb==13.82 TB;/var/netwitness/concentrator/sessiondb®==13.82 TB"
index.dir="/var/netwitness/concentrator/index==5.53 TB;/var/netwitness/concentrator/index®==5.53 TB"

24. Verify partitions and mounts on 1sblk.
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[root@S7Concentrator ~]# 1lsblk
MAJ:
8:
BE
8:
8:
netwitness_vgo0-nwhome 253:
netwitness_vg00-varlog 253:
netwitness_vg00-usrhome 253:
netwitness_vg00-root 253:
netwitness_vgo0-swap 253:
sdb 8:
Lsdb1 8:
L netwitness vg00-nwhome 253:
sdc 8:
Lsdc1 8:
cmoncentrator-root 253:

—H
=
=

MOUNTPOINT

/boot/efi
/boot

/var/netwitness
/var/log

/home

/

[SWAP]

PUWNPOWNREPROX

/var/netwitness

/var/netwitness/concentrator
/var/netwitness/concentrator/sessiondb
/var/netwitness/concentrator/metadb

concentrator-sessiondb 253:
concentrator-metadb PEER

sdd 8:
L-sdd1 8:
L{ndex-1index 253:
8:

8:

concentrator0-sessiondb 253:
concentrator0-metadb 253:

sdf 8:
Lsdf1 8:
L_index0-index 253:

/var/netwitness/concentrator/index

/var/netwitness/concentrator/sessiondb0
/var/netwitness/concentrator/metadb0

[cNoNoNoNoNoNoNolooNoNoNoNolojlooloNoNoNoNoNolNoNo ol o R
[cNoNoNoNoNoNoNoNoNoNoNoNo NoNoloNoNoNoNoNoNoNoNoNoNoN o)

/var/netwitness/concentrator/index0
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Configure Storage for Log Hybrid using MD2412

The following scenario configures storage on one unencrypted, 12-Drive MD2412 PowerVault for a Log
Hybrid physical host.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
FALSE

<empty>

In Use:

Devices:

b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

Parameters; |

Message Help

|['send |

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

[ /appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

roucy.
In Use:
Drives:

Devices:

Controller 1

DF_FSV
true

2.182 TB HDD x 2

14.552 TB HDD x 1@

sdb /dev/disk/by-path/pci-0000:37:
sdc /dev/disk/by-path/pci-0000:37:
sdd /dev/disk/by-path/pci-0000:37:
sdf /dev/disk/by-path/pci-0000:37:

at PCI Address b5:00.0, Enclosure

Vendor: DELL

Model: DSES _Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

00.0-scsi-
00.0-scsi-
00.0-scsi-
00.0-scsi-

Controller @ at PCI Address 37:00.9, Enclosure 294, SCSI Channel ©
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 3.492 TB SSD x 2
Devices: sde /dev/disk/by-path/pci-0000:37:00.0-scsi-0:0:4:0

288, SCSI Channel 2

2. Execute the raidNew command with the following parameters using the controller number and the

enclosure number you just recorded.
controller=1 enclosure=288 scheme=log-hybrid commit=1
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The following example illustrates what you should see after you create a RAID array.
Properties for /appliance
Parameters: [controller=1 enclosure=288 scheme=log-hybrid commit=1 |['send |

Message Help

raidNew: allocate RAID devices in a drive shelf

security.roles: appliance.manage

parameters:
controller - <uint32, {enum-one:The value must be one of the following: ©,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 288|294|288}> Enclosure number of the she
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybri

metakit|logdecoder-metakit |concentrator-metakit}> Type of RAID volumes to allocate

|/appliance?msg=raidNew&force-content—type=text/plain&controller=1&enclosure=288&scheme=|og-hybrid&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /¢l add vd r5 drives=288:0,288:1,288:2,288:3,288:4,288:5 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-553.16.1.e18_10.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=288:6,288:7,288:8,288:9,288:10,288:11 nora Strip=64
CLI Version = ©08.0004.0000.0022 Apr 28, 2023
Operating system = Linux4.18.0-553.16.1.e18_10.x86_64

Execute the raidlList command to verify the RAID created.
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Properties for /appliance

Parameters: H Send ]

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

’/appIiance?msg=raidList&force-content-type=text/p|ain

Qutput (or command manual help)

In Use: true

Drives: 2.182 TB HDD x 2
14.552 TB HDD x 10

Devices: sdb /dev/disk/by-path/pci-0000:37:080.08-scsi-0:0:1:
sdc /dev/disk/by-path/pci-0000:37:00.0-sc5i-0:0:2:
sdd /dev/disk/by-path/pci-8006:37:00.0-scsi-0:0:3:
sdf /dev/disk/by-path/pci-0000:37:00.0-scsi-0:0:5:

(IR

Controller @ at PCI Address 37:00.0, Enclosure 294, SCSI Channel ©
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 3.492 TB SSD x 2
Devices: sde /dev/disk/by-path/pci-08000:37:80.0-5csi-0:0:4:0

Controller 1 at PCI Address b5:00.8, Enclosure 288, SCSI Channel @

Vendor: DELL

Model: DSES Enclosure

In Use: true

Drives: 14.552 TB HDD x 12

Devices: sdg /dev/disk/by-path/pci-0000:b5:80.0-5c51-0:0:
sdh /dev/disk/by-path/pci-0006:b5:00.8-scsi-0:0:

1:0
2:0

Execute the dev1ist command to find the exact memory distribution between the newly created
RAIDS. In Log Hybrid, the distribution is exactly equal so any service can be installed in any of the
RAIDs.
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

[/appliance?msg=devlist&force—content—typeztext/plain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="2.18 TB" used=1
sdd: vendor=DELL model=RAID size="43.66 TB" used=1
sdb: vendor=DELL model=RAID size="14.55 TB" used=1
| sdg: vendor=DELL model=RAID size="72.76 TB" used=0 |
sde: vendor=DELL model=RAID size="3.49 TB" used=1
sdc: vendor=DELL model=RAID size="43.66 TB" used=1
|sdh: vendor=DELL model=RAID size="72.76 TB" used=0 |

Execute 1sblk to verify the block devices created.

[root@S7LogHybrid ~]# 1lsblk
MIN RM SIZE RO TYPE MOUNTPOINT
disk
part
disk
part
lvm /var/netwitness/logdecoder
disk
part
lvm /var/netwitness/logdecoder/packetdb
disk
part
lvm /var/netwitness/concentrator
disk
part
lvm /var/netwitness/concentrator/index
disk
part /boot/ef1
part /boot
part
lvm /var/netwitness
lvm /var/log
lvm /home
lvm /
3 lvm [SWAP]
8:96 0 72.8T 0 disk
8:112 0 72.8T 0 disk

Lindex- index
sdf

sdfl

sdf2

sdf3
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
netwitness_vg00-root
netwitness vqg00-swap

1
1
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

o ojojojooooooNojoooooloooooNoNo

3. Execute the partNew commandwith the following parameters to create partitions and mount points
in the /etc/fstab file.
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name=sdg service=logdecoder volume=logdecoder commit=1

Properties for /appliance
Parameters: |name=sdg service=logdecoder volume=logdecoder commit=1 |[ send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdg|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servic
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder
hybrid|log-indexed-decoder|logindex}> volume to create

I/appliance?msg=partNew&force—content—type=textfp|ain&name=5dg&service=logdecoder&volume=logdecoder&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdg mklabel gpt
/sbin/parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdgl
Physical volume "/dev/sdgl" successfully created.
/sbin/vgcreate -f logdecoder® /dev/sdgl
Volume group "logdecoder®" successfully created
/sbin/lvcreate -y -n packetdb -1 1@@%FREE logdecoder®
Wiping xfs signature on /dev/logdecoder@/packetdb.
Logical volume "packetdb" created.
/sbin/mkfs.xfs /dev/logdecoder@/packetdb
meta-data=/dev/logdecoder@/packetdb isize=512 agcount=73, agsize=268435424 blks
= sectsz=4096 attr=2, projid32bit=1
= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=19531693056, imaxpct=1
= sunit=16 swidth=80 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4696 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4896 blocks=08, rtextents=0

/bin/mkdir -p /var/netwitness/logdecoder/packetdb@
/bin/mount /var/netwitness/logdecoder/packetdb@

name=sdh service=concentrator volume=concentrator commit=1

Properties for /appliance
partNew v | Parameters: |name=sdh service=concentrator volume=concentrator commit=1 H Send ]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdg|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use stc
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoc
hybrid|log-indexed-decoder|logindex}> volume to create

IIappliance?msg=par1New&f0rce—conte nt-type=text/plain&name=sdhé&service=concentrator&volume=concentrator&commit=1

Output (or command manual help)
/sbin/parted -s /dev/sdh mklabel gpt
/sbin/parted -s -a optimal /dev/sdh mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdhl
Physical volume "/dev/sdhl" successfully created.
/sbin/vgcreate -f concentratore /dev/sdhl
Volume group "concentrator@" successfully created
/sbin/lvcreate -y -n sessiondb -1 10%FREE concentrator®
Wiping xfs signature on /dev/concentrator@/sessiondb.
Logical volume "sessiondb" created.
/sbin/mkfs.xfs /dev/concentrator@/sessiondb
meta-data=/dev/concentratored/sessiondb isize=512 agcount=32, agsize=61036512 blks
sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=1953168384, imaxpct=5
= sunit=16 swidth=80@ blks
naming =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4896 blocks=8, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/sessiondb@
/bin/mount /var/netwitness/concentrator/sessiondb@

Jehimilurmanta _u _n matasdk 1 100%EDEE ~Ancantnarani
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Execute devlist to verify partitions created.

Properties for /appliance

devlist v | Parameters: |

Message Help

devlist: list storage devices
security.roles: appliance.manage

|/appliance?msg=devlist&force-content-type=text/p|ain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="2.18 TB" used=1
sdd: vendor=DELL model=RAID size="43.66 TB" used=1
sdb: vendor=DELL model=RAID size="14.55 TB" used=1
sdg: vendor=DELL model=RAID size="72.76 TB" used=1 |
sde: vendor=DELL model=RAID size="3.49 TB" used=1
sdc: vendor=DELL model=RAID size="43.66 TB" used=1
|sdh: vendor=DELL model=RAID size="72.76 TB" used=1 |

4. Execute the srvAlloc command with the following parameters to allocate the space to logdecoder
and concentrator services.

a. This adds storage to the logdecoder service configuration and restarts the service every time it is
executed.

service=logdecoder volume=logdecoder(0 commit=1

Properties for /appliance
Parameters: service=logdecoder volume=logdecoder0 commit=1] ][ Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}s service that will use storag
volume - <string, {enum-one:The value must be one of the following: concentrator®|hybrid-concentrator|hybrid-logdecoder-meta|index|logdecode
commit - <bool, optional> commit changes

[Iappliance?msg:srvAIIoc&force—comen’(—type:text/plain&servicerlogdecoder&volumezlogdecodero&commil:1

Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/logdecoder/packetdb/packetdb==41.47 TB;/var/netwitness/logdecoder/packetdb®==69.12 TB

b. This adds storage to concentrator service configuration and restarts the service every time it is
executed.

service=concentrator volume=concentrator0 commit=1
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Properties for /appliance
srvAlloc v | Parameters: | service=concentrator volume=concentrator0 commit=1

H Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use stora;

volume - <string, {enum-one:The value must be one of the following: concentrator8|hybrid-concentrator|hybrid-logdecoder-meta|index|logdecod:
commit - <bool, optional> commit changes

I/appliance?msg=swAIIoc&force»content-type=texUpIain&service=concentrator&volume=concentrator0&oommit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==37.71 TB;/var/netwitness/concentrator/metadb®==62.21 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==3.73 TB;/var/netwitness/concentrator/sessiondb@==6.91 TB

c. Execute the srvList command to verify the services allocated on the appliance.

Properties for /appliance

(st v ] Parameters:|

Message Help

” Send ]

srvList: list of core services on this appliance
security.roles: appliance.manage

[/‘appIiance?msg=5rvList&force—content—type=lext/plain

Output (or command manual help)

localhost:56002: type=logdecoder

packet.dir="/var/netwitness/logdecoder/packetdb/packetdb==41.47 TB;/var/netwitness/logdecoder/packetdb@==69.12 TB"
meta.dir="/var/netwitness/logdecoder/metadb==12 TB"

session.dir="/var/netwitness/logdecoder/sessiondb==1.24 TB"

index.dir="/var/netwitness/logdecoder/index==565.84 GB"

localhost:560805: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb==37.71 TB;/var/netwitness/concentrator/metadb®==62.21 TB"

session.dir="/var/netwitness/concentrator/sessiondb==3.73 TB;/var/netwitness/concentrator/sessiondb®==6.91 TB"
index.dir="/var/netwitness/concentrator/index==3.32 TB"

Execute the 1sblk command in backend to see all the raids and partitions inside the service.
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[root@S7LogHybrid ~]# lsblk
MOUNTPOINT

/var/netwitness/logdecoder

L-logpacket-packetdb
sdd
Lsdd1
Lhybrid--concentrator-root
sde
Lsdel
L_index- index
sdf

sdfl
sdf2
sdf3

netwitness_vgoo-nwhome
netwitness_vg00-varlog
netwitness_vgo0-usrhome
netwitness_vg00-root
netwitness vq00-swap

/var/netwitness/logdecoder/packetdb

/var/netwitness/concentrator

/var/netwitness/concentrator/index

/boot/ef1
/boot

/var/netwitness
/var/log
/home

/
[SWAP]

/var/netwitness/logdecoder/packetdb@

/var/netwitness/concentrator/sessiondb®
/var/netwitness/concentrator/metadb0

concentrator®-sessiondb
concentrator®-metadb

[eloNoNoNooNolloNoNolooNoNoloolNoNoNoloNoNoNoNoNoNoNoNo N
lelojofolojolollojoojojojooofojoojoofoojooooooNolol
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Configure Storage for Network Hybrid using MD2412

The following scenario configures storage on an unencrypted, 12-Drive MD2412 PowerVault for a
Network Hybrid physical host.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>

b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance
[raidList v |Parameters: |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

‘ /appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Vendor: DP
Model: BP_PSV
In Use: true
Drives: 2.182 TB HDD x 2
14.552 TB HDD x 1@
Devices: sda /dev/disk/by-path/pci-0@000:37:00.0
sdb /dev/disk/by-path/pci-0e00:37:00.0
28.9
00.9

sdc /dev/disk/by-path/pci-8ee0:37:
sdd /dev/disk/by-path/pci-0ee0:37:

Controller @ at PCI Address 37:09.0, Enclosure 294, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 3.492 TB SSD x 2
Devices: sde /dev/disk/by-path/pci-@0e0:37:00.0-5c¢51-0:9:5:0

Controller 1 at PCI Address b5:@8.2, Enclosure 288, SCSI Channel 2
Vendor: DELL
Model: DSES Enclosure
In Use: false
Drives: 14.552 TB HDD x 12
Devices:

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.
controller=1 enclosure=288 scheme=network-hybrid preferSecure=0 commit=1
The following example illustrates what you should see after you create a RAID array.
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Properties for /appliance
raidNew v | Parameters: [controller=1 enclosure=288 scheme=network-hybrid preferSecure=0 commit=1 |['send |

Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
enclosure - <uwint32, optional, {enum-one:The value must be one of the following: 288|294|288}> Enclosure number of the shelf to clear. Required if
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-indexed-di
metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

‘ /appliance?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=288&scheme=network-hybrid&preferSecure=0&commit=1

Qutput (or d manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=288:0,288:1,288:2 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.el8 9.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

fopt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=288:3,288:4,288:5,288:6,288:7,288:8,288:9,288:10,288:11 nora Strip=64
CLI Version = 008.0004.0000.0022 Apr 28, 2623
Operating system = Linux4.18.0-513.24.1.el8_9.x86_64

Fantanllan - 4

Following is the response from raidList after creating RAID array.

Properties for /appliance

raidList v ‘ Parameter&l H Send ‘

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

|fappliance?msg=raidList&fo rce-content-type=text/plain

Qutput (or command manual help)
Or Ives: 2+ 162 10 To0-X—Z

14.552 TB HDD x 10

Devices: sda /dev/disk/by-path/pci-0000:37:00.0-5c5i-0
sdb /dev/disk/by-path/pci-0000:37:00.0-scs5i-0:
sdc /dev/disk/by-path/pci-@000:37:00.0-scsi-0:
sdd /dev/disk/by-path/pci-@e00:37:00.0-scsi-0:

Controller @ at PCI Address 37:00.8, Enclosure 294, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 3.492 TB SSD x 2
Devices: sde /dev/disk/by-path/pci-0@00:37:00.0-5c5i-0:9:5:0

Controller 1 at PCI Address b5:008.8, Enclosure 288, SCSI Channel @
Vendor: DELL
Model: DSES Enclosure
Tn Use: true
Drives: 14.552 TB HDD x 12
Devices: sdf /dev/disk/by-path/pci-@000:b5:00.0-s5c5i-0:0:
sdh /dev/disk/by-path/pci-@2@0:b5:00.0-sc5i-0:@

Execute devlist command to find the exact memory distribution between the newly created
RAIDs. In Network Hybrid, the memory for ‘sdh’ block device is more than ‘sdf” block device,
therefore packetdb will be installed in the device with higher memory allocated which is ‘sdh’ .
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Properties for /appliance

[ devlist v | Parameters: || Send |

Message Help

devlist: list storage devices
security.roles: appliance.manage

| /appliance?msg=devlist&force-content-type=text/plain

QOutput (or command manual help)

l_ sdf: vendor=DELL model=RAID size="29.1 TB" used=0
: vendor=DELL model=RAID size="14.55 TB" used=

s -

sdb: vendor=DELL model=RAID size="2.18 TB" used=1
sde: vendor=DELL model=RAID size="3.49 TB" used=1
sdc: vendor=DELL model=RAID size="29.1 TB" used=1

"

r : vendor=DELL model=RAID size="116.42 TB" used=0

3. Execute the partNew command with the following parameters to create partitions and mount points
in the /etc/fstab file.

name=sdf service=concentrator volume=concentrator commit=1

Properties for /appliance
\panNew v Parameters:lname=sdf service=concentrator volume=concentrator commit=1 H Send ]

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that w
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hy
hybrid|log-indexed-decoder|logindex}> volume to create

\ lappliance?msg=partNew&force-content-type=text/plain&name=sdf&service=concentrator&volume=concentrator&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM €% 1@eX
/sbin/pvcreate -f /dev/sdf1
Physical volume "/dev/sdf1" successfully created.
/sbinfvgcreate -f concentrator® /dev/sdfl
Volume group “concentrator@” successfully created
/sbin/lvcreate -y -n sessiondb -1 10%FREE concentratore
Wiping xfs signature on /dev/concentrator@/sessiondb.
Logical volume "sessiondb™ created.
/sbin/mkfs.xfs /dev/concentrator@/sessiondb
meta-data=/dev/concentrator@/sessiondb isize=512 agcount=32, agsize=24414576 blks
sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=@ inobtcount=0

data bsize=4096 blocks=781266432, imaxpct=5
sunit=16 swidth=32 blks
naming version 2 bsize=4896 ascii-ci=0, ftype=1
log =internal log bsize=4896 blocks=381477, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4896 blocks=8, rtextents=e

/bin/mkdir -p /var/netwitness/concentrator/sessiondbe
/bin/mount /var/netwitness/concentrator/sessiondb@

name=sdh service=decoder volume=decoder commit=1
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Properties for /appliance
|partNew v |Parameters: [name=sdh service=decoder volume=decoder commit=1| ]| Send |

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdf|sdh}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> servic
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|
hybrid|log-indexed-decoder|logindex}> volume to create

‘ /appliance?msg=partNew&force-content-type=textiplain&name=sdhé&service=decoder&volume=decoder&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdh mklabel gpt
/sbin/parted -s -a optimal /dev/sdh mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdhl
Physical volume “/dev/sdhl" successfully created.
/sbin/vgcreate -f decoder@® /dev/sdhl
Volume group "decoder®" successfully created
/sbin/lvcreate -y -n packetdb -1 1@@%FREE decoder®
Wiping xfs signature on /dev/decoder@/packetdb.
Logical volume "packetdb™ created.
/sbin/mkfs.xfs /dev/decodere/packetdb
meta-data=/dev/decoder@/packetdb isize=512 agcount=117, agsize=268435440 blks
sectsz=4096 attr=2, projid32bit=1
crc=1 finobt=1, sparse=1, rmapbt=0@
reflink=1 bigtime=0 inobtcount=0@

data = bsize=4896 blocks=312507095@4, imaxpct=1
= sunit=16 swidth=128 blks
naming =version 2 bsize=4096 ascii-ci=@, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4896 sunit=1 blks, lazy-count=1
realtime =none extsz=4996 blocks=8, rtextents=e
/bin/mkdir -p /var/netwitness/decoder/packetdbe
/bin/mount /var/netwitness/decoder/packetdb@ k

4. Execute the srvAlloc command with the following parameters to allocate the space to decoder and
concentrator services.

This adds storage to the decoder service configuration and restarts the service every time it is
executed.

service=decoder volume=decoder(0 commit=1

Properties for /appliance

srvAlloc v ‘ Parameters: [5&rvice=decc-der volume=decoder0 commit=1| I
M Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: concentrator8|decoder®|hybrid-concentrator |hybrid-decoder-meta|index|netwitness_vg08|packet}> we
commit - <bool, optional> commit changes

‘IappIiance'?msg=srvAIIuc&forcevconlenHype=lexllplain&senrice=decoder&vclume=decoderﬂ&cammit=1

Qutput (or ¢ d manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb/packetdb==27.65 TB;/var/netwitness/decoder/packetdbe==110.6 TB

This adds storage to the concentrator service configuration and restarts the service every time it is
executed.

service=concentrator volume=concentrator0 commit=1

281 Appendix F. Sample Storage Configuration Scenarios for S7 Physical Hosts with 12-
Drive PowerVault MD2412



Storage Guide

Properties for /appliance
srvAlloc v | Parameters: | service=concentrator volume=concentrator0 commit=1 H Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
wvolume - <string, {enum-one:The value must be one of the following: concentrator®d|decoderd|hybrid-concentrator|hybrid-decoder-meta|index|netwitness_
commit - <bool, optional> commit changes

‘ /appliance?msg=srvAlloc&force-content-type=text/plain&service=concentrator&volume=concentrator0 &commit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==24.88 T8
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondb@==2.76 T8

Execute the srvList command to verify the services allocated on the appliance.

Properties for /appliance
[srvList v Parameters:[ H Send |

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

‘ /appliance?msg=srvList&force-content-type=text/plain

Qutput (or command manual help)

localhost:560@4: type=decoder

packet.dir="/var/netwitness/decoder/packetdb/packetdb==27.65 TB;/var/netwitness/decoder/packetdbe==110.6 TB"
meta.dir="/var/netwitness/decoder/metadb==48.038 TB"

session.dir="/var/netwitness/decoder/sessiondb==4.97 TB"

index.dir="/var/netwitness/decoder/index==2.21 TB"

localhost:56005: type=concentrator

‘/var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==24.88 TB"
session.dir="/var/netwitness/concentrator/sessiondb==1.24 TB;/war/netwitness/concentrator/sessiondb@==2.76 TB"
index.dir="/var/netwitness/concentrator/index==3.32 TB"

5. Execute 1sblk command to list all the raids and partitions in the service.
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MIN RM  SIZE RO MOUNTPOINT
10 58.2T
gal 58.2T
2 58.2T
:16 2.2T
:17 256M
118 1G
2.2T
306
4G
2.17
10G
10G
29.17
29.1T7
29.1T7
14.6T
14.6T
14.6T
3511}
oD1T
DIl
AT
o dlr
9T
2T

/var/netwitness/decoder

/boot/efi
/boot

netwitness_vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome

/
[SWAP]
/var/netwitness
/var/log
/home
sdc
Lsdc1
Lpacket-packetdb
sdd
L-sdd1
L-hybrid--concentrator-root

/var/netwitness/decoder/packetdb

/var/netwitness/concentrator

/var/netwitness/concentrator/index

/var/netwitness/concentrator/sessiondb®
/var/netwitness/concentrator/metadb0

concentrator@-sessiondb
concentrator@-metadb

i ieleNoloNoloNooNoloNololoNloloNolloNolloNoNoNolNo N ol

0 116.
0 116.
L-decoder0-packetdb 0 116.

[eNoNoRoNoloNoNoNoNoloNoNooNoNoloNoloNoloNooNolo NoloNoNo N ol

/var/netwitness/decoder/packetdb®

Configure Storage for Endpoint Log Hybrid using MD2412

The following scenario configures storage on one unencrypted, 12-Drive MD2412 PowerVault for an
Endpoint Log Hybrid physical host.

1. Execute the raidList command.

a. Record the Controller Number, Enclosure Number, In Use, Drives, and Devices.

You should see the following information.
In Use: FALSE

Devices: <empty>
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b. Verify the Drive Count, Size, and Vendor.
The following example illustrates what you should see before you create a RAID array.

Properties for /appliance

Parameters: l

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msg=raidList&force—content—type=texl/p|ain

Output (or command manual help)

In Use:
Drives:

Devices:

Controller @
Vendor:
Model:
In Use:
Drives:
Devices:

Controller 1

true

2.182 TB HDD x 2

14.552 TB HDD x 10

sda /dev/disk/by-path/pci-0000:37:
sdb /dev/disk/by-path/pci-0e00:37:
sdc /dev/disk/by-path/pci-e080:37:
sde /dev/disk/by-path/pci-0eee:37:

at PCI Address 37:00.0, Enclosure
DP

BP_PSV

true

3.492 TB SSD x 2

sdd /dev/disk/by-path/pci-000e:37:

at PCI Address b5:00.0, Enclosure

Vendor: DELL

Model: DSES Enclosure

In Use: false

Drives: 14.552 TB HDD x 12
Devices:

00.0-scsi-0:0
00.0-scsi-0:0
00.0-scsi-0:0:
00.0-scsi-0:0

294, SCSI Channel

00.0-5csi-0:0:4:0

302, SCSI Channel

2. Execute the raidNew command with the following parameters using the controller number and the
enclosure number you just recorded.

In this case, the security key has been set on the controller PERCH965¢. Hence, preferSecure=1
parameter is used to enable encryption. If the security key is not set on the controller, parameter

preferSecure=0 can be used to complete configuring RAID on the controller.

controller=1 enclosure=302 scheme=log-hybrid preferSecure=1 commit=1

The following example illustrates what you should see after you create a RAID array.
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Properties for /appliance
Parameters: | controller=1 enclosure=302 scheme=log-hybrid preferSecure=1 commit=1 |['send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: ©,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 288|294|302}> Enclosure number of the shelf to clear. |
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid]|lc
metakit|logdecoder-metakit|concentrator-metakit}> Type of RAID volumes to allocate

fappliance?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=302&scheme=log-hybrid&preferSecure=1&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=302:0,302:1,302:2,302:3,302:4,382:5 nora Strip=64
CLI Version = ©008.0004.0000.0022 Apr 28, 2023

Operating system = Linux4.18.0-513.24.1.el8_9.x86_64

Controller = 1

Status = Success

Description = Add VD succeeded.

VD Information :

VDID VDSize Status ErrType ErrCd Msg

1 72.760

B Success - = =

Jopt/MegaRAID/perccli2/perccli2 /cl add vd r5 drives=302:6,302:7,302:8,302:9,302:10,302:11 nora Strip=64
CLI Version = 908.0004.0000.0022 Apr 28, 2023
Operating svstem = Linux4.18.0-513.24.1.e18 9.x86 64

Following is the response from raidList after creating RAID array.
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Properties for /appliance
m Parameters:

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

|/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)
Drives: 2.182 TB HDD x 2

14.552 TB HDD x 10
Devices: sda /dev/disk/by-path/pci-0000:37:00.0-5csi-0:0:1:0
sdb /dev/disk/by-path/pci-0000:37:00.0-5cs1-0:0:2:0
sdc /dev/disk/by-path/pci-0000:37:00.0-5c51-0:0:3:0
sde /dev/disk/by-path/pci-0000:37:00.0-scsi-0:0:5:0

Controller @ at PCI Address 37:00.9, Enclosure 294, SCSI Channel @
Vendor: DP
Model: BP_PSV
In Use: true
Drives: 3.492 TB SSD x 2
Devices: sdd /dev/disk/by-path/pci-0000:37:00.0-5csi-0:0:4:0

Controller 1 at PCI Address b5:00.0, Enclosure 302, SCSI Channel ©
Vendor: DELL
Model: DSES Enclosure
In Use: true
Drives: 14.552 TB HDD x 12
Devices: sdf /dev/disk/by-path/pci-0000:b5:00.0-scsi-0:0:1:0
sdg /dev/disk/by-path/pci-0000:b5:00.0-scsi-0:0:2:0

Execute the dev1ist command to find the exact memory distribution for the newly created raids. In
Endpoint Log Hybrid, both are exactly equal. Hence, any service can be installed in any of the raid.
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

|/appliance?msg=devlist&force—content—type=text/plain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="72.76 TB" used=0

sdd: vendor=DELL model=RAID size="3.49 TB" used=1
sdb: vendor=DELL model=RAID size="43.66 TB" used=1

I sdg: vendor=DELL model=RAID size="72.76 TB" used=0 I
sde: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="14.55 TB" used=1
sda: vendor=DELL model=RAID size="29.1 TB" used=1

Execute the 1sb1k command at backend to list the newly created raids on the Endpoint Log Hybrid
appliance.

[root@S7EndpointLogHybrid ~]# 1lsblk

NAME :MIN RM TYPE MOUNTPOINT

sda : 0 disk

Lsdal part
L—hybridfflogdecoder—fmetafdecoroot lvm /var/netwitness/logdecoder

disk

part

lvm /var/netwitness/mongo

lvm /var/netwitness/logdecoder/packetdb

disk

part

lvm /var/netwitness/concentrator

disk

part

lvm /var/netwitness/concentrator/index

disk

part /boot/efi

part /boot

part

lvm /

lvm [SWAP]

lvm /var/netwitness

lvm /var/log

lvm /home

disk

disk

(o]

endpoint--log--hybrid-mongo
endpoint--log--hybrid-packetdb

L-hybrid--concentrator-root
sdd
Lsdd1

L-{ndex- index
sde

sdel
sde2
sde3

netwitness vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness vg00-usrhome

lojollooooNoooooolooloNoNoooBoNollolol
lecllclecololoNoNolloolcloNoNolloollooNoNoNoNolo)

3. Execute the partNew command with the following parameters to create partitions and mount points
as required.

name=sdf service=logdecoder volume=logdecoder commit=1
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Properties for /appliance
[partNew | Parameters: [name=sdf service=logdecoder volume=logdecoder commit=1| ” Send I

Message Help
name - <string, {enum-one:The value must be one of the following: sdf|sdg}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-me
hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

[ /appliance?msg=partNew&force-content-type=text/plain&name=sdf&service=logdecoder&volume=logdecoder&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdfl
Physical volume "/dev/sdfl" successfully created.
/sbin/vgcreate -f logdecoder@ /dev/sdfl
Volume group "logdecoder®" successfully created
/sbin/lvcreate -y -n packetdb -1 1@@%FREE logdecoder®
Wiping xfs signature on /dev/logdecodere/packetdb
Logical volume “packetdb” created.
/sbin/mkfs.xfs /dev/logdecoder®/packetdb
meta-data=/dev/logdecodere/packetdb isize=512 agcount=73, agsize=268435424 blks
sectsz=4096 attr=2, projid32bit=1
cre=1 finobt=1, sparse=1, rmapbt=0
reflink=1 bigtime=0 inobtcount=0

data = bsize=4096 blocks=195316930856, imaxpct=1
= sunit=16 swidth=80 blks
naming =version 2 bsize=4096 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0
/bin/mkdir -p /var/netwitness/logdecoder/packetdb@
/bin/mount /var/netwitness/loedecoder/packetdb@ h

name=sdg service=concentrator volume= concentrator commit=1

Properties for /appliance
partNew v | Parameters: [name=sdg service=concentrator volume=concentrator commit=1| ” Send |

Message Help
name - <string, {enum-one:The value must be one of the following: sdf|sdg}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}>
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|de
hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

]/appliance?msg=partNew&force-content-type=text/plain&name=sdg&serwce=concentrator&volume=concentrator&commil=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdg mklabel gpt
/sbin/parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdgl
Physical volume "/dev/sdgl" successfully created.
/sbin/vgcreate -f concentrator® /dev/sdgl
Volume group “concentrator®" successfully created
/sbin/lvcreate -y -n sessiondb -1 18%FREE concentratore
Wiping xfs signature on /dev/concentratore/sessiondb.
Logical volume "sessiondb" created.
/sbin/mkfs.xfs /dev/concentratore/sessiondb
meta-data=/dev/concentratore/sessiondb isize=512 agcount=32, agsize=61036512 blks
= sectsz=4096 attr=2, projid32bit=1

= crc=1 finobt=1, sparse=1, rmapbt=0
= reflink=1 bigtime=0 inobtcount=0
data = bsize=4896 blocks=1953168384, imaxpct=5
= sunit=16 swidth=80 blks
naming =version 2 bsize=40896 ascii-ci=0, ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/concentrator/sessiondb@
/bin/mount /var/netwitness/concentrator/sessiondbe

Execute the dev1ist command to verify partitions created.
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Properties for /appliance

devlist v | Parameters:

Message Help

devlist: list storage devices
security.roles: appliance.manage

|/appliance’?msg=devlist&force-content-type=text/plain

Output (or command manual help)

sdf: vendor=DELL model=RAID size="72.76 TB" used=1 |
sdd: vendor=DELL model=RAID size="3.49 TB" used=1
sdb: vendor=DELL model=RAID size="43.66 TB" used=1
[;dg: vendor=DELL model=RAID size:"72.76_TB" used=1 |
sde: vendor=DELL model=RAID size="2.18 TB" used=1
sdc: vendor=DELL model=RAID size="14.55 TB" used=1
sda: vendor=DELL model=RAID size="29.1 TB" used=1

4. Execute the srvAlloc command with the following parameters to allocate the space to logdecoder
and concentrator services.

This adds storage to the logdecoder service configuration and restarts the service every time it is
executed.

service=logdecoder volume=logdecoder(0 commit=1

Properties for /appliance
Parameters: | service=logdecader volume=logdecoder0 commit=1 J['send |

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storagt
volume - <string, {enum-one:The value must be one of the following: concentrator®|endpoint-log-hybrid|hybrid-concentrator|hybrid-logdecoder-r
commit - <bool, optional> commit changes

Ilappliance?msg=5rvAIIoc&f0rce-conlent-type=textlp|ain&service:logdecoder&valume=|0gdec0der0&commit=1

Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/logdecoder/packetdb/packetdb==206.74 TB;/var/netwitness/logdecoder/packetdb@==69.12 TB

This adds storage to the concentrator service configuration and restarts the service every time it is
executed.

service=concentrator volume=concentrator0 commit=1
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Properties for /appliance
srvAlloc v | Parameters: | service=concentrator volume=concentrator0 commit=1 H Send ]

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiverlcon:entraterldecoderllcgdecoder}> service that will use stor
volume - <string, {enum-one:The value must be one of the following: concentrator8|endpoint-log-hybrid|hybrid-concentrator|hybrid-logdecode
commit - <bool, optional> commit changes

[/appliance?msg=srvAIIoc&force—contenl—type=texl/pIain&service=concentrator&voIume=concentrator0&oommit=1

Output (or command manual help)

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==62.21 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondbd==6.91 TB

Execute the srvList command to verify the services allocated on the appliance.

Properties for /appliance

Farameters:l H Send I

Message Help

srvList: list of core services on this appliance
security.roles: appliance.manage

IIappliance?msg=srvList&foroe-content—type:texUpIain

Output (or command manual help)

localhost:56002: type=logdecoder

packet.dir="/var/netwitness/logdecoder/packetdb/packetdb==20.74 TB;/var/netwitness/logdecoder/packetdb0==69.12 TB"
meta.dir="/var/netwitness/logdecoder/metadb==24.83 TB"

session.dir="/var/netwitness/logdecoder/sessiondb==2.49 TB"

index.dir="/var/netwitness/logdecoder/index==1.1 TB"

localhost:56005: type=concentrator

meta.dir="/var/netwitness/concentrator/metadb==12.55 TB;/var/netwitness/concentrator/metadb@==62.21 TB"
session.dir="/var/netwitness/concentrator/sessiondb==1.24 TB;/var/netwitness/concentrator/sessiondb®==6.91 TB"
index.dir="/var/netwitness/concentrator/index==3.32 TB"

5. Execute 1sblk command to list all the raids and partitions in the service.
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[root@S7EndpointLogHybrid ~]# 1lsblk
NAME 5 SIZE RO MOUNTPOINT

3 29.1T7
29.1T7
29.1T7
43.7T
43.7T

8:

Lhybrid--logdecoder--meta-decoroot 253:
sdb 8:
—sdb1 8:
t:endpotnt--Log--hybrid-mongo PLEH
endpoint--log--hybrid-packetdb PLEH

sdc 8:
Lsdc1 8:
Lhybrid--concentrator-root PLEH
8:

8:

253:

/var/netwitness/logdecoder

/var/netwitness/mongo
/var/netwitness/logdecoder/packetdb

/var/netwitness/concentrator

/var/netwitness/concentrator/index

/boot/efi
/boot

netwitness_vg00-root
netwitness_vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness vaflO-usrhome

/

[SWAP]

/var/netwitness

/var/log

/home

sdf

Lsdf1
Llogdecoder0-packetdb

sdg

Lsdg1
t:concentratoro—sessiondb

concentrator@-metadb

/var/netwitness/logdecoder/packetdb®

/var/netwitness/concentrator/sessiondb®
/var/netwitness/concentrator/metadb0o

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0]
0
0
0
0
0
0
0

[cNoNoNoNoNoNloBoloNoNoNlololoNolololoNoNoNoNoNoNoNoNoNoNoN ol
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