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07/25/202401:07:56 pm 30 Schedule Report Event Stream Analy 100 C-1647

401:07:32 pm 30 R P White lert Event Stream Analy:
@D cusTom paTE RANGE

TIME RANGE igi
07/25/2024 01:07:05 pm E o Export Original Alerts.

st 7 Days Normalized Alerts
401:07:01 pm , it SFream Analy
401:07:01 pm Event Stream Analy;
401:07:01 pm Event Stream Analysis
07/25/202401:07:01 pm Event Stream Analy
07/25/202401:07:01 pm g Event Stream Analysis
02401:07:01 pm Event Stream Analy
/2024 01:07:01 pm g Event Stream Analysis
2401:07:01 pm e e Event Stream Analysis
401:07:01 pm Event Stream Analy;
07/25/202401:07:01 pm ( g Event Stream Analysis
O Reporting Eny 07/25/202401:07:01 pm Advanc...  Event Stream Analy
O NetWitn

O Ne e 0 401:07:01 pm Event Stream An:
M NetWitnacs Incioht

Reset vi . 1-1,000 0f 853,312 Alerts | 3 selected 1000

Alerts per page
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T CREATED SEVERITY NAME Create Report SOURCE HEVENTS  HOST SUMMARY INCIDENT ID MITRE ATT&CK TAC

07/25/202412:27:05 pm E) { Schedule Report .. Event Stream Analysis

@) CUSTOM DATE RANGE 12024 12:26:59 pm 30 - Whitelist Alert Event Stream Anal

TIME RANGE

12412:25:56 pm Export Event Stream A

Last 7 Days
2024 12:25:39 pm g Puwit.. EventStream Anal

TYPE
rrelation Event Stream Analysis

File Share

tant 10 Event Stream Analys

OnDemand Event Stream Analysis

bmit.
Event Stream Anal

Ooooo0O0ooooo
c=m

Event Stream A

Event Stream Anal

OR

Event Stream Anal

Event Stream Analysis

Event Stream Anal
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Event Stream A
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One or more licenses have expired. For more information, see

ASSETIP. L ENTERPRISENETWORK EXPO.. PEER NETWORKE.. PEERACTIVITYE..  ASSET TYPE ASSET CATEGORY  FIRST SEEN LAST SEEN

SAVED FILTERS
10 1) ) FewClients netbios-dgm 12024.09:35:09 pm

Client Client 07/23/2024.09:35:09 pm
ASSET CATAGORY

Gl e 8 (&8 Server http 12024.01:06:14 am
ASSET TYPE
Client Client 12024.09:35:09 pm
Client 2024.09:35:09 pm 07/24/202401:05:40 am

Undefined Unknown 2024 09:35:09 pm 4/2024 01:05:40 am

Undefined Unknown 2024 09:35:09 pm /24/202401:05:40 am

o
o
o
o
o
o
o

ASSET IP RANGE Undefined Unknown 2024 09:35:09 pm /: 024 01:05:40 am

Contains
Undefined Unknown / 9:35:09 pm

Server hitps 07/23/ 9:35:09 pm

o i Client 07/23/ 5:09 pm 401:05:40am

1-230f 23 Assets | O selected 1 of 1 5 Assets per page
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One or more licenses have expired. For more information, see

DESCRIPTION ~ GROUPS  POLICYSTATUS LASTUPDATED CREATEDBY
- gl Unpublished  05/06/2024 05:40:1

Publish Policy dit Policy Delete Policy Force Publi
FEED (1)  APPLI RULE (1) (0 ) NT STREAM ) MORE

ALERTS

NAME TYPE MEDIUM LAST UPDATED SUBSCRIP.. STATUS
ALERTS Native Parser packet Mixed

ALERTS Native Parser log 0 2 Enabled

Avamar Lua Parser 9/23 i Enabled s 0 CONFIG VALUE
backconnect Lua Parser 5 i Disabled

BGP_lua Lua Parser 9/23 o i Enabled
severity Severity

bittorrent_lua Lua Parser 9/23 o i Enabled

rulename RuleName
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backconnect Lua Parser 1 2 bled dlert Alerts
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severity Severity Enabled

bittorrent lua Lua Parser 9122 i Enabled o
rule.name Rule Name Transient

Showing 206 out of 206 | 1 selected Dis

1 12.5.0.0)J—ADF HE fe.


https://community.netwitness.com/t5/netwitness-platform-online/manage-search-pattern-rules/ta-p/709624

Yy—R /—F

NETWITNESS
NTENT  SUBSCRIPTIONS S POLICIES ESARULES C M FEEDS  INCIDENT RULES  INCIDENT NOTIFICA

One or more licenses have expired. For more information, see

pl

DESCRIPTION s pouc LASTUPDATED CREATEDBY
- g Unpublished 405:4 5 admin

EVENT STREAM ANA ) MORE

ALERTS

NAME TYPE MEDIUM LAST UPDATED SUBSCRIP.. STATUS
ALERTS Native Parser 04/30/202403:240...  Unsubscri..  Mixed
ALERTS Native Parser 04/30/ Unsubscri... Enabled
ND DEPENDENCIES
Avamar Lua Parser 9 Unsubscri... Enabled
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Configure STIX - TAXII Server

Enabled ~

Context Highlighting ¥

TAXII Version 2.X 4

Name

Descri ption

Accept application/taxii+json; version= 2.1

Header

URL

Username Leave blank if authentication is not required

Passwort d Leave blank if authentication is not required

Client Certificate Select the client certificate file Browse...
Certificat Leave blank if password is not required

Passwort d

UseProxy [

Trust All Certificates ¥

TAXII Collection Please select TAXII collection c
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Content w, recently updated and community content details here.

FirstWatch Content © Netwitness  Community
[ —— Showing My Content(43) Timezone : GMT+0530 Asia/Calcutta
2 Upload Content
NAME & CREATED TYPE & INDUSTRY SECTOR 4 STATUS & MIN PLATFORM VERSION 4

01-Aug-2024 14:01:04 Log Device Chemical Failed All Versions
30-Jul-2024 11:20:33 Event Stream AnalysisR...  Energy Rejected All Versions
30-Jul-2024 11:06:39 Event Stream AnalysisR...  Defense Industrial Base Published All Versions
30-Jul-2024 10:51:52 Event Stream AnalysisR...  Defense Industrial Base Published All Versions
29-Jul-2024 11:30:15 vent Stream Analysis R.. ommunications Rejected All Versions
29-Jul-2024 10:38:39 ven alysisR... ams Rejected All Versions
29-Jul-2024 10:28:02 ven alysisR... ams Rejected 12400
29-Jul-2024 10:08:38 ven isR... i nology Rejected 12310

29-Jul-2024 10:01:38 ven alysis R... efen: ( e Rejected 12.400
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NetWitness 12.5.0.0Tl&. R DT7YTTL—FK /SRHBHYR— ShFET .
o NetWitness 12.4.2.0h%512.5.0.0

o NetWitness 12.4.1.05%12.5.0.0

o NetWitness 12.4.0.05%512.5.0.0

o NetWitness 12.3.1.05%12.5.0.0

o NetWitness 12.3.0.05%512.5.0.0

o NetWitness 12.2.0.15%12.5.0.0

o NetWitness 12.2.0.05%512.5.0.0
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https://community.netwitness.com/t5/netwitness-platform-online/live-services-management/ta-p/669274
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YJ—R /—h

BHE NetWitnessl&, /A—230122F THR024FE3A31H EFH>THR—ME T (BEOL) ITELCE
ZHR{EL. 1—Y—I2Y Db 917 N—Ua EHE R T HEIITR NS AL TWET . FE Ml 2D TIE,
https://community.netwitness.com/t5/product-life-cycle/product-version-life-cycle-for-rsa-netwitness-
platform/ta-p/569875%% HE L T/=&LY. mEFT OB FE L UTA B FiZiE A I 5120,
NetWitness Tld/\—23 12517y T T L—F § 52L& HENHDLET -

BE 11.7xF LT xx/\—23000512.5.0.0 =23V TPV TIL—KR § 515§ (&, 12.517v7
FU—RFBRTIZ. £9712.2.0.0F=($12.3.0.0/\ =237V TL—F T B EHHYET .

B E WarchouseARY2IE. OVIRVIREZFERALT. T2 E DYV —REREDE R FERER
E(TRELET. =L, LRI ON—230 512,518 =237y T L—K 351—5—(%. B fF
NDEBRIBEHRZEH LLOOVIRYIRIZFE T LEWE, B Shi=AN)—LER 1R TEFEA. TD1:-
& A—H—IFF B THLLOAYIRYIR F—ZEERK L. 5% & 9515 & (XWarehouse Connector T
BRI TLNDY—RIEEDNNRT—REBHITLI2LEIHYET . HILLAVIRYIR F—EE R
FTAEFMMAEFIEIZDOULTIL. [NetWitness 1250007075 —F A4 QI PYFHFL—R & D4R
41Tl Warehouse Connector] 293> %% B8 L TI=E0N.

NetWitness Platform®DH & /\—2 3> S47 (4 9)L

TS5 — H7R—b#£ T (EOPS) K& K 9%/ 3—2 302DV TIK. TNetWitness Platform D2 § 73—
DAY AT FATILIDYANES B LTS,

12.5.0.01)J—R 0% 1% BE 28


https://community.netwitness.com/t5/product-life-cycle/product-version-life-cycle-for-rsa-netwitness-platform/ta-p/569875
https://community.netwitness.com/t5/product-life-cycle/product-version-life-cycle-for-rsa-netwitness-platform/ta-p/569875
https://community.netwitness.com/t5/netwitness-platform-online/upgrade-guide-for-12-4/ta-p/709308
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https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-in-previous-releases-11-x-to-12-x/ta-p/695650

Y= /—h

12.5.0.0) )—RXTCE E ShI-R &

DIV TIE. 12500 \—2 30 T ESN-HEEF—EXRRLET.

18 IE SN[ %8 OFF M 12 DULVTIE. NetWitnessaZ =T — R—3JLDNetWitness® PlatformBE %1 0
[ =8 Ak ( https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-
known-issues/ta-p/571872) T B IE Shfz/\—2av ] 5 %S BB L TSN,

IRARA- DIEIE

&t BA

SACE-  BALTOMIRAE & 516, UL— H—N\—DAvt— Fa—FFvyd5EEIC,
21629 Endpointt—/\—DR—1)> 5 Ah=XLHE F EBVIZAA LTI LEEATLT

R—LAR—T DB IE

Bt BA

ASOC-  A—H—[&, A—H R EATLaVTIHR—L R=DIETIHI DI TA2T R—=2&
148336 L GEIRTEALS(THY. A DE E AR TSNS EEIHYEEA-

TSS9k IH—L0OE IE

ASOC- TYvTIL—F ., OSTBBITHATE T L1212, KRR Hel8h—RIL TR EI L LB EMN
146908 HEELFELT-

TaA—5—0E IE

Bt BA

ASOC-  DPDKHITD—IRELTAT L DPrunedRU R ERIT T HE. — B DA E—TzA(R
147188 [BHE T HM BRI G To— AvE—UATICR RENFET .

30 125.00J—RTEESNT-BE


https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872
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https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872
https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-issues/ta-p/571872
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12.5.0.0a 0 R—RUF DEILF E S

R DFE L. NetWitness 12.5.0.00DF AV HR—RrUkDEIR B E OD— & TY .

avR—RUk N—=ox8E

NetWitness & I8 H—/\—

NetWitness Advanced Analytics3
T

NetWitness Advanced Analytics
P—/\—

NetWitness Appliance
NetWitness Archiver
NetWitness Audit 541>
NetWitness Audit RT
NetWitnessJ—k Xk 5w
NetWitness Broker
NetWitness Carlos RT
NetWitness Cloud

NetWitness Cloud Connectort—
IN—

NetWitness Cloud LinkH—/\—

NetWitness Collectd
NetWitness Collectd SMS

rsa-nw-admin-server-12.5.0.0-
240117024246.5.165a1170.el8.alma.noarch.rpm

rsa-nw-cloud-link-server-12.5.0.0-
240117032857.5.d4a8422 el8.alma.noarch.rpm

rsa-nw-advanced-analytics-content-12.5.0.0-
231212110357.5.9b3b362.¢l8.alma.noarch.rpm

rsa-nw-advanced-analytics-server-12.5.0.0-
231212110325.5.9b3b362.el8.alma.noarch.rpm

rsa-nw-appliance-12.5.0.0-12866.5.1aefe557c.el8.x86_64.rpm
rsa-nw-archiver-12.5.0.0-12866.5.1aefe557c.el8.x86_64.rpm
rsa-audit-plugins-12.5.0.0-4892.5.9d0750b41.el8.noarch.rpm
rsa-audit-rt-12.5.0.0-4892.5.9d0750b41.e18.x86_64.rpm
rsa-nw-bootstrap-12.5.0.0-2401240926.5.a3d68ef.el8.noarch.rpm
rsa-nw-broker-12.5.0.0-12866.5.1aefe557c.el8.x86_64.rpm
rsa-carlos-rt-12.5.0.0-2787.5.721a8daa7.el7.x86_64.rpm
rsa-nw-cloud-12.5.0.0-12867.5.957818c84.¢18.x86_64.rpm

rsa-nw-cloud-connector-server-12.5.0.0-
240116135943.5.4220688.el8.alma.noarch.rpm

rsa-collectd-12.5.0.0-4892.5.9d0750b41.¢e18.x86_64.rpm
rsa-collectd-sms-12.5.0.0-4892.5.9d0750b41.e18.x86 64.rpm

NetWitness Component Descriptor rsa-nw-component-descriptor-12.5.0.0-

NetWitness Concentrator

NetWitness Config Management
NetWitness Concentrator

NetWitness Console

rsa-nw-config-server-12.5.0.0-
240109020724.5.dc657b7.el8.alma.noarch.rpm

2402280945.5.4c3391a.el8.noarch.rpm
rsa-nw-concentrator-12.5.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-config-management-12.5.0.0-
2402050947.5.b7e¢9164.el8.noarch.rpm

rsa-nw-console-12.5.0.0-12866.5.1aefe557c.e18.x86_64.rpm
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NetWitness Content Server

NetWitness ContextHub Server

NetWitness Correlation Server
(ESA)

NetWitness Dashboarda> 7Y

NetWitness Decoder

NetWitness Decoder Analyticsa>/

T

NetWitness Decodera> 7"V
NetWitness Deployment Upgrade
NetWitness Endpoint T— Tk
NetWitness Endpoint Broker

Server

NetWitness Endpoint Decoder
AnalyticsA> T

NetWitness Endpoint Server
NetWitness ESPER Enterprise
NetWitness Integration Server
NetWitnessInvestigate Server
NetWitness Legacy Web Server

NetWitness License Server

NetWitness Log Collector

NetWitness Log Collectora> 7>

4
NetWitness Log Collector Perl

rsa-nw-content-server-12.5.0.0-
240109040529.5.314£c043.¢el8.alma.noarch.rpm

rsa-nw-contexthub-server-12.5.0.0-
240122010054.5.d98d0ac61.el8.alma.noarch.rpm

rsa-nw-correlation-server-12.5.0.0-
240117103632.5.61d080a9.el8.alma.noarch.rpm

rsa-nw-dashboard-content-20231220155210-5.noarch.rpm
rsa-nw-decoder-12.5.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-decoder-analytics-content-20231220155210-5.noarch.rpm

rsa-nw-decodercontent-12.5.0.0-12866.5.1aefe557c.el8.x86
64.rpm

rsa-nw-deployment-upgrade-12.5.0.0-
2402150604.5.dbd95¢3.el18.noarch.rpm

rsa-nw-endpoint-agents-12.5.0.0-2402061657.5.db93b9a.el8.x86
64.rpm

rsa-nw-endpoint-broker-server-12.5.0.0-
240103053136.5.8430874.el8.alma.noarch.rpm

rsa-nw-endpointdecoder-analytics-content-20231220155210-
5.noarch.rpm

rsa-nw-endpoint-server-12.5.0.0-
240125030031.5.12c¢246114.el8.alma.noarch.rpm

rsa-nw-esper-enterprise-12.5.0.0-
2311071130.5.04c15de.el8.alma.noarch.rpm

rsa-nw-integration-server-12.5.0.0-
240117101347.5.0ed5cc33.el8.alma.noarch.rpm

rsa-nw-investigate-server-12.5.0.0-
240109023320.5.2a0d2764.¢e18.alma.noarch.rpm

rsa-nw-legacy-web-server-12.5.0.0-
240122162503.5.40628dd.¢el8.almalinux.noarch.rpm

rsa-nw-license-server-12.5.0.0-
240111044400.5.a6108af.el8.alma.noarch.rpm

rsa-nw-logcollector-12.5.0.0-15127.5.527ec7727.€18.x86_64.rpm

rsa-nw-logcollectorcontent-20240105141144-5.x86_64.rpm

rsa-nw-logcollector-perl-12.5.0.0-15127.5.527ec7727.e18.x86
64.rpm

12.5.0.03> R—RFDEILFE S
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NetWitness Log Collector’y—JL

NetWitness Log Decoder

NetWitness Log Decoder
Analyticsa> 7Y

NetWitness Log Decoder BaseX
T

NetWitness Log Player

NetWitness Malware Analytics
Server

NetWitness Meta Export Utility

NetWitness Metrics Server
NetWitness Node Infra Server
NetWitness Orchestration Cli
NetWitness Orchestration Server
NetWitness Placeholder
NetWitness Presidio Airflow
NetWitness Presidio Config
Server

NetWitness Presidio Core
NetWitness Presidio Elastic

Search Init

NetWitness Presidio Ext
NetWitness
NetWitness Presidio Manager

NetWitness Presidio Output

NetWitness Presidio Ul

rsa-nw-logcollector-tools-12.5.0.0-15127.5.527ec7727.e18.x86
64.rpm

rsa-nw-logdecoder-12.5.0.0-12866.5.1aefe557c.el8.x86 64.rpm

rsa-nw-logdecoder-analytics-content-20231220155210-
5.noarch.rpm

rsa-nw-logdecoder-base-content-20240124060008-5.x86_64.rpm

rsa-nw-logplayer-12.5.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-malware-analytics-server-12.5.0.0-
240207115909.5.1511622.¢18.almalinux.x86_64.rpm

rsa-nw-metaexport-utility-12.5.0.0-110124.5.e18.x86_64.rpm

rsa-nw-metrics-server-12.5.0.0-
240109050254.5.c078db1.el8.alma.noarch.rpm

rsa-nw-node-infra-server-12.5.0.0-
240116091133.5.7086116.e18.alma.noarch.rpm

rsa-nw-orchestration-cli-12.5.0.0-
2401091103.5.7317baa.el8.noarch.rpm

rsa-nw-orchestration-server-12.5.0.0-
240119064852.5.a87bb81f.el8.alma.noarch.rpm

rsa-nw-placeholder-12.5.0.0-
2310040926.5.cebd204.el8.noarch.rpm

rsa-nw-presidio-airflow-12.5.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-configserver-12.5.0.0-
2401310542.5.2446840.¢l8.noarch.rpm

rsa-nw-presidio-core-12.5.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-elasticsearch-init-12.5.0.0-
2401310542.5.2446840.¢l8.noarch.rpm

rsa-nw-presidio-ext-netwitness-12.5.0.0-
2401151152.5.18bd06b.el8.noarch.rpm

rsa-nw-presidio-manager-12.5.0.0-
2401310542.5.2446840.¢l8.noarch.rpm

rsa-nw-presidio-output-12.5.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-ui-12.5.0.0-
2402270745.5.0844250.el8.noarch.rpm

35

125.0.000R"—FoFDEIFE S



P)—R /—

~

NetWitness Protobuf

NetWitness!Jh/\1) *Y—JL
NetWitness!JL— H—/\—

NetWitness Reporting Engine
Server

NetWitness Respond Server
NetWitness Response ActionsH—
IN—

NetWitness JL—k CA DFE #FH

NetWitness SA*Y—JL
NetWitnesst 31! )57,Cli

NetWitness Security Server

NetWitness< 1)L

NetWitnessSOSL#—k 5454

>

NetWitness SMS Runtime RT
NetWitness SMS Server
NetWitness Source Server
NetWitnessY —R H—/\— O 7T
N

NetWitness 1 —H—A > A—J1—
R

NetWitness J—HRF

rsa-protobufs-rt-12.5.0.0-928.5.6254aabd8.el8.x86 _64.rpm

rsa-nw-recovery-tool-12.5.0.0-
2401230435.5.f34a9fd.el8.noarch.rpm

rsa-nw-relay-server-12.5.0.0-
240112083607.5.6d41796.el8.alma.noarch.rpm

rsa-nw-re-server-12.5.0.0-5996.5.b76234be4.e18.x86_64.rpm

rsa-nw-respond-server-12.5.0.0-
240110052505.5.1eda6132f.el8.alma.noarch.rpm

rsa-nw-response-actions-server-12.5.0.0-
240116034125.5.0af5d71.el8.alma.noarch.rpm

rsa-nw-root-ca-update-12.5.0.0-
2401221231.5.96¢d15b.el8.noarch.rpm

rsa-sa-tools-12.5.0.0-2401251338.5.89600¢eb.el8.noarch.rpm

rsa-nw-security-cli-12.5.0.0-
2401091103.5.18ab320.el8.noarch.rpm

rsa-nw-security-server-12.5.0.0-
240123034132.5.11d93f41.el8.alma.noarch.rpm

rsa-nw-shell-12.5.0.0-
240108140410.5.0b0d73f5.el8.alma.noarch.rpm

rsa-nw-sosreport-plugins-12.5.0.0-
2401162235.5.af21a76.¢l8.noarch.rpm

rsa-sms-runtime-rt-12.5.0.0-4892.5.9d0750b41.e18.x86 64.rpm
rsa-sms-server-12.5.0.0-4892.5.9d0750b41.e18.x86_64.rpm

rsa-nw-source-server-12.5.0.0-
240207074107.5.4b84868b1.el8.alma.noarch.rpm

rsa-nw-sourceserver-content-20240105141144-5.x86_64.rpm
rsa-nw-ui-12.5.0.0-
240131063757.5.d1b137ecbc.el8.alma.noarch.rpm
rsa-nw-workbench-12.4.5.0-12866.5.1acfe557c.el8.x86 64.rpm

12.5.0.03> R—RFDEILFE S
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NetWitness Platform~A4—  https://community.netwitness.com/t5/netwitness-platform-online/tkb-

E/

NetWitness Platform
12.5.0.0 Product
Documentation

NetWitness Platform
12.5.0.0 7v79L—FK A4
K

NetWitness Analytics on
Cloud

T AT 1)Y—R

p/netwitness-online-documentation

https://community.netwitness.com/t5/netwitness-platform-online/tkb-
p/netwitness-online-documentation

https://community.netwitness.com/t5/rsa-netwitness-platform-
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