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Respond ~ Users  Hosts  Files  Dashboard  Reports
POLICIES INCIDENT RULES INCIDENT N TIFICATIONS ESA RULES CUSTOM
Services  Settings
Rule Library
All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them
+ & P ©|Filter x
Deployment and Data Source management moved to Centralized Content Management. Click here to manage deployments and data sources.

Rule Name ~ Description Version TrialRule  Type Actions
] AWS Critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine instances are modified. Acti 0.3 Yes RSA Live ESA Rule #

AWS Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instances... 0.3 Yes RSALive ESARule &

[J  Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule ¥
Account Removals From Protected Groups on Domain Controller Detects account removal from a protected group on a domain controller. There are five param... 0.4 Yes RSALive ESARule &
Aggressive Internal Database Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule  &F
Aggressive Internal NetBIOS Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &
Aggressive Internal Web Portal Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule  &F
BYOD Mobile Web Agent Detected Detects a web-browsing agent for a mobile device. To configure the rule, specify the list of una. 03 Yes RSALive ESARule &

Cerber Ransomware For Cerber4 to Cerbers, the rule looks for a spray of outbound suspected command and contr. 0.7 Yes RSALive ESARule  &F
| Page 1 of2 | ) ) | C PageSize 100 v Displaying 1 - 100 of 116 rules
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HEI—ERMBHEDE S EHEELET.

J—RXY—tEREAEEH D Fyy Node-XE DIGFR /etc/pki/nw/service/
IZHBH—ERGIBREDE S ZHEELET.

Node-0/—F SEBA & F Xt FvY Node-0L DIFFT /etc/pki/nw/servicelZ#H
5/—FIBAE DA ZHERELET.

JII—PCASIBAE HE I FY) /T /etc/pki/nw/calZdhBIL—FCASEBRE D
AU EERLET.
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NetWitness Platform®D 7Y 45 L—K % {i§

R DARYI%EZE 1T LT, NetWitness Platform 12.4[Z7YFTH L —K 54 {E £1T7LVET .

2291 ( EE) AlimaLinux OSD7YFTFTL—K D EET 3
HR—bk SN TOVEWNTPSLIL DX T L

BTRFSDO 7ok LHll B

BTRFSIE. 74—/t FLSUR EBE . BELGEBICEREZEZIUNS. SELI7AIL D RAT LA
BEEE K 95H5EF B M ELT-Linux A DFE FiA #BaE—( CoW) 771V AT LTY . BTRFS774
)L AT LlFRed Hat Enterprise Linux 8AV53E # £2 &7 L), AlmaLinux OSIFBTRFST74M /L L AT Lk
H7R—bk L TLEE A NetWitness|&T 74Uk TIEIBTRFSZ#E B LFEEAD. Ruk 7—H Ta—4,
Ik T—0 INATYIR L ED—E DHTT)—TIL. BIRFSED a—I)ILHIVFEEL. O—FENFET .
BTRFSWI7A IV AT LEL TRV SN TNSIGE & (L. LT OF [EZEE1TL TBTRFS/\—743
VEFETTUIVUNLET(BTRESHYOUE SN TIVELME & 1. L T OF IEERFvTLTLES
LY.

a.

T—REBERELET.
ROATREFE AL T, BIRFS/IN\—T42 305790 LET .

umount <btrfs/\—T 423> INZ>, btrfs/\—T4aANNEH L /etc/fstab or df -hTAYE M
SE 1§ TEFET .

BTRES/S—T 433 % /etc/fstabhoHIBRLET .

1smod | grep btrfsZ@ERALTH—RIL B 1a—ILOFEEO—R SN TULNENEIHIEEELE
T o B—FRIL ED 2—)LHAFEEO—F SN TS5 & (L. modprobe -r btrisZfE A L Thtrfsh—
FILED2—IVETA—RLET

TYFTIL—RENJA—BNIA—-LET.

M OULTIE. KBEEE IBTRFS77M /L L AT LMY IV SN TS & DAlma OSADT VTS
L—K 125 B L TEELY.

NFSD7 <ok
/—K ETONFSBATDI7AIV O RATF LT OT4ITThHDE. /—RFDT7VTITL—KBRBLET. Ch

S5DT IV RAUK DR DHhvof=% /—F DCLINGFE BN TYIUh IRAVNETURIUNTEHEMN
HYFET . NFS FEHT7UIIOATBIZE. L TOFIEEETLET.
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a.

NFSYIUh RAUE A& H Ehf=/—F [CSSHTHE R LET .

b.
& /—K Tmount | grep 'type nfs'&EFTL.NFSYOUk RAUE DT AL IR )— 7 REER
B/BLET.
E NFSE7URIUk 9 5R1IZ. NFSIZHK 77 L TLVSNetWitness H—ER%E{Z Ik 975106 E AHY
EX I
LL T I %R LET . Archiverg&U'Warehouse Connector—E XANFS_E TE TSN TLVS
? B E NFSET7UY IR T BRIITR DAY R EETLTH—ERZFE L TIHEIHBYFE
sy;temctl stop nwarchiver
systemctl stop nwwarehouseconnector
c.
A—ZF )Ll umount <dir_path>]FETLET . ZZT. <dir_path>[ERTYTbDTAL IR )— /N
ATY.
d.
BIRUIZITAE2—T /etc/fstabI7AIVERE . NFSY UV RAVN R ETETEIAUN 7
JhLET.
e.
NetWitnessD 7Y I I L—F &#R 1T LET
f.

TYTILU—FKRMNEEISE T LD, /Jetc/fstabDE IR Y—DAAVNERER L. 2—3FILHD
mount -aZEITLTNFSYOUh RAVREZEMLELET.

AVX/VMX CPU#s § vk Fv70

NetWitness Platform 12.4TIXAVX/VMX CPUISIEE M2 B HAHYES . avR

salt '*' cmd.run "lscpu | grep -E 'avx|vmx'"ZE{TLT. AVX/VMX CPUH & vk M
BDESHERERLET . M I2DULTIL. KBEE % I MongoDB 5.07 5k 7A4—L Y7R—k D=6
DAVXEn T vk OfE A 125 B LTS,

3 NetWitness/ \—K 17 7IS5AT7UADE A& . AVX/VMX CPURE & Uk (ET 4Lk TH NI
ToTLVET,

PF_RING/MSDPDKA®NT 1T DHY7R—k
BEHHPF_RINGFTFr( CentOS) Z{F AL 12.4( AlmaLinux) ICE E7YIIL—F 35545 .

DecoderF v 7 F i & [FF|# [T YET . I\ PF_RINGT/ A REDPDKITH T L ThHBT7 VTSI L—
FadmBEHLHYET .

BATFIEITONTIE. TPF RINGT /A AZDPDKIZIZ 1T 5155 B LTS,

ARD2A AT aY) LAY— 1wir—2 YRS K UZHIBR T3

LLRTOU)—RoTE WIRDO S J—ZBIRR 58T, TARVBEB ZM M TEFS .
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LIRS E)—ZHIR 75123 ROFIEEETLET.

1.
NetWitness Repo”/—/LZ&f# I L T\ IR B A TH&R B H L WNetWitness Platform?R Ak D/\—2 3 %5
BLET. ROFIEZEETLES .
root A—H—,L TE B H—/\—|SSHTEMLET .

ROARNSZERTLET
nw-repo-tool --list-obsolete
COATURERITTHE FEONGELE =3 RTDUVRD FJ—DIAR HER G ENFET S

2.
ROARVREERITLT, FEoNGEE o IRO N J—E 3 RTHIBRLET .

nw-repo-tool --purge-obsolete

BR93 12.ANDB T DI=HICESABR A BRIBZE RIS

124127V T T L—R 9§ BR1Z. TRTDESAE ARIE CIS—OHVMREEZHIFTHLEHE1OLE
T . ESAE AR (31241279 TIL—R LIz TR —&T I—T1 88 1T SN B 71=8. K FH DESA
BABB#FHIRTOLEIHYET . FEARE (TR —ETIIL—TIZE . Sh. Correlation—
IN—F124N\—=23UTYTI— R LR IZOHE R TEBLIITAHRYET .

ESABRABIBLT—42YV—RADEH

ESABARBE LT VROV TIOY—TEB TOAE B TEEIT . B(ERK) > H)—]>
bo72Y] > Event Stream Analysis| R— I EIL. ESAB ARB LT YV—REEELE
9. ESAIL—IUZE. ESAI—ILR—CTOAE B TEFET . ROKES & (CLTESLY,

NETWITNESS Investigate  Respond ~ Users  Hosts  Files  Dashboard  Reports & % @  deploy admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER RULES SERVICE TOPOLOGY
CONFIGURATION CONTENT
Content Library ESA DEPLOYMENTS DATA SOURCES

Polices (2)

Groups (2) + Create | | | & Edit % FastL y @ Deployment Stats H
LICY NAME

Services (2) NAME * PO

d1 ic esa- ntrator Deployed A 1New Updates ) 05/15/202306:0...
& Settings
a2 ic esa-ESA Correlat...  log-hybrid - ntrator Deployed A - 05/15/202306:0...
Event Stream Analysis
a3 ic esa-ESA Correlat...  log-hybrid - Concentrator New A - 05/15/202306:1...
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FYFIL—F HAE

NETWITNESS vestigate Respond rs Hosts Files Dashboard Reports admin v

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER RULES

Services Settings

Rule Library

All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them.
+ - | % 9P © Filter X

Deployment and Data Source management moved to Centralized Content Management. Click here to manage deployments and data sources.

[ Rule Name ~ Description Version TrialRule  Type Actions

[J Aws critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine instances are modified. Acti.. 0.3 Yes RSA Live ESA Rule o ® -
[J AWs Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instance s... 0.3 Yes RSA Live ESARule  &F ~

[J Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule &% ©

[ Account Removals From Protected Groups on Domain Controller Detects account removal from a protected group on a domain controller. There are five param. 0.4 Yes RSALive ESARule  &F ~

[J Aggressive Internal Database Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &% ~

] Aggressive Internal NetBIOS Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule | &# ~

[ Aggressive Internal Web Portal Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule ¥ ~

[] BYOD Mobile Web Agent Detected Detects a web-browsing agent for a mobile device. To configure the rule, specify the list of una... 0.3 Yes RSALive ESARule  &F ~

[] Cerber Ransomware For Cerber4 to Cerbers, the rule looks for a spray of outbound suspected command and contr... 0.7 Yes RSALive ESARule &% ~

| Page 1 of2 | ) )) | C PageSize 100 v Displaying 1 - 100 of 116 rules

Admin ServerA5e T L1=E & [T B —/N\—D\7VTI L —R b L3512, 7YyFT9L—K TOoex%
SHE LTS, e T 2B H—/\—D 7y TIL—R SNBFET. EARBEIEZTIERTEEE
Ao T=12L. Correlation—/\—(F5| EF ETS5— LAV DB EH 1TFET . EBH—/\—D7VT
JL—FK # &, ESATRRAR ZR OMNZF7VvITIL—F TR EHIHYET .

AT B EE A B EOFEMICOULTIE. [NetWitnessa 7 Y— B EHAAF %S BL
TLEEELY,

EE ESALVETVIFAUNEAVR— TR BEAHDHIEG G & REZELTLDIL—ILETU )Y
FAUNETYTIL—RRIITAUR—E LTBLELE BB HLET

RORIZ TYTTU—RRIETVTIL—REDEAREDIKEERLET.
TYITL—F % OE A RS OR B

FYFTL—F I OB A R

DR & RUS—DYE B

(&L (FLy (FLy

2 IS5—NHHEARE (&L (&L (A
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TvITIL—K HAF

FTYITL—F & DBEABRKTORE

TR OB ARE

DR 1E RIS —DIE B TI—TDERL

3 I—ILDHEE ATE ANIREE
[ELy LMNE (A1AV-4

4 JL—ILDTEVE A IR 15 (RAY-4 LMV LMNR
ERELEARBIZIZIS—H%L ESAY—/\—, T—52 Y—X, ESAIL—IVIEEDLE IR ) —AN

DESATE A BB 15 (381 8 3 506 B ABYES .

B4 2T ) LA (SSO) Microsoft Azure ADFST
SAMLIGEZERZZANICTS

R O AL L. Microsoft Azure ADFSIVSMSAMLIG & HE L ST I St ST TH2 5 &
|2 3E FA SN FET . Microsoft Azure ADFSHMSAMLIG B IZE Z LTS L TALIIT TIE R S
NTWWAE ST COBRFERLTZYIIL—FK JOvR%E6H 1T T=FT .

SAMLIG & [ZE & L TLVELME A (& NetWitness PlatformZ/\—2 3212 4127 Y9 L—K LTS
L HA2A(SSO) AT AR T S AIZIE. SAMLIG & Zig 5 1k L TE & 95 & 5(Microsoft
Azure ADFS%#& R L THULVTLZELY, Active Directory7z7L—3> H—EX(ADFS) T & E £
=8 2T BIZIE. powershell TR DAR KR EERITLET .

Set-AdfsRelyingPartyTrust -TargetName <<relying-party-name>> -
SamlResponseSignature MessageAndAssertion

EE NetWitness Platform®/\—23 12 427y T 9 L—K 3 5Hi11Z. SAMLIG & [ZE L 35852
Microsoft Azure ADFSZEE R L THDLELHYET . ChoDEH EHE =345 & . SSOFE A
LTARTA TER LA REE ABHYET .
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BRY5( AT 3Y) STIGR—RDFIPSH—RIL AVt O—)LEHES I
I5

STIGR—RMDFIPSh—=)L avkO—)L&E L5 & (£, NetWitness~Platform0)7“Jj7“I/—F‘ -7
OtRZRH IR T HRITENOEENICL T B IT5—% 0 & 350 EAHYET . STIGR—RDFIPS
A—IL AU A—)VEEINZTHICIE. ROATNAEEITLES .

manage-stig-controls --disable-control-groups 3 --host-all

grub2-mkconfig -o /boot/grub2/grub.cfg

NetWitness PlatformZz 7745 L—K L1=5. STIGR—RDFIPSH—2)L Ak O—)LEH $hIZL TS
ll \ o

FE DRIV ATL IV DE B EHE EFBSTIGR—RDFIPSH—=)L At O—JLUiE.
NetWitnessD#) #1 2% & TIXE $h 1A >TLVER A

BRH6(ATaY) Live—N—DEHRZHERTS

FECOFATarDERIE. NetWitness PlatformZ Lived® B T7YIT I L —R § 515 & 12DH#E &
nE9.

admin/system/live services|ZRBEIL. TAMEHEEITL T, Live—/\—ITHEfx TEDHED
AERERLET . COEMIFI2XLUE DY —R —N\—IFR AR TT . Chid. LiveZ BB L1=BF
BRICOHERENSFTTLavDFIRTY .

BART AVR—3b FRAS D ZZNW Serverrk Xk ER AT 5

KAk ’%_7“/7071/—F\?'6ﬁﬁ [Z. & 7RA+ OB %l ANetWitness Servert DB Zl| LFE #I L TLNS I EAETE
BLET.
B ZI ZR 1 35(12F. ROWNThhEEITLET .

1.
NTPH—/\EH A LET .

FHHMITOWTIE T AT LIE A IOTNTPY—\—D g A 125 BB L TIZEL.

2.
ROFIEZRTLFET .

a. SSHCE B Y—/\—DORAMEHLET.

ROARLERTLES .

salt \* service.stop ntpd
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salt \* cmd.run 'ntpdate nw-node-zero'

salt \* service.start ntpd
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TYFTTU—F BRODETT

HE Bk [EF T https:/community.netwitness.com/t5/netwitness-platform-downloads/netwitness-platform-
standalone-precheck-tool/ta-p/709096%{#F A L TRAVK ZAVRPMZESToO—K L. RAVK 7OV
RPM®DA VA —/)LF JEIZDLVYTRead MeT77/ LS B LT, BRI FIVIERTTOLBIHYFE
g EMICOWTIE TV T L— R T FoooDE T 129230 ES B LTS,

TYITU—RIERDIEF TEELET .
1. NW ServerrfRRk

2. Analyst UI7FRR

3. ESATS4<Y KRRk

4. ESAtHUAEY KRR
5

' AA R 7A2Brokerii A+
Concentrator/R A+
ArchiveriR Rk
Packet DecoderiR Rk

Log DecoderiR Ak

10.
Log Collector/VLC7RAR

11. BYDarR—rb RRE

EE NW Server. Analyst Ul. ESATS4<), ESAtAUAY) KRR (F. FRXTREILH [T7YyTFL—
K32 EABYET . BYDIVER—RUb RRANE. XOB LB IZ7YTIL—FLTHEWEE
Aso Admin Server®5E T LT-E % [TH B H—/\—D 7V T I L—K Sha&5(12. 7v75L—FK 7ot
A%EHE L TSN, B # (2D T TNetWitness Platform®D7yF S L—R # i 1O 2R3 12.4
~DBATDI-HICESAB AR B EE[{ T SH12S B LTI B T—F &, NetWitness
PlatformMESAR Rk TlEHR—k ShTLVER A . NetWitness Server. ESAT 547! 7RAk . ESA+T
HH) IRAR BT ART. [ UNetWitness Platform/\— 3 CTHAILEHAHYET .

NetWitnessDF RTDRAR FATIZDWTIE. [NetWitnessh A BLEUNH—ERX 25—k HAF %S
BB LTLEELY, NetWitnessDE /\—230 0 DF FaA R [ R—=JIZEEL. BEONSIT IV 2a—T1>
I D1=HDNetWitness PlatformDE HARKER DI+FET .

EE NW Server( Respond Servert—ERZ& 1) 2 7VIJL—K LIzt . ESATS(4<)— KA+ %
B L/ \—2au(Z7y T L—K 3 %FTIE. Respond Server—EZANE 8 B [ZITB UE S ITHYE
HA. RespondD7vTIL—K % MFR1E. Respond Servert—E AW 7 YT T L—K &h. B3R
BB STHALETIILENHYET
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 Legacy Windows Log CollectorZf Fl 97512.4/\—23> Tlk, BN DT7YIIL—R &R IRVE
WODNKT IR EABYET . B DTYITIL—F R ERIIZONTIE, [7YTTL—F R DER
JDZE1T 1Dl Legacy Windows AJUXE 155 B L TSN,

TV —K A7 a3V mR iR
A B—FINEHFE OB EIZIG LT, XOT7YIIL—K AT avonFhnnesEiRLET . 7v7Y5
L—K A =X I, NetWitness PlatformMHE I 3 BB TSR E s TLVET S
o A7 a1 Liver—E X% & A L1-NetWitness PlatformD7 V745 L—K
o A7 32 NetWitness Platform OfflineD7v74 L —kK
o AT 33 (CLIZ{E A L -NetWitness PlatformD 7T L—K (A 7542)
AT A AT 3 13— DF 9 0—KRI(ZEBT7YTTL—K YIRS R )—DE R % E
42D ENH K THRAMETZYIIL—F 5NN EZ AL L TOIL—ILhNE R SNET.
o XAIINW Serverr kAN E7 YT L—K 25 BENHYET .
o BXFE DRRLDIN—230 B B DHH/N—2 3 DHE B TEFET

e NetWitness Server. ESAT 54T FRAk . ESAtH A FRRR BT ART. B UNetWitness Platform
N=23 0 THILEIHYET

A7 321 Live—E X% f# A L1=NetWitness Platform®)7v74
L—F

ZNA K L. NW ServerhLive H—E RIZHEF SN TLNEIE & [TFE B T=%d.

EE 7YIIL—K =D (#511.7GB) #400—KR 5112, vk D=0 R —%5HER T3

BEMNHYET . 10 GBEHE AHT7AINDI I O—FEE IE RIS —DHRESNTIDES .
TYIIL—R 1= D AR [FRBLES .

X RANOBRRE REEERALTTYIIL—F URSM—EERHRE TEES . RORZE
S & ICLTZEL Ml ISOWVTE, (AT ava( AT ay) v Wwr—Y 08 00—k IZ&7v7
JL—k VRO )—ORRIEE 1%5 B LTSS

4= Update - @ Discover

Update Host
Pre Stage Host

Check for Updates
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TvIIL—k 4K

IR & &

L Bg®m) > p274]> BEF]T. HLOVESONEESE B EBNIYY0—K ] Fooy
RVIADAUNIE > TNDIEEERLET .

2. E%ﬁbﬁﬂﬁﬂﬁ&'@ﬁ)é:&(%ﬂ)> RAR]> B> BEHOREERE]IZ7IVEALTE
FEERLET. KRN E2—DORT—4XIZ EFHYI VAR RINDIIEEHERLET.

3. BEHFON—23V]HZ124ARR RENTWVAIEEREZELET.

12.2.0.0+ 12.2.0.1. 12.3.0.0 12.3.1.0M5124IZ7YvFTL—K 9 BICIE. L FTOFIEEZERITLET.
1. Bsm) > RRrIBELET.
2. NW Server( nw-server) IRANEERLET

3.
R DEHFHEZFVILES .
£ Update = @ Discover

Check for Updates
&#160;

BIRLRRS ONA—D 3B #H AO—HILDE FH RS J—IZHB5 6 1. RT—E2R]FIZ B
HHYIDARTINFET,

BEHO/N\—230] 5T 124] B8IRLETS.

x
-TYTTU—R DELGHEBELEFIBE I HERET I FATOIER T AL 7YTIL—F

N—Ua BB OB BIhBERTa D) EoUsLES.

-BHON—CauhR O RLMESIE. BE > EHORERIZEIRL. URDK)—AD
FRTREGEHEFIVILET. EHAF ATRELES . THLOVEFHR, R AR TY &
LA YE—UAR RSN, RT—E2RIFABEFICEHFRIAT. EFHYIARRINE

T . TIHILE Tl BERLI=RRS THR—F SN TV E 31 DA DR R EINFET .

5. U—ILA—0 B> HRAFOEF LV IVILET .

6. EHmEMIWIZEI)IILET.

7. RRAFOBEB]EVIVILET.

8. i DRRNZDNVTEH . RTYT S~ TR VIR LET .

FE NW ServerrRANZE #FH L THEE LR TOH. EH DORALEER L CRBEIC7YTIL—

R BEMTEET . TXTDESA. Endpoint. Malware Analysis?RAk Z. NW Server/R Ak & L
IN=23UN YT T—R T E2RELHYET
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#7322 NetWitness Platform Offline®7vy74L—K
K DRRH%EE 1T LT, NetWitness PlatformZF & TPYIYL—K T=E9.

9171 :X_T'_:/‘pﬁ 72")1*9.( /var/netwitness/common/update—stage/) (Z/ \‘—:/‘3
2 TPVIT—F TrAINERETH. ROBEERTLETS

1.
NetWitness A2 1=7—( https://community netwitness.com/) [CFIEAL - oon—K] >
NetWitness Platform] > 1\—av12.4] &8 RL T, 7YTTL—F /37 —Unetwitness-
12.4.0.0.zipZA—hAIL T4LOM)—IZF 0 0—F LET .

12.2.0.0. 12.2.0.1. }2.3.0.0\ 12.3.1.0057YyFI9L—K 9515 & . netwitness-
12.4.0.0.zip&EAOvA—RLET.

SSHTNW ServerrRAM Z3E#E LET S

netwitness-12.4.0.0.zipZNW ServerrlRAk £ ®D/var/netwitness/common/update-
stage/IZ7yIO—KLZET .
LTI ZRLET

mv /var/netwitness/tmp/netwitness-12.4.0.0.zip
/var/netwitness/common/update-stage/

3 NetWitness Platform| &> TI7AMIUVIIBE BRI ESNFET .

BRY2 RT—UVJEB MR RAMIEHEEA TS ROBIEEETL
E 3

FEE NW Serverbl 5} DFRARE 7Y TG L—K § 58712, NW ServerrR AR E7YT I L—R L THLL
EhAHYET .

1. NetWitnessIZBF 12 LET .
2

( EH) > KRR IHEEBHLES.
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Q4
b3 ( BHE) > KRN RA—CFITIHALTEY. PyIT—ORERIA T an( Pyd
T—r1> PYIT—F OB BNIL—R RSN TWSEE (L. T5TH—hoR—CEFHL
T7YIT—hERE R LTSN,

E ;J;_ EHERL. TYITL—F /07— 0aE—. &3 SV B L DEBHT T $HFETH

ROFHEBRTHE TEH/ Wr—UZ N HIETHEFEATEELIERTSNFET .

o NetWitness PlatformME &/ W — 279 R TES,

o I\YT—UMSE L TIS—hHELN,

I5—Db ST a—TAVTHEITONTIE AR —)LEBE H DR ST )V a—T4207 155

BB L TLESLN( =&AL, T/3—2 3 <version-number>NDE A T5— | MR DE FH /\Wr—O MR
DM FEEA LD RSA NetWitness PlatformDE F /S r—2 ORI RE | S/ 705 1R RmEhb

BEIBHYFED)

EH oMM ]1£7)vILFET.

REQITFAIVER R T DL EDHD=0. /17— DR EE [ZITF ] AHDWEY . B (7R
A DE R IZES>TEGYFET
MEEAR I THE. RT—ARR]FNIC EFHYIERTENFT .

Y—)bin—0 BH 1> HFRACNOEH 1E5)0ILET.

£ Update - @ Discover
Opdate Host
Check for Updates

6. EHmHYIF(70ID BEFEMBIZII0ILET.
RARDTYTILU—FR DT T §5L RAFDBEEFEROEIAvE—DOHNRRINFET.

7. I—ILN—D KA OFEE ] E0)ILET .

#7333 (CLIZ{# i L1-NetWitness Platform®D7vF4L—K (#
721YV)

ZOA T avlid. NW ServerhLive—ERITIEfFE SN TULVELME S IZE B T°=F9.

B 45 9 BATIC
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NetWitnessAZ 1. =F( https://community netwitness.com/) > Products] > NetWitness Platform] >

Downloads] TR DT74/)VEO—HIL TALIR)—IZF I O—F LTSI EERE R L TSN,

12.2.0.0 12.2.0.1. 12.3.0.0. 12.3.1.0012.4IZ7YF5 L —KL 9§35 & [F. LT &#EFoo0—KLE
9.

netwitness-12.4.0.0.zip

o HNEIRCHIEFERLTVSE S (X ARSI FTOEFRZEMLET . FMIZONT

(&, TCLIZ&KBTYTTL—F Q=505 E RO B )—D#E i 155 IR L TS,

NWH—/\— KRR EQViR—RUb Y—\—ETYTIL—F TBHICE. ROFIEERITLET .

F PDFADIVYU R ZIE—L Tlinux SSHA—SF)UIR—ZFLTH, ELKA N TEFHA. =12
L - HTMLA— https://community.netwitness.com/t5/netwitness-platform-online/upgrade-tasks-for-

[2-1-1/ta-p/695018#Option3 AM5AY R ZIE—L T Linux SSHA—IF)UZBEUST (THTEMNTEE
ER

1.

2

124.0.0077ANERT—U T LT, 7YTTL—R DEBEITVET . ROV FTIAERELE
ERE

o AFLa1(F &) NetWitness Server|ZAS AL T RDTALIMN)—ZEERLFET .

/var/netwitness/tmp/upgrade/12.4.0.0/
RIZ. 1847 —2 ZipT7A )VENW Server®)/var/netwitne s\s/tmp/7_:ff LOR)—I2aE—L. &R
DAV R ZEERALT/var/netwitness/tmp/ MH@E Y1 ETa4L O )—IZfRELET .

unzip netwitness-12.4.0.0.zip -d /var/nptw}tpess/tmp/upgradg/12.4.0.Q
TYIT—k A Dzip77A )UIH B L= TRT—U U0 T4L IR )—hois T8I BR L TS
L\O

AT a2(BE)) NetWitness ServerlZAS A LT RDTALIN)—FE R LET -

/var/netwitness/tmp/upgrade/

NetWitness 12.4.0.007 \w4— zip 774 JLENetWitness Server®)/var/netwitness/tmp/ T4

LYk )—I2aE—LET

D% T, ROATUREEITLTI2.4.0.0 zipF7AI)LEHHE . REE. M EAIELET .

[root@SA ~]1# upgrade-cli-client --init --stage-dir /var/netwitness

/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.4.0.0
(1)) » BT RXTONetWitness zip 774 LTI O—K LB EHSE T LELT=] ELVSAY

T—UHEBHY—/N\—DIVY—JURRINDE MH L TOEXABIESNES .

X (1 48) B EL I XTONetWitness zip 7/ ILDF I O—F LR EMTE T LELT] &0VS
Ayt—U DR RSNEVG S (L. BTOIYUREE UE 1T LTS,

T I Ou B 1 ER LT, RATYI3~6ITSEHFT .

BE (ATo222%FEALT) 124.0.02RT—20 L% HEICKELIE A& X o<
Pupgrade—cli—client --init --version 12.4.0.0 --stage-dir

/var/netwitness/tmp/upgradeZE{TLTFZEL. MEAIE AR ILIZE &I, T2

ROAXNEFERALT, 7VTIL—R O ERILZETLET.
upgrade-cli-client --init --version 12.4.0.0 --stage-dir
/var/netwitness/tmp/upgrade
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3. ROAYUREFE AL T, NW Serverrk A& 7vIIL—K LET .
upgrade-cli-client --upgrade --version 12.4.0.0 --host-key <ID / display
name / (hostname/ IP address)>

X T7VIIL—E BN IA—ENnEE TYTIL—F TAERHM B INTHSH 102 & (2. NW
ServerDNE B ICHBEFHLET . HTLLVI—FRIU Alma Linux 8.9MD5 & (F4.18) TR EILET .

AR UDEHLTETINDSGETHEDILEZSHOLET . 5T T FTITHR X TIEHE ADS5
BMNHYFET . BITD20~307 % . SSHTHEKHEL T, OSHBITINI-AEIIERE R TEFT
NW7YTTL—R (F/ 399550 R TRITEINDT=8. OSDFEITHSE T L THSUINER RSh
BETITD1KER309 b & HHBYET .

Lt REOFYIIL—F TotRIF. VMO a2y —)L. F=EDRACE K 2 f-H—/ \—DE—+
OV —VEBL TR TEET .

OSH TSN, B /—FIZSSHTHE#K TEA LA o5, ihAM E TR DAY R EETL
T.OSOBITHR N LI=CEEERLET.

e cat /etc/redhat-release

e AlmalLinux release 8.9 (Midnight Oncilla)

FIE OSOFITHE . LLETITAV AR —)ILL =Y —K /\—T (& —RPMZB AV A —)LLET .

A=A L— 30 —N\—DE B T D& chefEdt LTH B ONW/N—D 30 ADNW YT L—
FABEMICEA—INET. COETRREFEZR I B(2E. EEH—/\—ISSHTHEH L. X
DAY EETLES

orchestration-cli-client --check-admin-upgrade-status

F i EEEOa< R &, NW Admin ServerlZ3f L TOAEFTLET .

5. NW Serveric Rk D7 V7T 9 L—K D 1 L1=5. NetWitness Platforma—H 422 71—AD A
M Ea—oRANEZBERELET .

6. (AT E) Ir—L RAUNA Y—I\—hE A SN TSI & (. TA—L RE A H—/3— 7k
AR TRTYT 1~ 5% VIR LET.

7. ZaAVUR—RUb RAMIR LT ATFYTIERTYS 528 YR LET . AavURDIPFRLRIE. 7y
THL—K 3 Ba ih—Rok RARDIPPRLRIZZEELET .

3 NW ServersRAk Tupgrade-cli-client --1istaAYUREFEITTHE TRTOHRAS D/\—
DA EFIVITBIENTEET . upgrade-cli-clientMANILTER R T BIZIE. upgrade-cli-
client --helpaNRZEFERLET.
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CLIZ&BPYTTL—F Ot=bdmst & JRT b J—DHE

HLERRO k) —Dtyh 7T DEE M 12DV TIE. [NetWitness Platform 12479759 L—K A4R 1D
MR A S EBURS K J—Dtvb PyF 155 B LTS ROFEIE L. 44 & )RS ) —HF TIZ
TYr PYTENTWNBIELFRIIZ ELTULVET . NetWitnessDE /\—23 0 DF AR [ R—=JIZTHRE
L. B EDOrSI IV a—T 12T D= DNetWitness PlatformDE HARKER DIFE T

1. 124.00N77AINERT—00 LT PYFTIL—RK DEFBEITVET . ROV FIAZEBREILE
ERR

e 12.2.0.0. 12.2.0.1. 12.3.0.0. 12.3.1.0057YvITIL—K 335 & . 12.4.0.0DRAT—2 20 DH M
WETY,

o AFLav1(F B)) NetWitness ServerlZAJ 4L T, RDTALINJ—ZEERBRLET .

/var/netwitness/tmp/upgrade/12.4.0.0/ )

RIZ. 1\ —2 ZipT74 ILENW Server@)/var/netwitness/tmp/ F4LOR)—ZaE—
L. ZDavrZERALT/var/netwitness/tmp/ Mo@ U ET4L IO )—IBELE
ER

unzip netwitness-12.4.0.0.zip -d /var/q@tw;tgess/tmp/upgradg/12.4.0.Q
TYvIT—hk A Dzip774 )UEH i LT=1% TRT—200 TaL YR )J—hois 78I BR L TS
LY,

o AT 32(BE)) NetWitness ServerlZAJ 4L T, RDTALIM)—ZERLET .
/var/netwitness/tmp/upgrade/
NetWitness 12.4.0.00D7 \yr— zip 774 JLENetWitness Server®)/var/netwitness/tmp/
TALYN)J—ITaE—LET .
D% T, ROARVEEEITLTI2.4.0.0 zipF7A L&Y . BREE. M EAIELFET .
[root@SA ~]# upgrade-cli-client --init --stage-dir /var/netwitness
/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.4.0.0

(1E8) » BELFRTDNetWitness zipZPAIILOFOLA—K LR EMSE T LELT=] LLVS

Ayt—UHE B H—N\—DaY—UIRRENDE. DL TR IR ENFET .

F (1) B ELG T XTODNetWitness zip 77 )LD 00— SRR MNE T LELT] &L
IAVE—U MR R INGELMG S (&, IO EB UETL TS,

BEE (AT 32%FERALT) 124.0.02R 7209 L% MEAEIZKR LB & (& O
YR upgrade-cli-client --init --version 12.4.0.0 --stage-dir
/var/netwitness/tmp/upgradeZE T LTS FHAE AR ILIZE &I TEED
[ 27572 7vTTL—F DU EE 1R B LT RATYT3~6ISEAHFET

ROATNEFERALT, 7YvITL—R O EILEETLETS

upgrade-cli-client --init --version 12.4.0.0 --stage-dir
/var/netwitness/tmp/upgrade

3. ROATRZEFERALT. NW ServerrRRR &7V I L—RLET
upgrade-cli-client --upgrade --version 12.4.0.0 --host-key <ID / display
name / (hostname/ IP address)>

FE TYTIL—R DN IA—ENnBE TYTTL—F TOERH IR SN THSH 107 % (2. NW
ServerhEH B [CB R LET . HTLLVI—R) Alma Linux 8.9MD5 & (F4.18) TR EILFET .

TYITL—F ARIDETT 32



https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246

TvIIL—k 4K

5.

6.

ER UNEHLTERITSNSGETH DILEEHOLET . 5t T FTISER A TR H D515
BOHYFET . BT D20~3057%& . SSHTEHK L T, OSHK 1T EINAEIDEHER TEFT .
NWT7YTTL—R 3\ 750 R TERITENST=H. OSDFEITHTE T LTHGUIAR REh
BFETITD15KED300 H'DVBI5 & HHYET .

LEO7YIIL—K FOoERIE. VMOR 28 a2 —)L. F£=EDRACEE 2 F-H—/\—D)E—k
A —)ILEE L TEMCTEET.

OSHHEfTEN . BB /—F ICSSHTHE# TEA XS o5, 'RRAM E TR DAY R FEITL
T.OSDBITHR I LI=-CEEERLET .

e cat /etc/redhat-release

e AlmalLinux release 8.9 (Midnight Oncilla)

FE OSOBITHE . LLETITA VA —)ILL =Y —K /\—T 48 —RPMZB 1V A —)LLET .

A=A L— 3y —N\—DEF) T D& chefEt LTH B ONW/N—D 30 ADNW YT L—
FABEIMICE A —3NET. COETKRREFEZR T 5(2E. BB H—/\—ISSHTHEH L. X
DAY N EETLES

orchestration-cli-client --check-admin-upgrade-status

¥ i EEEOaTUR L. NW Admin Serverl 23t L TOHEFTLET .

NW Serveris Ak D7 VT I L—K D T L1=5. NetWitness Platforma—H 422 71—XD A
M Ea—mSRANEZBRELET .

(EHAFE) IA—L REZUINA H—/\—HE A SN TULVDIGE S (L. Dr—L RE A H—/\— K
AR TRTYT 1~ 5% YR LET.

& aAVR—RUk RAMIH LT, RTFYTIERTYTSER YR LET . TR DIPTR LRI, 7Y
TIL—F 9 %aviR—rob RANDIPFRLRIZEELET .

F NW ServerslRAk Tupgrade-cli-client --1istaAYUREFEITTHE. TRTOHRAS D/\—
DA EFIYITBIENTEET . upgrade-cli-clientMANILTER R I BIZIEK. upgrade-cli-
client —-helpaV FEFERALET.
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AT A FFoay) I r—S D0 —RIZ&BT7YTIL—R
YRS 1)—0E §iT 8% 7E

DB/ r—S( 2ip) EHIVO—R FHIET, VAT LIH BES 5L FyTIL—K UK
SRU—EB R E TEES . ChIskY. PYTTL—F O8O sA Lo MBI Zbh. SHESh
FBS B R ISPy TL—F h52 T B EAMREE SN ET

FUFTL—F YRS U—E BRI RTF—S T TR ERH T5I70%. ROFIEERFTLET.

1. (EE) > RAM]ITFEELET

2.
Y—ILN—T BEFH]> BEHFOERIZVIIVILET.
WHAARRELRITRTOEHF/NA—2avn IN—2av ] FOyFa oy YRR RehEd.
3.
EB#H 1> RRAFOBRIBRE | Z0)0IL T BFH /N300 TN—230F8RLET .
T7AILDEI 00— QB AvE—UNRRINET .
Hosts
= o @ | Zinstall 4 Update ~ & Discover & Reboot Host Filter X
Name Update Host P Services Current Version Update Version Status
Pre Stage Host 3.0.0 Up-to-D:
Check for Updates v
v 12.3.0.0 124.00 @
Are you sure you want to download the files? You can view
the notifications to check the status.
No (S
4.
FN]ZESIHLTTYTTL—R 1 —SF RSN )—2800—K LET
5.

TRITRTESIZ. EHFLATEOO—K DAT—EREZHELET .

RACDEMRE]E FRFOPYTTL—R] (X ERIRENT T IHETEIALRVET.
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Notifications

Repo file download completed for Version 12.4.0.0

Repo file download completed for Version 12.4.0.0 51 seconds

Repo file download started for Version 12.4.0.0
Repo file download started for Version 12.4.0.0 1 minute

X R OE #H T, UIDR A O/ \—D 3 E8 #/\—Dav (35 5T 3% E B 1ZIERE L
[ZEYFEY . ChiF, RO )= T7AILDHAE I A—RSh, REROT7VITTL—R I Thh
BWHTYT . N\—2avld, TYTIL— R R ICOAE B ENFET .

6.
FoUA—RARULIE S L. BUEHZRRBL TOHEZRBLES.

7.
EHF DAL ]IZII0ILET .

3;«;_) LY A XINK EL, T7AIVER B T DU BEDHDHT=0. /75— OHHA L (236 [ AiHvH
L o

Initialize Update Package for NetWitness Platform

Initialize Update for Version 12.4.0.0

V] Ready to initialize the update packages

Initialize Update

BEE RSN )—DERTE TE DL [ ATV T~ 4FNDTHLET TE2ET . =1L, ATYT
5~8DT7 YT L—K TOEANE A SNh=5. ZIPT7A LD B ZH =0, RANZE RS L
=Y. jetty —/\—Z B B L F=YLE UL TEZELY,

BEN LA THEIE DRT—2RZEREELET -

MBEAEEISET LS. E#H > RACDEH 120)09LFT.

RAFDEFH AT T T5E RANEBEB TEHLIITKHONFT .

10.
RARZEINTYILTEEHLET.
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TITTU—F & DRRYDEAT

ZDk EYHO T, NetWitness Platform®D7yvF7 I L—K % [CE T AN ENHIFRIERLET . OfF
B ORRASDERI%ESE T LTLIEELY.

= 4
e Event Stream Analysis( ESA)
e User and Entity Behavior Analytics

Legacy Windows Log Collector

e

NetWitness PlatformZx 774 L—K L1=# (X, JettyZ2#& B L. 27 Y—ERDa TV E T L T,
TR T X TFv, O ¥ TFv. BLUKHEHIBTIBHEIHYET .

Jetty DE B

Jetty#E B EFDBE EIF R IZDOWVTIK. [V AT L AT F oA HARIDMEYITHRBL FRS TV
J—DE R |25 B L TZEL,

P—ERADBER) . THNE . THEE DR

H—EZANBEB SN, T—2ENMELTVSIEEHRELFET (NI BB B AF R ITAEoTL
BHEIMEHTERBYFEY) .

DBEITIGLT. ROY—ERTTADIRELEHEZHRLET
* Decoder

e Log Decoder

* Broker

* Concentrator

e Archiver

PR RZER R THICIE ROFIEZEZERFTLET .

1. NetWitness Platform*A—=21—T. ( EE)> B—ER]IBELET.
B—EREa—hDKRTEINFET .

2. & Decoder—ERFERLET

3.

e (7O23) T &ER]> VATLIZEIRLET.
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® Start Capture

Y—)LIN—TC =D)L ET .
O ZBR T 5ICE. ROFIEERITLET.

1. NetWitness Platform*—=a21—T. ( E18)> B—EX]IBHLET.
H—ERX|Ea—DR REINFET .

2. & Log Decodert—ERXZEIRLFET .

3 B (T7o2av) T, &ER]> VATLIEERLES.
4 YL —T = Start Capture EHUwHLES

KEZRABITBIUX. ROFIEZRTLET .
1.

NetWitness Platform*=1—T, ( EE)> B—EXR]EERLET.

B—EX]Ea—bDKRRENFET

2.
Concentrator. Broker. ArchiverD& H—EX I LT. L TFTOFIEZEFTLET.

a. Y—ERZEIRLFT.

b B (7923v) T &R > HBRIZERLET.

y—jL—g ¥ Start Aggregation 515 .

3.
Event Stream Analysis( ESA) D5 & :
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¥ SETE B—KRIE. NetWitness Platform/S\—32011.6 L [% QESA/'I‘ZI*\ TlIHYR—bEShTLE
A NetWitness Server. ESA?D34 <) iRAR . ESAEALE) RAR YT R T. [F CNetWitness
Platform/\—_ 3> THH N BEHHYFET .

ESAIS BRTYIIL—R R DIRVIEHYEL A ESAD STV a—T42J1ZDVTIE, TESA
FSONLaA—TA TR 155 B LTS,

Endpoint. UEBA, Livea> T JL—)LDHR—kZB N § 535 & [£. ESA Correlationth—E XD
multi-valued/\TA—32EEWUsingle-valued/\TA—REBFHLT. R ELAR T—FFT AT
BMTI2BELIHYET . 7VITIL—FRICZTNODFBETILE IHYFELA. & TH A DX
WASSUY TIRBEITISENTEET . M EFIBITONVTIE, TESAE LA/ 10N b 7B D
BEFLIUVE—EDOAZ F—IZ8HEBTESAI—IER H 155 B LTS,

a7 Y—EX 2 TUYDE R

124IZ7YTIL—RFHE BRI7AIU cfg) . Ta—F . /"=, OF TIAREEDTT —ER
a7 M Decoder. Log Hybrid. Network Hybrid. Log Decoder’d & D& a2 iR—Hk D.tarD
BT IcaE—&hnEd.

ROFIZ, A7 Y—ER AUTVOINRETT Y—ERXR ATy AE—ENBE aVR—RUk
DtarDG TR LET

O PHER AUFIDIR 3:"{_* T R—% Uk O tar D

/etc/netwitness/ng/feeds( 74—F) Decoder /var/netwitness/decoder/decoder
backupcontent_ccm.tar

/etc/netwitness/ng/parsers( / \—1H) Log /var/netwitness/logdecoder/logdecoder
Hybrid backupcontent ccm.tar

/etc/netwitness/ng/envision/etc/devices  Network — /var/netwitness/decoder/decoder_

(AT T/ MR) Hybrid backupcontent_ccm.tar

/ete/netwitness/ng/NwDecoder.cfg( - Log /var/netwitness/logdecoder/logdecoder

B 774U .cfg)) Decoder backupcontent ccm.tar

CCMATLavET 74U TR [TESTOVET . 12407 VT JL—R & (CCCMER 1L, O
7 Y—ER aVTUUNK NG A L WO TV Ttar DA IVEE R L TR b izT—42%EE T
EFF9 . FEMIZDOULVTIE. https://community.netwitness.com/t5/netwitness-knowledge-
base/automatic-backup-of-core-service-content-after-upgrading-core/ta-p/694527%% B8 L TFZ&LY,
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Event Stream Analysis( ESA)

1240\—23UN 7 YT L—K §5E. TRTDESAEB A BEHIB(HER) > RIO—]R—I128 1T
INFT. FEARRE TR —ETIW—TIZE S, Correlationt—/\—%12.4/3—23VZ7vTT
L—R L1 [COHE B TEALIIT7EYET . Admin Serverh se T L1=E #% (A —\—DF7v TS5
L—REhBE312. 7vTIL—F TOtREFEHE L TS0, 5t it 358 B H—n\—n\7yF 5 L—FK
SNAFET. EARBICIZTZIOEATEEFRA. 1=12L. Correlation—/\—(L5| R ETF—h EARD
FOIMIEBERE(TET . TRTODESAE ARBENEE LR E(CHEINEINEHEZELEFT . 5EH (DL
TIE. [Live —EXRE B AMRIOTEABRBE DR INEVIES B LTI,

F THIANIUS. B > ESAL—VIR—DaE(#ER) > KUV —]R—UTESAL—ILE
RRTH=HDFE T ITIER AW E T . FHMISOWTIE [V RATL EXa1 )70 ——EBAH
ARIOTO—LOHER 1+ EVITIY—R H—/3— 2723 %S B LT,

ROKIZ TYITTU—RRTIETYTIU—R R DB ARBEDIKEBERLET .
TvITL—F % OB A R 5 O &

TYFTU—F R DF AR E

D e AU —DHE B

(=AY (=M A
2 IS—DHHEANIRE (&L (&L (&L
3 I—IDHEE ATZE ANIRE

(&L ARV LMNE
4 JL—ILODEENE A IR 1B LWVE LE L\WVE

(FFLay) RI—DI—DIRIVEE AL T, ESAIUTUYEE LR —EESAIVTUVER &
BUVRYS —EX—DTEET . FMICDOVTIE. [Livef—EXE B AR IOTESAIAVTUVER ATE
RI—DR—=D 1S R TS,

ESABARKELT—42 V—ROEE
ESABARELTH VR TOY— R EB TOAEB TEET . B(HEEE) > K)P—]>

B272Y] > Event Stream Analysis] R— (B EL . ESAB ARBE LT A2 V—REEEHLE
T . ESAIL—)UE. ESAIN—IIR—CTOAEER TEFT . RORFS & (CL TS,
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NETWITNESS

SUBSCRIPTIONS  CAPTURE POLICIES POLICIES

CONFIGURATION ~ CONTENT

Content Library ESA DEPLOYMENTS  DATA SOURCES

¢ Edit

POLICY NAME

Policies (2)
Groups (2)
Services (2) 0

policy
# Settings

policy2
Event Stream Analysis

policy

INCIDENT RULES

INCIDENT NOTIFICATIONS  ESA RULES

ESA SERVICE DATA SOURCE DEPLOYMENT STATUS

esa-ESACorrelat...  log-hybrid - Concentrator Deployed A

esa-ESACorrelat...  log-hybrid - Concentrator Deployed A

esa-ESACorrelat...  log-hybrid - Concentrator New A

CUSTOM FEEDS

LOG PARSER RULES

UPDATES

(1New Updates )

@

LAST UPDATED
05/15/2023 06:0...
05/15/2023 06:0...

05/15/202306:1...

deploy admin

SERVICE TOPOLOGY

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports
LIVE CONTENT SUBSCRIPTIONS ~ CAPTURE POLICIES ~ POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS ~ ESA RULES ~ CUSTOM FEEDS DG PARSER RULES ~ SERVICE TOPOLOGY
Services Settings
Rule Library
All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them.
+ - v Filter X
Deployment and Data Source management moved to Centralized Content Management. Click here to manage deployments and data sources.
Rule Name ~ Description Version Trial Rule Type Actions
AWS Critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine instances are modified. Acti. 03 Yes RSALive ESARule &
AWS Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instance s... 0.3 Yes RSALive ESARule  &F
Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule  &F
Account Removals From Protected Groups on Domain Controller Detects account removal from a protected group on a domain controller. There are five param. 0.4 Yes RSALive ESARule  %F
Aggressive Internal Database Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule  &F
Aggressive Internal NetBIOS Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSA Live ESARule  &¥
Aggressive Internal Web Portal Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule ¥
BYOD Mobile Web Agent Detected Detects a web-browsing agent for a mobile device. To configure the rule, specify the list of una... 0.3 Yes RSA Live ESARule  &F
Cerber Ransomware For Cerber4 to Cerber6, the rule looks for a spray of outbound suspected command and contr... 0.7 Yes RSALive ESARule &
| Page 1 of2 | ) ) | C PageSize 100 v Displaying 1 - 100 of 116 rules
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LT DARIER T § BRI TIAT—ESAY—/\—F 124|127V T L—R L TELELRHYET .

BOTHALRITI DL ENHYFEY .

£ NW Server( Respond Servertt—ERF& ) &7 VI T L—F L1z . ESATS4<)— KA+ %
1241279 TFIL—K §BHFE T, Respond Servert—E XN B B M [ZITE VA T THBYFEE A

RespondD7yF5 L —K & DA RJ1E. Respond Server—EZRMT7 YT IL—KEn. HEHAIREE(IC

(A7 3>) custom_normalize_alerts.jsTRespond—ERNDHRA L F—
#JRL7L. FILLVT—2Y—REHHR—

¥ ‘custom normalize alerts.js&F B THRAIA AL TULVELME & X, CORRIVEZEFTTILE(L
HYFEFA. DRI L XF—OBE BB ITHIRITINFET. BEHRBTICKKLIEZE L COFIEIC
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HRRLIE FRAL THE A 957102 /var/netwitness/respond-server/scripts/custom
normalize alerts.jsZF7AIUIARAL F—EEBMULIzZE & &, /var/netwitness/respond-
server/scripts/custom normalize alerts.jsZ7AIVEEBLT. BB/ \WI7vT J71)L
OARRALE RIE ESNF-F—FEBMLET . /\WwI7YT T74M)UE/var/netwitness/respond-
server/scripts|Z®HY. ROM K ITTZYET

custom normalize alerts.js.bak-<time of the backup>

AT DB EEFH KB LT=15 A . RespondDF LLVT—4 Y —RXTdhHDNetwitness Core
NetWitness InsightZzH7R—b 9 5(2I&. F &) Tcustom normalize alerts.jsT7AIEBHLE
EE

User and Entity Behavior Analytics
UEBAZ 1247V JL—R L& . RDERVZET T LET .

BE 7Y7JL—FRIC.ARIDEB OB BELIEEL. TNERRLIZG S X 7TYIIL—F %
[Cauthentication.jsonZ7AIEB EHZ THD. 7YITTL—K & DIRVEERITTEILELD
YEF . Airflow TDHRY DK B O 8 EZDfE R K E. TUEBBARB B AARIDN 5TV 2a—T+
T INEYITHBEINTLET.

1.
UEBARY UM R DARRZFERALT. UBBAB R ZEHLET

® source /etc/sysconfig/airflow

source SAIRFLOW VENV/bin/activate

python /var/netwitness/presidio/airflow/venv39/1lib/python3.9/site-
packages/presidio _workflows-1.0-py3.9.egg/presidio/resources/rerun ueba
server config.py

deactivate

(AFT2a) W EIZG LT, UEBBALIE RX—TZEHLET .

41 TIITTL—F & DRRTDETT



TvITL—R AR

UEBARIE B ZHREDB T KY28B RN T TAHELHELES . TLST—HADUNEEZF EL
TWAUEBAYRATLDIG & 1T, AR B AR EDE T KYI4B UL EFTDR FIZER E SN TLVS
CEEERTOINENIHYFET .

M DWTIE. TUEBA#E B AR Ml reset-presidio ATk 15 BB L TEE0N,

3.
AirflowDDAGTYFJL—R ERITLETS .
[
AirflowDAL> R—Thttps://<UEBA-host-name>/adminlZB B LET .
o adminD1—H4E &/ \RT—FEA HLFET .
°
presidio upgrade dag from <previous version> to 12.4T B&z0)00LFE
?-o
¥ Airflow DAGs Data Profiing v Browse v Admin v Docs v About v 2020-09-15 08:25:34 UTC
DAGs
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(< o (RS [ o000 ] Airflow ® o ® Oe®EINAE 4 =20
X 7YIUL—F B E. DAGTYIIL—F 17 O (TR & DAL AR R ShET . 7yTIL—F
TOERAE#(SE T LS4 F. BA0G & QAR E (E bUES. 7yF5L—F 7o
TANK LTSS E AN E DR AR ICEDYET .
4

& Y] 75 Boot Jar Pools | AAVr ZEH ELFET
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MBF7FSALFPR spring boot jar pool AAYNEZEISICEH LET .

B 7TSA4FUR spring boot jar pool BEURRAYE DIEZE2AEHLET
Spring Boot Jar Pools ROk %8 #1 9 BIZIE. AirflowDAAY R—U (T EL . ix £ E D/ \—
IZHhd BE 47429y, U—I]ZE2VyTLET,

a. Airflow UIZ7Y+t X9 BIZI&. https://<UEBA host>/adminlZFPEAL. RBEEBEHREA
ALFET.
d—4 ‘admin
INAJ—F 2R B MDdeploy admin/ SAJ—K

b. T—ILDIMET—9% )L T, ROV DIEZEHLET

ow . e

DAGs
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S8 Spring_boot_jar_pool

78 retention_spring_boot_jar_pool 8

43 TIITTLU—F & DRRIDET



TvITL—R AR

Legacy Windows Log Collector

B §r Sh1-SABI B 2= TLegacy Windows Log CollectorDEF A EZE H 95
TYFIL—F R DRTYT !
1.

ROATURESATEITLETS .

a.
wlc-cli-client --host-display-name hostDisplayName --service-display-
name serviceDisplayName --host WLChostIPAddress --port 50101 --use-ssl
false
ROEHREANLETS .
1.
Legacy Windows Log Collector OREST1—4H—% &Legacy Windows Log Collector®
REST/XRJ—F Legacy Windows Log CollectorDE B & R EHREA A LEFT
il.
Security ServerD1—H—4% &Security Server®/ SAJ—K NetWitnessDE 12 & 323 1H
WEANLFET.
2.
DATLEBEBLES.
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TYITU—RRIZBERTFIVIEERTTS

NetWitness 12.4[Z7vFIL—K L= 1E. ROBEEFvIZEITITEIHEILBHYET .

1.

3.

BE)> BtR]Ea(BBLT. PyTIL—F & ITTRCOF—ERBTITA4T TS
(BB CERENTID) CLARBLET

PP RARR R DS 2 b— B E B3PI —F sh T stk aLET. BA &

#)> H—ER|Ea—DY—EX N—Davht, TyTTL—F & l:%( EH)> HKRAME1—D
KRN N—=23Ve—H LTV EDHYFET .

Bd =2 s—rxica—c uFeruEs.

Log Collectorh—EREZIRL . ¥ (FHav) > &R]> VATFLIE2a—BHLT. &
BAOJTIRENFIB SN TVENEINEHEELET . B Cpllection KOvTHIL AToay
7000 EYIRIE TO U B LT AV IRE MBI ShTLSMEINEREE TS
WHEHIHYET . B ERINEHIFHBSATIVELME A (X URMSBERZIRE OO

g ® st FRIRLCINEFBBLET.

Log Decoderf—ERZE R L . B TYav) > &E]> VATLIE2—ITBELT. Log
DecoderA’A9 % 4] [TIRE L TLSMNEIIERER LET .

Packet Decoderf—EREEIRL . ¥ (7ooav) > BE]> @R IE1—I1TBEHLT. IR
EAF—DIARD Decodert X | V3V TR E SN TULEHNEINEHERLET . INEA Y
B—DIAAQME R SN TV & . FOYTH o0 YRR BLRIRE A EA—DI( R%
BIRLTERTIDELIHYET . IRE A F—TTA AT TITHEH SN TLRIE &I,

Packet Decoder® ™ * (7433v) > &R]> PRTFLIE2—IHBEL. IREHIBBEINT

NBIESHERERLET. I E AR SN TUOAEME S (£, S0P s TS
ok IR EERAE LET
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.(%‘IE% H—ER] > Log Decoder] FfzI& Packet Decoder] *f—tZ%L?R LT. ¥ (7%
Sa) > BRI B> BRI Ca BN L B DI L5 B LET

Concentrator. Archiver. ZEJZUBrokerfJ‘T—’)'l ZEHLT \%)_&ETJE AL FEJ . & Concentrator.
Archiver. BrokerMoER EL T, BIEIKBEEHREE TEHIEZHE R L TN,

Respond] > P5—bk]E2a—IBEHL T, 75—t R OV—ZDSR JA—EINTLEHEIIE
MELES.

.( IEE)> ANILRE=A] > PS5—L]IZBEL T, SMSH—/\—h2 B L TLBHEINEFRE

( BE)> YAV Y—R]> EBLY -I-dJ/—] Ea—IBBL T, 7YITIL—RHIIHE
B ENTRS —DR R SN TV MEIDVEHE FE

.( BEIE)> NILRAE=AR] > &fr/\)bxwt__a] > fsr’f/::l*—h [Z#& 471> Elastic] >
Dashboard] E2—IZFEILT. XDIELEHERLET

TYTTU—RBIE R LIED a7 E—2av i EEFEE T4

AR H—N\—DFEL TLVA T &,

TYTTU—REIAER LI=E=RIE 575t NBEE [CE B Sh TSI
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12.4)L— Y—/\—DALV A —)L

EE Ub— YJ—N\—[FREVF7AY —\—THAHf, EPLHE12. 2 x xBEU2.3.x.x/ =23
Ao12.4] Z7vFL—K L=t T. EL 8( Alma Linux) RYYRIZYL— H—/N\—FBH AR —ILT S
WHWEIHYFET

B th 9 BATIC

EL 8ARYIRN DL EEFTERLET

124)L— HY—N\—FA VAL =L BHTIZ. RDFRIVERTLET

NetWitness Platform XDRZ7VFSIL—KLET .

2.
EPLHM7YTH L —R&hni=5. ULb— 1 \wh—2v—H#5900—K LET .

INVTr—2%—%EL 8RO RIZaE—LET .

4.
B&EOIL— Y—N\—ZATILFET

BEFEDIL— H—/\—DIP7RLREB A AL T, EL SOIPPFLRE#ERRLET .

EL 8DIPFPRLRZEER E L=, Ub— H—/\—F AV A —LLET . M IZDLTIE.

[ EndpointiE i H A F DN (FFLav) Yo— Y—"—DALV A —)LEE R 1525 B L TS
LYo NetWitnessDE /\—2320DF Fa A R [R=DIZBFHL. BB OST IV a—T42T D
=8 MNetWitness PlatformDE& HAKZ R DI+FET .

FE UL—H—N\—LEDtFa)Tq INTFERFTOIREICR DL EHLHYET
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EndpointT—_ b D7YFIL—R

I—CxobhET7YTIL—R 5% 2D TIE. [NetWitness Platform Endpoint T—2 Tk A2
F—IL HARIDOT T=2 b OF7YTTU—F 125 B LTS,
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FYvITU—E OB B D STV a—T12T

ZDtHLa Tl RAR ] Ea—mSRAR OIN—2 3y PYTF—h BEUH—ERDA R —)LEE

LT, @M FEELS S,

IRAR JE2a—IZR R ENBIS— Avt—(2D0VTEHRBALET . b

SO a—TA4 T DR R E TR TELEWTYTIL—R FFA R — LD EHH 515 & (&,
HAZ7— HiR—F [ZER LA hELFEEL.
—EI AT TYTIL— R R (IR E T DA EEE BAHEIRDIS—D STV a—T4V T F IR
[2DOWVCERBALET .

AlmaLinux OSDk 5TV a—T42 7 TE R
deploy admin®/N\RAT—k B3 AR I hT5—
Ayva—k I5—

/\—23Y <version-number>MNE A T5— B/ Wr—C DR E

TYITL—F KB I5—
NERROR)—BE#HITS—

RAMEFH LB IS—

2B WAS a2 N i

NW Serverd 4+ A0/ \yF5& F T5—

YR FAUDLDE FHEDORANBESHITS—
77T L—K % MDReporting Engine & #2 &

ROKRRAS BEIVH—ERDTYTIL—R hF=ET7VTIL—R & IR ETHAEEELIHDHITS—IZD

L

YT RS a—TAV T FIBER B L TOET
Log Collectort—E X
NW Server
Orchestration
Reporting Engine
Event Stream Analysis

Legacy Windows Log Collector

& TIITL—R R IZTFTTSATUORERE TE=HL

EEE |

GRUBT—hr{T42FH T rips=0IZEBLT. 8 TEAHLSIILET .
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. Cohn. ROOATUREFE R LTFIPSEEM ITLET .

manage-stig-controls --disable-control-groups 3 --host-all

{TrIPS=1H"/boot/grub2/grub.ctghoHl R EN-CEFEZRLFET .

HIBRENTULVELME & L. ROOTUREETLET

grub2-mkconfig -o /boot/grub2/grub.cfg

 BERBLET.

 ROOTUREETLCFIPSER MILET .

manage-stig-controls --enable-control-groups 3 --host-all

 BRBLET.

AlmaLinux OSDr STV a—T1 6 R

B AZ LADF L ESIZ, AlmaLinux OSTYF O L—K IR D4DDER 7 1250 1T TE ZBTENTEET .

1.
BRIFTVY A—TAITA—DET . VATLOBREHZHEEL. 7TVI/L—F O EEZRELE
T . oL, REAUR 7RV DR R Fvy Y—IupmZEE A LT, 7vFIL—RRTIZLVDOTHITIZE
MTEFET . (NW ServerDHTHE)
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OJ1FZ IS8 SNFET - /var/log/netwitness/precheck-tool/checklist.log

#) BA1E E- 34 B £ 72— X(NW Server CDHF 4 )

ML T—XP IAENRELIIE S (X ChonnJZHE R LTS,

salt minionA% - /var/log/salt/minion

deployment-upgrade[% - /var/log/netwitness/deployment-upgrade/chef-solo.log

FRBRITTYIIL—FRETIFELDDE S IDH ML ERTLTES. ALEE
TAVR IR TORTLETYTIL—R BT I L &R T THLIBENDTEFEA.

CentOSHSAlImaLinux ~NDOS7VFHL—K

OST7VITL—k DR A DATYTEL T, salthi7yIFIL—RShFES . LT DIAYURERT IS
&L salthiA—23230061Z7 v T L—R Sh TWAZ LE R TEE T

cat /var/log/yum.log | grep salt

UT DEHLAHEDABRER R TEFY . xxx[FREDB K RIVTERLET .
xxx Updated: salt-master-3006.2-0.x86_ 64

xxxX Updated: salt-api-3006.2-0.x86 64

xxx Updated: salt-minion-3006.2-0.x86_ 64

salt-upgrade|Zf RE A’ 515 & &, LL T ZHE B L TF=ELY,

/var/log/netwitness/node-infra-server/node-infra-server.log
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/var/log/salt/master

/var/log/salt/minion

salth\ 7y oL —R ahb &, leapp/AERAHMBHIESNFET .

O41&/var/log/salt/minion C&K R C=FT .

xxx [salt.loaded.ext.module.nw platform:445 ] [INFO ][139407] [1/5]
Searching for leapp config for version: 12.4.0.0

xxx [salt.loaded.ext.module.nw platform:453 ] [INFO ][139407] [2/5]
Retrieving leapp config for version: 12.4.0.0

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'config/12.4.0.0-pre-upgrade.repo’

xxx [salt.loaded.ext.module.nw platform:467 ][INFO ][139407] [3/5] Running
pre-requisites required to perform leapp upgrade

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/netwitnessmigrate/actor.py'

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/netwitnessmigrate/libraries/netwitnessmigrate.py'

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/netwitnessmigrate.py'

xxx [salt.fileclient :1333][INFO ][139407] Fetching file from saltenv
'base', ** done ** 'leapp/addupgradebootentry.py'

xxx [salt.loaded.ext.module.nw platform:500 ][INFO ][139407] [4/5] Running
leapp pre-upgrade

xxx [salt.loaded.ext.module.nw platform:503 ] [INFO ][139407] [5/5] Running
leapp upgrade

(3_80)7“/7”7“&—[3 IR AELEREISOVNTIE. LT ORI STV a—T4J &I bFE
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/var/log/salt/minion

PreupgradeME BA L35 & - /var/log/leapp/leapp-preupgrade.log
pg

Leapp 7V IL—K Nk B LI=1HE - /var/log/leapp/leapp-upgrade.log

leap%?‘yi BLT-15 & . /var/log/leapp/leapp-report.txt|dflE ERK (ZRH T 5 i Fig it
LET®

/var/log/salt/minion| <l leapp 7T L—F #E T | LV B DATH R FSINTHSH 7. &
ATLNBREEL. BIFTHFETIZ20~307 hhdig & HHYET .

FEILT =5, cat /etc/almalinux-releasedV/RZE AL TOSEMEEE T=F9 . Alma Linux!)
J—ZMFK R EINGE MG & (X TooavEfE T 81 IThREY— HR—k [2HER LA HhE<EELY.

F=. UIEB L T7YTIL—RZRJA—LT=5 & (2. WThHDNodeX TRT—42 Al performing

0S Migration]ANFFRE UL £ R REINBEE(E. leappA T EFEFEL T, hREY— HR—k ZER
WE HELEEL.

NWY TR 7 DI2.ANDTYTHFL—K

OSOITHSTE T §5HE NWYTRIT7DT7VIITL—K HE IR S, UIH M gE 3 5FETIZR K30
D HhMET,

NWY IOz 7DT7YTIL—R hBHtRSNdE. RDOTH/var/log/salt /minionlZEE RSN E
ERD

xxx [salt.loaded.ext.module.nw platform:276 ][INFO ][14035] Preparing node
for upgrade to 12.4.0.0

xxx [salt.loaded.ext.module.nw platform:280 ][INFO ][14035] [1/2] Searching
for yum config for version: 12.4.0.0

xxX [salt.loaded.ext.module.nw platform:287 ][INFO ][14035] [2/2]
Retrieving yum config for version: 12.4.0.0

xxx [salt.fileclient :1333][INFO ][14035] Fetching file from saltenv
'base', ** done ** 'config/12.4.0.0-pre-upgrade.repo’
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xxx [salt.loaded.ext.module.nw platform:300] [INFO ] [14035] Upgrading chef
package

xxx [salt.loaded.ext.module.nw platform:300] [INFO ] [14035] Upgrading rsa-
nw-config-management package

EHREEOY(/var/log/netwitness/config-management/chef-solo.log) £f=XUIAS
(/var/netwitness/uax/logs/sa.log) @SR §H5ILHLTEET .
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deploy_admin®Da1—4¥— /SRATJ—FH BB I hTS5—

The deploy_admin user's password has expired. In order to perform a service install or
update, change the user's password in the NetWitness Suite and follow instructions on

Cancel

RE

deploy admin@1—H— /NAT—K DOF $hHA R AT TLVET .

deploy admin@/NRAT—k#)EvbLET . ROEEZEITLET.

1. NW ServeriRAk DA TR DAXU R EETLES .

nw-manage --update-deploy-admin-pw

Please enter the new deploy admin account password: <new-deploy-
admin-password>

Please confirm the new deploy admin account password: <new-deploy-
admin-password>

. nw-manage ——update—deploy—admin—prVDFO)H:'n NEERLT, deploy

admin/SAT—R BT RTDRRAS TIE & [CEHFTINTF-TEEMHERELET . NWHRRMHS
2L TUL\BHN nw-manage --update-deploy-admin-pwad<Y/RDH A IR REIN
TWARIHHDIEH TERELIE S L. BEEE AR INTR Tnw-nanage —-
sync-deploy-admin-pw --host-key <host-identifier>ZZE{TLT. kL=
RAR ENW Server®fe] T/NRTJ—F R HLFT

. AVRN—=IVERIEA =T AN L—2 3012 L=/ Rk £ T nwsetup-tuidIoR &

E1TL. Deployment Password] DT7OL Tk HFk ‘RSN f=5. deploy_adminDFT L LY
INAT—FZAALETS.
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Foon—F I5—

BHA—CaEERL. BH] > RANDEH 125903 5L, Fo0n—R A S
NFINEERTLES

N=030DF0—F T7ADYA XK EL, Fo00—K TR E D615 & HHYFE
¥ Ao 0—F P ISEEOMEARETHE FoO—FFEBLES.

1. BHE/ATLES

2.
RCIS—THE XK LS S (&, [NetWitness Platform7vF I L—K 4R ]DI i<
AN JEa—DoDA T4V K 1 F AR SAY AU 8—DTxAREFE R LI=ATS
AVARIDFRBIZHE ST A7TAA R TEHLTAHTEEN. NetWitnessDE
IN=D30DE Fa AR ]R=DIZBEL . BB O STILY a—T12 T DD
NetWitness Platform®D& HAR &R DITET .

3.
INTELT7YITT—h TEGVGE & [F hAZ7— SRk IZBBLE HEFEEL.

NetWitness Platform 11.x.x.xh511.6.x.x L& IZT‘yjﬁ‘b—lfTéig & . UlZ&kDAT754
O TPVITTU—R AR BRL. 590 0—F IT5— A vt—U AR RTEhET,

1.
avR 542 A8 —TIAX(CL]) T. RDBEEZEITLES.

a.

SSHTNW Serverl Z3E#ELET .
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b. ROATUREEITLET .
upgrade-cli-client --upgrade --host-key <ID, IP address,
hostname or display name of host> --version <version number>
For example:
upgrade-cli-client --upgrade --host-key <ID, IP address,
hostname or display name of host> --version 11.6.0.0

2. NW Server®iIE & (7 VT T—k =5, NW ServerD1— /22 T71—X(ZA5 (4>

LB &m)> xR B 8LET. RRFOBEBER HHTOL TR HE RS
nET.

Y—I)LN—D RAFDBERE; ] E0)0ILET

O T RTHHRRARZEL—F— 18—/ ANSE ET7YTITL—FKTBIZE. RD
FIEEEITLET

1. BEF&HYIZ17nI0 BHERE]IZ7)0ILET.
KRR DT YTTU—RHE T 5L RAL DB EEZR HHAvE—UDRRS
nEy.

2. W—IbI\—0 KRR DBERE |7 )vILET .

57 7T U—FDEEDFS I a—T47



TvITIL—K HAF

IN—3<version-number>NDE A IS5— B H/ Wr—COF B

Initialize Update Package for RSA NetWitness Platform

Initialize Update for Version <version-number>

A Error deploying version <version-number>

[/3—2 3> <version-number>MiE A 1 [ZT5—AFE A LEL ) DIS—IEE Fr/ \wr—2
MEEIELTWAE &I, E 5 1) W e 12910990 1=% T. NetWitness PlatformDFE
=20 | 4 7OJ IR REShET .

1.
BALB1 &0 )L THAAT7RIERLET
2.
RTF—=U0 TANEoIN—D3y THIVEEEIBRLET .
3.
salt-master F—EADNE T IN TSI EEHEELET .
4. BH =D DzipI7AINERT—I 0T I WVAIZBIE—LET .
5.
RAM ] Ea—DY—)Lii—T. EHOERIZBEERRLES.
4 Update ~ @& Discover
Update Host
Check for Updates
6. BEFHOMIAL]IZ0)vILET.
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7. V—ILIN—0 B> HBACDEHIEIIVILET.

8. BE®HYIF(470I/T BHOBEKIZI)IILET.
RANDEFHAT T 5L RAFDBREZRDIAVE—C AR FTINES.

9. Y—)LI\—D HRAFDBEEE ] EI)ILET.

TYITU—F &R IS5—

N=2aV L6 ITE #H L&S5ET HE. R DL IS—H0YIH hehFT.

FATAL: Chef::Exceptions::Package: yum_package[rsa-protobufs-rt] (rsa-
audit::packages line 11) had an error: Chef::Exceptions::Package: Mo version
specified, and no candidate version available for rsa-protobufs-rt

RRk EIZAVRR—)LEnfz— 8 DAVR—R Uk BHRA L EJUR pm T ( Hotfixax A~
AR—=ILLIZERE) .

COMBEZBRRTBICE. L TOFIRERITLET

1. SSHTNetWitness Serverl Z#E &t LET .

2. ROARVREERATLT, AVR—FRUb TARIIVTZ TJ7AILDTAL I )—IZFEL
F9.

cd /etc/netwitness/component-descriptor/

3. ROAXUKRZEEFTLT, AViR—RUk TARDVTR J74IVEREET .

vi nw-component-descriptor. json

4, hARBLEIR rpmZEA AR —)LL fzavR—3 2k Dl packages | EOa R B LE
T o ROBI X hRZ L EJLR rpmZ A Ak —)LL 1= concentrator | TR Ak D7 \/r—
DFMERLTOET.

“concentrator”: {
“cookbook name”: “rsa-concentrator”,
“service names”: [“rsa-nw-concentrator”],
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“family”: “launch”,

“default port”: xxxx, “description”: “Concentrator”,
“packages”:[{ “name”: “rsa-nw-concentrator”,

“version” : “11.6.0.0-2003001075220.5.cecf24b.e.17.centos”

Hy

5. packagest i avDN—UaNFRETANTUNLIXFEZS D) HIBRLET . ROHI .
N—23U1E R ZHI BR LT=1& Dpackagest2723> T,
“packages”: [{
“name”: “rsa-nw-concentrator”

by

3 ‘Admin ServerWaAVIR—R Uk TARDVTAT. HAZL EIE pmEA VAR —)LLT=
FTRTORRS DNN—D 3 NEREHEI R T D2LELAHYET .

6. 7VIJL—F TJOtEREBEETLET.

NEBIRIN)—BEHFI5—

LT A#FH LLINA—DaV[CEFHILESET HE RDEIGEIT—HDFELELFT
.Repository 'nw-rsa-base': Error parsing config: Error parsing
"baseurl = 'https://nw-node-zero/nwrpmrepo /<version-number>/RSA'":
URL must be http, ftp, file or https not ""

38 of=/ \AHME E ShELT=.

ROBFHREERLETT

e URLANW ServerrkA+ EIZFHE T 5.

o ELLIVNRZFERAL. AR—XZHIBRL TS
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RAFEHF LR IS—

Update for <host>

Error updating host <ip-address= to version <version-numbers.
Check the logs. See Troubleshooting Version Installations and
Updates for more details.

TYIT—h "—UavERIRL. PYIT—h] > RRMOPYIT—R oy 5E. 4
JrB—k JOvREE DI LETH, 7YIT—F TOLREEBRLES.

l. RRRADN—DaVEHOBERAEZBERITLES.

BE L W CHE RRINTT .

. INTEHLLIA—2auT7 YT T—h TELRME & [F ROFIEEETL TS

Ly,

EITEEIINW Server E DR DATEERLET (FEX X IR SAUhBtail -
fARRERITLED)

/var/netwitness/uax/logs/sa.log
/var/log/netwitness/orchestration-server/orchestration-server.log
/var/log/netwitness/deployment-upgrade/chef-solo.log
/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-stacktrace.out

IS—FINoDAT DD ELEDL IDITR RENFT .

. INTETYI T EERATERWME S 1T, LR ORTY2005ZRELT. HA

H7— PIR—F IZHR- WE HELSES.

BHON—TavERRL, BH]> BEHOER] 200095, EREGLIIS— 2y
T—UNKRRENFET. TORER | Live —EX~DER TR B LET.
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https://community.netwitness.com/t5/support-information/how-to-contact-netwitness-support/ta-p/563897

FYFIL—F HAE

LiveTAMEB AR $HLEHRLET .

E’ E?% ) > VATL] > B ] Thitps://update.netwitness.com/RSA-netwitnessz 5 #f

BB Y —/\—|SSHTHEH LT, /etc/default/jettyZ/ \WIP7YILET .

/etc/default/jetty CIAVA OPTIONSDXK B IZHBR DI )—ZEFHLET

JAVA OPTIONS=" ${ JAVA OPTIONS } o=
Drsa.nw.legacy.web.server.system.update.repo.url=https://update.netw
itness.com/RSA-netwitness/ -
Drsa.nw.legacy.system.update.auth.url=https://update.netwitness.com/

authenticate "

jetty P—ERZBEEHLET . ROATUFEETLET.

service jetty restart

BH/ YRR I5—

’"—=2axxxxxDFVIT—k O H 1L
ROTITT—k 15— R DWW FEEA

NetWitness Linkhs s Swhr—o &A™ 0—K L TFEaEL

[ROEFH 15— R OMERA L. FRM Ea—hoA 75/ THRANEEH T
BIF [, RT—D 2 THVE—IZR YL r—UhidhHE. NetWitness PlatformD3E
Hr—C o0 1 g 7adIck TEnET.
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TvIIL—k 4K

NetWitness PlatformDE 87/ \r—S DFI R | 547045 T NetWitnessa=2=
TA—INS/ N —2% A O—R &9 oL ET . o
BIRLI=/\—230DFE #H 774 ILHE ENNetWitnessAZ A =T 4— R—UNKRRTINFE
ERD

ATV THNFITR VBV S r—DERIRLES . ‘ ‘
NetWitness Platform 7Y 57—k /S0r—C QAL | 54700 E. 79T T7—
b 1 —2 %W B E T HE N TE LAV E—DU AR RTEINFET .

NW Serverkl 4% A0/ 73 i T5—

Is— /var/log/netwitness/orchestration-server/orchestration-server.logT.
Ay ROESEIS—hFEE LEL .
4+—  API|Failure /rsa/orchestration/task/update-config-management
>3 [counter=10 reason=IllegalArgumentException::Version 'll.x.x.n' is
not supported
NW ServerRAk D/ 3—23 B # L1=1& T. NW Server A 5% DF XTORAL ZR L/ \—
DAVICEH T IR BEIHBYET . 12EZ(E. NW Serverw11.4.0.05511.6.0.0LL [ [T #79
B 5L, NW ServerLl 5t R DM — DFE /R (& [ L/ A—2a( DFY. 11.6.0.0) 21+
TY o NW Server A+ 7R Z 5l D/N—D32(F2EZE, 11.4.0.0511.4.x.x) [TEH L&
IETBE COIF—MNRIREINFT .
ROVITNOERITLES .
g* o NW ServerlA#t DR Z11.6.0.0LL B ICE#H LET .
o NW ServerA#f DA EBE FHLFEBA(BREDN—2a0%F i+ .
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AU SAUDLDE #Hi $ ORANBER IT5—

RAREATZAVTEHLTI)T— LRI —H— 13T/ RITRRARE)T—
FFBEIAVE—TUHRTEINET

[J  SA Server IP-Address n version-number Reboot Host

LEROIS—IE. CLIZERALTGRRANEB R THERELFT . RANEHEEH T
[2IE A—— A 8—DzAREFE AT I ELHBYET.

A—H— AB—TAAD FTAF]E2a—THRANEJT—FLET .

775 L—K # MDReporting Engine & it B)

11473 EDLXxDN\—D3511.6LL R IZ7Y T L—k L1z . Reporting Engine —E R4
BEmICEESNEZH A KBERBYRTIHEEIHYVET.

F4T Fr—h | 75—k AT—3X, LiR—k RT—RADT—HAN—R T71)VHEHEL . IE
B (ZO—F TEGVVE REE A HYFET .

ORI EZMERTBICL. LT OFIRERITLET .

EDT—AEAR—R T7AILHIEIE L TWNAOEREELET .

/var/netwitness/reserver/rsa/soc/reporting-engine/logs/reporting-

engine.logDI7AIVERHE. RODTOVIEERLET

54T Fro—bk DdbT7AILHEEIE LTI & &, XOOIhRRINET.
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Attempt Failed!!l! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
more than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2,jdbc)dbcSQLException: File corrupted while reading record: null. Possible solution: use the recovery tool
[90030-196]

at org.h2.message.DbException.get)dbc5QLException(DbException.java:345)
at org.h2.message.DbException.get{DbException.java:168)

org.springframework.beans.factory.BeanCreationException: Error creating bean with name
‘chartSummaryDAOImpl: Invocation of init method failed; nested exception is
com.rsa.soc.re.exception.ReportingException: java.sgl.5QLException: Connections could not be acquired from the
underlying database!

T7—b RT—B2ADIT7AILHEIEL TSI S (L. ROATHRREINFET .

Attempt Failed!!! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
more than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2.,jdbcJ)dbc50LException: File corrupted while reading record: null. Possible solution: use the recovery tool
[90030-196]

at org.h2.message. DbException.getldbcSALException(DbException. java:345)
at org.h2.message.DbException.get(DbException.java:168)

org.springframework.beans.factory.UnsatisfiedDependencyException: Error creating bean with name
‘alertStatusHandler’: Unsatisfied dependency expressed through field "alertExecutionStatsDAQ'; nested exception
is org.springframework.beans. factory. UnsatisfiedDependencyException: Error creating bean with name
‘alertExecutionStatsDAOImpl': Unsatisfied dependency expressed through field
‘persistedAlertExecutionStatsDAQ"; nested exception is
org.springframework.beans.factory.BeanCreationException: Error creating bean with name
'persistedAlertExecutionStatsDACImpl'

Lik—hk RT—2ZDdbT7 VAR L TLSE & [F. ROOTARTENET .

org.h2.jdbc.JdbcSQLException: File corrupted while reading record:
null. Possible solution: use the recovery tool [90030-196]

2.
4T Fr—b T—ER—R T7AI\DBEEHERTHITE. ROFIEERTLET .

Reporting Enginetr—ERZEF L LFET .
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b.

livechart.mv.dbZ7A )& /var/netwitness/reserver/rsa/soc/reporting-

engine/livecharts7AIADL—FMBIGEFICEBHLET.

C.

Reporting Engine—EXZHB R EILET .

;1_ COFIRERITIEE — B DT Fr—h T—ENKONHAREE AHYFE

3.
75—k ATF—RRFEIELIR—k RTF—ERR T—ER—R T7/ )LD B R R I 5IZ

X ROFIEZETLET
a. Reporting Enginet—ERX%FE 1L LET

b. BB LT =dbTI7A L% /var/netwitness/reserver/rsa/soc/reporting-
engine/archives 74 FIZHBDE T Dalertstatusmanager.mv.db I 7 ILEIE
reportstatusmanager.mv.do 77 ILCE M AET .

c. Reporting Enginett—EXZHBEEILET .

M I OLTIX. FLyP A—XEE Z Reporting Engine restarts After upgrade to NetWitness
Platform 11.41%25 B L TZELY.

IN—=23011.6 LA IZ7Y T L—K LT=#& T. Reporting Engine—EXHNBE 2 B SN FE
A,

Reporting Enginet—EXI&. R DWVTNAIDE A ICKYE B LA LMG & HIHYFET .
- workspace.xmIHVE F SN TLVELY.

- livechart h2T—2~N—XCTHFfE AVIE LKE B EN TLVELY,
- JCR(Jackrabbit Rk 1)) BN T54<1) +—& R THE LTS,
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https://community.netwitness.com/t5/netwitness-knowledge-base/reporting-engine-restarts-after-upgrade-to-rsa-netwitness/ta-p/676705
https://community.netwitness.com/t5/netwitness-knowledge-base/reporting-engine-restarts-after-upgrade-to-rsa-netwitness/ta-p/676705

TvIIL—k 4K

fRIRE

C O 78 %% iR 97 BIZIE. Reporting Engine—E XMV Xk —)LEN TLVHAdmin
Server_E TReporting Engine#% 1T71)J/1/\!) Y—) rsa-nw-re-migration-
recovery.sh) ZETLET

X Reporting Engine® 1T D/ \)— U—)ULR DG T IZHYET -
/opt/rsa/soc/reporting-—engine-<version number>-<Tag>/nwtools
i

/opt/rsa/soc/reporting-engine-11.6.0.0-<Tag>/nwtools

1.SSHTNetWitness Serverl 3E#E LET .

2. R MDAk %3E 17 L TRE( Reporting Engine) Y—)L&f# ELET .

tar -xvf rsa-nw-re-recovery-tool-bundle.tar

3(ATLav) Bl DTALIR VIZREY—IL J7AIVEfR R T BI5 A (& T4LIN)EE R
LTCREY—ILEfEETEEFS . ROAIUKREETLET

mkdir <NAME OF THE DIRECTORY>
tar -xvf rsa-nw-re-recovery-tool-bundle.tar --directory <PATH OF

THE DIRECTORY>

4ROARREETLTRIVINEETLET
./<PATH OF THE DIRECTORY>/rsa-nw-re-recovery-tool.sh

FHMIZOLTIE, 7Ly R—XEE E [Reporting Engine Migration Recovery Tool | %
SR LTI,

Log Collecto r'U'_EX( nwlogcollector)

Log Collector®A > Ak —)L B[, nwlogcollector—EREE TLTLVSHRRN £ D
/var/log/install/nwlogcollector install. logld%ﬁéhij_o

<timestamp>.NwLogCollector PostInstall: Lockbox Status : Failed to
open lockbox: The lockbox stable value threshold was not met because
the system fingerprint has changed. To reset the system fingerprint,

open the lockbox using the passphrase.

B # % . Log Collector®LockboxZ[i {CEMTEFERATLT=.
NetWitness|ZA%4' 4L . Lockbox®Stable System ValueZ'J4Zvh §5Z&(2kY. L RT L

IR D H—T)URE IR LES . EHICOLTIE. [OSUN &E O A /K Dl Lockbox®
K X )T4ETE DX |~ Ev(28 A Stable System ValueDJEYk |25 3055 B L
TLIZELN.
67 T7YITIU—F OB EDF ST a—T427




FYFIL—K HAE

I5—
Ay )

>

iR
E

<timestamp> NwLogCollector PostInstall: Lockbox Status : Not Found

B # % . Log Collector®Lockboxh'& f SN TLVEE A .

Log Collector@LockboxZ{# F 9 %15 & (&, NetWitness|ZA5' 1L . Lockbox &4 Al LE
9, B IZDULTIL, [ A7UR 5 D& B 51 F | Ol Lockbox D27 158 & Dl AL | ~
EvozES B L TIEL.
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I-5— <timestamp>: NwLogCollector PostInstall: Lockbox Status : Lockbox

Ay maintenance required: The lockbox stable value threshold requires
+— resetting. To reset the system fingerprint, select Reset Stable
:/‘ System Value on the settings page of the Log Collector.

EE  Log Collector®LockboxMStable System Valuelf fE 21—ILk Z)Evb T ENHYE
ER

ik NetWitness|20%' 4L . LockboxMStable System Value®/\AT—k %ty LEY . ¥ #
P (22Tl T ATUR 5 DI B B F ) O Lockbox X2 T8 E DA |~ EvyizhD
[Stable System ValueD'Jtvh |45 30%5 B LTSS,

TI= DecoderA AR DIR E BT L ESELET AL B LET .

t_ Aug 27 01:44:41 nwdecoder MwDecoder[8@52]: [Decoder] [failure] The PF_RING
S driver is not installed.

_ BEHRMDPF_RINGFvTF+( CentOS) ZfE AL . 12.4( AlmaLinux) ICE#E7YIIL—F ¢
RE 215 & . Decoder¥vIFvEk (L THYES . £F. PF_RINGT/ A REDPDKIZH 17
LTHhSTYIIL—F 32 BELNHYFET .

@k CORMEZEMRTICE. LT OFEERTLET.
;3

BITFIBIZOWLTIX. TPF RINGT /A ZZDPDKIZH5 179 5125 B LTLEEL,

NW Server

—homOSE. NW Server@7R A £ D /var/netwitness/uax/logs/sa.loglZEERAFENFET .

TYvTIL—R#E . ROVTIIDR RENFET .

ME
BEEOIMN JO0—/NUEE ISR E SN L IEREShTOERA.
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T7vFJL—F HAF

RDOAyt—hsa. logliR xS FELT=.
Syslog Configuration migration failed. Restart jetty service to fix
this issue

NW Server®Z O—/NLEE B R TF 1. 11.4xxF=IX11.5.xxHD511.6.0.0LL [F ~DFE1TIZ
L BRLFELT.

1. SSHTNW Serverl ZE#HLET .

2. ROARVRERTLEYS .

orchestration-cli-client --update-admin-node
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Orchestration

Orchestration Server®A% (&, NW ServerrR Ak £ D /var/log/netwitness/orchestration-
server/orchestration-server.loglZEEFRAFNFET .

RE

b

>

1. JENW ServerrRARE 7T I L—F L&ESELFELEM. KB LELT=.

2. CORARDTYITTL—FEBRITLELASA. BEERBLELE.

orchestration-server. log(:;ﬂ DA VE—U MR EFEINET .

"'file' wvirtual returned False: cannot import name HASHES""

TvFTL—KRIZR L LT=FENW ServerrR Ak Tsalt minionA7vF7 S L—K&h. BiEE£ g sh
TULEWVATREE AHYET .

1. 7T —FIZ&R B LT=IENW ServerrRAF IZSSHTE#HE LFT .

2. ROARNEERITLET.
systemctl unmask salt-minion
systemctl restart salt-minion

3. JENW ServeriRRk D7 VT L—REBHTLET .

12.0 LRI DIN—230 D512, 4127V T T L—R SN-E B Y—/\—(/—F0) [ZFF LLM2.4a7
/=R XEAVAL—ILL TH—4 Rk L—39F % &, Concentrator. Log Decoder+ Log
Collector. Archiver. Decoder. Appliance. Workbench. Warehouse Connector. BrokerZs &M
a7 H—EXA BE] > KRMEa—0 H—ER]FIFETITATELTRRINES . £
DFER . UITA7 Y—ERIZTFVERATELELBYET .

OB IE. # LAV AR —=)LENTF=(12.0LL BT D/A—230 s 124127 YT L—R S
Mofz) 124 BH—N\—It LTHLULNM2.4a7 /—KRXEA—HSRARL—230 LTSS S
[ZIFEZ & LFEEA

12437 /—K Xl 7vFIL—KRanht=12 48 B H—/\— RAM I CEEA—5 AN L—23Y
SNTWBIEE . FSRAMETZDH & D/ —K0/—F EF BB 2 Tl3A{SAH—/\—E F O BF

71
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EEFERALEY.

12437 /—KXKARET—k R SYTLTH— AR L—230F BRI, ROATRE
ETLET.

mkdir -p /etc/netwitness/platform

touch /etc/netwitness/platform/nw-upgrade-mode

COME 8 % (F. £ 5 OE B K ([EE K1) ERFVTLIE S ISOAFE T LTS,
12.4a7 /j_—F‘X;kxb #)—hkRASYTILTAH—HSRAL—2a L= T, X DAY R %E
ETLET.

touch /etc/netwitness/platform/nw-upgrade-mode

6 3

nw-manage --refresh-host --host-key <core-node-x-salt-minion-uuid>

systemctl restart <core-service-name>

3

4.

-I7M)/etc/salt/minionZd S BB L T<core-node-x-salt-minion-uuid>& &R D
[FTLEEELY,

- nwarchiver( Archiver) . nwdecoder( Decoder) - nwlogcollector( Log Collector)
nwappliance( Appliance) - nwconcentrator( Concentrator) - nwlogdecoder( Log
Decoder) - nwbroker( Broker) - nwworkbench( Workbench) . nwwarehouseconnector
( Warehouse Connector) 72 EDTAT H—E R4 F<core-service-name>TA N T
EMHYFT .

Reporting Enginet—E'X

Reporting Engine M # 04/ 1&. Reporting EngineZ3E 1T L TLVDRAM £ D/var/log/re
install.logZ7MIURFSINFET .

I5— <timestamp> : Available free space in /var/netwitness/re-

Aw server/rsa/soc/reporting-engine [ ><existing-GB ] is less than the
+— required space [ <required-GB> ]
9
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Reporting EngineDRE # (&, + 7 BT AV I AVELV=0OITR BRLEL =

O Av—S([TRENTVBBBERB EBICEDETT(AYVEBERBMLETS . T(RY
4B 18 2R T B 3% 12D Tl [Reporting Enginef& 1R | T A XDK ELELAR—
M T3 i T 5 T=DAR—RDEB M |45 BB L TEEL.

Event Stream Analysis

N—23V124LL B 127V T L—F L1=#% T\ ESA Correlationt—/\— (3t R Sh =7 —
B Y—ADBDANUERE LERA.

Invalid username or password at
com.rsa.netwitness.streams.base.RecordSourceSubscription.run

(RecordSourceSubscription.java:173)

CORBEZRRTHICUT. LT OFIRZRTLET

NetWitness 1—H— /R 71—RAT. XRDFIBZETLET.

1. B(#RR) > BI)P—]> BUFY] > Event Stream Analysis] > F—4% Y—2X]
IZBBELET.
F—4a V—R] I RIHR RESNET.

2.
T—32 V—REERL T, Y—IL\—T F—E2Y—ROEE &7 )ILET.

F—aY—ADWE | 5470 WK RTEINET.

F—AY—RADWE | 54705 T. ROVTIHIEETLET .

EHETELRE | ZERLES

BB oERIZZRLT. 2——RB L XRT—FEAALET.
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4. BHEOTRN]E9)99L T, ESAY—ERLBE TEAILEHRLTHS. DK%
2)OLET,

FE BEEINITRTOT—E V—RIZDWT, BTk OF IEEETLES .

5. TR Y—AANDEEMNTE T LIS, TR Y—R]/IS\RILTHRELET—H V—R
[ZBEE T IO TR I RTDIEEFEALET.

Legacy Windows Log Collector

SAZ12.4/\—23uIZ7vFJL—K L. Legacy Windows Log CollectorZ11.6.xFEF=[&11.7.x
IN—2auN 7Y T L —R L=t T. Legacy Windows Log CollectormIE 7OT4TEL TR
~Ehbd.

REYIM2.4ZFYvTIL—R ENh B L. Legacy Windows Log CollectorHSIE 7747 EL T
REEND.

SA/—KR TOIEBRZEDE -

[ 7Y L—F # DRARYDE 1T 1Dl Legacy Windows Log Collector 1% BB L TZ&LN.

ESANSTIL a—T4 78R

ESAIL—IL7S5—h ZERL7E LY
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2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [alert, alert id,
browserprint, cert thumbprint, checksum, checksum all, checksum dst, checksum
src, client all, content, context, context all, context dst, context src, dir_
path, dir path dst, dir path src, directory, directory all, directory dst,
directory src, email dst, email src, feed category, feed desc, feed name,

file cat, file cat dst, file cat src, filename dst, filename src, filter,
function, host all, host dst, host orig, host src, host state, ip orig, ipv6_
orig, OS, param, param dst, param src, registry key, registry value, risk,
risk info, risk suspicious, risk warning, threat category, threat desc,

threat source, user agent] are still MISSING from multi-valued

H—EOE & Ayt—2 0f|

2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [accesses, context target,
file attributes, logon type desc, packets] are still MISSING from single-
valued
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