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Contact Information

NetWitness Community at https://community.netwitness.com contains a knowledge base that answers common
questions and provides solutions to known problems, product documentation, community discussions, and case
management.

Trademarks

RSA and other trademarks are trademarks of RSA Security LLC or its affiliates ("RSA"). For a list of RSA
trademarks, go to https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are trademarks of their
respective owners.

License Agreement

This software and the associated documentation are proprietary and confidential to RSA Security LLC or its
affiliates are furnished under license, and may be used and copied only in accordance with the terms of such license
and with the inclusion of the copyright notice below. This software and the documentation, and any copies thereof,
may not be provided or otherwise made available to any other person.

No title to or ownership of the software or documentation or any intellectual property rights thereto is hereby
transferred. Any unauthorized use or reproduction of this software and the documentation may be subject to civil
and/or criminal liability. This software is subject to change without notice and should not be construed as a
commitment by RSA.

It is advised not to deploy third-party repos or perform any change to the underlying NetWitness Operating System
that is not part of the supported NetWitness version. Any such change outside of the NetWitness approved image
may result in a service or functionality conflict and require a reimage of the NetWitness system to bring
NetWitness back to an optimized functional state. In the event a third-party repo is deployed, or other non-
supported change is made by the customer without NetWitness approval, the customer takes full responsibility for
any system malfunction until the issue can be remediated through troubleshooting efforts or a reimage of the
service.

Third-Party Licenses

This product may include software developed by parties other than RSA. The text of the license agreements
applicable to third-party software in this product may be viewed on the product documentation page on NetWitness
Community. By using this product, a user of this product agrees to be fully bound by terms of the license
agreements.

Note on Encryption Technologies

This product may contain encryption technology. Many countries prohibit or restrict the use, import, or export of
encryption technologies, and current use, import, and export regulations should be followed when using, importing
or exporting this product.

Distribution

Use, copying, and distribution of any RSA Security LLC or its affiliates ("RSA") software described in this
publication requires an applicable software license.

RSA believes the information in this publication is accurate as of its publication date. The information is subject to
change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." RSA MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE INFORMATION IN
THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

Miscellaneous

This product, this software, the associated documentations as well as the contents are subject to NetWitness’
standard Terms and Conditions in effect as of the issuance date of this documentation and which can be found at
https://www.netwitness.com/standard-form-agreements/.

© 2024 RSA Security LLC or its affiliates. All Rights Reserved.
July, 2024
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Release Notes

What's New in 12.4.2.0 Release

The NetWitness 12.4.2.0 Release Notes describe several defects, critical security patches for
vulnerabilities reported, upgrade paths, fixed issues, known issues, build numbers, and self-help
resources.

Fixes and Security Patches

The following sections are a complete list and description of fixes and security patches:

Platform

NetWitness User Interface

Event Source Management (ESM)

System Management Service (SMS)

Legacy Web Server

Security Updates

To locate the documents that are referred to in this section, see

https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-
p/676246.

The Product Documentation section has links to the documentation for this release.

Platform

AlmaLinux OS Upgrade: When you upgrade to the NetWitness 12.4.2 version, the system will be
automatically migrated to AlmaLinux 8.10 version. The NetWitness Platform 12.4 upgrade process is
an automatic in place upgrade of both the operating system and NetWitness software. You do not
have to follow any specific procedure for upgrading the operating system to AlmaLinux 8.10.

Kernel updates fail to generate the required initramfs and vmlinuz binaries which are equivalent to the
latest kernel required for booting the OS. This can lead to a kernel panic state if the node is rebooted
without these files and can cause a NetWitness upgrade failure. This issue is now resolved in the
12.4.2 release.

HTTP Strict Transport Security (HSTS) is an optional response header that can be configured on the
server to instruct the browser to communicate only via HTTPS. The remote HTTPS server does not
enforce HSTS in the NetWitness user interface, and vulnerability scanners have flagged this on a few
ports. The absence of HSTS makes it vulnerable to downgrade attacks, SSL-stripping man-in-the-
middle attacks, and weakens cookie-hijacking protections. This issue is now resolved in the 12.4.2
release.
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NetWitness User Interface

o The event time of Critical and High Alerts displayed on the Host Details view is incorrect. Also, an
error message "Unable to fetch events, server may be down or inaccessible" is displayed. As a result,
the High alerts are not rendered in the NetWitness Ul This issue is now resolved in the 12.4.2 release.

o Unable to log in using AD accounts (Applies for PAM and Netwitness users) after upgrading to 12.4
when the user has more than one role, and the default landing page is not springboard. This issue is
now resolved in the 12.4.2 release.

Event Source Management (ESM)

The Event Source Management server allows manual mapped parsers along with other parsers, which
creates inconsistencies in parsing the logs. This issue is now resolved in the 12.4.2 release.

System Management Service (SMS)

o The total number of events on the Event Sources tab and Investigate page do not match. Some of the
events are missing in the Event Sources list. This issue is now resolved in the 12.4.2 release.

o ESM alarms from log sources are not received after upgrading to 12.3.1. This issue is now resolved in
the 12.4.2 release.

o Even after deleting events from Event Sources, some events appear again in the Event Sources tab.
This issue is now resolved in the 12.4.2 release.

o Importing the attributes from the CMDB to the event source on ESM causes the ESM database to get
corrupted. This issue is now resolved in the 12.4.2 release.

Legacy Web Server
No results appear when viewing the Investigate page and attempting a Context Lookup for a value.

Context Lookup issue is detected only on the Investigate Navigate and Legacy Events page. This issue
is now resolved in the 12.4.2 release.

Note: This issue is not observed on the Investigate > Events page.

Security Updates

Addresses the latest security vulnerabilities reported against various libraries the NetWitness Platform
uses, including two critical (CVE-2023-6816, CVE-2016-1000027), 36 major, 97 Moderate, and 16
minor vulnerabilities.

IMPORTANT: It is crucial to adhere to security best practices by avoiding the deployment of an
Admin server node on a public IP address. This precaution is essential to mitigate the risk of potential
directory traversal attacks, particularly through vulnerable endpoints such as /nwrpmrepo and
/service-mappings.json files. These files contain sensitive information including private IPs,
RPMs, and other executables, which must remain strictly restricted from exposure to the internet.
Implementing this safeguard helps prevent unauthorized access to internal NetWitness environments.

For more information on Security Fixes, see https://community.netwitness.com/t5/netwitness-platform-
advisories/ct-p/netwitness-advisories#security.
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Upgrade Paths

The following upgrade paths are supported for NetWitness 12.4.2.0
o NetWitness 12.4.1.0 to 12.4.2.0

o NetWitness 12.4.0.0 to 12.4.2.0

o NetWitness 12.3.1.0 to 12.4.2.0

o NetWitness 12.3.0.0 to 12.4.2.0

o NetWitness 12.2.0.1 to 12.4.2.0

o NetWitness 12.2.0.0 to 12.4.2.0

For more information on upgrading to 12.4.0.0, see Upgrade Guide for NetWitness 12.4.2.0

IMPORTANT: If you want to upgrade from 11.7.x or 11.7.x.x versions to 12.4.2.0 version, you must
first upgrade to 12.2.0.0 or 12.3.0.0 version before upgrading to 12.4.2.

IMPORTANT: The Warehouse connector uses a lockbox to store credentials securely for data
integration sources and destinations. However, users upgrading from earlier versions to the 12.4.2
version cannot start the configured streams without migrating their existing credentials in the new
lockbox. As a result, users must manually create a new lockbox key and then refresh the password for
their sources and destinations configured in Warehouse Connector, wherever applicable. For detailed
instructions on creating the new lockbox key, refer to the Warehouse Connector section under the
Post Upgrade Tasks in the Upgrade Guide for NetWitness 12.4.2.0.

Product Version Life Cycle for NetWitness Platform

See for Product Version Life Cycle for NetWitness Platform a list of versions that reach End of Primary
Support (EOPS).
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What's New in Previous Releases

The section provides new features and enhancements for all supported previous releases.

For more information, see https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-
in-previous-releases-12-x/ta-p/695650.
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Fixed Issues in 12.4.2.0 Release

This section lists issues fixed in 12.4.2.0 version.

For additional information on fixed issues, see the Fixed Version column in the NetWitness® Platform
Known Issues list (https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-
platform-known-issues/ta-p/571872) on NetWitness Community Portal.

Platform Fixes

Tracking

Description

Number

ASOC-153793 The remote HTTPS server does not enforce HSTS in the NetWitness user interface,
and the tenable scan flagged a few ports.
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Known Issues in 12.4.2.0 Release

Issues that remain unresolved in this release are documented in the NetWitness® Platform Known Issues
list on the NetWitness community portal: https://community.netwitness.com/t5/netwitness-platform-
known-issues/netwitness-platform-known-issues/ta-p/571872
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Build Numbers for 12.4.2.0 Components

The following table lists the build numbers for various components of NetWitness 12.4.2.0

NetWitness Admin Server

NetWitness Advanced Analytics
Content

NetWitness Advanced Analytics
Server

NetWitness Appliance
NetWitness Archiver
NetWitness Audit Plugin
NetWitness Audit RT

NetWitness Bootstrap

NetWitness Broker
NetWitness Carlos RT
NetWitness Cloud

NetWitness Cloud Connector
Server

NetWitness Cloud Link Server

NetWitness Collectd
NetWitness Collectd SMS

NetWitness Component
Descriptor

NetWitness Concentrator

NetWitness Config Management
NetWitness Config Server

NetWitness Console

rsa-nw-admin-server-12.4.2.0-
240329015725.5.6589edfa.el8.alma.noarch.rpm

rsa-nw-advanced-analytics-content-12.4.2.0-
240320123655.5.9bc2575.el8.alma.noarch.rpm

rsa-nw-advanced-analytics-server-12.4.2.0-
240320123619.5.9bc2575.el8.alma.noarch.rpm

rsa-nw-appliance-12.4.2.0-12890.5.2880c9889.e18.x86_64.rpm
rsa-nw-archiver-12.4.2.0-12890.5.2880c9889.¢l8.x86_64.rpm
rsa-audit-plugins-12.4.2.0-4899.5.8db60535a.¢18.noarch.rpm
rsa-audit-rt-12.4.2.0-4899.5.8db60535a.e18.x86_64.rpm

rsa-nw-bootstrap-12.4.2.0-
2405060639.5.651503¢.¢el8.noarch.rpmm

rsa-nw-broker-12.4.2.0-12890.5.2880c9889.e18.x86_64.rpm
rsa-carlos-1t-12.4.2.0-2800.5.972e9644a.e17.x86_64.rpm
rsa-nw-cloud-12.4.2.0-12890.5.2880c9889.e18.x86_64.rpm

rsa-nw-cloud-connector-server-12.4.2.0-
240321102321.5.1b197cc.el8.alma.noarch.rpm

rsa-nw-cloud-link-server-12.4.2.0-
240327011149.5.6f5182a.el8.alma.noarch.rpm

rsa-collectd-12.4.2.0-4899.5.8db60535a.¢18.x86_64.rpm
rsa-collectd-sms-12.4.2.0-4899.5.8db60535a.¢18.x86 64.rpm

rsa-nw-component-descriptor-12.4.2.0-
2405100435.5.7d95935.el8.noarch.rppm

rsa-nw-concentrator-12.4.2.0-12890.5.2880c9889.e18.x86 _64.rpm

rsa-nw-config-management-12.4.2.0-
2405070605.5.6508cf0.el8.noarch.rpm

rsa-nw-config-server-12.4.2.0-
240418024620.5.£508235.¢l8.alma.noarch.rpm

rsa-nw-console-12.4.2.0-12890.5.2880c9889.¢18.x86_64.rpm
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NetWitness Content Server
NetWitness ContextHub Server

NetWitness Correlation Server
(ESA)

NetWitness Dashboard Content

NetWitness Decoder

NetWitness Decoder Analytics
Content

NetWitness Decoder Content
NetWitness Deployment Upgrade
NetWitness Endpoint Agents

NetWitness Endpoint Broker
Server

NetWitness Endpoint Decoder
Analytics Content

NetWitness Endpoint Server
NetWitness Investigate Server
NetWitness Legacy Web Server
NetWitness Log Collector
NetWitness Log Collector
Content

NetWitness Log Collector Perl
NetWitness Log Collector Tools
NetWitness Log Decoder

NetWitness Log Decoder
Analytics Content

rsa-nw-content-server-12.4.2.0-
240327021247.5.43b3cd86.el8.alma.noarch.rpm

rsa-nw-contexthub-server-12.4.2.0-
240423054927.5.69c25f6¢c.el8.alma.noarch.rpm

rsa-nw-correlation-server-12.4.2.0-
240502102353.5.035b8fal.el8.alma.noarch.rpm

rsa-nw-dashboard-content-20231220155210-5.noarch.rpm
rsa-nw-decoder-12.4.2.0-12890.5.2880c9889.e18.x86 _64.rpm

rsa-nw-decoder-analytics-content-20231220155210-5.noarch.rpm

rsa-nw-decodercontent-12.4.2.0-12890.5.2880c9889.el8.x86
64.rpm

rsa-nw-deployment-upgrade-12.4.2.0-
2404290715.5.45¢ccde7.el8.noarch.rpm

rsa-nw-endpoint-agents-12.4.2.0-2405071950.5.5568086.e18.x86

64.rpm

rsa-nw-endpoint-broker-server-12.4.2.0-
240430100954.5.3¢8cf70.el8.alma.noarch.rpm

rsa-nw-endpointdecoder-analytics-content-20231220155210-
5.noarch.rpm

rsa-nw-endpoint-server-12.4.2.0-
240425083753.5.152629d95.el8.alma.noarch.rpm

rsa-nw-investigate-server-12.4.2.0-
240402113854.5.462c98ce.el8.alma.noarch.rpm

rsa-nw-legacy-web-server-12.4.2.0-
240506233638.5.dda863d.el8.almalinux.noarch.rpm

rsa-nw-logcollector-12.4.2.0-15128.5.ba30alfa5.e18.x86 64.rpm

rsa-nw-logcollectorcontent-20240105141144-5.x86_64.rpm

rsa-nw-logcollector-perl-12.4.2.0-15128.5.ba30al fa5.el8.x86
64.rpm

rsa-nw-logcollector-tools-12.4.2.0-15128.5.ba30alfa5.e18.x86
64.rpm

rsa-nw-logdecoder-12.4.2.0-12890.5.2880c9889.¢18.x86 _64.rpm

rsa-nw-logdecoder-analytics-content-20231220155210-
5.noarch.rpm

Build Numbers for 12.4.2.0 Components
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NetWitness Log Decoder Base
Content

rsa-nw-logdecoder-base-content-20240124060008-5.x86_64.rpm

NetWitness Log Player rsa-nw-logplayer-12.4.2.0-12890.5.2880c9889.¢18.x86 64.rpm

NetWitness Malware Analytics rsa-nw-malware-analytics-server-12.4.2.0-

Server

NetWitness Metrics Server

NetWitness Node Infra Server

NetWitness Orchestration Cli

NetWitness Orchestration Server

NetWitness Presidio Airflow

NetWitness Presidio Config
Server

NetWitness Presidio Core
NetWitness Presidio Elastic

Search Init

NetWitness Presidio Ext
NetWitness

NetWitness Presidio Manager
NetWitness Presidio Output
NetWitness Presidio Ul
NetWitness Recovery Tools
NetWitness Relay Server
NetWitness Reporting Engine

Server

NetWitness Respond Server

240425015315.5.97a7f1d.el8.almalinux.x86_64.rpm

rsa-nw-metrics-server-12.4.2.0-
240430072021.5.06b8788.el8.alma.noarch.rpm

rsa-nw-node-infra-server-12.4.2.0-
240416033239.5.d1£7719.el8.alma.noarch.rpm

rsa-nw-orchestration-cli-12.4.2.0-
2404160948.5.tb88877.el8.noarch.rpm

rsa-nw-orchestration-server-12.4.2.0-
240416042921.5.3357009b.¢el8.alma.noarch.rpm

rsa-nw-presidio-airflow-12.4.2.0-
2404291357.5.5f2fc38.el8.noarch.rpm

rsa-nw-presidio-configserver-12.4.2.0-
2404291357.5.512fc38.el8.noarch.rpm

rsa-nw-presidio-core-12.4.2.0-
2404291357.5.5f2fc38.el8.noarch.rpm

rsa-nw-presidio-elasticsearch-init-12.4.2.0-
2404291357.5.512fc38.el8.noarch.rpm

rsa-nw-presidio-ext-netwitness-12.4.2.0-
2403280841.5.1a16d21.el8.noarch.rpm

rsa-nw-presidio-manager-12.4.2.0-
2404291357.5.512fc38.el8.noarch.rpm

rsa-nw-presidio-output-12.4.2.0-
2404291357.5.512fc38.el8.noarch.rpm

rsa-nw-presidio-ui-12.4.2.0-
2404291410.5.6822841.el8.noarch.rpm

rsa-nw-recovery-tool-12.4.2.0-
2404300639.5.196430b.el8.noarch.rpm

rsa-nw-relay-server-12.4.2.0-
240425092204.5.9223dc0.el8.alma.noarch.rpm

rsa-nw-re-server-12.4.2.0-6003.5.dc92291b1.e18.x86 64.rpm

rsa-nw-respond-server-12.4.2.0-
240418064553.5.99d7d95b6.el8.alma.noarch.rpm
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NetWitness Response Actions
Server

NetWitness Root CA Update

NetWitness SA Tools

NetWitness Security Cli

NetWitness Security Server

NetWitness Shell
NetWitness SOS Report Plugins

NetWitness SMS Runtime RT
NetWitness SMS Server

NetWitness Source Server

NetWitness Source Server
Content

NetWitness User Interface

NetWitness Workbench

rsa-nw-response-actions-server-12.4.2.0-
240320083034.5.4e8a585.¢l8.alma.noarch.rpm

rsa-nw-root-ca-update-12.4.2.0-
2404160950.5.edact02.el8.noarch.rpm

rsa-sa-tools-12.4.2.0-2405061027.5.1d9tb00.el8.noarch.rpm

rsa-nw-security-cli-12.4.2.0-
2404160952.5.ede5985.el8.noarch.rpm

rsa-nw-security-server-12.4.2.0-
240402022017.5.183dc638.el8.alma.noarch.rpm

rsa-nw-shell-12.4.2.0-
240320030718.5.0e5bbf50.el18.alma.noarch.rpm

rsa-nw-sosreport-plugins-12.4.2.0-
2405031625.5.ad4e8f7.el8.noarch.rpm

rsa-sms-runtime-rt-12.4.2.0-4899.5.8db60535a.¢18.x86_64.rpm
rsa-sms-server-12.4.2.0-4899.5.8db60535a.¢el8.x86_64.rpm

rsa-nw-source-server-12.4.2.0-
240509053108.5.48f662¢6a.e18.alma.noarch.rpm

rsa-nw-sourceserver-content-20240105141144-5.x86_64.rpm
rsa-nw-ui-12.4.2.0-
240508020805.5.7dd3¢94¢50.¢18.alma.noarch.rpm
rsa-nw-workbench-12.4.2.0-12890.5.2880c9889.¢18.x86_64.rpm

Build Numbers for 12.4.2.0 Components
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Getting Help with NetWitness Platform

Product Documentation

The following documentation is provided with this release.

NetWitness Platform https://community.netwitness.com/t5/netwitness-platform-online/tkb-
Master Table of Contents p/netwitness-online-documentation

NetWitness Platform https://community.netwitness.com/t5/netwitness-platform-online/tkb-
12.4.2.0 Product p/netwitness-online-documentation

Documentation

NetWitness Platform https://community.netwitness.com/t5/rsa-netwitness-platform-

12.4.2.0 Upgrade Guide staged/upgrade-guide-for-12-4/ta-p/709308

NetWitness Analytics on To learn more about new features and enhancements in NetWitness
Cloud Analytics on Cloud releases, check the following What's New section:

For UEBA Cloud, see
https://docs.netwitness.com/netwitnessueba/release information/whats
new/.

For Insight, see https://docs.netwitness.com/netwitnessinsight/release-
information/insight whatsnew/.

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

* See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation

e Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here: https://community.netwitness.com/tS/netwitness-discussions/bd-p/netwitness-
discussions

¢ See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-
base/tkb-p/netwitness-knowledge-base

¢ See Troubleshooting section in the guides.
¢ See also NetWitness® Platform Blog Posts.

¢ If you need further assistance, contact NetWitness Support.
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Release Notes

Contact NetWitness Support

If you contact NetWitness Support, you should be at your computer. Be prepared to provide the
following information:

e The version number of the NetWitness Platform product or application you are using.

* The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.

NetWitness Community Portal https://community.netwitness.com
In the main menu, click Support > Case Portal > View My
Cases.
International Contacts (How to https://community.netwitness.com/t5/support/ct-p/support
Contact NetWitness Support)
Community https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions
NW Update https://update.netwitness.com/

LiveUI https://live.netwitness.com

NetWitness Educational Services

Sign up for access to NetWitness courses and additional resources on the NetWitness Educational
Services and Training.

NetWitness Education Portal https://netwitness.sabacloud.com/Saba/Web
spf/NA10P2PRD088/guestapp/home;spf-
url=guest%2Fguestlearningcatalog

NetWitness Educational Services  https://community.netwitness.com/t5/netwitness-education-
Course Catalog courses/tkb-p/netwitness-training

NetWitness Educational Services  https://community.netwitness.com/t5/netwitness-education-
Training Schedule blog/netwitness-instructor-led-training-schedule/ba-p/655826

NetWitness Educational Services  education.support@netwitness.com
Support Contact

Feedback on Product Documentation

You can send an email to feedbacknwdocs@netwitness.com to provide feedback on NetWitness Platform
documentation.
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