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Create Search Pattern

Last 30 Days v SEARCH PATTERN NAME
Pleas ter the pattern nam y in Content Library

SearchPatternRule

KEYWORDS @

ssions are not supported. Use

Network Event Details || Text | Packet File Host Email Web

o, Download PCAP | v Copy Selected Text

Decode Selected Text

deviceProduct!

Encode Selected Text
........ <.(...carlos.audit..@...
( © Create Search Pattern SERVICE PORT

U m rt Numbers
{\"deviceVendor\":\"RSA\", \"deviceProduct\":\"NetWitness\",\"deviceService\" | ’ v

"msg": "

ceVersion\":\"12.4.6.0\",\"identity\":\"admin\", \"sourceAddress\":\" 25
[::1]:56722\",\"sessionId\":2115,\"category\":\"AUTHENTICATION\", \"operation}’
ome\":\"success\",\"userRole\":\"admin.owner, aggregate, connections.manage,da{:
er.manage, dpo.manage, everyone, index.manage, logs.manage, parsers.manage, rules.mnz
sdk.manage, sdk.meta, sdk.packets, services.manage, storedproc.execute, storedproc¢ .

,users.manage\",\"userGroup\":\"Administrators\"}",
“rawmsg": " SELECT POLICY

{\"deviceVendor\":\"RSA\", \"deviceProduct\":\"NetWitness\",\"deviceService\" | S¢ c policy for the patt:

ceVersion\":\"12.4.6.0\",\"identity\":\"admin\", \"sourceAddress\":\" test
[::1]:56722\",\"sessionId\":2115,\"category\":\"AUTHENTICATION\", \"operation}’
ome\":\"success\",\"userRole\":\"admin.owner,aggregate, connections.manage,dat: Cancel Create and Publish

8 of 5,000 events
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NETWITNESS nvestigate Respond Jsers Hosts ile ashboard Report:
LIVE CONTENT ~ SUBSCRIPTIONS  CAPTURE POLICIES ~ POLICIES ~ ESA RULES  CUSTOM FEEDS  INCIDENT RULES  MORE v

CONFIGURATION ~ CONTENT

Content Library FEED  SASE INTEGRATION PLUGIN APPLICATION RULE LOG DEVICE | SEARCH PATTERN RULE | MORE -,

Policies (14) Y | + CreateRule

Groups (12)
NAME KEYWORDS LAST UPDATED POLICIES
Services (8)
searchapattern Creditard;Visa 17/01/2024 10:25:59 am testAv
& Settings searchpatternl | Custom application 13/01/2024 02:10:03 pm testAv
Event Stream Analysis searchpattern2 |c. keep-alive 13/01/2024 02:10:27 pm None
searchpattern3 | Custom ipeg 13/01/202402:13:51 pm None

SearchPatternRule |custom 75e45d477b3a7b... 17/01/2024 02:37:26 pm None

SearchPatternRulezxcvbnm | Custom DOWNG 17/01/2024 12:46:33 pm None

All Decoder Services above 12.0.0.0are
managed by Centralized Content

der Services using
ent,

1- 6 of 6 Search Pattern Rules | O selected 50 Search Pattern Rules per page
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Event Preferences

DEFAULT EVENTS VIEW

Text

DEFAULT LOG FORMAT

Download Text

DEFAULT NETWORK FORMAT

Download PCAP

DEFAULT META FORMAT

Download Text

DOWNLOAD EXTRACTED FILES AUTOMATICALLY

MAXIMUM SESSION EXPORT LIMIT (©

QUERY BAR

Guided Mode O Advanced Mode

DEFAULT EVENT SORT ORDER (

O Unsorted (default) O Ascending Descending
QUERY TIME @ @
CollectionTime O Event Time

RELATIVE TIME RANGE SETTINGS

ni‘fﬂ](\’.)l,\f[i [ NetWitness Investicate 1—H— H AR 1D EVIT YRS ] Ea—D1—F—R 1B
B DR E 125 B LTS,
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Packet

L, Download PCAP |\ | |@ ) common FiLe PATTERNS (@ SHADE BYTES @) ) DISPLAY PAYLOADS ONLY

Enter the File Name

FILE NAME

investigation-pcap-files-0116

000000
000016
000032
000048
000064

000080

FEMIZDULNTIES [ NetWitness Investicate 12— — 4R JDk EwHl HARUN | Ea—TOT—H2DE™Y
va—k &S B LTS,

Respond
R D3 Tl Respondah—R b OF LUME SR # 8E ITDWVTERBALET .

MITRE ATT&CK®&NetWitness Dt &

MITRE ATT&CK® (. WE EH DTHIyo L8 T IR 3 3B Sn-F Ly R—XAThHY . WEH
DITBZEBEURBELANLTHEL, TNISH T HE KGR EAEZERELETS . 7HIRARI. 5
ESNTF=EE AT . TO=v). BLXUVHTTIIDBM B A EZFDFEMEZR RL. RERAOBENT
? B & 55 14 AAMITRE ATT&CKIL—LT—IIZEDLSIZEEE DTN TLNANER AT ENTEE

#HLLY ATT&CKO Explorer] /AL TIE. Respond] Ea—DA2 LTk 2R E L= B & D&
i ETI=vII BT HIEREERE TEFT
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88 ATT&CK® Explorer

Reconnaissance

v Overview

ATT&CK ID TYPE

Tactic

DESCRIPTION

The adversary is trying to gather information they can use to plan future
operations.

Reconnaissance consists of techniques that involve adversaries actively or
passively gathering information that can be used to support targeting. Such
information may include details of the victim organization, infrastructure, or
staff/personnel. This information can be leveraged by the adversary to aid in other
phases of the adversary lifecycle, such as using gathered information to plan and
execute Initial Access, to scope and prioritize post-compromise objectives, or to
drive and lead further Reconnaissance efforts.

v Techniques (2)

ID NAME DESCRIPTION

Gather Victim Identity Inf... Adversaries may gather information a...

Active Scanning Adversaries may execute active recon...

NetWitness Live[dMITRE ATT&CKIL—LT—IEE # LTS8, THIRNFFI)r—ay
JL—ILEEvent Stream AnalysisJL—JUIZEE & 9 SMITRE ATT&CKDE it LT 0= 0% R TEE

9. H—EXDFM]A /) ( BE) > B)R—]> BoFovl> BuFuy S475
)—]1> PFr—>ay JL—IL] F1=IE Event Stream Analysis)L—)L] ZE IR LT, 17%2)vI0 .

Hr—EXDE M A /SR ILEEIR) & L &4, MITRE ATT&CK D8 it &7 =y 1ZB8 515 3R A
R#EINBESAYELT=.
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HRBZLDFP T )r—3> )L—)LET-=[FEvent Stream Analysis/JL—JLE1E B 375 &Z (2. MITRE
ATT&CK DE i ET 0 =00 2B 0% 4 1THENTEFT .

[nvestigate] > HRUNEa—DSAV L TUREE T HEEIC. MITRE ATT&CK D8 7 &T70=y
DERIRTHIELLTEFT.

Create Incident 5 @x

An incident will be created from the selected events. Please provide a name for the alert & the
incident.

wal alert for All Data

e (optional)

Cancel

CHITHEL. WRUF A3T—R] /3R IILODATTACK. TACTIC *2F¥—EATTACK. TECHNIQUE A%
F—AMITRE ATT&CKO Lookup#ft & [Z&>THRAL St ARV 2B E 9755 E O T 75
I MEREI G TEALIITARVELL:.

NETWITNESS Investigate  Respo Users Files Dashboard eports S5 admin

EVENTS MALWARE ANALYS &

Even £

- "’ 23Lvents | [ RSAEndpoint Analy: Download All

01/22/202405:2. NW-BG49N13 MpCmdRun . exe is registered as task \Microso... -
8 Copy Value

01/22/202405:2... NW-BGAIN13 MpCmdRun . exe is registered as task \Microso.. B Copy Statement (@@ HIDE DUPLICATES

Decoder Source (1) Q 01/22/202405:2.. NW-BG49N13  MpCndRun.exe is registered as task \Microso.. ive Lookup
diel 01/22/202405:2.. NW-BGAIN13 MsMpEng. exe is registered ce Micros..
endpointloghybrid1 01/22/202405:2.. NW-BGASN13  NisSrv.exe is registered as service Microso. MITRE ATT&CK® Lookup

POPSPIRYNUNIIRENIRWINY 202 The MITRE Corporation. This work is reproduced and distributed n of The MITRE Corporation

I ATTACKTACTIC

01/22/202405:2.. NW-BG4IN13  XWin_MobaX.exe present in C:\Users\manu.. defense evasion
& ize Actions
01/22/2024052.. NW-BG49N13  DragExt6d.dll present in C:\Users\manuk.. ATTACKTECHNIQUE
scheduled task
01/22/202405:2.. NW-BG4IN13  Newtonsoft.Json.dll present in C:\Users..
ATTACKTECHNIQUE

NW-BGA9N13  1ibX11-6.d11 present in C:\Users\manuku.. @ | idden fles and directories

NW-BG49N13 _ swrast_dri.so present in C:\Users\manuk...

11 12.4.0.0)J—XDF HERE
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EVENTS AALWARL ANALYSIS 88 ATT Explorer

Saved Queries S endpointloghybrid1 - Concentrator v All Data 4 Defense Evasion

~ v Overview

attackall exists
ATT&CK ID TYPE
Tactic
01/22/2024 05:34am
DESCRIPTION

ents ‘ Y Events Meta ‘ RSA Endpoint Analy: Download All The adversary is trying to avoid being detected.

EVENT TIME HOSTNAME SUMMARY DESTINATION COMMAND LINE SOURCE COMMAND LINE Defense Evasion consists of techniques that adversaries use to avoid detection
throughout their compromise. Techniques used for defense evasion include

01/22/202405:2.. NW-BG49N13  MpCmdRun.exe is registered as task \Micros.. uninstalling/disabling security software or obfuscating/encrypting data and
scripts. Adversaries also leverage and abuse trusted processes to hide and

01/22/202405: NW-BG49N13 MpCmdRun. exe is registered as task \Micros.. masquerade their malware. Other tactics’ techniques are cross-listed here when
those techniques include the added benefit of subverting defenses.

01/22/202405:2.. NW-BG49N13  MpCmdRun.exe is registered as task \Micros..

01/22/202405:2... NW-BG49N13 MsMpEng. exe is registered as service Micros... Techniques (43)

01/22/202405:2.. NW-BG49N13  NisSrv.exe is registered as service Microso.. NAME DESCRIPTION

01/22/202405:2.. NW-BGN13  MoTTYnew.exe present in C:\Users\manuku.. Direct Volume Access Adversaries may directly accessavolu...

01/22/202405:2..  NW-BG49N13 XWin_MobaX.exe present in C:\Users\manu..
Adversaries may use rootkits to hide ...

Obfuscated Files or Infor... Adversaries may attempt tomake ane...
01/22/202405:2.. NW-BG4IN13  Newtonsoft.Json.dll present in C:\Users..

01/22/202405:2.. NW-BG49N13 1ibX11-6.d11 present in C:\Users\manuku.. Masquerading Adversaries may attempt to manipula...

01/22/202405:2..  NW-BG49N13 DragExt64.d11 present in C:\Users\manuk..

01/22/202405:2.. NW-BG4IN13  swrast_dri.so present in C:\Users\manuk.. [ Process Injection Adversaries may infect code ntoproc...

01/22/202405:2..  NW-BG49N13 21ib1.d11 present in C:\Users\manukumar...
Indicator Removal Adversaries may delete or modify arti...

NW-BG49N13 1libXxdmcp-6.dL1 present in C:\Users\manu..

Valid Accounts Adversaries may obtain and abuse cre...

MITRE ATT&CK®© Lookup]%%7')v7 4 %&. # LLY ATT&CKO Explorer] /SR JLAEK TR SN E
-d_o
& #0 (2 DULTIE. [NetWitness Respond 12.41—4H— AR ]|\ [ NetWitness Investigate 1—H— H+1
FI. B&KUT Ao —A—2Da7 20—t EE AR %5 B LTS,

¥ T7o 3y
3t s 7o avik. AR DR 7—2 1% (2, ThreatConnect’s EDHY—K s \—F—&Y— )LE-[Fax

EFEALT BRFAAZTH LTRITSNDIERIEETT. ENHERK) > oM ISEME
NEFBEETHS BB TILaV]IEFERLT ROTILIVERITTEFY .

Respond]. [nvestigate] . HRRF]. BXU O—Y—]E21—THFE A TEDHR—FH R A2Dxt
ToavEERL. EELET.

B ENTARH LTOAYY TOLaVvERITL B O/I\SGA—E—%E ATZAREIARIRITR
ARG BHILET. SBFBHTIAVERITTEDLIILFT
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Host File Entries Security Pr hes urity n | Installed Applications

APPLICATION NAME PUBLISHER INSTALLED ON VERSION
NVM for Windows 1.1.10 Ecor Ventures LLC 02/01/2023 1110
RSA Security LLC 12/18/2023 12400
Mozilla 03/11/2022 1200
Igor Paviov 06/26/2023 2301
03/09/2022 80.3210.7
ime - 14.28.29913 icrosoft Corporation 03/03/2022 460 14.28.29913
Mozilla 12/20/2023 226767 1210
CerberusLLC 09/13/2023 55092 1310
Microsoft Corporation 03/03/2022 10420 14.28.29913
Microsoft Corporation 03/03/2022 123352 14032771
Studio 3T 3T Software Labs 02/13/2023 330334 2022.100
Microsoft Visual C++ 2015-2022 Redistributable (x64) - 14.30.30704 Microsoft Corporation 09/13/2023 20635 14.30.30704.0

Dell Command | Update Dell Inc. 07/07/2023 33692 490

[eild ‘The Git Development Communi 08/04/2023 327041 24103

Microsoft Intune Management Extension Microsoft Corporation 12/03/2023 18454 1732020
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Oneor |mp0rt (@ Dismiss

CONTENT
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deploy the changes.

@ citrixnsmsg-custom.xml

O Import as Extended Custom Parser @
O Overwrite @
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AT SATS)—TlE, E R /INN—HFLLR/S—HR] 7 DIE B ELTRERESNDESITAY., BAFE
ThHMWOFLEYELE. COREEICKY. A—F—(F54TS)—R OMli 5 DEAT D/ \—HE ([
HAILTEE TEET ., SHIT LR/ DR —ITEMEhBE. I THIRE R/ S—HELEH
IR —BEMENET . COEBESNME IZKY . a—F—DTAERHAL T IUTEY., R
O—DE LB EIIRE R (TR R /N—HHLR/\—SEF T IT 20 B AR YELT-.

HMITOWTIE. [ Ao —_N—=—2Da 70— 0 E AR IO ATy SATI)—A~ADaA T
DAVR—k 103055 B LTS,

ected

13 12.4.0.0)J—XDF HERE


https://community.netwitness.com/t5/netwitness-platform-online/netwitness-endpoint-investigation/ta-p/669951
https://community.netwitness.com/t5/netwitness-platform-online/ueba-configuration/ta-p/669644

Yy—R /—F

TIW—Thiob—ERZHI IR T 5k D RESR b

TIN—T oY —EREHI BRI DR, H—ERMSITUVEHI B LTk TYL—Tho—ER&H]
B9 Hm I TUVERIR ETITH—ERET LT hBI BRI EMER IR TEES .

SR IZDWTIE, [R) A= DT 70— EE A IONTIN—TORRE | . TR —OfR
£ 1. BIUTRUL—DHIER 120235 B LU TS0,

Y—EXNSTUVER BT S EE

CCMMDEEE A5 L S, AT YDT TITE T INTULND D, T IL—THOR)S—ZE| YL THHRTLY
55 E TH. Y—EXANSE BT TEELIITAYELz. TTITRID—IBEE DTN TS Y—ER

MEAVTIVERIT RIS, BTSN T YT BRI — &R #H T HEN R EETY . H—

EXDE T ICH—ERDE7F OR)S—ET I —TE2R & 358, B—EROAToVERT]

R=UTHERTERAT 3o BYH—ERORY—ETN—TEER/EH 1 E R)o—E50—FTD
R/ EHERTYTICEHFINFEL =
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NETWITNESS Hosts Files Dashboard

Users

Reports % ®

MORE

admin

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES ESA RULES CUSTOM FEEDS

CONFIGURATION CONTENT

Content Library FEED APPLICATION RULE

S’ | + CreateRule

O RULENAME 1  RULE VALUE @

LOG DEVICE PARSER MORE

NETWORK RULE

Policies (2)
Groups (1) EVENT STREAM ANALYSIS RULE
PDATED POLICIES
SEARCH PATTERN RULE
accesses administrative share usil
BUNDLE

Services (4)

O  Accesses Administrative Share U... 202207:26:44am  None

& Settings

Event Stream Analysis

Some Decoder Services are not
managed by Centralized Content

O  Activates BITS Job

m]

Adding User using dbus-send Cre...

Adds Files To BITS Download Job

Adds Windows Firewall Rule

Allocates Remote Memory on Ma...

Anonymous NTLM Logon Detect...

AntSword Tool Usage

activates bits job

Adding User using dbus-send Cre...

adds files to bits download job

adds windows firewall rule

allocates remote memory on mac...

anonymous ntim logon detected

AntSword Tool Usage

endpoint

endpoint

endpoint

endpoint

log

- 12022072652am

12/21/2022 03:22:30 pm

10/19/2022 07:26:52 am

10/18/2022 06:18:23 am

10/18/2022 06:18:32 am

09/20/2021 12:58:14 pm

09/17/2022 10:18:22 am

None

None

None

None

None

None

None

Management @
To manage Content for all Decoder
Services using Centralized Content
Management,

packet

1- 50 of 820 Application Rules | O selected 1 of 17 > » |50 Application Rules per page
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Available Services

[ # Name ~ Address Type

O ;9’ decoder - Decoder Decoder

O ;9’ eploghybrid - Log Decoder Log Decoder
I|7 ;9’ packethybrid - Decoder Decoder

Cancel OK

Add Service packethybrid - Decoder

Please provide administrator credentials for the -~
service:

Username admin

Password ‘ ........... |

Please configure the SSL settings for this service:

SSL® O
Aggregate Metas & Raw
O
Packets
Port Number 50004 z
»
Cancel OK

FEHIZOWTIE. [ArchivertZ 5L 774 F 1 DI Packet DecoderZT—4 ) —A&EL TArchiver|ZB N5
FEWIES BB LTSN,
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BMTE2HELHYET .

DecodermM™oH—K /1 \—F 41— Y— JUIZARZE AN )—Z25F B LI\ 1—F1 ) 71—

Tk 7—4 £ DDecoderhistth DH—K —/ S\—FT4—BLY—)UZARE RN )J—3 5T HR—42 2—TF 1)
TA4—hE A St NetWitness Platform&tth DB 5 % B T4 & TEDKSITHRYEL . A3T—3D
FARTFEF—EEAN)—=2H LT, A—R5—RITEH L TH—FK /—F—&Y—)UTEESNBE
=l B TEFET

FHHITONTIE [ AR TORR—F AR —ILEIUIE R AMR 155 B LTS,

12.4.0.01))J—R 0% 1% BE 18


https://community.netwitness.com/t5/netwitness-platform-online/archiver-configuration-for-logs/ta-p/669413

Y= /—h

nJa

NetWitness Platform|X. OF DUN £ LR AT DI-DOIZR DARU S —RD¥ & EHHR—k LTULWET .
¥R TE DGR Y. ChoDY—E X IENetWitness Platform 12.2.0.0LL & THHR—r SN FET .

Palo Alto Prisma Access
VMware vSphere

Deeplnspect

GCP Windows VMBA%Z( GCPTS5 142 H)

B 24L& . VMware TS5 AU [FVMware DA Rk EZ RO DR & 1218 A TEFET S
IN—H H—EZXD#H A OFM (CDULVTIE. [NetWitness Platform$i & HAF JZ25 B LTS,

a4

NetWitness®MActive Directory( AD) ## X [Tk FTE LR LW S IV B4 ( SSO) S2EE

NetWitness Platform/\—3212.4L)LB& . NetWitnessld. NetWitnessDAD#HE 5% | 2K 77 L% LISSO% 1R
HLET . INIZEKY. ADFSHSZ{E LI-SAMLERFE b —U B A ENTWNDI—H— JIL—TD
JARZEAL. NetW1tness'CT'Cl:E§ FESNTWALI—H—JIL—TELERBE L TCTA——%RETE
F9 . A—H—(F. I——FB 5 DF=HINetWitnessH TActive Directorysk & Z48 B L1=U. ALK
FLEYT B E LG YET . NetWitnessld. Azure ADFSEMicrosoft ADFSOM A #HR—k 93
FOITHFYELT=

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports

HOSTS SERVICES EVENT SOURCES ENDPOINT SOURCES HEALTH & WELLNESS SYSTEM SECURITY

Users Roles External Group Mapping Settings LGSl O R NEEL T Single Sign-On Settings

Enable SSO

Auto Import IDP Metadata .}

Use Proxy U

Import IDP Metadata Browse
Entity ID

Enable Global Logout

Enable SAML Token Based SSO Authorization

SAML External Group Attribute Name http://schemas.xmlsoap.org/claims/Group

Before you enable the Single Sign-On
cti

entication Settings,
tory, map user roles to active directo yg p nd configure ADFS as Identity Provider which is supported by NetWitness Platform.
ble SAMLB dSSOAth fon" and map user roles under the "External Group Mapping > SSO" tab.

ider sends group details i thSAML uth token.

ntity Prov
Apply Export Service Provider Metadata
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RO L. NetWitness 12.4.0.0DF A HR—RU R DEINREZE S D—E TY .,

avR—RUk N—38 8

NetWitness & I8 H—/\—

NetWitness Advanced AnalyticsT
T

NetWitness Advanced Analytics
P—/\—

NetWitness Appliance

NetWitness Archiver

NetWitness Audit 755 1( >

NetWitness Audit RT

NetWitnessJ—k Xk S5

NetWitness Broker

NetWitness Carlos RT

NetWitness Cloud

rsa-nw-admin-server-12.4.0.0-
240117024246.5.165a1170.el8.alma.noarch.rpm

rsa-nw-advanced-analytics-content-12.4.0.0-
231212110357.5.9b3b362.el8.alma.noarch.rpm

rsa-nw-advanced-analytics-server-12.4.0.0-
231212110325.5.9b3b362.¢18.alma.noarch.rpm

rsa-nw-appliance-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-archiver-12.4.0.0-12866.5.1aefe557c.el8.x86 64.rpm

rsa-audit-plugins-12.4.0.0-4892.5.9d0750b41.el8.noarch.rpm

rsa-audit-rt-12.4.0.0-4892.5.9d0750b41.e18.x86_64.rpm

rsa-nw-bootstrap-12.4.0.0-2401240926.5.a3d68ef.el8.noarch.rpm

rsa-nw-broker-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-carlos-rt-12.4.0.0-2787.5.721a8daa7.¢e17.x86_64.rpm

rsa-nw-cloud-12.4.0.0-12867.5.957818c84.e18.x86_64.rpm
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NetWitness Cloud Connectort—
IN—

NetWitness Cloud LinkH—/\—

NetWitness Collectd

NetWitness Collectd SMS

NetWitnessaRk—R b T4RY
745

NetWitness Concentrator

NetWitness Config Management

NetWitness Config Server

NetWitnessa>)—)L

NetWitnessa> 7Y H—/\—

NetWitness ContextHubH—/\—

rsa-nw-cloud-connector-server-12.4.0.0-
240116135943.5.4220688.el8.alma.noarch.rpm

rsa-nw-cloud-link-server-12.4.0.0-
240117032857.5.d4a8422 el8.alma.noarch.rpm

rsa-collectd-12.4.0.0-4892.5.9d0750b41.¢e18.x86_64.rpm

rsa-collectd-sms-12.4.0.0-4892.5.9d0750b41.e18.x86_64.rpm

rsa-nw-component-descriptor-12.4.0.0-
2402080831.5.a403c19.el8.noarch.rpm

rsa-nw-concentrator-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-config-management-12.4.0.0-
2402050947.5.b7e9164.el8.noarch.rpm

rsa-nw-config-server-12.4.0.0-
240109020724.5.dc657b7.el8.alma.noarch.rpm

rsa-nw-console-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-content-server-12.4.0.0-
240109040529.5.314£c043.el8.alma.noarch.rpm

rsa-nw-contexthub-server-12.4.0.0-
240122010054.5.d98d0ac61.el8.alma.noarch.rpm
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NetWitness Correlation Server
(ESA)

NetWitness Dashboarda> 7%V

NetWitness Decoder

NetWitness Decoder Analyticsa>
T

NetWitness Decodera>7YY
NetWitnessi& A IR iE 7v75 L —
K

NetWitness EndpointT— Tk

NetWitness Endpoint Brokert—
IN—

NetWitness Endpoint Decoder
AnalyticsaA>7Y

NetWitness Endpoint—/\—

NetWitness ESPER Enterprise

NetWitness Integration Server

rsa-nw-correlation-server-12.4.0.0-
240117103632.5.61d080a9.el8.alma.noarch.rpm

rsa-nw-dashboard-content-20231220155210-5.noarch.rpm

rsa-nw-decoder-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-decoder-analytics-content-20231220155210-5.noarch.rpm

rsa-nw-decodercontent-12.4.0.0-12866.5.1aefe557c.el8.x86
64.rpm

rsa-nw-deployment-upgrade-12.4.0.0-
2402050945.5.1903a3b.el8.noarch.rpm

rsa-nw-endpoint-agents-12.4.0.0-2402061657.5.db93b9a.el8.x86
64.rpm

rsa-nw-endpoint-broker-server-12.4.0.0-
240103053136.5.8430874.el8.alma.noarch.rpm

rsa-nw-endpointdecoder-analytics-content-20231220155210-
5.noarch.rpm

rsa-nw-endpoint-server-12.4.0.0-
240125030031.5.12¢246114.el8.alma.noarch.rpm

rsa-nw-esper-enterprise-12.4.0.0-
2311071130.5.04c15de.el8.alma.noarch.rpm

rsa-nw-integration-server-12.4.0.0-
240117101347.5.0ed5cc33.el8.alma.noarch.rpm
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NetWitness Investigate Server

NetWitness Legacy WebH—/ \—

NetWitnessSA 2 X H—/\—

NetWitness Log Collector

NetWitness Log Collectora> 7>
Y

NetWitness Log Collector Perl

NetWitness Log Collector’y—/JL

NetWitness Log Decoder

NetWitness Log Decoder
Analyticsa> 7Y

NetWitness Log Decoder Base>/
T

NetWitness Log Player

rsa-nw-investigate-server-12.4.0.0-
240109023320.5.2a0d2764.el8.alma.noarch.rpm

rsa-nw-legacy-web-server-12.4.0.0-
240122162503.5.40628dd.el8.almalinux.noarch.rpm

rsa-nw-license-server-12.4.0.0-
240111044400.5.a6108af.el8.alma.noarch.rpm

rsa-nw-logcollector-12.4.0.0-15127.5.527ec7727.e18.x86_64.rpm

rsa-nw-logcollectorcontent-20240105141144-5.x86_64.rpm

rsa-nw-logcollector-perl-12.4.0.0-15127.5.527ec7727.e18.x86
64.rpm

rsa-nw-logcollector-tools-12.4.0.0-15127.5.527ec7727.e18.x86
64.rpm

rsa-nw-logdecoder-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm

rsa-nw-logdecoder-analytics-content-20231220155210-
5.noarch.rpm

rsa-nw-logdecoder-base-content-20240124060008-5.x86_64.rpm

rsa-nw-logplayer-12.4.0.0-12866.5.1aefe557¢.el8.x86_64.rpm
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NetWitness Malware Analytics
Y—\—

NetWitness A% THORAR—k 1—
T4 )T4—

NetWitness Metrics H—/ \—

NetWitness/—K A2 205X~ 5%5

F H—/\—

NetWitnessA—4 X~ L—32Cli

NetWitnessA—4 Xk L— 3>

H—/\—

NetWitness 7L —X7R)LF—

NetWitness Presidio Airflow

NetWitness Presidiod# fl H—7/ \—

NetWitness Presidioa7”

rsa-nw-malware-analytics-server-12.4.0.0-
240207115909.5.1511622.el8.almalinux.x86_64.rpm

rsa-nw-metaexport-utility-12.4.0.0

rsa-nw-metrics-server-12.4.0.0-

-110124.5.¢18.x86_64.rpm

240109050254.5.c078db1.el8.alma.noarch.rpm

rsa-nw-node-infra-server-12.4.0.0-

240116091133.5.7086116.el18.alma.noarch.rpm

rsa-nw-orchestration-cli-12.4.0.0-
2401091103.5.7317baa.el8.noarch

rsa-nw-orchestration-server-12.4.0

.rpm

.0-

240119064852.5.a87bb81f.el8.alma.noarch.rpm

rsa-nw-placeholder-12.4.0.0-
2310040926.5.cebd204.el8.noarch

rsa-nw-presidio-airflow-12.4.0.0-

.rpm

2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-configserver-12.4.

0.0-

2401310542.5.2446840.¢l8.noarch.rpm

rsa-nw-presidio-core-12.4.0.0-

2401310542.5.2446840.el8.noarch.rpm
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NetWitness Presidio Elasticsearch

ML

NetWitness Presidio Ext

NetWitness

NetWitness Presidio¥H— y—

NetWitness Presidiot 73

NetWitness Presidio Ul

NetWitness Protobuf

NetWitness!JH/\1) *Y—)L

NetWitness!JL— H—/\—

NetWitness Reporting Engineth—
IN—

NetWitness RespondH—7\—

NetWitness Response Actionst—
IN—

rsa-nw-presidio-elasticsearch-init-12.4.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-ext-netwitness-12.4.0.0-
2401151152.5.18bd06b.el8.noarch.rpm

rsa-nw-presidio-manager-12.4.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-output-12.4.0.0-
2401310542.5.2446840.el8.noarch.rpm

rsa-nw-presidio-ui-12.4.0.0-
2402270745.5.0844250.el8.noarch.rpm

rsa-protobufs-rt-12.4.0.0-928.5.6254aabd8.e18.x86 64.rpm

rsa-nw-recovery-tool-12.4.0.0-
2401230435.5.f34a91d.el8.noarch.rpm

rsa-nw-relay-server-12.4.0.0-
240112083607.5.6d41796.el8.alma.noarch.rpm

rsa-nw-re-server-12.4.0.0-5996.5.b76234be4.el8.x86_64.rpm

rsa-nw-respond-server-12.4.0.0-
240110052505.5.1eda6132f.el8.alma.noarch.rpm

rsa-nw-response-actions-server-12.4.0.0-
240116034125.5.0af5d71.el8.alma.noarch.rpm
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NetWitness Root CA7 VI T—k

NetWitness SA Tools

NetWitnesst311)57Cli

NetWitnesstz3-a! )74 H—/\—

NetWitness<, 1)L

NetWitnessSOSLR—k 75454

~

NetWitness SMS Runtime RT

NetWitness SMS Server

NetWitness) —X H—/\—

NetWitness —A& H—/\— 2 T
N

NetWitness 1—H— /> 3—2JxA

A

rsa-nw-root-ca-update-12.4.0.0-
2401221231.5.96¢d15b.el8.noarch.rpm

rsa-sa-tools-12.4.0.0-2401251338.5.89600eb.el8.noarch.rpm

rsa-nw-security-cli-12.4.0.0-
2401091103.5.18ab320.e18.noarch.rpm

rsa-nw-security-server-12.4.0.0-
240123034132.5.11d9341 .el8.alma.noarch.rpm

rsa-nw-shell-12.4.0.0-
240108140410.5.0b0d73f5.e18.alma.noarch.rpm

rsa-nw-sosreport-plugins-12.4.0.0-
2401162235.5.af21a76.el8.noarch.rpm

rsa-sms-runtime-1t-12.4.0.0-4892.5.9d0750b41.¢e18.x86_64.rpm

rsa-sms-server-12.4.0.0-4892.5.9d0750b41.e18.x86_64.rpm

rsa-nw-source-server-12.4.0.0-
240207074107.5.4b84868b1.el8.alma.noarch.rpm

rsa-nw-sourceserver-content-20240105141144-5.x86_64.rpm

rsa-nw-ui-12.4.0.0-
240131063757.5.d1b137ecbce.el8.alma.noarch.rpm
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NetWitness Workbench

rsa-nw-workbench-12.4.0.0-12866.5.1aefe557c.el8.x86_64.rpm
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NetWitness Platform

12.4.0.0 Product
Documentation

NetWitness Pla‘gform
12.4.0.07vF59L—K H4K

NetWitness Analytics on
Cloud

T AT 1)Y—R

https://community.netwitness.com/t5/netwitness-platform-online/tkb-
p/netwitness-online-documentation

https://community.netwitness.com/t5/netwitness-platform-online/tkb-
p/netwitness-online-documentation

https://community.netwitness.com/t5/rsa-netwitness-platform-
staged/upgrade-guide-for-12-4/ta-p/709308

NetWitness Analytics on Cloud')!)—X DT 1% BE &Hi 7R 4% BE D 1
DNVTIE. ROTFH e 1 &0 a0z B LTS,

UEBAZZ R [ZDLTIES
https://docs.netwitness.com/netwitnessueba/release information/whats
new/ZZ B LFZELY,

Insight[ZDULNTIE
https://docs.netwitness.com/netwitnessinsight/release-
information/insight whatsnew/ZZ & <f=&L\.

NetWitnessDA Ak —)LELME B IZDOWTEHEI M ERIE S X, ROEBEHRZTH A S0,
e NetWitness|ZB 9 8% THOR Fa AU L. XDBFR DS BB TEET,

https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation
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A2 A=2—T Bupport] > Case Portal] > View My
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LZFEOSBRWWES HLEZREO https://community.netwitness.com/t5/support/ct-p/support
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