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Services Settings

Rule Library

All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them.

+ & L 4 Filter X

Deployment and Data Source management moved to Centralized Content Management. Click here to manage deployments and data sources.
Rule Name ~ Description Version TrialRule  Type Actions.
AWS Critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine instances are modified. Acti.. 03 Yes RSALive ESARule &
AWS Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instances... 0.3 Yes RSALive ESARule &
Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule &
Account Removals From Protected Groups on Domain Controller Detects account removal from a protected group on a domain controller. There are five param... 0.4 Yes RSALive ESARule &
Aggressive Internal Database Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &
Aggressive Internal NetBIOS Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &
Aggressive Internal Web Portal Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &
BYOD Mobile Web Agent Detected Detects a web-browsing agent for a mobile device. To configure the rule, specify the list of una... 03 Yes RSALive ESARule &
Cerber Ransomware For Cerberd to Cerbers, the rule looks for a spray of outbound suspected command and contr. 0.7 Yes RSALive ESARule &
| Page 1 of2 | ) ) | C PageSize 100 v Displaying 1 - 100 of 116 rules
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o SSHTNetWitness Server| & & LE T root.
o ROATUREERITLET .
nw-repo-tool --list-obsolete

AR ERITTHE BLULSNI=ITRTOVRSFIDYRS ARG ENET .
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nw-repo-tool --purge-obsolete

FREBERNTRIGWTIT4T7 RRARDR—RSAY ADv— ) )—R N—U 3V KYRTDTRTD
IN—2321ZDVTIE. NW Server®/var/netwitness/common/repo/<version> [Z#HBH T NTD
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A—%R 2 THIBR TEET . =20 11.7.0.0 L EE DURD b )— /31— 3 (X BR LERLVTLEEELY,

AR42: O—7— 3 EnT=-RabbitMQa4 %/ \wH 7y 7L CTHIR 95
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mkdir /var/netwitness/rabbitmg logsbkp

scp -r /var/log/rabbitmg/ /var/netwitness/rabbitmg logsbkp
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FYFIL—K H4K

A—7— 328N FzRabbitMQRAS % 7745 L—K Bil D/var/log/rabbitmghSHI B LEF . R DI F
ZETLET.

cd /var/log/rabbitmg

rm —-f rabbit\@<sa-uuid>.log.*

rm -f rabbit\@<sa-uuid> upgrade.log.*
rm -f *.gz

rm -f rabbit@<sa-uuid>.log-*

i

- COF IEX12.3.0.01C7vTIL—F 9581 ICIE 2R T TR BELHYFET . 7VTIL—F
# . RabbitMQY—ERIFBE BIMIZAY O—T—2a &N B LFET.

-OY R rm -f rabbit\@<sa-uuid>.log.*[&. log.1. log.2+ log.37E EDE #iE SN TLVELVE
WATED )= T vT TR -OIEREINET.

-V Frm -f rabbit\@<sa-uuid> _upgrade.log.* X &WEE ﬂ§7j707|./ —k og%
D=7y TFBOIERINET

-a9UR e -f *.gz (& HWEREOTED )2 TVTTEOIERINET

-OY R rm -f rabbit@<sa-uuid>.log-*I&. logrotate CA—T—>3vEnf-h LNEIE gD
Je))—2T7vT T BbIfERASNFET.

22X93:12.3.1.0 DB ITD-OICESABE A REZEHE TS

12.3.1.0127YF9L—K 3 3R . $RTOHESAE AIRE TIS—OHLVR EEZHE LiHEFH MDESA
BARBEZHIBRLTHELIEZHENOHLET . SN, 12.3.1.0. 0«0)7/7"’71/ —FRIZZREAREE
RS —ET I —TIZZE I Correlation—/\—%12.3.1 x/\—23u(Z7vTHL—K LR IZOHE
BTELIIIAYFET.

ESABARRET R V—RADEE

1210 DN—=230 TR ESAB A RIRET—4 V—REATUY— R EB TOAEE TEEY .
-(ﬁﬁj?,) > RY—1> prTov] > Event Stream Analys1s]’\—‘/l-$§§ﬂl, ESABE ARIE L

T—RV—REEELET . ESAIL—IUE. ESAI—I|R—CTOHEETEET . ROREZSHEL
TLZ&LY.

NETWITNESS Investigat Respond Users Hosts  File Dashboard  Reports & % @ {eploy_admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER RULES SERVICE TOPOLOGY

CONFIGURATION CONTENT

Content Library ESA DEPLOYMENTS  DATA SOURCES

Policies (2)
Groups (2)
DEPLOYMENT STATUS
Deployed A (1New Updates ) 05/15/2023 06:0...
Deployed A& : 05/15/2023060...

New A - 05/15/202306:1...
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FYFIL—F HAE

NETWITNESS vestigate Respond Users Hosts Files Dashboard Reports admin v

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER RULES

Services Settings

Rule Library

All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them.
+ - | % 9P © Filter X

Deployment and Data Source management moved to Centralized Content Management. Click here to manage deployments and data sources.

[ Rule Name ~ Description Version TrialRule  Type Actions

[J Aws critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine instances are modified. Acti.. 0.3 Yes RSA Live ESA Rule o ® -
[J AWs Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instance s... 0.3 Yes RSA Live ESARule  &F ~

[J Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule &% ©

[ Account Removals From Protected Groups on Domain Controller Detects account removal from a protected group on a domain controller. There are five param. 0.4 Yes RSALive ESARule  &F ~

[J Aggressive Internal Database Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &% ~

] Aggressive Internal NetBIOS Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule | &# ~

[ Aggressive Internal Web Portal Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule ¥ ~

[] BYOD Mobile Web Agent Detected Detects a web-browsing agent for a mobile device. To configure the rule, specify the list of una... 0.3 Yes RSALive ESARule  &F ~

[] Cerber Ransomware For Cerber4 to Cerbers, the rule looks for a spray of outbound suspected command and contr... 0.7 Yes RSALive ESARule &% ~

| Page 1 of2 | ) )) | C PageSize 100 v Displaying 1 - 100 of 116 rules

Admin Serverh5t T L1=E % |48 B H— %‘—fm’\ﬁ'f L—KR&nd&3Iz. 779 L—K JOoteR%E

SHELTESWL, S T2 H—/\—DT7VvTIL—R ENdFET. EABRBIZEXTILATEEZE

e 1=1=L . Correlation—/\—(L5| =z 375—|~ ARV DB TET . BB Y—/\—D7vT

SL—K # (L. ESATRAR ZE ONZT7YTHIL—KR TE2HEIHYFET.

g.‘n‘-tx“ —EE-CEABREOEROFEMICONTIX. Ty — B E AR ESBLTE
LY,

BEE ESAIL—IIETV)ITF AN EAVR— TR ENDHDEE . TYITITL—F DT REL
TWBIL—ILETU)YF AU EAIR— L THELEERENHLET .

RORIZ TYTTU—RRIETVTIL—REDEAREDIKEERLET.

T+ & OBEAREORE

FoFTL—F B WA
D 1 A —DHE B

1 EEGEARE [FLy [ELy (FLy
IS—DHAHAEARIE (LN YA (LY
W—IDHEEAEEARE D Lz L&
=L WNE A IR 15 LZ LE LE

FEN VS N )
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TvITL—R AR

EFELEARBIZIEIS—H%L, ESAY—/\—, T—52 Y—X, ESAIL—IVIEEDILEIR))—AN
BMENET

F TR TOBARRE TIS—OLGUVREEHEFF L. T B FIERE A OESAE A RE ZH| IR
TRHEERENOLET .

AR4H4: ElasticsearchT—4( 1—H—., I 7474~ To—h . 122
br—a—) &1\ 7vI$%

UEBARAR#12.0.0.0 L BT D/ \—230mi512.3.1.01I27Y 79 L—K 58112, —H—, ToT1T4-
T5—h . A2/ —8—73 EDElasticsearch T—5 D\ 7y F%( Elasticsearch#$ 1T V—)LEE AL T)
ETL.7VIIL—FFEVREFITEILEIBYET.

Bf 42 9 R I

R DA 5 4 A F=ENTLB I EERE R L TEALY,

o IR TE MElasticsearch®/\— 3 h¥5. 5.0 CHRITNIFTEYFEE A
e Presidio rpm®D/\—321£12.0.0.0 L T THITIISHZYEE A

e ueba es migration tool.zipZ7AILAVFIVA—REINTWSLELHYFET .

¥ :ueba_es_migration_toolZ{ F 9 5&. UEBARRKN %12.0.0.0 L4 BT 0/ \—2 32 HM512.3.1.0(2
77—k 9 %— 7 T. Presidio ElasticsearchT—%3%Elasticsearch/ \—32/5.5.0h%57.17.61Z
BT TEFET. ZOY—)ldelk-migration-script.shAD) T+ T7A)bépresidio-elk-
migration-1.0.0.jar27MIVEE ATEY. hitps://community.netwitness.com/t5/rsa-
netwitness-platform-staged/ueba-elasticsearch-migration-tool-fof-nw-12-2/ta-p/6965 19V,

O—RK CEFT .

Elasticsearch7T—4%/\wO 7y 73 5IZIE:
1. #ARTBERTALIM)EEIRLT, ueba es migration tool.zipd7AIVEMRELET .

2. cd ueba es migration toollZEHAFET . RODATKEEITLET .

sh elk-migration-script.sh

Elasticsearch® 17 V—IL HAK DR SN FET .

. Export documents from elasticsearch 5.5.0
. Import documents to elasticsearch 7.x from backup

Enter your option:
1l

3. FElasticsearch 5.5.005F Fa AUk EIHVRAR—k 3] %:E IR L T. Airflow SchedulerZ{Z 1 35
EOR HoNT=Blyes |EA ALET S
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TvIIL—k 4K

X :Tyes | EA 1T DL, Airflow Schedulerld. A—H—, T 7474 Fo—F R EDFLLVZE
T—ADERZFELLET . ChIZkY. THVRKR—F TOERF OT—42 ORE[E # TEET .

RDATYIT. FLLWIVRAR—F | &R L TEREEDT—AREIIRR—LET .

Export docume from elasticsearch 5.5.0
1. Fresh E

2. Resume t

3. Main me

4, Exit

Enter your option:
1

Destination dir path:
/root/elasticsearch_export_backup
Please wailt processing your t request...

presidio-
presidio-monitoring-2

presidio-output-entity
presidio-

presidio-

presidio-o

presidio-

presidio-

2070 ms.
3999 ms.

+
|
+
|
presidio-output-indic 3 | 429
|
|
|
|
|
|
+

Total: 207531, Exported: 207531, Dropped: 0, Started: 2023-02-10 02:08:56, Ends: 2023-02-10 02:09:05, Took: 9483 ms.
[root@ueba ~J# §

bz 3

- B G EAR E TIORR—RENKRBLIZE S (& BEIRR LIS EHORKR—b
DEB | ERIRL IO B EEEBLET.

- BN FIEEK B LI-TOERDO5 %K R 9515 A (£, <backup directory
path>/log/log/es-migration-export.loglZ#BILET .

BRY5( AT 3Y) : STIGR—ADFIPSH—=R)JL avk O—)LE
IZTH

STIGR—RDFIPSHA—=/)L avk O—)LEF $11ZL1=18 & (L. NetWitness Platform®D 7T o L—FK
TOERZERIB THRIICEFNLZENICLT. BB IS—%ER #HI 2L ELAHYET . STIGR—R
DFIPSH—)L Ak O—)JLEEMIZT B2 ROATKRFETLET .

manage-stig-controls --disable-control-groups 3 --host-all

grub2-mkconfig -o /boot/grub2/grub.cfg
NetWitness PlatformZz 775 L—K L1=5. STIGR—ADFIPSA—=JL Ak B—)LEF 2L TL
2&0N,

F iR B A T DE B EHE EFTBSTIGR—RDFIPSH—=)L Ak O—JUE.
NetWitness D) #1 £% & TIIXE $h 1 ->TLVEEA.
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TvITL—R AR

BRY6( AT 3 ) :Liver—/\—DEHEHER TS

admin/system/live services|ZBBEBIL. TRAMEHZEITL T, Live—/\—IfEfx TEHH
EINEHERLET . COERKIL12XLUBEDY—R H—/N\—IFR A R TY. Chld. LiveZE L
EERRICOAE A SNDA T DFIETY .

BRRYTAVR—Rb TRAS OB ZNW Serverrk Ak ER RT3

RARZTYTIL—K 3 BH11Z. & RAS O %] ANetWitness ServerDBE Zl| EF #i L TR EF
o O G ara AW

B2 ZFE #9512 ROWThHERTLET .

1. NTPH—/\ZH R LET.

FEMICOWTIE. [ AT LIE LA JOINTPY—/ O B 1 %5 BB L TS,

2. ROFIEEETLET:

a. SSHCHE B Y—/N\—ORAMEHLET.
b. ROATUREEITLFET.
salt \* service.stop ntpd
salt \* cmd.run 'ntpdate nw-node-zero'

salt \* service.start ntpd
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https://community.netwitness.com/t5/netwitness-platform-online/system-configuration-guide-for-12-3/ta-p/701193

TvIIL—k 4K

TYITTU—F B3R

TYITL—RIERDIEF TERLET .
1. NW ServerrfRRk

2. Analyst UI7FRRR

3. ESATS4%Y KRRk

4. ESAtHUAY KRR

5. RAUR 7AVBrokerrk Ak
6

7

8

9

. Concentrator/R Ak

. ArchiverfR Rk

. Packet DecoderiR A~

. Log DecodersR Ak
10. Log Collector/VLCRAR
11. BRYnarR—rob KRR

3¥ :NW Server. Analyst Ul. ESATS4 <), ESAtHLAY) KRR (X, §RTELCB IZ7YTIL—K
FTEIDLENHYET . BYDaUHR—RUb RRME RDOB LUEIZF7YTIL—R L THELERA.

DT RTDHRRAR ZAT(ZDNTIK. NetWitness [ NetWitness Platformii A 5 EUH—ER 24 —+ 1
FIZSBL TS, NetWitnessDE /N\—=230 DR a4 R | R=UITBEIL . FEDONST )L
2 a—T 42T DI=HDNetWitness PlatformDE TR ER DITET

3 : Admin Server®5E T LEEE & ITHBE H—/\—D7vTIL—FKanb &5, 7vI5L—FK ot
A%EEHE L TS, FE 12DV T, MNetWitness Platform D7 Y7L —K ¥ {ig | DI RRY
3: 123/ =230 \DB T DI=HICESAB AR B ZE B T51%25 B LTS,

E = B T—FI&. NetWitness Platform/\— 3> DESARAS TldHR—k S TUOVEEA.
NetWitness Server. ESA?"?/{ <) "R . ESAEALE) RAR YT R T, [ CNetWitness Platform
N—=230THADEIHYET .

E 2 :NW Server( Respond Servert—ER%Z& 1) 7V L—K Liz#& . ESATS(<)— KR+ %
12.1.0.11Z7v 75 L—K 3 %FETlE. Respond Server—E RN E B M [ZIXE UF B ITRYEEA.
RespondD7YFTTL—K & MR RY1L. Respond Server—ERM7VTIL—R Sh. AR EEIC
BOThoRITIIVEMNHYES .

E & : NetWitness Platform/\—>3>11.6 LU TIE, B A F7HIUE DNART—R (/—F€ADH) 2
X BETE DRI —ITN AT, D HLEHIDDEF . IDODRXFENXLF . BEUIDDE K X F
(@Y% + ) DBEENTLDUL EHHYES . nw-manage scriptZfE L Tdeploy admin/\AJ—
REBEHITIEEL. AL/RT—F R)o—pEBHIhET .

deploy adminZ T4 <IINWH—/ q'C“deploy_admin/ \RO)—RZZEBLIIGE . IA—L RFN
A Y—NRT— W FEHETEIEEIETTNEEETILELIHYFET
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TvITL—R AR

¥ : Legacy Windows Log CollectorZfi F1 97%12.3.0.0/\—230TlE, BIMOT7YIIL—F &R 2R
EVCKONRT I IR EAHYET . BMDT7YITIL—F R ZRIIOVNTE, T7YTIL—F &R DE
ARV%E 1T 951D Legacy WindowsAJUXE 155 B8 L TSN,

TYFTIL—F #TavaE R

A B—F N EHREOEEIIIGLT. RO7TYIIL—FR AKX DODWVTNHIEERLET . 7VITIL—K
7 K (&, NetWitnesshH'HE 2 3 BB ISR B SN TLFET

o A7 321 NetWitness Platforma1—H— A A—J1(R&F AL T7VIIL—F

o A7 32 :NetWitness Platform XDR Offline®7v7JL—F

o A#73323: CLIZ{# F L#zNetWitness Platform XDROF7YITL—R (AT751)

o AT AAT ) (1= DE I O—RIZ&BTYIIL—K URSK ) —DERE T

EDA KX THRANETYTIL—KR FHME R G UL T OIL—ILAE A SnET .
o IHIINW ServerrRARET7YIIL—K 3L ENHYET .
o I ORAN DIN—23  ER 1 DB\ —2 30 DHE A TEET .

o NetWitness Server. ESATS54 <) Ak . ESAt A A FRAR BT RT. & UNetWitness Platform
N=23 0 THHILEIBHYET

#7321 NetWitness Platform1—H— S A—DJxA/REFE HL
T7vFIL—F

Cg;ﬁ;ﬁ (. NW ServerrR Ak HLive —ERIZHEH SN TEY. 1\ —CF A F TEBIG S ICE A
T o

AR &

1. (EE;)> PATL]> BEF]IT. FLLEHFOERZE0 BBV 0—K]Fovy
RVDADA N> TNBIEEFER LET .

). EH AR BARETHEL, BA(EE) > RRF] > EH]> BEFORRE]IFIEALTE
HEHEDZLET. IRAMEa—DRT—2RIZ PYTIT—hBY| DR RSNDBIEFHEDILET.

3. PYTT—bhOix—230]15112123.0.00R RENBIEEFHERLET .

11.7.0.x+ 11.7.1.0, 11.7.1.1, 11.7.1.2, 11.7.2.0, 11.7.3.0, 12.0.0.0, 12.1.0.0, 12.1.0.1, 12.1.1.0, 12.2.0.0,
12.2.0.1,» B&EU12.3H5512.3.1.01<FVvFFL—F 3 3IZE:

. Bg®) > mRRIHBBLES.
2. NW Server( nw-server) RAFZZERLET .
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TvIIL—k 4K

3. R ODTVIT—EFVILFET.
£ Update ~ @& Discover

Check for Updates
BIRLI=RASO/N—2 3> 7T T—hDO—hHIL 7yTT—k JROMN)—I2HB5 8 (X, RTF—
A5 PyIT—tHBY] AR REINET .
4. BFO/N—23V]FIT 1231.0]FFIRLET
F:TVIT—RDELGHEEETYIT—H I HEMER I FATAVER T T BT Ty
TIL—F N—0a B S DR AIZHIE|RTAI() &V )ILET . BHON—230AR D
MoEWNEEIE. B#H]> BEFORR]ITERL. VRSN OFERAIEELEHFEFVY
LET. EHHAFAATELGES .. TFHLOEHAR A AIEE T 1ELDAVE—DHRRIN,
RT—4X]FIHDBEBHICEFH INT. EHFHYINRIRIINES . TI4LE TIE FIRLL:
RRAN THR—F SN TWDE FH DADNR RINET .
Y—ILN—D B > RAFDEH]|ZI)VILET .
EfFZERE 20 IILET.
IRRFDBEEB 2V )ILETS.
f DFRRR [2DLWVTEH . RTYT6~ 8FRRURLET .
ENW ServerrRANZEFHLTH R EI L% TOH EHOHRANEFRIRLTREBIZ7YIIL—

F93EnTEET. §XTOESA. Endpoint. Malware AnalysishR k% NW Serverk Rk & L
N=23U YT I —R T RRELNHYFET .

o =N »

FEIL7.1.0LU B O/N—230TlE. (RANDERIRE | #MeEEFERALT7YIIL—FK URDK)—
FEAIRE TEET . ROXES E (CL TS EFMIZOWTIE. TATLa4(ATay) /8y
T—=U Qo 0—KI(2&BTYTIL—F VRS K )—DEFI R E 1525 B LTS,

4= Update ~ @2 Discover
Update Host

Pre Stage Host
Check for Updates

#7322 NetWitness Platform XDR Offline®7v7F45L—K
R DRAAYEZETT LT, NetWitness PlatformzF &) T7VvT I L —K TEET .,
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’50(71 :Z‘T'—*D‘Jﬁ 77]')W.—( /var/netwitness/common/update—stage/) 122 —
230 PVIIU—F J7AIVERBROBREEZRITLET.

1. NetWitnessA32.=F—( https://community netwitness.com/) [TF AL | Foon—K] >
NetWitness Platform] > [(—’)3912.3]"&5@ R L,"C\ TV L—K 1\ —Unetwitness-
12.3.1.0.zipEB—HIL TAL YR )—IZHEoO—RLET

- 11.7.0x11.7.1.0, 11.7.1.1, 11.7.1.2, 11.7.2.0, 11.7.3.0, 12.0.0.0, 12.1.0.0, 12.1.0.1, 12.1.1.0,
12.2.0.0, 12.2.0.1, IZ7YFTIL—KR § 515 & F9>0—F netwitness-
12.3.0.0.zipnetwitness-12.3.1.0.zipo

e 123.001Z7vFYIL—F LTSI & 80— netwitness-12.3.1.0.zip
2. SSHTNW ServeriR A [T LET .

3. 7v7O—Knetwitness-12.3.0.0.zipnetwitness-12.3.1.0.zip 11.7.0.x. 11.7.1.0.
11.7.1.1. 11.7.1.2, 11.7.2.0, 11.7.3.0, 12.0.0.0, 12.1.0.0, 12.1.0.1 12.1.1.0, 12.2.0.0, 12.2.0.1(Z
TvFTL—K LTS5 & [INW Server®R Ak £ D /var/netwitness/common/update-
stage/

LTI ZERLETS

mv /var/netwitness/tmp/netwitness-12.3.0.0.zip
/var/netwitness/common/update-stage/

mv /var/netwitness/tmp/netwitness-12.3.1.0.zip

/var/netwitness/common/update-stage/

4. netwitness-12.3.1.0.zipZNW ServerslRAk £ M /var/netwitness/common/update-
stage/IZ7y7TO—KLFET.
il :
mv /var/netwitness/tmp/netwitness-12.3.1.0.zip

/var/netwitness/common/update-stage/

3E : NetWitness Platform| &> TIPMIUVIBE BRI ESNFET .

RRY2: RT—O VBB MoE RAMNIEHEBRATOIRDREEETLE
EE

FEE NW Serverbl 4t ORARE 7T L—K 580112, NW Serverik RN E 7V IS5 L—K L THLL
ELhHYFET.

F:BEITISLT, ISRRBSNTOSFIRIH SELTEFY . AT a4 ATay) 1 wr—o
DFIA—RIZ&DBTYTIL—FK URS R )—DERI R E

1. NetWitnessIZA5 1 LET .

2. (%‘E) > [RRAM]IZBEELFET .
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TvIIL—k 4K

g:(ﬁf_!;) > AR R—UESTISBNTEY. PUIT—h QMBI AT PoT
F—1> PYIT—FDERE]) AYL—F RS TOBE A . TP he~_—UEEFL
TPYIT—h ERER L TR

3. %;ﬁ;éﬁ FEL.7YITIL—K wr—U DaE—. R LU L DEBIT T 35FETH
ROFHBEBRIHE TEFH/ WIT—DF W HIE T ENTEELIZIERTRSINET
o NetWitness Platformh 8 &/ S —J T2 RATES.
o INYWT—UNEE TIS—HELN,
IS5—Dh STV a—TAVTHEITONTIE TV AR —)LEBEFT DR ST IV a—T4207 1 %5
B L TLEELN( =&AL, T/3—2 3 <version-number>NDE A T5— | MR DB H /\Wr—IO MR
DHhYFEEAID RSA NetWitness PlatformDE § /7 Sr—2 DRI Bk | 54705 (R T~Ehb
BEIBHYED) .

4. BEFOMAI]IZI)vILET .
RELBIFAIVER ETIHIULELGHST=0O. 1 \vr— DH AL IZITFE 8 A ET . B (.
RAN DR AL IZE TR LGYFET .
DEIEDKIL. RT—3X]5IZ E#H HY]

5. U—ILin—0 B> IRAFNOEH EIIvILET.

4= Update Qg Discover

Opdate Host
Check for Updates

6. BEFHYIFAT7O70 BHZERKIZV)vILET.
RARDT7YTIL—KNTE T 5L RANDBEIFZEROBZAVE—CHARRENET .
7. I—I)LIN—0 TRAFDBEE ] F0)vILET .

#7323 : CLIZ{#E B LT-NetWitness Platform XDRO7vF4
L—K(A251Y)

ZNA K L. NW ServerHhLive —ERIHESHE SN TLVEME S IZE B T°=%F9 .

B R 9B

NetWitnessAZ 1. =74( https://community.netwitness.com/) > Products] > [NetWitness Platform] >
Downloads ] > Version 12.3] > Full Product Downloads] TI74/LEA—AIL TAL IS )—IZF I
A—F L TL\AIEAMERE L TKZELY.

« 11.7.0x.11.7.1.0, 11.7.1.1, 11.7.1.2 11.7.2.0. 11.7.3.0. 12.0.0.0+ 12.1.0.0+ 12.1.0.1, 12.1.1.0-
1220007 YyF9L—R 9356 . KU 12.2.0.1H51512.3.1.0. ForO0—FK:

netwitness-12.3.0.0.zip
netwitness-12.3.1.0.zip
o BELUV123.0.0M512.3.1.0, FovA—k:

netwitness-12.3.1.0.zip
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FYFIL—K H4K

o HERURSHIZFERALTWSERIE SAEBURDNICERFTOEFHZEMLET . SFHITDOLT
(F. TCLIISE AT YT T L—F - D5 8 VR U—D# i 1525 BB L TEELY.

NWH—/\— KRR EVR—R Vb Y$—\—FTYTIL—F TBHICE. ROFIRERTLET .

3 :PDFMV5IY R Z3E—L TLlinux SSHA—SFJUIR—ZFLTH . ELKA N TEFEA. =2
L+ HTMLAR— https://community.netwitness.com/t5/netwitness-platform-online/upgrade-tasks-for-

12-1-1/ta-p/695018#O0ption3 MY F ZAE—L T\ Linux SSHA—3FJUBL YT (FHTEMTEE
g-o

1. 123.0.0D77MINERT—oU9 LT PYFIL—KR DEKEITVET . ROVFIAERBRELE
El

e 11.7.0.x~ 11.7.1.0, 11.7.1.1+ 11.7.1.2, 11.7.2.0~ 11.7.3.0+ 12.0.0.0 12.1.0.0~ 12.1.0.1. 12.1.1.0
DSTPYTHU—RTBEE. 12.2.0.0 BELU 12.2.0.1MF & 1X. 12.3.0.0 BLUV 123.1.0 R
T—UU5FARERHYET . NW ServerlZrootELTAT AL RDTALON ) —FE KL

*7.
o AFLaU1(FB) :NW Serverl2ELTAT AL . R DTALIR)—%4E B L E T NetWitness
Server.

/var/netwitness/tmp/upgrade/12.3.0.0/
/var/netwitness/tmp/upgrade/12.3.1.0/

RIZ. 17— Zip /var /netwitness/ tmp/ F7AILENW ServerD T4k )IZ2E—L .
/var/netwitness/tmp/ROARREFERALTHOBE U ETALIMNIIERELET .
unzip netwitness-12.3.0.0.zip -d /var/netwitness/tmp/upgrade/12.3.0.0/
unzip netwitness-12.3.1.0.zip -d /var/netwitness/tmp/upgrade/12.3.1.0/
T7VIT—b B Qzip77A )UTH B L1=i& TRT— 00 T4L I8 )—hows T8I BR L TS
Ly,

o AT 32(BE)) NW Server[ZéLTRTAUL . RDTALIMN)—ZFERLET .
NetWitness Server
/var/netwitness/tmp/upgrade/
NetWitness 12.1.0.08&U12.1.0. 107\ r—2zip I 74 )Uk /var /netwitness/tmp/
NetWitness Server®DT/L I )—I2OE—LFT
D% T, ROARVRZEEITLTI2.1.0.1 zipF7A L& . BREE . I EAIELFET .
[root@SA ~]# upgrade-cli-client --init --stage-dir /var/netwitness
/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.3.1.0

(1E&]) b ELTRTDNetWitness zipZ7AILODF O O—F LR EMNT T LELIZ 1 £V

A= DE BH—/N\—0a Y —UR R SNDE DL TOeRAHBIhET.

FE: (B B EEY NTONetWitness zip 774 LD O—R R T LELEZ] EVS
Ay—U MR IR INGEWNGE S (F TR EB UETLTI21.01ZRT—I09 L TZELY.

BEE . (AT2222%FEALO) 12.1.0.12RT—0 L% . B ICK LIS A& (X o<y
Pupgrade—cli—client --init --version 12.3.1.0 --stage-dir
/var/netwitness/tmp/upgradeZ®E {TLTLZELY. AL AR ILIAE & 1. 27902
TUITL—F DL EETLET . EERLT, TORDRTVITEAHFT
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o 12.1.0.0HM512.1.0.1IC7YFTTL—FTBEBE . 12.1.0.1DRT— T DHDWLETT .
o AFLIVI(FEE) :NW ServerlZELTRT AL RDTALIMN)—ZEBLET

NetWitness Server

/var/netwitness/tmp/upgrade/12.3.1.0/
RIZ, 185y =D ZipIF74 )b/ var /netwitness/tmp/ENW ServerdT4L Uk JIZaE—L .
/var/netwitness/tmp/ ROARVEZFE AL THoBE VNG TALOMIIZERELET .

unzip netwitness-12.3.1.0.zip -d /var/qgtw%tgess/tmp/upgradg/12.3.1.0
Tv7T—hk B Dzip774 JUIH B LTtk TRT—U 00 T4L O J—hiows T8I BR L TS
LY,

o AFLIA2(HE) :NW ServerlZéL TR AL RODTALIMN ) —ZFERLET
NetWitness Server
/var/netwitness/tmp/upgrade/
NetWitness 12.1.0.10D7 97— zip 74 )U% /var /netwitness/tmp/NetWitness Server®
TALOM)—aE—LET
D% T, ROARVEEEITLTI2.1.0.1 zipF7AILEHHE . REE. M EAIELFET .
[root@SA ~]# upgrade-cli-client --init --stage-dir /var/netwitness
/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.3.1.0

(1E8]) » BT RTDNetWitness zipZ 7 ILDFIO—K LR AEMSTE T LELE 1 &0V

AvE—UHE B Y—/\—0Da Y —)UR RINDE DL TOEXAFEIESNET .

FE: (FH) B ELGTNTONetWitness zip 77 LDFE 7 O—K EfF R MNTE T LEL7z] &Ly
SAvE—U MR RSINLEMG S (L. AR EB UETLTIA01FRT—U0 LTS
LY.

BEE (AT a22FAL0) 12.1.012RT—I05 L1 B ICRBLIZB &1 o
T?Ldsupgrade—cli—client —-—-init --version 12.3.1.0 --stage-dir
/var/netwitness/tmp/upgradeZE T LTS FIHAE AR ILIE & X 27002
TITTL—F DL EETLET . #EEALT, TORODRTYIHEAFET

2. ROARVREFERALT. 7YvFIL—F O L EETLET .

upgrade-cli-client --init --version 12.3.1.0 --stage-dir
/var/netwitness/tmp/upgrade

3. ROARUREFERALT. NW Serverrk AR E 7 YT I L—K LET
upgrade-cli-client --upgrade --version 12.3.1.0 --host-key <ID / display

name / (hostname/ IP address)>

4. NW ServerrRRk DF7vT5L—K AR T LT=5. NetWitness Platform1—4 /22 7x—AMD fRR
FEa—DSHRANEBREELET.

5. (EHEATE) —L REUNA = —BBESNTOSS & (. ot—L RE/ o H—/5— 7k
ARTEIE] ~ 4ERYELET.

6. A R—Rbk KRR LT ATYF3ERTYT4ZE VIR LET . AvURDIPFRLRIE. 7Y
TL—K 9 BarviR—xwk (RANDIPFRLRIZEBELEY .

3 :NW ServersRAk Tupgrade-cli-client --1listaAYUREFEITTHE TRTOHRAS D/\—
DA EFIVITBIENTEET . upgrade-cli-clientMANILTER R I BIZIEK. upgrade-cli-
client --helpaVN KRZEFERLET.
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FYFIL—K H4K

FETVIIL—RREFR I, ROIS—HRREINDGEHHYET .

2017-11-02 20:13:26.580 ERROR 7994 — [ 127.0.0.1:5671]
0.s.a.r.c.CachingConnectionFactory : Channel shutdown: connection error;
protocol method: #method<connection.close> (reply-code=320, reply-
text=CONNECTION FORCED - broker forced connection closure with reason
'shutdown', class-id=0, method-id=0),

COHETH H—ER /IWIILE LAV RN —)LENFT . @ DT7 I avEWM AL BELHYFEEA-
FLON—D3VITRRANEB 1 5B [T DIS—AR AL LTI5 & (& hAZ7— SRk I2EHR
LE HELEEL.

CLIZ&BPYTTL—F DOt=bd4t & JRD b J—DHE i

SNER RS R UDER TE IZDLVTIE, RES B L TZSUMT 8 A S BB URS K Yotvk 7y

[ 12.3NetWitness Platform 777 L—R HA4RIR DF B (X, 5+ IR EUMNT TIZER E SN TS
EERMIR ELTULET . NetWitnessDE /N—230 DR Fa AR | R—=UIZBEHL. BEDSTIL

2 a—T 4T D=8 DNetWitness PlatformDE HARZ#R DITET .

1. 123.00077AINERT—00 LT PYFTIL—RK DEFEITVET . ROV FIAZEBEILE
9.

e 11.7.0.x~ 11.7.1.0+ 11.7.1.1+ 11.7.1.2. 11.7.2.0. 11.7.3.0. 12.0.0.0- 12.1.0.0+ 12.1.0.1 12.1.1.0
ISPYITHU—FRTBEE. 12.2.0.0 BELU 122010 & (E. 12.3.0.0 BLU 123.1.0 R
TFT—U0F BB EAHYET . NW ServerlZroot EL TATAL . RDTALIR)—EERL

F7.
° gz"j’/a‘/l( FBh) :NW Serverl2&LTAT 1L NetWitness Server R DT4L Ik )—%1E
LLFET

/var/netwitness/tmp/upgrade/12.3.0.0/
/var/netwitness/tmp/upgrade/12.3.1.0/

RN\ 17— Zip D74 )V /var /netwitness/tmp/ NW ServerD T4 L2k JIZaE—L
/var/netwitness/tmp/~ ROAXUFZERAL THOBE U G TAL I ELET .
unzip netwitness-12.3.0.0.zip -d /var/netwitness/tmp/upgrade/12.3.0.0/

unzip netwitness-12.3.1.0.zip -d /var/ngtw}tpess/tmp/upgradg/12.3.1.0/
TYIT—k A Dzip77A UIH B L= TRT—U 20 T4L I8 U—Dos THIBR L TS

LY.
o FFTLa2( BEh) :NW Serverl2&L TRY AL | NetWitness ServerR DT LI~ 1 J—%4E
BLET.

/var/netwitness/tmp/upgrade/

NetWitness 12.1.0.08&TU12.1.0.10D7 X\ r—zip 774 )LZENetWitness ServerDT 4Lk 1)—

[2ZaF—LE9 . /var/netwitness/tmp/

DB T ROATVREEITLTI2L.0.1 zipZ7A /LA H . R, W EAELET.

[root@SA ~]# upgrade-cli-client --init --stage-dir /var/netwitness

/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.3.1.0
(1E8]) & EL T RTDONetWitness zipZPAILDFOO—R LR EMNSTE T LELIZ 140D

Av—UHE B Y—/\—0a Y —)UR RTIhDE DL TOERHMFEIBSNFET .

e (EHR) B EETRXTODNetWitness zip 774 ILDF O O—K LR E M T LELIZ] ELVS
Ayt—U MR IRENGEGE S (L. AR EB UETLTI21.0.1Z2RT O U F LTS,
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vIJL—F A4AR

BEE (AT 32%FRAL0) 121012700 L% 1#EICKR B L5 & 1. o<
Pupgrade—cli—client --init --version 12.3.1.0 --stage-dir
/var/netwitness/tmp/upgradeZ R 1T L TZEUY. M EAE AR TILIE & (X 27002
TUIT DB L EE T LET . B BALT. TDER DATYIICEAFT

o 12.1.0.0HM512.1.0.1IZ7YFTTL—KIBBE . 12.1.0.1DRT— T DHDWLE TT .
o AFLa1(FB)) NW ServerlZEL TR AL RDTALIR)—ZFERLET

NetWitness Server

/var/netwitness/tmp/upgrade/12.3ll.O/ )
RIZ. /var/netwitness/tmp/ /XY —IZip 774 IVENW Se\rver@7_;4|/7|“ JIzaE—L.
/var/netwitness/tmp/RDAXVREFER L THOBE Y LTALINI)IERELET .

unzip netwitness-12.3.1.0.zip -d /var/qgtw}tpess/tmp/upgradg/lZ.3.l.Q
TV7T—k B Qzip774 JUEH B L= TRT—U 00 T4L O )—hows 78I BR L TEE
lI\O

o AFLa2( B EBh) :NW Serverl2&L TRS AL« NetWitness Server R DT 4Lk 1) —%4E
BLET.
/var/netwitness/tmp/upgrade/
NetWitness 12.1.0.107 W — zip 774 JLZENetWitness ServerDT ALYk J—I2OE—LF
9. /var/netwitness/tmp/
DB T ROATVREEITLTI2L.0.1 zipZ7AILEHH . R W HAELET.
[root@SA ~]# upgrade-cli-client --init --stage-dir /var/netwitness
/tmp/upgrade --download-path /var/netwitness/tmp/ --version 12.3.1.0

(1R #R) 1 BT RTDNetWitness zipZ7MIILDFIO—F LB EMNTE T LELIZ 140D

A= HE B H—/N\—0a Y — UK R SNhDE DL TOERAHBShET.

FE: (EH) B EGTY NTONetWitness zip 2774 VDI O—k LR R MNE T LEL] &L
IAVE—U MR IRINGLME S (L. AR EB UVEITLTIA.01ZRT—200 L TS
LY.

EE (72328 FERAL0) 12.1.0.12RT—D07 L& M L ICKRBRLIE & 1F 3
'?l/Pupgrade—cli—client —--init --version 12.3.1.0 --stage-dir
/var/netwitness/tmp/upgradeZ R 1T L TZEUY M EAE AR ILIE & (X 27002
TUIT DB L EE T LET . B BALT, T0ER DATYIICEAFT

IROIARNEERALT. 7YITL—F OMEALEEITLET.

upgrade-cli-client --init --version 12.3.1.0 --stage-dir
/var/netwitness/tmp/upgrade

ROATUREFERA LT, NW ServerikRARE 7Y TG L—K LET
upgrade-cli-client --upgrade --version 12.3.1.0 --host-key <ID / display

name / (hostname/ IP address)>

NW Serveric Rk D7vF I L—K D3 I L1=5. NetWitness Platform1—H /22 T71—A®D R
M Ea—bDoRANEHREZELET .

(T E) Ih—L RBUN == B EINTUDIE B (& I4—L REUNA H—1N— K
AFTFIED ~ 4F8BYRLET .

L avik—3obk FRAMTRH LT ATYTB3ERTYT4% B VIR LET . A< R DIPFRLR(E. 7y
TOL—K 9 BaviR—xok RRARDIPPRLAIZEERLET .
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3E :NW ServeriR Ak Tupgrade-cli-client --1listaAYRZEETTDHE TARATORAS D/3—
DA EFIVITBIENTEET . upgrade-cli-clientMANILTER R T BIZIE. upgrade-cli-
client —-helpaNKRZEFERLET.

FETVIIL—R BRI, ROIF—HIRREINDIEEIHYET .

2017-11-02 20:13:26.580 ERROR 7994 — [ 127.0.0.1:5671]
0.s.a.r.c.CachingConnectionFactory : Channel shutdown: connection error;
protocol method: #method<connection.close>(reply-code=320, reply-
text=CONNECTION FORCED - broker forced connection closure with reason
'shutdown', class-id=0, method-id=0),

5 E TH Y—ER /IWIIE LAV AR —)LENFT . @ DT7 I avEM AL ELHYFELA-
FLLWNA—Dau[TRANZE HI AR I DIS—DFRE LB & (& HAZ7— SR—F 126
LE H LS.

AT3A A TaY) 1 r—2 DA on—RIZ&BT7YTIL—R
YRk 1)—0EE il 5% 5E

BB S —( 7ip) EFIUA—F$BIET, SATLISE BEE ZBTEHL FyTTL—K UK
SRU—EBHTHE CTEET. CITEY, 7YTIL—F OFILAA LR NR (I 254, HHESH
=B RIZTYTIL—RDE T §5IEMNMRIESNET .

F: (RAFDPRRIRTE | #EEE (X \—2a11.7.1.0LL & THR—L ShTWVET .

TYITU—F URCrVEEMRT—O L TRAMNEE H T5ICIE. RDOFIEERITLET .

1. (‘E‘E) > RARIBEILES.

2. U—ILN—T B> EFORERIEI)VILET.
WRAEELITRTOEFHF/N—2avh N—2av ] RFaydaHy YRRZR RTENET

3. B¥E]> RRFNOFERBE]ZV)VILT. BEFH/N—D30DF TN—2a0EZRLET .
T7AIDEIO—FK DB AvE—UNRRINET .

Hosts
= v [4 | Z Install 4 Update ~ @ Discover @z Reboot Host Filter
Name Update Host P Services  Current Version Update Version Status
[ AdminServer ‘ RS RISt L 12.1.1.0 12.3.1.0 @
Check for Updates \

Are you sure you want to download the files? You can view

==

the notifications to check the status.

No Yes
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FYFTL—K HiAK

4.
5.

6.
7.

10.

[FEWNZEDIILTTYTTL—R 1\or—2F RO R )—I2580oa—R LET .
TRISRTEIIZ. BRI MLATH O O—KR DRT—AREHERLET .
RAFDERIRTE | & RRFNDT7YTITU—R ] (F. BHIRENT T IDETEYITAHYET.

Notifications

Repo file download completed for Version 12.3.1.0
Repo file download completed for Version 12.3.1.0 1 second

Repo file download started for Version 12.3.1.0

Repo file download started for Version 12.3.1.0 18 seconds

View All

X IR O #H TIEAEL. UIDIRAE O/ \—D 38 #/\—Dav (35 5T 3% B IZIFRE L
[ZZYFEY . ChiE, RO )— T7AILDHAE I A—kSh, REROT7VITITL—RIFThh
BWHTYT . N—2avld, TYTIL— R R ICOAERBEINFET.

FooO0—RARULISE S F BUEHZREBL TOHLZRBLES.

EH O] &7 )0ILFET .

7;«;_) LDYA XK EL, T7AIWVEfR BT DU BENHDH=H. 15— OHEA L (238 AHA
L o

Initialize Update Package for NetWitness Platform

Initialize Update for Version 12.3.1.0

V] Ready to initialize the update packages

Initialize Update

BEE:JROR)—DFFTERE DL RTYT1 ~ 4FWDTEHLELT TEEY . 1=12L. ATV
5~ 8DT YT L—K TOEANEIE SN=5. ZIPT7AILOBE Z =6, RANZBE RS L
=Y. jetty —/\—ZH & &) L =Y L7AE LTSN,

BEHNLATHEIE DRAT—ERAEZHERLET.

VEHIEIAERIZRETLES. EFH] > HRRANOEH 129009 LFT.
TRAFDEF T T §5& RAMNEBRENTEHELSITKHONET
KA ZEURTYILTEEHLET.
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TITT—FF R DEIRIEETTS

ZDOk EYHO Tl NetWitness Platform®D7vFT I L—K #% [CZE T TADENHEIIAIEIANLET . &
£ F DRAR DARIESE T LTSN,
- &%

e Event Stream Analysis( ESA)

* Respond
e User Entity Behavior Analytics

e Legacy Windows Log Collector

4

NetWitness PlatformZ7v7JL—k LI &, JettyZ#E R L. 27 —EADILTUVEETL. v
b O—0 X TFv. OF XN TFv. BLUK BT IHELHYET .

Jetty DIF X

Jettyt& B EZ DB BB IZOWVTIE [V AT L ATFT oA HAFIDSEVITHREL HRAS Tk
J—DEE |25 B L TZEL.

P—EADBEE . THIRE. THRE ORER

Y—EXNBREB SN, THZNELTWSILEZHERLES (SNIE. B BB AT R TEoTLY
BMEIMEOTELYFEY) .

BEITIGLT. ROY—ERTT DR E LEHEZHRLET
* Decoder

e Log Decoder

* Broker

* Concentrator

e Archiver

RIS D= TF &R R T5IC(3:

1. NetWitness Platform*=a21—T. ( E1)> P—EX]
[ZBHLET. P—ER]E—DRTINFET,

2. & Decodert—EREERLET.
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TvIIL—k 4K

T Foom)T. BR]> LATLIERRLES.

3.
® Start C
R =
AN ££ DBA 1R
1. NetWitness PlatformA=a1—T. ( B> P—EX]
[ZBELFET. P—ER|Ea—DRTEINFET.
2. & Log Decodert—ERZEIRLET .
3. % (prua T, BR]> DATLIERRLET.
® Start
4o w—n—T P L ET
KA DB
1. NetWitness Platform*—1—T. ( EiE)> P—ER]EERLET.
H—EX]Ea—hMRRENFET.
2. Concentrator. Broker. Archiver D& H—EX(ZHLT. L FTDFIEFETLET
a. H—ERZZERLFET.
b B (Fora T BR]> BRISERLET.
c. “—JLs\—T » Start Aggregation £5vHLET.
3. Event Stream Analysis (ESA):
3F B £ E—F [X. NetWitness Platform/\—3211.6 LA [& DESATR AL TldHR—k S TULVE
HA. NetWitness Servers ESAT 547 1R &Ak . ESAtH A1) iRRAR HAF AT, B UNetWitness
Platform/\—2 3> THAL B HHYET .
ESAIZB BB TYITL—R % DIRVIZHYFERA. ESADL 5T IV a—T42 12D T, TESA
bSO a—T1 TR 1S B LTSN,
Endpoint. UEBA. Livea> T JL—)LDHR—k ZEB N $ 535 & (L. ESA Correlationth—E XD
multi—valued/~€3}—75$Us ingle-valued/ \GA—FZBH LT B ELEAR F—%F T
1B 0 FTOLEABHYFT 7“/?0’7 L—RRISENLDR B ZITI0 R EHYFEA. % TEA DL
VLSV TR B ETOICENTEET . M EF B ICOULTIE. TESAE LA AF Dl 678 R
BESIVE —EDAS F—IZ&HETESAIL—IVER I 125 B LT,
a7 —ER a7 VDE T
1231012779 L—K §BE R I7MIU cfg) « T4—K . /\—H, OF FIN/RBEEDTT Y—
EX a7 YhDecoder. Log Hybrid. Network Hybrid. Log Decoder’d & D& O R— bk D.tar
DB FRITaE—&ShZET .
ROFXIZ, A7 —ER AL TUYO/REQT —ER avToYhaE—adhb& avR—Rok
D.tarDIG T ERLET .
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S PHER AT R 2 AA O tar B

Jetc/netwitness/ng/feeds( 74—F) Decoder /var/netwitness/decoder/decoder
backupcontent ccm.tar

/etc/netwitness/ng/parsers( / \—1) Log /var/netwitness/logdecoder/logdecoder
Hybrid backupcontent_ccm.tar

/etc/netwitness/ng/envision/etc/devices  Network  /var/netwitness/decoder/decoder_

(BT T/ MR) Hybrid backupcontent ccm.tar

/etc/netwitness/ng/NwDecoder.cfg( 1 Log /var/netwitness/logdecoder/logdecoder

B 2714 .cfg)) Decoder  backupcontent_ccm.tar

CCMA T av T I4IE TEIITIZOTNVET . 123.1.0DF7VTTL—F & ITCCMZER [
L. a7 Y—EX a7k bhi=i5 & . 1\wo7vTtar o7/ IV EE R L Tk bhi-T—4%E
8 TEFET . M IZDLVTIX. https://community.netwitness.com/t5/netwitness-knowledge-
base/automatic-backup-of-core-service-content-after-upgrading-core/ta-p/694527%% B8 L TLFE&LY,

Event Stream Analysis( ESA)

1213—=23UIZ7v T L—R LIz . TRTOESAB AREHIE (HERKR) > RI— [ R—DIF
TEINFET. FEARE (TR —ETI—TIZE SN Correlationt—/\—%12.3.1.x/\—3I(2
TYITL—K L= IZDOAHE B TEALIITEYET . Admin Serverh5e T LT-E % (TH B H—/\—N
TvTIU—RENB K312, 7vFIL—K TOwREFEE L TS0, w3288 H—/—n7yS
JL—RENBFET. EABRBEICZIITIOERATEEFEA. 1=1ZL. Correlation —/\—(I5| Efm =7>—+
ARV DB ERTET . TRTDESAB ARBENEBELGKREITHOINEINEHERLET. 5
HIZDWTIE. [Live —ERE B AR IOTBARBEDOR TR IFEVIES B LTI,

FET7FURNCE. B(HER) > ESAIL—LR—CHE(#R) > KUY —] R—C TESAIL—ILE
RRTBAEOOETGIERIANETY . FEFHICOVLTIE [VATL X T —F—E Y
AR 1O A—JLOWER | EYITIY—R H—/3— 5 aEwS B LTS,

RORIZ TYTTU—RRIETVTIL—REDEAREDIKEERLET.
FYFTL—F & ORARIEORE

TYIIU—RI DR ARE

DR RE RIS —DE B G I—T D B,

1 EELgEARE (A (&L (&L
2 IS5—DHHE AIRE [{A (&L (A
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https://community.netwitness.com/t5/netwitness-knowledge-base/automatic-backup-of-core-service-content-after-upgrading-core/ta-p/694527
https://community.netwitness.com/t5/netwitness-knowledge-base/automatic-backup-of-core-service-content-after-upgrading-core/ta-p/694527

FYFTL—K HiAK

FTVFTL—F % OB A RS ORE

TYITL—FEI OB AR
DR E

3 I—ILDIHEE AFEBEAIRE W ARV LR
4 JL—ILOEELNE A IR 1B ARV L\WVE L\WVE

(ATav) RIS—DI—D ] R2 &M AL T, ESAOVTUVER ERUS—EESAQVTUVEE &
BUVRYS—Ev—U TEET . S #IZDU T, [Live—ERE B AAR IOIESAITIVES ATE
RI—DT— 1 %S BB LTSN,

ESABEARELT—ARYV—ROE R

12,1 L D=3 TlE, ESABARE ET—4 V—RFAVTY— R EB TOAE B TEET .

B(#RK) > {’J—]> B2T2Y] > Event Stream Analysis] R—U 12 L. ESAEARE L

T—3 V—REEELFET. ESAIL—UE. ESAIL—LIR—CTOHAEBTEFT . RORESEL
TLIZELY

NETWITNESS nvestig Respon ers H H Dashboard  Reports
CONTENT SUBSCRIPTIONS CA UR OLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS
CONTENT

ESA DEPLOYMENTS DATA SOURCES

@® Deploy ® Deployment Stats $ MoreActions v

Deployed &
Deployed &

New A

31 TYITTLU—FEDERRAIEETI 5



TvITL—R AR

NETWITNESS Investigate Respond Users Hosts Files Dashboard Reports admin v

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER RULES SERVICE TOPOLOGY

Services Settings
Rule Library
All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them
+ & ¥ © Filter x
Deployment and Data Source management moved to Centralized Content Management. Click here to manage deployments and data sources.
Rule Name ~ Description Version Trial Rule Type Actions

] AWS Critical VM Modified Detects when Amazon Web Services (AWS) critical virtual machine instances are modified. Acti... 0.3 Yes RSALive ESARule &

[ AWS Permissions Modified Followed By Instance State Change Detects when an Amazon Web Services (AWS) permission is modified followed by an instance s... 0.3 Yes RSALive ESARule &

[ Account Added to Administrators Group and Removed Detects log events when a user is added to an administrative group and then removed from th... 0.4 Yes RSALive ESARule &
Account Removals From Protected Groups on Domain Controller Detects account removal from a protected group on a domain controller. There are five param... 0.4 Yes RSALive ESARule &
Aggressive Internal Database Scan Detects a single host making connection attempts to 100 or more unique IP addressesin 1 min... 0.3 Yes RSALive ESARule &

] Aggressive Internal NetBIOS Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &
Aggressive Internal Web Portal Scan Detects a single host making connection attempts to 100 or more unique IP addresses in 1 min... 0.3 Yes RSALive ESARule &

] BYOD Mobile Web Agent Detected Detects a web-browsing agent for a mobile device. To configure the rule, specify the listof una... 0.3 Yes RSALive ESARule  &¥

[J Cerber Ransomware For Cerber4 to Cerbers, the rule looks for a spray of outbound suspected command and contr... 0.7 Yes RSALive ESARule &

| Page 1 of2 | ) ) | C PageSize 100 v Displaying 1 - 100 of 116 rules

BB Y—N\—DT7VITIL—F# L. ESARRFZR OWNTFVTIL—R T 2B BEIHYETS .

TN B EEE AREDOEE OFMICDOULNTIE. NetWitnessD— o 7G0T VEHEH T
1F %S B LTSN,

Respond
NEDERTE. TSATIESAY—/\F123.1.0 ITPYTHIL—KR LR TETTILEHLIHYZET.

3 : 754 <NW Server( Respond Server—ERF& ) 7745 L—K L1=# . Respond Server
H—ERIF, TFATUESAKRRF$123.1.01Z7YTTL—R $HETIIE B ICEBE AL ShFE
Ass RespondD 7T L—K & DRAAYIE. Respond Server—ERM T YT L—R . F sk
BTG STHDERITIIRELIHYET .

(A7 3>) custom_normalize_alerts.jsTRespondH—ERADHR A L —
Z)RR 7L, FLLT—EY—REHR—+

¥ :custom_normalize alerts.jsZF B THREATYA AL TULVELME & [E. CORRIVEZEFTTILE(L
HYFELA WAL FT—OEEBITHIHTINFTET. BEBITICKRBLIZE I COFIEIC
WEOTHRRAL T—RDE S EHE R LTI,

HRALIE $RAL THE A 957=8IZ/var/netwitness/respond-server/scripts/custom
normalize alerts.jsZFZAIUIARRAL F—FEBMLIZEE (L. /var/netwitness/respond-
server/scripts/custom normalize alerts.jsZ7AIVEEBLT. BB/ \WI7vT J71)Liy
BARFLIE L SNf=-F—FBMLET . /\Wo7vT 774U /var/netwitness/respond-
server/scripts|ZHY. ROE R ITHYET .

custom normalize alerts.js.bak-<time of the backup>
AOUTr DB EEFHICK B LI5S . RespondDF LLVT—4 Y —XTdHDNetwitness Core&

NetWitness InsightZzH7R—bk 37 5(21&. F B Tcustom normalize alerts.isZ7AINEBHFHLE
EE

TIVITIL—FRDIADZEITTH 32


https://community.netwitness.com/t5/netwitness-platform-online/centralized-content-management-guide-for-12-3/ta-p/700384
https://community.netwitness.com/t5/netwitness-platform-online/centralized-content-management-guide-for-12-3/ta-p/700384
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User Entity Behavior Analytics
UEBA % 12.3.1.0 ITPYTTL—R L1z . RDIRVETE T LET.

BB 7o L Al BRODEBOMBENEEL . ThERRLIB S 1. 7T /L — &
[Cauthentication.jsonZ7AIEB EHZTHD. TYITTL—FKE DIARVERITTEILELD
YEF . Airflow TORRI D% X DR 8 L2 D iR 3K & TUEBAB R AAR DN ST )V 2—F+
DT INEVITHRBASNTOEY .

EE .9 RTOUEBARIE TlE. 7vT7IL—K JOtRER T 9 5=HI5B N DOF EHWE &5
F9. 11.6xh511.6.xxIZPVFTIL—K T35 A (X, 11.7xIZ7YTITL—K 3 BRI, 11.6.xxDTY
THOL—FK AARIZER & SNI-UEBADF EZETLTHMLEIHYET .

1. UEBARYUDOR DR RZEFERALT. UEBBABREZEHLET

source /etc/sysconfig/airflow
source $SAIRFLOW VENV/bin/activate

OWB_ALLOW_NON_FIPS=on python
/var/netwitness/presidio/airflow/venv/1lib/python2.7/site-packages/presidio
workflows-1.0-py2.7.egg/presidio/resources/rerun ueba server config.py

2. (AT BEITG LT, UEBBALEE RX—TZEH LES.

UEBARIE HZHREDB T KY28B R CER ETAHEEH R LET . TLST—2DNEEZF EL
TWAUEBAY RTLDIG & (. BAtE H AREDH 1 &KY148 LL ERITDHE 4 I1Z5% E ShTWLNVS
EEHERTILELHYET .

FHMIZDWNTIX. [UEBA#E B 1 F ] DN reset-presidio AT+ 1%5 BB L TSN,
3. AirflowdDDAGTYF I L—REERTLET .
o AirflowDAA> R—Thttps://<UEBA-host-name>/adminlZFENILET .

o adminD1—HE L/\AT—KEZA K LFET.
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e presidio upgrade dag from <previous version> to 12.3.1. 0T B &£ ] =01

EX

VAiflow DAGs DataProfing  Browsev  Adminv  Docs¥  Aboutv 2020.09-15 082534 UTC

DAGs
Search:
() DAG Schedule Owner Recent Tasks @ Last Run @ DAG Runs @ Links

¢ By A =3 Ao [0} o ® CRE NN PSS X
(< o || [ -] Al (0} o ® Oe®UMNAEF=E0O
¢ B [ -] Ao (0} o ® Oe®UNAEF=E0O
¢ B [ -] Ao (0} o ® Oe®UMNAEF=E0O
< o || = Ao (0} o ® Oe®UMNAEF=E0O
¢ B o Allow (0} o ® Oe®UMNAEF=E00
(< o || o Allow (0} o ® Oe®UMNAEF=E00
(< o || [ - ] Ailow (0} o ® Oe®UMNAE =00
(< o || [ - ] Ailow (0} o ® Oe®UNAE =00
[ o || [o-e | Ao (0} o ® Oe®MNAE 4 =00
(< o || [o-e | Ao ® o ® Oe®MNAE 4=00
(< o || [o-e | Aiflow (0} o ® Oe®MNAE 4 =00
G gy i [o-e | Aiflow (0} o ® Oe®UNAE 4 =00
(< o (RS [ - | Aflow [0} o ® Oe®uNAiE4+=E00
G B i [:00:0 | Aiflow O 0) ) O(T O®*®EINAE 4 =00
G @Y e [ 0000 ] operati (0} o ® Oe®UMNAS 4 =00
[ o |] o £2 C 2 : O*® N AE 4 =ECO
E’Jm = Airflow Q¢ ® W AES+EDO
E’/ = Airflow Q¢ ® N AE+EDO
[ o |] [ +:00:00 | Airflow O o O Qe ®EIWAE 4 =200
¢ By s = Airfow ® ) ® O ®EINAE 4=EC0O
[ o || [ +:00:00 | Airflow O O e O(ﬁ; O ®*INAE 4 =200
[ o |] = Aiflow ® ) ® O ®EIN AT 4=EC0
G Y use [ 1:00:0 | Airflow O ) O Qe ®EIWMAE 4 =200

X 7VITL—R R E DAGTYTTL—R1T DIE ISR 8 DR AR RENFES . 7YTIL—F
TOEXAEEICET LSS & FHA0VEEDAMREICEDYET. 7YvIJL—F J0
TAAKBLIE & (X BAAHLRE DANFIZEDYET .

4. &Y% Boot Jar Pools ] AAV ZE& ELFET .
e MBFTISAFUR:  spring boot jar pool RAYNEFISICEFHLET .
s REF7FS5AF7U R spring boot jar pool BLUPROYS DIEZE22ICEFH LET .

Spring Boot Jar Pools RAwk 8 71 § 512, AirflowDALY R—U (T B L. & L &R D/ \—
Zhd EE]|4TE2yTIL. V=] E429TLET.

a. Airflow UIZ79t2RF BIZIE. https://<UEBA host>/adminlZ7YtAL. BELE#HREA
ALFET.
A—4:admin
INZAJ—F : ZOIR B Ddeploy admin/ SAJ—K
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b. T—ILDWET—HEI)ILT. ROV DIEZEHLET.

AJAMOW DAGs | DaaPumng-  Browse-  Aswn- Do

sssss

o B
@

[~
[}
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¢ & [ ]
o B [
¢ B ca
o @ = [
o @ Proce o
o B = " (-]
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(-]
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[
[}
[
[

Qe @ 9 9 of
©
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o @

o e O]

:" Alrflow DAGS Data Profiling ~ Browse~ Admin = Docs About= 2020-06-25 091312 UTC

Pool Slots Used Slots Queued Slots

6. UEBAZRRL%12.0.0.0LA BT O/ 3—232mV512.3.1.01Z7v T L—K L. Elasticsearch presidioT—4
&4/ iR—h LEY . Elasticsearch presidioT—3%& A2 7R—k 3 HRTIZ. R DI IR 5 # AN F=Sh T
WBHIEEMERR L TSN,

e Elasticsearch®/\—30 585 5,05 7.15 2127V T L —FR SN TWOWABL ENHYET .
o UEBATRAKA12.3.1.01Z7 YT T L—RESNTWNSLELABHYET
o UEBA rpm/A—23U 2.3 1L.0TRITAIERYEL A

e 12.0.0.0LLRII D/ §—°)\3‘/0)Elasticsearch7_f—’>" &, /root/Ta4L¥ I~ I)—|Z3 AElasticsearchT—
B INVITYT TANE—THRR— SN TR EINTVWELELAHYET .
ElasticsearchT—3% A > iRh—hk 9751213
a. cd ueba_es migration toollTEHAFT . ROATUKREETLET

sh elk-migration-script.sh

Elasticsearch®& 1TV—IL HARE AR RSN FET .

Export documents from elasticsearch 5.5.0
Import documents to elasticsearch 7.15.2 from backup
Exit

Choose your operation
1

2

E

-

Enter your option:

2
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b. I\ PYThbelasticsearch 7.15.21CK Far b EAUR—F T ERIRLET .
c. RORATYIT. FHLWUR—LEERLTWI7YT T—2%(UR—bLET .

Import documents to elasticsearch 7.15.2 from backup
1. Fresh Import

2. Resume Import

3. Main menu

4. Exit

Enter your option:
1

Source dir path:
/root/elasticsearch_export_backup

Total document found in given location[/root/elasticsearh_export_backup/log/es-migration-export.log]: 1846081
Please wailt processing your import request...

6372
23 ms.
2230 ms.
124286 ms.
6353 ms.
36744 ms.
185485 ms.
66538 | 171230 ms.

presidio-output-
presidio-output-entity-severities-range
presidio-output-entity
presidio-output-event
presidio-output-feature
presidio-output-1indicator
presidio-monitoring-2022.08.11
presidio-monitoring-2022.08.10

+
|

+
|
|
|
|
|
|
|
|

+

.
:
:
i
'
]

4
X
i
:
:
i
:
:
i
:
:
;

A

Total: 184081, Imported: 184081, Dropped: 0, Started: 2022-08-16 07:44:48, Ends: 2022-08-16 07:53:41, Took: 533562 ms.
[root@ueba ueba_es_migration_tooll# I

d. %f_‘/ﬂ'f—l* B AEMSE T L1z, Presidio UI—ERZB R LET . ROV KR ZEETL

systemctl restart presidio-ui

e. NetWitness PlatformO)[Users]’;'lle@ &) L. 9 X TDElasticsearchT—EDA UR—k ST
WOMEIIERERRLET .

be 3N

- B4} IZBE 97 5R5 %K R 3 BICIK. <backup directory path>/log/log/es-
migration-import.loglZ#ELET

-EMNGRENRE TIUR—MEENRKRLISE S L. BEIRRLIS Y
R—r DB EEIRLTIR—MNEEZBERLET.

Legacy Windows Log Collector

Legacy Windows Log Collector®UUIDZE 9%

123.1.0NDT7YFTIL—F & 2. HFE L DR 5 THE S TLybLegacy Windows Log CollectorZ &
2. RODIATURZENW ServerCTEAITLET S

wlc-cli-client --update-to-uuid --host <WLC host address>

B 7 Sh/-SAGE B4 # TLegacy Windows Log CollectorDEE B B ZE 95
TYFIL—F R DRTYT:

TIVITIL—FRDIADZEITTH 36
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L.

2.

ROATURESATEITLETS

a. wlc-cli-client --host-display-name hostDisplayName --service-display-
name serviceDisplayName --host WLChostIPAddress --port 50101 --use-ssl
false
RDEB/EANLFT .

i. Legacy Windows Log CollectorDREST1—H'—% &Legacy Windows Log Collector®
REST/N\RAJ—F : Legacy Windows Log CollectorDE B & R FHMEA D LFET

ii. Security ServerMa1—H—% &Security Server®/\AJ—FK :NetWitnessD'E I8 & SR L 1E
wWEANLFT.

VATLEBEHLET .

37

TIVITIL—FRDIAIZEITT S



FYFIL—K H4K

TIIT—FRIBLEEFIVIERITTS

NetWitness 12.3.1.0[C7YvFI9L—K L& Z. XD L& FvIcETIEIDELBHYET .

\O

.( ) IRHMLFET. > Serv1ces Ea—T. 7YvFTIL—FR R ITTRTOY—ERDTIT4T T
Hd (FEBTRIIIND) CLEHRELET.

YEABRRR O/ S—Ta b T BISNT ST IR SN TS BLET. B4 =
B)>+H—ER t:l.—'j:\ E1)> 7vIIL—K % ORAk Ea—.

. ( & I8) > Services E2—T. RDF|EEETLET .

* By aLsa—H—ERERIRL. ¥ (FULav) > Ba— YATFLE1—T. HELOSI
£ ABE SN TLNBAESAVERER L ET, B Collection © g nyzseys, 7J‘7°/E|/€—7'JJ7L,
EO AU E IO USB B L. DR E AR STV BAEINER BT Hib B hBYE

$. BEHALYLIVA BRI TIVEIME S X, FBIRLES® o DAL hiois &
RIRETOR LD IZHEEV JVIL TIREZFHBLET .

* Log Decoder H—ERZEIRL . X DBAFIFBELES (FUav) > Ba—> Y RFLE2—
#1# R LT, Log Decoder HAT%E ] ITF¥TFrL TLVEMEINEERELET .

* Packet Decoder —EREEIRL . = (79%,32) > View > Confi Ea1—T. -‘\"\"7’?'\" %
2—2714 X Decoder Configuration 277 /EI/'C ZESNTLIHNESHERERELET . v
For AU A—ITA RN E SR TG B (. F OyT AL YRR D BT T A
B—DIA(RERRLTRETIDLENHYET . TVTFv (UE3—TTA AN TIRE SN T

WAESIE. 2 (BELET. | (T3> t:L— > Y RTLD Packet Decoder E21—%
KRL. FYTFh B SN TOEHEIIEHERLFET . FYTFrh B INTLVELME S

g TEIOPYE ok R TR RBIELET
.( E 1) >HY—ER > Log Decoder $—ERFEF=(S Packet Decoder H—ERERIR > ¥ (7
“/EIJ) >Ea—> it >— W E2—ZDMLET. REDHEE,

BN —E— T—HA/\—, BLPTA—h—DT—2FEH LTSI ELEHRLES. &3

U L—E— T—HA— BLUVTO—H—DSFHEL T, TNHEEL TSI EER L TE
B EEMER LT ZELY,

geg-pond > Alerts Ea—[ZB B L T. 75—k HY%I OV —ZAMSR JA—SNTWSHNEINERE AL

-( B) > WIEITUAR > TI—h ERRL. SMS AR BLTBAESHEHE

-( B > ARk Y—R > ESHUSY KU —ERT L. FTIL—F B SRR
S AN BAESHARE BT

.( E ) > ANJLREDTIVR R > $i LLV\)LZ&’?I)I/*X > Syl aR—R IZERYE > I5X
T1v9 > By R—F #RRL. ROZLEHRLET

TYIITL—FRIBEEFIIZETITS 38
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o TYITL—FRRIAERLIZED 2754 E—avFFEFELET
o AR H—N\—IIFF B L TLET .
o PYITL—FRIIEBRLIZE=2—ITE LT7I— A E Y] [CE R ENFET .
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IVRRAUE OFTYTITL—F 4R

TYIJTL—FK TOERD—REL T, IR RAUE DTVTIL—F BRVEETTILEABHBYET .
ROBEERTLES

12.3.1.0UL— Y—/\—DLV A —)L

Jo—HP—NE/E LIS E . ROFIEEZERTLET.

1. 7¥74L—K L{=Endpoint ServerMs. Jb— H—/\—DA VA —Z5% 4o 0—K LT, Jb— H—
N—=Z123.1.0IZ7YFTL—R 2 ELHYFET . FEM ISDULTIE. [EndpointtE 5 4R DN (F
T Yb— Y= —DAU R — LR 1 55 B LTS, NetWitnessDE /A= 30 DR
FaAURIR=DIZBE L. BB DO ST IV a—T12 7 DIz DNetWitness Platform®DE A K
EROET

2. RMOOATUR%{E AL T, Endpoint ServerzBEEFLFET -

systemctl restart rsa-nw-endpoint-server

F I — H—N\—L DX )T 1 TFERFTORE IR OB ENHYFET .

EndpointT—> b O7YFIL—K

I—UxobhETYTIL—R §5H5 K 2DV TIE, [NetWitness Platform 11.6 EndpointT—2 1k A2
AR =L AAE DT T—=C b OPYFTL—F 125 B LTS,

IURRAUEDT7YITITL—k ZRY 40


https://community.netwitness.com/t5/netwitness-platform-online/endpoint-configuration-guide-for-12-2/ta-p/697029
https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246
https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246
https://community.netwitness.com/t5/netwitness-platform-online/endpoint-agent-installation-guide-for-12-2/ta-p/697031
https://community.netwitness.com/t5/netwitness-platform-online/endpoint-agent-installation-guide-for-12-2/ta-p/697031

FYFTL—K HAE

NetWitness PlatformD¥ i gEZFE H 95

12.3.1.0127YFTL—F LItk (&, S DB DL HEEER M T DIENTEES . CDVI—R
DFT 1% 8 DFF M IZDULVTIE. [Release Notes for NetWitness Platform 12.3.1.0]%% B8 L TSN
NetWitnessDE /\—230 DF FaA k| R=D(ZREIL. BB DN STV 2a—TA42 T D=6HD
NetWitness Platform®D& AR Z R DIFE T . LLATDU)—R T2 B S r=HT 1 Be OFE # 12 DLV TS
https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-in-previous-releases-11-x-

t0-12-x/ta-p/695650%% B L TFZELY,

a1 NetWitness PlatformDE HEREZFTE A I


https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-p/676246
https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-in-previous-releases-11-x-to-12-x/ta-p/695650
https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-in-previous-releases-11-x-to-12-x/ta-p/695650
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FSINa—T4TPYT IR

Dt ar Tl RAR ] Ea—moRRE DN—23y PYvIT—k BLUY—ERDAU RS —ILEE
LT FEIRELEESIC. (RAMN]Ea—ICR R ENDIT— Avb—2I2D0VTEHRBALET .
STV a—TA4V T DR R E TR TERWTYT T EFAVRN—ILOR B A D515 5 (X 5
AAT— HiRk—F 2B LS HhELEEL.

—DEI AT TYTIL—R R (IR E T DA HEEIHEIRDIS—D STV a—T4V T F IR
[2DOWVCERBALET .

o deploy_admin®/S\RAT—~F 3 EAR I T5—

o AvO—k I5—

o /\—23Y <version-number>NE A T7—: B #/Wr—I DF B
« 7VIIL—FXRHIS—

o HEURSKIJEFH IT5—

o« RAMEHLKRIS—

s BH/ \Wr—UFRREITS—

e OpenSSL 1.1.xT5—

o NW Serverd 5% A0/ \yF i | T5—

o ONUE SAUDODRE ik OFRAN B8 IT5—
e 7w7L—F % MReporting EngineFF #2 &
RORRAS BLUY—ERDTYTIL—R hF = FT7vTIL—F & ISR E THAREME L HEHTT—ITD
WTH. b ITNa—Ta 0 F IEZRE L TVET.
e Log Collectort™—E X

e NW Server

¢ Orchestration

» Reporting Engine

e Event Stream Analysis

» Legacy Windows Log Collector

e User Entity Behavior Analytics

R TvTIU—R & ICTTTSATURER B TS
1. GRUB7—MTZFE T rirs=0IZ B LT. BETEALOIIZLFET.
BI#E 2 —op. KOATUREE A LTFIPSEE S ICLET .

manage-stig-controls --disable-control-groups 3 --host-all

FSOIS a—F42 0797 L& 42


https://community.netwitness.com/t5/support-information/how-to-contact-netwitness-support/ta-p/563897
https://community.netwitness.com/t5/support-information/how-to-contact-netwitness-support/ta-p/563897

FYFIL—K 4K

. fTrIPs=1h/boot/grub2/grub.cfgMOHIRINI-CEFERLET

o HIRSNATLVELMEE (. ROOATUREETLET .
grub2-mkconfig -o /boot/grub2/grub.cfg

. BEILFET.
. ROATNEEITLUTFIPSERA MICLFET .

manage-stig-controls --enable-control-groups 3 --host-all
. BEHLFET.
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deploy_admin®Da1—4— /\RA7—FEZ B Y hIS5—

7 n The deploy_admin user's password has expired. In order to perform a service install or
*Y ~ " update, change the user's password in the NetWitness Suite and follow instructions on

Cancel

JRE  deploy admin®a—H /SR —K OE ShHIR AT TLVET .
deploy admin®/NRAT—k#&)tybLET . ROEHEZETLET.
1. NW ServerfR Ak DATRDATUREETLET .

nw-manage --update-deploy-admin-pw

Please enter the new deploy admin account password: <new-deploy-
admin-password>

Please confirm the new deploy admin account password: <new-deploy-
admin-password>

3R 2. nw-manage -—-update-deploy-admin-pwIAYFDH NEHEFERL T, deploy

% adini 0/ SRT—K AF ATORAR TE % IZE H & o LERBLET . NWHRR 2%
2L TLVBHN nw-manage --update-deploy-admin-pwad<Y/RDH A IR RSN
TWARI5HDIEBH TERELIE S &, BEEE AR INT R CTnw-nanage —-
sync-deploy-admin-pw —--host-key <host-identifier>ZZE{TLT. kBLT=
RAR ENW ServerDff] T/ART—RZR B LET .

3. AVRM—=IVELIEFA— RN L—23 (2R B LTz7RRF £ T\ nwsetup-tuidIUR %
E4TL. Deployment Password] DTAL T+ AR ;R Sf=5. deploy adminDF L LY
INRAT—RZ#AALFET.
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Fovn—F 15—

gy EATN—UERRL, BE#] > RRADOEH 20009 5L, Foon—RhBES
NFINRERTLET.
BE </ Uav0OF L0 TrANOYAZHNKREL Fo0O—F ISR EHINSE G A HYE
"~ J.AUO—RHISREEOBMBELSIELETDHE O FRERLETS.
1. BHEBATLET .

2. ECLIS—THE%XKL5E L. [NetWitness Platform7y 7SI L—K HAARIDI {R
3k AR Ea—DoDA T4 A R 1FIENaATUR SA4Y A 3—DzA REFERL=AT3
= AVARIDFHBAIZHE ST, AT7FMVA K TEH L TATIZEL.  NetWitnessDE

N=230 DR FaARR=DITBEHL. ME DN STIV 2a—T12 T Df=5HD
NetWitness Platform®D& HAK 2R D1+E 9.

3. ENTHLTYIT—h TELGVMG & [F hAZY— JR—F IZBB LG HhEFZEL.

I5—  NetWitness Platform 11.x.x.x5511.6.x.x1L & (27“1707‘1/—|f¢%>i’5‘ & UlZKDA 754
Ay TIYITTU—E KRB L. 1400 0—F I5— | Avt—U AR REINET .
1. aAvR SAY A3 —TxA A (CLI) T. RDIBEFETLET.
a. SSHTNW Serverl HE#HE LET .
b. ROOATUKREETLET
upgrade-cli-client --upgrade --host-key <ID, IP address,
hostname or display name of host> --version <version number>
For example:

upgrade-cli-client --upgrade --host-key <ID, IP address,
hostname or display name of host> --version 11.6.0.0

iR 31 2. NW Server®iE & 127 VT T—k &Nt=5. NW ServerD1—H AR T7x—RIZAT (>
L B mm) s fRRISBBLES. KR OBEBER HHTOL TR HE RS
nET.
3. Y—IblI\—D [RAMOHB RS 0oL ET .

T FTARTORRE &, 2—H 12 201—ZADSE B 7YTIL—F TEET.

. BEF®HYIF(7070 EFERK]IE)9ILET .
RALDT7YTIU—RE DT T §5L RAFDBEEZR HHAvE—I MR RS
nFEy.

2. Y—ILN—D KRR OB EE ] FV)ILET .
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TvITL—R AR

IN—3<version-number>DE A IS—: B H/ \Wr—2OF B

Initialize Update Package for RSA NetWitness Platform

Initialize Update for Version <version-number>

A Error deploying version <version-number>

i ]

[/\—232 <version-number>DE A 1 [CT5—0FEE LELZIDIF—(FEH/ 75—
AR LTLDIE RIS, BEHOMHAE]EY)sIL& T, NetWitness PlatformD5E
HAr—C ORI | FATOTIZRRENET .

N —_

B3] 20 )L THAA47a52F L ET.
RF—IUH TAIENSIN—23 THIVEEEIBRLET .

3. salt-master—ERXMNEITEIN TS EEERLET

ok

BH#H/ST—2 DzipF7ANERT—O T T WVAIZBIE—LET .
[RAMEa—DY—ILN\—T. BE#HOER ] ZBEEZRLFET.
E Update q:: Discover

Check for Updates

EH O] 200 ILFET.
Y—ILN—D BHF] > (RAFDE#HIEFVIVILET .

EFHY 5477 T BEFORKIEIIVILET.
RALDEHFH AT T $5E KA DBEEBZRDHAVvE—UHARRINET .

V—)LI\—D RACDBEE | &0')ILFET .

TYTT—F KRB IT5—

Io—
A
=

RE

iR
-

N—23 L6 RBIZE I LESET BE. RDESHGIS—HAAYIZH hahELT-.

FATAL: Chef::Exceptions::Package: yum_package[rsa-protobufs-rt] (rsa-
audit::packages lime 11) had an error: Chef::Exceptions::Package: Mo wversion
specified, and no candidate version available for rsa-protobufs-rt

RAL EITAV RS —)LENTF=— B DAV R—R Uk HDh AR L EJLR /rpm T3 ( Hotfix& A >
AR—=ILLT=B EHE) -

COBEZRRTBICE. L TOFIRERITLET

1.

SSHTCNetWitness Serverl fE 5t LET .
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2. ROATRUKREETLT, avik—Robk TARDTE J7AILDTALONJIZFE B LE
ERR

cd /etc/netwitness/component-descriptor/

3. ROATRUKREERTLT, avik—Robh TARD)TE I7AIVEREET,

vi nw-component-descriptor. Jjson

4. DRAL EIR rpmEA RS —)LLTza 7 R—2 Uk Dl packages | 273V E R R LE
T o ROBI X hRZ L EJLR rpmZ A Rk —)LL 1=l concentrator | TR Ak D7 Slr—2
DFMERLTOET
“concentrator”: {

“cookbook name”: “rsa-concentrator”,

“service names”: [“rsa-nw-concentrator”],

“family”: “launch”,

“default port”: xxxx, “description”: “Concentrator”,
“packages”:[{ “name”: “rsa-nw-concentrator”,

“version” : “11.6.0.0-2003001075220.5.cecf24b.e.l7.centos”
}y

5. packagestz7i 3> DN—TaVERETATUNIXFEED) BIBRLET . ROHBI .
N—23U1F R ZHI Bk LT=1& Dpackagest2923> T,

“packages”: [{
“name”: “rsa-nw-concentrator”

by

¥ : Admin Server@AVR—RUb TARY)TRAT. WRS L EILK rpm&EF A2V A —)LLT=
FTRTORARS DNV NEHRZEHIBR T A ENHYFET .

6. 7V7UL—K JOtREBEEITLES.

NEURIH UE FH 55—

IT— LITASHFHLIWN—DaVICTEHLESETHE RDEIGEITT—IFEELFELT=.
Ay .Repository 'nw-rsa-base': Error parsing config: Error parsing
+=— "baseurl = 'https://nw-node-zero/nwrpmrepo /<version-number>/RSA'":
5} URL must be http, ftp, file or https not ""
IRE | 78& o=/ SAHME EShFELT=
ROBEHMEHERLES .
g* o URLHNW ServeriRAk EIZHFEET S
o ELLWVARZMEAL. AR—RZHIBRLTLS.
a7 KON 2i—F42 57T LR &




TvITL—R AR

RAFEHF LR IS—

F ]

fRIR

Update for <host>

Error updating host <ip-address= to version <version-number=.
Check the logs. See Troubleshooting Version Installations and
Updates for more details.

TYIT—h N—CavEBIRL. PYFT—R] > RRRDPYTT—R 190356 4
JoA—k FJOERIFE N LETH, 7vTT—F TOERIFEKEKLET.

1. IRRARADN—DaVBHOBERAEERAITLET.
BEX W CREIERINET.

2. INTHHLLINA—23uTPVTI T TELWMEE L. ROFIEEETL TS
LY,
EITEFIINW Server E DR DOTFEERLET (FzEZ X TR SAUhBtail -
fARVRERITLEY) .
/var/netwitness/uax/logs/sa.log
/var/log/netwitness/orchestration-server/orchestration-server.log
/var/log/netwitness/deployment-upgrade/chef-solo.log
/var/log/netwitness/config-management/chef-solo.log
/var/lib/netwitness/config-management/cache/chef-stacktrace.out

IS—ZThonas DL st 1DIzR TahET.

3. INTHT7YIT—hEERATELWME & 1T A7V 2005 % REL T, hRET—
R—hk IZHBE WLE HhELTIEESLY.

BHN—CaERIRL. BH | > EHOREBRET IS5— Avt—UhARTEINET.
B ZTORR. ST Y—ERNDEFK TR B LET.

1.

2.
3

W¥ R

AT TAMERAR N TS EEHELET .

B #H hitps://update.netwitness.com/RSA-netwitness( B ) > PRATL] > BE#H].
SSHTNetWitness Server|Z##t LETZL T/ WO T7vF /etc/default/jettye.

M JAVA_OPTIONS DX B IZHEIR DI JEBEH LET /etc/default/jettyo

JAVA OPTIONS="${JAVA OPTIONS} -
Drsa.nw.legacy.web.server.system.update.repo.url=https://update.netw
itness.com/RSA-netwitness/ -
Drsa.nw.legacy.system.update.auth.url=https://update.netwitness.com/
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https://community.netwitness.com/t5/support-information/how-to-contact-netwitness-support/ta-p/563897
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TvIIL—k 4K

authenticate "

5. jetty—N\ZEBEEBLES. ROITIKEETLET.

service jetty restart

BEH/NVrT—UR RIS

I5— /\—2auxxxxxODPYTT—h D H 1k

Ay ROTYTT—b 1\Tr—U NRE DWW FEEA

;'/%_ NetWitness LinkAvS/ Sy —S &40 O—F LTS
TROEFH 1\Wr—Ih R OMWFERBA L. (RRM Ea—oA 751/ TRANER 19

BE 3 Evifol:\ Z‘T:—“*/* U5 IANWE—IZR VL S —U hgp B e, NetWitness PlatformDE
;S OHBE | 51 70Y R RENET .

1. NetWitness PlatformDE §7/\r—C DRI RAIE 1 ¥4 705 T NetWitnessI= 1=
TA—Mos \Wr—oF A0 a—k & 9)vILET .
f2ik EIRLI=/N\—2 30 DFE #H 771 ILHVE ENNetWitnessAZS 1 =T 44— R—UNR R INFE
ElE

2. RT=U THNWFIZR YRV —DHERLET ‘
NetWitness Platform®D 7Y T—bk 135/r—C Q@B | 54709 R E. 7T T7—
b 1N FN L THEE A TEEL D AVE—U AR RINFET .

OpenSSL 1.1.x

15— ROFIL OpenSSL 1.1 xH AV AR —)LENTNEIRRAL MNossh V54T R 1T LT=5
Ay  BICRETOAREDOHLShIS—ERLTVET .

— $ ssh root@l0.1.2.3

s ssh_dispatch run fatal: Connection to 10.1.2.3 port 22: message

d authentication code incorrect

OpenSSL 1.1.x%{# F L TL\39Z54 7>k HhisNetWitness PlatformsR R+ (2 _E # 2—HAsssh
THEH LES5EF5HE. CENTOS 7.xE0penSSL 1.1.xDR [TH #: t4 A2 UL V=8. ZOI5—h
[ RELFET. UTIHZERLET.

$ rpm -gq openssl
openssl-1.1.1-8.e18.x86 64

Bt DHAHE S VAN EITUN SAOTHEELFT . U TIHZRLES.

$ ssh -oCiphers=aesl28-ctr,aesl92-ctr,aes256-ctr root@10.1.2.3
ﬁﬂﬁE I've read & consent to terms in IS user agreement.
root@10.1.2.3"s password:

Last login: Mon Oct 21 19:03:23 2019

49 SO 2a—F4 T 7T LR



FYFIL—K H4K

NW Serverl 4% A0/ \FE H I5—

I5—
Ay
+—
:/0

F ]

iR
%

/var/log/netwitness/orchestration-server/orchestration-server.logT-
RDEIGEITF—HFEELFELT .
API|Failure /rsa/orchestration/task/update-config-management
[counter=10 reason=IllegalArgumentException::Version 'll.x.x.n' is
not supported

NW ServerrfR Rk D/\—2 3 % B # Lf:fﬁ T. NW Server L 5 DT RTHHRRLZRE L/3\—
CAVICEH TEALENIDYET . F=EZIE NW Serverz11.4.0.0M511.6.0.0 L (CE#H T
B&. NW Serverkd 4% DFRR~ OME — DF H /7 RIE. B L/ \—232( DFY. 11.6.0.0) =+
T . NW Serverd 4% DFRRR Z Rl D/N—23( fzEA L. 11.4.0.00511.4.x.x) ICZE#FH L&
5&FHE COIT—HRRINET S

RONTNOERITLET

« NW Serverkl 5t O7RRALZ11.6.0.0A B ICE H LET

o NW Serverd 4t DRAN B FH LEFLA(RE D/N\—23 54 1) .

aARUE AU i #k OB E B OT5—

RARZEATDSAVTEHFLTYIT—r LR IZ. —F /U2 T—RITRARE)T—R T
BEIrAvE—U IR RENET .

SA Server IP-Address version-number

LEREDOIS—IE. CLIZERALTRRN B THERELEFT . RANEBREEH TS
[ZIE A—— AU 8—DTDzA REE AT I EIHYET.

A= (VB TT—RAD AR Ea—TRRRET—FLET.

7v7F7L—K # MReporting Engine & {2 Bl

CHsm EREE

11475 ED1 xDIN—230 o1 L6 LA FE IZ7 YT L—K LT . Reporting Engine h—E XA
mmIcEESZER A KBMEBURTIEEIHYET .

54T Fy—bk . 75—k AT—ERX, Lik—k ATF—BADT—EIR—Z T7/)LHWEE L. IE
BIZO—K TELELVAT R ABYET .

COEEZRRTAICUE. L TOFIRZRTLET .

W¥ R

1.

EDT—AN—R T7AIVHRIE L TSI EREELET .

/var/netwitness/reserver/rsa/soc/reporting-engine/logs/reporting-

engine.log 77 IVERE. ROTOVIEHERLET .
o 47 Fr—bDdbTFAILHBEE L TSI E (F. ROATHR REINFET .
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o 7o—h RT—BADDIFAIVHREL TSI & [F. ROOTNRRENFET .

47 Fr—b TER—R T7AI\VOBBRERHERTHITE. ROFIRERTLET .

75—k ATF—BREIELIR—k RTF—E2R T—ER—R T7/ )LD IE R R T 5IZ
X ROFIEFEITLET.

DWW T FLyP R—XEE & Reporting Engine restarts After upgrade to NetWitness
Platform 11.4 1% B LTZELY.

Attempt Failed!!l! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
more than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2 jdbc)dbcSOLException: File corrupted while reading record: null. Possible solution: use the recovery tool
[90030-196]

at org.h2.message.DbException.get)dbc5QLException(DbException.java:345)
at org.h2.message.DbException.get{DbException.java:168)

org.springframework.beans.factory.BeanCreationException: Error creating bean with name
‘chartSummaryDAOImpl: Invocation of init method failed; nested exception is
com.rsa.soc.re.exception.ReportingException: java.sgl.5QLException: Connections could not be acquired from the
underlying database!

Attempt Failed!!! Clearing pending acquires. While trying to acquire a needed new resource, we failed to succeed
more than the maximum number of allowed acquisition attempts (30). Last acquisition attempt exception:

org.h2.jdbc)dbcSQLException: File corrupted while reading record: null. Possible solution: use the recovery toal
[90030-196]

at org.h2.message. DbException.getldbcSALException(DbException. java:345)
at org.h2.message.DbException.get(DbException.java:168)

org.springframework.beans.factory.UnsatisfiedDependencyException: Error creating bean with name
‘alertStatusHandler’: Unsatisfied dependency expressed through field "alertExecutionStatsDAQ'; nested exception
is org.springframework.beans. factory. UnsatisfiedDependencyException: Error creating bean with name
‘alertExecutionStatsDAOImpl': Unsatisfied dependency expressed through field
'persistedAlertExecution5tatsDAQ"; nested exception is
org.springframework.beans.factory.BeanCreationException: Error creating bean with name
'persistedAlertExecutionStatsDACImpl'

LiR—k ZTF—RRADdbIT7AILAEE L TLVSE & (. XROOTHR RSN FET .

org.h2.jdbc.JdbcSQLException: File corrupted while reading record:
null. Possible solution: use the recovery tool [90030-196]

Reporting Engine—ERXZEZ L LFET .

livechart.mv.db 774 L&,
/var/netwitness/reserver/rsa/soc/reporting-engine/livechartsZ#/L

Aho— BRI ISEELET.
Reporting Enginet—EXZHB R EILET .

FCOFIEEETTHE —BDFMT Fr—h T—ENK LA R A BHYFE

(<]

Reporting Engine—ERXFZF L LET .

B 18 L1=dbTJ7A /L% /var/netwitness/reserver/rsa/soc/reporting-
engine/archives 7HIAIZHBE HT Malertstatusmanager.mv.doI7AILEIE
reportstatusmanager.mv.dbZ7AILCE = ZFET .

Reporting Engine—EXZH R EILET .
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FYFIL—K H4K

RE

iR iR E

IN—23V11L.6VA R IZ7Y T L—R L1zt T. Reporting Engine—ERAN B 2B ShFE
ﬁAJO

Reporting Enginet—E X[, R DWLVTNHDIE A [CKUE B LAELG & HHYFET .
- workspace.xmlHVEE H SALTLVELY,

- livechart h2 T—32~"—X THf [l ANIE LKE i S TLVELY.
- JCR(JackrabbitJiRI k1)) BT54<1) ¥—& R THE L TS,

C DR RE &% iR 97521, Reporting Engine —E XD AV Ak —JLEN TLVSAdmin

Server £ TReporting Engine®% 1T 1J7/\1) *J—) rsa-nw-re-migration-
recovery.sh) @E{TLET®

#¥ :Reporting Engine®% 17 A/ N\ )— Y—)UER DG T IZHYET -
/opt/rsa/soc/reporting-engine-<version number>-<Tag>/nwtools
151 :

/opt/rsa/soc/reporting-engine-11.6.0.0-<Tag>/nwtools

1.SSHTNetWitness Serverl #E#H LET .
2. R MK %% 4T L TRE( Reporting Engine) V—)LEfEE LET .

tar -xvf rsa-nw-re-recovery-tool-bundle.tar

3.(ATF2aV) Bl DTALIRJISREY—IL I7AIVERR RS HIHE (X, TALIVEE &K
LTREY—IVER R TEFS . ROAVNFEETLET

mkdir <NAME OF THE DIRECTORY>

tar -xvf rsa-nw-re-recovery-tool-bundle.tar --directory <PATH OF
THE DIRECTORY>

4R OAXNRERTLTRYITNERTLET

./<PATH OF THE DIRECTORY>/rsa-nw-re-recovery-tool.sh

M IZDOLTIE, Sy R—XEE % [Reporting Engine Migration Recovery Tool 1%
SR LTEL.

Log Collecto r'lj"_EX( nwlogcollector)

Log Collector®{ > Ak —)L B4 (&, nwlogcollectorb—EREFR T LTLVAHRR LD
/var/log/install/nwlogcollector install. logl:ﬁ':ﬁé*l,ia_o

I5—
Ay
1?_
:/0

RE

iR
-

<timestamp>.NwLogCollector PostInstall: Lockbox Status : Failed to
open lockbox: The lockbox stable value threshold was not met because
the system fingerprint has changed. To reset the system fingerprint,
open the lockbox using the passphrase.

B #H % . Log CollectorMLockboxZ[ {CEMTEFEEHATLT=.

(245142 . NetWitness Lockbox@MStable System ValueZJtzwk 352 &I12kY . S AT LA
DA H—=T)obF )b LET . IOV TIE. [OVURE O B AR ] D Lockbox D
X ) T TE DB K 1 EVIIZ8H AT Stable System ValueDJt vk 129230 %S B LT
F2ELY,
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I5— <timestamp> NwLogCollector PostInstall: Lockbox Status : Not Found

Ay

+—

:)

IRE  F|# 1% . Log Collector®Lockboxh'E f SN TLVEEA.

@ik Log Collector®DLockboxZ{E F 97515 & (&, NetWitness|ZA%5 4L . LockboxZ 18 B L&

o4 9, EEH DO TIE. [ O7YR E DIE AL 1R DI Lockbox D2V 748% & O R | ~
EvoES B L TZEL,
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I7— <timestamp>: NwLogCollector PostInstall: Lockbox Status : Lockbox
Ay maintenance required: The lockbox stable value threshold requires
+— resetting. To reset the system fingerprint, select Reset Stable
i} System Value on the settings page of the Log Collector.
I Log Collector@®Lockbox®Stable System ValueBd i Z4—ILE ZF )tk T20 B HHYFE
ik NetWitness|20%' 4L . LockboxMStable System Value®/S\AT—k &ty LEY . ¥ #l
& (22Tl T OTYR E DfERE H1F ) O Lockbox D) T15% E DR | ~Evyizihd
[Stable System Value®D'Jt vk |45 30%5 B LTSS,
I5— DecoderBM AU DIREZFAIELSSELFTHREMLET
}“J AU B81:44:41 nwdecoder NwDecoder[8852]: ecoder ailure he MG
B | et heea, e fheseserd frekuel e P
:/‘
COFEEERR TR LT OFIEERTLET.
#k 1. SSH%{# A L TDecoderrRAN [THE#ELFET .
= 2. ROATURERTLET.
yum reinstall pfring*
systemctl restart nwdecoder
NW Server

DO (E. NW ServercAk £ D/var/netwitness/uax/logs/sa.loglZEERAFNFET .

TYIIL—F & . ROVWTNHDER RINET .
e BEEOIN. B INIZIO—NILEEE ok TYTIER X SNFERA.
o MDA vtE—UMsa. loglZRE RS FELT =

Syslog Configuration migration failed. Restart jetty service to fix
this issue

NW Server®DZ O—/N)LEE B R TF 1. 11.4xxF=IX11.5.xxD511.6.0.0 L [EA~DFEITIZ
LBLFELT=

1. SSHTNW ServerlZiE# LET .
2. ROATNREETLET.

orchestration-cli-client --update-admin-node
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Orchestration

Orchestration Server®A% (&, NW ServerrR Ak £ D /var/log/netwitness/orchestration-
server/orchestration-server.loglZEEFRAFNFET .

1. JENW Serverit Rk Z7YvITIL—K L&SELFELI=A. kB LFELT=.

— 2. CORARNDTYITL—REBERITLELA BEERBLELE.

orchestration-server. logf:;x DA yt—UhEE EIhEd,

"'file' wvirtual returned False: cannot import name HASHES""

RE TvTIL—RIZ& B LT=FENW ServerrR Ak Tsalt minionM7v7IL—KEh. BiE g sh
TULVELVATREEAHYET

1. 7YFH5L—F Iz B LT-3ENW ServerrR AR [ZSSHTHEEfHLET .
2. ROATNREETLET.

Sﬁ systemctl unmask salt-minion
systemctl restart salt-minion

3. JENW ServerrkRAk D7YTIL—RE#B A TLET.

12.0 LRI DIN—230 D512 3127 T T L—R SN B Y—/\—(/—F0) [ZFF LLM2.337

/=R XEAVAL—ILL TH—4 Rk L—39F % &, Concentrator. Log Decoder. Log

Collector. Archiver. Decoder. Appliance. Workbench. Warehouse Connector. BrokerZs &M
B 7 Y—ERN BB > KRN Ea—0 P—ER]IFFIT(TELTRRESNET . £
B R . UITA7 Y—ERITFZIERTEGLLGYETS

OB IE. # LAV AR —=)LENTF=( 12.0LL BT D/ A—23 s12 3127V T L—R S
Mot=) 1238 B H—/N\—/ LTHLULNM2.3a7 /—KXEA—5RRL—2av LTS E A
[ZIFEZ & LFEEA

12337 /—K Xl 7vF7IL—KRant=12 38 B H—/\— RAM ICEEA—5 AN L—23>

SMTOBIBA « FSAREF D B )0/ —F 5E B3 B Tl <SAH—1 S8 Fl OORE B3
EZERALFET.
12337 /=R XRARET—b RE Z9TLTH—7 A L—230F BRTIC ROIATUEZE
ETLFES.
mkdir -p /etc/netwitness/platform
1.
touch /etc/netwitness/platform/nw-upgrade-mode
fi# COOE @ 5K (% £ 58 OIE B 5K ([ B 5K 1) £RFVI LI & (COHFETLTHLZEL,
R 12337 /—FXRARET— AR ZYTLTH—7 A L—2 30 L T ROIATUR %
% ETLET.

touch /etc/netwitness/platform/nw-upgrade-mode

nw-manage --refresh-host --host-key <core-node-x-salt-minion-uuid>

systemctl restart <core-service-name>
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bz
-I74I)/etc/salt/minionZS BB L T<core-node-x-salt-minion-uuid>Z R D
[FTLIZE0N

- nwarchiver( Archiver) . nwdecoder( Decoder) . nwlogcollector( Log Collector)
nwappliance( Appliance) . nwconcentrator( Concentrator) - nwlogdecoder( Log
Decoder) - nwbroker( Broker) - nwworkbench( Workbench) . nwwarehouseconnector
( Warehouse Connector) 2 EDIAT H—E R F<core-service-name>TA 15
ENHYET .

Reporting Enginet—E X

Reporting Engine M # 04/ 1&. Reporting EngineZ3E 1T L TLVDRAM £ D /var/1og/re
install.logZ7MIURFSINFET .

I5— <timestamp> : Available free space in /var/netwitness/re-

Ay server/rsa/soc/reporting-engine [ ><existing-GB ] is less than the
+— required space [ <required-GB> ]
:/‘

IRE  Reporting EngineME # &, + 92 TARIEE AR =0IZR L ELT =
g DU AVE—UISRENTVBBELR RIS hETTAVERERKLES . T1RY

o $B I E MR RS B A 5 12DUWVTIL. [Reporting Enginet& B AR ) I YA XDK E/ELKR—
M xS T BT=DAR—RMDEB N |25 B LTI,

Event Stream Analysis

RE &S IN—230 12,11 B 17T 5 L —K L1=# T. ESA Correlation —/ \—[3#& g Shvt=
T—3 V=AM DAINUEEE T LFEEA

Is— Invalid username or password at
Awytr— com.rsa.netwitness.streams.base.RecordSourceSubscription.run
:) (RecordSourceSubscription.java:173)

COMBEEMRTHITUE. L TOFIEEZRITLET.
A—H— AR —TJxA XA TlENetWitness

1. B(ER) > KU —]> f>T>Y] > Event Stream Analysis] > fF—4& Y—X]
[CRELET.
F—42 V=R I\ RIDRRINET

RRE 2 F—RY—REBIRLT. Y—ILIN—T F—EY—RDEE 1LY )vILET.
F—aY—RORE | FA7OT IR REINET
3. F—AY—ADRE|F(7OIT. ROVWThAEERTLET .
o [EHETELRIAIZERLETS.
. BIUEBEHOFER]TERLT. a—Y—RE&RT—RKEAHLET.
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4. EHOTAM]Z7)9IL T, ESAY—ERLEE TEAHEFEZRELTMNS. DK F
UL ET .

B INTRTOT—E V—RIZTDOWT, Al DF IEEEITLET

5. T—RY—ANDEEMNT T LI=H. T Y—R]|/\RILTHRELI=-T—E V—RIZ
B EAT ITON TSI RTDIREBEZEALET

Legacy Windows Log Collector

» SA%EI12.3.0.0/3—=23[Z7 YT L—R L. Legacy Windows Log Collector&11.6 xF /=&
11.7.x/\—23uIZ7vF 5 L—K L1zt T. Legacy Windows Log CollectorAJE 77147 &

LTERTINS.
o RAVIH12.3.0.01CF7VFTTL—K &b é. Legacy Windows Log CollectormIE 7HOT4T7 &
LTERTIINS.
SA/—RK TOEEBAE DEH .
g [7yF9L—K % DR RAYEE 1T 351Dl Legacy Windows Log Collector | %5 BB L T
LY.
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User Entity Behavior Analytics

2L TR R NTH— R AR— B (FEE) >Y—EZ> ContextHubH—/ \—EE iR
LETER>ER) [1L7LLRTO/NN—230h512.0. 121, F=E12.1 xx/ 38—V 27y TS
L—K 9 BRETNIIRSATIUR KAk (ECATT—3 Y —X) HContext HubY—/\—hSH| BrEh
TWVEWMEE . TYIIL—F &L AAADB BT INET

12.0LL B& D/ \—2 3> Tl ContextHubH—/NXDRSATUR RA Uk (ECATT—4Y—R) 1 E
MDECATH#E & L. NetWitness PlatformTlEHHR—k ShTULVEEA.

Context HubH—/N\—[Z7OLATBIZIE. XRDFIEZETLET . BER—D,
1. SSHTE H H—/\—ORAMZEHELET.

2. VIiPRUIIZAY A LET.

3. ContextHubaL >3V EL. RSATVFRAVEEH.

4. TURVZEHIBR T HRSATIUR RSV & B H—/\—Mongoh .
5. MongoZBEELET . RDIATUKFEEITLET.

service mongo restart

Context HubH—ERZBEEBLES . ROIVLEETLES.

service rsa-nw-contexthub-server restart
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ESARSTIVY a—T4 T8 R

ESAI—IL75—hE4E R L7

75—k AR RINGZLME S 1L ESAIL—ILE A B E DRT—IRAEHERLET.

1. B(HR) > RUP—]1> AoTY] > Event Stream Analysis] > ESABABREE | ISBEIL
7.
ESAE AR/ \RILHARTINET.

Z\EQ%)\I&T‘*’&UZF b\bL?R LT, ﬁ)\flﬁ@ﬁd‘ ] 97%37')‘/’7L$T

NETWITNESS vestigate Respond  Use Host File Da

LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES ~ POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS  ESA RULES  CUSTOM FEEDS  LOG PARSER RULES
ATION ~ CONTENT

ESA DEPLOYMENTS  DATA SOURCES

@® Deploy ® DeploymentStats || 3 More Actions v/

ervices NAME * POLICYNAME  ESA SERVICE DATA SOURCE DEPLOYMENT STATUS UPDATES ~ LAST UPDATED
Deployed A (1New Updates 05/15/202306:0...
Deployed & - 05/15/202306:0...
New A - 05/15/202306:1.

esa-ESACorrelat...  log-hybrid - Co 1) Stopped A - 05/15/202306:1...

Showing 4 out of 4 items 1selected

3. BEARBOHE]R—UHRTIN. ESAY—EREE ARE DAT—RAAMNREINET .
4, ESAIL—ILE ABRIECHZ. ROFIEEZETLET.

a. ESATIVCUOMEE®R] I 3T BHARUINEIE BHL—DEZEZL
T N ET Ho. T—EDEET ER T AE Y] [TAITHON TS EFFE R TEFET {ﬁ.‘ﬂ
ARVE I DENODIE S (X, EARBENTEHRZELTLEEA.

b. IL—NLOBEHER] I 3T BRI E ERLEIL—NDEEZERLEFT. &
DRI DBEBEE L. FOT O BAShL—ILOH | I avTES LI
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NETWITNESS

IES  POLICIES  INCIC

Engine Stats @ Rule Stats @ Alert Stats @

RULE STATS ~ DATASOURCE STATS

Enabled
Enabled
Enabled

Enabled

o
o
o
o
o
o

Enabled

‘ Last Refresh Time 2023/06/16 09:22:27 am ‘ & Refresh ¢ Edit Deployment & Back

5. BMBIL—IWNEBEMEIT DL ENHHEE(F. ROFIREETLET .

a. (Configure) ] > ESAIL—IL] > W—IL]ZTIBEIL. EBHGZIL—ILEEATND
ESAIL— VB ARBEBEALFEY .

b. H—EXIZTICRY. L—ILHBENDEIDERERLET . L—ILOFEE LGS E (.
/var/log/netwitness/correlation-server/correlation-server.loglZ#HBHESA

Correlation—EZADAOY J7/ILVEHERLET .

F A ELNIE QA —/N\—AYREE BT B0, EIZTTTRN T—3F & FHOASZ F—[ZDVT
(& ESAIL—ILENWAD RT—k AR DEIR ] FA4T7RTDS KX FINXFRRLZEL] AT 3y
HHEIBRENFELT=. 114NDT VTSI LU —FR B 2. NetWitness Platform(d. BE7F DIL—ILD KX F /)
XERMBLIAT v E2EBELEFRA. BEDIL—ILEILS JL—ILT. KXF/INXFERXFE
L1AT L avzE A CELREoI=AR F—TIDATLavhB IR EINTINBIE & . TORT— AV
FEwREL. FoUIRVWIREAIILEWTEREFELESIETHEIS—DFHEELET .

A% X—0F B IZB§ 3 BESA Correlationt—/\DE & Avt— 0|

ESA Correlation —/A\—MDIZ5— OJIZZ & Avt—U MR RTINDBE S L. default-multi-
valued/\oA—A—tnulti-valued parameter?*d F—MDEIZZEEAHB=6H. FILLWIURRLY
k. UEBA. Livea> TV JL—ILHEBELE R A . CORIBEEIS IE T 5IZIE. TESAB R AAR DI
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2019-08-23 08:55:07,602 [ deployment-0] WARN Stream|[alert, alert id,
browserprint, cert thumbprint, checksum, checksum all, checksum dst, checksum_
src, client all, content, context, context all, context dst, context src, dir_
path, dir path dst, dir path src, directory, directory all, directory dst,
directory src, email dst, email src, feed category, feed desc, feed name,

file cat, file cat dst, file cat src, filename dst, filename src, filter,
function, host all, host dst, host orig, host src, host state, ip orig, ipv6_
orig, OS, param, param dst, param src, registry key, registry value, risk,
risk info, risk suspicious, risk warning, threat category, threat desc,

threat source, user agent] are still MISSING from multi-valued

B — B DR & Avt—> 0fl|

2019-08-23 08:55:07,602 [ deployment-0] WARN Stream| [accesses, context target,
file attributes, logon type desc, packets] are still MISSING from single-
valued
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BTICEETIEREBRBELEY. TJOTERAEYTBHIENTEET .
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NetWitnessDA VAR —ILELME R [COWVTEZ EINELRIE S L. ROBHETF| A SN,
o NetWitnessIZB 9785 L TOR XA M X RDBFAHSS B TEET.

https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation

o B¥TEDFEHER DITBIZIE. NetWitnessAZ2—=—T1— "—2 /LD Hearch] HEU Create a Post]
J4—I)UF Z{E B L E 3 ( https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions) o

e NetWitness®DFL v R—X: https://community.netwitness.com/t5/netwitness-knowledge-base/tkb-
p/netwitness-knowledge-base

o HARDINSTNYa—TA2T 12935 BLET.
o NetWitness® Platform®M T 045 fa £ B L TLEE0N.
o ILHIZHKEIDLELRE A (X HREIT— HAR—F ZHEHE LA hELIESLY.

HRZT— BiR—k ~ADER LVE HE

NASY— Y-k [SER T BB A 5, T E1—5—FR(ETEHRE THILBHBYET. UT
DN AR B TEHESITHE I L THLTIZE L,

o HIELVDNetWitness Platform®! G F=[F7 TV r—ao DN—230F 5
o BFEULDN—FOTT7DEAT

B OXENDELGE S (X LLT O&E K EFTTERE LA HhEZEl.

NetWitnessA31=74 ;"—4%JL  https://community.netwitness.com
A A=a2—T Bupport] > (ase Portal] > View My

Cases] &)L ET .
ZE OB LS HEERO https://community.netwitness.com/t5/support/ct-p/support
Sa—54 https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions
NWE #H https://update.netwitness.com

LiveUI https://live.netwitness.com
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