NetWitness Platform XDR

N—23212.1.0.0

AL— AR

X NETWITNESS

Platform XDR




%Sk

NetWitnessAS =T ( https://community.netwitness.com) Tl&, &<{GBDE ] ~DE & 1>, BL & D]
BORRAEREZEOCTLIOA—RZARLTOVEY . & "B XAV, 222270 TARAY
2V, T—REBILRELNREINTOET .

[k ]

RSABKUVZDA D 42 1. RSA Security LLCFE=IEZDEE & =t (TRSA)) OB E F=IEE % &
] TY . RSADEE DUARR [SDUVTIE, https://www.rsa.com/ja-jp/company/rsa-trademarksZ 2 B LT
FZEW. T DEE E Th TN O A & OB EF IS KBEIETY.

& BT IR R #Y

Aoz 7 LB E R Fa Ak (F. RSA Security LLCE=IZZDEESHAZFHEEZRALTE
U, EAFELZNIH - TRBEINTET . RV O 7EEER XA DERALE R (L. FE RS
EEZMOFEIHRLD., LEROEEEFRELAMEE OAHEINET . KYTLIz7LEER
XA BEUZFOHE WM EM N IR B TEHILE— U B OONFELEA,

AERAFHERZNICEOT. KYISVIT7EEE R Fa AT OFT H #E BELUZ0OM DX /) B 7 # A
MIESNALEHYEEA. RV IS VITERRBER FaAVNZR EIERFFERLIBE R
EHIUHE LOFEEMNREONDAREELNHYFT .

KYTEIx7IEF ELHERBINDIZENHYET DT, HOHMEHTE N HEFZE0N.

Y—F /1\—T1 S1EVR

ARG IZIFRSAUUAN DY—F N—TAIZE TR INF=Y I DI7HAEFENET . K& J A DH—
R IN—T4 BT Ox7I5E A SNAE A EZ N DOA B ZDOLVTIE. NetWitnessAZa =T DEH
R XA R—DTCHERTEEFT. REREEATLHIILEY. KE G O1—H—(F. Thom
FRFERNOFEICABLI-LDEXGEINET .

eI THEE

AERCIX BERTIMARAENTOET. ChoDEESRITOFERA . BA.BEHE. SED
FRETELEFEEHRIATOET AR GEER . WA BHI5 5. FEICEITHER
FoIEE A IZB 35RO TSR YER A

FAARJE2—3>

AXEIFLE SN S, RSA Security LLCE T Z DR &E = %1 (TRSAL) DLIAVEDY Tk D7 DfFE
B.#E5E8. BRI, @UEYINII7 SAEV AW E TY .

RSAIL. COBEH ISR HSNAERA. RITHR R CEE THAEALELTVET . COFERIET
EHIRKEESINDIELHYFT -

COEMIFEHINSFRIE. RIKAFZ IOFH TRESNTOEY . RSAIZ. COFEMISEEH S
NDEHICEE T D EOFILGARICONVTHRARAFEZRTT . FIS ARt CREDNEHN
O G T 120 IR R B REE [FLLFEE A,

© 2020 RSA Security LLC or its affiliates.All Rights Reserved.
10A, 2022


https://community.netwitness.com/
https://www.rsa.com/ja-jp/company/rsa-trademarks

=P

MU= D 6
I/—VE B 7
R D D D R 7
W B i NetWitness Platform RN L—0 7RU—1s 7
INDF—RUARITBE T AR IR . 9
IR SUDVOMIBEL 9
NetWitness PlatformRAM IZ&DT—R2DREF R EO—RRMGRA 9
B RN U= DBl 10
RSAT 1XoDTOVT FTINARDBERK . 10
D=RO/6ER AT 730 TMAPIN 10
DecoderARMIA—R I7—R 10
Concentratorf T VI RAMIA—R A= .. 11
PowerVaultM T EVT T/NA RDRE L ..o 11
Decoder/Log Decoder®I BT T/NARDBERL ... 12
ConcentratorTEVT TINARDBERR ... 15
ARRL—=D DR 15
Decoder/LogDecoderMAR L— DRERL ... 15
Concentrator®AN L— DRE R 15
SEDM IS BT RER SATDEFUTADERIE 15
RBANL—CFEEOTR ANL—C0%E 16
Decoder. Log Decoder. Concentrators Archiver ... 16
NW Server. ESA Primary. ESA Secondary. Malware Analysis .................................................... 16
Log Collector .. ..o 17
Endpoint Log Hybrid ... .. 17
1B 0 MEndpoint Log Hybrid/S—T4/32 21
B B A 22
REST APIZE FALTI=ARL—M8 R 23
REST APIRR L—U 8 BUTIRUR oo 23
ARL—D B BUARYD oo 24
BRY1 RN L—D%RAS [THEREL . REST APIRRL—CH R ORURISTORRTS 24
AR (AT E) PowerVaulti KUDACA DRAIDEERL ... 26
BRY3 =T a2ar, R)a—LT I —T . HEBR)21—LITOYI THRARZEIYVHE TS ... 29
BR94 RYa—L I —T%ENetWitnessH—ERIZEIYE TS srvAlloc ... 31

BRY5 (ATLa) ANL—C R EI0GIRERICEERE TS 31



kL= HAE

Unity AR L= D L 34
AZ1 - Unisphere 1—H— AU A—DJxAR(UD) [TFIERTSD .o 35
BRI - TV BT D 36
B R o LUNZ E B G D e 39
BRI - TR AN B R T D oL 41
BR5 - LUNZIRAR TEIYZ TB oo 43
BR6 - PowerPathZ A AL — L8 B 46
Bl DAL= BATADT=RDREAT o 48
WarmP B BLUHotBE B AT a & E A L7317 . 48
BB R I G D 48
POWerV AUt B TE G D oo 48
ROUR ARA N TR B T D 49
WarmP B EHOtBE B 2R E 0 oo 50
DACHEBE L G D 52
DACHSPowerVault ~NDT—RDFE BN ... 53
DACHDFE B L1=1% DPowerVault L T —5 ... 56
{8 A NetWitness PlatformRRM CkBT—2DREHFE 57
DecodermR R 57
Coneentratorzi R 57
ATChIVEITR R N 58
Hybridr R R 58
SANRE B D T S a 58
INTDA—URICEA T AR TIR . 58
%leifr T EIESEDR SATHSRHE §57RRR £ DSEDH IS K547 JIL—TTOEXF1ITDEH “
ft 8&B > )—X6Ea7E =IIHybrid7/RRXF OfE B 1L (encryptSedVd.py) ... 64
BREADESAT JI—TTOSEDDEL 66
RERSAT/IES4T JIL—TDHE 1L PERC H740( Mini) PHATR(REARL—2) 69
PowerVault( PERC 840) THE K SN =R BB R SAT/E 54T JIL—TTHSEDOAE L ... 73
RERSAT/IRSAT FIL—TDEIIL PERCHS840FFETZ 73

FHERC N ST I =T A 82
REST APIZfE LTz TO— 44— SN-BAE R FAHDACOBER ... 82

T 8D 15K SATDACORNL—HR O FIAB 83
ArchiverD RN L= DR B 83
Network( Packet) DecoderMAN L—DRERL .. 86
Network ConcentratorMAR L— DBE R oo 96
Log Decoder HybridDARAR L—S MR R 102

{1 6% E BRSATE(F12K S1TPowerVaultDAR L— R O FUAE 107
NW-PV-A/NW-PV-A-NZ{# F L fzArchiverDAL—ORERE 107




ZRL— HAR

NW-PV-B/NW-PV-B-N%{# Fi LT=DecoderMAM L—UF AL ES . oo 109
NW-PV-C/NW-PV-C-N%{# Fi L7=ConcentratorDAN L—DRERK 115
NW-PV-D/NW-PV-D-NZ{& F Lf=ConcentratorDASL—DFERL 118
FERF AR TARY IS DAL= O F)AOH 122
ARDH( 15 Uh —RAID 5SELTHR LT3E DSEDESAT) oo 122
PowerVault Rk L—U B 8 DEx KB (1368 9b — RAID 5EL TR LT=38 DSEDRS47) ... 127
BT B B 136




kL= HAE

AL—D DO E

ZDHARTIE. RARL—U FE 4 L. NetWitness PlatformD¥) B Xk L— T/3\1 X(DAC.
PowerVault, Unity) B&MR B RN L— TINARIZAML—DZEIYS TEHAEZHRBALES . £
f=s ROLEVILEFNTLET .

o BE7F MPowerVault CORE & 1L D& H
o BlDTINAARANDT—HEFE1T

INBDT /A R% . NetWitness Platforma7#H & UHybrid¥) B AR R [THE #9755 & (2D T &
DE[/N—Fx7 vk 7vT HAR %5 B LTS,

 PowerVault (MD 1400) Setup Guide( I Hardware Description] DI Enclosure Options | 923> %%
B8) NetWitnessAZ1 =74

* 60-Drive DAC Setup Guide NetWitnessA=1.=7 4
* 15-Drive DAC Setup Guide NetWitnessA=a1.=7«

AFL—C OO E 6


https://community.netwitness.com//t5/netwitness-platform-hardware/powervault-dell-md-1400-setup-guide/ta-p/572326
https://community.netwitness.com//t5/netwitness-platform-hardware/60-drive-dac-setup-guide/ta-p/561278
https://community.netwitness.com//t5/netwitness-platform-hardware/15-drive-dac-setup-guide/ta-p/556846

AL— AHAR

ANL—VEH

SOt aVITIF, NetWitness Platformi8 A7RR Y ATLIZANL—UFIE# (TR 97570126
ERTRTORNL—CEHELNEENTOES . ChICR BBER ST 47 @Y EARY1—L,

Hh B NTH—IVRIOPSHE FNFET .

k31T D #

7 NetWitness PlatformR A~ D— & B AL #k [F. RDEBYTT .
o J0H4 X(490/Dec)

o LARVRADLATLL20mskK i

* Decoder 10/905% A Y)/& E3iA A( & T4 LI/O)

* Concentrator 50/5055% & HY Y)/E E3A (& T2 L1/O)

NL-SASFEF=IL10K SAS F R TDPacket DecoderrRJa—Ls
9§ RTDLog Decoderrh!)1—Ls
FRTDArchiverrR)2—L
Concentrator *% 7R1J1—.s

SSD Concentratorf > T w9 R R)a—L

s E 7z NetWitness PlatformXk L— R)a—L

HY—ER Ra—LA

Network Decoder Decoder packetdb
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Decoder/Log Decoder®7 0% T34 At &
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1. "PERC H840PF7HF4—"Mark O—5—ID(Ctl) 24 ELET -
/opt/MegaRAID/perccli/perccli6d show
R OE TlE. 2k A—3—IDIE"1"T. " PERCH840PAdaptor" =%} [ L TLVET .
[root@116S6Corel ~]# /opt/MegaRAID/perccli/perccli64 show
Status Code = 0

Status = Success
Description = None

Number of Controllers = 2

Host Name = 116S6Corel

Operating System = Linux 3.10.0-1160.21.1.el7.x86_64
StoreLib IT Version = 07.0400.0200.0400

StoreLib IR3 Version = 15.50-0

System Overview :

0 PERCH740PMini
1 PERCH840Adapter

Ctl=Controller Index|DGs=Drive groups|VDs=Virtual drives|Fld=Failed
PDs=Physical drives|DNOpt=DG NotOptimal|VNOpt=VD NotOptimal|Opt=0ptimal
Msng=Missing|Dgd=Degraded|NdAtn=Need Attention|Unkwn=Unknown
sPR=Scheduled Patrol Read|DS=DimmerSwitch|EHS=Emergency Hot Spare

Y=Yes |N=No|ASOs=Advanced Software Options|BBU=Battery backup unit
Hlth=Health|Safe=Safe-mode boot
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2. avkA—3"1"ODIYA—CFID(EID) #45 ELET . ZDIHE &« EIDIX"247"TY .
/opt/MegaRAID/perccli/perccli6d /cl /eall show

[root@116S6Corel ~]# /opt/MegaRAID/perccli/perccli6d /cl /eall show
Controller = 1

Status = Success
Description = None

Properties :

EID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count|
TSs-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

3. IRAMN L DEEFEDTOYY TINMMAREHELET . TOVY T/MM R4 1E. NAME] 5 T E S
F9 . LTFIZRREINATLNATOVY T/AL AL L. sda. sdb. sdcTY . "Isblk"Z=FHLTIOVY
TINMAE—ERRTLET.

[root@116S6Corel ~]# 1lsblk
NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 1.1T 0 disk
t:sdal 16 part /boot
sda2

1.17 part
netwitness_vg00-root 306 lvm /
netwitness_vgo0-swap 4G lvm [SWAP]
netwitness_vgo0-nwhome 3.2T lvm /var/netwitness

10G lvm /var/log
106G lvm /home
2.2T disk
2.2T part
3.2T lvm /var/netwitness
8.7T disk

netwitness_vgo0-varlog
netwitness_vg00-usrhome

sdb

L-sdb1
Lnetwitness_vg00-nwhome

sdc

[root@11656Corel ~1# [J

“e 66 46 44 44 ss e+ se e ee
APWNRFPONRLO

[cNoNoNoNoNoNoNoNoNoNoNo]
[cNoNoNoNoNoNoNoNoNoNo)

4. LT OARUE T, RV 0~ IDTARI(TATDR SATIRE) &AL T RBF SATEIER
547 4 )L—7(DG) ZPERCH840PAdaptor £ [THE L LET .

B L& ITRTOTI—FICUE. A2 H DlogdecodersmallFEf=[FdecodersmallrR!)a—Lhwh E T,
ZOHI TIE., Bl DPowerVaultET=[ER 54T 1 30DIZAR R 21— LAY TITHFE L TSI LT
RBELTVWET . COIHIO—TvEAR Ra—LIMERT55 S L. P O2E F=F3ED
FS4T7% A2 RYa—LDTOV) TINARIZE|Y S TEEHHYFET . packetdbrR)1—LDIE
YORSATEFERLT. £531 2070V TINAREER T2 ELNHYET .
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/opt/MegaRAID/perccli/perccli6ed /cl add vd type=raid6 drives=247:0-11
strip=128 force

[root@116S6Corel ~]# /opt/MegaRAID/perccli/perccli64 /cl add vd type=raidé drives=247:0-11 strip=128 force
1

Status = Success

Description = Add VD Succeeded

[root@116S6Corel ~J# i

5. ERORTYITTHERLIARBRS4TER R T HITE. ROBEEETLET .
/opt/MegaRAID/perccli/perccli6d /cl /vall show
[root@116S6Corel ~]# /opt/MegaRAID/perccli/perccli64 /cl /vall show
Controller = 1

Status = Success

Description = None

Cac=CacheCade|Rec=Recovery|0fLn=0ffLine|Pdgd=Partially Degraded|Dgrd=Degraded
Opt1l=Optimal|RO=Read Only|RW=Read Write|HD=Hidden| TRANS=TransportReady|B=Blocked|
Consist=Consistent|R=Read Ahead Always|NR=No Read Ahead|WB=WriteBack]|

FWB=Force WriteBack|WT=WriteThrough|C=Cached I0|D=Direct I0|sCC=Scheduled

Check Consistency

6. RAN EDFHLWVIOY) THRARERELETS . TAVY T/A(R%A (L. NAME] S| THEShE
J. LRRDERBERESATITRHIETIHLIVIOYY T/AARLddTY - COTAYY T/ R4 (.
ARL—UEBR T AHEEIWBETY . "sbk"EE AL TIAYY T/IRE—RERTLET
1sblk

[root@ll6Decoder perccli]# lsblk
NAME MAJ :MIN RM TYPE MOUNTPOINT
sda disk
':sdal part /boot
sda2

part
netwitness_vg00-root lvm /
netwitness_vg00-swap lvm [SWAP]
netwitness_vg00-nwhome lvm /var/netwitness
netwitness_vg00-varlog lvm /var/log
netwitness_vg00-usrhome lvm /home
disk
part
lvm /var/netwitness
disk
disk

AWNRFPONRELO

sdb

L-sdb1
Lnetwitness_vg@0-nwhome

sdc

sdd

root@li6Decoder perccli]#

7. TR L—L D B I8 5T Decoder/ Log Decoder&Concentrator A L—U & R L THE AL %
T ITELEIHYET.

0
0
0
0
0
0
0
0
0
0
0
0
0

[cNoNoNoNoNoNoNoNoNoNoNoNo]
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Decoder/Log ~ PERC Decodersmall T3 Xk L—2 DX i |( Decoder/Log Decoder) M
Decoder H740 Mini ATV T1ES B LTSN, 2OBITIE. Tavy 7
THETR— NAR[E"sde"TT .
Decoder/Log ~ PERC Decoder [ Decoder/Log Decoder®T7AvY T/ ZADHE X | D
Decoder H840F7 % ATVI6ES B L TLZS0. 2Bl Tk, vy T
3 INAR[Fsdd"TT,

ConcentratorA~ L— O X

REST APIYV—ILEZE B LT, KS547 /3o PowerVault £ [ZE R Sn=T0vY TINA REHE R LE

9. SSDLEIMERK SNF=TOV) TIARIEAT VIR T—AR—X[ZE|YZ THN. HDDE[THERL S
N=7099 TINARIEAR /Y3y T—EAR—RIZEIYY TENET . [REST APIZfE A LA L—
OB INEYIIZEH S Concentratorfd DA L—UE B ARI( BRI3BLV4) &5 BB L TEELY.

SEDX} its °] BE K AT DX )71 DE 1L

PERC H740 MlmasotUPERc H8407FTAMSED G A RER 54T JIL—TTeFXFa)T1Z2BZIT
Bzl T4 8%B 2 )—X6Ea7 Ff=IdHybrid7/mA+ DIE 5 1k (encryptSedVd.py) 1%5 BB L TS
LY.
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kL= HAE

R RANL—UFFOTF AL—D D#E

DI 3V TR ROFATOAVR—Hk RRANRIC BB RNL—DFRIFITOR REL—D%F
TN TVISHA EEHRBALES .

e Decoder. Log Decoder. Concentrator. Archiver

e NW Server. ESA Primary. ESA Secondary. Malware Analysis

e Log Collector
¢ Endpoint Log Hybrid

e 3B il MEndpoint Log Hybrid/ \—7 433>
e UEBA

Decoder. Log Decoder. Concentrator. Archiver

Decoder. Log Decoder. Concentrator. Archiver®{R 8 NetWitness?R R~ EF=[E0 5K NetWitnessih R
MZIE. Oy L=V T ELHYET . BlYE TONANL—D B §RTORNL—
CEHEBELTNAIEEER LTSN EFMICE B EBELGAN—Y Ra—LAERENT
WAB(TREL—UE 4 O i B A7 NetWitness Platform Ak L—2 R)a—L | ES B) J&&. LT &5
LTSN,

o M1 EE2DMT OV T8 ADDecoder A [THE SN TWLNAZE( AF R a—LA, yiar R
a—Ls. 7379k 7RYYa—L) .

o D1pEE2DMTOYY T3 Xh Concentrator A [THE B SN TLVDIE( AV T VIR Ra—LEAR
R)a—L) .

o THINIWMBL—FDR/INOPSEITOVY TINA AN RITH =3 ZENTESIL.,
RATAVYT TSIk TA—LDRATATFIBIZHE T, B|YY THONI=AS L—2FNetWitnessTR AR (2
EHELET.

* VMware vSphereaA>Y —JU VMIZTARY%E D)

 Hyper-V :XFx—Tv— 32— VMIZTARY%E M)

o Azure ‘BE N R TIRIERE AVRFZVRITE NN

o AWS R AU RAVRIZEBSA L—U%3E 1N

 Google Cloud Platform( GCP) R AV RAVRIZALL—%E M

A L—U MR BB ARRS (TR SN i, TREST APIZE A LI L—C DR | DI 2R3 73—
Tavav. R)a—LY T HEARI)1—LIZTTOV THNAREEYE THITEAFT .

NW Server. ESA Primary. ESA Secondary. Malware Analysis

/var/netwitness//N\—T43VE R T A=OITN R 21— LEEHELET .
1sblkZEETLTYEBR)2—LBZFRMBL. UL TOITREETLET.

WEAFL—FE 959K AFL— OE R 16
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l.pvcreate <pv_name>(pv nameld. /dev/sdciE &)
2.vgextend netwitness vg00 /dev/sdc
3. lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome

4.xfs growfs /dev/netwitness vg00/nwhome

NetWitness Tl RDON—T4 a3V EHBREZHRELTOET . =L, ThoDfE (L. B E B HIZE DL
TEETEET.

LVM IV Jayy AL—

/dev/netwitness vg00/nwhome  /var/netwitness/ 95K TangdFZaniovy RkL—2 0
Ir TYT(RARL—D) DRES B LTK
=&y

Log Collector

/var/netwitness//N—T 42 AVEHR R T BTN B R a—LEiEKRLET .
1sblkERTLTYER1—LBEMB{L. ROATFERTLET.

l.pvcreate <pv_name>(pv namelddev/sdc. & &E)

2.vgextend netwitness vg00 /dev/sdc

3.1vresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome

4.xfs growfs /dev/netwitness vg00/nwhome

NetWitness Tl R DIN—TF4LavEBZHERLTOET . =1L, ThoDfE &, R 7F B HIZE DL
TEETEET.

LVM THIVE Jayy AkL—

/dev/netwitness /var/netwitness/  ZZF TONAFDT OV A L—2 Dvk 7vF( Rk
vg00/nwhome L—) OFRES B LT,

Endpoint Log Hybrid

BELREHTARY RS, TR H MM CEoTRAYET . BT 018 HIYDT( R R
2 O EEERALT, 8ALLRNL—SCh BAT(RY FAXEHH TEET , fLx (3, 308
5 OF—SERF T LT 018 HEYOTRE A B OBE0TRELES .

RDOFRIENAE DIV RFX2DTARAIEREFRLTONET . 7L AF v DTAAVE R E DIE
(F. LT DAV IH DEET.

o J7AILER 11,100
o TOtREL (100

e DLL#{ 500
o KSA/\—%1 :150
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o H—ER% 500
o ARUHL 1100

Endpoint Log Hybrid( 50KE#l T—2 b D)L RXvUHIYDTAROER E)

Log Decoder 220 GB 12 GB 5GB 237 GB

Concentrator 230 GB NA 5GB 6 GB 241 GB

MongoDB NA NA NA NA 35 GB( R DII)L R¥x+v)
30 GB( #& #t DRAFvY2 ZED
1 hn4)

RORIE. T—E%59X0FBH-0D18 H-YDTAAVFEAREEFRLTVWET . T—VbTE
D18 HI=YDEEHFSuF T ARV #11329,000TT .

Endpoint Log Hybrid( 50K& #l T—> x>k HhIRARYd 7—ORI RIEBEL DR SvF2 T

T—73)
bems |l o e
Log Decoder 1500 GB 140 GB 46 GB 1,686 GB
Concentrator 1600 GB NA 46 GB 30 GB 1,676 GB
MongoDB NA NA NA NA §5) GB(®m ¥ D7)l A+
~
1.5 GB( ﬁi’t'JT\T—’S'O)l B®
=Y D& fn 5)

RDORE. T—E3EL 50X T 350018 HI-YDTARAOEREFRLTWET . T—2IvbTE
D18 HI=YDEEHSvF T AU $11333,000TF

Endpoint Log Hybrid( 50K&#l T— b k& Rvk JT—IRI R HYDL SvxF T

7—)
e T e L
Log Decoder 1800 GB 152 GB 55 GB 2007 GB
Concentrator 1900 GB NA 55 GB 36 GB 1991 GB
MongoDB NA NA NA NA gs) GB(®&R ¥ DIl A¥+r
b

1.5GB(EHT—2NDIH &
=YDiE hn5)

ROR L. Insights T—2xk D1 HIYDTARIFE R EERLTVFY . T—VxVhTEDIH &
=YDEEHSuF S T2, 10,8002, & B IE DIIL XD ZEMAT-8TT.

WEAFL—FE 959K AFL— OE R 18
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Endpoint Log Hybrid( #i 3& vk 7— 7] ] 1t HYD50K |nsights:|:—~“':-_>|~)

Log Decoder 500 GB 52 GB 18 GB
Concentrator 600 GB NA 18 GB
MongoDB NA NA NA

570 GB

13 GB 631 GB

NA 35 GB(&# DI RFxv)
30 GB( # #t DRA¥X v TED
B4

RO IZ. #He (ZH DLV =Endpoint T—2 ok DY A X EERLET S

I—Y x>k Ef=[FEndpoint Server

Endpoint®® T —3DRAFYENTUXLTDH ] K 50K DEndpoint T— Tk D
H
WindowsH ~ T—Ux2b AASOWindowsAJ DFH . 155 R K20KDI— b ¢
JDFH HIV20KDA RS D Hybrid THR—F & o 1§ H=Y20KDOY AR 4 B
*Létn_,\ L/—Cll\-i-d—o Lg':'-d"o
T I—Ux b ASDTFAIURE DH. 170 H RKR20KOI—T b !
£ O#H FZU20KDAARUE A Hybrid THR—k S o 1§ $H7=U20KDOY5 ARk 4 B
HEEELTVET . LEd
Endpoints  IT—Ix b TEDIR HIZYDA R RA(H) 1SKOT—I ok ¢
\,’]‘f‘nd"wsn * (WindowsA5 D5 &) 1 DDIT— o (#9) I5SKOWindowsT4 AU+ %
CIVE DB IARURIEES ERLEY
hEY
(AR DR SYFTDIFE) 1D BEU
. Y 3“} S =] = . .
DIV peEBos sy () PEOTTIE DR TR
EESINFET
o 17 HY20KDA N2k HHybrid T
YR—bhShFET
FE #BI—CbIE ROLSIC
FEINFET.
1#) $7=Y DHybridA Nk /
(1T— >k MWindows A4
Endpoint Server+ 1 T— b Dk
Swx2 ARk Endpoint Server)
{5 20,000 /(1.0 + 0.4)
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kL= AR

B BA I—o b Ff=IFEndpoint Server

Endpoint. I—2xbTEDIR HI-YDARY BRRX(#) 10KOI—xoh

e k- . (#1) 10KOWindowsD4 A"k %
1|2\$ » (WindowsBY DiF &) 1 DDI— ERLET
DIV B IARURAEES \
nEy BRY
o (ARUF DR Sk 5 Dis )12 .« (¥9) lOK@EndpointI—‘)I‘/l* T—
DI—C Tk HDE FP 041N SEERLET
NEESNFT BEU
* (F7AURR DS E) 10T~ . (#) I0KOT—Szob F74 IR &
;/?J;;’:?;;?ﬁ B 12DA Rk HE F A% LTS

o 15 &72Y20,00004 Xk AHybrid
THR—tShET

I IR IE RDKIIZ
FFEEINFET.

17 @ 1=Y DHybridA Nk /
(1T—> 1k OWindows 4
Endpoint Server+ 1 T— 1k Dk
Zvx 4 ARk Endpoint Server +
T7AIVRE)

15 20,000 /(1.0 + 1.0 + 0.4)

T4 O AT LDV R

Endpoint Server®i5 & (& /var/netwitnes s// S—T4aVEN R T ADITN BB T4 RUEE KL
F7 . nwhomeELNWDI VT4 VI RDAT NN B TARVEE R LET .

ROATYITEEITLET .

. FLWTARYOZB M LIS EERE R LT # M (DL T, [NetWitness Platform{ 18782
b AR =L FARIDNZRI1T FHLWVTARIDE N 1525 B LTZELY, NetWitnessDE
=30 DF FaA b [R=TUITHEEL . D ST IV a—T42 T DF=8HDNetWitness
Platform®D& AAR &R DIFET .

2.1sb1kERTL. WEAR)2-LBHEWMBFLES

3.pvcreate <pv name>(pv_nameld/dev/sdcE &)

4.vgextend netwitness vg00 /dev/sdc

S5.lvresize --resizefs --extents +100%FREE /dev/netwitness vg00/nwhome

6.xfs growfs /dev/mapper/netwitness vg00-nwhome

NetWitness Tl Endpoint Serverfl D/ A\—T42 3 & H R L TWVET(REFBAHIE DWVTEE TE
FY) .

WEAFL—FE 959K AFL— OE R 20
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/dev/netwitness vg00/nwhome /var/netwitness/

Mongo DB®MI5 & (X, /var/netwitness/mongo/ \—T 43 %Hk iE §51=DIZH 8 T4 RAU%4% #i
LET . nwhome LN H TP RDF W TARVEER LET -

;X DATYIEETLET.
CHLWTARIZEB ML EFRER LTS, MO0 T, [MRERRAS /1A —IL AA
RIDIT2ZA91 FrLWWTARIMDB NN 1S BB L TEELY, Nethnessté IN—230DR Fa Ay

k ]d’/{_:) [ZBEL. BEDSTILY a—T 12 D= DNetWitness PlatformDE HAK Z R DI
ES

2.1sb1kEETL. MEBAR)2—LBEZWMBLET.

3.pvcreate <pv name>( PV# [F/dev/sdc1iE )

4.vgextend hybrid /dev/sdcl

S5.1vresize --resizefs --extents +100%FREE /dev/hybrid-vlmng

6.xfs growfs /dev/mapper/hybrid-vlmng

NetWitness Tl&. Mongo DB D/ A\—T4L 3V Z MR L TWFET(REBRITE DVWTEE TEFE
9) . var/netwitness| “H 22 Sh A5 /N Y4 X(1E500 GBTY .

/dev/hybrid-vlmng /var/netwitness/mongo

3B 0 MEndpoint Log Hybrid/S—7¢3>

b/ g))/ \°—;—4~>a>(i\ R)a—L TI—T TURRAU EIZHY. BE— ORAID 0FPLAAZHEILE

/var/netwitness/mongo hybrid-mongo Endpoint
/var/netwitness/concentrator concentrator-concroot Endpoint
/var/netwitness/concentrator/index hybrid-concinde Endpoint
/var/netwitness/logdecoder hybrid-ldecroot Endpoint

1sblkZET LT EARJ2—LBEZWMEL. ROOATUREETLET.
1. pvcreate /dev/md0

. vgcreate -s 32 endpoint /dev/md0O
. lvcreate -L <disk size> -n <lvm name> endpoint

2

3

4. mkfs.xfs /dev/ endpoint /<lvm name>

5. LR DTARTOLVMIZDONT, LR DRTYITERYRLET .
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kL= AR

NetWitness Tld RO/ \—T42avE#H R L TOET . =1L, ChoDfE L REBRITE OVTE
BTEEY

LVM Pz %4 Joyy AL—

/dev/netwitness_vg00/nwhome /var/netwitness/ 959K T EDT
Avy Ak L—L Dtk
FoI( R L—) DF
S B LTS,

/dev/endpoint/hybridmongo /var/netwitness/mongo 959K Tan(5nT
AyY Ak L—L Dtk
T (AL—D) DF
=S B LTSN,

/dev/endpoint/concentratorconcroot  /var/netwitness/concentrator 929K T4 EDnT
Ay AkL— Dtvk
TYI(RRL—D) DF
S B LTS,

/dev/endpoint/hybridconcinde /var/netwitness/concentrator/index 259K TANAEZDT
Ay AkL—o Dtk
TYI(RRL—D) DFE
SR LTS,

/dev/endpoint/hybridldecroot /var/netwitness/logdecoder 959K T EDT
AvY Ak L—L Dtk
FoI( R L—) DF
S B LTS,

UEBA

RDFEIETIE SN ETARIEER L. /var/netwitness//N\—T423 %k QE\Liﬁ'o P& il oA
7;4;’7 #74¥g_xtl,rnwhome€ﬁm FTEIBLELIHYET . COFIBIL. 2 TBTARIEEBMTSH
EZERLTL o

X /var/netwitnessld. CORY1—LIZE B TS0 — D/\—T423>TY .

1. MEBR)2—LEET—ERTLET.
1sblk( dev/mapper/sdchi &)

2. /var/netwitness//N\—T42a &R LET .

pvcreate <pv_name>where pv name is dev/mapper/sdc

vgextend netwitness vg00 /dev/mapper/sdc
lvresize --resizefs --extents +100%FREE /dev/mapper/netwitness vg00/nwhome
xfs growfs /dev/mapper/netwitness vg0O-nwhome

ZDIN—T1avlE. UEBADNetWitnessH 32 /1 \—T2a> T . ChiZ. REBHRIZEODWTE R
TEFET,

WEAFL—FE 959K AFL— OE R 22



ZRL— HAR

REST APIZf# Al LI=Xk L— D B

NetWitness Platform 11.3LL[&E DU)—XTlE. TRTHORNL—U W B2 EICREST APIZE AL E
9. REST APIOfE A A 3% 12DV TI&. I RESTful APIA—H HAK 125 B L TEELY., NetWitness
DE/IN—D30DE Fa AR [R=DIZHEBENL . B RE D ST IV a—T 425 DF=8HDNetWitness
Platform®D& HAR #R DI+FT .

REST APIRF L—#E R av VR

LT DURR ZHHE TR ZIE. ETOMBEEFE R A A ZHRBATHINVIE AAFTATNES
RESTALE—DIAREF AL TNSIG & (. FAYTF I A—a—TIVURERRTEHE AT T
FARDRRENZFET . REST APIRRL—U R a< R OB ZDWVTIE. T4 %D [1SKSA4TJDACH
A= B DL F)AB 125 B LTS,

BHEEHEINRAIDRY)2—LA ODaTUF

e raidlList :CORAMIZFEE TARAIDOVE O—S— LB EEHF I I/O—2va— B R T LET.
e raidNew BEEEHKIN-IIO—vET0OV TN RIZEYS TET

Tay) TIMRERL—UELTEIV Y TH=HDaTUR

o devlist FRANEDFEAAEELZTOVY TIM(RE—BERKLET.

e partNew :TAYY TINA R E TIN—T42a %EYL T, RYa—L FIL—TE=ERLET
o vgs ARa—L TI—TELTDTOV) TINMM R FEZDEHNERILET .
ARL—CFY—ERITEIYE TEHHDaTUF

e srvlist 7RAM EDY—ERE ENLITEIYE ToMf=ARL—2 1\ RE—EBERRLET .
e srvalloc Ra—L FI—TE#H—ERIZEI VY TFET

o srviree Ra—L TIL—TEH—EXDSEIBRLET.

e multipath-IT :SANT/ A RAMERE SN TLEMEIHEHERLET .

FTRTOFLVDARL—OZRH L TE AT 50IC—EREB R R 3537 UF

o reconfig FTLWLWARL—U DAL (S, BE Doz —ERBLUT—EN—XT. HLLR
Fo—CFBHEL.ERLES.
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kL= HAE

AL AR

B2 AR L—U%RAR T3S L . REST APIRR L—U# BORUR IZ7 R RT 5.

AR (EHFZ) DB EIZSCTRAIDEE R T5.

RAR3 IN—T42ar . RYa—LTI—T . SHBR)2—LIZTOVY TIARFE| YL TS,
BRH4 R a—L J)L—T%NetWitnessH—E RZE|YH TS,

RRD5 FILWARL—CZ2 L #BUITER A& ERETHIR—REBHENR T 5.

BZH1 AR L—UFRAR CE#H L. REST APIRNL—C# B OV RIC7ot
293

BE ARY1E. NetWitness/ \—2311.5.0.08 KU1 1.5.0. 1I1Z(F#E A ShFEEA.

RDATYITEETLT. A EANL—2 TINA RERAM 3EHE L. REST APIZA LT ARl RE%E
A=Y URIZ7OALET .

1. A=Y %R L. CORAS TE A TESEIITLETS .

o PVARL—UFEH T BIZIE. TPowerVault( Dell MD 1400) vk 70T A4 125 B LTS
ll\o

o Y=/ \—T—DAFL—C DB E . TREL—VZ # IR OVRMTHERI2—LE—B TS
FSIRAIDT IL—TE#ERKRLET .

2. REST APIRFL— AR IZT7ORARTBA E (R D2HYEST . To50H—. F=Fa—F 14—
T/ AN B—ER] > EHYRTA—5—]E21—T.

Ej_ZREST APLZ7HOEALI=# (X, 7OERRIZFERALEA R ICEAZR LG 2T 3H3RATYIIERC

REST APIZE ALF-AF L— D X 24
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ZRL— HAR

o JSOYTTIRRT DA EIL. RDEBYTT .
a. ToOYERE. R—b50106%+ DFRAN DIPFRLRAEE ELET .

C.

R Dl [EDecoderTF AY, REST APIZE R L TRML—CU R T 5H 55K /v—F
D7 Tl R—k50106%F A 320 EHHYET .
https://<decoder-ip-address>:50106

adminFhoUk OEEIEHREFEHRALTOIAOLET .
LL T MREST APIA=a—hA R RaNFET.

(*)
g (")
< (%)
)
s ()
(*)
(")
s ()
TIZATUADBE (ZHDB (*) &0 IL TRESTAYUR b TPV ALET .
P HARESTA=a—DTF IZ [applianceDTNTA] FAT7OTHR RTEINFET. B H(F-E

AWK RZaTPIL AW 125230 TlE. REST APINT/NA RITEE TEHATUKR . FD
FERAE. FTO/INGA—ZZDTHRBEALTLET.

lappliance

25
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kL= HAE

o A AURA—TIARTTIERTEH &KL RDESYTT .
a. NetWitness;‘::L—’G%( EE)> B—EXR]|IBELET.
b. H—EX( Concentrator’i &) Z:E IR LET .

o B (75230 T RE]> DHRTO—-SIEERLET.
d. deviceappliance/appliancelZ#&1L. Pn/sFs]%HE 2)voLTHBI)VILET .
B & deviceappliance
= & appliance
[ config Properties

FE NetWitness/\—2311.5.0.0F=1E11.5.0.12FHALTVAE S (. PRATFL] > KRR
BRI > RBRY]IBETILEIBYET.

INT. PanT 1544705 h%& AL—2 aXUR IZT IR TEET .
3. UTFITEAFT
o 2272 PowerVaultE¥f=[ZIDACH IZRAIDZHE B T 2L ENHDI5 A -
o B273 RAIDZHEH TAMBEIGL ITITTOYVY THAREFERATEDSE S

BARD2 ( & 11 ZF) PowerVaultE5 K U'DACH MRAIDHE BX

BEE NetWitness/N\—2311.5.0.0F=1E11.5.0.1Z2F AL TWRIE & . FANITNETT.

NetWitness Platform/\—R Dz 7(&. & & & SNTSASF SATERL—212fE F LFEI . chih
RSATFSASTIUHO—C XTI B SN TVET . SASTUYO—Uvld, SASTRAR /AR PHTR(ZHE
e t=—J)UZL>TNetWitness/—F IRt SN F-FSA4T DL TILTTT,

SAST/O—Twld, "DAC( EEEH B E) . "JBOD"(Jumbo Box of Disks) + "Dell PowerVault"7
EDR B THHRbNTLVET .

NetWitness Platform(Z. Dell PERC SASTRAK /N 7A T 4% {§ FH LE 9 . NetWitness PlatformT/\1f
A& BE . 2DDSASTRAR /R PHTANE FENTULVET . 1Dl NetWitness/—F DA &R [ZH 5
akO—5— FSA/TELTE RSN, £51D(F. SASTU/O0—S v g SRS/ J%4|#H35
E=OIERINEST. RSV O0—"S5—EBXUVR 4T, /—F OB ERF ITHE R INETH. 558
SASTHO—C (IR SNFEFA. raidlistBEPraidNewIVYUREREITLT. S EFSAST Y
O— &S EL. BRILET.

INSDATUR & ROSASTUIO—D v AT THEELFET .
EMC ESAS 158547 T>90—U~

EMC ESAS 60k 547 90—+

Dell PowerVault 12F 547 T90—U

Dell PowerVault 8k 547 T>/A—2 v
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AL— AHAR

T EMC 60K 5470 T90—2 %, 42DE Bl DISK 54T 47 IToo0—S vl THRIB B IR
%é%g\igﬁ _9L:iru‘oli\ 15K 547 TUOA—UvhUDBFEHE T HDDIIIE L. EhEhZEE
[T o

raidlistBEPraidNewaTURIEIIVO— w2 AR TEIELET . raidiistZE T LTIYO0—

DxEtETE LET . raidNewZE 1T L T, NetWitness Platform/—RF N CTERIIZR ESN=-KR E D1D

ETITAOITO0——5ERLET.

AML—UFRAM TS L. REST APIRML—2 avURIZ7ORALERIZ. R EITHE LT, RDR

TvIHERTLTRAIDEZE R LET .

1. raidListAVYURZEETLT. VATAICEHKEIN TS O—S—LI 00— vEE ELE
ER

ROFITlE vk B—5—11270Y9 TINAARR RENFBA. Child. FLAAE RSN TLY

W EERLTVET .

Properties for /appliance
raidList v Parameters: Send

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

/appliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller @, Enclosure 32
Vendor: DP
Model: BP13G+EXP
In Use: true
Drives: 931.511 GB x 2
1.818 TB x 2
Devices: sda
sdb

Controller 1, Enclosure 82
Vendor: DELL
Model: MD140@
In Use: false
Drives: 10.691 TB x 12
Devices:

Controller 1, Enclosure 13
Vendor: DELL
Model: MD1400
In Use: false
Drives: 10.691 TB x 12
Devices:

2. IHO—CvDRAIDLAT R REX—LEEIRLET.
RDFE L. PVEHR—k x5t KRR DITVEL T DR TT .

[=WA NW- Dell Storage MD 1400 6 x 12TB NL- Concentrator
47—~ PV-C  SAS SED. 2 x 3.8TB SSD SED
AR
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kL= AR

WA NW- Dell Storage MD 1400 9 x 12TB NL-  Concentrator
74—~  PV-D SAS SED. 3 x 3.8TB SSD SED

DA

=®EE  NW-  Dell Storage MD1400 12 x 12 TBNL-  Decoder. Log Decoder. Archiver. /\
PV-A  SAS SED ATVIR (ATELY Vruk)

E#EE NW-  Dell Storage MD 1400 8 x 12TB NL-  Decoder. Log Decoder. Archiver. /\
PV-B  SAS SED AR (BT ELV Nk

ROR & YR—FENBE YL TRF—LERLET

I RAID#E R D15 & « DecoderH10GUR 5 A [T L SN TWVAEE (L. A D2 ODI/0—D+
[Z[Edecoder RAF—LZE . ZNITHE LT /O0—2 %2 Farchiver RAA—LEFERHLET .

10GUR &£ A [T B L TUVE L EEIL, B #) DI I0—D ¥ Tdecoder AF—L%E ., ThiTiR<TV Y
A—¥lZllFarchiver AA—LZFERALET.

NODE R IZEY. RFL—U B B &/N\THA—TVADR KITZYET

decoderFEf=I& 84 . 124 . F-1Z15 RAID 5M3E& DR 54 JlddecodersmallFE7 =%

logdecoder & MHDD logdecodersmall. 5% Y)I&%& TRAID 5

Archiver 8E . 128 . F=IE15 RAID 6T RTDHDK 54 T htarchiverEf=IEdecoderT—4
& MHDD R—ZR 7R)a—L

Networkhybrid ~ 8& . 12& . &f=[Z15  RAID 503& DR SATIFAFHE5R . RAID 5D YDT
& MHDD RTOR AT (F ok Hi 3R

Loghybrid 8& . 128 . F=IF15 RAID SOR AT DF HIFAFLE IR . RAID SO 5147
& MHDD DHF L/ vk 53R

Concentrator 28 LLE®MSSD. 48  RAID 1F=IEZRAID 5T RTHDSSDEA T YT X,
Ll £ MHDD RAID 6(0)Y NXTOHOHDDZE A4

3. avbO—3, TY0—C v, AX—LERE L5, raidNewaI YR £ T L TRAIDR2—L%E
ERLET . LTIHIZERLETS
send /appliance raidNew controller=1 enclosure=82 scheme=decoder
preferSecure=false
commit=1/\FA—RZEEBMLT. COBEERMRITEITLET . raidristaIFERTLT,
ERLIZDaYY TIMRE—BERRLET.

4. (AT2aV)SED(BE BB IER I/ EEALET . raidNewAVURABE BB S LR S14T%
BRHEL. a7 =005/ ESNTVE S | raidNewaYUR [ EF2TRET
LAZERLESELFET . avb 0=t Fal)Ta F—ZRE T DIF raidkeyARIFZEELT
LFET. ULTIHZERLET

send /appliance raidKey controller=1 key=myPasssphrase keyId=1l

o T¥a)Ta FHAEE SNV O—TSITHEF SN E TR EIZ, X275 DFEY.
BB L SNt PLAZEE K T BIZIE. raidNewDfF A B [Cprefersecure=trueZfE ELE
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ER

o EXaTA FHEESNIOUNO—FJITHEHF SN E T/INAR LI, £Fa7THEIN DF
U, S SN TULVELY) PLAZEE L T BIZIE. raidNewDfE FA B [CpreferSecure=false®
BELET

5. RAIDARYa—LZEE B L=, 12293 y\—Fqar . R)a—LT ) —7 @HER) 12— L2700y
9 TFTINAZEZN S THIFBELET .

BRH3 IN—T4230. RYa—LTI—T. RBAR)21—LIZTOYY TIN(R%E

YL TS

partNewd YK T. NetWitness PlatformTff F 97 5RNL— TINAMREE{FLET . RDIRIH

RITSNET.

o JOYY TINAREITN—T4230 T—DIVEEK T 5.

o Linux/R)a—L IR—v—DY B TINAR IN—T42 3V FER T 5.

« MBTNAREETR)1—L TI—TEERTS.

o RYa—LTIN—TIEHERJ2—LEER TS

o BWBEAR)1—LIIXFSTFAI P RATLEER TS

o BMBEAR)I—LD/ctc/tstabI VN )—ZERK TS,

o RMEAR)21—LEIIUILET,

IN—T42ar, Ra—LTN—T . HBR1—LITTOVT TINAREEN YL TRIZE. RODRTVI%E

ETLET.

1. devlistaAVURZERFTLT. RERADTOVY TNARER DITET . ROHI &, deviistaTy
FOWE BERLTVET.

Output (or command manual help)

sda: vendor=DELL model="PERC H730P Mini" size="931 GB" used=1
sdb: vendor=DELL model="PERC H730P Mini" size="1.81 TB" used=1
sdc: vendor=DELL model="PERC H830 Adp" size="21.38 TB" used=1
sdd: vendor=DELL model="PERC H830 Adp" size="85.53 TB" used=1

F- . ANL—V THERASINSGY—ERDR R EIE E T AL EHIHYET . LA, Network
Decodertr—E XM15 & [Xdecoder. Concentratortr—E AMIH & [Lconcentratorzig E LET . R
%_:L—.A BATERTETHIELTEET . TIAIS DR 21—L BA4T8 (T, Y—ERZ LERILT

FE devlistAVURERTLT, —H—(2H AP TVTILF/NRRDB RTAE L —ER RS
NTWBEMEINERERLET -
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#Allocate3
#Allocate3

kL= HAE

2. multipath IIOVURFEITLT. SANT /NS ADER SN TS EFHERLET LTITRT
@(i SANT /I \A ADME #E SN TL\HI5H & OFI TY

EDTrqn: hlLIFIF mu1t Lpath

; 2 DGC s VRAID

ached_hw_handler® hwhandler='1 alua® wp

3 D0y T8/ R, mpatha. mpathbiE & A—HF—(ZH MW OTNEZ BT THER T2 EHLD
YFEJ .

3. partNewdVYURZEEITLT. /\V—Ta 3. R)a—LTIIW—T . HERYa—LAIZTOYT TIN(R
FEYH TET.
TI4IUk Tl partNewdAIUR IZEHOTIFE B SNFFA. AR X F I FO3IVb L= & ITE
TEINBT7IaDR TINTET . ERICATLAIZEEZMASIZIE. comnit=true/\oA—
A—%FaIURISEMLET .
T=EZ I, sddT /M REsde T/ A% Decoderl ZE| Y TAIZE. RDATUKREEITLET.

send /appliance partNew name=sdc service=decoder volume=decodersmall

commit=true
send /appliance partNew name=sdd service=decoder volume=decoder commit=true

EE decoderBSEUconcentrator—EAMDIZ & X, 8 E DIEF TRML—2 R a—LEE
KT 2EIHYFETS.

- decoder|Zl&. decodersmallR!)1—Lbdecoder’R!)1—Lh Y ET . decodersmallrR!)1—L
Z1E B L1=1& [ZdecoderiRa—LZFE R LFET . CMlE. decodersmalllZIE.
/var/netwitness/decoder|ZRIVE ENTINRIE DT7A IV AT LHVE ENB-6HTT .

- concentrator|/Z[X. concentratorriR!)1—L&indexR)1—LAEHYET . concentratorrR!)1—Ls
ZE R LT [Tindex’ R a—LEE R LET . ZOLANE. IS—DREL. ROAVE—IUHK
RSNFET.

Failed to process message partNew for /appliance
com.rsa.netwitness.carlos.transport.TransportException: Volumes for index
require mount point /var/netwitness/concentrator to be created and
mounted first.

4. vgsaAYREETLT. ELWHEAR)1—LDpartNewAIUR IZESTHE R SNT-ZEFREEL
EX I
COARVEDHE B IE ROESITAHZYET .

o ZORR £ DFRTORYa—L FIL—ThHEINFET.

o Ra—L JI—TEERTEIMEAR)21—LE, R)a—L JIL—TH O B R Ja—LHK R
SNEY

5. 8294 R)a—L T I)IL—T%ENetWitnessH—E RIZEN YUY TS 'srvAalloclIZHEAFET .
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BZH4 FR)a—L ' IL—TENetWitnessH—ERIZE| YK TS 'srvAlloc

sTvAllocaAYUKR T, Ra—L TIL—TH DAL —CFF A T5E512. 1hRAN E DY —EREH#E /L
LET . BRI E2H—ERDARTE —ERIZE|YY TERY2—L TI—TE#IEEITEILEINBYE
FTIRETEIH—LERITRRMNIAVRN—ILT 2L EHHYET) . NetWitness PlatformP—ER 7R
a—LDFEF M IZDOLTIE. TR L—UF 4 JDINNetWitness PlatformY—E X /Ra—L JI77L 2R ]
=S B LTS

RDIEF TH—ERZEIYH TET .
e DecoderMiZ & &, T #)Zdecodersmall XIZdecoder

o Concentrator®MiZ & (L. & ¥ [Tconcentrators R(ZTindex

FE TIHILL Tl srvallocaAYURIZESTIIE B EINFEA. commit=1/\5A—432%a7Y R X
zﬁgé_ﬁ MLTOARTAICERICEREZMA. ERRIC.EELE-Y—EREZBREHITILEN
U o

l. srvListaAYURZEZETLT. SORAMIAVAN—=ILENTWVBH—ERD)ANER TLET .
srvListaAVYUR (L, SSLIR—FZNH L TH—EREEELFET . RRAMZHTIVEAAN—ILLE
9. ATV B—DY—ER, F=IEE CRR £ DE DR & H—ERIZFTBHIENTEET .

2. srvAllocaVWURZEEITLT. RYa—L TIL—THDAFL—CHF R TEHESZ. RARED
H—EREZERLET. L TIHIZERLET.

service=concentrator volume=concentrator commit=1

service=concentrator volume=index commit=1

3. TARD5 HLWAML—CZF L. #EY E R TALSICH—ERET—AR—REBE R TS
[SEHFET

BRY5 (ATaV) ARL—UE R E10GINE BICER TS

Decoder P —ERB LUV T—IR—RZI0GINERICBEERITIDLELHBYET . ROFIEZFETL
T. Network Decoder—EREFDT—EAR—ZAMN, FILWESHEEHEZRE L TER T5HK31ZLET .

1. NetWitness* ::L——E‘m( E1E)> B—ER|IBELET.
H—ERX]E1i—DRTSNFT.

2. decoderZ:EIRLET .

. % (poia) 0T 0 ER] > EHRTO—5—]ERRLES.
H—ERD LHRTO—5—]V)—hk RENET.
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4. decoder—ERXE DAR—REZBERLET .
a. decoder(ZFEIL. PO/ sTa]EH0)0ILTHDDIVILET .

-+ Change Service | B3 Decoder

Z= Decoder

E LBl PHYB - Decoder (DECODER)
& [ Jconnections
@[ Jdatabase
@[ decoc--

Properties
B[ device *

P/ G« 5470 NR RENET.

b. FAEYTEDL YRk hbreconfiggBE R L CreconfigdY R ERITLET . ISSA—R]T
update=1 op=lOg’¢-?E’ E L %E ] #7)vILET .

reconfig v Parameters ‘updatezl op=10g ‘ Send I

Message Help

Calculates optimal settings for decoder pools and buffers based on the installed hardware.
security.roles: decoder.manage
parameters:

update - <bool, optional> If true (default is false), will automatically update the respective -

Response Qutput

5. T—AR—Rt DAR—REZHEERKLET.

a. H—ERND EHRFTO—5]V')—DdatabaselZFE L. TA/STo]1 26 2900 THDH) VoL
EX IS
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=PD - Decoder
& 6l PD - Decoder (DECODER)
B[] connections
B[ Jdatabase

B[ Jdecoder
DT« 54705 R RENFET

b. FOYTEHL YRk hibreconfigh#IR L CreconfigAVYUREERITLET . ISSA—E]T
update=1 op=10g§*§'ﬁ§b\ %E]§7U“J7L$¢o
Properties for PD - Decoder (DECODER) /database.

reconfig v Parameters lupdate=1 op=10g m

Aessage Help

Calculates new drive sizes and free space for the session, meta and/or packet directories. No directories are
removed and the assumption is each directory is mounted on a separate filesystem and will only be used for
storage of that database.

security.roles: database.manage

Response Qutput
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Unity R L—2 D {iE

Dell EMCRF L—Y TP =7 &7 71 L T, NetWitness Platform MDA L—U % UnityIz 35 N TH| Y
T, BYL TONT=AM L—U AL S| NetWitness PlatformA L—O B # &9 N Tl =9 £3(12F 5
BEAHYET. BEERMIZIE. LT OIEEFRERLET

o D7E{EB2DDLUNDDecoder A [TE B SN TULS( AF/viavE&U Wk Ra—L) .
o D 7E<EL2DMDLUND Concentrator i [TAE B SN TS A TYIR FRYa—LEAZ R)a—L) .
s THRINIIMEFL—FDR/INOPSETOYY TIN ROl = CEMTEDEERER T D,

Unity Rk L— %8 i 659 R TONetWitnessRAR & Unityf 22—/ AN DRAR EL TE M T
LB NHYET . KRR ELUNZE R LT=5. LUNZRANZEIY S THABEAHYFET . LUNZERR
MZEIYE THE R L—UARAR TR R END LI D18 RAM [, RRAR R—ZDDell EMC
PowerPathy b Dz 7% L TR L—UF R DIFHIENTEET .

3 Dell EMCIUP=7I&. R DUnity 7L AEE R LET -

Unity R L—UF g T5I2IE RODARVEE T T ELIHYFET .
R X1 - Unisphere 1—H— 43—/ X(U]) IT7VERT S

RRAD2 - T—)VEERRTH

RZ43 - LUNZE R 9%

RRD4 - IRANEZ& 8% 95

AR5 - LUNZHRAMZEIYE TS

RR6 - PowerPathZx A Ak —)LT 5

Unity AF L—S DFETR 34




AL— AHAR

AZ91 - Unisphere1—Y— £ 2—2Jx4 X(Ul) [TPOERT S

1.
2.
3.

UNITYER CHITRYN IZT—ORT—oavFEH LET .

TS5 —%FHE. http //<unispherelP>|Z7%+t AL TUnisphere UIIZHEHE LET .
Dell EMC CEMWoiR f# ShI-ZRELE | TAY AL FES . T4/ OFRELE ] (E

admin/Password123!#T9 .

3 Unispherel=&Y. A DOT AU /SRAT—K DE B AK DONFT . Ff=. PLIZEE R
FTBHRNITA U REAV AN —)LT B EER HOENET ( ZNIK. Dell EMC CEAYT 515 & H'dH
VET. ZOHE S IE. HILWVEEE /\RT—FZREITILEIHYED) .

Unisphere

D@LLEMC

= DALEMC  unisphere APM00175106587

B DASHBOAR

r " SYSTEM HEALTH

UnispherelSBG 19 5L, A2 Ay aR—K AR RINET

35
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BR92 - T—)VEERH TS

NetWitnesst& A (& 2DDE G5 T—ILMSRYET . 1 DDT—IUEINL-SASKSATEH A T. £512(%
SSDE A TY.

1. RhL—]+wH5i30T P—iu] > +(5E)Jl])€—’7')‘y7b'c D—ILtE R ] o4 — R &R EHLE

= DEALEMC  unisphere APM00175106587

%;D‘f

2. F—ILDERI( NLPoolZE)EA L. RAIZVIVILET . B EIG LT, T—ILOFRBAELA
hTEET.

Name and Description

* Name and Deseription
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3. BRBAAT(FSAT 24T\ BBIOTIZH? BERBIZERL. EEIZV)ILET.

Select Storage Tiers

ame M Description

Avadlatie Tiers
Tier

O ¥ Unused [ nused Capacity
[J Capacity Teer NL SAS a0 T I
Sele. Tiers
Capacity Tier
This pool wil be creased winowt any flash drves For best performance. acd Sash drves 10 1 [~
o according o the Best Prackoes Gusde
Change

| Em

4. RAIDZATEHEIRL. FOYTH I TCRAID YA XEEIRLFET .
RAIDDAATEFAR (. BEHDE L (TR -TGEIRLET . B — OE 4 (. 0T F=IE Yk
DU & EH T )—2xt 16 T 1=+ 5 HI0PSET—ILIN IZHER §52ETT . ROFITIK.
RAID 5( 8+1) ELVOHE B ANE IR SN TULET A BE HIZK-TIE. RAID 6( 10+2FF=(F12+2) A
BIRSNDEELHYFET.

5. IELLRAIDZATEIUY A XERIR LTSI EFRE R L TSN,

4 - Select Storage Tiers
and Description

~  Capaciy Tier ML 8AS 40 20417

37 Unity A L— 0% &



kL= AR

6. T—IUTEM T AR SATDHEERL. RAIEIIVILET .

Select Amount of Storage

Capacity Teer - RAID 5 (8+1). Mazirnum Usable Capacity 1719 TB

¥ Tiers
* Drives . I - 10T I

s m
opd L0 M Nl Flgg

7. VMwaret# gt | 2o asE X +vTIL. WAIEZIIVILET .
Create Pool 00

VMware Capabiiity Profile Name and Description

» Capability Profile Name

-
8. IRTALELWNIEFE B )—]4TTHEREL. BT I1Z20)0oLET.
9. RFYN2~8ZFERALT. SSDAEIZH OT—ILEERLET.
a. B OT—ILDA FI( SDDPoolizE) EA L. RAIEIVVILES . B EITE LT, T—ILD

HEAEA N TEET.
b. BBAAT(KSAT AN D BRBIDT I2Hhd BRK/INTA—TVARE | %+EIRL. EE]
#=#9ILET

c. RAIDAATHEZIRL. FOVTS YU TCRAIDYARAEEIRL. OKIZ9)voLES .

¥ RAID 5(4+1)RAIDFERL X BR=REE LIFEBYVET.
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t Size (TB) Free (TB) Used (%) Subscription (%)

BR43 - LUNZERL 95

1. RhL—]+wHiavc Dayy] > +(:’E7JD)€’7'J‘V7L,'C LUNOAE fE o145 —F | %42
BLES.

DEALLEMC Unisphere APM00175106587

LUNs Consistency Groups iSCSl Interfaces
C More Actions - Otems ¥ - O - &
Launch he Cresls LUN Wizard t Size (GB) Allocated (%) | Pool Thin Clone Base

You do not have any LUNs configured.

Clickthe t button above to create one.

RDORIZAERDWE (DA REE DH DT R TOLUNZ R LET . SSDT—JUZE|YY
THE HHALUNILConlndexDHTE . LUNYA XL, L FITYURF SN TWAIEFE Z
ULNESIZL TLREELY,

DecoderLarge01 ~ 75TBLF NLZ—JL No

DecoderSmall0l  20TBELF NLZF—JL No

Concentrator01 I5STBEL T NLZ7—JL No

Archiver01 75TBLLF NLZ7—JL  No
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ConlIndex01 3TBEL T SSDF—JL No
2. YRMZHBALUNEZZFAHLFET . HEIZG LT, LUNDERBAF A 1 TEFET
3. FOYTH DY AZa—DYARR IS, BB T—)LEEIRLET.
4. PUIFTVIRVIREATIZLET (Thibld. B2 (TTAED I =Y ENTF-LUNIZAZYE
EBE
5. AIEBIRLTRDAZ2—IZHEAFT .
Create LUNs [+ X ]

» Configurs Configure LUN(s)

0

)

6. YR)— U2 avhRRENDET RAIEI)IILET.
7. @&AET]. U—]. B4 X]. PUJETARTELGERL TSI EERERLETS .

Unity AR L—C DE R
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8. ®TI&VJ)ILT.LUNDIERETETLET.

Create LUINS (7 X x]

Summary

----------

9. ATV N~8%MRYIRLT. BYDLUNZERLET .

BRY4 - KRR EE R TS

FNELHTIS, Ak A=oh OFRRS B EIPTRLRZR # L. AU 229k OHBAHUNITY

[CIELLT—TIUEH SN TSI EERERLET .

1. POER]IE9230T W=01—43—]%0)ILFET.

2. U= I—H— /) R]HFTT. AYR 1=ub O §XIZE A 9 5I1E LLHBAASE IR S TLY
LR LET.
AYR A=k T2 DDA = I—A—DR R ESNILEHHYET . ChlE. R—k1H5S
SPA. BLUR—F IMSSPBADT7A/N\—E#HER LET . EH O 1=vk HH 55
BlE. TNTNOBERZVY. BUBRZAN. 10T DERTHIILARLBEHEL A E
G

= D@ALEMC Unisphere APM00175106587
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kL= AR

3. PHER]HHL AT AR > TR > AR ESUYSIL TR R EB N LE

= D@LLEMC  Unisphere APMO00175106587

T  Network Addresses

AYR A=k DIRRN B EA ALET .

FRL—TAT SRTLIDTDROYTEDY A=2—T Linux] &&IRLET .
AUk A9k DIPTRLRZA W LFET .

WA ED )L TR DB AVHEAFET .

NS e

Specity a Name and Addrtional Information

* Name
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8. = I—A—]E5L 30T AYR 2y (TR E (TN TWAIE LULVR—k (IRt s 375
2DDA= I —3—%&IRL. AIZH)IL TR ITLET .

Seiect Discovered initiators or Manually Add initiators

stomancally Descoverad |ndators
* Initiators.

~  Inilator 10N WWN Connecied To
IJ 200000000 FALAT F&.ES. 10.00.00. 00 FA AT FE.ES SP A WO Module 1 FC Port 1 I =
- e 3 00 FAB -

2000000 90 FACAT FIBA 1000 00 30 FA AT A SP B VO Module 1 FC Port 1
I I — T —— ]’
Manualy Added Indators

Protocol T Initiator IONWWN

Mo initiators have been manua ¥ added yet. Ui ick the + button to
I".'lf‘:.J:i). add an initiator

[~ ]

ed 10 the next step

9. ZRT. OS.IP. WWNMIE LW EEREEL. T I1E9U0LET.

Review the host configuration
« Namie

« Initiators

* Summary

10. TRTOAYR A=Y IZTDNVTRTY2~9%# VIR LET .

11. I I—B—]tHa T AYR A=yh [ZEEE fF TN TULBIE LULVR—k T3 S 35
DDA I—HR—E8IRLET. AIZIIILTHEITLED.

BRY5 - LUNZ KRR BV TS

1. POEX]E9230T HRRR1E9)990 . AYR 2=k ( Decoder] 72 &) ZE R L . ,
(WE)EV)VILT EBIRLIRRF D MERRL. MELET.
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MC  Unisphere APM00175106587

44 [lorage Resource T Name AfL.. Size (GB) HoSLLUNID WWN Pool
You do not have any items configured

Click the n above to create one.

3. %Host>l:LUN’éiE?]D]7ﬁ‘777‘77°’6+ > BBEOLUNDEM ] Z9)09LFET

Add LUNs 1o Decoder

Creats naw LUNS LUN... t | Size(GB) | Thin Pool Tiering ... | VO Limit
Add wisting LUNS
CAICK On e "+ icon to create new LUNSs or select existing LUNs to add

access for this host

Unity RFL—C DFETR 44



kL= HAK

4. AR A=wh[BEINTALUNEERL. [OK]ZYUvILET .

N 1o Decoder

O DocoderL angedt 20,4800 00 No
o o 1 N

5. IELLLUNAYRRKZEEMESNTNVAIEEERL. OKIZEYWILET.

Add LUNs to Decode

Size (GB) | Thin

£ oK l

6. (7L aV)HLU(FRRARLUND—ENID) ZE B I 2B ELHLEE (L. ROFIEEE
TLES.
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a. TEIALUNEZZEIRLET.
b. RARLUN IDOEE |%5)vILET.

Decoder Properties 00

T Mame AlL Size 1GB) HosTLUN ID WwN

7. i (RE)EIIIL. REGYMFICHLUEZZEL. OK]IZYUvILET.

296 - PowerPathZe A AR—ILT B
1. DecodersRAk MEmulexsR—bk MUnity[HEHi SN TS EEHERALET
2. UnitylZ#E#E Stf=Decoder £ MrootlZadmin & FEHR TRAIAULET -

3. PowerPathx 4> Xk —)LL . Unity/\—F 7 F MDell EMC PowerPath5 1/t X&& §% L
9.

yum install DellEMCPower.LINUX-6.4.0.00.00-95.RHEL7.x86 64.rpm

7 NetWitnessHME # 95 UnityZ 8 A §5&. PowerPathT1 U AAE EFT .
PowerPath(&support.dell.comMHA I A—K TEET .

3 Dell EMCAVWA™O—K L1=RPMI&. NetWitness T/ \f AT i CEAIBAE TE

ZSNTULVELATBEE ABDYET . ZDF=®IZ. package not signedTLTF—TARAk—
IR BT 15 B DBHYET . VI ITF DAV RN —ILEE 3T B--ngpgcheck AT
L EE AL TyumA VAN —ILEERTLET .

4. $RTDPowerPathfE Kt NIE LN ELEHERLET
powermt display dev=all
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5. emcpregd<¥R Z{E FH L TPowerPathTA/ U AMA VAR —)ILEN TS LETER L E
j—o
[rOOt@NWAPPLIANCE24932 ~]# emcpreg -list
Key BQPO-DB4M-VFC2-Q24R-ML9Z-EQTU
Product: PowerPath
Capabilities: Al
6. RDOXFHN%/etc/lvm/lvm.conf IPAIUTE ML T, LVM( i ER)a—L IH—

D) T IAINWA) T BHIET. EE LR 2— L ERINDKIITLET .
filter = [ "a|"/dev/sda2$|", "a|”"/dev/sdblS$S|",
"a|~/dev/emcpower.*|", "r|.*/|" ]

7. ROARNE. ROIEF TEITLET .
a. systemctl enable PowerPath.service

b. systemctl start PowerPath.service

8. DecoderzHB £ LET .

9. TREST APIZ{EFRLEANL—O B IIZHARTYIEZE T LTANL—CERER T
LET.
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Bl DR L— BLTADT—EDEAT

D3 TlE. DACHSPowerVaultl 27 —2%%8 8 97 571=5HD2 D0E R X (COULWVTERBAL T .
WarmPs B B XU HotfE B AT a2 FE AL-T—4%%# 1T
DACHSPowerVault~"DT—ANFS &)

NetWitness Platform7RRAR EXR L—2 IN—K D7 DR FE DFFELWLF B IZDLVTIE. NetWitnessa= 2
ZTADETIN—R 97 vk 7vT HAR %S B LTS,

WarmPg B 5L UHotfg B A7 a3z B L-T—45# 1T

ZDF E TIEX. DACOWarmPg B EHE L L T LWLV T—2EDACHE EZ A FHULESIZLET . Warm
BE B (L. TR EICIZB| 2 = TEFEY . PowerVaultZHotlE B EL TR LET. I, #HL
WTF—AREFA TN, FNETFHIRNIMER TEET . R ELT—AREFHoHE B TRIFTEDE S
[£. WarmPg /& %5 IF TE=ET,

Warmf& & EHothE & 5% & I 4(<F RDIRIERTLET .
s Y—ERZEILTD

e PowerVaultZi% 9 %

o« XU RAULEEH TS

o Warmf& B LHotfE B R E 5

« DACEEILTS

H—EREFELTS

1. NetWitness Platform1—H— A2 2—2JxA/ R IZAST 1L ET .

2. B #m)> H—£R1BBL. $—ER(Log Decoderts &) #R R LET .

3 % s mR]> BRIESUSILET. RIZ. Log DecoderMi ] T IR OB BIBAS |
FoyoRwoREADIZL. BRI1Z9)ILET.

4. AZa—/N\—T. BRIOBEICHEITRENEIIVIL. VRTLIZRRLES . RIZ. /3RO
LE#T MROEFIE]ZEI)IILFET .

5. NwConsole@DaAIYK 54 A B—DJIA R T. ROAXNREEFTLTH—ERFZIELET.

systemctl stop nwlogdecoder

PowerVaultZs& € 3%

1. Y—EX( 2D TlELog Decoder) DIP7E L REA AL T, Y—ERXDREST APIIZRE B LET . 1=
EZIX. 172.16.0.1:50106&EA ALFET

2. Y—EXDBE ZHDTRARIRI(*) Z9 )7L FET(H decoder (¥)) -
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3.

R

[decoderDTO/NTAI DT DT KENZED)vIL . RaidNew]ZERLFET . RIZ. LT O/
A—E—%A AL schemeDH—ERDE BZEA AALET . COFI TlE. Nogdecoder.
controller=1 enclosure=75 scheme=logdecoder commit=11Z#FHRALZFET.
REEIEIIILET.
IN—TA42aVEE R THICIE. TRENZE5—E V)90, [PartNew | ZZIRLTHS. LT D
INGA—B—ZEANLFT.
name=sde service=logdecoder volume=logdecodersmall commit=1
BEEIZI)ILET.
PartNew | ZZ IR LI=FET. RO/INTGA—E—FA D LET

name=sdf service=logdecoder volume=logdecoder commit=1

F N—TA AVEBREIIVETARNAREL T BIZIE. ChoD/NTA—F—Fcommit=172L T
AAL. BEEIEVIVILES . WNGA—E—FREELI-R (T, #commit=1Z8ML. EE]Z
D)L TINGA—RA—DHR EZFAIVLET .

IO RAUNZBR TS

L.

NwConsole £ T, H—EX( Log Decoder’E &) DrootL N JLTdf -nEEITLET .
IV EINTN—T 13V DYRN DR RESNFET .

DACDE WA L— RAVRZEFTRTTZUI IOV L, TRTOT—2%Log Decoderl ZTaE—L &

T o 100tLNILT, B /IN—Ta2aVD\RE 46 E L Cumount AVURERITLET . /NRB (T &K
D DEIIEHE TEFT -

umount /var/netwitness/logdecoder/index
/var/netwitness/logdecoder/sessiondb /var/netwitness/logdecoder/metadb
/var/netwitness/logdecoder/packetdb /var/netwitness/logdecoder/index0
/var/netwitness/logdecoder/sessiondb0 /var/netwitness/logdecoder/metadb0
/var/netwitness/logdecoder/packetdb0

. IPAIUZTORRTBE=HIZ. /mntTA4L IR Ddecoroot TAIVEAR DIN—T42 30 EF— B #IZT

JURLEY . UTFICHZERLET

mount /dev/mapper/logdecodersmall-decoroot /mnt/decoroot/

decorootMA & % . /mnthHV>/var/netwitness/logdecoderl ZaIE—L . AT IZIY J(1ELY) EBE R F
ER

cp -R statdb /var/netwitness/logdecoder/

/mnt/decorootZ® 7 IO LET.

umount /mnt/decoroot

decoroot®/etc/fstabMBaAAUE PORLET . Thld. DACIZHY. DACIEEE I SNb1=6T
j’—

#/dev/logdecodersmall/decoroot
/var/netwitness/logdecoder/xfs/noatime, nosuid 1 2

BYDTRTDI7AIV AT LEIIVELET .

mount -a

nwlogdecodertr—ERZER IR LET (N EZEICLI-FFET) -

systemctl start nwlogdecoder
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WarmPE B LHotlE B £ E I 5

HEE WarmlE /B LHoths B 238 & 95812 a2 3> 0 Y] 7 WarmPg B SHotRE B T+

J—hOooTHEY. IEFEITER E TESHIELHE R L TSN,

1. ( E1)> B—ER]IZFBEIL. Y—ERX(Log Decoder’i &) ##IRLET S

2. Log Decodert—EZXMDi5 & 1. Lo IR &> EHRTO—5]%491)vHL. Qatabase] >

tonfig] IR BLFY .

a. ROBITTRT LI meta.dirMRNABZIE—L . meta.dir.warmlZBE YT IFFET .

= |ogdecoder - Log Dec... <

Fdatabase/config

logdecoder - Log Decoder

hazh_algorithm none
B i logdecoder - Log Decoder (LOG_DECODER) P session, meta, packet
B[] connections hashdir
8 database manifest.dir
[Cleonfig meta.compression ane
[stat= meta.compression Jevel 0
B[] decoder meta.dir Jvarinetwitness/logdec pder/metadb=4.58 TR
B[ deviceappliance meta.dir.cold k
B[] index meta.dir.warm
B[] logs meta file.size auto
o[ Jrest meta.files auta
E logdecoder - Log Dec... ¢/ | S =T
hash.algorithm none
B il logdecoder - Log Decoder (LOG_DECODER) P — session,meta packet
B[] connections [
85 dabase manifest.dir
[eonfig mats.compression e
Cstats meta.compression level 0
B[] decoder peeep= 3 - adb=458 TR
B[] devicesppliance meta.dir.cold
m[Jindex mataidic.marm [ Avar/nenditness/iogdecoder/metadb=458 TE[
==

b. B #kIZ. packet.dirPA D/ vk T—AR—X%packet.

dir.warmlZaE—LET .

c. session.dirl MY T—HAR—X%Fsession.dir.warmlZaE—LFET .
3. index] > ConfiglIZFE B L. index.dirFindex.dir.warnlZaE—LFET .

B DA L—2 BATADT—EDZT
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# LULVRY) 21— LDE BT F0 T 157128, PowerVaultlE. 0CE HBBZ BT DTALINJIZEZAHAFE

ER

Io

/de

LTRICHIZRLET.
tBlogdecoder ~]# df -h

stem Size TUsed Avail Use% Mounted on
/mapper/netwitness vg00O-root 3.3G 11% /

devtmpfs 0 0% /fdew
12K 1 fdev/sl
1% /run

rsmall-sessiondb
all-metadb

apper/loge dersmal
pper/logdecoder0-pack

coder ~1# i

JINRIZ0%3B 0L T, PowerVault¥ 7 b A/ X TDecodertE L ZE #H LET .

1. /database/configdll T meta.dir]lZH VUvoL. PsT4]1&0)0o9LFT .

2. logdecoder®FA/$T4] T fet]ZFIRL. COHIITR T LI INTA—4] I
value="var/netwitness/logdecoder/metadb0=4.58 TB' and add force=true& A HIL
FI. RIS, BEIEVIILETS

Properties for logdecoder - Log Decoder (LOG_DECODER) /database/config/meta.dir.
set ~ | Parameters .vaIue="fvar.rr|em1:ne's‘_a’logde(cdedmecadt:0=4.‘58 TE" force=true X ] !F
Meszage Help
pa\:aalz.;&-tirsiing, {darabaze-diractory Directory=«<Sizex<lnit - one of B KB, MB,GB.TE PB_EB>;Diractory?=<Siza><Unit>; _}> Tha naw valua to sar
svalue - <string, optional= The expected value of this node before the value is changed
force - <beol, optional> Force the change, only works if the validator accepts this parameter
Response Output

3. session.dir. packet.dir. index.dir|lZ2L\T. TV NEBYIR LFET . [=xx GBI DY XHDACE

R LCMEIHERITTILE EHYFEREA. NI RORTYITEHFINET.
3 ‘22 TIE. PowerVault/ SXRZ* dirfE [CA NB1EHTT .

4. 4 TPowerVaultiR)2a—LDY A XEEHLFET .

a. Log Decoder® LHRTO—F]Ea—DZE ] D/IRJLT Qatabase] &)oL, URANTs]%E
DL FET .

b. teconfig] Z:#IRL. INSA—HF] Tupdate=1EA A LFET . RIZ EFEIFVIVILET.

c. index|ZDWNVT ATV TaBLUDERYIR LET .

5.
systemctl restart nwlogdecoder"j'—t‘sxé:ﬁﬁ BLES.
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( E1E)> H—ER]IZFEEIL. Log Decoder—ERZE IR L . {} > &iE]l> VAT

6.
L1E5)HLET.
7. REDRBIEIIVILET.
8. ERIE1—IBEHL. NEOEBBRIEERLET. RIZ BAIEIIVILES.
9. RRANZIT—FLZET.
DAC%:E IET 5

DACT—AME Aotz EYRTA—FIE2—ITRY. viav. A4, 1ok AT VIRD

* dir.warmig K &9 N THIBR 3 2L EHHYFET . Log I Decoderfﬁ > ®KR]T JEI:/77\7°|:|—7]
Ea—I#B 8 95L& DACT AV A of-Ff 8l 45 £ TEFET . Hoth & EWarmfE & H' 5716
BRI HEIILTTETIBELIHYET . =LA, 7V Ik Decoder®is & (.
packet.oldest.file.timeA D/ Vryk Mz 8 LIEF ] & packet.oldest.file.time.hotDfE ZHEFR L
ig %L T. 308 BT £TDACIZRF L—U h\$ 21235 & [X. DACEA ISV B IL T HIENTE

hlE. DACEFRE L T5-0DE KW LEATYITI . DACFRE IL 3515 8 (. hREY— YR—Fk
HUEDOHRNERHILERENHLET .

1. ( E1)> B—ER]IZFBEIL. Y—ER(Log Decoder’i &) ##IRLET S

2. v JEUN Brl> BR1Z7)09LFT. RIZ. Log DecoderdiE R | T INEDE BIBAE |
FrvoRvIREATICL. BRAIZEVIVILET .

3. AZa—/N\—T. BEERIDEICHEITERMEI)VIL. VRATLIZRRLET . RIZ, /3RO
LE#T WEDEFIE]ZEI)IILET.

4, NwConsoleDATUKR 542 A B3—TTA AT ROATKREZE T LTH—EREZF L LFET.

systemctl stop nwlogdecoder

5. Warmfg B &7 LET . rootbRILT, &K /\—T423>D/NRB %36 E L Cunount AT
ZEITLET. NRB T ROBIDESITERE TEET
umount /var/netwitness/logdecoder/index
/var/netwitness/logdecoder/sessiondb /var/netwitness/logdecoder/metadb
/var/netwitness/logdecoder/packetdb /var/netwitness/logdecoder/index0
/var/netwitness/logdecoder/sessiondb0 /var/netwitness/logdecoder/metadb0
/var/netwitness/logdecoder/packetdb0

6. /etc/fstabMb, T LDACT—ENR—RETRTIAAVE 7 LT, PowerVaultT—32R—RDH
AR BHEIILEYS .

7. Y—ERZRBLET .

systemctl start nwlogdecoder

8. A—H— A 58—JxA Z'E‘%( EH)> H—ERXR]ITBBEIL. LogDecodert—EREERLET -
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o. T > HR]> EHRIO—S—1£5UvHL . Warmlt BHE R EEIRLET .

a. database] > Config] T\ meta.dir.warm. packet.dir.warm. session.dir.warm®H

BZEHIFRLEY .
b. index] > Config] T. index.dir.warm®HNBZFHIBRLET .
c. BRIE2—ITBEBL. RKOEBBBKIEERLET. RICERIEIIVILET.
d PARTLIEa—IHHL. REOHKIEI)ILET.
10.
systemctl restart nwlogdecoder*f—ﬁsxéﬁﬁiﬂLi’g_o

N T, DACHT7UVI Ik EN. DecoderTWarmAr L— FH D B S EIBR SN, TR ITHE TE
HIRRE(THYFET,

1. SWEAR)I—LFHIBRLET . 1vscanZEITL T, SEBARJ2—LDIYAMEZEREFLET .
2. HUVREAR)1—LATlvremoveZFETLET . UL TFIHZERLET.

/dev/logdecodersmall/decoroot /devlvremove /dev/logdecodersmall/index
/dev/logdecodersmall/sessiondb /dev/logdecodersmall/metadb
/dev/logdecodersmall/packetdb

3. RYa—L TI—TEHIBRLET . vgscanZRITL T ARa—L JIL—TDIVALEBMEFELET .

4, HULVRYa1—L JIIL—TTvgremoveZE 1T LET (B AIH0TI HER)1—L TI—T1%
PowerVaultTH571=%. HIBR LIGEWLKIITERE LTFZELY) ©

5. pvscanZEITLT. BShiz=Jovy T/ (REXRLET.
6. DACHIE & [ZTHIBREhT=n. AN EBEEBLET .

DACHSPowerVault~ADT—42 D% B

R DF JIE TIE. DACHSPowerVaultl =T —2%% 819 5H Z EHBALEY . 22DDACHB2DND
PowerVaultlZ7—42%% 81 9 AR (2. 2DDDACHE #t M. Decoder| Zxt L THE A SN i=4k & Tpvs
(Y ERYa1—L Y4 X) AR EDecoder Linuxay) —)LSE 1T ( Fi=ldDecoder| ZSSHTHE ) L
5 & 1E ROLSERIPRTINET. SR ELIE PEAR)21—L(PV) . RYa—L TIL—TF
(VG) « Linux 74—k ( Fmt) « Linux/& 1% ( Attr) « ¥R 1—L 54 X(PSize) . B RJ1—LZE
Z 815 ( PFree) T .

/dev/sda2  netwitness vg00 lvm2  a-- <930.00g O
/dev/sdbl netwitness vg00 lvm2  a-- <1.82t 0
/dev/sdc Decodersmall lvm2  a-- <5.46t 0
/dev/sdd Decoder lvm2  a-- <27.29t 0
/dev/sde decodersmalld0  lvm2  a-- <5.46t 0
/dev/sdf decoder0 lvm2  a-- <27.29t 0
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RDRATVTEE T LT, DACHhSPowerVaultlZT—2ZB L ET .
1. 2DMPowerVaultZ. Decoder_kE MF| DPERCAVF O—S5—(Z#EfHELET
2. TINMAREERLET .

a. TS9P —%RBIZE. Network Decoder&R—k 50106 DIP 7R L A% $E F L TRESTY—IUZF7 ot
ALET.

b. adminFAVUU DRIEER TOIAOLET .
(*)
< ("
s (%)
(*)
< ()
(*)
(")
s ()

c. hppliance] D D (*) ZH1)YIL TRESTAYUF YN IZTF7IEALET .

d. raidListZE{TLT. avkO—5—/I90—C v A& HEHLUH LU PowerVaultT
I0—SvERRLES.
LK OH 5 TlE. avk B—5—2. IH90—T424617/dev/sdgé/dev/sdhHR TR SN TLVE
ER

Controller 2, Enclosure 246
Vendor: DELL
Model: MD1488
In Use: true
Drives: 10.691 TB x 12
Devices: sdg
sdh

e. [appliance®F /T 1] TraidnewZEIR L. controller=<PowerVault-controller-
id> enclosure=<PowerVault-enclosure-id> scheme=decoder

preferSecure=false& B ELFET. RIZ EEIZV)VILFET.

3£ PowerVaultk 54 THSEDR 4 T THLME & . [preferSecure=false | %15 E LET -
PowerVaultk SA TMSEDF SATTHY . TNoZFiE B L LS & (X,

[ preferSecure=false | 45 & L EJ . PowerVaultk 4 THSEDR AT THY . TNoHFIF S
1t 9518 & [E. preferSecure=true | %5 & I 2L EHAHYET .

3. Decoder Linuxa>¥—JU# &) 9 55H\ Decoderl SSSHIE L . RDIATUFEETLET
parted -s /dev/sdg mklabel gpt
parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
pvcreate -f /dev/sdg
parted -s /dev/sdh mklabel gpt
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parted -s -a optimal /dev/sdh mkpart LVM 0% 100%
pvcreate -f /dev/sdh

RY1—LHE B [ RENFIS S [F ROAE—DhE R SNET.

Physical volume "/dev/sdg" successfully created

BRIV TIMRITH LT, CORTYTER YR LET . TOYY T/ALRE [, percAA—F
AAYk HIYDIyO—S v TS CTELDH A BHYFET .

4. ROATUE X FH%#EFITL T DACHKR2—L ¥ )L—T(decoder. decodersmall) ZPowervault
MBARJ1—LIIERLETS .
vgextend decoder /dev/sdg
vgextend decodersmall /dev/sdh

5. ROAYUE X F 5| #E T L TDACHSPowerVaultlZT—2ZB B LFET . CORDIATURE X F
5| TlX. /dev/sdeHhDACT. /dev/sdghPowerVaultTY .

pvmove /dev/sdc /dev/sdg
pvmove /dev/sdd /dev/sdh

i ) pvmoved TR (&, RYa—LH TT—2ZRE # L T, 17 DZE 1T # [TNetWitnessHT—
FOE G FTR M EM B TEDIIILFET . KK THIFH A . pyvmoveAI /R EE H[E] L E
TTCEFET . 2) FIAMT L DT—AEITKOTIE. T—2DF & K5 [E ADDVDIGE & HHYET .
f=EAIE TR TIE | TBOT—20% B (2485 Rl hAWELT=.

6. BEAT T LIRIT. ROATINEERITLTDACKSATZHIBL . YA LET .

vgreduce decoder /dev/sdc

pvremove /dev/sdc
vgreduce decodersmall /dev/sdd

pvremove /dev/sdd

7. DACHORAN DY B EFEZVIBLET .

8. MERY1—LHDACHSPowerVaultlTFE B SN TWNAZEFERLET
a. IRARET—FLET,

reboot
b. /etc/fstabT7AILHIE LN EEFERLET .
c. pvsaVRZEZEITL. PowerVault_t DPSizePFreeDE MIE LN EERERLET .

Fmt Attr
netwitness _wgBl 1umd

vyBB  1umZ
rsmall lvmZ a 21.38t <15
v ¢85.54t 58.2
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DACHS¥ B L1-% DPowerVaultt O7F—%

2 DMDACHS2 DDPowerVaultl 27 —2%F ) L 1=1£ (2. 2 DDPowerVaulth¥HE # 4. DecoderlZxf L
THE B SN T=IK BE Tpvs( W ARa—L Y4 X) 39K FDecoder Linuxay—ILMSR 1T ( F=1&
Decoder|[ZSSHTHEHE) LT=Z & (X RODLIGR AR RSINFET . IR H LI ER)1—L4

(PV) . RJa—L JIL—T(VG) « LinuxZA—<vb (Fmt) « LinuxJ& £ ( Attr) - 9B HR)2—L B4 X
(PSize) « ¥ IBR1)1—LZE F5E 1 ( PFree) TY .

/dev/sda2 netwitness_vg00 lvm2 <930.00g

/dev/sdbl netwitness vg00 lvm2 a-- <1.82t 0
/dev/sdcl Decodersmall lvm2 a-- 21.38t <15.93t
/dev/sdd1 Decoder lvm2 a-- <85.54t 58.25t
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{1 8% A NetWitness PlatformsRk [ZKBT—2DEREH
ik

[FEAEDIF E  NetWitness Platform@®Decoder. Log Decoder. Concentrator Archiver, Hybrid/dR R+
2. T—REREFETEODN AL —UHBETT . SAERNL— OfF A A% 1O, SR
L—U CTHI B INBRIL—T b &304 —T 2 RIF. KRR CEIZE BYES . — 8 ORAR TIE. &0
HE T v )EERAADNRELFTH, thORRNTIE, SUFALFEARY/EZTAANFEE
THEE DA IS LEYET

DecodercAk

Log Decoder&Network Decoderld. T—2ZUNEL . AFZEBITLET . ZD2DDHRAE O1E L&, IR
£THTHDILTTY.

» Log DecoderlZAJZ#IRELET .
e Network Decoderld/ Mk ZIRELET .

Log Decoder&Network Decoderl&EB B URE LIZRAWR 5749 hoAR T—RERFTLET . R
(2. AR T—AM, 12T YvI R B DF=8HIZConcentratorZ&E #I SN FET . /RAR (X RAWRAO—F
T—AR(RAW/ 4 yk F£1=[FRAWAY) &. ConcentratorDEE &t DI=HDT—FEL1F 1 [TH H S =A%
TR DF I 2E RN THIRNL—C L E T,

REZH L. RAW/ VYR FEZFRAWOT I B BEHBRAN—C DEFZRETIENDEERERT
T [FEAEDBAICBNT. B DR B ELEIZ. REZEH OE MO E L— D MNIZE DT
ARL—UREMENET . RAWT—2AANL—U 1, SUALEARYEHESIKE DS
EZAHEYR—FTEDLELHYET . 4512, B F A Network DecoderIR 15 D5 & X, D 74E2
DODIN—T 42 AVEFRAMIA R LT, RABMYBEIVEZAHF D/ \—T12 3> D DRAYL Y5
ER—N 3 RIEEHRLET.

Decoder £ MAR Fyi ald. — iR ITHA XHE FE SN TULVET A, Decoder&EZFNITx x5
ConcentratorDfE] M &t K%k HN =15 & [k 2T B I DXyl b Y R—bk SN B E512HE 5k TS
F9 . AR Fviald. DecoderhMl H LTz ARIZ&SHE FiA A& Concentrator|ZE5E 5 SHHAZAD
FABYITH G LTz, SUALIOPSL—k EHR—cT2LELAHYET .

Concentratorrk Ak

Concentratorld. DecoderMoMAR T—REEHIL. TDAIUTYIREERLET « ARZEAUTIVIAD
A DA L—2 D=—XIE. NetWitness PlatformiEB A DR F I TAEH CE DV THABEINE
9. Decoder| 24& $# SNARAWT—RER FR (2. ARBLUVA U TIVIADE B DARL—% . B iE D
BBELELHIMBOLT. REICAITIEGHZR -V E(TLH D5 E HIHYFET .

A3 A L—U(ZIE, Network Decoder®f=IELog DecoderMinil i SNz RTDAR T—AHME IS
NET . i TEHIAIDE DL T (FEL LETH, A2 AFL—2 DNTA—TVRITH FTHE K (E.
IR RERBELOTINERE O A ISR §H5EREFRMLETY . A2 AL—UTDNTIE A4
_7;—’5‘ DIV FLFEARYVEFE I TV EETAHAD—EEDFHREVR—TILEIBYE
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kL= HAE

A TYIR R L—U (21 Concentrator[ZE 5 STz AR T—EAMSE L SN-ERL P DA TYvIR
MEMENET . 1VTVIRDYA XL A2 AR TOHARXCEERBEFELET . HHichdESAH
DIOPSDHYHR—K TN Z A TYIATIE. FHIRNEDF EE . Lik—b . 75—k IZKoTHER ALY
I')—j(_:% DNT AP TEH INDEVEIEEMNE Wi AR YL —b DIOPSEHR—k 3521w

Archivercs Xk

ArchiverRAM ZIE, ARERAWOT DR L—L DM A (21 DDIN—T 423V AWM ETY . ANL—D
J—ILTIE. Log Decoder. Network DecoderMo&E EA ENOR I T RN —70 v ILEERLH
& LiR—b LT DF=hDT A L5 AR Y% E (TR LOVET .

Hybrid7kRk

Hybrid Tl&. 120DRRA T2 £ DY—ERERANLET . L FIHIERLET .

 Network Hybrid Tl&. 7 Vv Z 4k th 8 128 B "B Decoder—E X &Concentrator —E XDl /5 &
RAMLET . /¥y T—EFINE L. ZOT—2DA T 99 X% Concentrator—E RIZxf L TE
BLET RL— 1\TO4—T 2RIt §5HE K (. F B Network DecoderrR R+ &5 A
ConcentratoriR AN B 958 DE— L FT .

 Log Hybridl&. O %#k #th B9 (280 3B 9B LogDecodert—tE X &Concentrator—E XDl 5 7R A+
LEd. 0y T—42Z%EL. FOMTvI A% Concentrator —E RIS LTERB LET . /1\04—7
DADEH I3t T5F 8 L. B FLog Decoder&E A ConcentratorMif B &— L FET .

 Endpoint Log Hybrid[&. Endpoint Server. Log Decoder. Concentrator. Log Collector. Endpoint
BrokerD& H—ERX%EHRAF LET . Windows. Mac. LinuxDE& RAL MoDIVRRA Uk T—2D
IR LE B . BLUWindowsTRAR MSDOT T774 )LEWindowsAT DR E 1T LN, AFT—REE
B LT, BT/ Vb I ED DARUS ) —ZAoDE Y3 EIVRRAVs T—2%EESEFE
EE

SAN#& R AT 3>

A= TU7 Ryk T—9(SAN) & F 9515 & (&, T LLSF ONetWitnessAk L— T/ RIZ
FAITDLDERCE KRB SAT FIL—TE—T1 a R 2 EALET . SANIE B & —/—
AYR [ZEDTIE. PowerVaultEF=IEDACER] L/NTA—T U X TENE 357012, £YZ DI yO—
D ER SATHSANKE B 12 B L73 535 B HHYFET . SAN. PowerVault. DACOENEE 5 5H
;35 E AR IE SANDEMDA—/N\—AVR N BBLGR/NEHZRETHIENT. EEITLGYE

NIA—TV R T HHE R EIR

NetWitness Tl&. Packet Decoder&Log Decoder|Z. 2 D2MDLUNE =X TAYY TINAREE| YL THI L%
HELTWET, 1003y Vo T—4MA T, 13100, DT RTOT—ER—ATT, ThIZLY,
= B R D Vruk T—AR—R %t DT—AR—ZAMS5 B L T, VO I IE AMth D7 /T ET1&
A LENEIITTDIENTEET

Concentrator(Zl&. B 1=/ \DA—< U X%E1F D1=HIZ. @ Bl DSSDR—RADA T YvI R 7R a—Lhh
BETY. COATYIR R)a—LIE. NL-SASIZHR 77 TESConcentrator A2 T—AR—R 7R1)1—L
(E3] DRAIDT IL—T (A& 32 B HHYFET . Archiverld. FTSA TV AT EIZIDDKRKBE ENL-
SASAkL— Ra—LZEE A TEET.
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SEDF SAJ&IESEDR SATHSR 1 3% Rk L DSEDH s K547
FIW—TTChOtxa)T71DE L

SEDR SA T EFESEDR SA T DMl A BT IS4 TV RIZEFE LTS5 A (. encryptSedVd.pyASSED
*f 5 AR 18 R 54T D Al (R B9 Bl BE M AHYET . SEDxE i EIESED it Dl 5 DR 8 K 54
THRAMBEEITIB A LTOFIEI EAINET.

1. 7FSA7VRISSHTHE#Ki L PERC H740( =) PAT3—THF¥a)T4E2BHILET . COF7H
THA—0ark O—5—&F B (0TI . PERC H3407HTE2—IF1EL TR RENET
TIFATUORALE DT ARTOAV N O—F—%—E R RTBIIUEL. ROATNFEETLET.
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'

BHDF(CH) IZIE. PTSATUAL DAV O—F5— AV TVIRN—E R TEINFET . ZDi5
& . avka—5—"0"[E"PERC H740 Mini"[Z. 3>k O—5—"1"[X"PERC H840F7% 4 —"|Zx}
i LET . FI"'DG"EXV"VD"IZIE. Ok A—5—LE DR B RSATELUVR 4T JIL—ThK *
INFET.

[root@l16Decoder percclil# /opt/MegaRAID/perccli/perccli64 show | egrep -A3 'Model’
Ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

0 PERCH740PMinti 0 Opt On -

1 PERCH840Adapter 8 12 0 Opt On - 0 Opt
[root@l1l6Decoder percclil# I

2. "PERC H740 (mini) Adaptor"( Ak A—5—"0"%2 &) THEF2)T4ZEF T BI2E. ROaATF
ZETLET.
/opt/MegaRAID/perccli/perccli6d /cO set securitykey=’<SOME_ STRING VALUE>’!'
keyid='< SOME_STRING VALUE >’
i
/opt/MegaRAID/perccli/perccli6ed /cO0 set securitykey='Netwitnessl!' keyid=1l
'"Netwitnessl’ I|&securityKeyT. ‘1’[XIDTY . Key & keyID DM AZLZEIREFELET.

[root@l16Decoder percclil# /opt/MegaRAID/perccli/percclib4d /cO set securitykey='Netwitnessl!' keyid='netwitness'
Controller = 0

Status = Success

Description = None

Controller Properties :

3. XaUT14EE L &S5EL TWSSEDH G K 547125t it 37 H1E LWL 54T 4 IL—F(DG) R
HMRSAI(VD)ZHELET.
/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show | egrep -A5 'DG/VD'
A D25 Lz % DFIES B LT, 6DDSEDX I K SA4FIxt is TAIE LW S4T FIL—F
(DG)MRERSA4T (VD) EHEELFET . VU—RX6F7TSA4 T ATIE. RAID6%{E F 35DG/VDIZ
121214 T3 . NAME]ZI#FE AL T, VDELIIDGEHE T 5IENTEET . CNH S . DG/VD
[£"2"TF . "Type"5l . "Name"5l | "Size"5] ( h5lE, L3 TVDAME M SN BEEIT1—H—IZ
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FOTEBRINTY) OMAESHEEFERALTNET .

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /vall show | egrep -A5 'DG/VD'
DG/VD TYPE State Access Consist Cache Cac sCC Size Name

RAID1 Optl OFF 931.0 GB
RAID1 Optl OFF 1.818 TB
RAID6 Optl OFF 8.730 TB Virtual Disk 2

[root@l16Decoder perccli]# I

4. TARY JI—T(6& DSEDH It K SATHSE K ) DX )T1FF T BICIE. ROaATKR
ZETLET.
/opt/MegaRAID/perccli/perccli6d /cO0 /d2 set security=on

[root@ll6Decoder perccli]# /opt/MegaRAID/perccli/perccli6d /cO /d2 set security=on
Controller = 0
Status = Success

Description = Success

5. AV A—S—T"0"TCERAINDIIa—CYID(EID) #BBLET . D5 & 1E"64"TY,
/opt/MegaRAID/perccli/perccli6ed /cO0 /eall show
[root@ll6Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /eall show

[Status = Success
Description = None

EID State Slots PD PS Fans TSs Alms SIM Port#

EID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count
Ss-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

[root@l16Decoder perccli]# I

6. RSAT/IKSA4T FIL—T(DG) HSEDH Iz M OR L THAEEMHE T ITH=HIZ. LL T DavoR
#E1TL. SEDH I . &2 . SED® s D& 757 H. AAYL4( s4) ~9(s9) DESAT(ZDNT
"Yes"|ZE& TE SN TLNDIELTE HOHET S
/opt/MegaRAID/perccli/perccli6ed /cO0 /e64/sall show all | egrep -1 '
(Policies/Settings |SED Capable|Secured|SED Enabled) '

Drive /c0/e64/s0 Policies/Settings

SED Capable = No

SED Enabled = No
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Secured = No

Drive /c0/e64/sl Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s2 Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s3 Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s4 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings

61
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SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s6 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s7 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

T8 A NetWitness PlatformRAF [CEBT—E2DFEE A 1%
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Secured = Yes
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1 8B > )—X6Ea7Z/=[IHybrid/RRA+ DIE S 1t
(encryptSedvd.py)

NetWitness)—RX6ET7H KU Hybrid7R R~ 1Z(E. B #1#E 5 1b K54 J(SED) AbYET -
encryptSedvd.py AT X, R DI E 4T LVET

o )—X6ETRAL DIE S 1k DR EAIE LW EFRIELET S
o EBIEINTULVEWLWRSAIZIESLLET.

& PowerVault’g EDFV ) b L— F/AARIZDTIE, TREST APIZfE A LR L—D DiE
Bl IDTREST APIZE A LI-ARL—C DI AL I T, SEDRSATZIE B L $56H EES BL TGS
LY

RDUF)AIE. encryptsedvd. pyZ{E A 35 H OF| TT .

o YMBERAF TR B IL AT ONINEINEHERTH. CDHE (. T/\A AT 51t AT hHhiL
ERDVTR DT 5&. BB L THMENE ZoNET .

. BELBLTT MREEINPyILTEY. ThER ST 20 EAH5.

ZDARD)Tr 1. ))—R11.4.0.0LLFE Drsa-sa-toolsTALIRIIZHYET . ROTALIR)IE
11.4.0.0ATY,

rsa-sa-tools-11.4.0.0-xxxx.noarch.rpm

ROFIEIE ROUVT-DERFEERLTVET .
l. rootélLTRTALULET .

2. rsa-sa-tools RPMAR—X F4L k1),
cd /opt/rsa/saTools/supportScript/

[TRELET.
3. ROATKREERFTLET.
OWB_ALLOW NON FIPS=1 ./encryptSedvd.py

ROYTRIE. TARIDEE B L SN TLBNESIHIER LTLVET .
o« RSATAEELINTLBE S . ROAvE—SHRRIYTR IR TS TOET .

No unencrypted RAID virtual drives with SED physical drives found.

o FIATHEES LS TULVELME & [ ROBITR T &I, B S LS TLVELR S4THR
YT ITRENES
D iy

tl
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4. FIATHEBILSNTELT . TNERSIL IS5 E (. ROBEERTLEY.

a. BBILITAERSATEAR—R N—TEIRL. EnterX—Z2HLET .
ROTOVTE AR RESNET .

Please enter a passphrase for the PERC H740P Mini
he passphrase must contain a mix of lowerc U
Optionally enter a key identifier, a default id will be created

diting: <Backspace> clear cursor left, <Delete> clear c¢
[Navigation: <Tab><Up/Down Ar ve vertical,
<Esc> quit without saving, <Enter> save, trailing

[Enter Passphrase:

]

erifv Passphrase:

]

Key ID (optional):

]

b. IRRIL—RZA N ]TFHFR: RYYR(<passphrase>(nFreDan$792% &) ZA L. Tab
F—Z#LFET.

c. Verify Passphrase] 7Rk RYVRT. R EE DF=-HIT/NNRTIL—XEHB A HLET .

d. Key ID (optional) | 7F Xk RYVRIZ, 256 F XK il DEFa)71 F—DIDXFHEA AL
FY. X7 F—ZFERALLGNME S E Z B OFF. EnterF—Z#LFT .
rk 0)7°EI/7°|~ 75‘45§ ‘R éhiﬁ'

e. ky>]ZEIRL. Enter¥—%H L T. NRIL—XDEMEHEELET -
f. ROARKEXFH H#EELT. SEDFSAITME B L SN TWNAIEZERLET.

/opt/MegaRAID/perccli/perccli6ed /cO show more
LT DIFEHMNKRRINET . 48 OSEDF AT DT RTHIE B L SN TSI EA LM ET
(2%Y. BED]I ’C% FSATIYDRTREINET) .

Physical Drives

PD LIST :

HDD Y
HDD Y
HDD Y
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E RSATHSEDH G T. B2 THAHE A (L. BED Enabled] XU Secured] SNJLDE HY
Yes] IS ESNFET .

AUk A—5—0ETIO—D24TOR SATEHER I HITIT. ROIAXNFEFEALETS

/opt/MegaRAID/perccli/perccli6ed /cl /e247/sall show all | egrep -1 '
(Policies/Settings|SED Capable|Secured|SED Enabled)'

L percclidYR M M1E ;R (L. [Dell PowerEdge RAID Controller CLI Reference Guide (
http://14u-00.jinr.ru/pub/misc/h-w/LSI/dell-sas-hba-12gbps_reference-guide en-us.pdf) TR & ST
ll \ij— o

1R EHADESALT TI—TTOHSEDDE $h 1k

B ENn=R B FS4T1&. SEDADX its HYA] e TT A, SEDXf s [ZIFAE > TULNEE A

PERC HR407HTA—( N AL —D) EERAL T REBFSATEIR 4T JIL—TEHEHN T
BIZIE LT DEEERITLET

1. 7ISA7VRISSHTESH L. L TFTORVITRERITLTRBRSAI(HERAL—C L D) &
BEELET.

7 ‘encryptSedVd.py AU T+ TSEDHE BE HVE % [T7E 5 DI&. PERC H840F7 A TA—( S+ &8 Ak L—
D) R B R SATFEIER 54T FIL—TDHTHY. PERC H740 Mini TIFE 1 TZZYFEEA -
PERC H740 MiniCSEDZH #1129 3IZ1E. TR R SA4T/R 547 JIL—TDF $h1k PERC H740
(Mini) PAT2(REB R L—D) | BB LTSS,

OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

2. IRERS4T%EIRL. Enter¥—ZHLFET .
INAIL—XE @ IR RTSNET

3. INRIL—RXEAHALT. Enter¥—%3LET .
UTFICHZRLES.

Passphrase Netwitness1!

FE&B T J—X6Ea7 £T=IZHybrid/R A+ DHE = 1E (encryptSedVd.py) 66
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kL= AR

keyID metwitness

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

Editing: <Backspace> clear cursor left, <Delete> clear cursor right
Navigation: <Tab><Up/Down Arrow> move vertical, <Left/Right Arrow> move horizontal
<Esc> quit without saving, <Enter> save, trailing spaces are ignored

Enter Passphrase:

Netwitness1!

Verify Passphrase:

Netwitness1!

Key ID (optional):

4. Ay—U%HEFEL., Enter ¥—Z2H L TRHFLET.

The Passphrase for the security key *Must* be securely backed up in case of PERC adapter hardware
failure and/or replacement, without it the data on all encrypted disks will be unrecoverable.

Entered Passphrase('Quoted'): 'Netwitnessi!'
Entered KeyId('Quoted'): 'netwitness'

( ) I understand the risks and have added the passphrase to my organization's permanent record
<Esc> Cancel, < Acknowledge Backup, <D> Decline Backup, <Enter> Save
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5. FEDF—ZWLTRTLET

Successfully Encrypted All Selected RAID Virtual Drives
If you set a PERC contoller security key passphrase or key ID,
Please be sure to add them to your organization's permanent record

Press any key to exit

6. KSATHSEDX s T. B L THALEFHERTHICIE. ROATURFEFTL. BED Enabled] &
Becured] 12 Yes] AR SNABTEAHEELET .

/opt/MegaRAID/perccli/perccliod /cl /e247/sall show all | egrep -i '
(Policies/Settings|SED Capable|Secured|SED Enabled) '

Drive /cl/e247/s0
SED Capable = Yes
SED Enabled = Yes
Secured = Yes

Drive /cl/e247/sl
SED Capable = Yes
SED Enabled = Yes
Secured = Yes

Drive /cl/e247/s2
SED Capable = Yes
SED Enabled = Yes
Secured = Yes

Drive /cl/e247/s3
SED Capable = Yes
SED Enabled = Yes
Secured = Yes

Drive /cl/e247/s4
SED Capable = Yes
SED Enabled = Yes
Secured = Yes

Drive /cl/e247/s5
SED Capable = Yes

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

8B < )—X6EQ7 F1=I¥Hybrid7RRAF DG & 1E (encryptSedVd.py)
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SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s6 Policies/Settings :
SED Capable
SED Enabled

Yes

Yes

Secured = Yes

Drive /cl/e247/s7 Policies/Settings :
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s8 Policies/Settings :
SED Capable
SED Enabled

Yes

Yes

Secured = Yes

Drive /cl/e247/s9 Policies/Settings :
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s10 Policies/Settings :
SED Capable
SED Enabled

Yes

Yes

Secured = Yes

Drive /cl/e247/sl1ll Policies/Settings :
SED Capable = Yes

SED Enabled = Yes

Secured = Yes

RERSATIESA4T FI—TDHFh1L PERC H740( Mini) 75 T4( R R
fL—D)

percli64 1—T74)T4—%F A L T. A2 R—F SEDH & K S/ J( AAYk4~9, & 568 DES4D) H

SR SNT-R B R SATEIIRSA4T JIL—TTSED¥E e 2B T HIENTEET .

/opt/rsa/saTools/supportScript/encryptSedvd.pya{® F LT, PERC H740( Mini) TETA

L ORBERSATTEXAITAEE T HLLTEE A

1. 77547 RIZSSHTHE H L+ PERC H740( 2=) 7R T3—TCEX 1 UTA4ZEBHILET . COT7H
TE—Mark O—5—& S [F0TY . PERC H84075 TR, 1EL TR REhE T,

FIFATIRALEDIRTOAUNA—5F—ER T AT ROITRERITLETS
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'
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A DI (C) ZE, TTSATLRALE DAV O—5 AV TYVIAN—BERFTENFS . COIHH . OV
k B—30(XPERC H740 Minil<, 2>k B—51(EPERC H840PHAFRIH G LES . 5l DGIHLU
VpJizid. avk 0—5L DREFSATELVR 51T JIL—ThRRENET

PERC H740( Mini) PHF4( Ak O—50%8) TEF1UT(EE B 2T 5003, ROITIKESE
TLES.

/opt/MegaRAID/perccli/perccli6d /cO set securitykey=’'<String>’!"
keyid=’'<String>’

i -

/opt/MegaRAID/perccli/perccli6ed /cO0 set securitykey='Netwitnessl!'
keyid="netwitness'

'Netwitnessl’ [&securityKey T. ‘netwintess’ [XIDTT.

KeytkeyIDDMll A &R ITAELTHEFT .

3. EXaAUTA4EBE T BSEDR A RER SA 1%t i 95 IELLWS4T JIL—F(DG) =&
RERSAI(VD)ZHEELET.
/opt/MegaRAID/perccli/perccli6d /c0 /vall show | egrep -A5 'DG/VD'
X ) D25 Lix %, DB EF vy L T SEDR it ] BE THH6E DSEDX it K 54T (x5 35 1IE
LOWKRSATOIN—TRERSATEHELET .. V)—R67TS54 7 ATlE. RAID62 A/ TEE A
FTADGEILVDIXIDfEFTT . Namel 5l ZE A LT, VDEIIDGHESF E §AHENTEET S
5 & . DGEIEVDIXR2TY . B4F]. &BHil. B4X]F(Ihold. L5 TVDEEM LT
EEICEEZSINTUVET) DA A HEZERALTVET.

4. decodersmall’R!J2—L F)L—TT. 65 MSEDX G Al BE R SATDWSAE L Shi=T4RY FIL—7
DX )TAERE DT HICE. ROATNREEITLET .
/opt/MegaRAID/perccli/perccli6ed /cO0 /d2 set security=on

5. Ak O—50TCE A EShdI - 0—C4ID(EID) BB LET . OB A (364TY .
/opt/MegaRAID/perccli/perccli6d /cO0 /eall show

6. FSATHEEIEIR 54T JIL—THSEDR I THY . RE THAEEHER 5HI2F. LT Oavor
%#3%17L. SED Capable]. Secured]. SED Enabled] D& 7545 ROV 4(s4) ~9(s9) TK
FATI22L0VT Yes] [CREEN TSI EERERLET
/opt/MegaRAID/perccli/perccli6ed /cO0 /e64/sall show all | egrep -i '

(Policies/Settings |SED Capable|Secured|SED Enabled)'

RS54 M/c0/e64/50 Policies/Settings :

SED Capable No

SED Enabled

No

Secured = No

Drive /c0/e64/sl Policies/Settings :
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SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s2 Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s3 Policies/Settings

SED Capable = No

SED Enabled = No

Secured = No

Drive /c0/e64/s4 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s5 Policies/Settings

SED Capable = Yes

SED Enabled = Yes
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Secured = Yes

Drive /c0/e64/s6 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s7 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

8B 2 J—X6EQ7 %/-[IHybrid7~R A~ DFE B 1E (encryptSedVd.py)
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PowerVault( PERC 840) THE i SR B K SATIK 54T JI)L—

TTHSEDDOE 1t

RBEESAITIES4T TI—TDH %1t PERC H84075 T4

I T RNL—2 D | DI PowerVaultD T OvY T/IAA ZD¥E L 1 £ 30 TR L=k 8
T4 ADIESEDX Iits B] & TI A, SEDX} s [THE > TLVEE A

1. BRITTBIZE. 7TSAT7URITSSHTHESEL . LT ORI T+ %
L) ZEESIELET
OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py
X ‘encryptsedvd.pyAYYT TSED#E BE AV 1 (T2 B DI PERC H8407 4 TH( 4} &8 R+
L—) DR R SATERIFRS4T FIL—TDHTHY. PERC H740 MiniTIFE $ TR YFEE
A PERC H740 Mini CSEDZA $1 (23 512(%. TRBRSAT/IRSA4T SI—TDEH
{€ ‘PERC H740( Mini) 7AFT2(RE AN L—) | S BB L TN,

OWB_ALLOW NON FIPS=true /opt/rsa/saTools/supportScript/encryptSedvd.py

ETLTVD(HNERL—D

ith SED Physical Disks

ical
eselect, <A> Select All, <D> Deselect All

ID VD DG RAID SIZE HBA
(M1 0 ] RAID6 106.9TB PERC H840 Adapter
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2. WA DRETF4RIZEEIRL . Enter¥—%#H LET .
IXRTL—XRE # AR R SNET .

Please enter a passphrase for the PERC H840 Adapter security ke: minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified

Editing: <Backspace> clear cursor left, <Delete> clear cursor right
Navigation: <Tab><Up/Down Arrow> move tical, <Left/Right Arrow> move horizontal
<Esc> quit without saving nter> save, trailing spaces are ignored

Enter Passphrase:

]

Verify Passphrase:

]

Key ID (optional):

]

3. NRIL—R%FA AL, EnterX¥—%#H LFET.
LTI ZRLET
Passphrase ‘Netwitness1!
keyID metwitness

Please enter a passphrase for the PERC H840 Adapter security key, minimum length 8 characters, maximum 32
The passphrase must contain a mix of lowercase, uppercase, numeric and non-alphanumeric characters
Optionally enter a key identifier, a default id will be created if not specified
Backspace> clear cursor left, <Delete> clear cursor right
p/Down Arr move vertical, <Left/Right Arrow> move horizontal
quit without saving, save, trailing spaces are ignored

Enter Passphrase:

Netwitness1!

Verify Passphrase:

Key ID (optional):

netwitnessf]
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4, ryb—T%FHESEL. EnterX—% L TIRELET .

The Passphrase for the security key *Must* be securely backed up in case of PERC adapter hardware
failure and/or replacement, without it the data on all encrypted disks will be unrecoverable.

Entered Passphrase('Quoted'): 'Netwitnessi!'
Entered KeyId('Quoted'): 'netwitness'

( ) I understand the risks and have added the passphrase to my organization's permanent record
<Esc> Cancel, <Y> Acknowledge Backup, <D> Decline Backup, <Enter> Save

5. FEDF—ZEWLTRTLET

Successfully Encrypted All Selected RAID Virtual Drives
If you set a PERC contoller security key passphrase or key ID,
Please be sure to add them to your organization's permanent record

Press any key to exit

FSATHSEDR it THY . BRE THAHEEMR I HICE. LLTFDaTUREETL. SED
Enabled&Secured|ZYeshUR SN B EFTE HHET S
/opt/MegaRAID/perccli/perccli6d /cl /e247/sall show all | egrep -1 '
(Policies/Settings|SED Capable|Secured|SED Enabled)'

> =

KS47 /c1/e247/s0 Policies/Settings :

SED Capable = Yes

SED Enabled

Yes

Secured = Yes
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Drive /cl/e247/s1

SED Capable = Yes

SED Enabled Yes

Secured = Yes

Drive /cl/e247/s2

SED Capable Yes

SED Enabled Yes

Secured = Yes

Drive /cl/e247/s3

SED Capable Yes
SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s4

SED Capable

Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s5

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

Policies/Settings

FE&B T J—X6Ea7 £T=IZHybrid/R A+ DHE = 1E (encryptSedVd.py)
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Drive /cl/e247/s6 Policies/Settings

SED Capable = Yes

SED Enabled Yes

Secured = Yes

Drive /cl/e247/s7 Policies/Settings

SED Capable Yes

SED Enabled Yes

Secured = Yes

Drive /cl/e247/s8 Policies/Settings

SED Capable Yes
SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s9 Policies/Settings

SED Capable Yes

SED Enabled = Yes

Secured = Yes

Drive /cl/e247/s10 Policies/Settings
SED Capable = Yes

SED Enabled = Yes

Secured = Yes
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Drive /cl/e247/s1ll Policies/Settings :

SED Capable = Yes

SED Enabled Yes

Secured = Yes

SEDR SAJLIESEDR SATHGR ¥ 9 57RAM £ DSEDX IS K540 F)L—7
TOtEXa1)T1DE %1t

SEDK SAJE3ESEDR SAT DMl 5 BT TSATURIZRFE L TULVSIE & (L. encryptSedVd.pyHSED
xS R R 54T DA 1R B S BRI BRI ASBYES . SEDR I &IE SEDX I Dl 75 DR 18 R 54
THHRANMIEETHIEE X UL TOFIEAIERAINFET .

1. 7TS5AF7VRIZSSHTHE i L. PERC H740( 2=) 7AT3—TCTEX 1 TA4ZEBHILFET . COT7H
THA—0ark O—5—&F S (0TI . PERC H340T7ATRIF1EL TR RENFET .
TIFATUORLEDETRTOAVEO—FF—ERRTHICE. ROATREETLET .
/opt/MegaRAID/perccli/perccli6d show | egrep -A3 'Model'

DI (CH) IZIE. PTSAT7UALE DAV RO—5 AU TYIAN—BERTINET. COB A .
a2k O—5—"0"[X"PERC H740 Mini"|Z. O3>k O—5—"1"(X"PERC H840F7HFAa—"xt s LE
9. 5] DGIHEXY VDJIZF. avkO—SLE DR SA4T JI—TELWRERSATHRR RENE

o

[root@l16Decoder percclil]# /opt/MegaRAID/perccli/perccli64 show | egrep -A3 'Model
Ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

0 PERCH740PMinti @ Opt On - N
1 PERCH840Adapter 8 12 @ Opt On - N 0 Opt
[root@i16Decoder percclil# [l

2. "PERC H740( Mini) & 74", 2FY. avk B—3"0"DtF21 )T E (2T BIZE. ROaATUR
TERITLET
/opt/MegaRAID/perccli/perccli6d /cO set securitykey=’<SOME STRING VALUE>'!'
keyid='< SOME_STRING VALUE >’

i -

/opt/MegaRAID/perccli/perccli6ed /cO set securitykey='Netwitnessl!' keyid=1
"Netwitness1"[EsecurityKey T. "1"[XIDTY . KeytkeyIDD@E AL L I[THRELET .

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO set securitykey='Netwitnessi!' keyid='netwitness
Controller = 0

Status = Success

Description = None

Controller Properties :

3. EFAUTAERMITLLIEL TLDSEDH i ATRER SA TSR G F4. ELWR 54T J—TF
(DG) F=IIRBESA4T (VD) EHELFET .

/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show | egrep —-A5 'DG/VD'
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& A 25| Lz % DI ES B L T. 6 DDSEDR s K SATIZ5%t i 3 HE LW SATHIL—T
(DGR RSAI (VD) EHELET . V—R6T7TSA4 T RATIlE. RAID6Z{E F 35DG/VDIF
12117 T . NamelFZFERALT. VDFEIIDGEE ETAIENTEEFT . DB S . DG/VD
F2"cd. BA4F]. &Eil. B4 X15(hidld. £E5E TVDRER LI=EE(Ca—H—I2&oT
EHZINTWEY) D AE HEEERALTLET .

[root@l16Decoder perccli]# /opt/MegaRAID/perccli/perccli64 /cO /vall show | egrep -A5 'DG/VD'
DG/VD TYPE State Access Consist Cache Cac sCC Size Name

RAID1 Optl = OFF 931.0 GB
RAID1 Optl - OFF 1.818 TB
RAID6 Optl - OFF 8.730 TB Virtual Disk 2

[root@l16Decoder perccli]# I

TARY JI—T (65 DSEDH iz k SATHDME ) DEFaUT4ZER M ST HIIE. RDaAvUk
ZEITLET

/opt/MegaRAID/perccli/perccli6d /c0 /d2 set security=on
[root@l16Decoder perccli]# /opt/MegaRAID/perccli/percclib4 /cO /d2 set security=on

Controller = 0
Status = Success

Description = Success

AUbA—5—T"0"TEASNSHGII/O0—TVID(EID) ZBGLET . COBE S IX'64"TY .

/opt/MegaRAID/perccli/perccli6d /c0 /eall show

[ root@l16Decoder percclil# /opt/MegaRAID/perccli/perccli64 /cO /eall show
ontroller = 0

[Status = Success

Pescription = None

ID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count|
Ss-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

[root@l16Decoder percclil# [

RSAT/IRS4T JIL—T(DG) HSEDH s h DR & THAHLFHE R T 51512, LT DavUR
%#3%E17L. SED Capable]. Secured]. SED Enabled] D& 7545 h%, ROk 4(sd) ~9(s9) DK
FATIZDNT Yes] ITERE SN TSI LEHENOFET .

/opt/MegaRAID/perccli/perccli6ed /cO0 /e64/sall show all | egrep -i '
(Policies/Settings |SED Capable|Secured|SED Enabled)'

Drive /c0/e64/s0 Policies/Settings
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SED Capable = No

SED Enabled

No

Secured = No

Drive /c0/e64/sl Policies/Settings

SED Capable = No

SED Enabled

No

Secured = No

Drive /c0/e64/s2 Policies/Settings

SED Capable No

SED Enabled

No

Secured = No

Drive /c0/e64/s3 Policies/Settings

SED Capable

No

SED Enabled

No

Secured = No

Drive /c0/e64/s4 Policies/Settings

SED Capable Yes
SED Enabled = Yes
Secured = Yes

Drive /c0/e64/s5 Policies/Settings

SED Capable = Yes

FE&B T J—X6Ea7 £T=IZHybrid/R A+ DHE = 1E (encryptSedVd.py)
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SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s6 Policies/Settings

SED Capable = Yes

SED Enabled = Yes

Secured = Yes

Drive /c0/e64/s7 Policies/Settings

SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s8 Policies/Settings

SED Capable = Yes

SED Enabled

Yes

Secured = Yes

Drive /c0/e64/s9 Policies/Settings

SED Capable Yes

SED Enabled Yes

Secured = Yes
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18 C ;ST a—T42%

%_0)127’/51‘/'5[1\ REST APIZE AL T. SFEIFLRANL— 4RVZRBRTHFIEEHRBLTLE

REST APIZfE ALT-. Ta—45—IZEHan-E ik FH#DAC
DE 18 B

SO FHIATIE. Bl OY—)VERE AL THE R ENT-DACE. REST APIEE L THBEHL. (FE

[ o=15 & - FIER DR L—2 TN RIINWITYTENTWDIG & () B TE DT —4% T R TH
EIBHEFHRBALES.

R DEHR (L. REST APIZE AL TARANL— TINAREB#E KT BTN, RRA EXRL— /v —FK
DI7OIKREFEREALTLVET .

iB I ENF=EEITDACIZIEE LWT—2h%YELT=. Ff=. DACIZ(REST APIZfE A€ 10 B SN

TWELT=. ZDF=8HIZ. REST APINraidNewaAVY /R EFE T TEF. "Physical disk does not

have appropriate attributes" ELVDIT— Avt—UhMRENFELT =,

RDATYITTIE O FIAEZOR R R ITOVTIHRBALET .

1. Decoder Linuxa>y) —)Lhvis( EfzlEDecoder|ZSSHIE#HE L T) . RDOATUR X FH|ZEELEL
1=
/opt/MegaRAID/perccli/perccli6d /c2/fall del
perccliaw/k M #1& #R (L. [Dell PowerEdge RAID Controller CLI Reference Guide/(
https://topics-cdn.dell.com/pdf/dell-sas-hba-12gbps_reference-guide en-us.pdf) [Z52 & S TLVE
ER
NIZEY, TRTONEE R AV O—F2D0RI RSN, TRTOT—E2HDACHLHE ESh
FL 1=

2. DACIZS—T43 3 EE R L&SELFEL A, ZDIE R (LT TIZDACTE &E SN TS0,
partNewdYUR [FER B LELT =, partNewlZIE. AR BEET/NA RZ1DER T2 EHHEE
RNSNFLIA deviistllE, ThAMER P THHER RSN FEL .

3. N—TA4LaUDEBRINTVSERE LT, RbL—2 TAARZEIYE TEIELFELIAY DACH
IOURENTUIVGEL 0. BIYH TEHIENTEFEEATL=.

4, AIR SAUMLDACEI DR LESELFEL =AY "mount failed: structure needs to be
cleaned"&LVDIS— Ayt—U%FZ{ELELT=.

5. DACIZR 320 E DHDT I of=f=h. BEED)—> 7VT T B=HIZRDIATUR X
5 E#AELEL.
mkfs.xfs -f /dev/decoder0/packetdb
mkfs.xfs -f /dev/decoderl/packetdb

6. /var/netwitness/decoder N O Y415 AT [T/ \ A RE YOV LELT=.

7. TREST APIZE A LIZARL—2 O B IDERBA T >T. 2B 95K VYDFIEEXE T LT,
DACEB#E B LELT .

TFEC FSINSa—TF47 32
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18D 15K SATDACDHARN L—4E B S 71 )A I

COERTIE LIRS . 22D ERE S 1L 15K A TDACH E AR L— TINMM RATOARL—2 D
A EOH [ZDOWVTERBALES .

e Archiver®A L— OFE X

e Network( Packet) DecoderD A~ L— DFE A
e Network Concentrator®D A+ L— D& X,

e Log Decoder HybridDA+ L— D& X

Archiver®Ak L— O %

gz@‘“/ﬂ")ﬁ"ﬂi\ ArchiverD¥ AR DF=HIZ. 1 DDIERE S L 1SKSATDACE [CRFL—U%HE
LLET

l. raidListaAYRZETLET.

a. AVbO—5FS . I/O0—CVES . ERAP.FSMT. TINARADERETLRHFLET
RDOERMRTENFT .
In Use: FALSE
Devices: <empty>
b. FSATH8 . YA X ROFA—%RERLET .
R Of| . RAIDTLAZE K T HRTNICR RESNDIHN B ERLTVET.

B0 archiver eviceappliance
B[ connections
B deviceappliance logs
@[] appliance
. " P ) \ Nt . | .
B[] connections Properties for NWHOST2100 — Archiver (ARCHIVER)/deviceappliance/appliance.
B logs raidList v
B rest Message Help
EDEG".' s list drive shelves attached to this apphancP
security.roles: appliance.manage
B[] sroredproc
B 0sys
B Jusers
Response Output
B index “
Controller 0, Enclosure 32
B Tlegs vendor: DP
Model: BP13G+EXP
a et
Dres In Use: true
B0 sdk Drives: 931.511 GBx 2
1.818TBx 2
B0 services Devices: sda
O[] steredproc sdb
By Controller 1, Enclosure 0
B[ Jusers Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: 3.637 TBx 15
Devices:

2. BERLIAVEA—SF B LI/ BESEHEALT, LT O/5A—FZ1EE L TraidNew
VR ERITLET .

controller=1 enclosure=0 scheme=archiver commit=1

3 fT8&D 15K SAIDACDHAF L—CFE K DT F A



kL= HAE

ROBI L. RAIDTLAZE B LR ICR RESNDRBEZRLTVET
Properties for NWHOST2100 — Archiver (ARCHIVER)/deviceappliance/appliance

rakdMew ~ Parameters controller=1 enclosure=0 scheme=archiver commit=1

Mess

Il'”

enclosure - <ulnt32, {(enum-one:32.0)> Enclosure number of the shelf to dear

scheme - <string, {enum-onesdecoder | lopdecoder | concentrator | archiver | network-hybrid | log-hybrid)> Type of RAID volumes to allocate

preferSecure - <bool, optional, {book0,1,yes.no true false, on,off)> Prefer creation of a secure array given compatible physical drives and a controller with a security key set
COMmit - <BOO! IJi.". onal commit '.Ildllll’.'\."n

Response Qutput

foptiegaRAIDy percciipencclitd /el add v b drhves=000,001,0:2, 003,004, 0c5,006,00 7, 008,069,001 00061 1,021 22001 3,001 2 wib ra cachied Strip=128
Controller = 1

Status = Sucess

Description = Add VO Succeeded

3. raidrListaVURZEETLT. HILLRAIDFZLAZRIELET .
ROEHRHER RINFET .

In Use: TRUE
Devices: <device>(sdc/g&)

Properties for NWHOST2100 — Archiver (ARCHIVER)/deviceappliance/appliance
ralaList ™

Message Help

ist drive shelves attached to this appliance
security.roles: appliance.manage

Response Output
Controller 0, Enclosure 32
Vendor: DP
Model: BP13G+EXP

In Use: true
Drives: 931311 GBx 2
1818TBx 2
Devices: sda
sdb

Controller 1, Enclosure 0
Vendor: EMC
Maodel: ESES Enclosure
In Use: true
Drives: 3.637 TBx15
Devices: sdc

4. ROINTGA—F—FETFE L TCpartNewIATUREZEITL. etc/fstabT7AMIVAZ/N\—T42 3L
b IRANEERLET

name=<device> (for example, sdc) service=archiver volume=archiver commit=1

5. ROINGA—R—EBFE L TsrvallocaAY R EE T LT, archiver P —E R [ZAR—RZFE| YUY TE
T . ChIZKY. archiver P —E R IR L—UANB SN, RTINS -URIZZOHY—ERDE
EEINFET.

service=archiver volume=archiver(0 commit=1
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Properties for NWHOST2100 - Archiver (ARCHIVER)/deviceappliance/appliance.

srvalloc v Parameters service=archiver volume=archiverd commit=1
Message Help

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder)> service that will use storage
wvolume - <string, {enum-one:archiverd,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

%, Change Service | E@ NWHOST2100 - Archiver

® start Aggregation B HostTasks () Shutdown Service

Archiver Service Information

NWHOST2100 (Archiver)
11.3.0.0 (Rev null)

30016 KB (0.02% of 126 GB)
0%

2019-Jun-12 13:12:17

1 minute 10 seconds

2019-Jun-12 13:13:27

6. FT—RREE]IT HotAFL—2 ] 2FEE L TEELY,

+ Change Service | E@ NWHOST2100 - Archiver Config &

General Data Retention Files Appliance Service Configuration

Configure the rollover criteria for removing database records from primary storage using an age-based threshold, and schedule the timing for checking if t

1. Configure hot, warm and cold storage
2. Configure collections
3. Define retention rules

Total Hot Storage Total Warm Storage Cold Storage

47.29TB Fo Not Configured £ Not Configured £

1 Mount Point

Collections
+ | C
L collection Usage / Hot Storage Usage / Warm Storage Cold Storage Retention
[] default 0 B /44.93 TB (95%) Disabled No Limit
Total Storage 0B/44937B oB/0B

Retention Rules

+ | T |
[J order ~ Rule Name Condition
O default -

7. RDArchivery—ERZBEB R LT, [2R95 (ATLa) ANL—UHE R ZI0GIRE AICEE
FHINHBIHE ST, ITRTHEEEEZRHEL. FIALET.
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Network( Packet) Decoder®R+ L— D B,

R DUFIATIE. 10GUN £ DO I8 7R Ak DNetwork Decoder®Di=8HI1Z. 2DDIERE B 1L 15K 5S4 TDAC
FICRRL—DFERLET

l. raidListaAYUREEITLET.

a. AVPO—SFS . IV/0—SyES ERAP NS4 TH1RDERELELET .
ROBEHRIBRTSNET

In Use: FALSE
Devices: <empty>
b. RSATE . YA X RUS—5HEELFET.
R OFEI . RAIDZLAZER T HAINICR RENSN B EZRLTLET .
Properties for NWHOST2100 -

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Drives: 931.511 GBx 2
1.818TBx2
Devices: sda
sdb

Controller 1, Enclosure O
Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: 3.637 TBx 15
Devices:

Controller 1, Enclosure 2
Vendor: EMC
Model: ESES Enclosure
InUse: false
Drives: 3.637 TBx 15
Devices:

2. BERLIOVMO-—SFE B LT IN—CrBEFEFERAL T RO/NSGA—FTraidNewIIUFEE
TLET.
e ZUIDILIO—SKYDINSA—S

controller=1 enclosure=0 scheme=decoder commit=1

8D 15K SAIDACDHRF L—F8 i O F A7 86



AL— AHAR

raidNew ~ Parameters controller=1 enclosure=0 scheme=decoder commit=1

Message Help

parameters:
controller - <int32, {enum-one:0,1}> Controller the shelf is attached to
enclosure - <uint32, {enum-one:32,0,2}> Enclosure number of the shelf to clear
scheme - <string, {enum-one:decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid}> Type of RAID volumes to allocate

1 Response Qutput

fopt/MegaRAID/perccli/percclied /o1 add vd r5 drives=0:0,0:1,0:2 wb ra cached Strip=128
Controller=1

Status = Success

Description = Add VD Succeeded

lopt/MegaRAID/percclifpercclied /c1 add vd r5 drives=0:3,0:4,0:5,0:6,0:7,0:8,0:9,0:10,0:11,0:12,0:13,0:14 wb ra cached Strip=128
Controller =1

Status = Success

Description = Add VD Succeeded
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controller=1 enclosure=2 scheme=decoder commit=1
raidList v
Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Devices: sda
sdb

Controller 1, Enclosure 0
Vendor: EMC
Model: ESES Enclosure
In Use: true
Drives: 3.637/TBX 15
Devices: sdc
sdd

Controller 1, Enclosure 2
Vendor: EMC
Model: ESES Enclosure
In Use: true
Drives: 3.637TB X 15
Devices: sde
sdf

3. raidListaA¥RZFERALT. In Use: TRUEFREFR TEALSICT. TooO0—vDTOYY TN
AERRALET .
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4. Network Decoder[ZSSH#E#HEL « 1sb1xaAVYUR%&{E AL T. decodersmallDY A XZEZRLET .
[root@NWHOST2000 ~]# lsblk

(5
(5
-
=
.
-
-

F RAIDE R T, 10GIREDTI—FEFERAITHEE L. ToI0—C &/ 04—<IVADEF D
A IZKY. decoderZfE HLFET . 10GUN £ [ZdecoderZ{# A LA L ME & (&, decodertarchiverd T
o0—o% | FERALTRANL—2ZF &R KIELET . Chld. archivert® B TIE. 2& B oI o/0—
Sy DDRAIDTHAT-HTT .

5. partNewdYURZEEITLT. RD/\GA—F—Tdecodersmall/ \—7 4L I3V F R M IVERLET
( decoder dir+ index. metadb. sessiondb) ( & #] DIV H—U 4. SDC. SDD) .

name=sdc service=decoder volume=decodersmall commit=1
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partiew w Parameters name=sdc service=decoder volume=decodersmall commit=1
Message Help
name - <siri Ff '_.=‘1.J"I'-DWPZTEE."I'.d_":TF_‘i'!",'-" block device name
Service - "-T:’I"E_ -'_FI'I'.J'T‘-"J!'IFZ.'-I'Fh WET | COnCentirator deOdFF_ Ogl’.F:'T!Z‘.F":'-“ service that will use QI{T'E:P

volume - <string. optional. {enum-one:index | concentrator | decodersmall | decoder | logdecedersmall | logdecoder | archivery> volume to create
commit - <bool, optional> comm t changes

fsbin/mkfs.xfs /devidecodersmall/decoroot

meta-data=/dev/decodersmallfdecoroot isize=512

naming =ve ftype=1
log =internal log version=2

- yunt=1
extsz=4096 blocks=0. rtextents=0

itness/decader
tness/decoder

¢ -n index -L 30G decodersmal
ted.

sectsz=51

6. partNewdVYURZEZEITLT. R D/ \SA—RTdecoderih')1—L( packetdb) ( & #] DI H0O—
T4, SDC. SDD) #E L LET -

name==sdd service=decoder volume=decoder commit=1
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partNew ~ Parameters name=sdd service=decoder volume=decoder commit=1
Message Help
name - <string, {enum-one:sdc,sdd,sde,sdf}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 09 100%
Jsbin/pvcreate -f /dev/sdd1
Physical volume "/dev/sdd1" successfully created.
/sbinfvgcreate -f decoder /dew/sdd1
Volume group "decoder” successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder
Logical volume "packetdb” created.
/sbin/mkfs.xfs /dev/decoder/packetdb
meta-data=/dev/decoder/packetdb isize=512 agcount=41, agsize=268435455 blks
= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=10742791168, imaxpct=5
= sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=521728, version=2
= sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb
/bin/mount /var/netwitness/decoder/packetdb
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@NWHOST2000 ~1# 1sblk

r

00000

e e B |

OB A T, 2F B ODACTIYO—SvHEMLET .

= 4=

7. partNewdYURZEZEITLT. RD/\TA—FTdecodersmall/ \—T7413( 2% B DI /0—T v,
SDE. SDF) Z& #] I/ ER LET .

name=sde service=decoder volume=decodersmall commit=1

Properties for 1TmtInxnw

“ket01 - Decoder (DECODER) /deviceappliance/appliance.

v Par

arameters name=sde service=decoder volume=decodersmall commit=1

WiCe - <siri

g, {enum-one:archiver | concentrator | decoder | logdeceder)> service that will use storage
volume - <string, optional, {enum-onezindex | concentrator | decodersmall | decader |logdecodersmall | logdecoder | archiver}> volume to create

commit - <bgol, optional> commit cnanges

Rezponse Qutput
febin/parted -5 /deviede mklabel gpt
fshin/parted -5 -3 optimal /d

fsbin/pwcreate -f /dew/sdel

w/sde mkpart LVM 0% 100%

Physical velume “/dev/sde1” successfully created.
fsbin/vgcreate -f decodersmalld /dev/sdet

Volume group "decodersmalll” successfully created
fsbin/ivoreate -y -n index -L 30G decodersmalld

Logical volume “incex” created.
fsbindmkfs.xfs /dewd

ecodersmallifindex

meta-data~/dev/decodersmalllfindex isize=512 agoount=4, agsize=1966080 blks
= sectsz=512 artr=2, projid32bit=1

= cre= finobt=0, sparse=0

data = bsize=4006 k 8 20, imaxpct=25
= sunit=0

naming =version 2 ascii-ci=0 ftype=1

log  =internal log bsize= blocks=3840, version=2
- sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rextents=0

fbind/mkdir -p fvar/netwitness/idecoderfindex0
fbindmount Mvar/netwitness/decoder/indexi
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R ETRTHETH

partNewdAYURZFEITLT. KL T D/\TA—F Tpacketdb decoderrR)2—L(2FE BH DI o0—
2. SDE. SDF) ZE R LET -
name=sdf service=decoder volume=decoder commit=1
partNew v Parameters name=sdf service=decoder volume=decoder commit=1
Message Help
name - <string, {enum-one:sdc,sdd,sde,sdf}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdf1
Physical volume "/dev/sdf1" successfully created.
/sbin/vgcreate -f decoder0 /dev/sdf1
Volume group "decoder0" successfully created
/sbin/lvcreate -y -n packetdb -1 100%FREE decoder0
Logical volume "packetdb” created.
/sbin/mkfs.xfs /dev/decoder0/packetdb
meta-data=/dev/decoder0/packetdb isize=512 agcount=41, agsize=268435455 blks
= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=10742791168, imaxpct=5
= sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=521728, version=2
- sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb0
/bin/mount /var/netwitness/decoder/packetdb0
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0ST2000 ~1# df -h

9. ROINGA—BTsrvallocAYUREERTLT. Y—ERBREEICANL—VFEHMEEMLE

ER

e service=decoder
e service=decoder
e service=decoder

e service=decoder

volume=decodersmall commit=1
volume=decodersmall0 commit=1
volume=decoder commit=1

volume=decoder(0 commit=1
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srvAlloc hd
Message Help

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, {enum-one:decoder,decoder0.decodersmall.decodersmall0,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Parameters service=decoder commit=1 volume=decoder0

Set /database/config/packet.dir to var/netwitness/decoder/packetdb==38 TB:/var/netwitness/decoder/packetdb0==38.01 TB

AR TR

THELA. COMPresSion
meta. compresson evel
rmeta dir

rregta. dir codd

TELE. B T

rmeta file size

rmeta. files

eta free space.min
meta.index fidelny
et integrity Augh
eta write block sie
pachet.COmMpresson
pechrt compressonlevel
paciet.dir

pacher.dir cold
pacher.dir.werm
packesfile.size

pachat il type

pachet files

packes free space.min
pachet nden fulelty
packes rnegriny futh
pacher write block B2e
session.dir

senshon.dir.cold

NWHOST2000 — Concentrator

rone

0

Fearirateitrein/decoder metadbesf.] TB hvarinetwinein/decodernmetsdbl==512 TB

pa 38 THyvar

&4 g

O==33.01 TB

Fuarlmetwrresy) decodervessondb==560.T1 GB.fver/recaitreiydecoder fuessiandi==568.72 GB

10. R MNetwork Decoderth—EREZDT—AR—REBE R L T. [3RY5 (AT av) ALL—U 4
BRZEIOGIRERICEERIDIOHMBIZH ST, TATOESHEBEEHRE L. FIALET.
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Network Concentrator®Xr L— D ik

R D F1)ATIL. Network Concentrator®¥) ¥B 7R X+ DF=HIZ. 1 DDIERE B 1L 15K SA4TDACLE TR
FL—UZFERLET

l. raidListaAYURZETLET.
raidList b

Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 0, Enclosure 32
Vendor: DP
Maodel: BP13GHEXP
In Use: true
Drives: 931.511 GBx 2
1.818TEBx 2
Devices: sda
sdb

Controller 1, Enclosure &
Vendor: EMC
Maodel: ESES Enclosure
In Use: false
Drives: 186.309 GBx 6
3.637TBx9
Devices:
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2. ROINGA—BZEIEF L CraidNewdIURZEETLET .
controller=1 enclosure=6 scheme=concentrator

raidNew v | Parameters controller=1 enclosure=6 scheme=concentrator commit=1

Message Help

parameters:
controller - <int32, {enum-one:0,1}> Controller the shelf is attached to
enclosure - <uint32, {enum-one:32,6}> Enclosure number of the shelf to clear

scheme - <string, {enum-one:decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid}> Type of RAID volumes to allocate

Response Output

fopt/MegaRAID/perccli/percclibd fc1 add vd r5 drives=6:0,6:1,6:2,6:3,6:4,6:5 wb ra cached Strip=128
Controller =1

Status = Success

Description = Add VD Succeeded

fopt/MegaRAID/perccli/percclied fc1 add vd ré drives=6:6,6:7,6:8,6:9,6:10,6:11,6:12,6:13,6:14 wb ra cached Strip=128
Controller = 1

Status = Success
Description = Add VD Succeeded

3. partNewdVYURZEZEITLT. RD/\TA—FTconcentrator/ \—74> 3 A IVERRLET .

concentrator/R'J1—LAlE. index )1 —LDF] [TEKRTEILELIBYET. FOLENERIE. T
F—hFEELET.
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name=sdd service=concentrator volume=concentrator commit=1l
partNew v Parameters name=sdd service=concentrator volume=concentrator commit=1
Message Help
parameters:
name - <string, {enum-one;:sdc,sdd}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, optional, {fenum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

Response Output

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdd1

Physical volume "/dev/sdd1" successfully created.
/sbin/vgcreate -f concentrator /dev/sdd1

Volume group “"concentrator” successfully created
fsbin/lvcreate -y -n root -L 30G concentrator

Logical volume “root” created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=4, agsize=1966080 blks

= sectsz=512 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=7864320, imaxpct=25
= sunit=0  swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log  =internal log bsize=4096 blocks=3840, version=2
= sectsz=512 sunit=0 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mkdir -p fvar/netwitness/concentrator
fbin/mount /var/netwitness/concentrator

1500 ~]# lsblk

500 00

OO0 00

4. RDINGA—ZTpartNewAVYUR ZEITL T, SSDITAUTUVIREER LET -

name=sdc service=concentrator volume=index commit=1
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partNew ~  Parameters name=sdc service=concentrator volume=index commit=1
Message Help
parameters:

name - <string, {enum-one:sdc,sdd}> block device name

service - <string, {enum-one:archiver | concentrator | decoder|logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create

Response Qutput

/sbin/parted -s /dev/sdc mklabel gpt
fsbin/parted -5 -a optimal /dev/sdc mkpart LVIM 0% 100%
/sbin/pvcreate -f /dev/sdc

Physical volume "/dev/sdc1"” successfully created.
fsbin/vgcreate -f index /dev/sdcl

Volume group "index" successfully created
fsbin/lvcreate -y -n index -1 100%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index” created.
fshin/m fs /dev/index/index
meta-data=/dev/index/index

agcount=4, a
= sectsz=4096 attr=2, projid32bit=1

= cre=1 finobt=0, sparse=0

data = bsize=4096 blocks=243465216, imaxpct=25
= sunit= swidth=0 blks

naming =version 2 bsize=4096 ascii-ci=0 ftype=1

log =internal log bsize=4096 blocks=118879, version=2
= sectsz=4096 sunit=1 blks, lazy-count=1

realtime =none extsz=4096 blocks=0, rtextents=0

fbin/mkdir -p fvar/netwitness/concentrator/index
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~1# df -h

5. ROINGA—A%FEIEFE L TsrvallocAR R EETLET .
service=concentrator volume=index commit=1

srvAlloc v | Parameters service=concentrator volume=index commit=1

Message Help
parameters:

service - <string, {enum-one:archiver | concentrator | decoder |logdecoder}> service that will use storage
volume - <string, {enum-one:concentrator,index,netwitness_vg00}> volume group name

commit - <bool, optional> commit changes

Response Output

| Set findex/configfindex.dir to /var/netwitness/concentrator/index==881.87 GB

.f, Change Service | NWHOST1500 - Concentrator | Explore @
= o findexiconfig NWHOST1500 - cone
E NWHOST1500 - Goncentrator =
index.dir Nvar/netwitness/concentrator/index==881.87 GB
= NWHOST1500 - Concentrator (CONG
in dir.cold

8 concentrator
B[] connections

B[] database

dir.warm

page. huffhybrid
B[ deviceappliance
reindex.enable ove
2 £ i,
=1 index save.session.count auto
[Jeonfig

6. RDINGA—BZIEE L TsrvallocAYURERITLES .

service=concentrator volume=concentrator commit=1
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srvalloc v | Parameters service=concentrator volume=concentrator commit=1
Message Help

parameters:
service - <string, {enum-one:archiver | concentrator | decoder | logdecodery> service that will use storage
volume - <string, {enum-one:concentrator.index,netwitness_vg00}> volume group name
commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb==23.6 TB
Set /database/config/session.dir to /var/netwitness/concentrator/sessiondb==569.72 GB

*. Change Service | NWHOST1500 - Concentra CONCENTRAT | Explore

. Jdat Jeonfh NWHOST1500 - Concentrator (CONC
& NWHOST1500 - Concentralor iselonts

hash.algorithm none
B NWHOST1500 - Concentrator (CONC
hash.databases session,meta
B0 concentrator
hash.dir

B[ connections manifest.dir
ifest.di

25 databese meta.compression none
Dlconfig meta.compression.level 0
D stars meta.dir va db==23.6 TE
B[ deviceappliance meta.dir.cold
B index meta.dir.warm
BDlogs mecafile.size auto
B[ Tresc meta.files auto
B[ sdk meta.free.space.min 23GB
B[ services meta.index.fidelity 4
B[O storedproc * meta.integrity.flush sync
B0 sys meta.write.block.size 64KB
B users session.dir ar/netwi Isessiondb==569.72 GB

7. R MNetwork Concentrator—E REFDT—HER—REBHE R LT, [BRY5 (#TLav) AL—
DERZEIOGIRERICEERIDINHGHIZHR ST, INTOEEEEHEZHEEL. FIALET.
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Log Decoder HybridARk L— Dt B

R DF1)ATIL. Log Decoder HybridD¥) B 7R X DF=6HIZ. 1 DDIEHE & 1L 15K 54 TDACL [ZXE
L—UZERLES.

l. raidListavURERITLET.
raidList v
Message Help

list drive shelves attached to this appliance
security.roles: appliance.manage

Response Output

Controller 0, Enclosure 32
Vendor: DP
Model: BP13G+EXP
In Use: true
Drives: 745.21 GBx 2
931,511 GBx 4
5457 TBx 8
Devices: sda
sdb
sdc
sdd
sde

Controller 1, Enclosure 31
Vendor: EMC
Model: ESES Enclosure
In Use: false
Drives: 3.637TBx 15
Devices:

2. ROINGA—BEEFE L TraidNewITUREETLET

controller=1 enclosure=31 scheme=log-hybrid commit=1
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raidNew v Parameters controller=1 enclosure=31 scheme=log-hybrid commit=1
Message Help

controller - <int:

{enum-one:0,1}> Controller the shelf is attached to

enclosure - <uint32, {enum-one:32,31}> Enclosure number of the shelf to clear

scheme - <string. {enum-one:decoder | logdecoder | concentrator | archiver | network-hybrid | log-hybrid}= Type of RAID \
preferSecure - <bool, optional. {bool:0,1.yes.no,true.f:

olumes to allocate
se,on,off}> Prefer creation of a secure array given compatible physical drives and a controller with a security key set

Response Output

/opt/MegaRAID/perccli/percclied /c1 add vd r5 drives=31:0,31:1,31:2,31:3,31:4,31:5,31:6 wb ra cached Strip=128
Controller =1

Status = Success

Description = Add VD Succeeded

/opt/MegaRAID/percclifpercclied /c1 add vd r5 drives=
Controller = 1

1:11,31:12,31:13,31:14 wb ra cached Strip=128

Status = Success
iption = Add VD Succeeded
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3. ROINGA—BHFIETE L TpartNewAYUREEITLET

e name=sdf service=concentrator volume=concentrator commit=1
partNew v Parameters name=sdﬂser‘.rice=concemrat0r volume=concentrator commit=1
Message Help
name - <string, {enum-one:sdf,sdg}> block device name
service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
volume - <string, optional, {enum-one:index | concentrator | decodersmall | decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Output

/sbin/parted -s /dev/sdf mklabel gpt
/sbin/parted -s -a optimal /dev/sdf mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdft

Physical volume "/dev/sdf1" successfully created.
/sbin/vgcreate -f concentratorQ /dev/sdf1

Volume group “concentratorQ” successfully created

T1700 ~1# 1sblk
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name=sdg service=logdecoder volume=logdecoder commit=1
partNew v Parameters name=sdg service=logdecoder volume=logdecoder commit=1
Message Help
name - <string, {enum-one:sdf,sdg}> block device name
service - <string, {enum-one:archiver |concentrator | decoder | logdecoder}> service that will use storage

volume - <string, optional, {enum-one:index| concentrator |decodersmall| decoder | logdecodersmall | logdecoder | archiver}> volume to create
commit - <bool, optional> commit changes

Response Qutput

Jsbin/parted -5 /dev/sdg mklabel gpt
/shin/parted -s -a optimal /dev/sdg mkpart LVM 0% 100%
/sbin/pvereate -f /dev/sdg1

Physical volume "/dev/sdg1" successfully created.
/sbin/vgcreate -f logdecoder0 /dev/sdg1
Volume group "logdecoder0” successfully created
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4. ROINGA—BZEEF L TsrvallocAYUREETLET.

e service=concentrator volume=concentrator0 commit=1

srvalloc ~  Parameters service=concentrator volume=concentrator0 commit=1

Message Help

service - <string, {enum-one:archiver | concentrator | decoder | logdecoder}> service that will use storage
velume - <string, {enum-one:concentrator,concentrator0,decodermeta,decoderpacket.index logdecoder0,netwitness_vg00}> volume group name

commit - <bool, optional> commit changes

Response Output

Set /database/config/meta.dir to /var/netwitness/concentrator/metadb=14.08 TB:/var/netwitness/concentrator/metadb0==20.17 TB
Set /database/config/session.dir to var/netwitness/concentrator/sessiondb=1.41 TB;/var/netwitness/concentrator/sessiondb0==569.72 GB

= NWHOST1700 - Concentra
s NWHOST1700 - Concentrator (C

B[ deviceapphiance
B index
B0k

B9 res

- [ P

B services

B0 storedproc
805y

B users

faatanase/contig
hash.algorthm
hash.databases
hash.dir
manifest.dir
meta.compression

meta. compression leve!

meta.dir.cold
meta.die warm
meta file.cize
meca files
meta.free.space.min
meca.index fideliy

fush

none

sessionmeta

e service=logdecoder volume=logdecoder(O commit=1

packet.dir

4.08 T8 0.17 T8
132GB
e
64K
A1 TB; 9.72GB
1b=15.37 TB:/var/netwitness/logdecader/packetdb0==24.19 T8

5. R®MLog Decoder—EREZFDT—ARN—REBER LT, 12R95 (AT an) RRL—CH#EE
10GIRERICEEBRIDINHRBIHE ST, TRTOEEEEZREL. FIALET
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fTERE BF SATEX12F S4TPowerVault DR L—C 18
Bk D)7

O & TIE LTFITR T 1DDIERE B 1k 8K 1T FEFIL12F 54 TPowerVaultst Fi Rk L— 7
INMRATDRNL— DR A E OB DWVTERBALETS .

o NW-PV-A/NW-PV-A-NZ{# F L 7zArchiverDRk L— D B

¢ NW-PV-B/NW-PV-B-N%{# i L f=DecoderDAF L—UZE R LET .
e NW-PV-C/NW-PV-C-N%{# i L f=Concentrator DRk L—= D& BX

e NW-PV-D/NW-PV-D-N%{# i L 7=ConcentratorD A L— O X

NW-PV-A/NW-PV-A-N%{ Fi L=Archiver®X L— D& B,

R DUFYIATIL. ArchiverD$) I RA+ DF=HIZ. 1 DNIERE B 1t 12K 514 TPowerVault L [CRAF L—
DEEBRLET.

1. raidListaA<RZETLET.

a. AVhO—5FF . I IO0—CAB S FRHP . RSA4T. T/ RADERETLHLET
ROBERIR TSINFET .

In Use: FALSE
Devices: <empty>
b. FA4TH . YA X RUS—5HERLET
R OB . RAIDTZLAZEERL T HANR RSNDIABTERLTLET .

Properties for /appliance
[raidList v |Parameters: | | Send |

Message Help

raidlList: list drive shelves attached to this appliance
security.roles: appliance.manage

‘ lappliance ?msg=raidList&force-content-type=text/plain
Output (or command manual help)

Controller @ at PCI Address 18:00.0, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BP14G+EXP
In Use: true
Drives: 1.89 TB HDD x 2
2.182 TB HDD x 2
Devices: sda /dev/disk/by-path/pci-@@e0:18:00.0-scsi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:18:00.0-5c51-0:2:1:@
12

Controller 1 at PCI Address 3b:00.0, Enclosure 251, SCSI Channe
Vendor: DELL
Model: MD14oe
In Use: false
Drives: 7.277 TB HDD x 12
Devices:

2. FBLLOVMO—SB S LI IO—VAESZHERLT. LT O/NFA—5%HEE L Traidiew
aARVRERTLET .

controller=1 enclosure=251 scheme=archiver commit=1
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R OB X RAIDFLAZER LR ISR RSNDIABTERLTVET .

Properties for /appliance

[raidNew V\Paramelem:' ontroller=1 enclosure=251 scheme=archiver commit=1 ]| send |

Message Help

raidMew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64|251}> Enclosure number of the shelf to clear. Required if the contr
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-indexed-decod
allocate

‘ /appliance ?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=2518scheme=archiver&commit=1

Qutput (or command manual help)

/opt/MegaRAID/perccli/perccliéd /cl add vd ré drives=251:0,251:1,251:2,251:3,251:4,251:5,251:6,251:7,251:8,251:9,251:10,251:11 ra Strip=128
CLI Version = 007.1623.0000.2000 May 17, 2021

Operating system = Linux 3.10.0-1160.66.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. raidrListaVURZEETLT. HILLRAIDFZLAZRIELET .
ROEHRIR RINET .

In Use: TRUE
Devices: <device>(sdc/g&)

Properties for /appliance
[raidList v Parameters: | |[ send |

Message Help

raidList: list drive shelves attached to this appliance
security.roles: appliance.manage

‘ /appliance?msg=raidList&force-content-type=text/plain

Qutput (or command manual help)

Controller @ at PCI Address 18:98.8, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BP14G+EXP
In Use: true
Drives: 1.89 TB HDD x 2
2.182 TB HDD x 2
Devices: sda /dev/disk/by-path/pci-e0@0:18:00.0-s5csi-0
-0

2:0:0
sdb /dev/disk/by-path/pci-@0e@:18:00.0-scsi-0:2:1:0

Controller 1 at PCI Address 3b:00.0, Enclosure 251, SCSI Channel 2
Vendor: DELL
Model: MD14@@
In Use: true
Drives: 7.277 TB HDD x 12
Devices: sdc /dev/disk/by-path/pci-80@0:3b:00.0-scsi-0:2:8:0

4, RDINGA—B—ZIETFE L TpartNewdAYUREEITL. etc/fstabT7AILA I/ N\—T4 3™
b RAUNEERLET .

name=sdc service=archiver volume=archiver commit=1
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Properties for /appliance
[pariNew ~|P i i jver commit=1 Send

Message Help

partNew: make partitions on 3 block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc}> block device name
service - «<string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdeceder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|deceder|packet|hybrid-decoder-meta|logdecodersmall |logdec
hybrid|log-indexed-decoder | logindex}> volume to create

|/appliance7msg=partNewsaforc tent-typ: i i ommit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
/sbin/pucreate -f /dev/sdcl

Physical volume "/dev/sdel" successfully created.
/sbin/vgcreate -f archiverd /dev/sdcl

Volume group “archiverd” successfully created
/sbin/lucreate -y -n database -1 100%FREE archiver®

uiping xfs signature on /dev/archivere/database.

Logical volume “database” created.
/sbin/mkfs.xfs /dev/archivere/database
meta-data=/dev/archivere/database isiz,

agcount=73, agsize=268435424 blks
attr=2, projid3zbit=1
finobt=e, sparse=e

data - blocks=19533659136, imaxpct=1
= swidth=256 blks

naming  =version 2 i ftype=1

log =internal log blocks=521728, version=2

s sunit=32 blks, lazy-count=1
realtime =none extsz=4096  blocks=8, rtextents=o
/bin/mkdir -p /var/metwitness/archiver/database@

/bin/mount /var/netwitness/archiver/database@

5. ROINGA—B—%EFE L TsrvallocaAYUREFE T LT, archiver F—ERIZAR—RZEE| WYY TE
9. INIZKY. archiver—ERE B ICAR L—U AB NS, EfTSNB=URIZCOY—ERDE
BEHINFET.

service=archiver volume=archiver(0 commit=1

NW-PV-B/NW-PV-B-N%{# Fl LT-DecoderMAr L—FE R LE
7.

KDL F)ATIE. Network Decoder®#) 38 7R Ak DF=HIZ. 1 DDIERE B 1k 8K 54 TPowerVaultE [Z
AL—UFERLET .
l. raidListaAvFRZETLET.
a. AVbO—"SFE . I0—CFFF . FRD R4 THAARADERETLEHRLET
ROEFEHEHBRRINET
In Use: FALSE

Devices: <empty>
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b. FSATE . JA X RUOA—%HEZRLFET .
ROFI L. RAIDFLAZEERK §HRTIIR RSNDAIABRERLTLET .

Propemes for /appl\ance

raidList | Parameters: J['send |

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

'/appliance?msg:ra\dL\st&force-content-type:texl/p\am

Output (or command manual help)

Controller @ at PCI Address 18:00.6, Enclosure 64, SCSI Channel 2
Vendor: DP
Model: BPL4G+EXP
In Use: true
Drives: 1.@9 TB HDD x 2
2.182 TB HDD x 2
Devices: sda /dev/disk/by-path/pci-0000:18:90.0-5csi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:18:00.8-scsi-0:2:1:0
Controller 1 at PCI Address 3b:00.0, Enclosure 251, SCSI Channel 2
Vendor: DELL
Model:  MD140©
In Use: false
Drives: 7.277 TB HOD x 8
Devices:

2. BFLEAVAO—SE S EIVIO—CVESEZHEAL T RONFGA—ETraidNewAY VR EE
TLET. R DI IA—DrDINTA—4E

controller=1 enclosure=0 scheme=decoder commit=1
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Scheme Enclosure Type Drives Required Allocation
decoder External 8 or 12or 15 HDDs 3x drives in RAID 5 for decodersmall, all remaining drives in RAID 5 for decoder

log decoder External 8or12or 15HDDs Same as decoder configuration

decoder hot spare External 8or 12 or 15 HDDs 2x drives in RAID 1 for decodersmall, 1 drive as hot spare, all remaining drives in RAID 5 for decoder

log decader hot spare External 8 or 12 or 15 HDDs Same as decoder hot spare configuration

archiver External 8 or 12 or 15HDDs All drives in RAID & for archiver database volume

packet expansion External 8 or 12 or 15 HDDs Al drives in RAID 6 for decoder volums. No drives allocated for decodersmall,

network hybrid External 8 or 12 or 15 HDDs 3x drives in RAID 5 for meta expansion, all remaining drives in RAID 5 for packet expansion

network hybrid Internal S5/ 36 hybrid drive set 2x small HDD RAID 1 for decoder meta, 5x large HDD decoder, 3x large HDD concentrator, 2x SSD index

log hybrid External 8 or 12 or 15 HDDs Half of the drives in RAID 5 for meta expansion, half the drives in RAID 5 for packet expansion

log hybrid Internal S5/ 86 hybrid drive set 2x small HDD RAID 1 for decoder meta, 4x large HDD decoder. 4x large HDD concentrator, 2x $SD index

endpoint hybrid Internal S5/ 56 hybrid drive set 2x small HDD RAID 1 for decoder meta, 4x large HDD RAID 10 for log decoder and endpoint, 4x large HDD RAID 5 for concentrator, 2x SSD index
log indexed decoder  Internal SBE hybrid drive set 10x HDD RAID 6 for log decoder meta and packet, 2x SSD index

Properties for /appliance
raidNew v | Parameters: [controller=1 enclosure=251 scheme=decoder commit=1 ] Send \

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: ©,1}> Controller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 64|251}> Enclosure number of the shelf to clear. Required i
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-ir
expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate

Jappliance ?msg=raidNew&force-content-type=text/plain&controller=18enclosure=251&scheme=decoder&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli/percclié4 /cl add vd r5 drives=251:06,251:1,251:2 ra Strip=128
CLI Version = @07.1623.0000.0000 May 17, 2821

Operating system = Linux 3.10.8-1160.66.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/perccli6d /cl add vd r5 drives=251:3,251:4,251:5,251:6,251:7 ra Strip=128
CLI Version = 007.1623.0000.0060 May 17, 2821

Operating system = Linux 3.10.8-1160.66.1.el17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

1832 E SFSATEIX12F SM JPowerVaultDAF L—F8 B O F A FI



RRL— HAER

3. partNewdVURZEEITLT. XD/\TA—F—Tdecodersmall/  \—T 423 & P ITHER LET
( decoder dir+ index. metadb. sessiondb) ( #& #] DIV E— 4, SDC. SDD) .

name=sdc service=decoder volume=decodersmall commit=1

Properties for /appliance

partNew v | Parameters: | name=sdc service=decoder volume=decodersmall commit=1 Send

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta|logdecodersma
logdecoder-meta|archiver |hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

.fappl\ance'?msg=partNew&force-cnn\enl-typa=texh‘pla\n&name=sdc&serwca=decoder&volume=dec0dersmal\&cnmm\l=1
Qutput (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM % 1@0%
fsbin/pvcreate -f /dev/sdcl

Physical volume "/dev/sdcl" successfully created.
/sbin/vgcreate -f decodersmall /dev/sdcl

Volume group "decodersmall" successfully created
/sbin/lvcreate -y -n decoroot -L 18G decedersmall

Logical volume “"decoroot” created.
/sbin/mkfs.xfs /dev/decodersmall/decoroat
meta-data=/dev/decodersmall/decoroot isize=512 agcount=16, agsize=163868 blks
sectsz=512 attr=2, projid32bit=1
cre=1 finobt=@, sparse=0

data bsize=4896 blocks=2628928, imaxpct=25
= swidth=64 blks
naming =version 2 bsize=4896 ascii-ci=8 ftype=1
log =internal log bsize-4096  blocks=256@, version=2
= sectsz=512  sunit=32 blks, lazy-count=1
realtime =none extsz=4896 blocks=8, rtextents=e

/bin/mkdir -p /var/netwitness/decoder

/bin/mount /var/netwitness/decoder

/sbin/lvcreate -y -n index -L 38G decodersmall
Wiping xfs signature on /dev/decodersmall/index.

4. partNewdYURZEEITLT. LT O/\GA—2—T decoderiR!)2—LZ%4E B LE 9 ( packetddb) ( &
M DHIHO— ., SDC. SDD) .

name==sdd service=decoder volume=decoder commit=1
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Properties for /appliance i
[partNew v | Parameters: | name=sdd service=decoder volume=decoder commit=1 | send ‘

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-m
logdecoder-meta|archiver|hybrid-concentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

Ifappl\aﬂce?msg:panNew&force—conlem—type=texvp\am&name:s.dd&serwce:decoder&vo\ume=decoder&commn=1
Qutput (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM @% 106%
/sbin/pvcreate -f /dev/sddl
Wiping xfs signature on /dev/sddl.
Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f decoder /dev/sddl
Volume group "decoder" successfully created
/sbin/lvcreate -y -n packetdb -1 18@X%FREE decoder
Logical volume "packetdb" created.
/sbin/mkfs.xfs /dev/decoder/packetdb
meta-data=/dev/decoder/packetdb isize=512 agcount=32, agsize=244170720 blks
= sectsz=512  attr=2, projid32bit=1

= crc=1 finobt=8, sparse=0
data = bsize=4096 blocks=7813463040, imaxpct=5
= sunit=32 swidth=128 blks
naming  =version 2 bsize=4896  ascii-ci=@ ftype=1
log =internal log bsize=4096 blocks=521728, version=2
= sectsz=512  sunit=32 blks, lazy-count=1
realtime =none extsz=4896 blocks=8, rtextents=0

/bin/mkdir -p /var/netwitness/decoder/packetdb
/bin/mount /var/netwitness/decoder/packetdb
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5. ROINGA—BTsrvallocARURERTLT S—EABR R E TR L—UEHEEMLE
—d_o

e service=decoder volume=decodersmall commit=1

Properties for /appliance
srvAlloc v |Parameters: | service=decoder volume=decodersmall commit=1 Send

Message Help

srvAlloc: apply volume group storage to a service on this appliance
security.roles: appliance.manage
parameters:

service - <string, {enum-one:The value must be one of the following: archiver|concentrater|decoder|logdecoder}> service that will use storage
volume - ¢string, {enum-one:The value must be one of the following: decoder|decodersmall|netwitness vge@}s volume group name
commit - <beol, optional> commit changes

/appliance?msg=srvAlloc&force-content-type=text/plain&service=decoder&volume=decodersmall&commit=1
Output (or command manual help)
Set /database/config/meta.dir to /var/netwitness/decoder/metadb==13.23 TB

Set /database/config/session.dir to /var/netwitness/decoder/sessiondb==569.72 GB
Set /index/config/index.dir to /var/netwitness/decoder/index==28.48 GB

e service=decoder volume=decoder commit=1

Properties for fappliance
[srvalloe ] Parameters: [service=decoder volume=decoder commit=1 ][ send |

Message Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwitness_vg@@}> volume group name
commit - <bool, optional> commit changes

| fappliance?msg=srvAlloc&force-content-type=text/plain&service=decoder&volume=decoder&commit=1
Output (or command manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==27.65 TB
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NW-PV-C/NW-PV-C-N%{& FH LT=Concentrator®X L— D
|57

R D F)ATIE. Network Concentrator®$) 3B 7R X+ DF=6DIZ. 1 DDIERE B £ 8K 54 TPowerVault
LIZRRL—D %R LET

l. raidListaAYRZETLET.

a. AVhO—5FF . I I0—CAB S FRHE . RS47. T/ RADERETLHLET
ROBERIR TSINFET .

In Use: FALSE

Devices: <empty>
b. FSATH. YA X RUF—%FEZELFET .
ROBIE RAIDTLAZER T ARINIR REINOIABZRLTLFET .

Output (or command manual help)

Controller © at PCI Address 18:00.0, Enclosure 64, SCSI Channel 2

Vendor: DP

Model: BPL4G+EXP

In Use: true

Drives: 1.09 TB HDD x 2
2,182 TB HDD x 2

Devices: sda /dev/disk/by-path/pci-0000:18:00.08-5csi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:18:00.0-scsi-0:2:1:0

1

Controller 1 at PCI Address 3b:00.8, Enclosure 251, SCSI Channe.
Vendor: DELL
Model: MD1400
In Use: false
Drives: 1.746 TB SSD x 2
7.277 TB HDD x 6
Devices:

2

2. BBl D—SE T LI IOV B S EXHERALT. RO/NTGA—FTraidNewdIVREFE
TLET.

controller=1 enclosure=251 scheme=concentrator commit=1
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R OB X RAIDDTZLAZERLIZR ISR RSNDIABTERLTNET .

Properties for /appliance
raidNew | Faramelers"conlro\\er=1 enclosure=251 scheme=concentrator commit=1 Send ‘

Message Help

scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hyl
expansion|decoder-hotspare|logdecoder-hotspare}> Type of RAID volumes to allocate

preferSecure - <bool, optional, {bool:The value must be one of the following acceptable boolean values: ©,1,yes,no,true,false,on,o
drives and a controller with a security key set

commit - <bool, optional> commit changes

fappliance ?msg=raidNew&force-content-type=text/plain&controller=18&enclosure=251&scheme=concentrator&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli/perccli6d /cl add vd rl drives=251:0,251:1 ra Strip=128
CLI Version = 007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.8-1168.66.1.e17.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

/opt/MegaRAID/perccli/percclifd /cl add vd ré drives=251:2,251:3,251:4,251:5,251:6,251:7 ra Strip=128
CLI Version = ©007.1623.0000.0000 May 17, 2021

Operating system = Linux 3.10.8-1166.66.1.el7.x86_64

Controller = 1

Status = Success

Description = Add VD Succeeded.

3. partNewdVURZEZEITLT. RD/\TA—FTconcentrator/ \—74> 3 A IVERRLET
concentrator’R')1—Al&. index’R)1—LDRTERTABLELAHYET . ZOLEMES X T
S—hEELET.
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name=sdd service=concentrator volume=concentrator commit=1
Properties for /appliance
| partNew

~ | Parameters: | name=sdd service=concentrator velume=concentrator commit=1 Send ‘

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-cne:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta|logdecodersma
logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create

| lappliance?msg=pariNew&force-content-type=text/plain&name=sdd&service=concentrator&volume=concentrator&commit=1

Qutput (or command manual help)

/sbin/parted -s /dev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM €% 108%
/sbin/pvcreate -f /dev/sddl

Physical volume "/dev/sddl" successfully created.
/sbin/vgcreate -f concentrator /dev/sddl

Volume group "concentrator" successfully created
/sbin/lvcreate -y -n root -L 36G concentrator

Wiping xfs signature en /dev/concentrator/root.

Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512 agcount=16, agsize=491488 blks
attr=2, projid32bit=1
finobt=8, sparse=@

sectsz=512

data =

blocks=7863808, imaxpct=25
= swidth=128 blks
naming  =version 2 bsize=4@96 ascii-ci=8 ftype=1

4. partNewATURZEETL T RO/NGA—FA—TSSDITAVTYIREER LET .
name=sdc

Properties for /appliance
partNew v ( =

service=concentrator volume=index commit=1

1 ]| send

Message Help

partNew: make partitions on a block device
security.roles: appliance.manage
paraneters:
name - <string, {enun-one:The value must be one of the following: sdc|sdd)> block device na
service - <string, {enun-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

olume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder |packet|hybrid-decoder-meta|logdeco
logdecoder-meta|archiver | hybrid-concentrator |endpoint-log-hybrid| log-indexed-decoder | logindex}> volume to cre:

pp P 1
Output (or command manual help)
/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
Isbin/pvcreate -f /dev/sdcl
Physical volume "/dev/sdc1” successfully created.
/sbin/vgcreate -f index /dev/sdcl
Volune group "index" successfully created
/sbin/lvcreate -y -n index -1 100%FREE index
Wiping xfs signature on /dev/index/index.
Logical volume "index" created.
/sbin/nkfs.xfs /dev/index/index
meta-data=/dev/index/index

isize=512  agcount=32, agsize=14646240 blks
sectsz=512  attr=2, projid3zbit=1
cr finobt=0, sparse=o
data bsize=4096  blocks=468679680, imaxpct=5
sun swidth=32 blks
naming bsize=4096  ascii-ci=0 ftype-1
1o bsize=4096  blocks=228864, version=2
sectsz=512  sunit=32 blks, lazy-count=1
realtine ext:

96 blocks=0, rtextents=0
-p /var/netwitness/concentrator/index
/var/netuitness/concentrator/index

/bin/mkdir
/bin/mount

5. RONGA—B—%HE L TsrvallocaARURERITLET

service=concentrator volume=concentrator commit=1
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NW-PV-D/NW-PV-D-N%{£ FH LT=Concentrator®X L— Dt
|57

R DL F1ATIE. Log Decoder Hybrid ¥ 3 7RRk DF=8OI1Z. 1 DDIE B 5 b 12K 541 T PowerVault
FIZRRL—CZFERLET

1. raidListaAYRZEETLET.

a. APO—SFS . I/0—CFFS ERAP.FSM4T7. THIRDERELHELET .
ROBEHEIRTSNFET

In Use: FALSE
Devices: <empty>
b. FSAT8 . B4R RUA—ZRERLET.
R OB X RAIDTVLAZEERL T HATNIR RSNDIABTERLTVET .

Properties for /appliance

[raidList V]| P: [ [ send

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

[/appliance?msgqa idList&force-content-type=text/plain

Output (or command manual help)

Controller @ at PCI Address ©2:00.0, Enclosure 32

Vendor: DP

Model: BP13G+EXP

In Use: true

Drives: 931.512 GB HDD x 2
1.819 TB HDD x 2

Devices: sda /dev/disk/by-path/pci-0800:02:00.08-scsi-0:2:0:0
sdb /dev/disk/by-path/pci-0000:02:00.0-scsi-0:2:1:0

Controller 1 at PCI Address ©3:00.0, Enclosure 108
Vendor: DELL
Model: MD1408
In Use: false
Drives: 1.455 TB SSD x 3
10.692 TB HDD x 9
Devices:
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EERLIOVE—SE S LTV I0—DXESEEMLT LT O/NSA—3%HEE L Traidiew
OvUREERITLET .
controller=1 enclosure=108 scheme=concentrator commit=1

R DB E RAIDFULAZER LR ISR RESNDAABTERLTVET .

Properties for /appliance
|raidNew - | Parameters: | controller=1 enclosure=108 scheme=concentrator commit=1 Send

Message Help

raidNew: allocate RAID devices in a drive shelf
security.roles: appliance.manage
parameters:
controller - <uint32, {enum-one:The value must be one of the following: @,1}> Contreller the shelf is attached to
enclosure - <uint32, optional, {enum-one:The value must be one of the following: 32|188}> Enclosure number of the shelf to clear. Required i
scheme - <string, {enum-one:The value must be one of the following: decoder|logdecoder|concentrator|archiver|network-hybrid|log-hybrid|log-in
expansion|decoder-hotspare | logdecoder-hotspare}> Type of RAID velumes to allocate

| fappliance?msg=raidNew&force-content-type=text/plain&controller=1&enclosure=108&scheme=concentrator&commit=1

Output (or command manual help)

/opt/MegaRAID/perccli/perccli6d /cl add vd r5 drives=108:0,188:1,108:2 ra Strip=128
Controller = 1

Status = Success

Description = Add VD Succeeded

/opt/MegaRAID/perccli/percclied /cl add vd ré drives=108:3,108:4,108:5,108:6,108:7,108:8,108:9,108:10,108:11 ra Strip=128
Controller = 1
Status = Success

Description = Add VD Succeeded

partNewdYUREEITLT. RD/\SA—SF—Tconcentrator/ \—7 43V I [TAER LET .
concentratorrRJa—L(&. index’RYa—LDFTNIZ/ER THALEAHYFT . ZH5LEMER (X T
S—hFEELET.

name=sdd service=concentrator volume=concentrator commit=1
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Properties for /appliance
partNew v | Parameters: | r service=concentrator volume=concentrator commit=1 Send

Message Help
o e

security.roles: appliance.manage
parameters:

name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name

service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder |packet |hybrid-decoder-meta|logdecodersmall|l
logdecoder-meta|archiver|hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder | logindex}> volume to create

commit - <bool, optional> commit changes

Jappliance?msg=partNew&force-content-type=text/plain&name=sddé&service=concentrator&volume=concentrator&commit=1
Output (or command manual help)

/sbin/parted -s fdev/sdd mklabel gpt
/sbin/parted -s -a optimal /dev/sdd mkpart LVM % 106%
/sbin/pvcreate -f /dev/sddl
Physical volume "/dev/sdd1" successfully created.
/sbin/vgcreate - concentrator /dev/sddl
Volume group "concentrator” successfully created
/sbin/lvcreate -y -n root -L 308G concentrator
Wiping xfs signature on /dev/concentrator/root.
Logical volume "root" created.
/sbin/mkfs.xfs /dev/concentrator/root
meta-data=/dev/concentrator/root isize=512  agcount=4, agsize-1966@88 blks
- sectsz=4896 attr=2, projid3zbit=1

= eres: finobt=0, sparse=@
data B bsize=4896  blocks=7864320, imaxpct=25
= sunit=@ swidth=@ blks
naming ersion 2 bsize=4096 ascii-ci=d ftype=1
log =internal log bsize=4896  blocks=384@, version=2
= sectsz=4896 sunit=1 blks, lazy-count=1
realtime =none extsz=4896  blocks=8, rtextents=6

/bin/mkdir -p /var/netwitness/concentrator
/bin/mount /var/netwitness/concentrator
/shbin/lvcreate -y -n sessiondb -1 10%FREE concentrater

4, partNewdAVYUKRZEETLT. ROD/INGA—F—TSSDIZATYIREERR LET .

name=sdc service=concentrator volume=index commit=1
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Properties for /appliance
[parlNew ~ | Parameters: | name=sdc service=concentrator volume=index commit=1 | Send ‘

Message Help
B
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdc|sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta
logdecoder-meta|archiver|hybrid-cencentrator |endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

‘ Jappliance?msg=partNewaforce-content-type=text/plain&name=sdc&service=concentrator&volume=index&commit=1

Output (or command manual help)

/sbin/parted -s /dev/sdc mklabel gpt
/sbin/parted -s -a optimal /dev/sdc mkpart LVM 0% 100%
/sbin/pvcreate -f /dev/sdcl

Physical volume "/dev/sdcl" successfully created.
/sbin/vgereate -f index /dev/sdcl

Volume group "index" successfully created
/sbin/lvcreate -y -n index -1 18@%FREE index

Wiping xfs signature on /dev/index/index.

Logical volume "index" created.
/sbin/mkfs.xfs /dev/index/index
meta-data=/dev/index/index isize=512 agcount=4, agsize=195280640 blks

= sectsz=4096 attr=2, projid32bit=1

cre=1 finobt=8, sparse=8
blocks=781122560, imaxpct=5
swidth=@ blks
ascii-ci=e ftype=1
blocks=381487, version=2
sectsz=4696 sunit=1 blks, lazy-count=1
realtime =none extsz=4096 blocks=0, rtextents=e
/bin/mkdir -p /var/netwitness/concentrator/index
/bin/mount /var/netwitness/concentrator/index

5. ROINGA—BEI/TE L TsrvallocaAI R EETLET.

service=concentrator volume=concentrator commit=1
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T 8&F A% T4RY Ik DR L— 4 B DL F)A DA

COfFERTIX, TRSAT /\voDTOYT TINARADE R 1 93V THRBALI=AZ T4RD k%,
LL T O 2 F1)ATNetwork DecoderDi=OIHE LT 55 EDHIZRLET .

o AADH HLERIEHR ANL—UREL
e Network Decoder@PowerVault Ak L—U B & DiEx K1k

AE2DH( 13y — RAID 5L THE R LT=34 MSEDK S517)

Network Decoder®decodersmalliR)a—LEL T 1DDAR TR IR TS :

¥

1.Log Decoder®#& Bk [&. Network Decoder®#& Rl [Z£8 8L L TLVET . Log Decoderl I3t s 97 50—
EX% LR)1— LB FE EH AT,

2.1DDAR TARY 13991&. RAIDS(3R547) EL TR St 2DDAZ TARY 1\99( 6K 547)
[FRAID6EL THERL SNET .

32DDAR TARY INVIZERERR LTSN 2D DAZ TR 1399 EB ML TLSEEIL. R
FSATDIE (T DRTYTS) B IS, @749 XAk F B Z2E AL TS0,

Series 6( Dell R640) 7T SATURTIlE A2 K547 139 T4RIMRAYR 4, 5. 6IZB Y (54T
WET . RERSATHERK T, a2 0—S5—IDETIO—C¥ID(EID) 244 E 320 ENHYET .
Series 67 FSA T ATHAV S O—5—IDEILHA—TvIDIE. 08K 64T A §_RTOHH—/3—IC
AV AR —)LEN TV Snwraidtool.py AP T+ . Fizl&. LT DRTYF IR PercCLIAYUR T, Th
bDIDE S EHE THENTEFT .

ARSI IR—UNERRE TS ¢

1. P& 3>k B—35—( PERC H740P Mini/PERC H750) DIk O—5—ID( Ctl) ¥ ELFET . XD
Tl vk B—5—IDIF"0"T. BB T/MIAIFRREINTVET . RSITHIIPDOT IZK
RENFEJ.

/opt/MegaRAID/perccli/perccli6d show
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[root@l17Decoder ~]# [opt/MegaRAID/perccli/perccli64 show
Status Code = ©

Status = Success

Description = None

Number of Controllers = 2

Host Name = 117Decoder

Operating System = Linux 3.10.0-1160.36.2.el7.x86_64
StoreLib IT Version = 07.0400.0200.0400

StoreLib IR3 Version = 15.50-0

view :

ctl Model Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS

© PERCH740PMini B (<] [ ] 0 Opt On
ter 0 1 @ Opt On

Ctl=Controller Index|DGs=Drive groups|VDs=Virtual drives|Fld=Failed
PDs=Physical drives|DNOpt=DG NotOptimal|VNOpt=VD NotOptimal|Opt=Optimal
Msng=Missing|Dgd=Degraded |NdAtn=Need Attention|Unkwn=Unknown

cheduled Patrol Read|DS=DimmersSwitch|EHS=Emergency Hot Spare
Y=Yes |N=No |ASOs=Advanced Software Options|BBU=Battery backup unit
Hlth=Health|Safe=Safe-mode boot

2. avkA—3"0"OIYA—U¥ID(EID) 4 ELFET . CDIHFE - EIDIX"64"T. B8 T/\(F14k
RININTLWET,

/opt/MegaRAID/perccli/perccli6ed /cO0 /eall show

[root@ll7Decoder ~]# [opt/MegaRAID/perccli/perccli6d4 /c® [eall show
Controller = ©

Status = Success

Description = None

Properties

EID State Slots PD PS Fans TSs Alms SIM Port#

EID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count|
TSs-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

3. aYk B—5—PERC H740P Mini_t DF LLIAR TA4RY F9b T4 RIDRAAVL FE S ( AAYL
A~NEHFTELET . INLDRSATIE. EDRSA4T JIL—T(DG) IZHE L TLWEEA. b
KSA47D DG1FIIZIE"-"(Fvia) . Btate] 5] [ZIE"UGood"A. BED] ME (X'Y"&ER RENFE
T, BB T/ MIMIRIRINF-IUMN)—FRER LTS,
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[root@l16S6Corel ~]# /opt/MegaRAID/perccli/percclibd /c@ /eall /sall show
Controller

Status
Descriptio Su

SED PI SeSz Model

L
-

ST1200MMOO69

ST1200MMOO69

ST2400MMO149

ST2400MMO 149

ST2400MMO 149

2. ! ST2400MMO 149

UGood - 2.182 ST2400MMO 149
UGood . ST2400MMO 149
UGood 2. 2B ST2400MMO149
ST2400MMO149

EID-Enclosure Device ID|Slt-Slot No.|DID-Device ID|DG-DriveGroup
DHS-Dedicated Hot Spare|UGood-Unconfigured Good|GHS-Global Hotspare
UBad-Unconfigured Bad|Onln-Online|0ffln-0ffline|Intf-Interface

Med-Media Type|SED-Self Encryptive Drive|PI-Protection Info

SeSz-Sector Size|Sp-Spun|U-Up|D-Down/PowerSave|T-Transition|F-Foreign
UGUnsp-Unsupported|UGShld-UnConfigured shielded|HSPShld-Hotspare shielded
CFShld-Configured shielded|Cpybck-CopyBack|CBShld-Copyback Shielded

4. OS&ENetWitnesshME B 9 57K A DEEfF DT OVY T/ Z( sdaksdb) Z4F E LFS . Msblkjaw>
REEFTLTIOVY TIMREZ—ERRLET.
1sblk

[root@116S6Corel ~]# lsblk
NAME
sda
sdal
sda2 gz
netwitness_vg00-root 253:

-

TYPE MOUNTPOINT

disk

part /boot

part

lvm /

lvm [SWAP]

lvm /var/netwitness
lvm /var/log

lvm /home

disk

Elm

lvm /var/netwitness

B YA FHF=A % T4 R b (ROYR4. 5. 6) L DIRBRSATEER TS .

5. LT OARUR TRAVM A~ 6DTARVEFEALT. AE AV B—5—L (HRBRS/4T/R 547
JIN—TJ(DG) EERLET .

/opt/MegaRAID/perccli/perccli6d /c0 add vd type=raid5 drives=64:4-6
strip=128

netwitness vg0O-swap 2337
netwitness_vg00-nwhome 253:
netwitness_vg0@0-varlog 253:
netwitness_vg00-usrhome 253:

8:

PR WNEPE,ONEO

~ ;"
[cNoNoloNoNoNololoNoN ol

[cloNoNoNoNo oo ol oo

P
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[root@ll?Decod;r ~]# jopt/MegaRAID/perccli/perccli6d4 [cO® add vd type=raid5 drives=64:4-6 strip=128
Controller = @
Status = Success

Description = Add VD Succeeded

6. HLIMRERS4T1E. DGl/ [VDIBIDTIZ2R"ERFTENFT . BB T/NAISMFRTENT=
I R)—%REER L TIEELY.,

/opt/MegaRAID/perccli/perccli6ed /cO0 /vall show

root@ll7Decoder perccli]#
ontroller = ©

= Success
Description = None

DG/VD TYPE State

RAID1 Optl ; OFF 1.090 TB
RAID1 Optl OFF 2.182 TB
RAID5 Optl RN es W - OFF 4.365 TB

ac=CacheCade |Rec=Recovery |0fLn=0ffLine|Pdgd=Partially Degraded|Dgrd=Degraded
Dpt1l=0ptimal |RO=Read Only|RW=Read Write|HD=Hidden|TRANS=TransportReady|B=Blocked|
onsist=Consistent|R=Read Ahead Always|NR=No Read Ahead|WB=WriteBack]|

WB=Force WriteBack|WT=WriteThrough|C=Cached I0|D=Direct I0|sCC=Scheduled

heck Consistency

7. AN EOFHLWVIOYY TIAZRERELET . TAvY T304 & NAME] S ISR REShE
T . COBITIE FHLLWITEYY TR RIF"sdc" TG . CDTAYY TN R% (L ANL—DEE AL
FTHEEITBHETY . "Isblk"EEALTIOVY T/ (RE-—ERRLET. RET/MIILRT
ST )RR L TSN

1sblk

[root@l17Decoder percclil]# lsblk
NAME MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda 8:0 0 1.1T © disk

Esdal 1G part [boot
sda2 256M part [boot/efi
sda3

netwitness_wgoo-root

il
2
3 1.17 part

] 306 lvm f
netwitness_vg@0-swap 1 4G lvm [SWAP]
netwitness_vg08-nwhome 2
netwitness_wvg@@-varlog 253:3 lvm fvar/log

4 lvm [home

1 disk

1 part

2 lvm [fvar/netwitness

3 disk

3.2T lvm [var/netwitness
netwitness_wvg00-usrhome

sdb
Lsdb1

Lnetwitness_vg@e-nwhome
sdc

2000000000000
0000000 CQ@

8. SEI(X. LEDTOYY T/ L R% . Network Decoder@®decodersmallEL THE L § 20 E ABHYE
9. REST APIZ{# F (#§l ‘https://<HostIP>:50106. HostIP[&. decoderrRAk MIP7K L R) &% A
LT. BEFEDRAIDYRFEEFLET . A2 TA4RY Tk TR IS TEH5TAV TI(REITEEL
TLIZELY. COH & [E"sdc"TY .

FE 2DOH DAZ TARY YR EE R LTLWSIE S (X, 700 T/ ZRHVsdd" [T YET .
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10.

Properties for /appliance
raidlist | Parameters: Send

Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

lappliance ?msg=raidList&force-content-type=text/plain

Qutput {or ¢ manual help)

Controller @ at PCI Address 18:02.8, Enclosure 64

Vendor: DP

Model: BP14G+EXP

In Use: true

Drives: 1.85 TB HDD x 2
2,182 TB HDD x &

Devices: sda fdev/disk/by-path/pci-0000:18:00.8-5c5i-0:2:8: e
sdb [dev/disk/by-path/pci-0@08:18:80.8-scsi-
sde fdev/disk/by-path/pci-0008:18:00.8-scsi-B:2:2: B

RDINGA—B—%E AL T, decoderF—ERDTOVY TN R(‘sde’) [T3\—T4>avaEpLE
j- o

name=sdc service=decoder volume=decodersmall commit=1

For logdecoder use: name=sdc service=logdecoder volume=logdecodersmall

commit=1

X 208 DAZ T4RY XU EFHE L TULVSIE & (K. decoderDiR)a—LihY decodersmall0’ |78
YZET . logdecoder®i5 & [d'logdecodersmall)' TY .

Properties for fappliance
partiew - mall commit=1 Send

Message Help

partew: make partitions on a block device
security.roles: appliance.manage

parameters:
name - ¢string, {enum-one:The value must be one of the following: sdc}> block device name
service - <string, {anum-one:The valus must be one of the following: archiver| |decodar| logdacedar)> service that will use storage

volume - <string, optional, {enum-cne:The value must be one of the following: concentrator|index|decodersmall|deceder|packet|hybrid-decoder-metallogdecodersmall | logdeceder|logpacket |hybeid-
logdecoder-meta | archiver | hybrid-concentrator|endpoint-log-hybrid| log-indexed-decoder | logindex}> voluse to create

g il-type=text W=SOCASENVIC 1

Cutput (or command manual help)

fsbinfparted -s fdev/sdc mklabel gpt
{sbinfparted -3 -a optimal /dew/sdc mkpart LVM 8% 100%
{sbinfpucreate -f /dev/sdcl
Physical volume "/dev/sdcl” successfully created.
fsbinfvgereate -f decodersmall /dev/sdcl
volume group “decodersmall” successfully created
/sbin/lvcreate -y -n decorcot -l 108G decodersmall
Wiping LVM2_menber signature on /dev/decodersmall/decorcot.
Logical wluﬂe “decoraot” created,
Isbm.‘nkl’s #fs [dev/decodersmall/decoroot

mall/d o isizess1z  sgcount=16, agsize=163805 blks
= attr=2, proj it=1
= cre=1 finobt=a, sp:ru-.o
data = bsizes2885  blocks=2620928, imaxpcts2S
- sunit=32 swidth=64 blks
naming  sversion 2 bsizes40%6 ascii-cis=@ Ftypesl
log =internal log bsizes20%6  blocks=2568, versions2
. sectszs512  sunit=32 blks, lazy-counts=1
realtise =none extsz=dd®6  blocks=@, rtextents=@

fbin/akdir -p fvar/netwitness/decoder
/bin/mount fvar/netwitness/decoder
/sbinflvereate -v -n index -L 38G decodersmall

”srvAlloc"Z{# F L TdecodersmallZDecodert—ERIZE| Y TET .

service=decoder volume=decodersmall commit=1

7E logdecoderMiz & service=logdecoder volume=logdecodersmall commit=1
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Properties for (appliance
srvilioc v |P sef decoder volume=decodersmall commit=1 Send

Message Help

srvAlloc: apply volume group storage to a service on this appliance
es: appliance.manage

alue must be one of the follow r H-mr-l ntrator |d scoder | logdecoder}> service that will use storage
alue must be one of the rollo ein g J ecodersmall | I. itness_vgd@}> volume group name

appliance?msg=srvAlloc&force-content-typ plain&service=decodervolume=decodersmall&commit=1

Cutput {or command manual help)

Set (database/config/met
Set -’d.lr..Jb.J Lu.onF
Set [i

6. 320K
630 2TM
636G i
3806 3.4G
1619M BBM
256M 8.0K

0-nwhome 3.3T 655M

PowerVault Ak L—U B 8 O KB (158 vk — RAID 560 THERK
L71=3& MDSEDK S547)

IDDA% TR vk % . Network Decoder@decodersmallriz!)1—LiEL THE A L TPowerVaultX
fL—IFmRKIELFET .

pe

LARRN T5UT4R — 1~ 48 DPowerVaultZig L L TLBEEL. 1DDAZ T4RY Fub %
5~ 8& MPowerVaultZ#g B L TLBEE (L. 2DDAR TARY FINEHEEHLET(F T3
o

2.Log Decoder®#& A [&. Network Decoder®is A% IZ#8 L L TLYET . Log Decoderl 23t s 9%
Y—ERE &Ra1— LR ZE FH A TS,

31DDAR TA4RY FUk [, RAIDS( 3|~“347‘) ELTRHE RSN, 2DDAZ TA4RY Fuk (6K 54
D) [FRAID6EL THE L SNET .

4 2’30))"5’ TARY TR EE R LTS, 2DE DA TA4RY FIbEEB ML TLSEEE. R
BRSATDER (T DRTYFS) B I, BU T4 RY ROV FE B 2 A L T3,

Series 6( Dell R640) TIZATURTIE A2 R5A4T 1309 T4RIHRAYR 4, 5, 6IZB Y1 IT50
TWEY . REF ST IS, a2 b B—5—IDETLIO—UXID(EID) Z45 E § 2 EAHYE
9. Series 67 T IA T ATHAV S A—5—IDETHYO—2XIDIE. 08 L4 TT AN ITH
Y—/\—ZA VR —)LEN TV Snwraidtool.py RO Tk . F=l&. KL T DRATYF IR 9 PercCLIO
7/" <. uhbo)IDg = %EE fits ?’%)g&fJ"C%iT

ahO—S5—/TO0—%%ERE TS -
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1. A E a2k B—5—(PERC H740P Mini/PERC H750) (At A—5—ID(Ctl) #4F ELFET . X
0) flg;n:y_; A—Z—IDIE"0"T. BB T/ MM RREINTVET . FSATHIIPDOTF
[CRTRINFT .

/opt/MegaRAID/perccli/perccli6d show

[root@l17Decoder ~1# fopt/MegaRAID/perccli/perccli6d show
Status Code = 0

Status = Success

Description = None

Number of Controllers = 2

Host Name = 117Decoder

Operating System = Linux 3.10.0-1160.36.2.el7.x86_64
StoreLib IT Version = 07.0400.0200.0400

StoreLib IR3 Version = 15.50-0

Ports PDs DGs DNOpt VDs VNOpt BBU sPR DS EHS ASOs Hlth

© PERCH ini B (<] [ ] O Opt On - N 0 Opt
p 0 1 @ Opt On - N 0 Opt

Ctl=Controller Index|DGs=Drive groups|VDs=Virtual drives|Fld=Failed
PDs=Physical drives|DNOpt=DG NotOptimal|VNOpt=VD NotOptimal|Opt=0Optimal
Msng=Missing|Dgd=Degraded|NdAtn=Need Attention|Unkwn=Unknown

¥Y=Yes |N=No|AsOs=Advanced Software Options|BBU=Battery backup unit
Hlth=Health|safe=Safe-mode boot

2. AvkA—3"0"DIYA—U¥ID(EID) #5F ELFET . CDIHE . EIDIX"64"TY(H & T/
FA1hRR) .
/opt/MegaRAID/perccli/perccli6d /c0 /eall show
[root@ll7Decoder ~]# /opt/MegaRAID/perccli/perccli64 /[cO® /eall show
Controller = @

= Success
Description = None

Properties :

EID State Slots PD PS Fans TSs Alms SIM Port#

EID-Enclosure Device ID |PD-Physical drive count |PS-Power Supply count|
TSs-Temperature sensor count |Alms-Alarm count |SIM-SIM Count

3. Ak O—5—PERC H740P Mini_t ®% LL\AS T4RY ok TARIDOAOVEE S ( AOVk
AI~NERTELET. INSDRSATIE EDRSA4T JIL—TF(DG) IZHE L TLWERA. b
DESA4TD DGIHNZIF"-"( Ay a) . Btate] B IZIEX"UGood"HY. BED]DfE [F"Y"ER RS
NFET. EET/N\AIMMRRSINIZTUM)—ZRE R L TGN,
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[root@l16S6Corel ~]# /opt/MegaRAID/perccli/percclib4 /c0® /eall /sall show
Controller = 0@

Show Drive Informa

SED PI

ST1200MMEO69

ST1200MMOO69

ST2400MMO 149

. ST2400MMO 149

UGood 2. 18. ST2400MMO 149
UGood 2.182 ST2400MMO 149
UGood . 182 ST2400MMO149
UGood . ST2400MMO 149
UGood 2. 2B ST2400MMO149
ST2400MMO 149

EID-Enclosure Device ID|Slt-Slot No.|DID-Device ID|DG-DriveGroup
DHS-Dedicated Hot Spare|UGood-Unconfigured Good|GHS-Global Hotspare
UBad-Unconfigured Bad|Onln-Online|O0ffln-Offline|Intf-Interface

Med-Media Type|SED-Self Encryptive Drive|PI-Protection Info

SeSz-Sector Size|Sp-Spun|U-Up|D-Down/PowerSave|T-Transition|F-Foreign
UGUnsp-Unsupported|UGShld-UnConfigured shielded|HSPShld-Hotspare shielded
CFShld-Configured shielded|Cpybck-CopyBack|CBShld-Copyback Shielded

4. OS&ENetWitnesshME F 975K DEEF DT OYY T/ R(sdaksdb) Z4F E LFET . [sblk =
YUREERFTLTIOVY TIMMRE—ERRLET .
1sblk

[root@11656Corel ~]# 1lsblk
NAME
sda
tsdal
sda2
netwitness_vg00-root
netwitness vg00-swap
netwitness_vg00-nwhome
netwitness_vg00-varlog
netwitness_vg00-usrhome
sdb
L-sdb1
L-netwitness_vg00-nwhome

_,
pr
=
=

SIZE RO TYPE MOUNTPOINT

disk

part /boot

part

lvm /

lvm [SWAP]

lvm /var/netwitness
lvm /var/log

lvm /home

disk

part

lvm /var/netwitness

U [FH=A8 13959 T4RI(AOYR 4. 5. 6) L DIRBRSATEERE T3 :

5. LT @QATUk TRAAYN A~ 6DTARAYZFER LT RE Vb O—5—L(HRBFS1T/FS
147 JIL—F(DG) R LET .

/opt/MegaRAID/perccli/perccli6ed /cO0 add vd type=raid5 drives=64:4-6
strip=128

~

:0
:1
-
H
mol
-7
23
:4
- |
:1
-7

[=NoNo o oo ool oo
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[root@ll?Decod;r ~]# Jopt/MegaRAID/perccli/perccli6d fc@ add vd type=raid5 drives=64:4-6 strip=128
Controller = @
Status = Success

Description = Add VD Succeeded

6. HLIMRERS4T1&. DG/ [VDIFIDTFIZ22"(E & T/NAFMh R R) ER RShFET .
/opt/MegaRAID/perccli/perccli6d /c0 /vall show

[root@l17Decoder ~]1# /Jopt/MegaRAID/perccli/perccli6s /c@ /fvall show
Controller = @

Status = Success

Description = None

Virtual Drives :

RAID1 Optl OFF 1.090 TB
RAID1 Optl OFF 2.182 TB
RAIDS Optl OFF 4.365 TB

Cac=CacheCade |Rec=Recovery|0fLn=0ffLine|Pdgd=Partially Degraded|Dgrd=Degraded
Optl=0Optimal|RO=Read Only|RW=Read Write|HD=Hidden|TRANS=TransportReady|B=Blocked|
Consist=Consistent|R=Read Ahead Always|NR=No Read Ahead|WB=WriteBack|

FWB=Force WriteBack|WT=WriteThrough|C=Cached 1I0|D=Direct I0|sCC=Scheduled

Check Consistency

7. KA EOFHLWVTOV) THRARERELES . TAVY T/ % (L NAME] 5l [ZRRSh
F9. COBITIE FHLLITOYY T/ R "sdc" T . cDTEVY TIARE [F. AML—T%
Bl TAEEITLETY . "Isblik"#FERALTIAYY T/ RE—ERRLET.

1sblk

[root@l17Decoder ~J# lsblk
SIZE RO TYPE MOUNTPOINT
disk
part fboot
part fboot/efi
part
lvm /
lvm [SWAP]
lvm [var/netwitness
lvm /var/log
lvm /home
disk
part
lvm [var/netwitness
disk

netwitness_vg@e-root
netwitness_vgoo-swap
netwitness_vgeo-nwhome
netwitness_vgoo-varlog
netwitness_vg@0-usrhome

L—netwitness_vg@@—nwhome
sdc

0O000000000OO0O0O
(oo oooololcclociio]

8. LEDIOYY T/\A X% . Decoder@decodersmall( Log DecoderMi5 & DR)a1—L4 &
logdecodersmall) 7R1—LEL THE AL L ET . REST APIZ{E B (5 https://<HostIP>:50106-
HostIP(&. decoderrRRAR DIP7R L R) Z#fE AL T, BEF ORAIDURFZERFLES . AF T4X
a%—‘\'—“}f* lé_ﬁl 5TV T RLITERE LTSN CO5 & (X'sde" (BB T/H\A54k

) T

FE 228 DAZ TARY TR EBRLTWSE A X, TAYY T/AA AV sdd"[TTEYFET .
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Properties for /fapphance
raidlist  ~| Parameters: Send

Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

appliance *msg=raidList&force-content-type=text/plain

Qutput (or command manual help)

Controller @ at PCI Address 18:90.9, Enclosure 64

Vendor: DF

Model: BP14G+EXP

In Use: true

Drives: 1.89 TB HDD x 2
2,182 TE HDD x &

Devices: sda /dev/disk/by-path/pci-8008:18:00.8-scsi-0:2:
sdb fdev/disk/by-path/pci-8000:18:00.8-scsi
sde fdev/disk/by-path/pci-0008:18:00.8-sc5i-:2:2:

RDINGA—=E—EFE AL TIOYVY TN RA("sdc") [T/8\—T12aVFERLET .

name=sdc service=decoder volume=decodersmall commit=1

For logdecoder service, use: name=sdc service=logdecoder
volume=logdecodersmall commit=1

E 2DH DA T4RY U EHE B LTUVSIG & (&, decodert—ERMDRY2—LA
"decodersmall0" . logdecodert—E RM7R!J2—Lh " logdecodersmall)" TY .

Properties for /appliance
partNew | Parameters: |name=sdc service=dacoder volume=dacodersmall commit=1 Send

Message Help

partlew: make partitions on a block device
security.roles: appliance.manage

parameters:
name - ¢string, {enum-one:The value must be one of the following: sdc}> block device name
sarvice - <string, {enum-one:The value must be one of the following: archiver| |dacodar| logdecoder)s service that will use storage

| |
volume - <string, optional, {enum-cne:The value must be one of the following: concentrator|index|decodersmall|decoder|packet|hybrid-decoder-meta|logdecodersmall|logdeceder| logpacket |hybeid-
logdecoder-mets| archiver |hybrid-concentrator|endpoint-log-hybrid| log-indexed-decoder | logindex]> volume to create

n-type=text BSBIVIC 1

Output (or command manual help)

{sbin/parted -5 fdev/sdc mklabel gpt
fsbin/parted -5 -a optimal /dev/sdc mkpart LVM 8% 180%
{sbinfpucreate - fdev/sdcl

Physical volume "/dev/sdcl” successfully created.
{sbinfvgcroate -f docodersmall /dev/sdcl

Volume group "decodersmall” successfully created
fsbin/lvcraata -y -n decorcot -L 186 decodarsmall

Wiping LVMZ_member signature on /dev/decodersmall /decorcot.

Logical volume “decoroot” created.
{sbin/mkfs.xfs (dev/decodersmall/decoroot

rall/ ot isize=§12  agcount=16, agsize=163808 blks
= 2 attr=2, projid3Zbit=1
= creal finobt=8, sparse=0
data = bsizes4096  blocks=2620928, imaxpct=25
- sunits32 swidth=E4 blks
naming  sversion 2 bsizes=40%6 ascii-cisd ftypesl
log =internal log bsizesd0%6  blockse2550, versione?
- sectsz=512  sumit=32 blks, lazy-count=1
realtine =none extsz=4056  blocks=0, rtextents=@

fbinfmkdir -p [var/netwitness/decoder
/binfmount /var/netwitness/decoder
fsbin/lvcreate -y -n index -L 386 decodersmall

10. decodersmallZDecodert—ERIZEI| VY TET .

service=decoder volume=decodersmall commit=1For logdecoder use:
service=logdecoder volume=logdecodersmall commit=1

E 2D0H OAR 1\ OEE B LTULSIE & (&, decoder—ERDR2—LAHY
"decodersmall0" . logdecodert—E RMRJa—LhH " logdecodersmall0" TY .
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Properties for /fappliance
srvAlloc  w | Parameters: | senvice=decoder volume=decodersmall commit=1 Send

Message Help

srvallee: apply volume group storage to a service en this appliance
ity.roles: sppliance.manage

- ¢string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use storage

volume - <string, {enus-cne:The value must be one of the following: decodersmall|netwitness_vgd@}> volume group name
commit - <boel, cptisnal> cesmit changes
‘appliance?msg=srvAlloc&force-content-typ plain&service=decoderfvelume=decodersmall&commit=1

Output {or command manual help)

Set fdatabase/config/meta_dir to /var/netwitness/decoder/metadb==3.55 TB
Set /database/config/session.dir to /var ness/decoder/s iondb==569.72 GB
Set [index/config/index.dir to [var/netwitness/decoder/index==28.48 GB

[root@l17Decoder ~]# df -hP

Size Used Avail Use% Mounted on
63G [dev
63G Jdev/shm
63G Jfrun
63G fsys/fs/cgroup
dev/mapper/netwitness_vg00-root 30G f
1019M /boot
256M /boot/efi
dev/mapper/netwitness_vg®0-nwhome B J/var /netwitness
dev/mapper/netwitness_vg@0-varlog 10G Jvar/log
dev/mapper /netwitness_vg88-usrhome  16G /home
dev/mapper/decodersmall-decoroot 18G L [fvar fnetwitn der
dev/mapper/decodersmall-index DG fvar fnetwitness/ der /index
dev/mapper/decodersmall-metadb 3 fvar fnetwitne
[dev /mapper /decodersmall-sessiondb 600G 600G % [var/netwitn

-]

lr i

4 & A+ L—( PowerVault) %+ DecoderMpacketDBEL THERL T3 -

11. REST APIZ{E B (5 ‘https://<HostIP>:50106 HostIP(&. decoderrRRk MIPFTK LX) AL
T. & S f-PowerVault_E MRAIDZ#E B LE T . raidListZE{FE AL T, avbO—S5—&12%
A—CrDIEREFEELET . OB TIE. 28 OPowerVaulthDecoder 7 T4 72 RIZ( TY
A— 42465 K U249H a0k O—5—110) TSN TLET . RDRXTYI Tl REST APIZF
FRALT. avkO—5—13F § SN f-PowerVault( TUI0—4246) R LET .

Properties for lappliance
raicList w | Parameaters. Send

Message Help

raidlist: list drive shelwes attached to this appliance
security.roles: appliance.manage

appliance¥msg=raidlist&force-content-type=tesdt'plain

Quitput {or command manual help)
Vendor: DP
Model: BP14G+EXP
In Use: true
Drives: 1.89 TB HOD = 2
2.182 TB HOD x 8

Devices: sda /dev /by-path/pci-0800:18:00.0-5csi-@ )
sdb /dev/disk/by-path/pci-2298:18:00.8-5, -8 ]
sde fdew/disk/by-path/pci-0000:16:00.@-sc51-0:2:2:8

Conktroller 1 at PCI Address 3b:088.8, Enclosure 246
Vendor: DELL
Model:
In
Drive:

10.692 TE MDD x 12
Devices:

Controller 1 at PCI Address 3b:00.0, Enclosure 249
Vendor: DELL
Model:  MD1489
In Use: false
Drives: 108.692 TE MDD x 12
Devices:
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12. $E#E SN F-PowerVault CRAIDZAE B LET . "raidList"T. OV O—5—¢,To0—S v&4E
E LET . 18 Y] 4B ZpreferSecurel fF A L T S 1L &8 L ET . SEDF It K 547 THS
SEZE T BIZE, AUk O—F—TEFaT1 F—%5& E L& [preferSecure=1%1%
LFET. BSIEIE TRNL—Y HAR DN 8% B 2 1)—R6Ea7 &= [EHybrid R A+ DFF &
LN BINFRTYTEERALTRNL—C B R LR ITERNITTHIELTEES .

controller=1 enclosure=246 scheme=packet-expansion preferSecure=0
commit=1

Properties for /appliance
raidMew  ~ | Parameters. | controller=1 enclosure=246 scheme=packet-expansion preferSecure=0 commit=1 Send

Message Halp
SIS e—<GITSZ

ST W O W TOIIOWINgT G298 95 7 ENCIsue NORgET U7 T STeAT T0 CIears T T e e e

of the following: decoder|logdecader|cancentrator|ar:
Type of RAID volumes to allocate
ust be one of the following acceptable boolean values: 8,1,yes,no,true,false,on,off}> Prefer creation of a secure array given compatible physical

ybrid|log-hybrid| 1 | endpoint-log-hybrid|packet-

contro a
commit - <bool, optional> commit change

iappl o -Content-typa=text L 1

Output (or command manual help)
Jopt /MegaRATD percclifpercclicd /el sdd vd r6 drives=246:9,246:1,246:2,246:3,246:4,246:5,24616,246:7,246: 8, 246:9,246:19,246:11 ra Strip=125
Controller = 1

Status = Success
Description = Add WD Succeeded

13. BIDRTYITHERLETOV) TIARER ELFEY . "raidList'ZE AL T, §TOT BV
TIARERBLES . COB & (E"sdd"TT

Properties for /appliance
raidlist  ~| Parameters: | [ send |

Message Help

raidlist: list drive shelves attached to this appliance
security.roles: appliance.manage

fappliance?msg=raidList&force-content-type=text/plain

Output (or command manual help)

Controller ® at PCI Address 18:00.0, Enclosure 64

Vendor: DP

Model: BP14G+EXP

In Use: true

Drives: 1.89 TB HDD x 2
2.182 TB HDD x 8

Devices: sda /dev/disk/by-path/pci-0000:18:00.0-scsi-
sdb /dev/disk/by-path/pci-0000:18:00.0-scsi-

0:2:0:
9:2:1:
sdc /dev/disk/by-path/pci-9000:18:00.0-scsi-8:2:2:

o900

Controller 1 at PCI Address 3b:00.0, Enclosure 246
Vendor: DELL
Model: MD1408
In Use: true
Drives: 10.692 TB HDD x 12
Devices: sdd /dev/disk/by-path/pci-0000:3b:00.0-5c51-0:2:8:0

Controller 1 at PCI Address 3b:@@.8, Enclosure 249
Vendor: DELL
Model: MD1468
In Use: false
Drives: 10.692 TB HDD x 12

14. TpartNew ZFE R L TIOYY T/ALR("sdd") T/\—T4 a3 & ERLET .
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name=sdd service=decoder volume=decoder commit=1

Properties for /appliance
partMew | Parameters: |name=sdd service=decoder volume=decoder commit=1 Send

Message Help
partNew: make partitions on a block device
security.roles: appliance.manage
parameters:
name - <string, {enum-one:The value must be one of the following: sdd}> block device name
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that will use sto
volume - <string, optional, {enum-one:The value must be one of the following: concentrator|index|decodersmall|decoder|packet |hybrid-decod
logdecoder-meta|archiver |hybrid-concentrator|endpoint-log-hybrid|log-indexed-decoder|logindex}> volume to create
commit - <bool, optional> commit changes

lappliance?msg=partNew&force-content-type=text/plain&name=sdd&service=decoder&volume=decoder&commit=1

OQutput (or command manual help)

fsbinfparted -s /dev/sdd mklabel gpt
f/sbin/parted -s -a optimal fdev/sdd mkpart LVM 8% 108%
/sbinfpvcreate -f fdev/sddl
Physical volume "/dev/sdd1" successfully created.
fsbinfvgereate -f decoder /dev/sddl
Volume group “decoder" successfully created
fsbin/lvcreate -y -n packetdb -1 10@%FREE decoder
Logical volume “packetdb” created.
fsbin/mkfs.xfs [dev/decoder/packetdb

meta-data=/dev/decoder/packetdb isize=512 agcount=107, agsize=268435424 blks
= sectsz=512 attr=2, projid32bit=1
= cre=l finobt=8, sparse=8
data = bsize=40%96 blocks=28700834816, imaxpct=1
= sunit=32 swidth=256 blks
naming =version 2 bsize=4096 ascii-ci=@ ftype=1
log =internal log bsize=4896 blocks=521728, version=2
= sectsz=512  sunit=32 blks, lazy-count=1
realtime =none extsz=4896 blocks=@8, rtextents=@

fbinfmkdir -p /var/netwitness/decoder/packetdb
fbin/mount fvar/netwitness/decoder/packetdb

[root@ll7Decoder ~]# df -hP

Filesystem Size Used Avail Use% Mounted on

devtmpfs 63G ; Jdev

tmpfs 63G Jdev/shm

tmpfs 63G 3 % /run

tmpfs 63G p% /sys/fsfcgroup

Jdev/mapper /netwitness_vg00-root 306 I

Jdev/sdal 1019M ¢ /boot

J/dev /sda2 256M % /boot/efi

/dev/mapper /netwitness_vg00-nwhome 3231 /var /netwitness

/dev/mapper /netwitness_vg00-varlog 10G fvar/log

/dev/mapper /netwitness_vg00-usrhome 106G /home

J/dev/mapper /decodersmall-decoroot 10G i ¢ fvar/netwitness/decoder
/dev/mapper /decodersmall-index 306G 33M [fvar fnetwitness/decoder/index
J/dev /mapper /decodersmall-metadb 3.8T  34M - % fvar/netwitness/decoder/metadb
/dev/mapper /decodersmall-sessiondb 660G  34F fvar [netwitness/decoder/sessiondb
tmpfs 13G [¢] Jrunfuser /o

J/dev /mapper /decoder -packetdb 107T 38M Jvar /netwitness/decoder/packetdb

15. TsrvAlloc] % B L TdecoderrR)a—LZEDecodert—E RIZE| UL TET .

service=decoder volume=decoder commit=1
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Properties for fappliance
|srvAlloc v | Parameters: |service=decoder volume=decoder commit=1 || Send |

M ge Help

srvAlloc: apply volume group storage to a service on this appliance

security.roles: appliance.manage

parameters:
service - <string, {enum-one:The value must be one of the following: archiver|concentrator|decoder|logdecoder}> service that wil
volume - <string, {enum-one:The value must be one of the following: decoder|decodersmall|netwitness_vg@@}> volume group name
commit - <bool, optional> commit changes

(appliance?msg=srvAlloc&force-content-type=text/plain&service=decoder&volume=decoder&commit=1

Output {or command manual help)

Set /database/config/packet.dir to /var/netwitness/decoder/packetdb==101.57 TB

¥ 5B M0 DPowerVaultld. [ A L— HAR I TDERBA (T4 >T. REST APIZ{#E A L THE AR
LFEI.
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