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NETWITNESS te d  Users Files 5 ] ¥ O
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R
CONFIGURATION CONTENT
Content Library FEED APPLICATION RULE LOG DEVICE LUA PARSER NETWORK RULE EVENT STREAM ANALYSIS RULE BUNDLE

Policies (0) Y | 4 CreateRule 9 CloneRule &, Import

Groups (0)
a NAME ™ MEDIUM LAST UPDATED POLICIES

& Settings AWS - Critical changes to logging log 09/14/202106:43:17am  None

Event Stream Analysis AWS - Network route modified log 02/03/202204:26:14pm  None
AWS - Sccurity group or network acl modi...  log 02/03/202204:26:08pm  None
AWS - VPC flow logs modified log 02/03/202204:26:22pm  None
AWS - VPC modified log 02/03/2022 04:26:15pm  None
Accesses Administrative Share Using Com...  endpoint 04/10/2019 03:04:53pm  None
Activates BITS Job endpoint 04/10/2019 03:04:54pm  None
Adds Files To BITS Download Job endpoint 04/10/2019 03:04:55 pm  None

Adds Firewall Rule endpoint 04/10/2019 03:04:56 pm  None

‘ Show next 50 content
Showing 50 out of 754 items | 1 selected
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NETWITNESS es ond Users Files Dashb ; 19} ¥ @ admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R

CONFIGURATION CONTENT

Content Library Y | + CreateNew 4 Edit 5 Publish # MoreActions v

Policies (1)
O NAME 1  DESCRIPTION POLICY STAT.. LAST UPDATED UPDATED ...

Groups (3) Partial A 09/07/202205:4...  admin

& Settings Delet
elete

Event St Analysi B
vent Stream Analysis Force Publish

Showing 1 out of 1 items | 1 selected
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NETWITNESS Investi U Files asht s &

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM

< pl

DESCRIPTION GROUPS POLICY STATUS LASTUPDATED CREATED ON CREATED BY
- gl Published 09/02/2022 06:20:22 am 09/02/2022 06:14:37 am admin

J Publish Policy 4 Edit Policy W Delete Policy Force Publish

FEED (1) APPLICATION RULE (223) LOG DEVICE (0) LUA PARSER (9) NETWORK RULE (0) EVENT STREAM ANALYSIS RULE (0) BUNDLE (0)

RULE NAME RULE VALUE MEDIUM LAST UPDATED SUBSCRIPTION STATUS

AWS - Critical changes to logging log. 09/14/202106:43:17 am Unsubscribed 2 Enabled
AWS - Network route modified log. 02/03/2022 04:26:14 pm Unsubscribed 9 Enabled
AWS - Security group or network acl modified log 02/03/2022 04:26:08 pm Unsubscribed 9 Enabled
AWS - VPC flow logs modified log 02/03/2022 04:26:22 pm Unsubscribed ) Enabled
AWS - VPC modified log. 02/03/2022 04:26:15 pm Unsubscribed 2 Enabled

Showing 223 out of 223 items | O selected
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NETWITNESS vestigat < Hox Files Dashboard orts O] = ® admir

LIVE CONTENT  SUBSCRIPTIONS  CAPTURE POLICIES  POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS  ESA RULES  CUSTOM FEEDS  LOG PARSER Rl
CONFIGURATION ~ CONTENT
Content Library APPLICATION RULE  LOG DEVICE  LUA PARSER  NETWORK RULE  EVENT STREAM ANALYSIS RULE ~ BUNDLE
(RESE) + Create Rule &, Import
Groups (5)
RULE NAME T RULE VALUE MEDIUM LAST UPDATED POLICIES
@ Settings AWS - Critical changes to logging log 09/14/202106:43:17 am p1—10@
Event Stream Analysis AWS - Network route modified log 02/03/202204:26:14pm  p1-10 (411)

AWS - Security group or network acl modi.. log 02/03/202204:26:08pm  p1-10 (+11)

WS- VPC flow logs modified log 02/03/2022 04:26:22pm  p1-10 @

AWS - VPC modified log 02/03/202204:26:15pm  p1-10 (311)

Accesses Administrative Share Using Com... endpoint 04/10/2019 03:04:53 pm

Activates BITS endpoint 04/10/2019 03:04:54 pm

Adds Files To BITS Download Job endpoint 04/10/2019 03:04:55 pm

Show next 50 content

Showing 50 out of 754 items | Oselected
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NETWITNESS Respond Users Hosts Files Dashboart Reports (S} % @ sdmin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R
CONFIGURATION CONTENT

el ]|+ crestenew [L3 Moreactons |

Policies (13)
O NAME 1 DESCRIPTION GROUPS POLICY STAT... LAST UPDATED UPDATED ...

Groups (5) o gl Published 09/02/202206:2...  admin
o Settings o 82 Failed 09/02/202206:2...  admin
Event Stream Analyss N/A 09/02/202206:2...  admin
N/A 09/02/202206:2...  admin

€3 Published 09/02/202206:2...  admin
g4 Failed 09/02/202206:2...  admin
None N/A 09/02/202206:2...  admin
None N/A 09/02/202206:2...  admin

None N/A 09/02/2022 admin

None N/A 09/02/202206:2...  admin

Showing 13 out of 13 items | O selected

NETWITNESS vestigate R d  Users Hosts Files Dashboard  Reports 1) ¥ ® admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R

CONFIGURATION CONTENT

Content Library || + createNew

Policies (13)
[ GROUP NAME 1 DESCRIPTION SERVICES POLICIES POLICY STATUS

Groups (5) o decoder - Decoder Published

& Settings 0 packethybrid - Decoder E Failed

Event Stream Analysis endpointloghybrid1 - Log Decoder g Published
loghybrid - Log Decoder - Failed

esaprimary - ESA Correlation N/A

Showing 5 out of 5 items | O selected
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NETWITNESS

‘GROUPS. POLICY STATUS
pl  Unpublished

DESCRIPTION

s Publish Policy 4 Edit Policy

FEED (0)  APPLICATION RULE (0)

+ Create Deployment

NAME
Deployment1
Deployment2

Deploym

POLICIES

Merge Policy

PA

ESA SERVICE
esaprimary - ESA Correlation
esaprimary - ESA Correlation

esaprimary - orrelation

T Delete Policy

R —ZERALTESAIVTUVEEEL. SR DEARREZ—LL AR B TEFT .

INCIDENT RUL INCIDENT NOTIFIC OM FEEDS

CREATED BY

21:35: dmin

Force Publish

(0)  NETWORK RULE EVENT STREAM ANALYSIS RULE (1) | BUNDLE (0

DATA SOURCE DEPLOYMENT STATUS LAST UPDATED

loghybrid - Concentrator Deployed
loghybrid - Concentr... (+1) New &

loghybrid- Concentr... (33) ped

o HIRD)TLav DI ) o E B EESATVTUYDBE EIE # -
. BIRYSATIREUEYIYE Z T ESAIVTUOYDBE B EHEE MICLET.

NETWITNESS

LIVE CONTENT CAPTURE POLICIES ~ POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS  ESA RULES ~ CUSTOM FEEDS PARSER RULES RVICE TOPOLOG

< ore

DESCRIPTION

Polic

POLICY STATUS
Failed

LAST UPDATED CREATEDON CREATEDBY

admin

&3 Publish Policy 4 Edit Policy @ Delete Policy Force Publish

FEED ( APPLICATION RULE ( LOG DEVICE (0)  LUA PARSER (0)  NETWORK RULE (0 EVENT STREAM ANALYSIS RULE (50)  BUNDLE (0)

RULES  DEPLOYMENTS

Subscribe

NAME MEDIUM VERSION CUSTOM RULE LAST UPDATED SUBSCRIPTION

Copy of test-1 | Custom log and packet 10 True 07/07/202208:24:30 am Unsubscribed

Copy oftry |custom logand p 10 True Unsubscribed

Direct Login By A Watchlist Account log 01 False 07/24/2018 05:31: Unsubscribed

Failed Logins Outside Business Hours log

False 07/24/2018 05:31:20 pm Unsubscribed

GCP - Mass delete objects log

False 02/04/2022 11:48:25 am Unsubscribed

GCP - Mass copy objects log

False 02/04/2022 11:48:12 am Unsubscribed

1AM - Multiple users deleted within a short period of time log False 09/14/202106:54:15 am Unsubscribed

Showing 50 out of 50 items | 2 selected
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NETWITNESS
LIVE CONTENT
CONFIGURATION ~ CONTENT
Content Library
Policies (11)

Groups (10)

© Settings

Event Stream Analysis

SUBSCRIPTIONS ~ CAPTURE POLICIES

DATA SOURCES

+ Add Datasource

NAME

endpointloghybrid1 - Concentrator

packethybrid - Decoder

packethybrid - Concentrator

POLICIES  INC

IDENT RULES

ADDRESS

INCIDENT NOTIFICATIONS

CUSTOM FEEDS  LOG PARSER RULES

TRUSTED AUTHENTICATION

false

true

SERVIC

CCOMPRESSION

true

false

false
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A, Change Priority &% Change Assignee

[ CREATED PRIORITY  RISKSC.. ID NAME STATUS ASSIGNEE

Jow s TaskRequested  admin

@  custompare RANGE | ow

All Data I =
J ow

.. [ ow

.. | ow

.. [ ow

§ tow

51
o
(=]
m]
(m]
o
(=]
m]
m]

Saveas.

Showing 8 out of 8 items | 5 selected
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@ Default Board ® Last 24 Hours v -+ Add New Board & Manage Board

Top Incid

EnopomT winoows
25 ' 5

INCIDENT NAME RISKSCORE & PRIORITY ALERT NAME SEVERITY O ALERT SOURCE HOST NAME RISKSCORE £  OPERATING SYST. FILE NAME

NETWITNESS e Respond ) ard Reports admin v

m Reports Charts Alerts Lists Search report detail 3

Groups Rules
+ Fo N -] + Foy >
Groups ~ Name Type v Group Date Modified Actions
Al
Logon Failures Summary NetWitness Platform DB User Activity 2022-08-08 08:14 &
[CJHunting
Logon Success Summary NetWwitness Platform DB User Activity 2022-08-08 08:14 &
» [(J1dentity
Cleartext Passwords by Service NetWitness Platform DB User Activity 2022-08-0808:14 ¥
[situational Awareness
Cleartext Authentications by Service NetWitness Platform DB User Activity 2022-08-0808:14 3
[hreat
Email Senders. NetWitness Platform DB User Activity 2022-08-08 08:14 &
[ User Activity
Log Event Users NetWitness Platform DB User Activity 2022-08-0808:14  £F
Investigation Context NetWitness Platform DB Hunting 2022-08-0808:14 ¥
Investigation Category NetWitness Platform DB Hunting 2022-08-08 08:14 Eel
PDF File Analysis NetWitness Platform DB Hunting 2022-08-08 08:14 #
RTF File Analysis NetWitness Platform DB Hunting 2022-08-08 08:14 #
i Anahieic MatWitnace Dlarfarm NE Hunting E e
Page 1 of2 | ) )) | C PageSize 30 ~ Displaying 1 - 30 of 59
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Details

< Google Lookup
< VirusTotal Lookup
Change File Status

Download File to Server
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