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Contact Information

NetWitness Community at https://community.netwitness.com contains a knowledge base that answers
common questions and provides solutions to known problems, product documentation, community
discussions, and case management.

Trademarks

RSA and other trademarks are trademarks of RSA Security LLC or its affiliates ("RSA"). For a list of
RSA trademarks, go to https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are
trademarks of their respective owners.

License Agreement

This software and the associated documentation are proprietary and confidential to RSA Security LLC or
its affiliates are furnished under license, and may be used and copied only in accordance with the terms
of such license and with the inclusion of the copyright notice below. This software and the
documentation, and any copies thereof, may not be provided or otherwise made available to any other
person.

No title to or ownership of the software or documentation or any intellectual property rights thereto is
hereby transferred. Any unauthorized use or reproduction of this software and the documentation may be
subject to civil and/or criminal liability.

This software is subject to change without notice and should not be construed as a commitment by RSA.

Third-Party Licenses

This product may include software developed by parties other than RSA. The text of the license
agreements applicable to third-party software in this product may be viewed on the product
documentation page on NetWitness Community. By using this product, a user of this product agrees to
be fully bound by terms of the license agreements.

Note on Encryption Technologies

This product may contain encryption technology. Many countries prohibit or restrict the use, import, or
export of encryption technologies, and current use, import, and export regulations should be followed
when using, importing or exporting this product.

Distribution

Use, copying, and distribution of any RSA Security LLC or its affiliates ("RSA") software described in
this publication requires an applicable software license.

RSA believes the information in this publication is accurate as of its publication date. The information is
subject to change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." RSA MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE
INFORMATION IN THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

© 2020 RSA Security LLC or its affiliates. All Rights Reserved.
October, 2022



https://community.netwitness.com/
https://www.rsa.com/en-us/company/rsa-trademarks

Release Notes

Contents

What's NeW ... 4
Upgrade Paths ... .. 4

S Uty FiXeS .. . 4
Product Version Life Cycle for NetWitness Platform ... 5
Enhancements ... 5
Policy-based Centralized Content Management ........................................................................ 5
ReSPONA .. 10
Incidents List View Enhancements .............................. 10

User INteTface ... ... 11
NetWitness User Interface Enhancements .......................................... . 11
Endpoint INVeStiation ........... ... i 12
Concentrator, Decoder, and Log Decoder Services ... 12
Fixed ISSues ... .. ... 14
Administration FIXes ... 14
Core Services (Broker, Concentrator, Decoder, Archiver) Fixes .................................................... 14
Log Decoder FiXeS ... 14
End of Life Functionality ... 15
Product Documentation ... . 16
Feedback on Product Documentation ............................ 16
Getting Help with NetWitness Platform ... ... . .. . . ... 17
Self-Help ReSOUICES ... ... . .. 17
Contact NetWitness Support ... 17
Build Numbers ... 18
Revision History ... 21




Release Notes

What's New

The NetWitness 12.1.0.0 release provides new features and enhancements for every role in the Security
Operations Center.

Upgrade Paths

The following upgrade paths are supported for NetWitness 12.1.0.0

For more information on upgrading to 12.1.0.0, see Upgrade Guide for NetWitness 12.1.0.0

NetWitness 11.6.0.0 to 12.1.0.0
NetWitness 11.6.0.1 to 12.1.0.0
NetWitness 11.6.1.0 to 12.1.0.0
NetWitness 11.6.1.1 to 12.1.0.0

NetWitness 11.6.1.2 to 12.1.0.0
NetWitness 11.6.1.3 to 12.1.0.0
NetWitness 11.6.1.4 to 12.1.0.0
NetWitness 11.7.0.0 to 12.1.0.0
NetWitness 11.7.0.1 to 12.1.0.0
NetWitness 11.7.0.2 to 12.1.0.0
NetWitness 11.7.1.0 to 12.1.0.0
NetWitness 11.7.1.1 to 12.1.0.0
NetWitness 12.0.0.0 to 12.1.0.0
NetWitness 11.7.1.2 to 12.1.0.0

Warning: Before upgrading the UEBA host to 12.1.0.0, you must perform the backup of your
Elasticsearch data such as Users, Entities, Alerts, and Indicators to retain them post upgrade. For more
information, see NetWitness UEBA Configuration Guide for 12.1.0.0.

Security Fixes

For more information on Security Fixes, see https://community.netwitness.com/t5/netwitness-platform-

advisories/ct-p/netwitness-advisories#security.
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Product Version Life Cycle for NetWitness Platform

See for Product Version Life Cycle for NetWitness Platform a list of versions that reach End of Primary
Support (EOPS).

Enhancements

The following sections are a complete list and description of enhancements to specific capabilities:

e Policy-based Centralized Content Management

* Respond

e User Interface

¢ Endpoint Investigation

e Concentrator, Decoder, and Log Decoder Services

To locate the documents that are referred to in this section, see
https://community.netwitness.com/t5/netwitness-platform-online/netwitness-platform-all-documents/ta-
p/676246.

The Product Documentation section has links to the documentation for this release.

Policy-based Centralized Content Management

The following enhancements are made for Policy-based Centralized Content Management in 12.1.0.0
version.

o Administrators can create and upload content to the Content Library easily by:

o Importing log parsers as a zip file instead of converting to ".envision" format.

o Cloning existing Application Rules and Network Rules.
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NETWITNESS v U s iles  Das O] ¥ O
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R
CONFIGURATION CONTENT

Content Library FEED APPLICATION RULE LOG DEVICE LUA PARSER NETWORK RULE EVENT STREAM ANALYSIS RULE BUNDLE

Policies (0) Y | 4 CreateRule 9 CloneRule &, Import

Groups (0)
a NAME ™ MEDIUM LAST UPDATED POLICIES

& Settings AWS - Critical changes to logging log 09/14/202106:43:17am  None

Event Stream Analysis AWS - Network route modified log 02/03/202204:26:14pm  None
AWS - Sccurity group or network acl modi...  log 02/03/202204:26:08pm  None
AWS - VPC flow logs modified log 02/03/202204:26:22pm  None
AWS - VPC modified log 02/03/2022 04:26:15pm  None
Accesses Administrative Share Using Com...  endpoint 04/10/2019 03:04:53pm  None
Activates BITS Job endpoint 04/10/2019 03:04:54pm  None
Adds Files To BITS Download Job endpoint 04/10/2019 03:04:55 pm  None

Adds Firewall Rule endpoint 04/10/2019 03:04:56 pm  None

‘ Show next 50 content
Showing 50 out of 754 items | 1 selected

o Administrators can switch services between legacy Content Management Ul and the new Centralized
Content Management via Groups and Policies using the "toggle" feature. This can prevent content
being mistakenly added or modified outside of a Policy, causing an out-of-sync issue.

o Each service can be toggled to work either with individual "Service or Config" interface or with
Content Policies.

o Toggling on Content Policy for a service will restrict the legacy UI to "read only" mode.

e Administrators can now force publish all the content of a policy in two ways:

o Policy Listing > More Actions > Force Publish

NETWITNESS e espond Files  Dashboard R s O % ®  admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R

CONFIGURATION CONTENT

Content Library <Y | + CreateNew # Edit {5 Publish $ MoreActions

Policies (1
& 00 NAME T DESCRIPTION POLICY STAT.. LAST UPDATED UPDATED ...

Groups (3) Partial A 09/07/202205:4...  admin
& Settings Delet
elete

Event Stream Analysis =
4 Force Publish

Showing 1 out of 1 items | 1 selected
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o Policy Details > Force Publish

NETWITNESS Investi U Files asht s &

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM

< pl

DESCRIPTION GROUPS POLICY STATUS LASTUPDATED CREATED ON CREATED BY
- gl Published 09/02/2022 06:20:22 am 09/02/2022 06:14:37 am admin

J Publish Policy 4 Edit Policy W Delete Policy Force Publish

FEED (1) APPLICATION RULE (223) LOG DEVICE (0) LUA PARSER (9) NETWORK RULE (0) EVENT STREAM ANALYSIS RULE (0) BUNDLE (0)

RULE NAME RULE VALUE MEDIUM LAST UPDATED SUBSCRIPTION STATUS

AWS - Critical changes to logging log. 09/14/202106:43:17 am Unsubscribed 2 Enabled
AWS - Network route modified log. 02/03/2022 04:26:14 pm Unsubscribed 9 Enabled
AWS - Security group or network acl modified log 02/03/2022 04:26:08 pm Unsubscribed 9 Enabled
AWS - VPC flow logs modified log 02/03/2022 04:26:22 pm Unsubscribed ) Enabled
AWS - VPC modified log. 02/03/2022 04:26:15 pm Unsubscribed 2 Enabled

Showing 223 out of 223 items | O selected

o Administrators can easily find content, policies or groups of interest by using the "Filtering" capability
of the UI in Content Library, Policy Listing page, Policy Details page, and Group Listing page.

NETWITNESS vestigat Sp Users  Hos Files  Dashboard ports d B ¥ ® admi
LIVE CONTENT ~ SUBSCRIPTIONS  CAPTURE POLICIES  POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS  ESA RULES  CUSTOM FEEDS  LOG PARSER Rl
CONFIGURATION ~ CONTENT
Content Library APPLICATION RULE  LOG DEVICE  LUA PARSER  NETWORK RULE  EVENT STREAM ANALYSIS RULE ~ BUNDLE
(RESE) + Create Rule &, Import
Groups (5)

RULE NAME T  RULE VALUE MEDIUM LAST UPDATED POLICIES
@ Settings AWS - Critical changes to logging log 09/14/202106:43:17am  p1-10 (311)
Event Stream Analysis AWS - Network route modified log 02/03/2022 04:26:14 pm pmo@

AWS - Security group or network acl modi.. log 02/03/202204:26:08pm  p1-10 (+11)

WS- VPC flow logs modified log 02/03/2022 04:26:22pm  p1-10 @

AWS - VPC modified log 02/03/202204:26:15pm  p1-10 (311)

Accesses Administrative Share Using Com... endpoint 04/10/2019 03:04:53 pm

Activates BITS endpoint 04/10/2019 03:04:54 pm

Adds Files To BITS Download Job endpoint 04/10/2019 03:04:55 pm

Show next 50 content

Showing 50 out of 754 items | Oselected
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NETWITNESS nvestigate Respond Users Hosts Files Dashboart Reports (S} % @ sdmin

LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R
CONFIGURATION CONTENT

el ]|+ crestenew [L3 Moreactons |

Policies (13)
O NAME 1 DESCRIPTION GROUPS POLICY STAT... LAST UPDATED UPDATED ...

Groups (3 o gl Published 09/02/202206:2...  admin
& Settings o 82 Failed 09/02/202206:2...  admin

Event Stream Analysis N/A 09/02/202206:2...  admin

N/A 09/02/202206:2...  admin
g3 Published 09/02/202206:2...  admin
g4 Failed 09/02/202206:2...  admin
None N/A 09/02/202206:2...  admin
None N/A 09/02/202206:2...  admin

None N/A 09/02/202206:2...  admin

None N/A 09/02/202206:2...  admin

Showing 13 out of 13 items | O selected

NETWITNESS vestigate nd  Users Hosts  Files [ rd R 1) : X ® admin
LIVE CONTENT SUBSCRIPTIONS CAPTURE POLICIES POLICIES INCIDENT RULES INCIDENT NOTIFICATIONS ESA RULES CUSTOM FEEDS LOG PARSER R

CONFIGURATION CONTENT

Content Library || + createNew

Policies (13)
[ GROUP NAME 1 DESCRIPTION SERVICES POLICIES POLICY STATUS

Groups (5) o decoder - Decoder Published

& Settings 0 packethybrid - Decoder E Failed

Event Stream Analysis endpointloghybrid1 - Log Decoder g Published
loghybrid - Log Decoder - Failed

esaprimary - ESA Correlation N/A

Showing 5 out of 5 items | O selected

o Administrators can receive meta key and operator suggestions while creating application and network
rule conditions. This eases the creation of error-free rules. Administrators can also opt for 'Advanced
mode' to create complex queries.

o Addressed an issue where the Content Policy UI was not usable without an active connection to Live.

o Administrators can now create, modify and publish policies and manage custom content in the
Content Library even without an internet connection.

o An Internet connection is still required in order to synchronize Live content with the Content
Library.

o Administrators can now manage ESA contents from the [B] (Configure) > Policies page:
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o Manage ESA content and handle multiple deployments seamlessly using Policy.

NETWITNESS

L NTENT S s R CIES  POLICIES INCIDENT RULES  INCIDENT NOTIFIC

<« ent P

DESCRIPTION  GROUPS POLICY STATUS CREATEDON CREATED BY

groupl Unpublished 0 9:49:04 0 admin

s Publish Policy 4 Edit Policy T Merge Policy T Delete Policy Force Publish
FEED (0)  APPLICATION RULE (0) 0G 0) NETWORK RULE (0 EVENT STREAM ANALYSIS RULE (1) | BUNDLE (0

RULES [DEPL ENTS

+ Create Deployment

NAME ESA SERVICE DATA SOURCE DEPLOYMENT STATUS LAST UPDATED
Deployment1 esaprimary - ESA Correlation loghybrid - Concentrator Deployed
Deployment2 esaprimary - ESA Correlation loghybrid - Concentr. )] New A

Deployment3 esaprimary - e loghybrid - Concentr Stopped

o One-click management of subscriptions and automatic updates for ESA content.

® Toggle the Subscribe button to enable automatic updates of ESA content.

NETWITNESS Z I ! 5 &

LIVE CONTENT s IPTIONS ~ CAPTURE POLICIES  POLICIES  INCIDENT RULES  INCIDENT NOTIFICATIONS  ESA RULES ~ CUSTOM FEEDS  LOG PARSER RULES  SERVICE TOPOLOGY

< Core Policy

DESCRIPTION ~ GROUPS POLICYSTATUS LASTUPDATED CREATEDON CREATEDBY

core-1(41)  Failed 08 55:08am  07/21/202211:3 admin
& Publish Policy [ Edit Policy W Delete Policy Force Publish
FEED (0, APPLICATION RULE (2)  LOG DEVICE (0) NETWORK RULE (0)  EVENT STREAM ANALYSIS RULE (50)  BUNDLE (0)

RULES  DEPLOYMENTS

V|| 1t subscrive

NAME MEDIUM VERSION CUSTOM RULE LAST UPDATED SUBSCRIPTION

Copy of test-1 log and packet 10 True 07, 208:24:30 am

Unsubscribed

Copy oftry [cu log and packet 10 True 07/07/202208:24:30 am Unsubscribed

Direct Login By A Watchlist Account log 01 False 07/24/2018 05:31:20 pm Unsubscribed

Failed Logins Outside Business Hours log False 07, 805:31:20 pm Unsubscribed

GCP - Mass delete objects log False 02 1:48:25am Unsubscribed

GCP - Mass copy objects log False 02/04/2022 11:48:12 am Unsubscribed

1AM - Multiple users deleted within a short period of time log False 09/14/202106:54:15 am Unsubscribed

Showing 50 out of 50 items | 2 selected

o Seamlessly view ESA Live content along with your own custom content.
© Add and manage ESA Correlation servers as part of groups.

o Manage all the data sources for the ESA Correlation servers from the Settings > Event Stream
Analysis > Data Sources page scamlessly.
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NETWITNESS

LIVE CONTENT  SUBSCRIPTIONS

CONFIGURATION ~ CONTENT
Content Library
Policies (11)

Groups (10)

© Settings

Event Stream Analysis

CAPTURE POLICIES ~ POLICIES  INCIDENT RULES

DATA SOURCES

+ Add Datasource

O Name
O endpointloghybrid1 - Concentrator
O packethybrid - Decoder

packethybrid - Concentrator

INCIDENT NOTIFICATIONS

ADDRESS

ESA RULES ~ CUSTOM FEEDS  LOG PARSER RULES

TRUSTED AUTHENTICATION

false

true

false

CCOMPRESSION

true

false

false

For more information, see Policy-based Centralized Content Management topic in the Live
Services Management Guide.

Respond

The Respond view is enhanced to help analysts export and store the Incidents with Alerts and Events in
JSON format for offline investigation.

Incidents List View Enhancements

The new Export drop-down is added to allow analysts export and download the data such as fields or
attributes associated with Alerts and Events of the selected Incidents.

A Change Priority ¥ Change Status - A Change Assignee @ Delete ‘D Retention Usag
{1 CREATED PRIORITY  RISKSC.. ID NAME STATUS ASSIGNEE

SAVED FILTERS
J ow 50 TaskRequested  admin

J ow
TiME RANGE @ ) cusTOM DATE RANGE
All Data | row

=D J ow
J ow
J ow
| ow

§ tow

o
(=]
m]
(m]
o
(=]
m]
m]

Saveas.
Showing 8 out of 8 items | 5 selected

You can export data of a maximum of ten incidents at a time. Once the data download is in progress, you
can select a different set of ten incidents and export their data simultaneously. You can repeat this action
until the condition max-user-tasks, which is the maximum limit set for exporting the incidents data in
the Respond service under rsa.respond.incident.exports is met.

For more information, see Escalate or Remediate the Incident topic in the NetWitness Respond User
Guide.
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User Interface

The following section describes the new enhancements for the NetWitness user interface:

NetWitness User Interface Enhancements

e The 12.1.0.0 release includes the new NetWitness corporate logo. You can view the new logo in
NetWitness Platform XDR, which updates the identity of NetWitness as a trusted brand.

o As part of the repositioning, we are renaming our product as NetWitness Platform XDR. This change
aims to simplify communications and improve our customers' understanding of how each product
secures and protects within the NetWitness portfolio.

NETWITNESS

Top Incide

INCIDENT NAME

NETWITNESS

Manage

m Reports

Groups
+ CIn
Groups ~

All
[JHunting

» CJidentity
[Jsituational Awareness
[Ihreat

[ user Activity

@ Last 24 Hours

RISK SCORE & PRIORITY

Respond

Alerts Lists

Rules

- ] v
Name
Logon Failures Summary
Logon Success Summary
Cleartext Passwords by Service
Cleartext Authentications by Service
Email Senders
Log Event Users
Investigation Context
Investigation Category
PDF File Analysis
RTF File Analysis

page 1 of2

+ Add New Board

ALERT NAME

& Manage Board

Y » | C PageSize 30

ENDPOINT

)

SEVERITY

Type v

NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB
NetWitness Platform DB

Nitnace Dlatfarm Na

2 ALERT SOURCE

Operating System

HOST NAME

Reports

Group
User Activity
User Activity
User Activity
User Activity
User Activity
User Activity
Hunting
Hunting
Hunting
Hunting

WINDOWS:

D)

RISK SCORE

earch report details

Date Modified

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

2022-08-08 08:14

OPERATING SYST..

Actions

&

AR - JRNE - JRRE - JNNE - JNE - JNE - JONE - JNRE - 2K - )

FILE NAME

admin v

Displaying 1 - 30 of 59
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Endpoint Investigation

Initiate YARA Scans at the Endpoint Agent Level

Analysts can initiate YARA scans at the endpoint agent level by selecting one or multiple endpoint
agents.

For more information, see the NetWitness Endpoint User Guide.

Enhanced Process Tree View for Endpoint Alerts on Respond

The Process Tree view on the Respond > Alerts > Endpoint Alerts > Alert details page is enhanced
with the new File Actions tab next to Investigate Timeline. With this enhancement, analysts can
quickly save a local copy of the selected file, download it to the server, or block it.

NETWITNESS weslile  RegmE  Usas

< (70) Unexpected Isass.ex

INCIDENT ID CREATED HOSTNAME TACTIC TECHNIQUE

defense-evasion masquerading

EVENT TIME SUMMARY TARGET PARAM SOURCE PARAM USER SOURCE Details

09/21/202206:38:21.000am  cmd.exe created process lsass.exe N/A cmd.exe WINDOWS\ecat

B Investigate Timeline File Actions

Process Tree Viewer

< Google Lookup
Summary

70) explorerexe < VirusTotal Lookup
cmd.exe created process 1|
Change File Status

Download File to Server

Reset Risk Score

For more information, see the NetWitness Endpoint User Guide.

Concentrator, Decoder, and Log Decoder Services
Log Parsing:
o Several new Format Types are added to DataType and VARTYPE elements for log parsing.
o Format type duration can parse duration values in seconds using dateTime format specifiers.

o Format type convert can perform several common conversion tasks as follows:

® Format type convert Domain can normalize web domains which appear in "(3)www(7)example
(3)com" formats to produce "www.example.com".

® Format type convert Bytes can convert integer values between Bytes, KB, MB and GB.

 Static Value Mapping capability is added to DataType and VARTYPE to allow event categorization
and similar use cases.
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For more information on VARTYPE, see https://community.netwitness.com/t5/netwitness-knowledge-
base/netwitness-11-x-type-and-pattern-validation-for-variables/ta-p/684779.

For more information on defining Log Parsing, see the Log Parser Customization Guide.
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Fixed Issues

This section lists issues fixed after the last major release. For additional information on fixed issues, see
the Fixed Version column in the NetWitness® Platform Known I[ssues list
(https://community.netwitness.com/t5/netwitness-platform-known-issues/netwitness-platform-known-
issues/ta-p/571872) on NetWitness Community Portal.

Administration Fixes

ASOC-113915, 115997 NetWitness users fail to handle lengthy passwords
because no maximum password length is set in the
password field; this may lead to DoS attack.

Core Services (Broker, Concentrator, Decoder, Archiver)

Fixes
ASOC- 115917, 115916 NetWitness Core Services such as Log Decoder,

Concentrator, and Archiver fail to handle lengthy
passwords because no maximum password length is set in
the password field; this may lead to DoS attack.

Log Decoder Fixes

ASOC- 111391 NwLogDecoder service is frequently receiving error
messages in /var/log/messages because the message
Upload is unable to recognize parameters such as
finalCount.
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End of Life Functionality

The following link provides information on end of life functionality, features and hardware in
NetWitness 12.1.0.0 or later releases.

End of Life Functionality and Features in 12.1.0.0 or Later Releases
(https://community.netwitness.com/t5/product-life-cycle/product-version-life-cycle-for-rsa-netwitness-
platform/ta-p/569875)
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Product Documentation

The following documentation is provided with this release.

NetWitness Platform Master https://community.netwitness.com/t5/netwitness-platform-
Table of Contents online/tkb-p/netwitness-online-documentation
NetWitness Platform 12.1.0.0 https://community.netwitness.com/t5/netwitness-platform-
Product Documentation online/tkb-p/netwitness-online-documentation
NetWitness Platform 12.1.0.0 https://community.netwitness.com/t5/netwitness-platform-
Upgrade Guide online/upgrade-guide-for-12-0/ta-p/684998

Feedback on Product Documentation

You can send an email to nwdocsfeedback@netwitness.com to provide feedback on NetWitness Platform
documentation.
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Getting Help with NetWitness Platform

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

* See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation

e Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here: https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions

» See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-
base/tkb-p/netwitness-knowledge-base

¢ See Troubleshooting section in the guides.
» See also NetWitness® Platform Blog Posts.

e [f you need further assistance, contact NetWitness Support.

Contact NetWitness Support

If you contact NetWitness Support, you should be at your computer. Be prepared to provide the
following information:

¢ The version number of the NetWitness Platform product or application you are using.

* The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.

NetWitness Community Portal https://community.netwitness.com
In the main menu, click Support > Case Portal > View My
Cases.
International Contacts (How to https://community.netwitness.com/t5/support/ct-p/support
Contact NetWitness Support)
Community https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions
NW Update https://update.netwitness.com/

LiveUI https://live.netwitness.com/
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Release Notes

Build Numbers

The following table lists the build numbers for various components of NetWitness 12.1.0.0

NetWitness Admin Server

NetWitness Appliance

NetWitness Appliance
Nonfips

NetWitness Archiver
NetWitness Bootstrap
NetWitness Broker
NetWitness Broker Nonfips

NetWitness Cloud Connector
Server

NetWitness Cloud Link
Server

NetWitness Component
Descriptor

NetWitness Concentrator

NetWitness Concentrator
Nonfips

NetWitness Config
Management

NetWitness Config Server

NetWitness Console

NetWitness Content Server

NetWitness ContextHub
Server

NetWitness Correlation
Server (ESA)

NetWitness Decoder

NetWitness Decoder Content

rsa-nw-admin-server-12.1.0.0-
220830025952.5.8153425.el7.centos.noarch.rpm

rsa-nw-appliance-12.1.0.0-12595.5.9deaec1986.e17.x86_64.rpm
rsa-nw-appliance-nonfips-12.1.0.0-12595.5.9deae1986.e17.x86_64.rpm

rsa-nw-archiver-12.1.0.0-12595.5.9deae1986.¢17.x86_64.rpm
rsa-nw-bootstrap-12.1.0.0-2206230537.5.¢340196.el7.noarch.rpm
rsa-nw-broker-12.1.0.0-12595.5.9deae1986.¢17.x86_64.rpm
rsa-nw-broker-nonfips-12.1.0.0-12595.5.9deae1986.e17.x86_64.rpm

rsa-nw-cloud-connector-server-12.1.0.0-
220816190218.5.2¢11732.¢l7.centos.noarch.rpm

rsa-nw-cloud-link-server-12.1.0.0-
220829032036.5.c9bb7da.el7.centos.noarch.rpm

rsa-nw-component-descriptor-12.1.0.0-
2209261634.5.b6cde6f.el7.noarch.rpm

rsa-nw-concentrator-12.1.0.0-12595.5.9deae1986.e17.x86_64.rpm

rsa-nw-concentrator-nonfips-12.1.0.0-12595.5.9deac1986.¢17.x86
64.rpm

rsa-nw-config-management-12.1.0.0-
2209060515.5.7d4c20b.el7.noarch.rpm

rsa-nw-config-server-12.1.0.0-
220712180708.5.90e28fc.el7.centos.noarch.rpm

rsa-nw-console-12.1.0.0-12595.5.9deae1986.el7.x86_64.rpm

rsa-nw-content-server-12.1.0.0-
220719050053.5.4b85b75.el7.centos.noarch.rpm

rsa-nw-contexthub-server-12.1.0.0-
220902142035.5.494c7da.el7.centos.noarch.rpm

rsa-nw-correlation-server-12.1.0.0-
220907084256.5.be42510.el7.centos.noarch.rpm

rsa-nw-decoder-12.1.0.0-12595.5.9deae1986.e17.x86_64.rpm
rsa-nw-decodercontent-12.1.0.0-12595.5.9deae1986.e17.x86_64.rpm
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NetWitness Decoder Nonfips

NetWitness Deployment
Upgrade

NetWitness Endpoint Agents

NetWitness Endpoint Broker
Server

NetWitness Endpoint Server
NetWitness Esper Enterprise
NetWitness Integration Server
NetWitness Investigate Server

NetWitness Legacy Web
Server

NetWitness License Server

NetWitness Log Collector

NetWitness Log Collector
Perl

NetWitness Log Collector
Tools

NetWitness Log Decoder
NetWitness Log Player

NetWitness Malware
Analytics Server

NetWitness Metrics Server
NetWitness Node Infra Server
NetWitness Orchestration Cli
NetWitness Orchestration

Server

NetWitness Placeholder

rsa-nw-decoder-nonfips-12.1.0.0-12595.5.9deae1986.e17.x86_64.rpm

rsa-nw-deployment-upgrade-12.1.0.0-
2208161053.5.c14906f.el7.noarch.rpm

rsa-nw-endpoint-agents-12.1.0.0-2208231813.5.220622a.el7.x86
64.rpm

rsa-nw-endpoint-broker-server-12.1.0.0-
220907051241.5.7af9921.el7.centos.noarch.rpm

rsa-nw-endpoint-server-12.1.0.0-
220902103443.5.8d3a4b9.el7.centos.noarch.rpm

rsa-nw-esper-enterprise-12.1.0.0-
2206231945.5.886f55¢.el7.noarch.rpm

rsa-nw-integration-server-12.1.0.0-
220712170646.5.8621505.el7.centos.noarch.rpm

rsa-nw-investigate-server-12.1.0.0-
220824063029.5.958431c.el7.centos.noarch.rpm

rsa-nw-legacy-web-server-12.1.0.0-
220926153225.5.19d0a44.el7.centos.noarch.rpm

rsa-nw-license-server-12.1.0.0-
220816055931.5.1f5953b.el7.centos.noarch.rpm

rsa-nw-logcollector-12.1.0.0-15039.5.681249647.e17.x86_64.rpm
rsa-nw-logcollector-perl-12.1.0.0-15039.5.681249647.e17.x86_64.rpm

rsa-nw-logcollector-tools-12.1.0.0-15039.5.68f249647.e17.x86_64.rpm

rsa-nw-logdecoder-12.1.0.0-12595.5.9deae1986.¢17.x86_64.rpm
rsa-nw-logplayer-12.1.0.0-12595.5.9deae1986.e17.x86_64.rpm

rsa-nw-malware-analytics-server-12.1.0.0-
220811092550.5.2678010.¢l7.centos.x86 64.rpm

rsa-nw-metrics-server-12.1.0.0-
220722025249.5.00950df.el7.centos.noarch.rpm

rsa-nw-node-infra-server-12.1.0.0-
220823021431.5.cd9e96¢.¢l7.centos.noarch.rpm

rsa-nw-orchestration-cli-12.1.0.0-
2207270948.5.ftbSbcc.el7.noarch.rpm

rsa-nw-orchestration-server-12.1.0.0-
220727062947.5.10e0386.el7.centos.noarch.rpm

rsa-nw-placeholder-12.1.0.0-2206230732.5.935a4cf.el7.noarch.rpm
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NetWitness Presidio Airflow

NetWitness Presidio Config
Server

NetWitness Presidio Core

NetWitness Presidio Elastic
Search Init

NetWitness Presidio Ext
NetWitness

NetWitness Presidio Flume

NetWitness Presidio Manager

NetWitness Presidio Output
NetWitness Presidio Ul
NetWitness Recovery Tools

NetWitness Relay Server

NetWitness Reporting Engine
Server

NetWitness Respond Server

NetWitness Root CA Update
NetWitness Security Cli

NetWitness Security Server

NetWitness Shell

NetWitness SOS Report
Plugins

NetWitness Source Server

NetWitness User Interface

NetWitness Workbench

rsa-nw-presidio-airflow-12.1.0.0-
2208260710.5.ff02ce0.el7.noarch.rpm

rsa-nw-presidio-configserver-12.1.0.0-
2208260710.5.ff02ce0.el7.noarch.rpm

rsa-nw-presidio-core-12.1.0.0-2208260710.5.ff02ce0.el7.noarch.rpm

rsa-nw-presidio-elasticsearch-init-12.1.0.0-
2208260710.5.ff02ce0.el7.noarch.rpm

rsa-nw-presidio-ext-netwitness-12.1.0.0-
2208260728.5.2c153c2.el7.noarch.rpm

rsa-nw-presidio-flume-12.1.0.0-2208260726.5.96124f.el7.noarch.rpm

rsa-nw-presidio-manager-12.1.0.0-
2208260710.5.ff02ce0.el7.noarch.rpm

rsa-nw-presidio-output-12.1.0.0-2208260710.5.ff02ce0.e17.noarch.rpm
rsa-nw-presidio-ui-12.1.0.0-2208260730.5.5¢209d1.el7.noarch.rpm
rsa-nw-recovery-tool-12.1.0.0-2209071035.5.b26133b.el7.noarch.rpm

rsa-nw-relay-server-12.1.0.0-
220907051145.5.7ac5¢52.el7.centos.noarch.rpm

rsa-nw-re-server-12.1.0.0-5955.5.e59ddc54e.el7.x86_64.rpm

rsa-nw-respond-server-12.1.0.0-
220926024108.5.056a06¢.el7.centos.noarch.rpm

rsa-nw-root-ca-update-12.1.0.0-2209060631.5.3d05b1d.el7.noarch.rpm
rsa-nw-security-cli-12.1.0.0-2207201156.5.edba327.el7.noarch.rpm

rsa-nw-security-server-12.1.0.0-
220816051338.5.bebd078.el7.centos.noarch.rpm

rsa-nw-shell-12.1.0.0-220713042227.5.8069abc.el7.centos.noarch.rpm

rsa-nw-sosreport-plugins-12.1.0.0-
2206230737.5.987d3ab.el7.noarch.rpm

rsa-nw-source-server-12.1.0.0-
220912040418.5.9a7adba.el7.centos.noarch.rpm

rsa-nw-ui-12.1.0.0-220915070135.5.6fe8458db2.el7.centos.noarch.rpm
rsa-nw-workbench-12.1.0.0-12595.5.9deae1986.e17.x86 _64.rpm
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Revision History

October 2022 General Availability
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