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RSA
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Dear

Welcome to My RSAI You now have immediate access to your RSA product software and licenses. You can
access these files at the My RSA website.

Login ID:
If you have questions or problems with the product, please contact RSA Customer Support.
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RSA
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Please do not bookmark this web page. Bookmark the web page after you have authenticated.
Forgot Password/Additional Self Service
Need to Token Authenticate?

Register for Access
Additional Support

User ID:
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Softs /L i
oftwarefticense Software/License
myRSA - Orders
Select the location to view results for that location.
1000732074 -» RSA - 24 HOMESTEAD RD ESSEX 01945 v
Search your orders by serial number, purchase order, o order number.
Q
Analytics Server w/10 Users - S/W Only October 17,2018
@ Serial # Purchase Order. Order #
SecAnlytics Log Decoder SW October 17,2018
Serial # Purchase Order: Order #:
AN
SecAnlytics Log Cnentrir SW October 17,2018
@ Serial Purchase Order. Order #
AN
SecAnlytics Broker SAW. October 17,2018
C Serial # Purchase Order. Order #:
AN | 1
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HE B D5 A L. NetWitness Endpoint 4.4&11.6T—o b Dl A DA REZ ITRYET .
NetWitness Endpoint 4.4.0.x&NetWitness 11.6D54 2 XM #ll HVEE & SALFz. R DK S%RSA Order
Fulfillment Confirmation A —)LHVE EFEF .

FE NetWitness 11.6DF R OHE 1% Mi5 & [E. RSA Order Fulfillment Confirmation*—)UIZ. 11.6
N—=230 DT ADE Ml DA HEE & SN TLET

Fulfillment Date

ECAT-SUB-T4 Tierd RNWE Subsc p/Host 1001-2500 1Mo 1 February 7, 2019

# of License Months - 3

Billing Plan Type - Annual in advance
License Duration - Term

Sales Type - Upgrade

Number of Hosts - 500

Serial/License Number:
RSA-0015012 ECAT Host Sub License(per host) 1 February 7, 2019

# of License Months - 3

Billing Plan Type - Annual in advance
License Duration - Term

Sales Type - Upgrade

Number of Hosts - 500

Serial/License Number:

LR DRY)—2 39k THEL RSA-001501200/\—Y F2/\—hHNetWitness Endpoint 445142 X TH
1), ECAT-SUB-T4D/\—Y F/3—HNetWitness 11.651 VR THIZEER L TVET . BEHD
NetWitness Endpoint 4.454 2 REEHFEDIH & (&, NetWitness 11.674 2V AEWEFL. @A DT
A ADHRAN A myRSAIZE>TT7 YT L—REnET .
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1. myRSAIZAY A>T B& ECATHIRYT a3y SAEVANKR RESWET .

msRSA

Software/License

Logout

January 02, 2019

——————————————

(&)
2N

Serial #: Purchase Order:

ECAT Host Sub License(per host)

N

December 19, 2018

Serial #: Purchase Order: Order #:

I

ECAT Host Sub License(per host) December 19, 2018

Serial #: Purchase Order: Order #:

N

RSA SID Access Virtual Appliance December 12, 2018

Order #:
320179284

Serial #: Purchase Order.

ey
2N

. 14 »

«02345

2. ECAT Host Sub License (per host)] &2 JvoILET .
Order Detail | R—U DK RENFET .

PRODUCT LIST
'ORDER HISTORY
DEVICE MANAGEMENT
SEARCH SERVERS

INFORMATION

FAQS
DOWNLOAD SUPPORT
PRODUCT SUPPORT

SWITCH SITE

"RSA

CREATE LICENSE SERVER
UPLOAD CAPABILITY REQUEST

SOFTWARE/LICENSE  DECRYPTIONCODE = SUPPORT
Home ¢« myRSA « Order Detai

e Order Detail
SOFTWARE

Attention: For Software/License Download & Product Selection - Please place your cursor over the icon in the last column next
to Qty 1

Serial Number: |
Order Date: Dec 19, 2018
PO Number: k k

P

Product Description Qty

RSA NetWitness Endpoint Host Subscription License 1

3. Product Description] #9')voLFET .
[License Information] R—U AR R ENFET .
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"wRSA
SOFTWARE/LICENSE  DECRYPTIONCODE SUPPORT

: License Information
SOFTWARE

DEVICE MANAGEMENT
PO Number:
ARGl 0 Available
License File: |
Download I

4.  Download] #%')v%L TNetWitness Endpoint 4.4.0.x54 2 R&EA 0 O0—K LET .

BE 77 MNetWitness Endpoint 4.4.0.x%&$F 5 T. RSA NetWitness PlatformZ &b TH MG & (X, 54
TR Y—NZBFTEILELDYET . EMIONTIE. TH—/\DE R (AT1E %) 1SR
L TSNS

NetWitness Endpoint 4.4.0 xDEX 77 DHE #k HNetWitnessE BIFLEDIHF & (L. G/ R%E
NetWitness Cff Fl TEFY .

NetWitness 11.6MFT 3R DEE % THY. NetWitness EndpointZHiFE5DIH & (L. WA D/ —P 30D
St ANFHHNetWitness TH 7~ SNFET .
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A20M2DOTY

X T I4I)LE T, NetWitness|dmyRSAETE #A B IR # T KB L SN TS, FEITRIE
LSLEIIHYFEEA.

1. [Sofware/License] R—U T, KOYTEIY AZa—oA—F—DiG &R LFET . FHIT—
BIHE M. RFEFTX. BAEXDIRANDR REINFET .

my RSA

Software / License
Orders
Contracts

Products

Employee Products

© Rrsa-
Software/License

myRSA > Software

New myRSA Release is here - Introducing multiple enhancements to improve your online experience (Learn More)

14 Results found

Product Name:
Analytics Server w/10 Users - S/W Only

October 17, 2018

Product Name:
SecAnlytics Log Decoder S/W

October 17,2018

Product Name:
SecAnlytics Log Cnentrtr S/W

October 17,2018

Product Name:
SecAnlytics Broker S/W

October 17,2018

17
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2. BEEIUWIL. FOyFEouhsA—ay

ZERL.

Licenses | FTvIRVWIREAUIZLET .

RSA Security Analytics Server with 10 Users Software

(Serial Number)

What version would you like to download software and licences for?

Version 11.3

Version Notes

Select Items to Download

Software
u] Fil size * Checksum
o Nam 383.4MB sha
‘‘‘‘‘‘‘‘‘‘‘‘ ma
0O Nemen 242.9MB
mds
w Patch
Licenses

B 132010192zip

End User License Agreement

To continue to download you must agree to the RSA End User License Agreement for this version.

3. Download] #5'JvILET .
Order Detail | R—U AR R & FET .

myRSA

SOFTWARE/LICENSE

DECRYPTIONCODE ~ SUPPORT

Order Detail

SOFTWARE
Attention: F
DEVICE MANAGEMENT LS
Serial Number:
J . Order Date: Dec 19, 2018
INFORMATION PO Number: 1

Product Description

ISA Met

Nitness Endpoint Host Subscription

or Software/License Download & Product Selection - Plea:

se place

your cursor over the icon in the last column next

“

Oty

4. (Create License Server] %')yoL%9 .

F—\DER(FF10F )
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" RSA

SOFTWARE/LICENSE  DECRYPTIONCODE  SUPPORT

HomE Create License Server

SOFTWARE

PRODUCT LIST

ORDER HISTORY To input a Security Analytics (SA) local license server, copy the License Server |D located on the SA user interface information
DEVICE MANAGEMENT page (Administration = System = Info page).

SEARCH SER\

Important:

IT keying in the License Server ID manually; all UPPER CASE letters must be used. Errors made within this field are ireversible
and will require RSA customer support for resolution. The ID Type field must be set to Ethernet for the server o function

INFORMATION
FAQS License Server
DOWNLOAD SUPPORT ID*
PRODUCT SUPPORT
ID Type ETHERMNET ¥

Alias

5. U TFTOI4—ILFIZABHLFET.

o License Server ID] Z4—ILR 254tV R H—/\IDFIE—F B FHIX(AXFET)AHALE
ER

o ID Typel FOYF ™92 T. ETHERNET]( T 74/ E) Z&IRLET.
o TypelFOYT #™92T. Ethernet] (T74/LE) ZEIRLET .

o (T av) Alias] I4—ILR(Z. FTSATURIDDIAJTREA ILET .
6. Create] 0oL ET .

View Server] R—U R REIhFET .
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M4 RSA

SOFTWARE/LICENSE  DECRYPTIONCODE  SUPPORT

HOME .
View Server

SOFTWARE

PRODUCT LIST License Server

ORDER HISTORY

ID Type ETHERNET

Mo add-ons are currently mapped

Alias
INFORMATION Map Add-Ons Remove Add-Ons
FAQS Add-Ons
DOWNLOAD SUPPORT
PRODUCT SUPPORT Add-On Name Status

a

Download Capability Response

Downloadable Items

7.  Map Add-Ons] &9 )vILET .
Map Add-Ons | R—U IR RSNFET .

F—ROER(FTUI1VER)
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"yRSA

HOME
SOFTWARE

PRODUCT LIST

ORDER HISTORY
DEVICE MANAGEMENT

SEARCH SERVERS

CREATE LICENSE SERVER
UPLOAD CAPABILITY REQUEST
INFORMATION

FAQS

DOWNLOAD SUPPORT
PRODUCT SUPPORT

SOFTWARE/LICENSE  DECRYPTION CODE

SUPPORT

Map Add-Ons

Search Add-Ons for Server

Activation Code

Add-On Name

Add-On Mame

SecAnlytics Log
Crnentrir SIW

MW UEBA Perpetua

Sechnlytics
Hybrid4Logs w/5TB
W

wm | W m
= = -

acAnlytics Broker

MW Metwork
Malware Option -
Perpetua

MW Metwork
Maonitoring -

NW UEBA
Subsecription

MW Malware Option -
Subsecription

Subsecription

Map Add-Ons

Serial Number

Ezxpiration

Pei

Peri

Peri

Permanent

Oct 18, 2019

Oct 18, 2019

Oct 18, 2019

rmanent

manent

manent

ermanent

ermanent

ermanent

Serial Number

Available Units in Total Units in Line
Line Item Iltem Oty to Add
1 1

150 500

1 1

1 1

1 1

200 250

100 250

250 500

200 250

50 250

8. AUV AR H—\EFHEZLTOAM U ADFEMER RLI=L. S4BV REITVELTTHILEHHY

F9 . EMITOWTIE. T4 ADTIEL Y 1%

= IR

= O

LTLE=Elby,

T I74)Uk T\ NetWitness?RRAM [EmyRSAETE 8 B IZE HA § 5 L5348 B S THY . R—LH—/N
(DNS) £ E SNTVWET . A D7V a3V ZWM A BEELHYFEEA-

I 45 B DNetWitnessFE A LT-IR B T, Y—EXANTSA T Eth 5l B DNetWitnessiR A+
[FEH L. TSAITUDNetWitnessTDHH—EZANSA U RSN TWSIE & . Eho5)D
NetWitness TIEE L H—ERIZDWVTSAEVRADE MR UM AvE—U AR RENFT . Avt—

VEERALT. AnoERZ#RETEEY.
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SAtRADIVEYT

SAEADTIEL T TIE. [ # & [INetWitness ServerlZE| YL TES5A/ U ADMEEIRLET .
Y—NSM U REIVELTTBIZIE. RDFIEEETLET
1. myRSAIZBZ A LET .

2. SEARCH SERVERS|#7')vILThs. SAEVR H—/\—IDEI )03 5L, TDY—/\—DEE
HMHARTEINET.

SOFTWARE/LICENSE  DECRYPTIONCODE  SUPPORT
HOME .
View Server
SOFTWARE
PRODUCT LIST License Server
ORDER HISTORY ID
DEVICE MANAGEMENT D Type ETHERNET
SEARCH SERVERS Alias
CREATE LICENSE SERVER
UPLOAD CAPABILITY REQUEST
INFORMATION Map Add-COns = Remove Add-Ons = View History ~ View Served Clients =~ Download Capability Response
FAQS Add-Ons
DOWNLOAD SUPPORT
PRODUCT SUPPORT Add-On Name Status Serial Number Units Mapped Expiration Downloadable ltems
Mo add-ons are currently mapped.

3. Map Add-Ons] &9 JvoLFET .
Map Add-Ons] R—U ¥R RENFT .
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"RSA
SOFTWARE/LICENSE ~ DECRYPTIONCODE = SUPPORT

HOME
SOFTWARE

PRODUCT LIST
ORDER HISTORY
DEVICE MANAGEMENT
SEAR

Map Add-Ons

Search Add-Ons for Server

Activation Code Serial Number

Add-On Name

INFORMATION
FAQS

DOWNLOAD SUPPORT
PRODUCT SUPPORT

Available Units in Total Units in Line

Add-On Mame Serial Number Expiration Line liem ltem Qty fo Add
SecAnlytics Log Fermanent 1 1
Crnentrir SIW

MW UEBA Perpetua Permanent 150 500
SacAnlytc Permanent 1 1
Hybrid4Logs w/5TB

SIW

Se: Permanent 1 1
s

SecAnlytics Broker Permanent 1 1
S

MW Metwork Permanent 200 250
Malware Option -

Perpetua

MW Metwork Permanent 100 250
Maonitoring -

Perpetua

NW UEBA Oct 16, 2012 250 500
Subsecription

NW Malware Option - Oct 16, 2012 200 250
Subsecription

NW Netwaork Oct 16, 2012 50 250

Maonitoring -
Subsecription

Map Add-Ons

Add-On] DR IZ. COTHIUF THEBARIBELETRTOIIEVAD—EAR TENET . COX

[ZI&. NetWitnessDE F SA VAT EICR DIE AR RESNFT .

Add-On Name: TR AR JLAUE DB B TY . 1=EZ X, SMC ConcentratorEzf=[£SMC Decoder
e,

JYFZNES WG E DTNV ITILES .

Expiration 3k #t 71 2V ATEWME & (& B EAR DF AR REINFET . COT1—ILED
Bl B EDEMF(2019F 10 6B 4 E) -3 EF(90B B4 E) T . ENEHEHE
DG E . TRAVEY—NZIIEL T L= oA AR AR LET

SAVTATLTH A EELZI=YS FOSAEVRATRE .. FHAARRLEIVASRILAVED
M. O, SAE AN HS. T TITNetWitness Serverl ZRvE T ENT-514 2 ANDE
#5|LV=8TY .

SAVTATLOB A= 45 F DSA U RIZEEDTENT=TINARAZEDI AR LAY
(N0

EBNTEIHE BHFEDSAEDRDIVAAS LA D .
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4. NetWitness ServerlZRVE T T 5514 AN E1E E 9515 & 1&. ZDH % Units to Configure
FIZABLFET.

5. Map Add-Ons]Z5'JvILET .

View Server] R— 2, TR A LA HNetWitness Server|ZIE & [Z9vE SN f-CEER T
Ayt—U R RTEINFET .

TIELTENTZTURAN LA E, L ISIEL T TEGLRY, TAIUS T—ILR S ShE
T EIVAAMRIILAUE D Status] [Z Waiting to add to appliance] Avt—U NR RENFET .
DFF | TIEEL 122 RIEHY—/\ER A SN TOVFER A

6. (AF23av) ILITTAEVREZEIVE THIHEE L. Map Add-Ons] AT 3% FE A .
7. (AF23) AV RZBIBRT515 5 (X, Remove Add-Ons | A 723 % FE A .

T, WETENT5MEVREAUNZER HI LT, NetWitness Server| Zii F TR A8 1A UFEL
1=,

IRE DA ADER K

SAt RS TOEANE T L1=5. NetWitnessQUITIRE DSA VR AT—2REHE R TEET.

% NetWitness Serverld. & H—ERICTA U RE 5 T A BEFIRL T H5T4/EVR H—/\TT.
H—E Xt 532551V RER T T 510, 542 X%ENetWitness Server®Local License Server
(LLS) [TRYELTT B ELHYET .

FE TR D RTIN12DF FT54 T AlZConcentrator&DecoderhFE 7E) DA A&, £V
R—RUM R 2 (S5 REFT 5T ELHYFET

FAEADERRHLVE B
NetWitnessTlE, E A AT BELRSA U RER RLTE B TEXY .
4% 7F DONetWitnessTE A A BE L SA UV RER R DICIE. ROFIEFETLET .
1. ( EE)> VRATLIIBHLES.
2. ATLav IRIIVT. BAEVR]EERLET .
DAV ADFEM | 7 THR RSNFET .
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NETWITNESS 10 o es  Dashboard

SYSTEM

o Licensing
u

FE= License Detai Settings
Lic

mail

Global Auditing
B de 0 L
° d & &
8 d & &
u d It &
d I &

NETWITNESS 12100

B IAEVRI(F FA VR BALTZEIZHT )R IZR RENET . T/ RADRAT—EAD, RT—4
AZHZBE R SN0 LB EIFHR ELD ISR TREINET .
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Y—I\DEF(ATFTF1> 41tV R VITRL)

NetWitnessl&. Local License Server( LLS) #& HH T/ REB B LET . K ITA1TUh 7ISATY
AlF LLSHA VR —)Lsn =R EE TH AT SNET . COREYITIE 75100 JRD K UkLocal
License Server( LLS) A 7244 TR T HF IRITDOLVTERBALFT . LLSOHE 8 DEF M (2D T
(XS4 ADE A 155 B LTS,

NetWitness Server& A4 TE §& TEG MG & [\ NetWitnessh oA 754> SA 2R VIR
#4792 0—k L. myRSATR—3)UZ/NAFDYI IR %7y F0—K TEET . NetWitness Serverhi(
UA—FUR [ HEHFE SN TS S . myRSAD View Server| R—C TSA U ADA IS/ VR %
EITTEEY.

BT i &

NetWitness Platform|ZA 754 T4 A% 950112 XDZEERHE R L TS,

» NetWitness ServerAmyRSA( https://my.rsa.com/) [Z& kS, SAEVANIVELTEINTINVS., 7+
TAVRIEADIZ & & 13 —rwbER B EHYFEEA-

o myRSAIZ7YITA—K §B5f=8hDFT514> 542X VT XL hNetWitness UINSFA 2 O—K & &
THb.

o myRSANSRZ [TE of=A 754> LARU R% . 2485 [ LL A [INetWitness| 277 O—K F & TH
.

ROE L ATFA TmyRSANGTAEVRAERIFL. KRR I DIETHDT—II70—24RLTVEY

Login to - Refresh and
NetWitness Download - RSA Upload Offline it Upload Offline View License
Platform Ul > Offline Request g g 78" to my Request in .bin gu g

Response from

Licensing > in .bin format format (resmy:sseAbin] .bin format the L.icense
Settings tab ponse. Details Tab

Response in Information in

myRSAIZE B T54754> VOIR DA 0—k
A4 AR VIIRANEFERA L TH—/\EE T THICE. ROFIEEETLET.

| B s> varslmniss.
2. DAEVR]IED)VILFET .
Bt ZDE M R—U R R S hET

F—\DEFR(T T4 SAERVIIRR) 26
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EVENT SOURC ENDPOINT SOU

2> Licensing

se Det. Settings
| Licensing
Email
Global Notifications Throughput Entitlements Usage
Legacy Notifications License Groups

System Logging
Global Auditing
Jobs

Live Services

URL Integration P

Context Menu Actions

Investigation

HTTP Proxy Settings

NTP Settings

Throughput Licenses

Licenses and Associated Services

acket)

» RSA NetWi

» RSA NetV

» RSA NetWit

Appliance Licenses

Licenses and Associated Services

vare Analytics

» Concentrator

UEBA Licenses

Licenses and Associated Services

Endpoint Licenses

Licenses and Associated Services

» RSA NetWitness Endpoint Servet

Refresh Licenses
status Entited Usage Exceeded Usage  Usage Trend Actions
Compliant 278 1days o &

@ Non-Compliant 178 i &
Compliant 5168 3days o &
Compliant 2718 0days o &
Compliant 0days & &
Compliant 0days & &

status ~ Entitled Usage ExpiryDate  Maintenance Date  Action

218
5168

278

278

status ~ Avallable/Total | UsageTrend  ExpiryDate  Maintenance Date Actions
Licensed 2 E] &
Licensed on o &
Licensed on o &
Licensed 1 & &

d (] &

Licensed 1 Ll &

Licensed 1 2015-05-06 -]

Licensed " . °

status ~ Entitled Usage Expiry Date Maintenance Date
2Users

status ~ Entitled Usage Expiry Date Maintenance Date

2 Agent v

3. BEISTERRLET.
BE]IR—UHRREINET,

NETWITNESS . Dashboard

SYSTEM  SEC

info ncino

Licensing

Updates

| ticensin

Email

License Details | Settings

Global Notificatior

Legacy Notifications

System Logging
desired when the license is about

Global Auditing

Jobs
0 email
Live Services
O syslog
URL Integration [ sNMPTrap
Context Menu Actions Config distribution lis
investigation
HTTP Proxy Settings o
NTP Settings
Dashboard Settings Manage Lo er Offline
Synchroniz cal Licensing Server(LLS) with the online repository from a server that is not connected to the internet

Step 1: Download Offline Request

2 licensing req

Threshold(s)
Login Window 10 & Days

Notification Tray 30 ¢/ Days

Step 2: Upload Offline Response

Select 3 licen: ile received from the back office server for upload to

this server
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4. RTFYT: AI540 VOTRR DF5oB0—R 3R LT. FovR—R]1E9)00LFES .
OfflineCapabilityRequest.bin&L NS 774 )LHNA—HIL O AT LIZA I O—R ShET
5. BEHDI—Y 7hook%E B LT, myRSATR—A )Y https://my.rsa.com/) IZATALLET .

6. FAEVAMFTILEDHEIF—EREI)VILFET .

DEVICE MANAGEMENT] DT (Z3%5. UPLOAD CAPABILITY REQUEST %%y L%

ER

DUpload Capability Request] ¥4 7O MK R ENFET .

"RSA

SOFTWARE

DEVICE MANAGEMENT

INFORMATION

SOFTWARE/LICENSE ~ DECRYPTIONCODE ~ SUPPORT

Upload Capability Request

Locate and send the offline request file. The browser will prompt you to save the response file.

Choose File | No file chosen Send]

7. Choose File] ') . NetWitness ServerMdA I O—K Li=77/ IVER E LI=A—hIL T74
L RT LTS B LET . OfflineCapabilityRequest.binZE R LFET .

Choose File] R D& 12071 ILE DR RehEd .

8. Bend]&EV)VILET.

binT7AMIFE R DAV R T—E2HE 0 0—K EINFET . binT7AJUZIE. NetWitness Server|Z
EBMEINTODETARTDSA U RIZETEERE. BERLA A LETAEANEENTT . —\
#EBMLE®ZIEX. Add-Ons] DFIZIVR AR TEINFRA. —\FEHF L5, XDEH
AVTHBATEESIT. SAEVRETVIEL T TEDLIITHYFET
9. myRSAMS.binT7A ILEFIO—K L1=1£ . NetWitness UIIZAS 4L T, R E I X— TbinF7
AIWETYTO—K LET . EMIZDOULTIE. [NetWitness Platform DA IS4 54t R L Ay
ADT7YIO—F 125 B LT,

Y—I\DEFR(TI7514> SAEXVIIRE)
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NetWitness Platform~ADA 751> SAt R LARVADTYS

N3

a—F

NetWitness ServerH\f o A— b [THEH SN TLVEULME S . myRSA®D View Server] R—UT5/4 1Y
ADAISAVE B EE 1T TEET . myRSAMNSAIUO—R L TA—HIL F7(IL S RTLIZREFELE:
;734 Y A4tV R LRRY X ( response.bin) 7741 )LET7YTO—R §5(21E. ROFIEFETLE

1. TmyRSAISEIE TBIMEVR VIIRADE L O—K |FIBIZSEH SN TWDRATYT1~3%2FE{T
LFEY.

2. NetWitness1—H 422 7x—X(ZOJ (1 LFET .

. Bogm)> p274]> BqerR]> BEISTBHLET.

4. FI54Y LARVAO7TYIO—K €530 T, LARVAO7YTO—K]%25)voLET .
T7AIWNETYITO—K T 5=NDFAT7ATHNRRTENET,

Upload Offline Capability Response

Upload File (Bin) Browse

Cancel Upload

5. response.bin77MIILES B L TGERL. D7/ILO7YyTO—K(Bin) ] 24— IZRRLET .
6. PyIn—K1EVJ)VILET.

SA4 2 XD NetWitness|Z7VvTO—R . DAV ADEM 2 TDT )R IZEMESNET . Ch
SNTA U RE ., TISATURAE A TAHIENTEET .

AU RETYIA—R LIzt . ROWT I ERTLCREAEER TEET .
* NetWitness TfE B 2K & 35121, ( EH)> VATAI> SAEVR] > DAV ADEH

121 # 8 LFET . NetWitness[TE| YL TOMEZE R G542V EHARTER/SE]5IIC
KRINET

e myRSADAUATT—RTIL. SAEVADRT—RAM In Sync] [CEDHYFET .

SAtEADE i

HLWLSAEURMB INEN=EZIZ. HFILLSAEURDTE L ER R T HIZE. DIEVRDE
slxv)0oLFET.

ALV RER#FHTHE 1\WIISIUR TRDEIRIARITENET .
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o LLSH—/\ZHE 2 8)L T. Central Flexerah—/\HMoxFH DS/ AW ELET .

o FMEVAMTE SN TVEWS—ERICEN LGSV REEESHET (ERARIRELE ItV R
AHd5E) -

s AHRUNDIAM U AF TH & 1118 DFFfi iR St REBE M B IM U RICESRAFT
(ERAFTRGIIEVANHEER) -
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SAt o ADTEE

NetWitnessV 7h Dz 7HE LU B H—ERZAVRA—ILLT=# (. EH(ICEDONWT. &£ Y—ERE
I FH—ERDT NI ETE5M L REM B T 2L ELHYET . NetWitnessDFA VAT

(. AEFE IR DGGAMEUR ETIVEFERALTOWET . S/ RNV TIATURE R DK EE TS
T TIFATURISEEEBYBEELET .

FMEVR BALTDRIR

SR AT (EAIE T—0F 44 127 DOV TE IR L TZELY, RSA NetWitness TIXR DR T DA

TUREE A TEET
o RI—TYk SR
o TISATURSAEUR

e UEBA( User and Entity Behavior Analytics)

e EndpointZ/E2X

X DOE (&, NetWitness PlatformD& F EH—ERXTH AR GELRSA/ VR A4 TEZRLTVET . &5
AR BALFIZDNT, LI DRIV THRBLET .

Types of Licenses

Throughput Licenses

Appliance Licenses

UEBA Licenses

Endpoint Licenses

Supported Service:

Supported Service:

Supported Service:

Supported Service:

e Decoder e Archiver ¢ UEBA e Log Decoder
e Log Decoder e Broker
e Malware e Concentrator
Analysis e Decoder
e ESA Correlation
e Log Decoder
e Malware
Analysis
SAEORDETR 32




FAEREBAAR

AI—TYk S4E2R

ZAI—TYk SAEVRIE. O (SIEM) « Ruk T—( ¥k « E=ERIVI 75 # T, 18 HI=VIC
FRINGT—HE (K DNTLET.

1B QORIL—Tvk &, AT D5 & 118 H=UDXH/NAR 3T, /S ok DB & 1F18 HEYDOTS/ 1
L TRIE SNhET . RIL—TF vk DA 5. NetWitness PlatformiE A B 1B £ K TSA RSN TLY
5. 1B H=YDRIL—TI DE EHZEH>TRFVET . SOV RIER DESITHI E SNFET .

B9
H—EX | BEfL 54t AR M
Bif
Network 18 H1=YDT5/31~ #( TB) 1 TB YIRY )T avE
Decoder Tk #e
Log 18 &H1=YDFH/ 1+ #( GB) 50 GB HIRYTL3vE
Decoder T3k %
Malware Malware AnalysisIZ&>TH #i SndT7M/LD1IH Hf- 1 TB YIRY )T avE
YDTS/8\1+ 3 ( TB) Tk #e

F \—23211.5LL & MNetWitness Platform Tl vk 7—2 )L 1\rvbk SAEDRITIMAT. 7
=12k D—9 ARBE R SA XD F| A alge (T YEL 1=

RIS T—9 )L 19k FAEVR TlE. 1Vryh RAO—KR EAZT—RZINE . i HBLET .
dA—HH B ELIEEV BB E ISR B TELRIIT/ Vruk RAO—R 3R FINFET . Rk
0—9 D)L 1Nk SABEUATIE. SN2k D=9 19k DINA L E. TARIIZEEZAFE
NI A B DRI E SNFET .

RIS = AGBE RASAUR TlE. 71 yh RAO—FZPRELTHHL. DRI/ uh R
A—K T—2%ZWELFT . COTFIEVREERTHE TIL Vo RENT ELRREIC
NetWitness PlatformZ& A TEFET . kY. ANL—UEBEREICEEL. tyliavneRd
O—RZRFIILLGCERETHEITRE TEET . ’UNT—7 A3EHSMEVATE. 2 Hish
=y 7= 19k QISR BB TE SNFET . Rk T—9 TIL 1wk S4BV REELIZER TS
b BMTHERTAHIEELTEEY,

BEHRDRIET—) AZE B AV RERVST—D TIL 1ok SAEDADME A EHEFH DS

B AN T—=0 19k DI BIFEFT LT BIESNFET . F=FZL. RubT—Y TJL X
robk SAEVRATIE, BIEMETARVITE SR FENT=RVET—D 1ok DA B AR E ENhE
Y. RORESAEVADER TR ED M AEZOHIERLTNET .
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FEATRRESIEVR

10TBDAYk 7—% TIL 17k 10TB 0TB 10TB 10 TB
10TBDFRY 7—9 ARE A 0OTB 10TB 10TB O0TB

10TBDAYk 7—% TIL 17k 10TB 5TB 15TB 10TB
STBORYN J—9 A3E R

STBDFYS T—2 T)L 1Nk 5TB 10TB 15TB 5TB

10TBORYED—9 A2E A

AV ADRT—ARARA FRE .. AVTSFATUVARAERR AV ADFEMIZDOLNTIE. T TSA4T7U R
ERN\F—IIOVWTIFES B LTS,

TISATPUR S14EVR

NetWitness Platform(&. 77547V R 54tV REHHR—k L TWVET . TISATURA SAEVRIE. S

AV REHE ETEHTRTORRNIE A TEET . thOY—EX SAEVREIBEHYFELA. TTS

ATUR AV RIERDESITH ESINET .

o BMBTISATUR SAEVANBNIE. FNIZE FNEH—ERDSAEUALBHWIZF 5Sh
E

o FISATUAR AV RIE. KA EVRTT . ESHHR 345K AR ETFEZENIDETT. Y
TRO)T 3y S4BV RIF AV AR ERFHFLAVWEE DR I NIZYET,

User and Entity Behavior Analytics 514 t>X

NetWitness Platform(&. UEBA( User and Entity Behavior Analytics) 542 R&HR—FLTVEY .
DIV RIE TOT147 21— OHIE DNTOET .
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NetWitness Platformld. UEBA( User and Entity Behavior Analytics) 54> X&HR—k LTLVET .
UEBAIL. BT B D79 747 A—DOHEER LT, SR B—NITEELFET . S/ RIE 72
T47 A—HFH DAY AU EIURRAU ARV TRIE SN, A—HIDICK>TFIvIShET .
&R CREZMRLIEE . RA T \FDRREINET . N\FT—OFM# DO TIE. [22T54
TURE R INF—ITDOWTIES B LTSN,

EndpointSM4/t2 X

EndpointZ/ >V RI&. BAFHDTITAT T— 1k OFIZE DVVTLET .
I—Cr M IRDDEATHHBYET .

s HMlI—Cobh:.INEDI—TV IV DI/ VAL B I—2 b OFITE DLTULVET . 5F
i ki 4 > ZAOEARE 1£908 T3 . 908 [E D& FA #A il A% 1B 975 & NetWitness Endpoint Log
HybridMLog Decoder—E A&Endpoint—E X2, FAMBE LUVEA I—V ok DT/ RH
1 SN FET . EndpointT1 -t X% Fl 9 4%&. Archiver. Broker. Concentrators ESADZA X
LEEBMIT ESINET . ROLIEIKIR TIE SAEDRDPAVTIATURE R I 510, &
AEBBN\F—DPRRINFET.

a. TOT47 I—CUxo b DB NTA VRSN TNVAI—C ok D#EB ZTWNVSE A
b. EndpointH TRV FLavh R LR Y A2 50\, T TICHAR AN TLNSIE S .

=&£ZIE. 50,000—2 b DAV RFE A LTWAIE &2, T—2 0 DEAYS0,000% 48 25
& NF—DRRESNET .

F1=13. 50,000T—2 ok DSV R%EHE A L myRSATI0,000T—2 Tk 53 DSV ADHE
RUEVITLTWBIB B (X, 7OT47 T—2xo b OB ER(10,000) BB HE A2 TF1T7>
RERNFT—DRRINFT .

o InsightsT—Y 1k I—UxUbDIVRRAUS T—ADAERETEEE 1L COI—2 b
DAL RIEFRE T,

o EndpointT—Y bk [2XBO0FINE T RN TDEndpoint T— b (35 # F=[dInsights) (L. F %H
oMt X h%E A Sht-Log Decoder( Ef=IELog Hybrid) [ZDHWindowsAY T—A2% 851k TEE
9. BS54t ADLog Decoder( Ef=ELog Hybrid) [T 1§ SN =WindowsA%5 &, Log
Decoder( Ef=ILog Hybrid) [Z# B SN TWVBRIL—T Uk SAEUREIETIFATUR 410X
DEAEITNMEINET . HREE DHHOY(SIEM) RIL—Tub S XHME A [l 8 THD
R Y. O [ENetWitness Endpoint Log HybridIZfR ¥ TEFET . WTIhDIFEE L. T—U b A
Insights&EE Ml DELLTHAMNIMDOLT . BT DTV AL E TY .

NetWitness Endpoint 4.4.0.x514t> X

NetWitness Endpoint 4.4.0x51 U XEHEFLDIH S (&, FCE DF1tE2 X% NetWitness 11.6TFE
B TEFET . f=E& &, NetWitness Endpoint 4.4.0.xD50,00054 2 X% A L1=15 & [L. NetWitness
Endpoint 4.4.0. x7ZFT7E <. NetWitness 11.6TH50,00051 Vo REWMBLET . S/ REAFTH
LY #721E #; (2B LTI, TNetWitness Endpoint4.4.0.xT— 1ok DAV X 1E5 B LTS
LY.
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B & A R OFE il iR 51 2R

RSA NetWitness Platform(Z[&. 90 B [ MOOTBEE i ik 54 2 AAMTF B L TLVET .

Endpointfi £ #ll 5142 AMi5 & (L. 0 MB Log DecoderZ4 2 AHME it SN FET . Log Decoderh™s
D0 MBZA 2RI, 0B M D AR A T LR IEASNET . OB ORAHBE A TH
Y. Endpointfit £ il S/t AEHEFEDIE & « Log Decoderld. TSR BASAtVAEFEHRALE
9. Log Decoderld. i A ADEARE A& T LR [ZDA0 MBSA U RZ@EALET .
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8 ¥ DNetWitness Server)SALt R HiR—b D &

PEVDIREICIER (DNetWitness ServerziE8 A LTWVT, S/ AN ELRIE & (X, EHH DOMAC
TRLRZE R THLELIHYFET

AUFATHERETHICE. ROFIREETLET

1.
2.
3.

NetWitness Server®Da>Y —JUZRAT AL ET .
Jopt/netwitness/flexnetls|F& BN L E T .

local-configuration.yaml 77 JLEMR&E L+ 1\ 7vT RAk FzldEhF1) RAE DMACTR LR
ZEBMLES.

5l backup-hostid: 685B3596A5F33HAL MEbackup-hostid:
"685B3596A5F3:785B3596A5F3"

systemctl restart flexnetls-RSALMEBEIHLET.

wget http://localhost:3333/api/1.0/instancesMoAVRIAVADEEMZEENEFL .
"failOverRole"#MAINIZEE B L TIT—ILA—/\—FRERLET.
{5 "failoverRole"™ : "MAIN"

AISAV TR T3ICE. ROFIRERITLET

L.

AoTAVFIEDATYT 1~ 6EETLET.

2. NetWitness UIDNSSA R VII RN EAO—KLET .
3.
4. FNO(myRSA) hi5NetWitness UIIZL ARV RE7vTA—R LET .

1JOIRkEFNO( myRSA) [Z7YyTO—KLZET .
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A4t A8 H O AL

ZDk EYITIE. LLS( Local License Server) [SBE X E @ THFIBITOVTEHRBALES . 51t
DRADE NEARANE DM EE M BT T— &% 1ET515 6 (L. NetWitnessEHE L L TR A1 %
EIETHENTEET . BANIL. A—/L. syslog. SNMPIZKYZE TEFT . B (L. L RXTLADO
7%’;& PEMMATELHERTEET. BN ORMBELT. SAIRUINETOAREIEETSHLEE
T o

FE 7FHIRRRA FUNZIE SAEVAD AV TIATURE AR BE [T oY SAE ANE $h 21 IR
MINTE. BEIFLAOOTAY DRI SAEVRABH TR RShFEA. COBEHM . EE
Z [ FUHZDOHR RENET S

BEHZEA T AL ROFIEZERTLET .

1. ( EH)> DRATLIITBELES.
2. BAEVRIEERLES.
3. BREIAITERRLET.

¥ NETWITNESS

4. SAEUAR RAT—RAIZDNTODE 1 ENetWitnesshiE 1E T5H EFxFNFNRIRLET.

a. OJAVEICEMEZETSICE. BIAV]IEEIRL. BTA1Y 1R ODRRE ] 74—ILK
[ZSAE AE AR ORI BRIISBEMEZIET AL ERELET.

b. BHMLATEMEZZIETAIZE. BEHFLAIEERL. BEBANSUAORRE] 7—ILRIC
SAEURBENEBROAMBIISEMNEZIETINEIEELET.

c. BREHDEAIVARADA—LERMEZIETHICIE. R—IL]FEIRL. R—IWARMFES:
ZEERURFDER 1 EZRIRLET. R—IL]/SRILAB DET IR REN. R—)L H—/\TF
F oo a v CRMEE R CEFET., H$MITOWTIE TS XTFABRE IR 125 EIZLTLE
LY,
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d. Syslogi %2159 5IZ(X. Byslog] ZEIRL. Byslogh—/\EXUSNMPL Fv7 H—/ 3%
BRLFETIZIIILET . [VATLER )/ RILLB DETTHRE. VATLEEEZHER T
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Entitlernent Expiration

Recommended Action

Please notify the customer support team no later than 10 days prior to expiration.

Service Name Entitlement Days Remaining
endpointhybrid1 - Log Decoder smclLogDecoderMetered 10
packethybrid - Decoder smcDecoderMetered 10
endpointloghybrid1 - Log Decoder smclLogDecoderMetered 10

AJAULIR . SAEU AR EITIE LT KRELEE R DN\FT—DARREINEIENHYFET .

o RLNF—IE. SAEVADEMERIMINTDIGEE . ERAEZEBALIGE . FE51tY
AR IS—AHELEL TSGR TINET.

@ One or more licenses have expired. Please see License Details for additional details.
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e http://localhost:3333/api/1.0/features
e http://localhost:3333/api/1.0/instances
e http://localhost:3333//api/1.0/hostids

e http://localhost:3333/api/1.0/capability request
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HTTP Proxy Settings
NTP Settings

Dashboard Settings

Appliance Licenses
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Usage Trend
Date Range | Past 1 month v
&
Usage Trend for RSA NetWitness Network (Packet)
From Jan 26, 2019 to Feb 26, 2019
Feb 21, 2019
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Entitled Usage: 2048GB
k
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Usage Trend for RSA NetWitness Malware Analytics
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Usage Trend

Date Range [Past 1 month v]
&
Usage Trend for RSA NetWitness Network (Packet)
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Sep 28, 2020
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Reassign To Another License

Select a license from the below table to apply to the selected service

Licenses License Type  Entitled Usage  Available/Total Expiry Date Maintenance Date

| RSA NetWitness Logs Throughput 2 4 2018-11-07 2018-10-25

Cancel
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Export Usage Stats

Preset Range Last 30 Days

Format sy

Aggregation

Per Day
Type
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You are here

Managing Licenses
Usage Trends
Reclaim

Export Usage Stats
Refresh License
Configure License
Obtain License Server Login to myRSA > New U E e Notifications

ID from NetWitness User > Register > Login Reset License
Status

View, Maniter and

Download and
Upload Offlline
Request and
Response

Handling Out-Of-
Compliance Banners
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Info Licensing
Updates License Details | Settings
| Licensing e ——
Email On Reset, the server will download and reapply the latest licenses to all the available services and the current licenses will be deleted.

Global Notifications

Legacy Notifications

System Logging

Global Auditing Generate the type of alert desired when the license is about to expire within a desired threshold

fJobs Notification Type .—n Alert Location '—’n Threshold(s) ‘——
Lves Emai O Login Login Window 10 | Days
eeeeeeeee

[ Notification Tray Notification Tray 30 ¢ Days

URL Integration
Context Menu Actions
Investigation

HTTP Proxy Settings

NTP Settings

Step 1: Download Offline Re: Step 2: Upload Offline Responsekln

Save a licensing request from this server to a local file Selecta
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Obtain License Server
ID from NetWitness

Legin to myRSA > New
User > Register > Login
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