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Contact Information

NetWitness Community at https://community.netwitness.com contains a knowledge base that answers
common questions and provides solutions to known problems, product documentation, community
discussions, and case management.

Trademarks

RSA and other trademarks are trademarks of RSA Security LLC or its affiliates ("RSA"). For a list of
RSA trademarks, go to https://www.rsa.com/en-us/company/rsa-trademarks. Other trademarks are
trademarks of their respective owners.

License Agreement

This software and the associated documentation are proprietary and confidential to RSA Security LLC or
its affiliates are furnished under license, and may be used and copied only in accordance with the terms
of such license and with the inclusion of the copyright notice below. This software and the
documentation, and any copies thereof, may not be provided or otherwise made available to any other
person.

No title to or ownership of the software or documentation or any intellectual property rights thereto is
hereby transferred. Any unauthorized use or reproduction of this software and the documentation may be
subject to civil and/or criminal liability.

This software is subject to change without notice and should not be construed as a commitment by RSA.

Third-Party Licenses

This product may include software developed by parties other than RSA. The text of the license
agreements applicable to third-party software in this product may be viewed on the product
documentation page on NetWitness Community. By using this product, a user of this product agrees to
be fully bound by terms of the license agreements.

Note on Encryption Technologies

This product may contain encryption technology. Many countries prohibit or restrict the use, import, or
export of encryption technologies, and current use, import, and export regulations should be followed
when using, importing or exporting this product.

Distribution

Use, copying, and distribution of any RSA Security LLC or its affiliates ("RSA") software described in
this publication requires an applicable software license.

RSA believes the information in this publication is accurate as of its publication date. The information is
subject to change without notice.

THE INFORMATION IN THIS PUBLICATION IS PROVIDED "AS IS." RSA MAKES NO
REPRESENTATIONS OR WARRANTIES OF ANY KIND WITH RESPECT TO THE
INFORMATION IN THIS PUBLICATION, AND SPECIFICALLY DISCLAIMS IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

© 2020 RSA Security LLC or its affiliates. All Rights Reserved.
July, 2023



https://community.netwitness.com/
https://www.rsa.com/en-us/company/rsa-trademarks

Release Notes

Contents
What's New in 11.7.3.0 Release ... 4
S ULy FiXeS ... 4
Endpoint Enhancements ....... ... . 5
Usability Enhancements ... ... 5
Upgrade Paths ... 5
What's New in Previous Releases (11.7to 11.7.2.0) ... 6
Fixed Issues in 11.7.3.0Release ... . ... 7
Platform FiXes ... . 7
Reporting Engine FiXes ... 7
Admin FIXeS ... 7
Endpoint FiXes ... 7
Known Issues in11.7.3.0Release ... . 9
Build Numbers for 11.7.3.0Release ... 10
About Firmware and BIOS Updates ... 13
SUIMMATY .o 13
Getting Help with NetWitness Platform XDR ... 18
Product Documentation ..o 18
Self-Help ReSOUICES ... .. ... . 18
Contact NetWitness Support ... 18
Feedback on Product Documentation ... . 19




Release Notes

What's New in 11.7.3.0 Release

The NetWitness 11.7.3.0 Release Notes describe new features, enhancements, security fixes, upgrade
paths, fixed issues, known issues, end-of-life functionality, build numbers, and self-help resources.

Security Fixes
This service pack release of NetWitness Platform XDR addresses the following vulnerabilities:
o CVE-2022-4378

o CVE-2022-42703

o CVE-2022-37434

o CVE-2023-0494

o CVE-2022-22934

o CVE-2022-22935

o CVE-2022-22936

o CVE-2022-22941

o CVE-2023-0767

» CVE-2023-0286

o CVE-2022-42898

o CVE-2022-3550

o CVE-2022-3551

o CVE-2022-41974

For more information on the various vulnerabilities fixed in this service pack release, see
https://community.netwitness.com/t5/netwitness-platform-advisories/ct-p/netwitness-advisories#security

Note: If you have the Export Connector plugin in your deployment, you must do the following:

- If you have Logstash installed separately, not as part of the NetWitness installation, you must
uninstall the Export Connector plugin and install the updated Export Connector plugin after 11.7.3
patch upgrade. For more information to install the updated plugin, see Post-Upgrade Tasks on the
Upgrade Guide for 11.7.3

- If you have Logstash installed as part of the NetWitness installation on the Log Collector service, the
updated Export Connector plugin will be automatically installed during the 11.7.3 patch upgrade.

In both the above cases, the old Export Connector plugin files are not automatically removed after
upgrade. You must remove the old plugin files, so the scans do not list them as vulnerabilities. For
more information on how to remove the old plugin files, see see Post-Upgrade Tasks on the Upgrade
Guide for 11.7.3
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Endpoint Enhancements

o The Hosts and Files view is enhanced to help Analysts view the actual risk score of the Blacklisted

o File Name column is exported when you export the Files attributes to a CSV file.

files. The risk score of the files increases once they are blacklisted.

o The timeouts or delays in mongo.db due to the presence of huge bash history for a few agents are

Usability Enhancements

resolved.

The Test Chart feature in Reports (Reports > Charts > Add new chart > Test Chart) is enhanced to

load with different time ranges.

Upgrade Paths

The following upgrade paths are supported for NetWitness Platform XDR 11.7.3.0:

11.7.2.0 to 11.7.3.0
11.7.1.2 t0 11.7.3.0
11.7.1.1 to 11.7.3.0
11.7.1.0 to 11.7.3.0
11.7.0.2 t0 11.7.3.0

11.7.0.1 to 11.7.3.0
11.7.0.0 to 11.7.3.0
11.6.1.4t0 11.7.3.0
11.6.1.3 t0 11.7.3.0
11.6.1.2 t0 11.7.3.0
11.6.1.1 to 11.7.3.0
11.6.1.0to 11.7.3.0
11.6.0.0 to 11.7.3.0
11.5.3.3 t0 11.7.3.0

11532t 11.7.3.0

For more information on upgrading to 11.7.3.0, see Upgrade Guide for NetWitness Platform XDR
11.7.3.0

What's New in 11.7.3.0 Release
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What's New in Previous Releases (11.7 to 11.7.2.0)

The section provides new features and enhancements for all supported previous releases.

For more information, see https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-
in-previous-releases-11.x-to-12.x/ta-p/695650.

6 What's New in Previous Releases (11.7 to 11.7.2.0)


https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-in-previous-releases-11-7-to-12-1-1/ta-p/695650
https://community.netwitness.com/t5/netwitness-platform-online/what-s-new-in-previous-releases-11-7-to-12-1-1/ta-p/695650

Release Notes

Fixed Issues in 11.7.3.0 Release

This section lists issues fixed after the last major release. For additional information on fixed issues, see
the Fixed Version column in the NetWitness Platform XDR Known Issues list on NetWitness Platform
XDR Community portal.

Platform Fixes

SACE-19365 When utilizing the NetWitness Recovery Wrapper Tool
(NRWT) in version 11.7.x along with the --include-
mongo option, it has been observed that the NRWT is
collecting only the mongo backup and not taking a
backup of the configuration.

Reporting Engine Fixes

ASOC-128892 Test chart feature in Reports (Reports > Charts > Add
new chart > Test Chart) is unable to load with certain
time ranges such as lhr, 3hr, 6hr, 12hr, and 24hr. This
issue occurs because Start and End dates are set as
required request parameters.

Admin Fixes

ASOC-127951 Due to the lengthy queries of jobs, Jobs and Admin
tabs (Profile > Jobs) take time to load.

Endpoint Fixes

ASOC-128986 Endpoints Hosts and Files are not getting risk scores
for any blacklist files activity.

7 Fixed Issues in 11.7.3.0 Release
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ASOC-128957 The File Name column is not exported when you
export the file attributes to a CSV file.

ASOC-128409 In Endpoint, the Hosts tab is not loading because of the
presence of huge bash history for a few agents. As a
result, you can see timeouts or delays in mongo.db.

ASOC-127140 Due to the vulnerability in the .exe file, the NetWitness
Endpoint agent can be disabled and the connection with
the endpoint server can be closed without admin rights.

Fixed Issues in 11.7.3.0 Release 8
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Known Issues in 11.7.3.0 Release

Issues that remain unresolved in this release are documented in the NetWitness® Platform Known Issues
list on the NetWitness community portal: https://community.netwitness.com/t5/netwitness-platform-
known-issues/netwitness-platform-known-issues/ta-p/571872

Known Issues in 11.7.3.0 Release
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Build Numbers for 11.7.3.0 Release

The following table lists the build numbers for various components of NetWitness Platform XDR

11.7.3.0.

NetWitness Audit Plugins
NetWitness Audit RT

NetWitness Admin Server

NetWitness Appliance
NetWitness Archiver
NetWitness Bootstrap
NetWitness Broker
NetWitness Carlos RT

NetWitness Cloud Link
Server

NetWitness Collectd
NetWitness Collectd SMS

NetWitness Component
Descriptor

NetWitness Concentrator

NetWitness Config
Management

NetWitness Config Server

NetWitness Console

NetWitness Content Server

NetWitness ContextHub
Server

NetWitness Correlation
Server (ESA)

NetWitness Decoder

rsa-audit-plugins-11.7.3.0-4795.5.125d80486.el7.noarch.rpm
rsa-audit-rt-11.7.3.0-4795.5.125d80486.e17.x86_64.rpm

rsa-nw-admin-server-11.7.3.0-
230216062317.5.044667e.el7.centos.noarch.rpm

rsa-nw-appliance-11.7.3.0-12286.5.524b769¢8.¢e17.x86_64.rpm
rsa-nw-archiver-11.7.3.0-12286.5.524b769e8.el7.x86_64.rpm
rsa-nw-bootstrap-11.7.3.0-2303080749.5.5eb5ab4.el7.noarch.rpm
rsa-nw-broker-11.7.3.0-12286.5.524b769¢8.el7.x86_64.rpm
rsa-carlos-rt-11.7.3.0-2697.5.a3a1¢3e96.e17.x86_64.rpm

rsa-nw-cloud-link-server-11.7.3.0-
230301045054.5.a19ae61.el7.centos.noarch.rpm

rsa-collectd-11.7.3.0-4795.5.125d80486.e17.x86_64.rpm
rsa-collectd-sms-11.7.3.0-4795.5.125d80486.e17.x86_64.rpm

rsa-nw-component-descriptor-11.7.3.0-
2303301456.5.60212aa.el7.noarch.rpm

rsa-nw-concentrator-11.7.3.0-12286.5.524b769e8.el7.x86_64.rpm

rsa-nw-config-management-11.7.3.0-
2303080750.5.4t2339.el7.noarch.rpm

rsa-nw-config-server-11.7.3.0-
230228060147.5.3cc0b81.el7.centos.noarch.rpm

rsa-nw-console-11.7.3.0-12286.5.524b769¢8.e17.x86_64.rpm

rsa-nw-content-server-11.7.3.0-
230228043233.5.4d56774.el7.centos.noarch.rpm

rsa-nw-contexthub-server-11.7.3.0-
230228054327.5.3da9278.el7.centos.noarch.rpm

rsa-nw-correlation-server-11.7.3.0-
230228005944.5.ad6020.el7.centos.noarch.rpm

rsa-nw-decoder-11.7.3.0-12286.5.524b769¢8.e17.x86_64.rpm
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NetWitness Decoder
Content

NetWitness Deployment
Upgrade

NetWitness Endpoint
Agents

NetWitness Endpoint
Broker Server

NetWitness Endpoint
Server

NetWitness Integration
Server

NetWitness Investigate
Server

NetWitness Legacy Web
Server

NetWitness License Server

NetWitness Log Collector

NetWitness Log Collector
Perl

NetWitness Log Collector
Tools

NetWitness Log Decoder
NetWitness Log Player

NetWitness Malware
Analytics Server

NetWitness Metrics Server

NetWitness Orchestration
CLI

NetWitness Orchestration
Server

NetWitness Photo Bufs
NetWitness Placeholder

NetWitness Presidio
Airflow

rsa-nw-decodercontent-11.7.3.0-12286.5.524b769¢8.el7.x86_64.rpm

rsa-nw-deployment-upgrade-11.7.3.0-
2303270847.5.6102756.el7.noarch.rpm

rsa-nw-endpoint-agents-11.7.3.0-2303100656.5.591505¢e.e17.x86_64.rpm

rsa-nw-endpoint-broker-server-11.7.3.0-
230306035308.5.88975fc.el7.centos.noarch.rpm

rsa-nw-endpoint-server-11.7.3.0-
230306010251.5.2590837.el7.centos.noarch.rpm

rsa-nw-integration-server-11.7.3.0-
230221065647.5.6411162.el7.centos.noarch.rpm

rsa-nw-investigate-server-11.7.3.0-
230216064608.5.077dce0.el7.centos.noarch.rpm

rsa-nw-legacy-web-server-11.7.3.0-
230328125457.5.5b3c3ae.el7.centos.noarch.rpm

rsa-nw-license-server-11.7.3.0-
230216064922.5.84c183c.el7.centos.noarch.rpm

rsa-nw-logcollector-11.7.3.0-15025.5.21a663001.¢17.x86_64.rpm

rsa-nw-logcollector-perl-11.7.3.0-15025.5.21a663001.el7.x86_64.rpm

rsa-nw-logcollector-tools-11.7.3.0-15025.5.21a663001.e17.x86_64.rpm

rsa-nw-logdecoder-11.7.3.0-12286.5.524b769¢8.e17.x86_64.rpm
rsa-nw-logplayer-11.7.3.0-12286.5.524b769¢8.¢17.x86_64.rpm

rsa-nw-malware-analytics-server-11.7.3.0-
230228063723.5.137a042.el7.centos.x86_64.rpm

rsa-nw-metrics-server-11.7.3.0-
230217032056.5.0b96488.el7.centos.noarch.rpm

rsa-nw-orchestration-cli-11.7.3.0-2303080758.5.3a23956.¢l7.noarch.rpm

rsa-nw-orchestration-server-11.7.3.0-
230228044604.5.ec49f1b.el7.centos.noarch.rpm

rsa-protobufs-rt-11.7.3.0-920.5.b022d5530.e17.x86_64.rpm
rsa-nw-placeholder-11.7.3.0-2303080758.5.55b5cab.el7.noarch.rpm

rsa-nw-presidio-airflow-11.7.3.0-2303070552.5.ac4d60b.el7.noarch.rpm

Build Numbers for 11.7.3.0 Release 11
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NetWitness Presidio
Config Server

NetWitness Presidio Core

NetWitness Presidio Elastic
Search Initiation

NetWitness Presidio Ext

NetWitness Presidio Flume

NetWitness Presidio
Manager

NetWitness Presidio
Output

NetWitness Presidio Ul

NetWitness Reporting
Engine Server

NetWitness Recovery Tool

NetWitness Relay Server

NetWitness Respond
Server

NetWitness Root CA
Update

NetWitness SA Tools
NetWitness SMS Runtime
NetWitness SMS Server
NetWitness Security CLI

NetWitness Security Server
NetWitness Source Server

NetWitness User Interface

NetWitness Workbench

rsa-nw-presidio-configserver-11.7.3.0-
2303070552.5.ac4d60b.el7.noarch.rpm

rsa-nw-presidio-core-11.7.3.0-2303070552.5.ac4d60b.el7.noarch.rpm

rsa-nw-presidio-elasticsearch-init-11.7.3.0-
2303070552.5.ac4d60b.el7.noarch.rpm

rsa-nw-presidio-ext-netwitness-11.7.3.0-
2303070608.5.c676a70.el7.noarch.rpm

rsa-nw-presidio-flume-11.7.3.0-2303070605.5.a3a7a28.el7.noarch.rpm
rsa-nw-presidio-manager-11.7.3.0-2303070552.5.ac4d60b.el7.noarch.rpm

rsa-nw-presidio-output-11.7.3.0-2303070552.5.ac4d60b.el7.noarch.rpm

rsa-nw-presidio-ui-11.7.3.0-2303070610.5.4600bd8.el7.noarch.rpm
rsa-nw-re-server-11.7.3.0-5929.5.441317294.el7.x86_64.rpm

rsa-nw-recovery-tool-11.7.3.0-2303150500.5.b6a4d5e.el7.noarch.rpm

rsa-nw-relay-server-11.7.3.0-
230217041110.5.43fd6d7.el7.centos.noarch.rpm

rsa-nw-respond-server-11.7.3.0-
230302092411.5.123d9e4.el7.centos.noarch.rpm

rsa-nw-root-ca-update-11.7.3.0-2303080758.5.2d3485¢.el7.noarch.rpm

rsa-sa-tools-11.7.3.0-2303150450.5.f16eb48.el7.noarch.rpm
rsa-sms-runtime-rt-11.7.3.0-4795.5.125d80486.e17.x86_64.rpm
rsa-sms-server-11.7.3.0-4795.5.125d80486.e17.x86_64.rpm
rsa-nw-security-cli-11.7.3.0-2303080800.5.dde1dd3.el7.noarch.rpm

rsa-nw-security-server-11.7.3.0-
230216063047.5.aefceea.el7.centos.noarch.rpm

rsa-nw-source-server-11.7.3.0-
230228043650.5.ce6244b.¢el7.centos.noarch.rpm

rsa-nw-ui-11.7.3.0-230328052044.5.cc86c68ab6.el7.centos.noarch.rpm
rsa-nw-workbench-11.7.3.0-12286.5.524b769¢8.e17.x86_64.rpm
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About Firmware and BIOS Updates

Summary

The latest tested firmware updates for our supported hardware platforms are available at
https://community.netwitness.com/t5/netwitness-platform-product/netwitness-firmware-amp-bios-
updates/ta-p/678636. The NetWitness team recommends that you stay current with hardware updates
to insure optimal operating performance and security.

Posted firmware versions have been tested and verified not to conflict with supported NetWitness
software releases.

Caution: Please do not upgrade to a newer firmware version if the option is available to do so as
that newer version has not yet been qualified with our supported releases. The NetWitness
Hardware Team reviews and tests the newest firmware releases once they become available. If there
is a newer version available than what is posted and your organization has a requirement to move to
that release, please open a case with Technical Support and ask to have a ticket created with the
Hardware Team to have the newer version of the firmware reviewed and tested.

You should select the updated package for Microsoft® Windows® 64-Bit. This file will be used to
update the appliance via the iDRAC update.

. Hardware Firmware

Series 6 BIOS 2.17.1 e Machine required reboot
R640/R740/R740xd . after the update
Click for
download
Series 6 IDRAC 6.10.30.00 o Make sure that current
R640/R740/R740xd Click for firmware is version
3.30.30.30 to be able to
dowmioat update to the latest
3.30.30.30 Version.
Click for o After Update been done
download you will loss connectivity
to IDRAC for about 5-10
min

About Firmware and BIOS Updates 13
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Hardware Firmware

Seriandes 6 PERC
R640/R740/R740xd H740/H740P/H840
RAID controller

Series 6 PERC H750 RAID
R640/R740/R740xd controller

Series 5 BIOS
R630/R730/R730XD

Series 5 IDRAC
R630/R730/R730XD

51.16.0

Click for
download

50.5.0

Click for
download

52.21.0

Click for
download

2.16.0

Click for
download

2.83.83.83

Click for
download

2.70.70.70

Click for
download

NetWitness 11.5 or
greater Use PERC
version 51.16.0

If customer using FW
below 50.5, please update
to 50.5 then go to Latest
Netwitness supported
version

NetWitness lower than
11.5 - Use PERC version
50.5.0

This update requires an
AC power cycle to
complete update.

Do not run storage
controller update
packages if the controller
is in use by other
applications.

Machine required reboot
after the update

IDRAC FW need to be
updated to 2.70.70.70 to
be able to go to BIOS
latest FW version.

Make sure that the
current firmware is
version 2.70.70.70 or
higher to be able to
update to the latest
Version, 2.83.83.83.

After Update been done
you will loss connectivity
to IDRAC for about 5 -10
minutes.
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=f3j22&oscode=wst14&productcode=poweredge-r640
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https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=gg4y4&oscode=wst14&productcode=poweredge-r640
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=n31cj&oscode=wst14&productcode=poweredge-r640
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=n31cj&oscode=wst14&productcode=poweredge-r640
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7557v&oscode=w12r2&productcode=oth-r630
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=7557v&oscode=w12r2&productcode=oth-r630
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=ddk5r&oscode=w12r2&productcode=poweredge-r630
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=ddk5r&oscode=w12r2&productcode=poweredge-r630
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=dnh17&oscode=w12r2&productcode=poweredge-r630
https://www.dell.com/support/home/en-us/drivers/driversdetails?driverid=dnh17&oscode=w12r2&productcode=poweredge-r630
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. Hardware Firmware

Series 5 PERC 25.5.9 e The firmware upgrade
H730/H730P/H830 . may fail if any of the
R630/R730/R730XD Click for D) ST e o P
download system are performing an

I/0 background task (that
is, consistency check,
background initialization,
rebuild, or
reconstruction).Allow the
background task to
complete before
attempting to upgrade the
firmware. Patrol Read
tasks will not affect a
firmware upgrade.

About Firmware and BIOS Updates 15
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Update using IDRAC (Preferred Update though Centos OS (When IDRAC Not
Method) Accessible)

1. Log into the iDRAC web interface. 1. Download From
. http://www.dell.com/support/home , download the
2. Go to Maintenance > System Update. update package and save it to your local hard
The Manual Update page is displayed. drive.
3. On the Manual Update tab, select 2. Read over the release information presented
Local as the Location Type. example execute the
e o i 500 R L | "./SAS-RAID_Firmware TPTX7 LN _51.14.0-
T — 3900_A1S5.BIN --version" command from the
> s ' 3. Download and install any prerequisites identified
S g if needed.
e
N ~ . 4. Run the update by executing "./SAS-RAID _
. Firmware_TPTX7 LN_51.14.0-3900_A15.BIN"
4, Chck Browse, select the firmware oo e dnall
image file for the required component,
and then click Upload. 5. Follow the remaining prompts to perform the

. update.
5. After the upload is complete, the

Update Details section displays each
firmware file that is uploaded to
iDRAC and its status. If the firmware
image file is valid and was successfully
uploaded, the Contents column
displays a (+) icon next to the firmware
image file name. Expand the name to
view the Device Name, Current, and
Available Firmware Version
information.

6. Select the required firmware file, and
do one of the following:

a. For firmware images that do not
require a host system reboot, click
Install.

b. For firmware images that require a
host system reboot, click Install
and Reboot or Install Next
Reboot.

c. To cancel the firmware update, click
Cancel. When you click Install,
Install and Reboot, or Install Next
Reboot, the message Updating Job
Queue is displayed.

7. To display the Job Queue page, click
Job Queue. Use this page to view and
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Update using IDRAC (Preferred Update though Centos OS (When IDRAC Not
Method) Accessible)

manage your pending firmware updates.
You can click OK to refresh the current
page to view the status of the firmware
update.

Note: If you use IDRAC 7 or §, go to
Overview > iDRAC Settings >
Update and Rollback and upload the
required firmware file.

For Rollback Firmware:

1. In the iDRAC Web interface, go to Overview >>> iDRAC Settings >>> Update and Rollback
>>> Rollback.

The Rollback page displays the devices for which you can rollback the firmware. You can view
the device name, associated devices, currently installed firmware version, and the available
firmware rollback version.

2. Based on the selected devices, click Install and Reboot or Install Next Reboot.
The message Updating Job Queue is displayed.
3. Click Job Queue.

The Job Queue page is displayed, where you can view and manage the staged firmware updates.

Frosuet o

PowerVault Dell Storage MD14XX Enclosure Firmware
Version 1.07, A0S

Click for download

To determine if you need firmware for SanDisk D417 for S5 Hybrid hardware:
1. Log into the iDRAC and from the left pane, navigate to Storage -> Physical Disks.

2. Under Heath and Properties section, scroll down to Physical Disk 0:1:10 and Physical Disk
0:1:11.

3. Click on the plus sign to expand and check the Manufacturer and Product ID fields to see if they
match the below:

Manufacturer SanDisk
Product ID LTO800WM
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Getting Help with NetWitness Platform XDR

Product Documentation

The following documentation is provided with this release.

NetWitness Platform XDR 11.x https://community.netwitness.com/t5/netwitness-platform-
Master Table of Contents online/tkb-p/netwitness-online-documentation
NetWitness Platform XDR 11.7 https://community.netwitness.com/t5/netwitness-platform-
Product Documentation online/tkb-p/netwitness-online-documentation
NetWitness Platform XDR 11.7 https://community.netwitness.com/t5/netwitness-platform-
Upgrade Guide online/upgrade-guide-for-11-7/ta-p/652427

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

¢ See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation

¢ Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here: https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions

¢ See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-
base/tkb-p/netwitness-knowledge-base

* See Troubleshooting section in the guides.
¢ See also NetWitness® Platform Blog Posts.

e If you need further assistance, contact NetWitness Support.

Contact NetWitness Support

If you contact NetWitness Support, you should be at your computer. Be prepared to provide the
following information:

e The version number of the NetWitness Platform product or application you are using.

e The type of hardware you are using.

Use the following contact information if you have any questions or need assistance.
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https://community.netwitness.com/t5/netwitness-platform-online/tkb-p/netwitness-online-documentation/doc-set/online_documentation/version/11.7
https://community.netwitness.com/t5/netwitness-platform-online/upgrade-guide-for-11-7/ta-p/652427
https://community.netwitness.com/t5/netwitness-platform-online/upgrade-guide-for-11-7/ta-p/652427
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation
https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-discussions
https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-discussions
https://community.netwitness.com/t5/netwitness-knowledge-base/tkb-p/netwitness-knowledge-base
https://community.netwitness.com/t5/netwitness-knowledge-base/tkb-p/netwitness-knowledge-base
https://community.netwitness.com/t5/netwitness-community-blog/bg-p/netwitness-blog

Release Notes

NetWitness Community Portal https://community.netwitness.com
In the main menu, click Support > Case Portal > View My
Cases.
International Contacts (How to https://community.netwitness.com/t5/support/ct-p/support
Contact NetWitness Support)
Community https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions
NW Update https://update.netwitness.com/

LiveUI https://live.netwitness.com/

Feedback on Product Documentation

You can send an email to feedbacknwdocs@netwitness.com to provide feedback on NetWitness Platform
XDR documentation.
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