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Event Source Log Parser: winevent nic

Event Source Class.Subclass: Host. Windows


http://www.microsoft.com/

The RSA NetWitness Suite Legacy Windows collection collects event data from
multiple Windows Event Source domains.

It supports collection from:

= Windows 2003 and earlier event sources

m NetApp ONTAP host evt files

You must complete these tasks to configure Windows Legacy collection:

I. Create a Non-Admin Domain User for Each Domain

II. Configure Legacy Collection on RSA NetWitness Suite

Prerequisite:

Before configuring a Windows Legacy event source, you must install the RSA
NetWitness® Suite Legacy Windows Collector. Search the RSA Link NetWitness Suite
space for "Legacy Windows Collection Update" and select the version that corresponds
to your NetWitness version.



https://community.rsa.com/community/products/netwitness
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Create a Non-Admin Domain User for Each

Domain

This section provides an overview of the end-to-end sequential configuration procedure for
the Windows Legacy Collection protocol with a checklist that contains each configuration
step.

Context

Configuration steps for the Windows Legacy collection protocol must occur in the specific
sequence listed in the table below.

Create Non-Admin Domain User Checklist

Note: The steps in this list are in the order in which you must complete them.

ol

1 Step 1 - Create a Non-Admin Domain User (for example, sauser) on the domain controller for
each domain.
2 Step 2 - Set Event Log Security on the domain controller for each domain.

3 Step 3 - (Conditional) Disable Remote Registry Access Method)

Note: In the local Security policy on a Windows 2000 event source, you must assign the
Manage auditing and security log user right that gives a non admin user access to the
Event log.

Step 1 - Create a Non-Admin Domain User

To create the RSA NetWitness® Suite domain user (for example, sauser) on the domain
controller for each domain:

Create a Non-Admin Domain User for Each Domain
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1. Log on to the domain controller.

i'-.%‘ Security Analytics Legacy Windows Collector

License Agreement

Please read the Following license agreement carefully,

LICENSE AGREEMENT

**

IMEORTANT INFORMATION FLEAZE

READ CAREFULLY ***

This Software contains computer
programs and other proprietary material and
information, the use of which is subject to and
expressly conditioned upon acceptance of this
License Agreement (the Agreement).

" I accept the terms in the license agreement

¥ I do not accept the terms in the license agreement

InskallShield

I [Exk = I

< Back Cancel |

2. Create a non-admin domain user (for example, sauser).
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Step 1 - Create a Non-Admin Domain User
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3.

Add the new user to the remote desktop user groups.

Step 2 - Set Event Log Security

This section tells you how to set event log security on the domain controller for a domain.

To set event log security on the domain controller for a domain:

L.
2.

Log on the Domain Controller.

Use a text editor such as Notepad to open the Sceregvl.inf in the % Windir % \Inf
folder.

Add the following lines to the [Register Registry Values] section:

MACHINE\System\CurrentControlSet\Services\Eventlog\Application\
CustomSD, 1, $AppCustomSD%, 2
MACHINE\System\CurrentControlSet\Services\Eventlog\
Security\CustomSD, 1, %$SecCustomSD%, 2
MACHINE\System\CurrentControlSet\Services\
Eventlog\System\CustomSD, 1, $SysCustomSD%, 2
MACHINE\System\CurrentControlSet\ Services\Eventlog\Directory
Service\CustomSD, 1, $DSCustomSD%, 2

MACHINE\System\ CurrentControlSet\Services\Eventlog\DNS
Server\CustomSD, 1, $DNSCustomSD%, 2

MACHINE\ System\CurrentControlSet\Services\Eventlog\File
Replication Service\ CustomSD, 1, %$FRSCustomSD%, 2

Add the following lines to the [Strings] section:

AppCustomSD="Eventlog: Security descriptor for Application event
log" SecCustomSD="Eventlog: Security descriptor for Security
event log" SysCustomSD="Eventlog: Security descriptor for System
event log"

DSCustomSD="Eventlog: Security descriptor for Directory Service
event log" DNSCustomSD="Eventlog: Security descriptor for DNS
Server event log" FRSCustomSD="Eventlog: Security descriptor for
File Replication Service event log"

Save the changes you made to the Sceregvl.inf file, and run the regsvr32 scecli.dll

command.

Click Start > Administrator Tools > Group Policy Management and complete the
following steps:

a. Expand the Domains tree, right click on the domain, and select the Create a GPO

in this domain, and link it here option.

Step 2 - Set Event Log Security
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o

Specify a name for the GPO policy and click OK.

c. Select the newly created GPO policy.

d. Select the domain in the right panel, right click, and select Enforce.

e. Under Security Filtering, click Add.

Check Names, and click OK.

7. Right-click on the newly created GPO policy and click Edit.

8. Double-click the following branches to expand them:

Computer Configuration
Windows Settings
Security Settings

Local Policies

Security Options

9. Find the new Eventing settings in the right panel.

Under Select User, Computer and Group, type Domain Computers, click

. Domain member: Digitally encrypt secure channel data (when pos...
. Domain member: Digitally sign secure channel data (when possible)
.| Domain member: Disable machine account password changes

.. Domain member: Maximurn machine account password age

o Domain member: Require strong (Windows 2000 or later) session ...
. Eventlog: Security descriptor For Application event log

" Eventlog: Security descripkor For Directory Service event log

o Eventlog: Security descriptor for DNS Server event log

1 Eventlog: Security descriptor For File Replication Service event log
. Eventlog: Security descriptor For Security event log

o Eventlog: Security descriptor For System event log

Mot Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined
Mot Defined
Not Defined
Mot Defined

10. Inright panel, double-click Event log: Security descriptor for Application event log
and add SDDL string.

Note: Note: In the following steps, the SID (for example, S-1-5-21-

3244245077-2111152846-3233386924-1114) is the SID for a particular non-
admin domain user (for example, sauser). If you need to retrieve the SID, see

Retrieve the SID below.

Step 2 - Set Event Log Security
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Depending on whether the security policy Settings box is empty or not, do one of the
following:

m Box is not empty: append the following string to the value in the box: (a; ;
Ox1;;;SID).
For example:
(A;; Ox1;;;5-1-5-21-3244245077-2111152846-3233386924-1114)

m Box is empty: insert the following string in the box:
O:BAG:SYD: (D;;0x£f0007;; ;AN) (D;;0x£f0007;;;BG) (A;;0xf0007;;;3Y)
(A;;0x7;;;BA) (A;;0x7;;;80) (A;;0x3;;;I0) (A; Ox1;;;SID)
For example:

O0:BAG:SYD: (D;;0xf0007;;;AN) (D;;0x£f0007;;;BG) (A;;0xf0007;;;SY)
(A;;0x7;;:;BA) (A;;0x7;;;80) (A;;0x3;;;IU0) (A; Ox1;;;S5-1-5-21-
3244245077-2111152846-3233386924-1114)

11. Repeat step 9 and 10 for Event log: Security descriptor for Security event log and
Event log: Security descriptor for System event log.
Retrieve the SID

To retrieve the SID:

1.

run the following command in PowerShell. Make sure that you change the user name
accordingly (for example, change the user name to sauser).

([System.Security.Principal .NTAccount] 'sauser') .translate
([system. security.principal.securityidentifier]) | Format-List

Copy value field:
BinaryLength: 28
AccountDomainSid : S-1-5-21-3244245077-2111152846-3233386924

Value: S-1-5-21-3244245077-2111152846-3233386924-1114

Step 3 - (Conditional) Disable Remote Registry Access Method

The Remote Registry Access Method is enabled by default when you set up a Legacy
Windows event source in RSA NetWitness® Suite. If you want to disable this method, you
must uncheck the Use Remote Registry Initialization parameter.

Retrieve the SID
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For details on completing this procedure, see the "Configure Remote Registry Access"
topic in the Windows Legacy and NetApp Collection Configuration Guide in the RSA
NetWitness® Suite help.

To disable the Remote Registry Access Method:

1. Uncheck the Use Remote Registry Initialization parameter.

2. Add the RSA NetWitness® Suite user (for example, sauser) to the WMI and
DCOMCNFG management on each Windows 2003 or earlier event source.
3. Add the Local Security Policy on each Windows 2000 event source.

You need to add non-admin domain user to WMI and DCOMCNFG on each Legacy
Event Source. See the appropriate section, depending on the version of your event
source:

e Add Non-Admin Domain User on Windows 2003 Event Source

e Add Non-Admin Domain User on Windows 2000 Event Source

Add Non-Admin Domain User on Windows 2003 Event Source
To add the RSA NetWitness® Suite user to the WMI and DCOMCNFG
management on each Windows 2003 event source:

1. Log on the event source.

2. Run wmimgmt.msc.

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: -

[ OK H Cancel H Browse... ]

3. Add the RSA NetWitness® Suite user under wmil\root\CIMV2 security option.

Add Non-Admin Domain User on Windows 2003 Event Source
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a. Right-click WMI Control and click Properties.

@ File Aetion View Favarites Windew  Help

iq--r 2B 0 86
] Cansale Reat ] Aothons
g8 W Control (Local) I i Windows Manasgement Lllli bl Local -

More Actions L

Ganaral | Backup.Fuesore | Securdy | Advanced |

| This ciskg slows you bo get general information sbout the
Cofpuber,

Succeasfilly Cormmctad tn- docal computers
Frocessor : inbeliR) Core(TM) i 7-2640M CPU & 2 80GH:z
. Microsofll Windows 7 Erdemeiss

Sarvice Pack 2 1.0
WMI Viersion - 7601,17514

WMI location ; C\MWindovws wystem 32 whem

b. Click Security tab and click on Root\CIM V2.
. Click . Secty |

Add Non-Admin Domain User on Windows 2003 Event Source



Event Source Log Configuration Guide

| File Action View Favorites Windaw '

e 7@ BE

3 Consale Root

& WMI Control (Local) i b Windows

d. In the Group or user names section, click Add... to create a user.

e. Select the Enable Account and Remote Enable permissions for that user.

f. Enter the user (for example, sauser).

Maore Actions

Add Non-Admin Domain User on Windows 2003 Event Source

10
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Wi Control {Local) Properties 2] x| I

General | Backup/Restore  Secuilty | Advanced |

Y] Security for ROOT\CIMYZ x|

Securiy |

Group of user names:

52 Authenticated Users
82 LOCAL SERVICE
A3 NETWORK SERVICE

& MextGen Log Collactor (nglogeollecton@iab30 local)

82, Adrministrators (RC-GOLDN\Administrators)

Add.. Remowe
Pesrnizsions for Authenticaled
Uzers
Execute Methods
Full Wiits Gelect this abject type:
Partial Wiite - s -
Llsers, Groups, or Bult-n security principals Object Types.. I
Provader Wrile I
Enable Account  From this lecatior:
e |Iub3ﬂ.lucd Locations.
For special permissic
click Advanced Enter the object names to select (examples|
Leam about access  [saused Check Names
Advanced. | 0k | Cancel |
P
s==.1y|
(Group or user names:
52 NETWORK SERVICE 2|
2, NextGen Log Collector [nglogcollector@lab30.local)
£ i [RC-GOLD, I
2 sauser [sauser@lab30.local)
4| | =
Add... | Remove |
Permissions for sauser Allow Deny
e = =
Provider Wite [m] O
Enable Account = ]
Remote Enable ] J
Read Security a ]
Edit Secuiiy m] 0 =
For special permissi dvanced selings.  advanced
click Advanced.
T3 s i
0K | coced | op |

g. Click Check Names to verify that the new user was added correctly.

11

Add Non-Admin Domain User on Windows 2003 Event Source
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Select Users, Computers, Service Accounts, or Groups

Select this object type:

lUm, Groups, or Built-in security principals Obiject Types...
From this location:

IlabBU.bcal Locations...
Enter the object names to select [examples]:

sauser [sauser@lab30. local Check Mames

Advanced. .. | 0K Cancel

h. Click Apply, OK, and OK.

4. Add a user under DCOMCNFG:
a. Run dcomcnfg.

b. Click Root > Component Services > Computers > My Computer.

¢. Right click My Computer and click properties.

(% Component Services

% Fle Action View Window Help | =181
X IEAEolk ImREHN - I Pl == &1
(] Console Root -

B & Compaonent Services Q
B 3 Computers My Computer TR

= (& My Computer

@ ) COM+ Applications My Computer Properties EE
o - m‘;"‘u Defaut Protocols | COMSecuity | MSDTC
¥ i OCESSES = -
® & mqrm;mmac Ceoen | Options | Default Properties
& [d] Everit viewer (Local) o
B . Services (Local) @ Name: RC-GOLD
Gt

|

[ Cancel Aoy |

Add Non-Admin Domain User on Windows 2003 Event Source 12
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5. Under Access Permissions:

a. Click Edit Limits.

b. Add the RSA NetWitness Suite user (for example, sauser).

c. Enable the Local Access and Remote Access permissions.

d. Click OK.
6. Under Launch and Access Permissions:

a. Click Edit Limits.

b. Add the RSA NetWitness Suite user (for example, sauser).

c. Enable Local Launch, Remote Launch, Local Activation, and Remote

Activation permissions.

d. Click OK and click OK again to close the properties box.

r
My Computer Properties 20 %

General | Options | Defauk Properties
Defauk Protacols COMSecuiy | MspTC |

~Access
You may edit who iz allowed default access to applications. You may
alzo set limits on applications that determine their own permissions.

Caution: Modifying access permizsions can affect the ability
___IA ofauoicahmsloaut cornect, function and/er run

Edtlimits. |  EditDefaut. |
¢ Access Permission ﬂ ﬂ
~ Launch a'-dAm&m Secuiity Links |
“You may edit who s .
activate obiects. You  Group of user names:
determine their own
_ﬁEveuvone
Caution: Mo H2, Performance Log Users (RC-GOLD \Performance Log Users)
L\ alfecttheat | 82 Distributed COM Users (AC-GOLD\Distributed COM Users)
sndformns | g2 ANONYMOUS LOGON

Select Users, Computers, Service Accounts, or Groups

Select this abject type:
Ad [Users, Groups, or Buitin securiy principals
Permissions for Everyone From this location:
Local Access I"bmw

Learn more about setting

Femate Access

Enter the object names to select (examples):

ocations.

sause]

Advanced.. |

0K | l:mcell

il
R

i
[

Add Non-Admin Domain User on Windows 2000 Event Source

For Windows 2000 Event Sources, you need to perform the following procedures:

Add Non-Admin Domain User on Windows 2000 Event Source
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1. Add the sauser to WMI and DCOMCNFG Management

II. Add Local Security Policy

To add the RSA NetWitness® Suite user to the WMI and DCOMCNFG
management on each Windows 2000 event source:

1. Log on to the event source.

2. Run wmimgmt.msc.

7 Typethenameof a program, folder, document, or Intemet
= tesource, and Windows will open it for you.

Open: -

l OK ][ Cancel }[ Browse... ]

3. Addthe RSA NetWitness Suite user under wmi \root\CIM V2 security option.
a. Right click WMI Control and click Properties.

@ File Hetion  View Favorites Window Help

(e 2EE BED
I 1 Canzale Reat ] Actions
| @ W Control (Local) , R Windows oc 5
: WM Control Loca) Propertics =) e A .
| e —— =
| Securty | Advanced| |

2 This dialeg alows you ko get ganaral information about the
B cooeer

Suscesfully Coresztad to diocal computers

Procsssor : ing=l{F) Core(TW) i T-2E40M CPU & 2 B0GH:
. Mhcrosoft Windows 7 Ertemise

W lbcaton : C\WWindows system 3 awbem

b. Select the Security tab and click Root\CIM V2.
c. Click [ Securty ]

Add Non-Admin Domain User on Windows 2000 Event Source 14
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|| File Action View Favorites Window: Help ' BEC

= 2= EE

| 23 Consale Ract

& WM Contrel (Local)

hore ACons L4

-8 -5 S E-E-E-E-E-8-E- -
AR i

d. Inthe Group or user names section, click Add... to create a user.

e. Select the Enable Account and Remote Enable permissions for that user.

f. Enter the user (for example, sauser).

15

Add Non-Admin Domain User on Windows 2000 Event Source
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WHI Control {Local) Properties k4 Ed I

General | Backup/Restore Securly | Advanced |

Moccurity lorooriae |3
[ Seculy |
Group OF LSS names:
52 Authenticated Users
42 LOCAL SERVICE
42 METWORK SERMICE

2 NesGGen Log Collector [nglogeallecton@ab0 local)
B2, Adminisisators (RC-GOLDMAdministrators)

dudd.. l Remove

Peimissions for Authenticated
Users Alow Dem

Execute Methods Select Users,

Full white Select this object type:

Pashial Write - —
Uzesz, Groups. oo Bull-n security principals

Provicer Wite I y

Object Types.
Enable Account  From this location:
Check Mames

For special parmissic
clck Advanced g i the ghisct names to select (examlest
Leam sbout access  [saused

Advanced. | [ ok | cowe |

ecurity for ROOT\CIMY2 X

sm|
Group of user names:

52 NETWORK SERVICE
a NextGen Log Collector (nglogcollector@lab30 local)

=]
82, Admini (RC-GOLDY
1 sauser [sause@lab30.local)
*

4 |

Peimissions for sauser
T
Provider Wiite
Enable Account
Remote Enable
Read Secunty
Edit Secuity

;x_)ll:kq:xd 'amm or advanced seftings, Advanced

g. Click Check Names to verify that the new user was added correctly.

Add Non-Admin Domain User on Windows 2000 Event Source
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Select Users, Computers, Service Accounts, or Groups

Select this object type:

|Use¢s* Groups, of Buil-in security principals Obiject Types...

From this location:

|Lab30.hcal Locations...

Enter the object names to select [examples)

sauser [sauser®lab30.local] Check Names
Advanced. .. oK Cancel

h. Click Apply, OK, and OK.
4. Run dcomenfg to add a user under DCOMCNFG.

Distributed COM Configuration Properties 7] x|

Applications | D efaut Propertes | Defaul gecuity | Defaut Protocols |

Automatc Updates

Backoround Inteligent Transfer Semnice
COM+ Event System

ComE verts. ComServiceE venls

CustReg Class

Defrag FAT engne

Defrag MTFS engine

Event Object Change =
HTML Application

Image Document

Intermet Exploredver 1.0)

logagent

Logical Disk Manager Adminestrative Service
m& Disk Manager Femote Client

Microsoft Agent Server 2.0
Microsoft WEBEM Active Scnpling Event Consumer Provider _:]

Properties... |

0K Cancel | o0 |

5. Select Default Security tab.

17 Add Non-Admin Domain User on Windows 2000 Event Source
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Distributed COM I',-:'ur'|F|e|_|1r.,:tlr'-n Properties

6. Click Edit Permissions.

7. Find sauser.

Add Non-Admin Domain User on Windows 2000 Event Source

18
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Find Account
Find Llzer or Group: l sauser Search

@ Search Al
€ Search Only I

2 \\COLLECTOR245"
S CHILDSSL
£ DLPSSLDOMAIN

Search Resullz:

DLPSSLDOMAIN sauser [sa user)

[ asd | Cancel Help

8. Click Add, select Allow Access in the Type of Access field from the drop-down list,
and click OK.

19 Add Non-Admin Domain User on Windows 2000 Event Source
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List Mames From: | £ DLPSSLDOMAIN E& =]
Mames:

ELRD omain Adming Designated administrators of the domain
R omain Computers Al workstations and servers joined to th

G0 omain Controllers Al domain contiollers in the domain
EiRD omain Guests Al domain guests

G0 omain Users Al domain users

ELRErterprice Adming Designated adminiztrators of the enterpri

i

fAEE nterprise Read-only Domain Cor Members of this group aie Read-Only [JcLI

fidd Show Lserz Members I |3wdll

ELRD sl pdateProxy DMS clients who are permitted to palnrr:j

Add Mames:
DLPSSLDOMAINsauser ;I
=
Type of Access: |Aluw Access ;I

oK | Cocel | Heb |

The Registry Value Permission page is displayed.

Registry Yalue Permissions x

Registy Value: DefauldccessPermission

Owner: muditp S|
MName:

DLPSSLDOMAIN\sauser (sa user)

Type of Access: [Allow Access =]

0K | Concel | [ Add. Remove | Hep |

9. Click OK.

Add Non-Admin Domain User on Windows 2000 Event Source

20
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To add the Local Security Policy on each Windows 2000 event source:
1. Ina command prompt, run the secpol.mse¢ command.
The Local Security Settings window is displayed.

2. Inthe Local Policies folder, select the User Rights Assignment folder.

B Local Security Settings Hi=1E
|| aton wew | = BOE *XB @
Tree | | Polcy [ Local Setting [Eftectvesetting | =]
5P Security Settings 2] create a pagefie Adrninistr akors Administrobors
08 Account Policies ﬂli:rma token object
= {08 Local Policies #¥)Create global objects Adrinistrakors,SER...  Administrakors,SER...
1 () Avdt Policy ] Create permanent. shared objects
w1 () User Rights Assigr | #¥]Debug programs ATTEeSTE 82005 ACITHMESTIALOFS
() Security Options | B8] Deny access to this computer from...,
(0 Fublic Key Polices E)Deny logon as a batch job
e S IF Security Polcies on gﬂmmﬁﬂm,
#§]Deny logon localy
[2¥]Enable computer and user accoust..
.&-‘:]Forts shutdomn From a remobe sy.. nd*ri'istratnrs Administrators
28] Generste security audits
ﬂimwﬂe a chient after authent... SERVICE,Administra... SERVICE,Administra...
.ﬂ!m‘rm quotas Adrnirctr abors Acmirkctrabors
RE]ircrease scheduling pricrity Adrriréstr stors Adtiristrators
.utlLord arvd unload device drivers Adranistr akors Admirkstrators
.ﬁ"]mk PagES BN menmory —
.ﬂm-g on a5 a batch job
24]Log on s & service
E-:'anLw mbcah Mmmuraﬂa-:k... Adminestrators, Back. ..
o | b %My frmc o val.les nd'rnstratnrs ¢l

Sston| | 1 & 5 |[rocorsecorty settmos T

3. Select Manage auditing and security log, right click, and select Security.
The Local Security Policy Setting dialog is displayed.
4. Click Add.

21 Add Non-Admin Domain User on Windows 2000 Event Source
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Local Security Policy Setting E1E3

ﬁj Manage auditing and secunty log

Local Effective
Assigned To Policy Setting Policy Setting
DLPSSLDOMAIN\saadmin (=)
Admanistrators =
DLPSSLDOMAIN\newsa ]

A

It domamn-level policy settings are defined, they overnde local policy settings.

OK Cancel

The Select Users or Groups dialog is displayed.

5. Enter the non admin username [for example, NetWitness
(sauser@childssl.dlpssldomain.com) and click Check Names.

Add Non-Admin Domain User on Windows 2000 Event Source
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CSdectsenorcros g |
Lookin:  [®) COLLECTOR245 =l
Name [ in Foider [~
mEmwm
€7 Autheriticasted Llsers £l

ANONYMOUS LOGON
BATCH
€7 CREATOR OWNER
¢ CREATOR GROUP
¢T0ILUP =

| [ chds Names |

w

S ecurily Analytics [sauser@childs sl dipssidomain com]]

ok |  Cancel

The Local Security Policy Setting dialog is displayed.

6. Click OK twice to update the local security policy setting.

Add Non-Admin Domain User on Windows 2000 Event Source
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Local Security Policy Setting

Eﬂ Manage auditing and securty log

Local Effective
Assigned To Policy Setting  Policy Selting
DLPSSLDOMAIN\saadmin %] =
Administiators |
DLPSSLDOMAIN\newsa ]
CHILDSSL\sauser ) O
Add ..

If domain-level policy settings are defined, they ovemde local policy settings.

oK

Cancel

Add Non-Admin Domain User on Windows 2000 Event Source
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Configure Legacy Collection on RSA
NetWitness Suite

This section describes the procedures you need to follow in RSA NetWitness Suite to
complete the Windows Legacy event source configuration.

Add a Windows Legacy Event Source

1.

2.

3.

Access the Services view by selecting Admin > Services from the NetWitness menu.
In the Services grid, select a Windows Legacy Log Collector service.

Under Actions, select T > View > Config to display the Log Collection

configuration parameter tabs.

Click the Event Sources tab.

In the Event Sources tab, select one of the following options from the drop-down
menu.

o Windows Legacy/Windows.

o Windows Legacy/NetApp.
Configure the alias:

a. Click + in the Event Categories panel toolbar.
The Add Source dialog is displayed.

b. Specify values for the parameters and click OK.

25

Configure Legacy Collection on RSA NetWitness Suite
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Basic

Alias * Domain-Alias

IJser Mame * userl@domain.com
Password *

A Advanced

lUse Remote Registry ™
Initialization

Note: Enter the credentials you created during Step 1 - Create a Non-Admin
Domain User.

Note: By default, Remote Registry Initialization is selected. For details, see
Remote Registry Access below.

The newly added windows event source type is displayed in the Event
Categories panel.

7. Add the event source:

a. Select the new alias in the Event Categories panel and click + in the Source
panel toolbar.

The Add Source dialog is displayed.

b. Specify values for the event source parameters and click OK.
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Basic

Mame *

Enabled
A Advanced

Event Buffer Size

Palling Interval

Debug

Domainsource
Event Source Address *

Event Log Mame *

Event Too Large Result  fail
Maximum Event Data

Max Events Per Cycle

Kilobyte w
Kilobyte w
L
W
Eal
e

Cancel OK

For details, see Windows Legacy Configuration Parameters below.

The newly added Windows event source is displayed in the Event Categories

panel.

Sources

BB — @ & mportsource ¥ Export Source

\_f Name

¥ Domainsource

Remote Registry Access

100 KB

Event Source Addr Event Log Name Event EventBufferS Maximum Eve

16 KB

Windows Legacy Collector performs an initial verification of the event source before
collecting data. By default, Windows Legacy Collector uses Windows Management
Instrumentation (WMI) method to perform this initial verification. If you enable Remote
registry access method, Windows Legacy Collector performs a remote registry query to

verify the event source.

27
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Windows Legacy Configuration Parameters

The following table describes the parameters for a Windows Legacy event source.

e o ———

Basic

Name* The name of the event source. Valid value is a name in the [ a-zA-Z] [_a-

zA-Z,0-9]* range. You can use a dash "-" as part of the name.

Event IP address of the event source. Valid value is an IPv4 address, IPv6
Source address, or a hostname including a fully qualified domain name. NetWit-
Address* ness defaults to 127.0.0.1.
The Log Collector converts the hostname to lower-case letters to prevent
duplicate entries.
Event The name of the event log from which to collect event data (for

example, System, Application, or Security).

Log The following are examples of some of these channels:

Name . . .
o System - applications that run under system service accounts (installed

system services), drivers, or a component or application that has events
that relate to the health of the system.

o Application - all user-level applications. This channel is unsecured and
it is open to any application. If an application has extensive information,

you should define an application-specific channel for it.

o Security - the Windows Audit Log (event log) used exclusively for the
Windows Local Security Authority.

Enabled  Select this checkbox to collect from this event source. If you do not check
this checkbox, the Log Collector does not collect events from this event

source.
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o o

Event Dir- NetApp .evt or .evtx files directory path. This must be the UNC path.

ectory
Path

Event
File Pre-
fix

Event
Buffer

Size

The NetApp generates event data and saves it in .evt or .evtx files in a
shareable directory on the NetApp appliance.

» In each polling cycle, the Log Collector browses the configured NetApp
shared path for the .evt files that you identified with the Event
Directory Path and Event File Prefix parameters. The Log
Collector:

o sorts files that match the event-file-prefix. Y YMMDDhhmmss.evt
format in ascending order.

o uses the timestamp of the last file processed to determine the files
that still need processing. If the Log Collector finds a partially

processed file, it skips the events already processed.

« Ineach polling cycle, the Log Collector browses the configured NetApp
shared path for the .evtx files that you identified with the Event
Directory Path and Event File Prefix parameters. The Log Collector

o sorts files that match the event-file-
prefix. YYMMDDhhmmssms.evtx format in ascending order.

o uses the timestamp of the last file processed to determine the files
that still need processing. If the Log Collector finds a partially
processed file, it skips the events already processed.

Prefix of the .evt files (for example, adtlog.) saved in the Event Dir-
ectory Path.

Advanced
Maximum size of the data the Log Collector pulls from the event source
for each request.

Valid value is a number in 0 to 511 Kilobytes range. Y ou specify this
value in Kilobytes.

29
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Foawrs jowserpten

Event Tells the Log Collector what to do if an event is too large for the event buf-
Too fer.

Large

Result

Maximum Maximum size of event data to include in the output. Valid value is a

Bvent number in 0 to 511Kilobytes range. Y ou specify this value in Kilobytes or
ven

Megabytes.
Data .
o 1 Kilobyte - 100 Megabytes
o 0=do not include event data in the output.
Max The maximum number of events per polling cycle (how many events col-

Events lected per polling cycle).

Per Cycle

Polling Interval (amount of time in seconds) between each poll. The default value
is 180.

Interval

For example, if you specify 180, the collector schedules a polling of the
event source every 180 seconds. If the previous polling cycle is still
underway, it will wait for it to finish that cycle. If you have a large number
of event sources that you are polling, it may take longer than 180 seconds
for the polling to start because the threads are busy.
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Foawrs owserpten

Debug Caution: Only enable debugging (set this parameter to On or Verbose)
if you have a problem with an event source and you need to investigate
this problem. Enabling debugging will adversely affect the performance
of the Log Collector .

Enables or disables debug logging for the event source. Valid values are:
o Off = (default) disabled
o On = enabled

o Verbose = enabled in verbose mode - adds thread information and

source context information to the messages.

This parameter is designed to debug and monitor isolated event source
collection issues. If you change this value, the change takes effect
immediately (no restart required). Limit the number of event sources for
which you use Verbose debugging to minimize performance impact.

Cancel Closes the dialog without adding the Windows Legacy event source.

OK Adds the current parameter values as a new event source.

Copyright © 2017 EMC Corporation. All Rights Reserved.

Trademarks

RSA, the RSA Logo and EMC are either registered trademarks or trademarks of EMC Corporation
in the United States and/or other countries. All other trademarks used herein are the property of
their respective owners.
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