Winchester Business Systems

BUSINESS CHALLENGE:

Enterprise information boundaries have disappeared as corporations have opened their
networks to allow external access to internal systems. In today’s competitive environment,
the need to provide network, system and application security is essential. AtSignOn™ software
enables e-business by controlling access to corporate networks, Domino-based Web applications
and operating systems.

Combined with RSA SecurlD® two-factor authentication, AtSignOn provides the additional
level of protection for those Domino based organizations who are dealing with sensitive data,
require multiple levels of authentication, governed by Compliance regulations, or who have
remote employees.
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SOLUTION DESCRIPTION

The AtSignOn application provides an additional level of security and authentication for
IBM Lotus Domino resources and applications. When AtSignOn protection is enabled on
a Web server, users who attempt to view protected resources are prompted to enter an
RSA SecurID PASSCODE. If valid, the user is given access. If not valid, the user is denied
access. If successful, the RSA Authentication Manager tells the Domino server the identity
of the user, the Domino server will trust these credentials, and allows access to the system
with the permissions of the authenticated user. AtSignOn is a DSAPI dll function that will
intercept any HTTP requests made to the Domino server and redirect that request to the
RSA Authentication Manager for authentication.
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ABOUT
WINCHESTER
BUSINESS
SYSTEMS

Established in 1989,
Winchester Business
Systems, Inc., a premiere
IBM business partner, is a
leader in providing
software applications and
implementation services
to Fortune 1000 companies
worldwide. The Company
delivers custom-tailored
software and professional
consulting based on the
Lotus Domino and IBM e-
business technology with a
focus on the Life Sciences
Market and on compliance
with ER/ES, Part 11. For
more information, please
visit www.wbsnet.com.

SECURITY®

RSA Security Inc.

www.rsasecurity.com

RSA Security Ireland Limited

www.rsasecurity.ie

SOLUTION BENEFITS

e Two-factor authentication within Domino environment

* Protects all Domino web based application including Mail, calendar and address books
e Secures the replication of iNotes/DOLS data to the server

* Provides support for Single Sign-On

e Establishes timeout and cookies for repeated access control

e Complies with 21 CFR Part 11 and other regulations

¢ Integrated with ComPac GxP for regulatory compliance

¢ Installs directly on Domino Server — no additional software on client

e Support for Domino Release 5 and Release 6

WINCHESTER BUSINESS SYSTEMS AND RSA SECURITY:
AN RSA SECURED INTEROPERABLE SOLUTION

RSA Security has configured and tested Winchester’s AtSignOn to seamlessly interoperate
with RSA SecurlD two-factor authentication. A detailed implementation guide is available
to provide step-by-step configuration instructions to set up RSA SecurlD with Winchester’s
AtSignOn solution.

The RSA SecurlD Ready AtSignOn implementation guide is available from www.rsasecured.com.

ABOUT RSA SECURITY INC.

With thousands of customers around the globe, RSA Security provides interoperable solutions
for establishing online identities, access rights and privileges for people, applications
and devices. Built to work seamlessly and transparently in complex environments, the
Company’s comprehensive portfolio of identity and access management solutions — including
authentication, Web access management and developer solutions — is designed to allow
customers to confidently exploit new technologies for competitive advantage. RSA Security’s
strong reputation is built on its history of ingenuity and leadership, proven technologies
and long-standing relationships with more than 1,000 technology partners.

For additional details regarding this integration please search http://www.rsasecured.com
to review the RSA Security Implementation Guides.

RSA, RSA Security, RSA Secured, SecurlD and ACE/Server are either registered trademarks or trademarks of RSA Security
Inc. in the United States and/or other countries.
All other products and services mentioned are trademarks of their respective companies.
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