RSA NetWitness Platform
Event Source Log Configuration Guide

ThreatQuotient Threat Intelligence Platform
Last Modified: Thursday, February 13, 2020

Event Source Product Information:

Vendor: ThreatQuotient
Event Source: Threat Intelligence Platform
Versions: 4.0

RSA Product Information:

Supported On: NetWitness Platform 10.0 and later
Feed Format: csv

Collection Method: HTTP

Feed Collection Frequency: Hourly, Daily, or Weekly


https://www.threatq.com/

About ThreatQuotient

ThreatQuotient delivers an open and extensible threat intelligence platform (TIP) with
Threat Management and Operation characteristics. It provides defenders the context,
customization, prioritization and collaboration needed for increased security effectiveness
and efficient threat operations and management.

ThreatQ accelerates the transformation of threat data into actionable threat intelligence by
giving defenders control through a self-tuning threat library, an adaptive workbench and an
open exchange API to ensure that intelligence is accurate, relevant and timely to the
business. With ThreatQ, customers can dramatically reduce the time to define and detect,
increase productivity, and make the most of the existing defense infrastructure
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ThreatQ Configuration

This section provides instructions for configuring the ThreatQuotient Threat Intelligence
Platform with RSA NetWitness.

Before You Start

This document is not intended to suggest optimum installations or configurations. It is
assumed that the reader has both working knowledge of all products involved, and the
ability to perform the tasks outlined in this section. Administrators should have access to
the product documentation for all products in order to install the required components. All
ThreatQuotient Threat Intelligence Platform components must be installed and working
prior to the integration. Perform the necessary tests to confirm that this is true before
proceeding.

Intelligence

Feed

Feed Contents IP Address or Domain Name, ThreatQuotient Link, ThreatQuotient ID, Score,
ThreatQuotient Status, and Detected Time.

Configure ThreatQuotient

The ThreatQuotient Threat Intelligence Platform allows threat data to be exported in a
variety of different ways. This is accomplished by using the Exports feature.
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To configure the feed for NetWitness Platform, perform these steps:

1. Log into the ThreatQ Platform and navigate to the Exports page as below:

THREATQ ) ey 2 S B

User Management
Overview  © Add Dashboard

Overview

@ Overview of Intelligence by Score @ Watchlist Activity

G Incoming Intelligence

© Tasks

2. From the Exports page, click the green Add New Export button.

THREA TG 3 i\ Threat Library A Investigations Ll Analytics

Expo rts Need help? Click here for Exports documentation.

25 j

OFF/ ON NAME 2 URL CONNECTION OUTPUT FORMAT ACTIONS

After you click the button, a wizard is launched that takes you through the steps to
configure the NetWitness Export.

3. Define Export Name and Token.

Select a name and token. The name should be short and descriptive, for example,
“RSA NetWitness IP Feed.” The token is used to authorize a connection to view the
data in this feed. This is randomly generated, and should not be changed.

a. Enter a name. The name should be short and descriptive, for example, “RSA
NetWitness [P Feed.”

b. The token is used to authorize a connection to view the data in this feed. This is

randomly generated, and should not be changed.

Configure ThreatQuotient



Event Source Log Configuration Guide

CONNECTION SETTINGS

Export Name:

RSA NetWitness IP Feed

Token:

LgiNSfcsy2WmSMBGdwig

o -

4. Click Next Step to proceed.
5. Configure Output Format.

The Output Format page allows you to describe the feed in detail. Here, we set the
type of information to “Indicators”, the Output Type to “text/csv”, the special
parameters and output format shown below.

Output Format

— Type of information you would like to export?
Indicators

~ Output type
‘ Custom

text/csv

~ Special Parameters (optional)
indicator.status=Active&indicator.deleted=N&indicator.type=IP
Address&indicator.class=network

A

Provide URL Parameters to further refine Information belng exparted: See examples,

Insert Variable =
[~ Output Format Template

#indicator, id, link, score, status, last_detected_at, sources
h $data as $indicator}

tor.id}, https:/{$http_host}/indicators/{$indicator.id}/details,
{$indicator.score},{$indicator status},{$indicator.last_detected_at},{foreach
sindicator.Sources as $source name="sourceloop'}{$source.valueif
“$smarty.foreach sourceloop.last} | {/if) hy

6. Click Save Settings.
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The new export is saved, and you can then find this export by using the search bar on
the Exports page.

7. Enable and Get Connection Information.

After the Export has been saved, you need to go get its URL and enable the feed. To do
that, just search for it on the Exports page.

THREATO D @) Threatlibrary A Investigations  Lul Analytics

Exports

O (O)  RSANetWitness IP Feed apireporycO11Sbe1SAcdSdBiel  connection settings

8. To enable the feed, click the Off/On toggle. Record the URL, as it is needed during the
RSA NetWitness configuration.

Note: If you click on the URL, the system downloads the feed into a CSV, however,
it will only take the top 10 indicators. To get the full list of indicators, right click the
URL, and select “Copy Link Address”.

The configuration of the ThreatQuotient [P Feed is now complete. You can repeat the steps
above for any type of indicator (for example FQDNs).

Configure ThreatQuotient
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RSA NetWitness Custom Feed Configuration

Depending on your deployment and if you have elected to add an RSA NetWitness Log
Decoder and/or Packet Decoder follow the steps below for your integration.

For reference, this procedure is available in the RSA NetWitness Online Documentation
here: Create a Custom Feed.

To create a custom feed:

L.

From the main NetWitness menu, go to Configure > CUSTOM FEEDS.

The Custom Feeds view is displayed.

In the toolbar, click +

The Setup Feed dialog is displayed.

To select the feed type, click Custom Feed and Next.

The Configure a Custom Feed wizard is displayed, with the Define Feed form open.

Select Adhoc if you are uploading the file once or Recurring if you plan to automate
the feed. Enter the URL of the Feed provider and select how often to pull the feed by
setting the Recur Every option and select Next.

Configure a Custom Feed

Define Feed Select Services Define Columns Review
Feed Task Type ) Adhoc ® Recurring
Name * ThreatQIPFeed
URL * https:// e sawthreatq.com/api/export/aaddbeal8bce57dad07b9ce 1 bdcbal9a/ | Verify
Authenticated
1 Use proxy
Recur Every 1 & |Day(s) ~

v) Date Range

i Advanced Options

Reset Cancel Next

Select the services on which to deploy the feed, by selecting one or more groups from
the Groups tab.

RSA NetWitness Custom Feed Configuration 7
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Configure a Custom Feed

S~

Define Feed Select Services Define Columns Review
ﬁf Name ~ Address Type
;V packet decoder - Decoder 10.100.53.102 Decoder
'5’ vm3098 packet Dacoder 10.100.53.98 Dacodar
™ & wvm3039 log Decoder 10.100.53.99 Log Decoder

Reset Cancel Prev

Note: Netwitness installations having only a Log Decoder or a Packet Decoder
display one or the other, not both. Deploying the Feed to both Log and Packet
Decoders enable matching of IP event sources such as ip.dst, ip-src, ipv6-src, ipvé-
dst.

6. Click Next.
The Define Columns dialog is displayed.

7. Define the Type as IP and Index Column 1 (IP Address Field). Set the header of each
column as needed and click Next.

Configure a Custom Feed

Define Feed Select Services Define Columns Review
Type e P IP Range Non IP
Index Column 1 v [1cior
Column 2 3 4
Key threatq.id ~ threatqg.link v threatg.score
59.73.226 B hrtps//yowrw = threar.,, 0.00
23.224.172.11 9 hetpsdite threat.. 0.00
23.236.62.147 10 hitpsy//s= e threat.. 0.00
23.247.20.31 1 httpsi// w w = threat.. 0.00
34.194.81.224 12 httpsy// o= ~esthreat.. 0.00
34.196.149.119 13 hittps//i= ® . «»threat.. 000
£3 741 18R 105 14 hrtre:/ fus cthraat  ONN
Reset Cancel Prev Next

RSA NetWitness Custom Feed Configuration
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Important: This example used in this document is IP based. Use Type Non IP for
DNS threat intelligence Callback Key(s), for aliashost or domain.dst keys.

8. Select Finish to complete the setup of the Feed Integration.
Note that anytime before you click Finish, you can:
o Click Cancel to close the wizard without saving your feed definition.
o Click Reset to clear the data in the wizard.
o Click Next to display the next form (if not viewing the last form).

o Click Prev to display the previous form (if not viewing the first form)

Configure a Custom Feed

Define Feed Select Services Define Columns

inredogirreed

https://'«we wwthreatqg.com/api/export/aaddbealBbce57da407b9ce1bdc6alSar?
token=LgIN5fcsy2WmSMBGdwI9
Every 1 Day (s)

Log Collector - Log Decoder

false

1 2 3 4 5 6

Index threatqg.id threatg.link threalg.score threatg.status threatg.dictd_at thre:

Reset Canicel Prev Finish

9. Initially, the status appears as Waiting and the Progress indicator is yellow until
RSA NetWitness completes the transfer of the Feed. After transfer is completed, the
Status displays Completed and the Progress indicator turns green. Depending on the
size of the feed, it may take some time for RSA NetWitness to download all Threat
Intel from your provider.

Feeds
+

Neme Trigger Createa Last Run Time Stotus. Frogress

RecordedFutureSALogs Starting at 2015-Nov-04 14:34, every day 2015-11.04 09:34:76 Walting

RSA NetWitness Custom Feed Configuration
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The configuration of ThreatQ and Netwitness is complete. If there are any matches to the

ThreatQ intelligence, they appear within the RSA Netwitness Investigator as part of the
matched event.

> 5973226 -> 192.168,150.77

¥ sessionid : 547889

# devicep: 101000

B medium: 32

@ devicetype : ciscoasa

B deviceclass | Firewall

@ headerid: 0012

¥ aliashost: integration-server

& level: 4

threatg.id : 8

@ threatglink : https:/it sthreatq.com/indicators/B/details
i threatg,score : 0.00

i threatg.status ; Active

@ threatg.sources: Bambenek Consulting - C2 IP
ipdstport: 443

@ ecactivity: Deny

@l ec.theme: Communication

# ecsubject: NetworkComm

@ eventdesc: denied by access-group

#® msgid: 106023:01

& eventcatname : Network.Denied Connections
@ parse.error: EVENTTIME

B did: nwappliance23082

il rid: 547847

= Hide Additional Meta B View Details

O 2017-05-15T14:5555 Log Al 201 bytes

Copyright © 2020 Dell Inc. or its subsidiaries. All Rights Reserved.

Trademarks

For a list of RSA trademarks, go to www.emc.com/legal/emc-corporation-
trademarks.htm#rsa.
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