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Overview

A Super User account in ThreatConnect enables users on multitenant instances to easily
view and manage all of their customers’ data from a single user account. Super Users do not
have any access or permissions at the System level, but do have full data-level,
administrative, and configuration permission at the Organization level for all Organizations
on the ThreatConnect instance. Super Users may view, create, edit, and delete data
(dashboards, posts, threat intelligence, Workflow, and Playbooks) in all Organizations on the
ThreatConnect instance. They also can administrate and configure all Organizations,
including creating, deleting, and updating user accounts and adding, modifying, and deleting
Organization-level variables, metrics, Attribute Types, Indicator exclusion lists, and Security
Labels.

This guide covers all of the functionalities specific to your Super User account. It discusses
all the areas of ThreatConnect in which you can access and modify data in all Organizations
on your instance and the administrative and configuration functions available to you for
those Organizations.

Managing Data in All Organizations as
a Super User

Your Super User account belongs to one Organization (your “home Organization”), but you
can view, manage, and modify dashboard, posts, threat intelligence, Workflow, Playbooks,
and reports information in all Organizations on your ThreatConnect instance.

Dashboard

As a Super User, you can determine which Organizations’ data you want to view on the
Dashboard screen. You can also configure dashboard cards to show data from selected

Organizations and, for query cards, enter ThreatConnect Query Language (TQL) queries to
search for objects belonging to multiple Organizations.
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The Dashboard Screen

The My Intel Sources selector on the Dashboard screen will display a My Orgs list from
which you can select the Organizations whose data you want to view (Figure 1).

T My Dashboard
MyOrgs 4 Intel Sources 96 Feed Explorer 2 My Communities 1
O I - | 0 | Fte
& ABC Organization a abuse.ch CryptoWall Ransomware C2 B Documentation Community
Domain Blocklist
B Demo Organization B abuse.ch F Tracker "] XYZ Community
[) LM organization & abuse.ch Locky Ransomware C2
Domain Blocklist
B ORS Organization ) 5
B abuse.ch Ransomware Domain .
[_] Tuv Organization Blocklist N
B xvZ Organization B3 abuse.ch Ransomware Tracker
8138 34333333d3
& abuse.ch TeslaCrypt Ransomware C2 3% $ i b=t ] g 'g
Domain Blocklist E i 3 §. g i
B abuse.ch TorrentLocker Ransomware &5 § H 5; E !E 3
C2 Domain Blocklist 35 § g g 332
342 2 3 =33 s< 3
[ abuse.ch URLHaus H
P ahico ch 7ene Tracker
Observations per "\, No Results
Summary 1} Owner 11 ThreatAssess 11 Observations 1 False Positives Tl  Tags

Figure 1

Dashboard Card Configuration

When configuring Metric and Query dashboard cards, you can use the My Orgs list to select
Organizations whose data you want to include on the card (Figure 2).

Add New Card CANCEL  PREVIOUS  NEXT
Query
Card Title
Indicators |

Card Preview
Inherit owner selections from My Intel Sources

Observations /_/_
938

s 3 Intel Sources 96 Feed Explorer 2
My Oy s Observations per Day \
0 [Fueror @l ¢
B ABC Organization B abuse.ch Cryptowall Feise Poskives
Ransomware C2 Domain
v i Blocklist False Positives per Day
B pemo Organization A
[C] LMN Organization B abuse.ch Feodo Tracker Group Attributes /__
1447693

B abuse.ch Locky

[C] oRs Organization Ransomware C2 Domain Tags //_
Blocklist 69,131

& TUV Organization

B abuse.ch Ransomware Tracks

[C] xvZ Organization Domain Blocklist 0
& abuse.ch Ransomware Track Results

Tracker 0

B abuse.ch TeslaCrypt Indicator Attributes /—
56362464 -

Ransomware C2 Domain
Blocklist

B abuse.ch TorrentLocker
Ransomware C2 Domain
Chart Type
My Communities 1

miE Line and Area Charts Other Charts

Figure 2
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TOL Queries

When configuring Query dashboard cards, you can enter a TQL string to search for objects
belonging to multiple Organizations in the Advanced Query field. See the “Query for Objects
Belonging to Multiple Owners” section of Constructing Query Expressions for more
information.

Posts

For a Super User, the My Org section of the Posts screen will display all Organizations on
your ThreatConnect instance (Figure 3).

My ThreatConnect Posts
¥ My Org Demo Organization
Demo Organization a Demo Organization / John Smith 03-10-2022 00:43 GMT
ABC Organization
LMN Organization Recommend double checking this Adversary to ensure it's not the same one as Bad Wolf.
QRS Organization
TUV Organization Bad Guy @ [

XYZ Organization
~ Communities

Demo Community Accenture iDefense IntelGraph
XYZ Community
@ ABC Organization / Sheila Cho 01-14:2022 0144 GMT

* Intelligence Sources
test

abuse.ch Cryptowall Ransomware C2 Domain Blocklist
abuse.ch Feodo Tracker AppleSeed @ o
abuse.ch Locky Ransomware C2 Domain Blocklist
abuse.ch Ransomware Domain Blocklist

abuse.ch Ransomware Tracker

abuse.ch TeslaCrypt Ransomware C2 Domain Blocklist

sbuse.ch TorreniLocker Ransomware C2 Domain Blockist XYZ Organization
abuse.ch URLHaus

T 11-10-2021 16:58 GMT
abuse.ch Zeus Tracker @ xvZ Organization / Angel Byrd 02021 1658 G
Accenture iDefense IntelGraph Testing adding a comment

Figure 3

By default, the screen will display posts from your home Organization, and the name of your
home Organization will be at the top of the My Org list. To view posts in another
Organization, click on that Organization’s name in the list. You can also use the selector at
the top right of the screen to navigate to the Posts screen for another Organization.
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Threat Intelligence

As a Super User, you can view, create, import, filter, search for, modify, and delete threat
intelligence in all Organizations on your ThreatConnect instance.

Browse

The My Intel Sources selector on the Browse screen will display a My Orgs list from which
you can select the Organizations whose data you want to view (Figure 4).

) <> w0 ~
MyOrgs 6 Intel Sources 87 Feed Explorer 2 My Communities 1
O | Ol e 1l Rl Added 1L Modfied T4
ABC Organization & abuse.ch Cryptowall Ransomware C2 Demo Community N
o ¢ Domain Blocklist a 4 10082021 03-29-2022
B pemo Organization B sbusech Tracker ] XYZ Community F——
2 = 12+
[J LMN Organization [ abuse.ch Locky Ransomware C2
Domain Blocklist
B ORS Organization . . 202
B abuse.ch Ransomware Domain HAIOMSI! 10k0e;
[C] TuV Organization Blocklist
B XYz Organization [ abuse.ch Ransomware Tracker # 10062021 03-20-2022
B abuse.ch TesiaCrypt Ransomware C2
Domain Blocklist - 10212021 03-29-2022
[ abuse.ch TorrentLocker Ransomware
C2 Domain Biocklist 10222021 0329
B abuse.ch URLHaus
® ahiea oh 7aie Tracker - 12:13-2021  03-29-2022
Course of Action Addross 52.71.67.184 I‘:‘:"c""“” 318 - = 12132021 03-29-2022
Document i
Email ThreatConnect
Address 5416122285 - 322 - - 12132021 03-29-2022
Event Inteligence
Incident
P Addross. 34.205.242.146 Torssaconmdt 3 - - 12132021 03-29-2022
rusion gence
Malware
- K3 K23
Figure 4

When using the Create option on the top navigation bar to add an object (Indicator, Group,
Track, or Victim) to ThreatConnect, you can select any Organization on the ThreatConnect
instance from the Owner menu (Figure 5).
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) Create Campaign

Details
Type®
Campaign - Ciypto
Summary *
First Seen
03-30-2022

Description

XVZ Organization

Tegs Communites

Demo Community

O W are y istofrelatedh  XYZ Community

Figure 5

Import

When using the Import option on the top navigation bar to import objects (Email import,
structured Indicator import, unstructured Indicator import, Signature import, or Doc Analysis
import), you can select any Organization on the ThreatConnect instance from the Owner

menu (Figure 6).

{2 Import E-mail

Import > Score Indicators Victims Confirm

| @) select Import to sutomatically import an MSG or EML file, or copy and paste the required data from the originating e-mailinto the fields beiow.

+ IMPORT MSG OR EML FILE

OWNer  pocymentation Team v

# ncw @

To Header

Demo Organization
From
ABC Organization

Subject  LMM Organization

QRS Organization
Body

Figure 6
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Search and Analyze

The OWNERS selector in the Search drawer will display a My Orgs list from which you can

select the Organizations in which to search for data (Figure 7).

Q, Search X
Search O\
Filters FEmmzassssssssesssscsseeessssseecesssasesaasaaaaaaaaanana. 1

B Rean and doan asallal EAAKD laals '
My Orgs 4 Intel Sources 3 Feed Explorer A
[l I:\L.-' orgs (] ‘ Filter sources

No ["] ABC Organization
Demo Organization

3 LMN Organization
ORS Organization
["] TuV Organization

XYZ Organization

My Communities 2

abuse.ch Cryptowall Ransomware C2
Domain Blocklist

[] abuse.ch Feodo Tracker

abuse.ch Locky Ransomware C2
Domain Blocklist

abuse.ch Ransomware Domain
Blocklist

[] abuse.ch Ransomware Tracker

[] abuse.ch TeslaCrypt Ransomware C2
Domain Blocklist

[-’\ ter communities

[] abuse.ch TorrentLocker Ransomware
C2 Domain Blocklist

Demo Community

XYZ Community

[] abuse.ch URLHaus

7] ahiies ~h 7aiie Trarkar

Figure 7

You can also add objects found during searches to any Organization on your instance

(Figure 8).
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Q, Search X
verybadguy Q
Filters e T T 1

| %
H X, Drag and drop, or click. 500KB limit :

Local Matches Only E E E

Here's some intel we found relating to your search Sort Exact Matches By Summary =
Potentially Related Matches
verybadguy.com [+
E ADD TO OWNER
Host Demo Community, Demo Organization, LMN On

Match on Summary:
verybadguy.com

abuse.ch CryptoWall Ransomware C2...

abuse.ch Feodo Tracker

verybadguy@bad.com
abuse.ch Locky Ransomware C2 Dom...

% EmailAddress Demo Community, Demo Organization
Match on Summary. abuse.ch Ransomware Domain Blockl...
verybadguy@bad.com
abuse.ch Ransomware Tracker
Spearphishing Case
abuse.ch TeslaCrypt Ransomware C2 ...
46% Case Demo Organization
Match on Artifact Name:
verybadguy.com

abuse.ch TorrentLocker Ransomware ...

Phishing Investigation

JRO Case Demo Organization Artifact Name

Figure 8

Note: The ADD TO OWNER dropdown lists all owners in alphabetical order. It does not separate
them by owner type (Organization, Community, and Source). Scroll down to find the owner to
which you want to add an object found during a search.
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The Details Screen

In addition to Communities and Sources, the Owners & Feeds card on the new Details
screen (Figure 9) and the Additional Owners card on the legacy Details screen (Figure 10)
for an object will list all of the other Organizations that own the object. Click on the name of
an Organization to view the object within that Organization.

+ Owners & Feeds

Additional Owners

Owner ThreatRating Confidence Rating
Demo Community @ @ Q Q 50
QRS Organization [
XYZ Organization [ LYY Y. 85
S CAL™ Feeds ©

Feeds Reporting this Indicator
First Reported in a Feed
Last Reported in a Feed

Number of Feeds Reporting this Indicator

Figure 9
Additional Owners
Name Threat Rating Confidence Rating
Demo Community @ Q 9 50
QRS Organization
XYZ Organization 2088 85
Figure 10

On the new Details screen, you can also use the dropdown at the top left of the header
section to select the owners in which to view the object. On the legacy Details screen, you
can also use the selector at the upper-right corner of the screen to choose owners in which
to view the object. When viewing the object in an Organization other than your home
Organization on the legacy Details screen, the label at the upper-left corner of the screen
will be SHARED instead of ORGANIZATION.
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Cross-Owner Associations

If cross-owner associations are enabled on your ThreatConnect instance, you can view and
create associations between objects in the Organizations on your instance and between
those in the Communities and Sources to which you have access. In other words, in addition
to being able to create associations between objects in your home Organization,
Communities, and Sources, you can create associations between objects in the
Organizations on your instance (i.e., Organization-to-Organization associations) and
associations between objects in any Organization on your instance and the Communities
and Sources to which you have access.

Indicator Status

If the ability to change Indicator Status is enabled for your Organization, you can modify
Indicator Status in any owner on your ThreatConnect instance.

Threat Graph

When viewing an object that exists in multiple Organizations on your instance while using
Threat Graph, you can use the Pivot in ThreatConnect option to explore the object’s
associations in each Organization.

ThreatConnect Query Language

You can write TQL queries that search for objects existing in multiple Organizations on your
instance. See the “Query for Objects Belonging to Multiple Owners” section of Constructing
Query Expressions for more information.
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ThreatConnect Intelligence Anywhere

When selecting sources for ThreatConnect Intelligence Anywhere to scan for potential

Indicators and Groups, you can select multiple Organizations on your instance (Figure 11).

Settings

Intel Sources Objects

¥ Select All
Sources:

~ ABC Organization
Demo Community
Demo Organization
Demo Source
LMN Organization

MITRE ATT&CK

Skip (Use Defaults) Save Settings

Figure 11

Intelligence Anywhere will indicate when a scan finds objects that are known to exist in
multiple Organizations on your instance (Figure 12).
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A Scan Results

Known Indicators Unknown Indicators Groups

badguy.com

ER CAL Insights

Inactive

Found in the Following Sources

Demo Organization

XYZ Organization

Rescan page

Figure 12

When importing scanned Indicators into ThreatConnect, you can select any Organization on

your ThreatConnect instance as the destination owner (Figure 13).

)10 Create Event

Details

Tags

Source: Browser Exten.. X

Figure 13
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ATT&CK Visualizer

When using the ATT&CK® Visualizer, you can add a Group that belongs to any Organization
on the ThreatConnect instance as an analysis layer to view the MITRE ATT&CK® Enterprise
tactics, techniques, and sub-techniques used by the Group (Figure 14).

X
Add an Analysis Layer
Analysis layers may be any type of group.
Q, Search group name/summary... Y
Group Type Na Group Type Date Added Last Modified
Event vi Al ¥ ization 2023-07-17 00:00:00 EDT 2023-07-17 00:00:00 EDT
Adversary Ta Owners 2023-07-12 00:00:00 EDT 2023-07-17 00:00:00 EDT
Abuse.Ch Cryptowall Ransomware C2 v .
Adversary AT rization 2023-07-12 00:00:00 EDT 2023-07-12 00:00:00 EDT
Attack Pattern || Any owner 07-10 00:00:00 EDT
Attack Pattern  Qrganizations Sources Communities 07-12 00:00:00 EDT
) ABC Organization &4 abuse.ch CryptoWall M Demo Communit . 00
Attack Pattern B 9 a Ransommwars C2 =] ¥ 07-10 00:00:00 EDT
B3 Demo Organization Domain Blocklist [] X¥Z Community
Report 07-06 00:00:00 EDT
o ["] abuse.ch Feodo
D LMN Qrganization Tracker
Incident 07-06 00:00:00 EDT
[ ] @Rs Organization ["] abuse.ch Locky
Ransomware C2 -00:
Document [] Tuv Organization Domain Blocklist 07-12 00:00:00 EDT
Malware XYZ Organization O ;‘;‘:::iﬁ;li::iz:nwam 07-12 00:00:00 EDT
[ ] abuse.ch Ransomware
> 10 v
Cancel '

Figure 14
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Workflow

As a Super User, you can view, create, modify, assign, and delete Workflow Tasks,
Workflows, Templates, and Cases in all Organizations on your ThreatConnect instance.

Workflow Tasks

The Workflow Tasks screen will display all Tasks in all Cases in all Organizations on your
instance, with the Org column indicating the Organization to which each Task belongs
(Figure 15).

B Workflow  coce  tews  vestons
o
T N ]
110 0f 47 total resuts <> n -
Type 11 Required Tl CaseID Tl Name Tl og Tl Assignee Due Date Tl Status T) Case Severity Tl Missing Required Artifacts 17
Capture Email Dema
& b Case: Email Investigation Organization Open Low s H
Capture Email ABC
& 9359 Case: Demo Case Using a Workfiow . Open 5
Sompiae Organizaton [ boociom
Investigate Embodded Links xvzZ .
s 2 o LK ert oy anizaton 3070 547 Pendng «<» s
Capture Email xvZ 2022-03-28 20:30.00
a o Case: File Backup Scam Phishing Alert  Organization S0C Toam GMT Open High 2 H
Escalate 1o Supervisor Demo
& v 268 Cass: Email Investigation Organization Pending Low 2
Submit Block Demo .
a 8 Case: Email Investigation Organization Pending Low 2
Escalate o Supervisor ABC
- v 8350 Case: Demo Case Using a Workfiow Pending 2
Template Organization W
Submit Block
ABC
9359 Case: Demo Case Using a Workfiow 2 Pending 2
s S v Orgarizaton [ hiocium ]
Research Sender Email Address xvZ
) 2 Cose!Fia Beckup Seam Prghing Alrt  Orgarizatn, o Sman Pencieg '
ry 2 [ 0 Sender Domain x¥Z . Pondeg = ,
Case: File Backup Scam Phishing Alert  Organization Sm
Figure 15

You can use the Owner(s) dropdown menu in the FILTERS selector to select the
Organizations you want to include in the Tasks table (Figure 16).
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9,
Custom hd Filter Tasks by Name or Case ID

Due Date Completed Date

from from

to to
Status Assignee

All v All - kflow
Case Severity Owner(s)

All v ABC Organization, ... e ing Alert

9 ABC Organization

ing Alert
9 Demo Organization
- - v
D LMN Organization
‘ 268
D QRS Organization
) v 9359 ] Tuv Organization Workflow
Figure 16

Note: If the Tasks table is blank when you first use your Super User account to access the Tasks
screen, this may be because there are no Organizations selected in the Owner(s) menu. Selecting
at least one Organization will cause the table to populate (as long as the selected owners contain
at least one Case with at least one Task in it).

You can select an assignee for any Task in any Case, but the assignee must belong to the
Organization that owns the Case.
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Workflows

The Workflows Screen

The Workflows screen will display all Workflows in all Organizations on your instance, with
the text at the top left of each Workflow card indicating the Organization to which the
Workflow belongs (Figure 17).

B Workflow

Workflows

|

<> n
Demo Organization QRS Organization QRS Organization LMN Organization
Cyber Mission Collection Plan Cyber Mission Dashboard Card
Assurance (CMA) B (| e | 250 Assurance (CMA) Development
Status  Phases Tasks Inactive 4 13 Status  Phases Tasks Status  Phases Tasks
Inactive 3 9 Colction i it Active 3 9 Active 5 16
Cyber Mission Assurance (CMA) Cyber Mission Assurance (CMA) Dashboard Cards focused on
strategy development strategy development. Collections and Operations.
Demo Organization ABC Organization 5 Demo Organization ABC Organization
Email Investigation Indicator Analysis with Cyber Mission API Template
Status Phases Tasks Automation Assurance (CMA) Status Phases Tasks
Active 4 9 Status Phases Tasks Status Phases Tasks Inactive 0 0
& John Smith Active 4 9 Inactive 3 9 A WF Template created via API

Use this template when analyzing
suspicious or malicious emails.

& ThreatConnect Automation Cyber Mission Assurance (CMA)

strategy development
This sample workflow demonstrates a
simple enrichment through multiple
external services with aggregated

Figure 17

You can use the Owner (s) dropdown menu in the FILTERS selector to select the
Organizations you want to include in the Workflows table (Figure 18).
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FILTERS « [ Filter Workflows by Name

Status Assignee
All e All >
Owner(s)

4 jitems selected

\) Q ABC Organization

CLEAR APPLY

|
& »n Plan development
M
O

Demo Organization
LMN Organization
2 (CM

QRS Organization

TUV Organization

Figure 18

Note: If the Workflows table is blank when you first use your Super User account to access the

Workflows screen, this may be because there are no Organizations selected in the Owner(s) menu.
Selecting at least one Organization will cause the table to populate (as long as the selected owners

contain at least one Workflow).
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Creating a Workflow

When creating a new Workflow, you must select the Organization that will own the Workflow

(Figure 19).

| woridiow Tempiat |
BB Workflow Workflows  New workiiow

Name
My New Workflow

Description

Attributes

Attribute

Owner * Default Assignee
o ~  NoDefault Assignee - )

ABC Organization
Demo Organaation
LMN Organization
QRS Organization
TV Organization

X¥2 Orqanization

Description

No attributes in this template. Click to add an attribute.

Tasks

Tasks Type

Artifacts Required Dependency

FPhase

Mo tasks in this phase_Click to add tasks o create this phase.

Figure 19

Note: The Default Assignee menu will not populate with any options besides No Default Assignee
until you select an Organization from the Owner menu. After you select an Organization, a list of
users in that Organization will be displayed in the Default Assignee menu for the Workflow and
Tasks added to it. This list of users will include your Super User account, even if the selected

Organization is not your home Organization.
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Importing a Workflow

When importing a Workflow, you must select the Organization that will own the Workflow
(Figure 20).

Import Workflow
X
0 Validating Workflow: Phishing Investigation Template.wf
|
(2) select Owner
I ) Please select the Owner of this Workflow
Select an Owner v
CANCEL  NEW FILE IMPORT
Figure 20

Note: In addition to the Validating Workflow and Select Owner steps, you may see steps labeled
Variables or Missing Apps. See the “Importing a Workflow” section of 7The Workflows Screen for
more information.
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Sharing a Workflow across Organizations

As a Super User, you can easily share Workflows across Organizations. On the Workflows
screen, select the Duplicate option from the vertical ellipsis menu for a Workflow. Enter a
name for the Workflow, and then select the destination Organization from the Select Owner
menu (Figure 21).

Duplicate Workflow

Name for New Template
Phishing Investigation Template

Select Owner
Select an Owner \

Filter Owners by Name Q

ABC Organization
Demo Organization
\is | LMN Organization
QRS Organization )
" TUV Organization T

XYZ Organization

Figure 21
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Workflow Templates

The Templates Screen

The Templates screen will display all System-level and TC Exchange™ Templates that you
can copy to an Organization as a Workflow. To view TC Exchange Templates, toggle the TC
Exchange Templates slider on, as in Figure 22. Toggling this slider off will display all
Templates installed at the System level in your ThreatConnect instance.

Copying a Template to an Organization

When copying a System-level or TC Exchange Template to an Organization as a Workflow,
you must select the destination Organization (Figure 22).

ThreatConnect Super User Guide

B Workflow  coee  tess  worktiows Templates
TC Exchange Templates ‘ [ Filter Templates by Name
1-10of 10 total results
Collection Plan Cyber Mission DDoS Incident Dashboard Card
e Pla o, Assurance (CMA) P—— Development
Cyber Mission Assurance (chay|  ©/ner Selection X Dt by Ly Dashboard Cards focused on
strategy development. Collections and Operations.
Select an Owner - ':d,d.lmm-
1B copy To ORG 10 copy T0 0RG
D) copy To ORG
ABC Organczation
| Demo Organization
Incident Handling Intel Report Creation "™ is with Phishing Email
(NIST) Gananal o 00 %8 Ongenizasion Analysis
NIST- " Handling Checkiist. ::1"‘ u.:uonl an intel report could TUV Organization Cinstitute.com/.
[Source] laybook/ the-phishing-response-playbook/
nist. h Tps /pli tps:// /pli
ialPublications/NIST.SP.800-61r2.pdf) UNSTALLING.. ybooks/phishing Phase 1 - Initial Data ybooks/phishing Phase 1 - Initial Data
Ingestion Phase 2 - Ingestion Phase 2 -
0 copY To ORG Investigation/Analysis Phase 3~ Investigation/Analysis Phase 3
1D copy TO ORG. 1D copy 10 ORG
Figure 22
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Workflow Cases

The Cases Screen

The Workflow Cases screen will display all Cases in all Organizations on your instance, with
the Org column indicating the Organization to which each Case belongs (Figure 23).

B WOrkflow  coses  taoks  vietons  Tempiets
9
D
10 of 23 total

o Namell ogll ThreatAssess @) 1L CALScore D 1| Severity®  Missing Required Artifacts 1l Remaining Tasks  Assignee

23 Hacker Investigation D"'”c - 0 4/4 Patrick Jones
Demo Athena

25 Suspicious C2 Traffic e ation 980 02 [ criical 13 peoried)
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Figure 23

In card view, the Organization that owns the Case is displayed at the top of the Case’s card

(Figure 24).
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Figure 24
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You can use the Owner(s) dropdown menu in the FILTERS selector to select the
Organizations you want to include in the Cases table (Figure 25).

(")

Severity Status

All v All ~  ALScore
Resolution Assignee

All M All D%
Date Added Date Closed 2

Active

Owner(s)

4 items selected

17
@ ABC Organization Active

9 Demo Organization

@ LMN Organization CLEAR APPLY

S 23
Team » Active

8 QRS Organization

94/ XYZ Organization

D TUV Organization

Figure 25

Note: If the Cases screen is blank when you first use your Super User account to access the Cases
screen, this may be because there are no Organizations selected in the Owner(s) menu. Selecting
at least one Organization will cause the screen to populate (as long as the selected owners contain
at least one Case).
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Creating aCase

When creating a new Case, you must select the Organization that will own the Case

(Figure 26).

B New Case

Name *

Owner *

Select an Owner

0/255

ABC Organization
Demo Organization
LMN Organization
QRS Organization
TUV Organization

- XYZ Orqanization

N

Severity
Low

Assignee
Unassigned

Artifacts

Status

- Open -
Viewable By
- Everyone h

ADD ARTIFACT

No Artifacts Added

Figure 26

Organization.

Note: The Assignee menu will not populate with any options besides Unassigned until you select
an Organization from the Owner menu. After you select an Organization, a list of users in that
Organization will be displayed in the Assignee menu for the Case and Tasks added to it . This list of
users will include your Super User account, even if the selected Organization is not your home
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Viewing a Case

When you view a Case, you will see the Organization that owns the Case at the top left of the

screen (Figure 27).

 Cosessass ]
- Workflow = Cases Phishing Investigation

Demo Organization

Case #9359 Phishing Investigation

& JOHN SMITH @ EVERYONE

Workflow

Phase 1

O Confirm Receipt of Email Message

Assignee JOHN SMITHWV

Figure 27

Viewing Artifact Owners

If an Artifact that is a ThreatConnect Indicator type exists in multiple Organizations on your
instance, you can view the Organizations in the dropdown list in the Summary column

(Figure 28).
Artifacts
[ Fitter Artifacts by Name
1-4 of 4 total results
Type T4 Summary T4 Links. CAL™  ThreatAssess I Task  Date 1) Status
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Host Jsmith L Medium | 474 1519:50 (]
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Demo Source
GreenSnow Blocklist
Notes
LMN Organization
[
Mandiant Threat Intel
.
Figure 28
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Click on an Organization’s name in the list to view the Details drawer for the Indicator in that
Organization.

Note: If an Artifact that is a ThreatConnect Indicator type exists in multiple owners, including
multiple Organizations, only the Indicator in your home Organization and the copies in Communities
and Sources for which potential Case associations are enabled will be suggested as potential
associations for the Case being viewed.

Playbooks

For a Super User, the Playbooks screen will display all Playbooks in all Organizations on your
instance, with the Organization column indicating the Organization to which each Playbook
belongs (Figure 29).

Pleybooks
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M= Endpoint
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2029-5(71-810c-34bebS1a7¢34
8] Analyze WiP XYZ Organization 10 - - 1027-21 1129 H
HEZ]  Avwcaching Demo Organczation 12 UsarAction WARN 08-1021 1358
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(Y57 Asa startng pont e
W Ao devoin e basic TUV Organization 10 Custom Trigger WARN 0323221705
omais
Figure 29

You can use the Organization dropdown menu along the top of the screen to select the
Organizations you want to include in the Playbooks table (Figure 30).

Playbocks
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Type Tl Name = Organization T} Version 1 Trigger 1} Clwl Ovgenization Log Level T} Updated T ROI
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1 Endpoint

4] - . QRS Organization 129 Webkook WARN 081121 1238

L hitps /app threalconnect com/apyDlaybook/d52aeeq0-
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L: | Anatgze wir XYZ Organization 0 . . 102721 139
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Figure 30
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Creating a Playbook

When creating a new Playbook (including a Playbook Component or Workflow Playbook), you
must select the Organization that will own the Playbook (Figure 31).

Create Playbook X
Name *
Owner *
Select an Owner -
Filter Owners by Name Q
ABC Organization

Demo Organization
LMN Organization
QRS Organization
TUV Organization

XYZ Organization
o running workflow logic.

CANCEL SAVE

Figure 31
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Importing a Playbook

When importing a Playbook, you must select the Organization that will own the Playbook
(Figure 32).

A

Import Playbook

° Validating Playbook: Create Metrics.pbxz
|

° Playbook Preview

(3)
@ Select Owner

| () Please select the Owner of this Playbook

Select an Owner =

Filter Owners by Name

ABC Organization

CANCEL  Demo Organization PREV  IMPORT
LMN Organization
QRS Organization

TUV Organization

XYZ Orqanization

Figure 32

You can easily share a Playbook from one Organization to another by exporting the Playbook,
or by generating a Share Token, and then immediately importing it into another Organization.
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Viewing a Playbook

When you view a Playbook, you will see the Organization that owns the Playbook at the

upper-right corner of the Playbook Designer (Figure 33).

DESIGN MODE

)| Add E-mail Indicator %

Demo Organization

v e

Figure 33

When you are working in a Playbook, the features of that Playbook will be specific to the
Organization that owns the Playbook. For example, only the Apps that are available for use in
the owning Organization will be available to the Playbook. Similarly, when using the Run As

App menu option or the Playbook settings menu option to run an App or Playbook,

respectively, as a different user, only users in the owning Organization will be available in

those menus.
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Playbook Templates

When importing a Playbook Template as a Playbook, you must select the Organization that
will own the Playbook (Figure 34).

A

Import Playbook

0 Validating Playbook
|

(2) Select Owner

I () Please select the Owner of this Playbook

Select an Owner -

Q
ABC Organization
CANCEL Demo Organization IMPORT
LMN Organization
QRS Organization
TUV Organization
XYZ Organization
Figure 34

Reports

The Reporting screen displays all saved reports in your home Organization only. When
working with reports you or another user in your home Organization created, you may add
Intelligence Data sections that contain data from Groups and Cases in any Organization on
your instance to the report.

Important: If you add data from a Group in another Organization to a report, users in your home
Organization will be able to open the report; however, Group Data sections containing data from
that Group will not be visible to them. Similarly, if you add data from a Case in another Organization
to areport, users in your home Organization will not be able to open the report. As such, it is
recommended that you identify which reports contain data from Organizations outside of your
home Organization in the report's description so that other users in your home Organization do not
attempt to open those reports.
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Administration and Configuration of
All Organizations

Your Super User account has a System role of Super User and an Organization role of

Organization Administrator. This combination of roles means that you are an Organization
Administrator for every Organization on your ThreatConnect instance, allowing you to view,
modify, and manage the Organization Settings and Organization Config screens for all
Organizations. See ThreatConnect Organization Administration Guide for more information
on the functionalities and permissions available to Organization Administrators.

Organization Settings

Viewing Organization Settings

When you click the Org Settings option in the Settings menu, the Membership tab of
the Organization Settings screen for your home Organization will be displayed (Figure 35).

282 Demo Organization ~
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Figure 35

You have full access to all tabs of this screen for every Organization on your instance. To
view this screen for a different Organization, choose the desired Organization from the
selector at the upper-right corner of the screen.
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Managing User Accounts

When creating a user account, the System role for the account will automatically be User,
and you will not have a menu to select a different System role, nor will you be able to view

user Systemroles in the table on the Membership tab of the Organization Settings screen.
You also will not be able to modify or delete users with a System role that is higher than
yours.

Organization Activity

The Activity tab of the Organization Settings screen logs all user activity in an
Organization. When you perform an activity (e.g., create an Indicator) in an Organization
other than your home Organization, other members of that will not see your name as part of
the log entry. Instead, the activity will be attributed to your Organization (e.g., Host bad.com
was created by Demo Organization).
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Organization Configuration

When you click the Org Config option in the Settings menu, the Attribute Types tab of
the Organization Config screen for your home Organization will be displayed (Figure 36).

© Demo Organization - Organization Config

282 Demo Organization v
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Figure 36

You have full access to all tabs of this screen for every Organization on your instance. To
view this screen for a different Organization, choose the desired Organization from the

selector at the upper-right corner of
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