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Organization Administration O

Getting Started

Organization Administration is carried out in ThreatConnect® by the Org Administrator for each
Organization account. Org Administrators have full administrative control for their Organization,

allowing them to assign or delete user accounts, set permissions, set pseudonyms for individual
users or for the Organization, and join Communities.

At least one Org Administrator must exist per Organization account, and one is created at the
same time as the Organization. However, there can be more than one Org Administrator in an

Organization.

Account Roles

Table 1 provides an overview of account roles.

Account Role

Table 1l

Description

Read Only User

This role offers viewing or reading capability only.

Standard User

This role has full accesses to create, delete, or modify any
information in the Organization.

Sharing User

This role has the same privileges as a User, but can also share or
contribute Groups to other Communities of which the
Organization is already a part. It can also export data in bulk from
the Organization.

Organization
Administrator

This role has full control for administration of the Organization
account. It has the same privileges as the Sharing Administrator,
but it can also create and delete Organization users, configure
Community privileges for users, send invites, view Organization
logs, and join Communities.

App Developer

This role is for anyone with an Organization Administration
account or higher, and it allows the individual to build and release

apps.

Playbook APl User

This role allows API-level user functionality.

Account Administration User Guide




y_ ¢
Managing Org Users @
Creating User Accounts

Follow these steps to create additional Organization user accounts:

1. Loginwith an Org Administrator Account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2).

Dashboard w Workflow Posts Playbooks w Browse w Spaces v Create w Import v E @ * ‘ Q

Figure1l

My Profile

Org Settings

Org Config

Help =

Logout

Figure 2

3. Select Org Settings, and the Organization Settings screen will appear (Figure 3).

© System - Organization Settings
Membership  Communities/Sources Groups Invitations  Variables Metrics Settings Email Apps  Styling

Create API User Create TAXII User Create User Create Read Only User

(@ 4more users can be created

(D 4 more APl users can be created

(D 5 more TAXII users can be creste

Account Name Organization Role Status Last Login Options

Figure 3

4. Click the Create User button, and the User Administration pop-up screen will appear (Figure 4).

NOTE: Above the Account table, the Organization Settings screen displays how many more
users can be added by the Organization account.
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User Administration x
| il *
Eel D Locked
B [ oisabled
Password * @ Reset Required
®
First Name Z Send Account Info E-mail
Time Zone
Last Name * (GMT) Greenwich Mean Time: Dublin, Edinburgh, Lishon, London v
Log Out After
Organization Role 30 Minutes v
Read Oﬂl‘; User v Summary E-mail Time
Groups 0:00 v
Groups w
CANCEL SAVE
Figure 4

5. Fillintherequired fields in order to create and configure the user account.

a. E-Mail: Click in the box to enter an email address that will also be the name of the user
account.

b. Password: Click in the box to set the initial user password in this field, which is subject to the
ThreatConnect password policy defined within the system settings.

c. First Name: Click in the box to enter the user’s first name, which, along with the last name, is
what other user accounts see when the user posts within the Organization or in a full-profile
Community.

d. Last Name: Click in the box to enter the user’s last name, which, along with the first name, is
what other user accounts see when the user posts within the Organization or in a full-profile
Community.

e. Organization Role: Click on the drop-down menu to select one of the following roles— Read
Only User, Standard User, Sharing User, Organization Administrator, App Developer, or
Playbook API User.

f. Groups: Click the drop-down menu to enter a Group for which to search.

g. Locked: Click on the box if it is checked in order to unlock a user account that has been
locked by ThreatConnect.

h. Disabled: Click the checkbox to disable a user account, which is typically done when a user
no longer requires ThreatConnect access and the Administrator wishes to retain log

integrity.
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i. Reset Required: Click the checkbox to force a user to change the account pa‘Nord upon
next login. This box is checked by default upon account creation, and it is unchecked once the
password has been changed. ®

NOTE: When initially creating the account, the Reset Required box cannot be
unchecked. To uncheck the box, first create the account, edit it, and uncheck the setting,
which enforces tighter security.

j. Send Account Info E-mail: Click the checkbox to receive an email with the information
corresponding to this account.

NOTE: This setting must be set to “true” in the System Settings screen in order for the
checkbox to appear.
k. Time Zone: Click on the drop-down menu to select the appropriate time zone.

I.  Log Out After: Click on the drop-down menu to select a time interval upon which a user will
be logged out after a corresponding period of inactivity.

m. Summary E-mail Time: Click on the drop-down menu to set the time at which a user account
will receive daily summary emails of followed items, or other notifications, from
ThreatConnect.

6. Click the SAVE button to create the User account.
7. Logoutand log back in with the new User account’s credentials.

8. ThePassword Reset Required screen will appear (Figure 5).

Password Reset Required Password Rules

Password must be at least 8 characters in length.

New Password :
Password must contain at least 1 upper case letter.

Password must contain at least 1 lower case letter.
Confirm Password

_ Password must contain at least 1 special character.
Password must contain at least 1 number.

Figure 5

9. Enter anew password and click Sign In. The Profile Settings screen will appear (Figure 6).
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Profile Settings
Welcome to ThreatConnect

To get started, we need you to set a Pseudonym for your User Account. You will use this ymin ities you wish 10 join and interact, but choose 10 remain anonymous (if the community allows anonymous participation). The Pseudonym is similar 1o an alias or a handle by which you will be
known within the community

We encourage you ta choose a meaningful pseudonym so the community can confinue o be seen as a professianal exchange. Good examples might be things like “intel_james* or “threaiguny®
Please entes your Pseudonym below and click 'Save’ After Setting your Pseudonym you will be able 1 use ThreaIConnect and access Communities
Once you set your . we permita 10 your ym which can be requested through our SUpporT team
‘our Pssudonym * User Name
1]

Your pseudonym will be displayed in communities you've joined ananymously that allow Your Uses Name is not visible to anyone within ThreatConnect except your own organization
aNoNYMous members.

Fut Neme
Organizatian Pssudonym

Your full name s displayed as your name in Communities you join that do not pesmit o you do not choose an
An organization pseudonym will be drsplayed in that you connect 10 ar

L1
L)
(D setect your ole and job funceion. You can aays change s Iater om M User Profie page

Figure 6

10. Enter a Pseudonym, Job Function, and Organizational Position and click Save.

To create Read-Only user accounts, follow the preceding steps, but click the Create Read Only
User button in Step 4. Note that the Organization Role is locked, and such users that join a
Community or Source will have read-only permissions. A benefit to creating Read-Only Users is
that they do not count against Organization limits. Administering User Accounts

Follow these steps to administer or change settings of an existing Organization user account:
1. Loginwith an Org Administrator account.
2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings

menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

,‘
3. Click the Modify icon of the user account to be configured. The User Administration pop-
up screen will appear (Figure 4). See Step 4 of the previous section, Creating User Accounts, for

instructions and a description of all available fields.

Two-Step Verification

Some users will opt to enable two-step verification to increase the security of their ThreatConnect
account. Google® Authenticator or any Time-based One-Time Password (TOTP)-compatible
authentication service can be used. This procedure will enhance the security of an Organization’s
data within ThreatConnect by requiring a time-based key, in addition to a valid user name and
password combination.

The Google Authenticator logo will appear in the Status column (under the Membership tab of the
Organization Settings screen) of those user accounts for which 2-Step Verification has been
enabled.
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Creating API User Accounts ®

NOTE: In order to create an APl user account, Administrators must have this featire enabled in
their license. If they do not, they must contact their account manager or the sales team at
sales@threatconnect.com to request a license upgrade. Also, creating an APl user account will
decrease the total number of user accounts that are available, as will creating a new user
account.

Follow these steps to create an APl user account:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. From the Organization drop-down menu on the upper right of the screen, select the
Organization for which the new API user will be created

4. Click the Create APl User button, and the APl User Administration screen will appear
(Figure 7).

API User Administration

|:| Disabled

First Name *

Last Name *

Organization Role

Standard User v

D Include in Observations and False Positives

Access ID
81200719187888118314

Secret Key

Tli%HkHUjG$00ATJ89m1b8ygOoAgjhrRO01dJGASL#EGAINMXCC%TUkg1pHGOChy

& Important: Write down the secret key, you will not have access to it ever again. It will NOT be e-mailed to you. ‘

CANCEL SAVE

Figure?7
a. Disabled: Check this box to disable individual API users.
b. First Name: Click in the box to enter the APl user’s first name.

c. Last Name: Click in the box to enter the API user’s last name.
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NOTE: If the API account will be used with specific application integra tio.'t may be
helpful to set the user’s first and last name as something indicative.

d. Organization Role: Click on the drop-down menu to select one of the foIIowi% roles—
Standard User, Sharing User, Organization Administrator, App Developer, or Playbook API
User.

e. Includein Observations and False Positives: Check this box to display the APl account on an
Indicator’s Details screen. If used with an integration that supports it, Observations and
False Positives will be tied to this APl account and tracked.

f. AccessID: The Access ID populated in this field acts as the identification for the account
when used to access the APl and is associated with the Secret Key, which is provided in the
next field.

g. Secret Key: The Secret Key is generated uniquely for each account. It is used for
authentication to the API. Without it, access will be denied.

NOTE: Record the Secret Key! Once the account is created, the system will not display
the key again, and it cannot be sent to the user.

5. Click the SAVE button to create the APl user account.
Creating TAXII User Accounts

Creating a Trusted Automated eXchange of Indicator Information (TAXII™) user account sets up
login credentials (username and password) that may be used in a TAXII client to access the
ThreatConnect TAXII server and retrieve data from the user's Organization and any Communities
or Sources to which the user has access. The TAXII Client will require a Discovery URL of the form
https://api.threatconnect.com/taxii/discovery. The POLL URL is of the form
https://api.threatconnect.com/taxii/poll. The exact URL will differ if the user has a private instance
of ThreatConnect.

Collection Information requests can be made to both the Discovery and Collection-Management
endpoints. The ThreatConnect TAXII Server supports Discovery, Collection-Management, and
POLL requests, including multi-part POLL exchanges. TAXII 1.1 documentation may be found at:
https://taxiiproject.github.io/releases/1.1/TAXII Services Specification.pdf.

Follow these steps to create a TAXII user account:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. From the Organization drop-down menu on the upper right of the screen, select the
Organization for which the new TAXII user will be created

4. Click the Create TAXII User button, and the TAXII User Administration screen will appear
(Figure 8).
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A

TAXII User Administration x

Username * D Locked
@ [J pisabled

Password *

Pseudonym *

Translator Version

STIX 1.1.1 Indicators TC_V2 v

Package TLP

Most Restrictive Content TLP v

ID Prefix

Default: threatconnect v

Organization Role

Standard User v

CANCEL SAVE

Figure 8
a. Username: Click in the box to enter the TAXII account’s username.
b. Password: Click in the box to enter the TAXII account’s password.
c. Pseudonym: Click in the box to enter the TAXII account’s pseudonym.

d. Translator Version: Click the drop-down menu to select the type of STIX™ data that can be
delivered via the TAXII server.

e. Package TLP: Click the drop-down menu to select the desired security-label level.

f. 1D Prefix: Click the drop-down menu to assign a namespace prefix for generated STIX IDs.
The default prefix is threatconnect, but the user can also choose the Collection Name or a
Custom name as a prefix.

a. Organization Role: Click on the drop-down menu to select one of the following roles— Read
Only User, Standard User, Sharing User, Organization Administrator, App Developer, or
Playbook APl User.

b. Locked: Click on the box if it is checked in order to unlock a user account that has been
locked by ThreatConnect.

c. Disabled: Click the checkbox to disable a user account, which is typically done when a user
no longer requires ThreatConnect access and the Administrator wishes to retain log
integrity

5. Click the SAVE button to create the TAXII user account.
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Creating Read Only User Accounts ®

A user with a Read Only account does not have write or update access. Follow the deps in the
Creating User Accounts section. The screen for creating a Read Only account is identical to the
User Administration screen (Figure 4), except that the Organization Role option is grayed out.

Deleting a User Account

Follow these steps to delete a user account:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings

menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

D]

3. Click on the Delete icon under the Options column of the account to be deleted.

Managing Community Membership

Org Administrators have the ability to manage their Organizations’ membership in Communities.
They can accept invitations to join a Community sent by a Community Director, change their

Organizations’ anonymity settings for each Community where they are members, and remove
their Organizations from a Community.

Viewing Current Community Membership and Settings
Follow these steps to view an Organization’s current Community membership and settings:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Communities/Sources tab, and the Communities/Sources screen will appear
(Figure 9), which displays current Community memberships and configuration settings for all
Communities.

& System - Organization Settings

Membership Communities/Sources Groups Invitations Actrvty Vanables Metrics Seftings Email Apps Styling
—
Pseudonym: System

[ E Type Default Role Anonymous Joined Options

abuse ch CryptoWall Ransomware C2

Domain Blockdist Source User 06-06-2019

abuse ch Feodo Tracker Source User 06-06-2019

Figure 9
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a. Name: This column displays the Community Name, which is hyperlinked; clic.m itto

navigate to the Community Profile screen. &

b. Type: This column indicates whether the object is a Community or a Source.

c. Default Role: This column displays the default role of Organization members in the
Community. See the ThreatConnect Community and Source Administration Guide for more
details on Community roles.

NOTE: A Community Director account may change the role of Organization members
within a Community.

d. Anonymous: This column indicates an Organization’s anonymity within a Community. For
Communities where anonymity is allowed, an Org Administrator may configure this setting
as on or off. If anonymity is not allowed in a Community, the Org Administrator will not be
able to configure this setting. Anonymity can also be configured on a Community’s Profile
screen.

NOTE: Changing this setting will affect ALL Organization user accounts in a Community.
e. Joined: This column indicates the date on which a Community was joined.

f. Options: Currently, the only option available in this column is to exit the Community. This is

accomplished by clicking the Delete icon in the field.

Changing an Organization’s Pseudonym

Typically, an Organization’s pseudonym is set when the account is created, and it cannot be
changed. However, a System Administrator account may enable a one-time change of an
Organization or user account’s pseudonym.

Follow these steps to change an Organization’s pseudonym:
1. Login with a System Administrator account.
2. On the top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings

menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Communities/Sources tab, and the Communities/Sources screen will appear (Figure 9).

Click on the text of the current Organization’s pseudonym (the text will have become editable if
a System Administrator account has enabled a one-time change of the pseudonym), and change
the pseudonym.

5. Click the checkmark inside the circle.

NOTE: Once the checkbox is clicked, it is not possible to modify the pseudonym again
without having a System Administrator enable another change.

Account Administration User Guide
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A

Leaving a Community ®

Follow these steps to leave a Community: @)

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Communities/Sources tab, and the Communities/Sources screen will appear
(Figure 9).

4. Clickon the Delete EI icon in the Options column of the Community to leave.

NOTE: This action does not delete a Community. That is accomplished in Account Settings.

Creating Groups

Follow these steps to create a group within a Community:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Groups tab, and the Groups screen will appear (Figure 12).

& System - Organization Settings
Membership Communities/Sources Groups Invitations Activity Variables Metrics Settings Email Apps. Styling
Name Description Options
S0C Team My SOC Team Pl
IR Team My IR Team |
Tear My intel Pl |
Figure 10

4. Click the + NEW button, and the Create Group screen will appear (Figure 11).
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Create Group X

Name *

Description *

<

Filter D Display Only Group Members
u—“m

D John Active 09-12-2019 16:37 GMT

D admin admin Active 01-16-2020 02:08 GMT

D aval Al Active 01-17-2020 18:57 GMT

D Boris Boris Active 01-29-2020 21:25 GMT

D brik Bud Active 01-02-2020 14:38 GMT

(1ofg) « 123 456 »

‘ CANCEL ‘ SAVE

Figure 11

5. Enter aName and a Description for the group, and check the boxes next to the names of the
Users that will make up the group.

6. Click the SAVE button.
Invitations

Follow these steps to accept an invitation to join a Community:
1. Loginwith an Org Administrator account.
2. On the top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings

menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Invitations tab, and the Invitations screen will appear (Figure 12).
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& System - Organization Settings

Membership  Communities/Sources  Groups  Invitations  Activity  Variables  Metics  Semings  Emal  Apps  Sting

Pending Invitations ENTER UNIQUE ID

Sent & Sent By Options

No pending invitations

Figure 12

4. Any invitations sent to an Administrator’s account will be visible in the Pending Invitations
table. In the Options column, an Administrator can accept or reject an invitation.

5. Click Accept to join aCommunity, and the Accept Invite pop-up screen will appear (Figure 13),
explaining the Community’s anonymity policy.

Accept Invite *

The Common Community community allows anonymous profiles. Your organization will default
to joining this community anonymously. Other members of this community will only be able to
see the pseudonyms of your organization and its users , and will not be able to see your real
names even if you are in a separate community with them that you have not joined anonymously.

Are you sure that you would like to join the Common Community community?

ACCEPT

Figure 13

Click the ACCEPT button to join the new Community.

If the email address is not currently associated with an account, the recipient will be able to use
the invite code contained in the email to establish the connection after establishing an account
by clicking the ENTER UNIQUE ID button (Figure 12).

Activity Logs
Viewing Activity Logs

The Activity Logs display activity within the system, including logins, creations, and deletions.

Follow these steps to view the Activity Logs:

1. Loginwith a System Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Activity tab, and the Activity screen will appear (Figure 14).
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& System - Organization Settings

Membership Communities/Sources Groups Invitations Activity Variables Metrics Setlings Email Apps Styling

Summary Date Added
User Boris Pastemak logged in 1721907 01-29-2020 2125 GMT

User Leo Tolstoy logged out 01-29-2020 2124 GMT

User Leo Tolstoy logged in 172.19.0.7 01-29-2020 21:17 GMT

Figure 14

4. Click on the drop-down menu in the upper right-hand corner to view the activity of a specific
Organization.

Variables

Variables can be preconfigured and used to populate certain fields, such as the ThreatConnect API
Access ID or Secret Key.

Adding New Variables

Follow these steps to add a new variable:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings

menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Variables tab, and the Variables screen will appear (Figure 15).

& System - Organization Settings

Membership i Groups i Activity  Veriables  Metics  Settings  Emall  Apps  Styling

NEW VARIABLE

Name Type Value Options
v FILE c93feB26-1743-437c- Z
TC Intel AP1ID TEXT 34484550197 o]
TC Intel Secret Key KEYCHAIN e P |
Figure 15

4. Clickthe NEW VARIABLE button, and the Property pop-up screen will appear (Figure 16).
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Property x P
b
Type
KEYCHAIN -

Name

Value

SAVE

Figure 16

5. Enter therequired information in the fields, and click the SAVE button.
Custom Metrics

Custom metrics allow users to track data not available through other functionality. For example, a
user may want to know the number of times a particular Playbook was run. This task can readily be
carried out through the Metrics feature at the organizational level.

Creating a Custom Metric

Follow these steps to create a custom metric:

1. Loginwith an Org Administrator account.

2. On the top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Metrics tab, and the Metrics screen will appear (Figure 17).

Ot System - Organization Settings

Membership  Communities/Sorces  Groups  Invitations  Activity  Variables  Metrics  Settings  Emall  Apps  Styling

NEW METRIC

Created By Data Type Interval Options

Figure 17

4. Click the NEW METRIC button, and the Configure Metric pop-up screen will appear (Figure 18).

Account Administration User Guide

19



Configure Metric ®

Name

Data Type
sSum v
Interval

Hourly v

D Keyed Data Series

Description

SAVE

Figure 18
Name: Enter a name for the new metric.

Data Type: Click the drop-down arrow to select the type of data to be run. For example, to
determine the number of times an app was executed, Sum would be selected.

Interval: Click the drop-down arrow to choose a time interval from which to obtain the data
type. This is the time interval before the metric is reset, which starts on midnight of the day
created for daily, midnight of the first of the month for monthly, etc.

Keyed Data Series: Click the checkbox to store the metric as an arbitrary number of key:value
pairs. This is useful when tracking categorical information in which the categories are not
known in advance. For example, this feature would be used when recording a metric of
Incidents by status from an integrated ticketing system, where the key is status and the value
is number of Incidents. Note that for Playbooks this requires the use of a key metrics app.

Description: Click in this field to enter descriptive words for the metric.

Click the SAVE button and the new metric will be created.
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The Login IP Address Access Filter ®

The Login IP Address Access Filter provides a multifactor authentication capability®iving Org
Administrators the option of limiting IP Address space from which their Org users are permitted
to log into the ThreatConnect Instance.

Configuring the Login IP Address Access Filter
Follow these steps to configure the Login IP Address Access Filter for an Organization account:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Settings tab, and the Settings screen will appear (Figure 19).

& System - Organization Settings
Membership Communities/Sources Groups Invitations Activity Variables Metrics Settings Email Apps Styling
Passive DNS Reverse Whols
I @ Farsight Passive DNS API Key is enabled l ’ (D Adding a DomainTools APl Key enables DomainTools for all Reverse Whois Track queries.
DISABLE ENABLE
Login IP Filter Playbook IP Filter
@ Adding an Organization IP Filter restricts IP Addresses allowed 1o login from within this G) Adding an Organization IP Filter restricts IP Addresses that are allowed 10 execute Playbook
organization o HupLink Triggers on playbooks within this organzation °
No Organization IP Filter is currently enabled. No HttpLink Trigger IP Filter is currently enabled
Click here to enter a filter for IP Addresses. Click here to enter a filter for IP Addresses.
Figure 19

4. At the bottom left of the screen, under the Login IP Filter box, click on the Click here to enter a
filter for IP Addresses text.

5. Inthe text box that appear, enter any IP addresses or IP address ranges that will be allowed to
log into Org user accounts within the Organization. Separate multiple values with commas.

6. Click the checkmark inside the circle to save additions or changes to the Login IP Address Filter.
The Playbook IP Address Access Filter

For Playbooks containing an HttpLink Trigger, the Playbook IP Address Access Filter can specify
the IP addresses that can send a request to that Trigger.

Configuring the Playbook IP Address Access Filter

Follow these steps to configure the Playbook IP Address Access Filter for an Organization
account:
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1. Loginwith an Org Administrator account. O

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon agd the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Settings tab, and the Settings screen will appear (Figure 19).

4. At the bottomright of the screen, under the Playbook IP Filter box, click on the Click here to
enter afilter for IP Addresses text.

5. Inthetext box that appear, enter any IP addresses or IP address ranges that will be allowed to
send arequest to the HttpLink Trigger. Separate multiple values with commas.

6. Click the checkmark inside the circle to save additions or changes to the Playbook IP Address Filter.

NOTE: Users trying to trigger a Playbook from IP addresses not on the filter list will receive
an error message.

Passive DNS

Users with their own Passive DNS data-service provider may be able to utilize that provider’s
data, as opposed to ThreatConnect’s current provider’s data, for Passive DNS lookups.

Adding a Private Passive DNS API Key
Follow these steps to add a passive DNS API key:

1. Loginwith an Org Administrator account.

2. On the top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Settings tab, and the Settings screen will appear (Figure 19).

4. Click the ENABLE button under the Passive DNS box, and the Setup Farsight Passive DNS pop-
up screen will appear (Figure 20).

Setup Farsight Passive DNS

APl Key *

SAVE

Figure 20

5. Enter aPassive DNS API Key.
6. Click the SAVE button.
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Reverse Whois ®

Users can access and create Tracks by entering a DomainTools API key in the Revefe Whois field.

Depending on the API key entered, users will not be limited as to the number of Tracks they can

create and run.
Adding a DomainTools API Key
Follow these steps to add a DomainTools API key:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Settings tab, and the Settings screen will appear (Figure 19).

4. Click the ENABLE button under the Reverse Whois box, and the Setup DomainTools pop-up
screen will appear (Figure 21).

Setup DomainTools

User Name *

API Key *

SAVE

Figure 21

5. Enter aDomainTools API Key.
6. Click the SAVE button.
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Setting Up Email Ingestion ®

Email ingestion allows users to send cyberthreat-related emails to ThreatConnect,®here they will
be parsed and imported for further analysis.

Creating a Feed Mailbox

Feed Mailboxes receive mail from cyber-intel sources, which release information periodically as
an RSS feed in an email-type format. Emails sent to the Feed Mailbox have only their bodies
parsed for Indicators. When the parsing is complete, ThreatConnect will do the following:

e Create a “document” object out of the email’s body.
e Create any Indicators that matched the pre-defined Feed Mailbox regular expressions.
e Link the Indicators to the document.

Follow these steps to create a Feed Mailbox:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Email tab, and the Email screen will appear (Figure 22).

& System - Organization Settings

Membership Communities/Sources Groups. Invitations Activity Variables Metrics Settings Ermnail Apps Styling

Create Phishing Mailbox

Default Threat Default Confidence
Type Address Description Parse Type Score Threshold Rating Rating Options

Figure 22

4. Click the Create Feed Mailbox button, and the Feed Mailbox Administration pop-up screen will
appear, with the Mailbox tab highlighted (Figure 23).
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Feed Mailbox Administration

Target Mailbox: hys (@qga-docker-101.int.tc-ops.com
D Default Threat Rating
D Default Confidence Rating

Description

Tags (comma separated)

Mailbox ) Indicator )  Confirm

Note: Message body will be parsed for selected indicators.

Figure 23

NOTE: A System Administrator can modify the Target Mailbox name at this step.

5. Click the checkboxes to assign a Default Threat Rating and Default Confidence Rating to found
Indicators, and click in the Description and Tags text boxes to enter the appropriate

information.

6. Click the Next button to proceed to the Indicator tab (Figure 24). Use the drop-down menu to
select an Indicator Type (Host, Address, E-mail Address, File, URL, and any custom Indicators
that have been added, including ThreatConnect’s five built-in custom Indicators).

Enabling an Indicator allows regex entries. The Question Mark icon on the topright of the
screen offers explanations and examples to help define the criteria for each Indicator Type.

NOTE: Indicators that were sanitized within a document can be de-sanitized after the main

regex finds them.
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Feed Mailbox Administration

Host ~

1000 characters remaining.

Mailbox % Indicator

|:| Enable Host |:| Use System Import Rules
[C] ActivateDNS [] Activate Whois

Confirm

Figure 24

7. After all Indicator parameters have been specified, click the Next button, and the CONFIRM tab

screen will appear (Figure 25), offering a summary of the entries.

Feed Mailbox Administration

Mailbox Type: Feed
Parse Type:  Body

Host Regex Enabled:

Address Regex Enabled:

Email Address Regex Enabled:
URL Regex Enabled:

File Regex Enabled:

ASN Regex Enabled:

CIDR Regex Enabled:

Sample Regex Enabled:

Single Number Regex Enabled:

Single Text Case Regex Enabled:

Mailbox ) Indicator

No
No
No
No
No
No
No
No
No
No

Single Text Lower Regex Enabled: No
Single Text Upper Regex Enabled: No

Confirm

Target Mailbox: hys@qa-docker-101.int.tc-ops.com

8. Click the SAVE button.
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Creating a Phishing Mailbox ®

Phishing Mailboxes receive malicious or suspicious emails that are flagged by the E@ail Security
Gateway, or emails in .msg or .eml format that have been flagged by a security analyst. When
creating a Phishing Mailbox, the Administrator must specify if the mailbox is meant to receive
emails directly from network devices or if it is meant to receive email headers in the form of
attachments. ThreatConnect will parse these emails, and when the parsing is complete, if an email
meets the minimum email scoring threshold, then ThreatConnect will do the following:

e Create an Email Object containing the email’s header and body.
e Create a Task Object signaling that the email is ready for additional processing.
e Link previously existing Indicators to the Email Object, if they are found in the header or body.

e Link previously existing Victim email addresses to the Email Object, if they are found in the
header.

Follow these steps to create a Phishing Mailbox:

1. Loginwith an Org Administrator account.

2. On the top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

NOTE: For Communities and Sources, the Email tab is accessed through the Community or
Source Config option, respectively.

3. Click the Email tab, and the Email screen will appear (Figure 22).

Click the Create Phishing Mailbox button, and the Phishing Mailbox Administration pop-up
screen will appear (Figure 26).
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Phishing Mailbox Administration *
Mailbox ) Task Format > TaskDate > Task Assign > Confirm
Target Mailbox: ysv /" @qa-docker-101.int.1c-ops.com Note: Message body will be parsed for selected indicators.
Z Associate Recipients as Victims Minimum Score Threshold
Z Create Victims That Do Not Exist 0 :
D Save Sender as a Victim Parse Type (Parsable attachments include EML & MSG file types)

@5Body (OAttachment

Description

Tags (comma separated)

‘ CANCEL ‘

Figure 26

NOTE: A System Administrator can modify the Target Mailbox name at this step.

5. Click one of the radio buttons to Associate Recipients as Victims or Create Victims That Do
Not Exist to create an association between the email and Victim asset.

NOTE: The association is created only if the Victim asset already exists in ThreatConnect.

6. Click the Save Sender as Victim checkbox to create an association between the sender and the
Victim Asset.

Click inside the Description and Tags text boxes to enter the appropriate information.

Click the Next button to proceed through the steps required for ThreatConnect to assign a task
to an analyst when new emails arrive.

9. Click in the Minimum Score Threshold box (or use the plus and minus signs) to indicate the
minimum score that an email must meet in order to be processed.

10. Click one of the Parse Type radio buttons to select if the Phishing Mailbox will receive emails
directly or in the form of an .eml or an .msg attachment.

11. Click the SAVE button.
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Apps and Jobs O
Creating a Job .

ThreatConnect is integrated with many third-party applications and services, which allows
ThreatConnect users to employ these product integrations as apps via TC Exchange™ to further
augment their analytic capabilities. Apps with feeds take advantage of the feed-deployment
mechanism to create Sources, which then run associated jobs.

Follow these steps to create a new job:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Apps tab, and the Apps screen will appear with the Jobs option displayed (Figure 27).

& System - Organization Settings

Membership Communities/Sources Groups Invitations Actmty Variables Metrics Settings Email Apps Styling

Jobs

c @ &

local 08252018 02:36 GMT Partial Failure ot ) = (O ]

OSIF - abuse ch Feodo Tracker N/A N/A off » ® 7

OSINT Feed - abuse ch Cryptowall Ransomware C2 Domain Blockiist N/A N/A ot » ® 75 i

Figure 27

©

4. Click the Add Job icon, and the Add Job pop-up screen will appear (Figure 28).

C
NOTE: Click the Refresh icon to reload the list of jobs.

NOTE: Enter text in the box above the results table to search for Jobs.
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Add Job x !
o @ 0 o—|
Program Parameters Schedule Output

Job Name *
PA Job
Run Program
Palo Alto Blocklist v

CANCEL NEXT

Figure 28
a. Job Name: Clickin the text box to enter aname.

b. RunProgram: Click on the drop-down menu and select a program. In this example, Auto
Enrich was selected.

5. Click the Next button, and the Parameters screen will appear (Figure 29). Enter all pertinent
parameters.

NOTE: The parameters screen may be different for different apps.
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Add Job X
Program Parameters Schedule Output
Api User * -
Select.. -
[J Enable Panorama Support
Palo Alto API Key *
®

Palo Alto URL *

Palo Alto Target Name (for Panorama use the device-group name)
vsys1

Palo Alto URL Category (Domains)

Palo Alto Address Group Name (IP Addresses)

[J Push to Panorama Device Group (Commit All)

Source Owners
Select...

Tag Filter

Minimum Ratings

-

‘ CANCEL H PREVIOUS ‘ NEXT

Figure 29
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6. Click the Next button, and the Schedule screen will appear (Figure 30). ]
Add Job X
Program Parameters Schedule Output

@ Scheduled job timezone "GMT"

Schedule  Daily v

. At 16:14

O Every hour between and

NEXT

a. Job Schedule: Click on the drop-down menu to select whether the job should run daily,
weekly, or monthly.

Figure 30

b. EachDay at/Every: Enter the desired time of day on which to run the job, or enter a time
interval during which to repeat the job.

7. Click the Next button, and the Output screen will appear (Figure 31).
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Add Job

Program

[CJ Enable Notifications

Email Address

Schedule Output

Notify on Job Result
] Success

] Partial Failure

] Failure

Attachments

[ Include Log Files (1MB file size limit)

() Credentials For Published Files

[0 Basic Authentication
Username
4dSToeiZ

Password
X0IT5dhV

‘ CANCEL H PREVIOUS ‘

Figure 31

a. Enable Notifications: Click the checkbox to enable notifications.

b. Email Address: Enter the email address to which notifications should be sent.

c. Notify on Job Result: Click the box(es) for the job results for which notifications should be

sent.

d. Include Log Files: Check the box to include log files of IMB or less in the notification email.

e. Basic Authentication: Check the box to enter a user username and password associated

with this job.
8. Click the SAVE button.
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Importing a Job ®

Follow these steps to import a job that has already been created: @

1. Login with an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Apps tab, and the Apps screen will appear with the Jobs option displayed (Figure 27).

L
4. Click the Import Job icon on the upper right of the screen, and the Add Job pop-up screen
will appear (Figure 32).
Add Job X
Imﬁq Program Parameters Schedule Output
Import Job *
Drag and drop, or click to select file to import.
Figure 32
5. Draganddrop aJob into the gray rectangle, or click the gray Import symbol in the middle of the
screen in order to navigate to a directory from which to select afile.
6. Click the NEXT button, and navigate through the remaining screens following the instructions in

the Creating a Job section.
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Editing or Running a Job ®

Follow these steps to edit or run ajob: @)

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings

menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Apps tab, and the Apps screen will appear (Figure 27).

4. The following functions can be performed for an existing job displayed in the System Jobs table:

e Click onthe Run Job| (® |icon to start a job on demand.

NOTE: A job can be run On Demand only if “on demand” is enabled in the job’s
configuration.

e Click onthe Edit Job | #" | icon to edit a job’s setting.

e Click on the Ellipsis B icon to view a pop-up menu that provides the following options:

Delete Job, Environment (allows jobs to be run remotely), Export Job, Kill Job, Published
Files, View Details for ajob (including the following parameters: Program Name, Peak
Memory Usage, Peak CPU Usage, Exit Message, Session Id, Server Information, Queued
Date, Started Date, Completed Date, and Failed Date), and View Log.

NOTE: All the above options will not be available for every job. Also note that

Environments allow Jobs to be run remotely. See the Playbook Environments Knowledge
Base article for more information.

Data Store

Data Store is a feature that allows TC Exchange apps to persist data using Elasticsearch®. The app
is intentionally decoupled from the data in order to offer a flexible data-sharing environment
while still allowing a private database for apps that require it. As such, the information provided by
Data Store is essentially “read only.”

Data Store is available to any Job or Spaces apps requiring persistent storage. There is no initial
setup required, and the Elasticsearch resources are available as an extension of the
ThreatConnect API. The app will interact with Elasticsearch exclusively through the APl in order
to enforce proper security in a multi-tenant environment.

NOTE: To enable ThreatConnect to use Data Store, the System Settings must have
“elasticSearchEnabled” set to “true,” and “elasticSearchUrl” must be defined. See the
ThreatConnect System Administration Guide.
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Follow these steps to use the Data Store feature: ]

1. Login with an Org Administrator account. ©

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings

menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will

appear (Figure 3).
3. Click the Apps tab, and the Apps screen will appear (Figure 27).
H X
4. Click the Ellipsis icon above the Import Job icon and select Data Store. The Data
Store screen will appear (Figure 33).
LYACME Corp - Organization Settings
Membership Communities/Sources Invitations Variables Metrics Senings Email Apps S'lylmg
Data Store
Health Index Types Size (ME)
> =] $local 1 0.0M8
Figure 33

5. Click the right-arrow icon on the left of the index whose data are to be viewed. A table showing
an expanded view of the types within that index will appear (Figure 34).

LIACME Corp - Organization Settings

Membership Communities/Sources Invitations Variables Metrics Settings Email Apps Styling

Data Store

Health Size (MB)

Created By Documents Updated

= 435localMapping store (Job) 3 | Tue Dec 13 20:40:29 GMT 2016

Figure 34

Viewing Existing App Profiles

A profile serves as a proxy for the app, and users interact directly with the profiled version of the

installed app. Decoupling an app from a configuration profile allows the administrator to configure

multiple profiles off an app and, subsequently, give permissions to different Organizations based
on that profile. Moreover, this added level of abstraction allows the same app to be configured to
work slightly differently at installation. App Profiles allow administrators to customize installed
apps in the following ways:
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e Set default parameter values for an app. )
e Assign privileges to different profiles for the same app.

e Define setup parameters required by the app.

Follow these steps to view an app profile:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Apps tab, and the Apps screen will appear (Figure 27).

1

4. Click the Ellipsis B icon above the Import Job icon and select Profiles. The Profiles
screen will appear (Figure 35), displaying previously created app profiles. (See the ThreatConnect
System Administration User Guide for instruction on creating an app profile.)

G ACME Corp - Organization Settings

Profiles

Name Parent App Run Level Version Options

‘Analyze Suspicious File TCM- File Post v1.0 SpaceOrganization- Context Aware  1.0.0 P

Figure 35

Adding App Profiles

The App Profile feature is a valuable tool for administrators who customize the installation of

TC Exchange Spaces apps. A profile serves as a proxy for the app, and users interact directly with
the profiled version of the installed app. Decoupling an app from a configuration profile allows the
System Administrator to configure multiple profiles off an app and, subsequently, give permissions
to different Organizations based on that profile. Moreover, this added level of abstraction allows
the same app to be configured to work slightly differently at installation. App Profiles allow
administrators to customize installed apps in the following ways:

e Set default parameter values for an app
e Assign privileges to different profiles for the same app
e Define setup parameters required by the app

Follow these steps to add an app profile:

1. Loginwith a System Administrator Account.

2. Onthetopnavigation bar (Figure 1), place the on the Settingsﬂ icon and the Settings menu will
appear (Figure 2). Select Org Settings, and the Organization Settings screen will appear (Figure 3).
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3. Click the Apps tab and the Apps screen will appear (Figure 17). ]

4 O
4. Click the Ellipsis B icon above the Import Job | ™ | icon and select Profiles. The Profiles

screen will appear (Figure 35).

5. Click the Add Profile button, and the App Profile pop-up screen will appear (Figure 36). Enter
the required information in the pertinent fields, and click the Next button. Continue entering
information in the subsequent windows, and then click the SAVE button.

NOTE: The Add Profile button will appear only if there is an app installed to which a profile

can be applied.
App Profile X
DT T
Profile Name *
|
Installed App

TCM - File Post v1.0 v

‘ CANCEL H SAVE ‘

Figure 36

Styling a PDF Header

When downloading a PDF that describes an Adversary, Incident, or Threat, a user may want to
include a custom header on the PDF.

NOTE: A PDF header image should not be larger than 250 x 70 pixels.

Follow these steps to style a PDF header:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Settings, and the Organization Settings screen will
appear (Figure 3).

3. Click the Styling tab, and the Styling screen will appear (Figure 37), showing the default
ThreatConnect header that will be used if no other image is uploaded.

NOTE: Place the cursor on the question mark symbol to obtain information on image-size
requirements.
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¢ System - Organization Settings

Membership Communities/Sources Groups Invitations Activity Variables Metrics Settings Email Apps Styling

PDF Header @ [e][z] PDF Report Disclaimer §)

Click here to enter a report disclaimer.

K ThreatConnect

Figure 37

*
4. Click the Upload ‘ | icon to the left of PDF Report Disclaimer, navigate to a directory, and
select a JPEG or PNG imagefile.

'§
5. Click the Pencil icon under PDF Report Disclaimer to add a disclaimer, such as “Demo,” to
a PDF.

6. The selected image will now appear in the appropriate header or footer box, and it will also
appear as a header for downloaded PDFs or as a header or footer for the user’s ThreatConnect
site.

Customizing an Organization

One of the strengths of ThreatConnect as a threat-intelligence platform is that it allows an
Administrator to customize how data are labeled and acted upon. The vehicles for such behavior,
Attributes and Security Labels, can be customized for users within an Organization to enhance
analysis and further action.

Creating Custom Attributes

Although ThreatConnect offers a variety of pre-configured Attributes for Groups and Indicators,
Org Administrators may wish to create customized Attributes to reflect the needs of their mission
space and workflow.

Follow these steps to customize an Organization’s Attributes:

1. Loginwith an Org Administrator account.

2. On the top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear
(Figure 38). Select an Organization from the drop-down menu on the upper right. The existing
Organization Attributes are displayed, as well as the included ThreatConnect System Attributes,
if the Include System Types box is checked.
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©} QA - Organization Config

Attribute Types Attribute Validation Rules Default Attributes Indicator Exclusions Potential Associations Exclusions Security Labels Deprecation Rules
Z Include System Types Attribute Type v
Name Description Max Length Types Error Message Options
ASN
Address
Adversary
CIDR
Campaign
Email
EmailAddress
Event
File
Relevant research and analysis associated e T
with this Indicator, Signature, or Activity percicri T
Additional Analysis and Context (System) ﬂiﬂﬁnﬁ".ﬁlﬁl"ﬁﬁﬁi'{.‘iwﬁ: 84K m‘h, Al Types z:«:‘s; enter valid Additional Analysis and
o any reference providing amplifying po
information or geo-political context Registry Key
Report
Signature
Single Number
Single Text Case
Single Text Lower
Single Text Upper
Figure 38

3. Tocreate anew custom Org Attribute, click the + NEW button, and the Configure Attribute
Type pop-up screen will appear (Figure 39).

Configure Attribute Type x
Name * Mapping °
Indicators
Description *
v
Groups
4
Error Message * o v
Other
[ victim
4
Validation Rule
None v
Max Length °
100 +
D Allow Markdown o
Figure 39

a. Name: Click in the box to enter the name of the Attribute as it will appear in menus and on
the Details screen for Indicators and Groups.

b. Description: Click in the box to enter a description of the System Attribute as seen by users
when inputting a value for the Attribute or when viewing it from the Details screen.

c. Error Message: Click in the box to enter the message presented when users try to input a
value that does not meet the System Attribute’s Validation Rules.
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d. Validation Rule: Click on the drop-down menu to select the schema that det@hines
whether auser’s input is valid when logging an Attribute for an Indicator or Group.
ThreatConnect is preloaded with a variety of Validation Rules, such as for IP Rddresses,
Dates, Country Codes, etc. System, Community, and Organization Administrators are able to
define their own System Attribute Validation Rules as needed.

e. MaxLength: Click in the box (or use the plus and minus signs) to manually enter the
maximum size, in characters, of the System Attribute, if applicable, based on the Attribute’s
assigned Validation Rule.

f. Allow Markdown: Click this checkbox to allow the Markdown language to be used when
configuring an Attribute.

g. NOTE: Markdown is a markup language used to transform text into HTML for the purpose
of formatting. ThreatConnect supports the use of Markdown with several Attribute Types,
including Description and Source.

4. Click the SAVE button to create the custom Attribute.

Figure 40 shows an example of a custom System Attribute that uses the System Country
Validation Rule to track the suspected nationalities of those responsible for the appropriate
Groups and Indicators. If custom Indicators have been added, they will be displayed in the
Indicators section as well.

Configure Attribute Type *

Name * Mapping o

Operator Nationality

Indicators
Description *

The assumed operator of this entity, regardless of its physical geographical location (ul %)(Address %)(ASN %)(CIDR %)(Mutex X)(File %)
AN AN AN /\ / \ /

(EmailAddress %) (Host %) ( User Agent X)

- Groups
Error Message * o

You must enter a valid country code. (Adversary %) ("Document %) ( Threat ) ( Campaign X) WV

(‘Email %) (Incident )

Z Other
Validation Rule
o 5 #1 victim
Max Length o
102400 +
ﬁ Allow Markdown °
Figure 40
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Uploading an Org Attribute ®

Follow these steps to upload one or many Org Attributes by using a comma-separai@d value file:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear
(Figure 38).

3. Click the UPLOAD button, and the Upload Attributes pop-up screen will appear
(Figure 41).

Upload Attributes

+ SELECT FILE

Upload any text file in the format:
Name, Description, Error Message, Length, Applicable Types
For example:

Report ID,My Report ID,Invalid report ID,50,Incident|Host|Url|Address
Report Type,My Report Type,Invalid Report Type,100,Incident|Document

Note that ', is used as a column delimiter, but '|' is used to deliminate applicable types.

Figure 41

4. Click the + SELECT FILE button, navigate to the desired directory, select a file, and click the
SAVE button.

Creating Attribute Validation Rules
In addition to creating custom Attributes, Administrators may need to create custom Attribute
Validation Rules for their Organizations.

Follow these steps to create custom Attribute Validation Rules:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear
(Figure 38).

3. Click the Attribute Validation Rules tab, and the Attribute Validation Rules screen will appear,
displaying existing Organization Attribute Validation Rules, as well as the included
ThreatConnect System Attributes Validation Rules, if the Include System Rules box is checked
(Figure 42).
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{3 QA - Organization Config

Aftribute Types Attribute Validation Rules Default Attributes Indicator Exclusions Potential Associations Exclusions Security Labels Deprecation Rules

Z Include System Rules
Regex

128-bit Hex String (System) [hidden] 128-bit hexadecimal string.
32-bit Hex Siring (System) Regax [hidden] 32+bit hexadecimal siring
512-bit Hex String (System) Regex [hidden] §12-bit hexadecimal string.

Adversary Motivation Type (System) SalectOne [hidden] The general intent of the attackers or adversary.

Adversary Ownership (System) SelectOne [hidden] Infrastructure Ownership Types

Figure 42

4. Tocreate anew Organization Attribute Validation Rule, click the + NEW button, and the
Create Attribute Validation Rule pop-up screen will appear (Figure 43).

Create Attribute Validation Rule x

Type
Regex v

Name *

Description *

Enter a valid Regular Expression *

4

SAVE

Figure 43

a. Name: Click in the box to enter the name of the Validation Rule as it will appear in the Create
Attribute prompt described previously.

b. Type: Click on the drop-down menu to select the schema to use for the Validation Rule. Each
option offers the flexibility to determine the valid domain for each Attribute type:

e Regex: aregular expression that will consider only matching inputs to be valid (e.g., an IP
address or email address on a certain domain)
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e Xsd: an XML Schema Definition used to validate input (useful for attachif@ogs from a
vendor product)

@
e Select One Picklist: presented as a drop-down menu of options, defined in the box on the
right, from which users may only select one value (e.g., high/medium/low priorities)

e Select One Radio: similar to the Select One Picklist, but presented as a series of radio
buttons

e Date
e Date/Time

e Integer: A whole number, valid in the range specified in the box on the right (e.g., 0:1440
for “minutes worked”)

c. Description: Click in this box to enter a description for the Attribute Validation Rule.

d. Enter avalid Regular Expression: If applicable, click in this box to specify the parameters for
a Validation Rule, as defined previously.

5. Click the SAVE button to save the custom Validation Rule. Note that the Rule will have to be
attached to an actual Attribute in order to validate user input.

Figure 44 is an example of a completed Attribute Validation Rule that defines acceptable inputs as
emails from the ThreatConnect.com domain.

Create Attribute Validation Rule »

Type
Regex v
Name *
ThreatConnect Email
Descniption *

An email address from the ThreatConnect domain

Enter a valid Regular Expression *

[A-Za-z0-9._-| + @threatconnect.com|

Figure 44
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Setting Default Attributes ®

To keep the Details screens from becoming cluttered, only a few Attributes are pre@populated.
However, an Administrator may choose to set placeholder Default Attributes for a Group or
Indicator to remind users to populate them as soon as the Group or Attribute is created.

Follow these steps to set Default Attributes:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear
(Figure 38).

3. Click the Default Attributes tab, and the Default Attributes screen will appear, displaying
existing Organization Default Attributes (Figure 45).

{3} QA - Organization Config

Altribute Types Attribute Validation Rules Default Attributes Indicator Exclusions Potential Associations Exclusions Security Labels Deprecation Rules

=
Al “ Sertines Optmns

No default attribute types found.

Figure 45

4. Tocreate anew Organization Default Attribute, click the + NEW button, and the
Create Default Attribute Type pop-up screen will appear (Figure 46).

Create Default Attribute Type *
Attribute Type *

Select One... v
Type™*

Select Many...

Messageo*

Sort Index

0

Figure 46
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a. Attribute Type: Click on the drop-down menu to select one of the Attributed@fined on the

Org Attribute Type screen. &

b. Type: Click on the drop-down menu to select any applicable Indicator or Group for which to
assign the Default Attribute specified previously. Note that, as stated previously, only
entities that were approved when the Attribute was created can be specified.

c. Message: Click in the box to enter a string presented to users to prompt them to populate
this Default Attribute. The string is a link that takes users to a dialog box to edit the
appropriate Attribute.

d. SortIndex: Click in the box (or use the plus and minus signs) to enter the index used to
arrange Default Attributes. Indices are set in ascending order, meaning that the Attribute
ranked O will be at the top of the Attributes list, and the highest number will be at the
bottom.

5. Click the SAVE button to save the Organization Default Attribute settings.
Indicator Exclusion Lists: Organization Level

The purpose of creating an Indicator Exclusion list is to prevent the importation of Indicators that
may be deemed illegitimate or non-hostile by an Administrator. ThreatConnect allows a user to
create an Indicator Exclusion list at the System, Community, Source, or Organization level. The
Organization-level list is configured through the Org Config screen by an Org Administrator.

Creating Organization-Level Indicator Exclusion Lists
Follow these steps to create an Organization-level Indicator Exclusion list:

1. Login with an Organization Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settings m icon and the Settings

menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear
(Figure 38).

3. Click the Indicator Exclusions tab, and the Indicator Exclusions screen will appear (Figure 47).

{3} QA - Organization Config
Attribute Types Attribute Validation Rules Default Attributes Indicator Exclusions Potential Associations Exclusions Security Labels Deprecation Rules
Type Exclusion Count
Address-IPvae None s
Address-Pv6 None s
ASN-AS Number None ra
CIDR-Block None rd
Email Subject-Subject None s
EmailAddress None s
Figure 47
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4. Click on the Details icon of an Indicator from the Type column (File-SHA1 in this example),
and the Exclusion Details pop-up screen will appear (Figure 48). ®

File-SHA1 Exclusion Details x

Custom

<No exclusions specified.>

L

+ UPLOAD FILE
CANCEL SAVE

Figure 48

5. When creating a new Exclusion List, enter the information directly into the Custom text box, and
click the SAVE button (Figure 49).
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File-SHA1 Exclusion Details x

Custom
2jfdj43ybus4b8s8b3ub73gh

s
+ UPLOAD FILE
CANCEL SAVE

Figure 49

6. Otherwise, click the + UPLOAD FILE button to navigate to the appropriate directory. Thefile
must be in .txt format. Also, place an asterisk (*) at the beginning and end of the Indicator to
exclude all results. For example, *xyz.com* in the URL Exclusion list would exclude any URL that
contains the string xyz.com.

7. Select the desired file, and the Exclusion list will be uploaded (Figure 50).
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File-SHA1 Exclusion Details x P

Custom
G4737GBISBDITHLDLKBAGSFF6QCGGGY33545477767

g
=+ UPLOAD FILE DOWNLOAD

Figure 50

8. Click the SAVE button.

9. Tomodify an existing Exclusion list, edit it directly from the Custom text box. Otherwise, click
the DOWNLOAD button to download and edit a file, and then click the + UPLOAD FILE button
to upload the edited file.

10. Click the SAVE button.

NOTE: When trying to create an Indicator that has been placed on an Exclusion list, a
message will appear in the Create pop-up screen warning that the Indicator is contained on
an Organization-wide Exclusion list.

11. Toremove an existing Custom Exclusion list, click the CLEAR button, and the Remove
Exclusions pop-up screen will appear (Figure 51).
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Remove Exclusions X

Clear custom exclusion data for indicators of type File-SHA1?

CANCEL YES

Figure 51

12. Click the YES button followed by the SAVE button.
Potential Associations Exclusions

Click the Potential Associations Exclusions tab to display the Exclusion Rules screen (Figure 54).

These rules are not included by default, but users can add them. They prevent artifacts from
creating potential associations between cases if the artifacts are on the Exclusion List. At the
Organization level ThreatConnect supports exclusion lists for Indicators and for associations,
which users can configure for individual Organizations.

{3} QA - Organization Config
Altribute Types Attribute Validation Rules Default Attributes Indicator Exclusions Potential Associations Exclusions Security Labels Deprecation Rules
Type Exclusion Count Options

ASN None ks
Asset Group |0 None s
Bitcoin Wallet Address None s
Blackberry Address None s
Certificate File None s

To edit or modify am Exclusion Rule, click the Edit| #* | icon to the right of an entry, and the

Exclusion Details pop-up screen (Figure 54) will appear (ASN Type in this example). Enter the
custom exclusion details manually, or click the + UPLOAD FILE button to navigate to a directory.
When done, click the SAVE button.
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ASN Exclusion Details x t

Custom

kNo exclusions specified.>

P
+ UPLOAD FILE

‘ CANCEL ‘ SAVE

Figure 53

Security Labels

An Organization may use custom Security Labels to determine how to treat Groups and Indicators
in bulk. Security Labels are a good way to designate how information should be treated. Within the
Common Community, ThreatConnect uses the Traffic Light Protocol (TLP) system developed by
the Department of Homeland Security's United States Computer Emergency Readiness Team
(US-CERT). Administrators can define their own Security Labels based on their Organization’s
needs.

Security Labels are most effective when users share or contribute information within
ThreatConnect—which allows them to withhold or divulge information, depending on their
Organization’s policies, based on the Security Label applied to each piece of data.

Security Labels are applied not just to Groups and Indicators, but also to their Attributes. For
example, an IP Address Indicator may be considered TLP:Green (i.e., peers and partner
Organizations may see it). However, its Source Attribute may be a sensitive system log that
pinpoints a system vulnerability and, thus, may be considered TLP:Red (i.e., not to be shared).
Administrators are encouraged to familiarize their users with their Organizations’ sharing policies
and the Security Labels used to enact them.
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Creating Custom Security Labels ®

Follow these steps to create a custom Security Label: @

1. Login with an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsm icon and the Settings
menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear
(Figure 38).

3. Click the Security Labels tab, and the Security Labels screen will appear (Figure 54). If the
Include System Labels box is checked, the table will display ThreatConnect System Security
Labels.

' QA - Organization Config

Attribute Types  Attribute Validation Rules  Default Attributes Indicator Potential Security Labels  Deprecation Rules
# Include System Labels
Name Description Options

Sources may use TLP: AMBER when information requires support o be effectively acted
QA TLP Amber upon, but carries risks to privacy, reputation, or operations if shared outside of the ra ﬂ[ }e
organizations involved.

Sources may use TLP: GREEN when information is useful for the awareness of all

QATLF Green participating organizations as well as with peers within the broader community or sector. /s §°

Sources may use TLP; RED when information cannot be effectively acted upon by

QA TLP Red additional parties, and could lead o impacts on a party's privacy, reputation, or operations s IE[ }c
I misused.

Sources may use TLP: WHITE when information carries minimal or no foreseeable risk of
QA TLP Wihite misuse, in accordance with applicable rules and procedures for public release 7 o }o

Figure 54

4. Tocreate anew Organization Security Label, click the + NEW SECURITY LABEL button, and the
Create Security Label pop-up screen will appear (Figure 55).
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Create Security Label *
@
Name *
Color
Description *

CANCEL SAVE

Figure 55

Click in the boxes to enter the Name, Color, and Description of the Security Label.

NOTE: These fields are provided solely for user and Administrator readability, as no policy
enforcement is derived from this screen.

6. Click the SAVE button.
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Editing Custom Security Labels

Follow these steps to edit a custom Security Label:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear

(Figure 38).

3. Click the Security Labels tab, and the Security Labels screen will appear (Figure 54).

4. Select aSecurity Label from the table, and click the Edit
Label pop-up screen will appear (Figure 56).

,“

icon, and the Create Security

Create Security Label

Name *

TLP:Amber

Color

Description *

Alert

CANCEL SAVE

Figure 56

1. Click within the boxes to edit the Security Label.
2. Click the SAVE button.

3. Todelete a Security Label, select an entry from the table and click the Delete
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4. Toconsolidate a Security Label, select an entry from the table and click the Consﬂidate
icon, and the Consolidate Security Label pop-up menu will appear (Figure 57).

Consolidate Security Label *

This operation will take all intel currently labeled with 'TLP Amber' and
re-label it with the Security Label you choose here.
New Label

TLP:AMBER v

Optionally, you may check this box to delete the old label TLP Amber'
when complete.
g Delete Upon Completion

CANCEL CONFIRM

Figure 57

5. Click the drop-down arrow to select a new Security Label under which to consolidate all Intel
labeled with the current Label. If the Delete Upon Completion box is checked, the old Label will
be deleted once the selection is confirmed.

6. Click the CONFIRM button to save the selection.
Deprecation Rules

Deprecation Rules define how ThreatConnect handles Indicators made irrelevant because of
inactivity—queuing them up for deletion when they have met specified deprecation criteria. The
next sub-section demonstrates a Deprecation Rule for |IP addresses that have not been modified
or updated in 180 days. After 180 days of inactivity, ThreatConnect decrements the confidence of
the IP Address by 100%, effectively making the Confidence Rating value be 0. ThreatConnect then
deletes those Indicators from the system.

Creating Deprecation Rules
Follow these steps to create a Deprecation Rule:

1. Loginwith an Org Administrator account.

2. Onthe top navigation bar (Figure 1), place the cursor on the Settingsﬂ icon and the Settings
menu will appear (Figure 2). Select Org Config, and the Organization Config screen will appear
(Figure 38).
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3. Click the Deprecation Rules tab, and the Deprecation Rules screen will appear (Qu re 58).

{3 QA - Organization Config

Attribute Types Attribute Validation Rules Default Attributes Indicator Exclusions Potential Associations Exclusions Security Labels Deprecation Rules

Indicator Type Interval Amount Percentage Recurring Action At Minimum Options

No indicator deprecation rules found,

Figure 58

4. Tocreate anew Deprecation Rule, click + NEW button, and the Create/Edit Deprecation Rule
pop-up screen will appear (Figure 59), with fields to enter the Indicator Type, Confidence
Amount, what Action At Minimum to take (when an Indicator reaches or goes below 0
Confidence), deprecation time Interval, and checkboxes to indicate whether to express the
Confidence as a Percentage and whether the Deprecation Rule should be Recurring.

Create/Edit Deprecation Rule X

Indicator Type Action At Minimum
Address v None v
Confidence Interval
1 * 1day :

D Percentage @ Recurring

‘ CANCEL ‘ SAVE

Figure 59

5. Click the SAVE button when finished.
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