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This document contains the following sections:

e QGetting Started with NetWitness Platform and Salesforce Integration
e Configure the Salesforce Event Source

* Set Up the Salesforce Event Source in NetWitness Platform

» Salesforce Collection Configuration Parameters
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Getting Started with NetWitness Platform and

Salesforce Integration

The Salesforce event monitoring product gathers information about your Salesforce organization’s
operational events. You can use this information to analyze usage trends and user behavior. You can
interact with event monitoring data by querying fields on the EventLogFile object (such as Event Type
and LogDate). To view the underlying event data, query the LogFile field. The Event Type determines
the schema of this field. For more information, see EventLogFile Supported Event Types on the
Salesforce Developers Website.
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Configure the Salesforce Event Source

This document describes how to configure the Salesforce event source using either the Classic View or
the Lightning Experience View:

e Configure the Salesforce Event Source using Classic View or,

* Configure the Salesforce Event Source using Lightning Experience View

Configure the Salesforce Event Source using Classic View

To configure Salesforce, you must complete these tasks:
I. Create a Salesforce connected app (Classic)
II. Create a custom read-only profile (Classic)

III. Create a user under Salesforce admin account (Classic)

Create a Salesforce connected app (Classic)

1. Log into to your Salesforce account through Salesforce portal: login.salesforce.com

2. In Salesforce Classic view, click on the Setup tab as shown here:

o 7 o e D
4 18

Chatter + |

J—
L

Tuesday January 23, 2018

Recent ltems & Hide Feed

: @ Post ] File ) NewEvent More v Recommend:
L Shart date, @mention someone... Share

; hare an update, @mention someone - Download €

p Run your bt

from your p

Q Sort By Latest Posts Salesforce.

3. In Quick Find/ Search box enter Apps, then select Apps (under Build | Create).
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Home  Chatter +

Apps

Expand All | Collapse All

Administer

£ Manage Apps
Connected Apps

Connected Apps OAuth
Usage

App Menu

£ Google Apps
Google Apps Settings

4. In the Connected Apps section, click New.

Connected Apps

Action Connected App Name

Edit | Manage Logcollector
Edit | Manage RSA_lLogcollector

Edit | Manage RsaNW_test
Edit | Manage TestCA

5. Make sure the following settings are defined in Salesforce to enable your new app:

8 Configure the Salesforce Event Source
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Connected  Enter a name for the app, for example Logcollector.
App Name

API Name  This setting is populated automatically with the Connected App Name you enter.

Contact Enter a valid email address.
Email

Enable Make sure this is selected.
OAuth

Settings

Callback Enter the callback URL (endpoint) that Salesforce calls back to your application
URL during OAuth. This is the OAuth redirect URI.

Depending on which OAuth flow you use, the URL is typically the one that a user’s
browser is redirected to after successful authentication. Because this URL is used
for some OAuth flows to pass an access token, the URL must use secure HTTPS or
a custom URI scheme.

Selected Select Access and manage your data (api).
OAuth
Scopes

6. Click Save to complete your Connected App setup.

New Connected App

Save || Cancel

Basic Information

Connected App Name ||LCTest |

APl Name I|LCTE'St |
Contact Email

| your@email com |
Contact Phone | |

Logo Image URL | |

Upload logo image or Choose one of our sample logos
lcon URL | |

Choose one of our sample logos
Info URL | |

Description | |

Configure the Salesforce Event Source 9
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¥ API(Enable OAuth Setings)
Enable Ofuth ety @

Calloach URL. [

Availadle GAuth Scopes
cess and manage your Chatier dala (chater_ap:
cess and manage your Eclair data (eciair_api)
cess and manage your Wave data (wave_api)
£633 custom permasons (custom_permissions)
cess your basic informabon (id. profile, email, address. phone)
Abow access 10 your unique identifier (openid)
Full access (Tul

Perform requests on your behall 3l any time (refiesh_loken, offine_sccess)

Provide access to custom applications (visuaorce )
Fuovide aceass 1o your data via the Web (web)

Recquire Secret for Wiab Sarver Flow .
nchude D Tohen

Enable Singla Logout

Sebected QAuth Scopes

7. After you save the connected app, you are redirected to a new page. Click Continue.

8. From this page, you can copy your Consumer Key. Select Click to reveal to see your Consumer

Secret, and copy that as well.

Note: You need the Consumer Key and Consumer Secret values later, while configuring Client ID
and Client Secret values in NetWitness Platform .

Connected App Name

Logcollector

« Back to List: Custom Apps

Edit | Delete  Manage

Allow from 2-10 minutes for your changes to take effect on the server before using the connected app

Version 1.0

APIName  Logeollector
Created Date  1/2/2018 5:21 AM

By: FREARRR

Contact Email  your@email com

Contact Phone

Last Modified Date  1/2/2018 5:21 AM

By BIEEASsE

Description
Info URL

w API (Enable OAuth Settings)
Consumer Key

Selected OAuth Scopes  Access and manage your data (api)
Full access (full)
Allow access to your unique identifier (openid)

Enable for Device Flow
Token Valid for 0 Hour{s)
Include Custom Permissions

Enable Single Logout Single Logout disabled

Consumer Secret  Click to reveal
Callback URL  https:iflcsfde.com

Require Secret for Web Server Flow

Include Custom Aftributes.

After you create the connected app, you need to edit its policies, as described in the following procedure.
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To edit the policies for a connected app:

1. Click on Connected Apps under Manage Apps tab as shown below:

salesforce ‘ Search Search
BT

Home Chatter #

| Quick Find / Search.. | Connected Apps
Expand All | Collapse All
Manage access to apps that connect to this Salesforce organization.
&

(& App Access Settings Edit

Lightning Experience o
Migration Assistant < Allow users to install canvas personal apps
Switch to the modern, intelligent
Salesforce.

Get Slarted View: | All v | Create New View

Salesforce Mobile Quick Start

Action Master Label *

Edit % Ant Migration Tool
Force.com Home

Edit App1

Edit +, Dataloader Bulk

Administer Edit % Dataloader Partner

*| Manage Users Edit % ForcecomIDE

B Manage Apps

Edit LCTest
| Connected Apps | Edit Logcollector
Connected Apps OAuth Edit Networkl ogCallector
Usage Edit RsaNW/_test
App Menu Edit RSA_Logcoliector
*| Manaae Territories i L Ralacfarea far Cuitlnele

2. Click the Edit button for the connected app you created, as shown below:

Application Version
5.0
1.0
70
7.0
5.0
1.0
1.0
10
1.0

1.0
70

Configure the Salesforce Event Source
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Home Chatter #

| Quick Find / Search. |

Expand All | Collapse All

CI I
Lightning Experience
Migration Assistant

Switch to the modern, intelligent
Salesforce.

Get Started

Salesforce Mobile Quick Start
Force.com Home

Administer

*| Manage Users

B Manage Apps
Connected Apps

Connected Apps OAuth
Usage

App Menu

Manage Territories

Company Profile

Security Controls

Domain Management

Communication Templates

Translation Workbench

Data Management

Connected Apps

Manage access to apps that connect to this Salesforce organization.

App Access Settings Edit

< Allow users to install canvas personal apps

Vview: | All ¥ | Create New View
Action Master Label * Application Version
Edit %, AntMigration Tool 50
Edit Appl 10
Edit  # Dataloader Bulk 70
Edit % Dataloader Partner 70
Edit +, Force.com IDE 50
LCTest 10
Edit Logcollector 10
Edit Networkl ogCollector 10
Edit RsaNW_test 10
Edit RSA_Logcollector 1.0
Edit ¥, Salesforce for Outlook 70
Edit  +, Salesforce Mobile Dashboards 70
Edit % Salesforce Touch 80
Edit TesiCA 10
Edit %, Workbench 30

3. In the OAuth policies section,

4.

restrictions.

Connected App

LCTest

Show me fewer A records

from the IP Relaxation drop-down menu, select Relax IP

Help for this Page &

Connected App Edit

Basic Information

Start URL

QAuth policies

Version 1
Description

| = Required Information

Mobile Start URL

_ . 1
Permitted Users | All users may self-authorize v IP Relaxation .l Relax IP restrictions vl

Enable Single Logout

Save your changes.

i

Refresh Token Policy: | @ Immediately expire refresh token

Create a custom read-only profile (Classic)

NetWitness Platform uses OAuth Username-password flow to authenticate between a Connected App
and the Salesforce API. Creating a read-only custom profile restricts the users to have read-only access
to Salesforce API logs.

12
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1. In the Salesforce Ul, go to Manage Users > Profiles, then click New Profile.

Home Chatter +*

| Quick Find / Search...

Expand All | Collapse All

wo

Lightning Experience

Profiles

All Profiles v | Edit | Delete | Create New View

New Profile | || T J

Mi grati on Assistant Action Profile Name + User License Custom
Switch to the modem, intelligent Edit| Clone Analytics Cloud Integration User Analytics Cloud Integration User
Salesforce. Edit| Clone Analytics Cloud Security User Analytics Cloud Integration User
o Edit | Clone Authenticated Website Authenticated Website
Get Started
Edit | Clone Authenticated Website Authenticated Website
. . Edit | Clone Chatter External User Chatter External
Salesforce Mobile Quick Start
Edit| Clone Chatter Free User Chatter Free
Edit| Clone Chatter Moderator User Chatter Free
Force.com Home
Edit| Del ... cloneadmin Salesforce v
L Edit| Clone Contract Manager Salesforce
Administer
Edit| Clone Cross Org Data Proxy User XOrg Proxy User
B Manage Users
Edit | Del ... Custom: Marketing Profile Salesforce v
Users
Adoption Manager Edit| Del ... Custom: Sales Profile Salesforce v
Mass Email Users Edit | Del ... Custom: Support Profile Salesforce v

Roles

Edit| Clone Customer Community Login User
Edit | Clone
Edit | Clone

Customer Community Login
Permission Sets

Profiles

2. Choose the Custom-Profile Name option for the existing profile field. This existing profile should
have Salesforce in the User License field, as shown below.

Customer Community Plus Lo. .. Customer Community Plus Login

Customer Community Plus User Customer Community Plus

Clone Profile

Enter the name of the new profile.

You must select an existing profile to clone from.

Existing Profile | Custom: Sales Profile v

User License  Salesforce

Profile Name IITeStNWLC

For more details about User Licenses, see .

see the User Licenses article in the Salesforce online help.

3. Click Save.

Configure the Salesforce Event Source 13
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4. After you save the profile, you are redirected to a new page where you can view the new custom
profile. Click Edit to change settings to minimize user access to Salesforce event logs.

Profile

TestNWLC

« Back to List: Profiles
Users with this profile have the permissions and page layouts listed below. Administrators can change a user's profile by editing that user's personal informa’
If your organization uses Record Types, use the Edit links in the Record Type Settings section below to make one or more record types available to users wi

Login IP Ranges[0] | Enabled Apex Class Access [0] | Enabled Visualforce Page Access[0] | Enabled External Data Source Access[0] | Enabled Named Credential
Enabled Custom Permissions [0]

Clone | Delete |View Users

Profile Detail

Name  TestNWLC
User License Salesforce Custom Profile v
Description

Created By | akshmi prasanna, 1/23/2018 1:52 AM Modified By | akshr

Note: Copy the custom profile name: you need to use this profile later, while creating a new user
under the Salesforce admin account.

5. Assign permission sets and enable the connected app for this profile, as follows:

a. In the Custom App Settings section, select and enable the Sales (standard_Sales) option as
shown below.

Profile Edit Save | |Cancel

Name INWLDgcol\ector
User License  Salesforce Custom Profile v

Description

Custom App Settings

Visible Default Visible Default
App Launcher Salesforce Chatter (standard__ Chatter)
(standard__AppLauncher)

Community (standard__Community) Sample Console

(standard__ServiceConsole)

Content (standard__Content) Service (standard__Service)

Service Console
(standard__LightningService)

Site.com (standard__Sites)

Marketing (standard__Marketing)

Sales (standard__LightningSales)

Sales (standard__Sales) Work.com (standard__ Work)

S|

Sales Console
(standard__LightningSalesConsole)

b. In the Connected App Access section, select the connected app that you created in Create a
Salesforce connected app (Classic). Optionally, select Workbench to use the Ul for querying the
data using the REST API.

Connected App Access

Ant Migration Tool
Dataloader Bulk
Dataloader Partner

Force.com IDE

Logcollector "

RSA_Logcollector

RsaNW_test

Salesforce for Qutlook
Salesforce Mobile Dashboards
Salesforce Touch

Workbench

14
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c. In the Administrative Permissions section, select the API Enabled option as shown below.

Administrative Permissions
Access Chatter For SharePoint
Access Community Management
Access Libraries
Add People to Direct Messages
Allow Inclusion of Code Snippets from Ul [
Assign Permission Sets
Author Apex i
Bulk API Hard Delete
Can Approve Feed Post and Comment
Chatter Internal User ¥
Configure Custom Recommendations
Create and Customize Dashboards
Create and Customize List Views
Create and Customize Reports i
Create and Own New Chatter Groups
Create and Set Up Communities

Create and Update Second-Generation
Packages

Create Content Deliveries
Create Dashboard Folders

Create Public Links

Manage Knowledge Article Import/Export i
Manage Letterheads i

Manage Lightning Sync

Manage Login Access Policies
Manage Macros Users Can't Undo
Manage Mobile Configurations
Manage Package Licenses

Manage Password Policies

Manage Profiles and Permission Sets
Manage Promoted Search Terms
Manage Public Documents 3

Manage Public List Views i

Manage Public Templates

Manage Reporfing Snapshots
Manage Reports in Public Folders i
Manage Roles

Manage Salesforce CRM Content

Manage Salesforce Knowledge

Manage Session Permission Set Activations
Manage Sharing

Manage Synonyms i

d. In the General User Permissions section, select the View Event Log File option as shown

below.

Edit Tasks
Edit Topics
Email-Based ldentity Verification Option

Enable Work.com Calibration
Export Reports

Import Leads
Import Personal Contacts
Import Solutions

Insert System Field Values for Chatter
Feeds

Knowledge One

Show Custom Sidebar On All Pages
Transfer Cases
Transfer Leads

Two-Factor Authentication for API
Logins

Two-Factor Authentication for User
Interface Logins

Upload AppExchange Packages
View Encrypted Data

[ View Event Log Files

View My Team's Dashboards

e. In the Standard Object Permissions section, make sure to uncheck all available options.

Configure the Salesforce Event Source
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Standard Object Permissions

The permissions defined here condrol access at the object level Acoess o indwidual records within that cbject type I5 comtrolled by the sharing mocel e access kvels based on the Aanctional requinements for the profie, For excample,
Create different groups of permissions for INdiidual COMAbULoRs, Managers, and administralors. How g0 | Chonse?. 7

Accounts
Adsats
Campaigns
Cases
Coaching
Contacts
Costracts

DEE Companies
COocuments

Duplieste Racord Sats

Feedhach Questions
Feedback Question Sats
Feedback Requests
Feodback Templaes

Geels

Read Create Edit Delate  View Al | Wodily All

6. Click Save to save your changes to the profile.

Desktop Integration Clients

Hasic Access
Read Croata Edin
Goal Links
Idaas
Leads
Macros
Matsics

Metric Data Links
Opporunities
Ouders
Performance Cycles

Prics Books

Push Tapics
Scomcards
Scorecard Matrics
Solutions

Susaming Channsts

Dulots  Viaw All |

Madity All

Choose whether users with this profile can use a client, update a client, see client update alerts, or be forced to update to the latest version. To set permissions for Salesfor
Configurations permission and define settings in Outlook configurations.

Offline

Session Settings

Session times out after

Password Policies
User passwords expire in
Enforce password history
Minimum password length
Password complexity requirement
Password question requirement
Maximum invalid login attempts
Lockout effective period

Obscure secret answer for password
resets

Require a minimum 1 day password
lifetime

|| On, updates w/o alerts v |

|2 hours of inactivity v

[90dys  +

|| 3 passwords remembered v

Session security level required at login

|| Must mix alpha and numeric characters

|| Cannot contain password v ‘

o -

| 15 minutes v

a

!

Save || Cancel

Create a user under Salesforce Admin account (Classic)

—None— v

1. In the Salesforce Ul, go to Home > Manage Users > Users, then click the New User tab.

2. Define the settings as described in the following table.

Last Name

Enter user's last name

16
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Alias Enter an alias for the new user

Email Enter a valid email address where the new user can be contacted
Username  This setting is automatically populated, based on the email address

Nickname  This setting is automatically populated, based on the email address

Role Select <None Specified> from the drop-down menu

User Select Salesforce from the drop-down menu

License

Profile From the drop-down menu, select the custom profile you created in Create a custom

read-only profile (Classic)

New User

User Edit Save | | Save & New| | Cancel

General Information

First Name Role | <None Specified> v
Last Name IJuhn UserLicense | salesforce v

Username I Marketing User )
Memame [you i Offine User [
Title. Knowledge User [
Company l:l Force.com Flow User ]
Department l:l Service Cloud User )
Division l:l Site.com Contributor User [

Site.com Publisher User )
Work.com User )

Data.com User Type

Data.com Monthly Addition Limit
Accessibility Mode (Classic Only) )
High-Contrast Palette on Charts [

Force.com Quick Access Menu )

3. In the Approver Settings section, make sure to select Generate new password and notify user

immediately.
Approver Settings
Delegated Approver | | CM
Manager | | CM
Receive Approval Request Emails || Only if | am an approver v

Iw_ Generate new password and notify user immediately I

Save | Save & New | Cancel

4. Click Save.

Salesforce sends a message to the email account entered for the user account, with the subject Verify
your account.

5. From the email message, click the verify account hyperlink, then change the password.

Configure the Salesforce Event Source 17
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6. Save the username and password, since you need them later when you are configuring the Salesforce
event source in NetWitness Platform .

Configure the Salesforce Event Source using Lightning

Experience View

To configure Salesforce, you must complete these tasks:
I. Create a Salesforce connected app (Lightning)
II. Create a custom read-only profile (Lightning)

III. Create a user under Salesforce admin account (Lightning)

Create a Salesforce Connected App (Lightning)

1. Log into to your Salesforce account through Salesforce portal: login.salesforce.com
2. In Lightning Experience view, you can use the App Manager to create a connected app.
a. On the Setup page, type the keyword App in the Quick Find box.

b. Select App Manager.
c. Click New Connected App.

S8 Setup w  Home Object Manager v

Q Quick Find SETUP

Lightning Experience App Manager

New Lightning App | New Connected App

Setup Home
Lightning Experience
22 items - Sorted by App Name - Fltered by TabiSet Type - L
| ]
ADMINISTRATION
APP NAME 4 v DEVELOPER NAME v DESCRIPTION © LAST MODIFIED .. v APP TYPE v Vv
Users.
Forcecom_Migration_Tool The Force.com Migratien Tool is a Java/Ant-based command-line utilty for moui, Connected (Managed) -
Data 2 Applaunche App Launcher tabs Classic v -
Email 3 Community Community Salesforce CRM Communities 11/7/20178:36 AM  Classic v v
Content Content Salesforce CRM Content 11/7/20; Classic v -
PLATFORM TQOLS
5 Dataloader Bulk Dataloader_Bulk The Data Loader is an easy to use graphical tool that helps youto get your datai..  11/7/20 Connected (Menaged) -
Apps 3 Datalzader Partner Datalcader_Partner The Data Loader is an easy to use graphical tos! that helps you to get your datal..  11/7/20175:222PM  Connected (Managed) v
App Manager 7 Force.com IDE Forcecom_IDE The Force.com IDE Is a powerful client application for creating, modifying, testin... ~ 11/7/20175:22PM  Connected (Managed) v
AppExchange Marketplace 8 Marketing Marketing Best-in-class on-demand marketing automation 11/7/20178:36 AM  Classic v -
Pratform Platform The fundamental Force.com platform 11712017 8:36 AM  Classic -

Connected Apps

3. Make sure the following settings are defined in Salesforce to enable your new app:

Connected  Enter a name for the app, for example Logcollector.
App Name

API Name  This setting is populated automatically with the Connected App Name you enter.

Contact Enter a valid email address.
Email

18 Configure the Salesforce Event Source
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Enable Make sure this is selected.

OAuth
Settings

Callback Enter the callback URL (endpoint) that Salesforce calls back to your application
URL during OAuth. This is the OAuth redirect URIL.

Depending on which OAuth flow you use, the URL is typically the one that a user’s
browser is redirected to after successful authentication. Because this URL is used
for some OAuth flows to pass an access token, the URL must use secure HTTPS or
a custom URI scheme.

Selected Select Access and manage your data (api).

OAuth
Scopes

4. Click Save to complete your Connected App setup.

Mew Connected App

Basiz Informaticn

- AP (Ensbib Sl Setlngi |
Ervilin Cibvatte dathrgri
Erusbin bor Durvic Flow

Callback UL

U gl grasissns
i ] M s

Reguiw etrel kr Yk Javer: Flrm
iyl 10 Txbeny
Lrabis Segis Logoed

Cofrseted Bpp Mame Iimhfbﬁf
APIMame |1 pgeoliscior

ComactBrad  [Eeur@email com
Contact Phone

Loger imaspe URL

lesn URL

vl UIRIL

Decription

*

P R D

Ridi b Dt Btpat Tetwchnd Dum Laapt
AsSEin nd Sanage youl Chamer dala (chalier_ag)
Acceyy and manage your Eclar dals (eclar_spi)
Access and manage you Wave data (wave_api) ]
ACOESS CUSiom p Jousiom 1
Asseas your Basie infsrmation (i, profle. erai, sadresa, phong)
Allgw SroaTs iz your pniqus idenivien (openid)
Full gccess ()
Parfoem regeesty oo your Behall ol any bme (refresh_loken o®ine_scoess)
Prosice socess o cwsiom appolacabons |visualome )

Provide access o your daba wa e 'Web (eeb) . i
+

5. After you save the connected app, you are redirected to a new page. Click Continue.

6. From this page, you can copy your Consumer Key. Select Click to reveal to see your Consumer
Secret, and copy that as well.
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Note: You need the Consumer Key and Consumer Secret values later, while configuring Client ID
and Client Secret values in NetWitness Platform .

Connected App Name

Logcollector

« Back to List: Custom Apps

Edit | Delete  Manage

Allow from 2-10 minutes for your changes to take effect on the server before using the connected app

Version
API Name
Created Date

Contact Email
Contact Phone
Last Modified Date

Description
Info URL

1.0

Logeollector

1/2/2018 5:21 AM

By FREAAE R

your@email com

122018 5:21 AM
By HFEEIASE

w API (Enable OAuth Settings)
Consumer Key

Selected OAuth Scopes

Enable for Device Flow
Token Valid for
Include Custom Permissions

Enable Single Logout

Access and manage your data (api)
Full access (full)
Allow access to your unique idenfifier (opanid)

0 Hour(s)

Single Logout disabled

Consumer Secret  Click to reveal
Callback URL  https:iflcsfde.com

Require Secret for Web Server Flow

Include Custom Aftributes.

For more details about creating a Connected App, see the Create a Connected App article in the

Salesforce online help.

After you create the connected app, you need to edit its policies, as described in the following procedure.

To edit the policies for a connected app:

1. Click on Manage Connected Apps under the Connected Apps tab.

2. Click the Edit button for the connected app you created, as shown below:

20
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EEE Setup v Home  Object Manager
ADMINISTRATION SETUP

Users

Data

Ernail View: [ Al v | Create New View

Manage Connected Apps

Search Setup

PLATFORM TOOLS

Action Master Label + Application Version
Edit -, Ant Migration Tool 5.0
Edit Appl 10
App Manager
Edit +, Dataloader Bulk 7.0
AppExchange Marketplace Edit % Dataloader Pariner 70
Edit +, Force.com IDE 50
I Connected Apps ]
Edit LCTest 10
Connected Apps OAuth Us... Logcollector 10
Edit NetworkLogCollector 10
|Manage Connected Apps I Eait RsaNW fest 0
RSA_L llect 1.0
Installed Packages Edit Lochllector
Edit % Salesforce for Outiook 7.0
Mobile Apps Eat ¥ Salesforce Mobile Dashboards 70

3. In the OAuth policies section, from the IP Relaxation drop-down menu, select Relax IP

restrictions.

Connected App

LCTest

Help for this Page &

Connected App Edit

Basic Information

Start URL

OAuth policies

Permitted Users | All users may self-authorize

Enable Single Logout =

4. Save your changes.

Create a Custom Read-Only Profile

Version 1
Description

I = Required Information

Mobile Start URL

IP Relaxation l\ Relax IP restrictions

l® ly expire refresh token

Refresh Token Policy:

(Lightning)

NetWitness Platform uses OAuth Username-password flow to authenticate between a Connected App
and the Salesforce API. Creating a read-only custom profile restricts the users to have read-only access

to Salesforce API logs.

Configure the Salesforce Event Source
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1. In the Salesforce Ul, go to Home > Users > Profiles, then click New Profile.

. Search Setup

ee Setup v Home  Object Manager WV
LEL R )

SETUP
Profiles

Profiles

Q, Quick Find

Setup Home

Lightning Experience

q

ADMINISTRATION : All Profiles v | £dit | Delete | Create New View
v Users
New Profile ||| T J
Adoption Manager || Action Profile Name + User License Custom
Permission Sets L Edit| Clone Analytics Cloud Integration User Analytics Cloud Integration User
[ Edit| Clone Analytics Cloud Security User Analytics Cloud Integration User
| I e I Edit| Clone  Authenticated Website Authenticated Website
Public Groups Edit | Clone  Authenticated Website Authenticated Website
Edit | Clone Chatter External User Chatter External
Queues
Edit | Clone Chatter Free User Chatter Free

2. Choose the Custom-Profile Name option for the existing profile field. This existing profile should
have Salesforce in the User License field, as shown below.

SETUP
Profiles

.~ Clone Profile
|

Enter the name of the new profile.

You must select an existing profile to clone from.

Existing Profile l! Custom: Sales Profile v
User License Salesforce

Profile Name || NWLogcollector

Save | |Cancel

For more details about User Licenses, see .

see the User Licenses article in the Salesforce online help.

3. Click Save.
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4. After you save the profile, you are redirected to a new page where you can view the new custom
profile. Click Edit to change settings to minimize user access to Salesforce event logs.

‘ Profile

| NWLogcollector
Users with this profile have the permissions and page layouts listed below. Administrators can change a user's profile by editing that user's personal informat
If your organization uses Record Types, use the Edit links in the Record Type Settings section below to make one or more record types available to users wi

Login IP Ranges [0]1 | Enabled Apex Class Access [0] Enabled Visualforce Page Access [0] | Enabled External Data Source Access [0 | Enabled Named Credentia
Enabled Custom Permissions [0]

Profile Detail Clone | | Delete | | View Users
Name  NWLogcollector
User License  Salesforce Custom Profile v
Description
Created By ~ PHESERSENTE 12/28/2017 2:12 AM Modified By  Laks|

Note: Copy the custom profile name: you need to use this profile later, while creating a new user
under the Salesforce admin account.

5. Assign permission sets and enable the connected app for this profile, as follows:

a. In the Custom App Settings section, select and enable the Sales (standard_Sales) option as
shown below.

Profile Edit Save | | Cancel

Name | NWLogcollector

UserLicense  Salesforce Custom Profile v
Description
4
Custom App Settings
Visible Default Visible Default
App Launcher Salesforce Chatter (standard__Chatter)
(standard__AppLauncher)
Community (standard__Community) Sample Console
(standard__ServiceConsole)
Content (standard__Content) Service (standard__Service)
Marketing (standard__Marketing) Service Console
standard__LightningService)
L] g
Sales (standard__Lightning Sales) Site.com (standard__Sites)
Sales (standard__Sales) v = I Work.com (standard__Work)

Sales Console
(standard__Lightning SalesConsole)

b. In the Connected App Access section, select the connected app that you created in Create a
Salesforce Connected App (Lightning). Optionally, select Workbench to use the Ul for querying
the data using the REST APL

Connected App Access

Ant Migration Tool RsaNW_test
Dataloader Bulk Salesforce for Outlook
Dataloader Partner Salesforce Mobile Dashboards
Force.com IDE Salesforce Touch

Logcollector & Workbench 7

RSA_lLogcollector
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c. In the Administrative Permissions section, select the API Enabled option as shown below.

Administrative Permissions
Access Chatter For SharePoint
Access Community Management
Access Libraries
Add People to Direct Messages
Allow Inclusion of Code Snippets from Ul

API Enabled

Assign Permission Sets

Author Apex i
Bulk API Hard Delete
Can Approve Feed Post and Comment
Chatter Internal User ¥
Configure Custom Recommendations
Create and Customize Dashboards
Create and Customize List Views.
Create and Customize Reports i
Create and Own New Chatter Groups
Create and Set Up Communities.

Create and Update Second-Generation
Packages

Create Content Deliveries.
Create Dashboard Folders

Create Public Links

Manage Knowledge Article Import/Export i
Manage Letterheads i

Manage Lightning Sync

Manage Login Access Policies

Manage Macros Users Can't Undo
Manage Mobile Configurations

Manage Package Licenses

Manage Password Policies

Manage Profiles and Permission Sets
Manage Promoted Search Terms

Manage Public Documents 3

Manage Public List Views i

Manage Public Templates

Manage Reporting Snapshots

Manage Reports in Public Folders i
Manage Roles

Manage Salesforce CRM Content
Manage Salesforce Knowledge

Manage Session Permission Set Activations
Manage Sharing

Manage Synonyms i

d. In the General User Permissions section, select the View Event Log File option as shown

below.

Edit Tasks
Edit Topics
Email-Based ldentity Verification Option

Enable Work.com Calibration
Export Reports

Import Leads
Import Personal Contacts
Import Solutions

Insert System Field Values for Chatter
Feeds

Knowledge One

Show Custom Sidebar On All Pages
Transfer Cases

Transfer Leads

Two-Factor Authentication for API
Logins

Two-Factor Authentication for User
Interface Logins

Upload AppExchange Packages
View Encrypted Data

I View Event Log Files 7 I

View My Team's Dashboards

e. In the Standard Object Permissions section, make sure to uncheck all available options.

Standard Object Permissions

The permissions defined here control access at the object level. Access to individual records within that object type is controlled by the sharing model. Set access levels based on the functional requirements for the: profile. For example,

create different groups of permissions for individual contributors, managers, and administrators. How do | choose? ?

Basic Access
Read Create

Accounts
Assets
Campaigns
Cases

Coaching
Contacts
Contracts

D&B Companies
Documents

Duplicate Record Sets

6. Click Save to save your changes to the profile.

Edit

Delete

i

Basic Access Administration
Read Create Edit Delete  View All | Modify All
i

Goal Links
Ideas
Leads
Macros
Metrics

Metric Data Links
Opportunities
Orders
Performance Cycles

Price Books

24

Configure the Salesforce Event Source



Salesforce Event Source Log Configuration Guide

Desktop Integration Clients

Choose whether users with this profile can use a client, update a client, see client update alerts, or be forced to update to the latest version. To set permissions for Salesfor
Configurations permission and define settings in Outlook configurations.

Offline

Session Settings

Session times out after

Password Policies
User passwords expire in
Enforce password history
Minimum password length
Password complexity requirement
Password question requirement
Maximum invalid login attempts
Lockout effective period

Obscure secret answer for password
resets

Require a minimum 1 day password
lifetime

| On, updates wio alerts v |

2 hours of inactivity v \

[o0days |

|| 3 passwords remembered ¥

Session security level required at login —-None-- v

|| Must mix alpha and numeric characters

|| Cannot contain password v |

o -

| 15 minutes v

Save || Cancel

Create a User under Salesforce Admin Account (Lightning)

1. In the Salesforce Ul, go to Home > Users > Users, then click the New User tab.

2. Define the settings as described in the following table.

Last Name Enter user's last name

Alias Enter an alias for the new user

Email Enter a valid email address where the new user can be contacted

Username  This setting is automatically populated, based on the email address

Nickname  This setting is automatically populated, based on the email address

Role Select <None Specified> from the drop-down menu

User Select Salesforce from the drop-down menu

License

Profile From the drop-down menu, select the custom profile you created in Create a Custom

Read-Only Profile (Lightning)

Configure the Salesforce Event Source
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New User

User Edit Save  Save & New | Cancel

General Information

First Name Role | <None Specified> G
Casthame  [ohn User License | Salesforce =
Alias IJOhﬂ profile | 'ogCollector v |4
Email - Jyour@email.com Ve
Usemame | your@email com Marketing User
Nickname I!/DU" 3 Offline User
T Knowledge User
Company Force.com Flow User
Department Service Cloud User
Division Site.com Contributor User
Site.com Publisher User
Workcom User
Data.com User ype | _None-- v

Data.com Monthly Addition Limit
Accessibility Mode (Classic Only)
High-Contrast Palette on Charts

Force.com Quick Access Menu (4,

3. In the Approver Settings section, make sure to select Generate new password and notify user
immediately.

Approver Settings

Delegated Approver Qj
Manager Qﬁ
Receive Approval Request Emails I Only if | am an approver v

[« Generate new password and notify user immediately ]

Save | Save & New | | Cancel

4. Click Save.

Salesforce sends a message to the email account entered for the user account, with the subject Verify
your account.

5. From the email message, click the verify account hyperlink, then change the password.

6. Save the username and password, since you need them later when you are configuring the Salesforce
event source in NetWitness Platform.
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Set Up Salesforce Event Source in RSA NetWitness

In RSA NetWitness Suite, perform the following tasks:
1. Deploy the CEF parser from Live

2. Configure the event source

Deploy the Salesforce Files from Live

Salesforce requires resources available in Live in order to collect logs.

To deploy the Salesforce content from Live:

1. In the RSA NetWitness Platform menu, select Live.

2. Browse Live for the Common Event Format (cef) parser, using RSA Log Device as the Resource
Type.

3. Select the cef parser from the list and click Deploy to start the Deployment Wizard. The wizard
deploys the parser to the appropriate the Log Decoders.

4. You also need to deploy the Salesforce package. Browse Live for Salesforce EventLogs content,
typing "Salesforce" into the Keywords text box, then click Search.

5. Select the item returned from the search and click Deploy to deploy to the appropriate Log
Collectors.

Note: On a hybrid installation, you need to deploy the package on both the VLC and the LC.

6. Restart the nwlogcollector service.

For more details, see the Add or Update Supported Event Source Log Parsers topic, or the Live Resource
Guide on RSA Link.

Configure the Salesforce Event Source in NetWitness

Platform

This section contains details on setting up the event source in RSA NetWitness Suite. In addition to the
procedure, the Salesforce Collection Configuration Parameters are described.

To configure the Salesforce Event Source:
1. In the RSA NetWitness Platform menu, select Administration > Services.

2. In the Services grid, select a Log Collector service, and from the Actions menu, choose View >
Config.

3. In the Event Sources tab, select Plugins/Config from the drop-down menu.
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4. In the Event Categories panel toolbar, click +.

The Event Categories panel displays the File event sources that are configured, if any.

The Available Event Source Types dialog is displayed.

Available Event Source Types

Name ~
azure_ad_audit
azure_ad_signin
azureaudit

cloudtrail

salesforce

Select salesforce from the list, and click OK.

The newly added event source type is displayed in the Event Categories panel.

Select the new type in the Event Categories panel and click + in the Sources panel toolbar.

The Add Source dialog is displayed.

Basic
Name *

Enabled

Y

Instance URL *

User Name *

Password * ek
ClientID*

Client Secret * dehkdok
Production System ™
Start From (In Days) * 0

Userld Refresh Time
(In Hours) *

Use Proxy ™
Praxy Server

Proxy Port

<>

-

Define parameter values, as described in Salesforce Collection Configuration Parameters.

Click Test Connection.

28

Set Up Salesforce Event Source in RSA NetWitness



Salesforce Event Source Log Configuration Guide

The result of the test is displayed in the dialog box. If the test is unsuccessful, edit the device or
service information and retry.

Note: The Log Collector takes approximately 60 seconds to return the test results. If it exceeds the
time limit, the test times out and RSA NetWitness Platform displays an error message.

9. If the test is successful, click OK.

The new event source is displayed in the Sources panel.

10. Repeat steps 4-9 to add another Salesforce plugin type.

Salesforce Collection Configuration Parameters

The following tables describe the configuration parameter for the Salesforce integration with NetWitness
Platform . Fields marked with an asterisk (¥) are required.

The Add Source dialog is divided into Basic and Advanced sections.

Basic Parameters

The following table describes the Basic parameters.

Name *
Enabled

Instance URL

User Name *
Password *
Client ID *

Client Secret *

Enter an alpha-numeric, descriptive name for the source. This value is only used for
displaying the name on this screen.

Select the checkbox to enable the event source configuration to start collection. The
checkbox is selected by default.

To view instance details in Company Information:

o In Salesforce Lightning Experience Ul (LEX): Setup > Company Settings >
Company Information

o In Salesforce Classic Ul (Aloha): Setup > Company Profile > Company
Information

The URL should be https://{instance}.salesforce.com, where {instance} is the name
of your organization instance.

Enter the user name you created, which has permissions to view the logs.
Enter the password that matches the User Name.
Enter your connected application Consumer key.

Enter your connected application Consumer Secret.
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Production
System

Start From (In
Days) *

Userld
Refresh Time
* (In Hours)

Use Proxy
Proxy Server
Proxy Port
Proxy User

Proxy
Password

Source
Address

Test
Connection

By default, the environment type is set to Production. Clear this checkbox to use the
sandbox instead.

e For Production environment, Oauth uses
https://login.salesforce.com/services/oauth2/token for the Token URL.

e For Sandbox environment, Oauth uses
https://test.salesforce.com/services/oauth2/token for the Token URL.

Enter the number of days, between 0 and 30. This represents the number of days in
the past (using the current timestamp) from which to start collection. The default is 0
(current day).

The time interval, in hours, to update the mapped userid (the username information
stored in RSA NetWitness Suite from the User Salesforce API Object). By default,
refresh time is set to 24 hours.

Select to enable a proxy.

If you are using a proxy, enter the proxy server address.

Enter the proxy port.

Username for the proxy (leave empty if using anonymous proxy).

Password for the proxy (leave empty if using anonymous proxy).

A custom value chosen to represent the IP address for the Salesforce Event Source in

the customer environment. The value of this parameter is captured by the device.ip
meta key.

This value can help you to query or group events collected by a particular instance of
the plugin.

Checks the configuration parameters you set to verify they are correct.

Advanced Parameters

Click ' next to Advanced to view and edit the advanced parameters, if necessary.
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e o

Polling
Interval

Max
Duration
Poll

Max Events
Poll

Max Idle
Time Poll

Command
Args

Debug

SSL Enable

Interval (amount of time in seconds) between each poll. The default value is 180.

For example, if you specify 180, the collector schedules a polling of the event source
every 180 seconds. If the previous polling cycle is still underway, the collector waits for
that cycle to finish. If you have a large number of event sources that you are polling, it
may take longer than 180 seconds for the polling to start because the threads are busy.

Note: The Salesforce event source generates events every 24 hours, and max polling interval can be set
to 24 hours as well in NetWitness Platform . Therefore, RSA recommends setting the Polling Interval to
60 minutes, and then change as necessary, depending on the number of events, bandwidth and load of
the system.

Maximum duration, in seconds, of a polling cycle. A zero value indicates no limit.

RSA recommends that you do not set this value to zero (0), since logs are collected
every 24 hours. The collection of logs depends on the polling time + polling interval
time set. The following factors contribute to how you should set these values:

1. Load on the system
2. Number of events generated by the event source

3. Bandwidth for data transfer from the event source to Log Collector or
Remote/Virtual Log Collector.

The maximum number of events per polling cycle (how many events collected per
polling cycle).

Maximum duration, in seconds, of a polling cycle. A zero value indicates no limit.

Optional arguments to be added to the script invocation.

Caution: Only enable debugging (set this parameter to On or Verbose) if you have a problem with an
event source and you need to investigate this problem. Enabling debugging will adversely affect the
performance of the Log Collector.

Caution: Enables or disables debug logging for the event source. Valid values are:

o Off = (default) disabled
e On = enabled

e Verbose = enabled in verbose mode - adds thread information and source context
information to the messages.

This parameter is designed to debug and monitor isolated event source collection issues.
If you change this value, the change takes effect immediately (no restart required). The
debug logging is verbose, so limit the number of event sources to minimize
performance impact.

The check box is selected by default. Uncheck this box to disable SSL certificate
verification.
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Getting Help with NetWitness Platform

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

e See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation.

» Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here: https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions.

» See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-
base/tkb-p/netwitness-knowledge-base.

o See the documentation for Logstash JDBC input plugin here:
https://www.elastic.co/guide/en/logstash/current/plugins-inputs-jdbc.html.

» See Troubleshooting section in the guides.
* See also NetWitness® Platform Blog Posts.

e [f you need further assistance, Contact NetWitness Support.

Contact NetWitness Support

When you contact NetWitness Support, please provide the following information:
e The version number of the NetWitness Platform or application you are using.

o Logs information, even source version, and collection method.

» If you have problem with an event source, enable Debug parameter (set this parameter to On or
Verbose) and collect the debug logs to share with the NetWitness Support team.

Use the following contact information if you have any questions or need assistance.

NetWitness Community Portal https://community.netwitness.com
In the main menu, click Support > Case Portal > View My
Cases.
International Contacts (How to https://community.netwitness.com/t5/support/ct-p/support
Contact NetWitness Support)
Community https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions
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Feedback on Product Documentation

You can send an email to feedbacknwdocs@netwitness.com to provide feedback on NetWitness Platform
documentation.
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