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Solution Summary

Recorded Future arms you with real-time threat intelligence so you can proactively defend your
organization against cyber-attacks. With billions of indexed facts, and more added every day, Recorded
Future’s patented Web Intelligence Engine continuously analyzes the entire web to give you unmatched
insight into emerging threats.

NetWitness imports the intelligence from Recorded Future and enhances the events collected from third
party sources by appending threat intelligence metadata when and where needed.

By using NetWitness Event Stream Analysis (ESA) for notification the events and the combined threat
intelligence can be used to create alerts to advise security staff of potential malicious activity.

RSA NetWitness Features
Recorded Future Cyber Threat Intelligence

Feed format xml, csv
Collection method https, http, local file
Feed Collection Frequency Hourly, Daily, Weekly
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Partner Product Configuration

Before You Begin

This section provides instructions for configuring the Recorded Future integrations with RSA NetWitness.
This document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All Recorded Future components must be installed and working prior to the integration. Perform the
necessary tests to confirm that this is true before proceeding.

! = Important: The configuration shown in this Implementation Guide

is for example and testing purposes only. It is not intended to be the
optimal setup for the device.

It is recommended that customers make sure the Recorded Future
content is properly configured.

Intelligence Feed File Function
Feed Contents IP address or Domain Name, Threat Feed Provider, Risk, Risk Score,
Threat type and Evidence Details (URL).
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RSA NetWitness Configuration

RSA NetWitness Custom Feed Configuration

Depending on your deployment and if you have elected to add an RSA NetWitness Log Decoder and/or
Packet Decoder follow the steps below for your integration.

To extend the functionality of RSA NetWitness Feeds for use with NetWitness rules and notifications
please refer to https://community.rsa.com/communi roducts/netwitness.

Log Decoder Configuration

1. Edit the table-map-custom.xml on the Log Decoder and add new keys to be parsed.

Example table-map-custom.xml.

<mappings>

<mapping envisionName="risk_info" nwName="risk.info" flags="None"
format="Text"/>

<mapping envisionName="risk" nwName="risk" flags="None" format="Text"/>

<mapping envisionName="threat_category" nwName="threat.category"
flags="None" format="Text"/>

<mapping envisionName="IntelCarduRL" nwName="IntelCardurRL" flags="None"
format="Text"/>

</mappings>

RSA NetWitness Feed Configuration
1. From the RSA NetWitness Dashboard select Configure, Custom Feeds.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Live Content Incident Rules Respond Notifications ESA Rules Subscriptions Custom Feeds

W

2. Select the % in Feeds to setup a new feed source.

Feeds
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3. Select the Custom Feed radio button within the Setup Feed pop-up window and select Next.

Setup Feed

(® Custom Feed

' Identity Feed

Cancel

4. Select STIX > Recurring > Enter a Name > URL> Authenticated > User > TAXII Enabled
Server > STIX Feed > and set Recur Every for a defined period, select Next.

tom Feed
Define Feed Select Services Define Columns Review
Fead Type O csv ® STIX
Feed Tazk Type O Adhoc @ Recurring
Name * RecordedFutureFeed
Upload As Csv
O
File Feed
URL# https://api.recordedfuture.com/taxii Verify
¥ Trust Al Certificates
™ Authenticated  User Name  admin PHECHET [Fasssassaisnadainrinasin
[ Use Proxy
¥ Taxil Enabled Server
Name Description c
O ful 1P: Fu
O large 18: Large
[l historically_reported_by_dhs_sis IP: Historically Reported by DHS AlS
[ recently_reperted_by_dhs_ais |P: Recently Reported by DHS AlS ®
Recur Every 1 3 |Day(s) V|
[ Date Range
(%) Advanced Options X
Cancel Next

Reset

your STIX Feed.

1. Important: Contact Recorded Future to discuss key elements of
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5. Depending on your NetWitness installation select Log Decoder, Packet Decoder or both if
installed.

Configure a Custom Feed

Define Feed

Note : Feeds are stored in the Context Hub service by default and you are not allowed to deselect it. Select
Decoders/Log Decoders to which the feed content must be pushed.

Select Services Define Columns Review

™ & Name ~ Address Type

™ & vm3112-Log Decoder 10.100.53.112 Log Decoder

¥ 4 vm3113-Decoder 10.100.53.113 Decoder

[+ ﬁ’ vm3114 - Contexthub Server 10.100.53.114 Context Hub

Prev Next

6. Define the Index as Type IP, Index Column 1, and use Callback Key (S) ip.dst. Set the header
of each column as needed and select Next.

Configure a Custom Feed

Cancel Prev Next

Define Feed Select Services Define Columns Review
Type [OF1: O IPRange O Non P
Index Column(s) |1 ~ DOcaer
Column 2 3 4 5
Key " 7ri5k.inlo v 7risk b 7mreal.:alegory b 7|melcardURL v
4324977218 147 65.0 tly Linked to Int...  hutps:/app.recordedt.
85.93.10.66 3147 67.0 ically Linked to l..  https://app.recordedf.
3147 67.0 ically Linked to .. app.recordedf...
2147 66.0 ically Linked t0 L. spp.recordedf..
46.242.8.190 3147 67.0 cent SSH/Dictionar... app.recordedf...
85.93.2.187 2/47 66.0 ically Linked to L. app.recordedf...
85.93.18.11 3047 67.0
153.165.18.228 3147 67.0
85.03.20.97 2447 &6.0 app.recordedf...
77.1257.26 2147 66.0 Historically Linked to I.. hrtps://app.recordedt.
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7. Select Finish to complete the setup of the Feed Integration.

Configure a Custom Feed

Define Feed Select Services Define Columns

RecordedFutureFeed

recorded_future.csv

vm3113 - Decoder, vm3112 - Log Decoder

1 2 3 4 5

Index riskiinfo rid threat.category action

Cancel Prev Finish

8. Initially the status will appear as Waiting and the Progress will be yellow until RSA NetWitness
completes the transfer of the Feed. Once completed the Status will display Completed and the
Progress will be green. Depending on the size of the feed it may take some time for RSA NetWitness
to download all Threat Intel from your provider.

Feeds
+ I [

| Name Trigger Disk Usage Created Last Run Time Status Progress

O RecordedFutureFeed Once : 2018-05-15 14:28:46  2018-05-1514:2846  Completed C—

9. Once completed and if you have any events which correlate to an address listed in Recorded Futures
threat intelligence the Risk, Risk.Info, Threat.Category and IntelCardURL will be appended to the
Event Analysis as meta.
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Log source example collected from NetWitness Investigator:

| E D E

®E

woEtiine |
wvencoesc 1 Anack wan deserted and sopped by SRS

R TR TR EET

EEEEE

PEILETE | B 5T

B

o B

Glabaileshiambisme

sspacer<spaceswliDEFEIC crpace s <space><spares< spaces<space s MNiGetl orext Thresd)<opace s | Sspace > copaces-cspa cescspae=T T EF 5000
4 i3 LA
PLEFLE T R,

Caspaies | cips
cygacerhiarager

EEEEE

N LEpA R AR DA RN,

cas | appacesl
R SR P =

Lastiodulelopded

Commandl ine ;- CiProgramespacesFllescspaces niermet<spacesExpioresfienplore bespacesiprefeich:l

SarerrivCmalime @ CuProprameiascesfle s mmermespace se anlar 6018 pare. fad

Codefrocesied :

gpace =l

rdel 8Ehelar B %00 T

a et

ParencSignarure | Bd

1L VEE-Mnr-0a5 13:25:37.0

s -

eveniosLrame i Chier Defauh

TR

EEEEEE

EEEENEE

| E

READY



Recorded Future 0
Cyber Threat Intelligence ° I ° l °
!

Recorded
Future

Packet source example collected from NetWitness Investigator:

€ 001 B:BF:30:40:00 —> D0:50:56:A4:33:85
<> 10,100.169.12 -> 43,249.77.218

o 54781 > 514

> zessionid ; 195021

1 payload : 7139
B medium: 1

€2 eth.ype: P

€ ipproto: TCP
0 .ocp.flags: 27
£ service : OTHER

Sreams: |

=
b

packers: 10

@ ==

lifetime: 0

.|
-

3

netname ; other dst

.\
i}

E

METtName 3 pri".'ar.e src

.|
-

B

direction ;: cutbound

.\
a

sgurcefile ; RecordedFuture_Maorphise_43.249,77.218.pcap
country.dst: Hong Kong

city.dst: Mong Kok

latdec.dst: 22,3167

lengdec.dst: 114.1667

org.dst: Guochac Group limited

V0000

.\
4

&

analysis.session : nottop 20 dst

.,
a

)

inv.category | operations

.\
4

&

inv.context: event analysis

.,
a

& inv.context: flow analysis
i feed.name: investigation
&by riskinfo: 1/47

.\
i}

risk : £5.0

g E

threat.category : Recently Linked to intrusion Method

.\
i}

IntelCardURL : hitpsi/app.recordedfuture.comflive/sc/entity/ipth3A43.249.77.218

i =

did ; vm3113
H rid: 194802
& eth.all : 00:1B:8FR30:40:00

.\
4

&

eth.all ; 00:50:56:A4:33:85
ip.ail : 10.100.169.12
ip.all : 4£3,240.77.218

» ipvB.proto ; TCP

I EE

-

portsrc.all = 64781

E E

port.all 1 64781
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NetWitness Context Menu Actions (Optional)

To enhance the integration and provide Analysts with additional functionality add NetWitness Context
Menu Actions. This feature will allow Analysts to use Context Menu Actions to quickly open a link to the
Threat Analytics provider to perform further investigation of the IP address.

1. Login as a Netwitness Administrator and select Admin, System, Context Menu Actions.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Hosts Services Event Sources Health & Wellness  System  Security

info = —+i

Context Menu Actions
Updates Context Menu actions are used for defining further navigation. Each context me

; ; an option when you right-click a spedfic location in the user interface. You can ©

Licensing £ L - N " wrernal URL

for further investigation or navigating to an external URL,
Email + |\ =
Global Notifications [ | ‘Enable Mame Group Name
Legacy Notifications [l Suspicious VPN Session Report

System Logging O & Add/Remove from List(s)
20| : Copy
Global Auditing i

| ] Event Reconstruction

Jobs
Ll Event Analysis
Live Services — )
1= & Apply Drill in New Tab Investigation
URL Int i X : F i o
kL biiEraton L Apply IEQUALS Drill Investdgation
I Context Menu Actions O Cpen Bvents in new tab

2. Select * to add a new Context Menu Action.

Context Menu Actions
Caontext Menu actians are used for defin
an option when you right-click a specifig

for further investigation or navigating =

+ | & =
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3. Within Context Menu Action Configuration enter the following;
a) Select Enable checkbox.
b) Enter Name to appear as the option within the Context Menu Action.
c) Enter a Description.
d) From the Group Name drop down select External Lookup.
e) From the Components drop down Select Investigate-Events.
f) For the Meta Key, enter ip.dst
g) Select Open in New Tab checkbox.
h) The Definition field (URL) will be dependent on the Threat Intel provider. RSA NetWitness will
replace the {0} field with the Meta Key value defined in step f above.

Context Menu Action Configuration

Enable ™

Mame * Recorded Future Threat Intelligence Summary

Description Recorded Future Threat Intelligence Summary

Srauphiame External Lookup o
Component{S) * | |nyestigate-Events @ v
Meta Kay * ip.dst

Open InMNew M

https:/fapp.recordedfuture.com/live/sclentity/ip%3A{0}

Switch to Advance View Cancel

READY
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4. No restart is required the Context Menu Action is immediately available for use.
€2 192.168.188.130 > f192.40=r2aas
€ sessionid ; 281705 Copy
¥ deviceip: 10.165.148.43 Apply IEQUALS Drill
@ ety 32 Context Lookup
8 device.type: rsa_tf_examy i
) i Add/Remove from List(s)
8 msg.id: rsa_tf_example
T version: 1.0.0 Data 5cience >
ik event,type ! Phizhing ATT) Refocus ¥
E&E event.desc: Attackwas d Batari= Mow iah 3
i severiny: 10 -
+ Show Additional Meta | External Lookup "'1 Google Malware Diagnostic for IPs and Hostnamas [
| SANSIP History
McAfee SiteAdvizor for Hostnames
Endpoint Thick Client Lookup
BFK Passive DNS Collection
CentralOps Whois for IPs and Hostnames
Malwaredomainlist,com Search
Robtex IP Search
ThreatExpeart Search
IPVaid Search
Reccrded Future Threat Intelligence Summary

READY
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Certification Checklist for RSA NetWitnhess

Date Tested: October 30, 2018

Certification Environment

Product Name Version Information Operating System
RSA NetWitness 11.1.0 Virtual Appliance
Recorded Future NA NA
NetWitness Test Case Result
Investigation
Threat Intelligence Feed is received through Decoder Meta v
Threat Intelligence Feed is received through Packet Decoder v

v = Passed, X = Failed, - = N/A

READY

-13 -



