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V irtua l H os t S e tup Gu ide
This docum ent exclusively applies to insta lla tion and configuration of Security
A naly tics hosts running in a v irtual env ironm ent.
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B as ic V irtua l D ep loym ent
This top ic contains general gu idelines and requirem ents for dep loy ing Security
A naly tics in a v irtual env ironm ent.

Abbrev ia tions U sed in the V irtua l D ep loym ent G u ide

Abbrev ia tions Descrip tion

CPU Centra l P rocessing U nit

EPS Events Per Second

VMware ESX Enterprise-c lass, type-1 hyperv isor

GB G igabyte . 1GB = 1,000 ,000 ,000 bytes

G b G igbit. 1G b = 1,000 ,000 ,000 bits.

G bps G igab its per second or b illions of b its per second . It

m easures bandw id th on a dig ita l data transm ission

m edium such as optical fiber.

GH z G igaH ertz 1 GHz = 1,000 ,000 ,000 H z

IOPS Input/O utpu t O perations Per Second

IPDB Internet P ro toco l D atabase

M bps M egabits per second or m illions of b its per second . It

m easures bandw id th on a dig ita l data transm ission

m edium such as optical fiber.

NAS Netw ork A ttached S torage

OVF Open V irtualization Form at

OVA Open V irtual A ppliance. For purposes of th is gu ide,

OVA stands for O pen V irtual H ost.

RAM Random Access M em ory (also known as m em ory)
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Abbrev ia tions Descrip tion

SAN Storage A rea N etw ork

SSD /EFD HDD Solid-S tate D rive/Enterprise F lash D rive H ard D isk

D rive

SCSI Sm all C om puter System In terface

SCSI (SAS) Poin t-to -po in t seria l p ro toco l that m oves data to and

from com puter sto rage dev ices such as hard drives

and tape drives.

vCPU V irtual C entra l P rocessing U nit (a lso known as a v ir-

tual processor)

vRAM V irtual R andom Access M em ory (also known as v ir-

tual m em ory)

Supported V irtua l H os ts
You can insta ll the fo llow ing Security A naly tics hosts in your v irtual
env ironm ent as a v irtual host and inherit featu res that are prov ided by your
v irtual env ironm ent:

l Security A naly tics Server

l A rchiver

l B roker

l Concentra to r

l Event S tream Analysis

l Log D ecoder

l M alw are A nalysis

l Decoder

l Rem ote Log Collecto r

l W arehouse Connector

Y ou m ust be fam iliar w ith the fo llow ing VMware infrastructure concep ts:
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l VMware vCenter Server

l VMware C host

l V irtual m achine

For in form ation on VMware concep ts, refer to the VMware product
docum entation .

The virtual hosts are prov ided as an OVA . You need to dep loy the OVA file
as a v irtual m achine in your v irtual in frastructure .

Ins ta lla tion Med ia
Insta lla tion m edia are in the form of OVA packages, w hich are availab le for
download and insta lla tion from Download C entra l
(h ttps://dow nload .rsasecurity .com ). A s part o f your order fu lfillm ent, RSA
gives you access to the OVA s that perta in to each com ponent ordered .

V irtua l E nv ironm ent R ecomm enda tions
The virtual hosts insta lled w ith the OVA packages have the sam e functionality
as the Security A naly tics hardw are hosts. Th is m eans that w hen you
im plem ent v irtual hosts, you m ust account for the back-end hardw are. RSA
recomm ends that you perform the fo llow ing tasks w hen you set up your v irtual
env ironm ent.

l Based on resource requ irem ents of the d ifferen t com ponents, fo llow best
practices to use the system and dedicated sto rage appropria te ly .

l M ake sure that back-end disk configurations prov ide a w rite speed of 10%
greater than the requ ired susta ined cap ture and ingest ra te for the
dep loym ent.

l Build Concen tra to r d irecto ries for m eta and index databases on the
SSD /EFD HDD .

l If the database com ponents are separate from the insta lled operating system
(OS) com ponents (that is, on a separate physical system ), prov ide d irect
connectiv ity w ith either:

l Two 8-G bps F iber Channel SAN ports per v irtual host,
o r

l 6-G bps Seria l A ttached SCSI (SAS) connectiv ity .

Basic V ir tual D eploym ent 8
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Note: 1 .) C urren tly , Security A naly tics does not support N etw ork A ttached
S torage (NAS) for V irtual dep loym ents.
2 .)The D ecoder allow s any storage configuration that can m eet the susta ined
throughput requ irem ent. The standard 8-G bps F iber Channel link to a SAN
is insuffic ien t to read and w rite packet data at 10 G b. Y ou m ust use m ultip le
F iber Channels w hen you configure to the connection from a 10G Decoder
to the SAN .

V irtua l H os t R ecomm ended S ys tem Requ irem ents
The fo llow ing tab les list the vCPU , vRAM , and Read and W rite IOPS
recomm ended requirem ents for the v irtual hosts based on the EPS or cap ture
rate for each com ponent.

l S torage allocation is covered in S tep 3 “Configure D atabases to
A ccommodate Security A naly tics Suite” .

l vRAM and vCPU recomm endations m ay vary depending on cap ture rates,
configuration and conten t enab led .

l The recomm endations w ere tested at ingest ra tes of up to 25 ,000 EPS for
logs and tw o Gbps for packets.

l The vCPU specifications for all the com ponents listed in the fo llow ing
tab les are
In te l X eon CPU @ 2.59 Ghz.

l A ll ports are SSL .

Scenario O ne

The requirem ents in these tab les w ere calcu la ted under the fo llow ing
conditions.

l A ll the com ponents w ere in tegrated .

l The Log stream included a Log D ecoder, C oncen tra to r, and A rch iver.

l The Packet S tream included a Packet D ecoder and Concentra to r.

l The background load Included hourly and daily reports.

l Charts w ere configured .

Log D ecoder
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EPS CPU M em ory
Read
IO PS

W rite IO PS

2 ,500 6 or 15 .60 GHz 25 GB 50 75

5 ,000 8 or 20 .79 GHz 25 GB 100 100

7 ,500 10 or 25 .99 GHz 25 GB 150 150

Packet D ecoder

M bps CPU M em ory
Read
IO PS

W rite IO PS

50 4 or 10 .39 GHz 25 GB 50 150

100 4 or 10 .39 GHz 25 GB 50 250

250 4 or 10 .39 GHz 25 GB 50 350

Concentrator - Log Stream

EPS CPU M em ory
Read
IO PS

W rite IO PS

2 ,500 4 or 10 .39 GHz 25 GB 300 1,800

5 ,000 4 or 10 .39 GHz 25 GB 400 2,350

7 ,500 6 or 15 .59 GHz 25 GB 500 4,500

Concentrator - Packet S tream

M bps CPU M em ory
Read
IO PS

W rite IO PS

50 4 or 10 .39 GHz 25 GB 50 1,350

100 4 or 10 .39 GHz 25 GB 100 1,700

250 4 or 10 .39 GHz 25 GB 150 2,100

Achiver
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EPS CPU M em ory
Read
IO PS

W rite IO PS

2 ,500 4 or 10 .39 GHz 25 GB 150 250

5 ,000 4 or 10 .39 GHz 25 GB 150 250

7 ,500 6 or 15 .59 GHz 25 GB 150 350

Scenario Tw o

The requirem ents in these tab les w ere calcu la ted under the fo llow ing
conditions.

l A ll the com ponents w ere in tegrated .

l The Log stream included a Log D ecoder, C oncen tra to r, W arehouse
Connector, and A rch iver.

l The Packet S tream included a Packet D ecoder, C oncen tra to r, and
W arehouse Connector.

l Event S tream Analysis w as aggregating at 90K EPS from three H ybrid
Concen tra to rs.

l Inciden t M anagem ent w as receiv ing alerts from the R eporting Engine and
Event S tream Analysis.

l The background load Included reports, charts, a lerts, investigation , and
inciden t m anagem ent.

l A lerts w ere configured .

Log D ecoder

EPS CPU M em ory
Read
IO PS

W rite IO PS

10 ,000 16 or 41 .58 GHz 50 GB 300 50

15 ,000 20 or 51 .98 GHz 60 GB 550 100

11 B asic V ir tual D eploym ent



V irtual H ost Setup G uide

Packet D ecoder

M bps CPU M em ory
Read
IO PS

W rite IO PS

500 8 or 20 .79 GHz 40 GB 150 200

1 ,000 12 or 31 .18 GHz 50 GB 200 400

1 ,500 16 or 41 .58 GHz 75 GB 200 500

Concentrator - Log Stream

EPS CPU M em ory
Read
IO PS

W rite IO PS

10 ,000 10 or 25 .99 GHz 50 GB 1,550 + 50 6 ,500

15 ,000 12 or 31 .18 GHz 60 GB 1,200 + 400 7 ,600

Concentrator - Packet S tream

M bps CPU M em ory
Read
IO PS

W rite IO PS

500 12 or 31 .18 GHz 50 GB 250 4,600

1 ,000 16 or 41 .58 GHz 50 GB 550 5,500

1 ,500 24 or 62 .38 GHz 75 GB 1,050 6 ,500

W arehouse C onnector - Log Stream

EPS CPU M em ory
Read
IO PS

W rite IO PS

10 ,000 8 or 20 .79 GHz 30 GB 50 50

15 ,000 10 or 25 .99 GHz 35 GB 50 50

W arehouse C onnector - Packet S tream
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M bps CPU M em ory
Read
IO PS

W rite IO PS

500 6 or 15 .59 GHz 20 GB 50 50

1 ,000 6 or 15 .59 GHz 30 GB 50 50

1 ,500 8 or 20 .79 GHz 40 GB 50 50

Arch iver - Log Stream

EPS CPU M em ory
Read
IO PS

W rite IO PS

10 ,000 12 or 31 .18 GHz 40 GB 1,300 700

15 ,000 14 or 36 .38 GHz 45 GB 1,200 900

Event S tream Analysis w ith C ontext H ub

EPS CPU M em ory
Read
IO PS

W rite IO PS

90 ,000 32 or 83 .16 GHz 94 GB 50 50

Security Analytics (SA ) Server and Co-Located Com ponents

The SA Server, Je tty , B roker, Inciden t M anagem ent, and R eporting Engine are
in the sam e location .

CPU M em ory
Read
IO PS

W rite IO PS

12 or 31 .18 GHz 50 GB 100 350

Scenario Three

The requirem ents in these tab les w ere calcu la ted under the fo llow ing
conditions.

l A ll the com ponents w ere in tegrated .

l The Log stream included a Log D ecoder and Concentra to r.

l The Packet stream included a Packet D ecoder and the Concen tra to r.
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l Event S tream Analysis w as aggregating at 90K EPS from three H ybrid
Concen tra to rs.

l Inciden t M anagem ent w as receiv ing alerts from the R eporting Engine and
Event S tream Analysis.

l The background load Included hourly and daily reports.

l Charts w ere configured .

Log D ecoder

EPS CPU M em ory
Read
IO PS

W rite IO PS

25 ,000 32 or 83 .16 GHz 75 GB 250 150

Packet D ecoder

M bps CPU M em ory
Read
IO PS

W rite IO PS

2 ,000 16 or 41 .58 GHz 75 GB 50 650

Concentrator - Log Stream

EPS CPU M em ory
Read
IO PS

W rite IO PS

25 ,000 16 or 41 .58 GHz 75 GB 650 9,200

Concentrator - Packet S tream

M bps CPU M em ory
Read
IO PS

W rite IO PS

2 ,000 24 or 62 .38 GHz 75 GB 150 7,050

Log Co llec to r (Loca l and Rem ote )

The Rem ote Log Collecto r is a Log Collecto r serv ice running on a rem ote host
and the R em ote Collecto r is dep loyed virtually .
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EPS CPU M em ory
Read
IO PS

W rite IO PS

15 ,000 8 or 20 .79 GHz 8 GB 50 50

30 ,000 8 or 20 .79 GHz 15 GB 100 100

Legacy W indow s Co llec to rs S iz ing G u ide lines

Refer to the RSA Security A naly tics Legacy W indow s Collection U pdate &
Insta lla tion docum entation for siz ing guidelines for the Legacy W indow s
Collecto r.
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Ins ta ll S ecurity A na ly tic s V irtua l H os t in
V irtua l Env ironm ent
Com plete the fo llow ing procedures accord ing to their num bered sequence to
insta ll Security A naly tics in a v irtual env ironm ent.

P re requ is ites
M ake sure that you have:

l A VMware ESX Server that m eets the requ irem ents described in the above
section .

l vSphere 4 .1 C lien t or vSphere 5 .0 C lien t insta lled to log on to the VMware
ESX Server.

l Adm inistra to r righ ts to create the v irtual m achines on the VMware ESX
Server.

S tep 1 . D ep loy the V irtua l H os t
Com plete the fo llow ing steps to  dep loy the OVA file on the vSphere  Server or
ESX Server using the vSphere  c lien t.  

Prerequ is ites

M ake sure that you have:

l Netw ork IP addresses,  netm ask , and gatew ay IP addresses for the v irtual
host.

l Netw ork nam es for all v irtual hosts, if you are creating a cluster.

l DNS or host in form ation .

l Passw ord for v irtual host access. The defau lt usernam e is root and the
defau lt passw ord is netwitness .

l The Security A naly tics v irtual host package file . (Y ou download th is
package from Download C entra l (h ttps://dow nload .rsasecurity .com ).)

Instal l Secur i ty A nalyt ics V ir tual H ost in V ir tual Environm ent 16

https://download.rsasecurity.com/


V irtual H ost Setup G uide

Note:  A s soon as you log on , a scrip t runs that asks you for the  Security
A naly tics Server (SA  Server) H ost IP address. P ress Enter , w ith no IP
address, o r C trl-C   to break out of th is scrip t. A fter you com plete the curren t
host setup and the SA Server H ost is on line and ready to accep t hosts, en ter
the Security A naly tics IP address at th is prom pt by logging off and logging
back on .

Procedure

Note: The fo llow ing instructions illustra te an exam ple of dep loy ing an OVA
host in the ESX i environm ent. The screens you see m ay be differen t from
th is exam ple .

To deploy the OVA host:

1 . Log on to the ESX i env ironm ent.

2 . In the F ile  d rop-down, select Deploy  OVF  T em plate .
T he D eploy  OVF Tem plate d ia log is d isp layed .

3 . In the Deploy  OVF  T em plate  d ia log , select the  OVF for the host that you
w ant to dep loy in the v irtual env ironm ent (fo r exam ple , V10.0
GOLD \OVFIm ge\v10_SA_OVF \nw reuax_OVF10.ovf), and click  Next .
T he N am e and Location d ialog is d isp layed . The designated nam e does not
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reflect the server hostnam e. The nam e disp layed is usefu l fo r inven tory
reference from w ith in  ESX i.

4 . M ake a note of the nam e, and click  Next .
S to rage O ptions are d isp layed .

5 . For S torage options, designate the  datasto re  location for the v irtual host.

Note: This location is for the host operating system (OS) exclusively . It
does no t have to be the sam e datasto re  needed to set up and configure
additional vo lum es for the Security A naly tics databases on certa in hosts
(covered in the fo llow ing sections).

6 . C lick  Next .
T he N etw ork M apping options are d isp layed .

7 . L eave the defau lt values, and click  Next .

Note: If you w ant to configure N etw ork M apping now , you can
select op tions, bu t RSA recomm ends that you keep the defau lt
values and configure netw ork m apping after you configure
the OVF. Y ou configure the OVF in  S tep 4 : Configure H ost-
Specific Param eters.
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A status w indow show ing deploym ent sta tus is d isp layed .

A fter the process is com plete , the new  OVF is presen ted in the
designated resource pool v isib le on  ESX i from w ith in  vSphere . A t
th is po in t, the core v irtual host is insta lled , bu t is still no t
configured .

S tep 2 . C on figure the N e tw ork
Com plete the fo llow ing steps to  configure the netw ork of the V irtual
A ppliance.

Prerequ is ites

M ake sure that you have:

l Netw ork IP addresses,  netm ask , and gatew ay IP addresses for the v irtual
host.

l Netw ork nam es for all v irtual hosts, if you are creating a cluster.

l DNS or host in form ation .

Note: As soon as you log on , a scrip t runs that asks you for the Security
A naly tics Server (SA Server) H ost IP address. P ress Enter , w ith no IP
address, o r C trl-C   to break out of th is scrip t. A fter you com plete the curren t
host setup and the SA Server H ost  is on line and ready to accep t hosts, en ter
the Security A naly tics IP address at th is prom pt by logging off and logging
back on .

Procedure

Perform the fo llow ing steps for all v irtual hosts to get them on your netw ork .

To configure the netw ork :
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1 . Edit the   /etc /sysconfig /netw ork-scrip ts/ifcfg-eth0  configuration file w ith
the appropria te IP address,  netm ask , and gatew ay .

Note: You need to configure the netw ork m anually because the Security
A naly tics OVF  au tom atic netw ork configuration option does not
successfu lly set a ll netw ork settings at th is tim e. Y ou should set
BOOTPROTO   to  NONE  o r STATIC   to avo id au tom atically defau lting
to  DHCP .

2 . Edit the   /etc /sysconfig /netw ork   file and set the host H ostnam e.

3 . (O ptional) Edit the   /etc /reso lv .con f  file and set the preferred DNS servers
that you w ant the host to use .

4 . If you :

l Configured the DNS server en tries so that the DNS server can reso lve the
Security A naly tics hosts, you can sk ip th is step .

l Have not configured the DNS server en tries so that the DNS server can
reso lve the Security A naly tics hosts, com plete the fo llow ing steps to
configure  the   /etc /hosts   file .
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a. C hange all references to the defau lt host hostnam e   to m atch your
chosen hostnam e.

b . A dd the line:

your-host-ip -address>your-host-hostnam e

where your-host-ip -address   is the IP address of your m achine,
w here  your-host-hostnam e   is   the nam e of your host.

c . A dd the line:

your-SA -server-host-ip -address>your-SA -server-host-hostnam e

where your-SA -server-host-ip -address   is the IP address
and  your-SA -server-host-hostnam e   is the nam e of your Security
A naly tics server host.

5 . R estart the netw ork adap ter and  type the fo llow ing comm and:

service network restart

Progress m essages are d isp layed as the adap ter restarts.

S tep 3 . C on figure D a tabases to A ccomm odate
S ecurity A na ly tics
When you deploy databases from OVA , the in itia l database space allocation
m ay not be adequate to support Security A naly tics. Y ou need to rev iew the
sta tus of the datasto res after in itia l dep loym ent and expand them .

Task 1 . Rev iew In it ia l Datas to re Configura tion

Review the datasto re configuration after in itia l dep loym ent to determ ine if you
have enough drive space to accommodate the needs of your en terprise . A s an
exam ple , th is top ic rev iew s the datasto re configuration of the PacketDB on the
Log D ecoder host after you first dep loy it from an Open V irtualization
A rch ive (OVA ) file .
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In it ia l Space A llocated to PacketDB

The allocated space for the  PacketDB  is very sm all (about 98 GB ). The
fo llow ing Security A naly tics Explore v iew exam ple show s the size of the
PacketDB after you in itia lly dep loy it from OVA .

In it ia l D atabase S ize

By defau lt, the database size is set to 95% of the size of file  system on which
the database resides. ​SSH to the Log D ecoder host and en ter the df -k
comm and string  to v iew the files system and its size .

[ roo t@ LogDecoderGM  ~ 1}#  d f -k

The fo llow ing  ou tpu t is an exam ple of the inform ation that th is comm and
strings retu rns.
/dev/mapper/VolGroup01-logcoll

67076096 42652 67033444 1%
/var/netwitness/logcollector

/dev/mapper/VolGroup01-packetdb

108994564  37152 108957412 1%
/var/netwitness/logdecoder/packetdb
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PacketDB M ount Po in t

The database  is m ounted on the packetdb log ical vo lum e in VolGroup01
volum e group . VolGroup01 and th is is w here you start your expansion
plann ing for the file system .

In it ia l  S tatus o f Vo lG roup01

Com plete the fo llow ing steps to rev iew the sta tus of VolGroup01 .

1 . SSH to the Log D ecoder host.

2 . Enter the  lvs  (Logical V olum es Show ) comm and string  to
determ ine w hich log ical vo lum es are grouped in  VolGroup1 .
[root@LogDecoderGM ~1}# lvs VolGroup01 .

T he fo llow ing  ou tpu t is an exam ple of the inform ation that th is comm and
strings retu rns.

LV          VG         Attr  LSize  Pool Origin
Data% Move Log Cpy%Sync Convert

decoroot   VolGroup01  -wi-ao--- 20.00g

index      VolGroup01  -wi-ao--- 10.00g

logcoll    VolGroup01  -wi-ao--- 64.00g

metadb      VolGroup01  -wi-ao--- 44.00g

packetdb   VolGroup01  -wi-ao--- 104.00g

sessiondb  VolGroup01  -wi-ao--- 30.00g

3 . Enter the pvs (Physical V olum es Show ) comm and string  to
determ ine w hich physical vo lum es belong to a specific group .

[root@LogDecoderGM ~1}# pvs

The fo llow ing  ou tpu t is an exam ple of the inform ation that th is comm and
strings retu rns.

PV          VG         Fmt  Attr  PSize  PFree

/dev/sdb1 VolGroup00 lvm2 a-- 32.00g 0

/dev/sdc1 VolG roup01 lvm2 a-- 104.00g

/dev/sdd1 VolGroup01 lvm2 a--   168.00g 0

4 . Enter the vgs (V olum e G roups Show ) comm and string  to d isp lay the    to ta l
size of specific vo lum e group .

[root@LogDecoderGM ~1}# vgs
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The fo llow ing  ou tpu t is an exam ple of the inform ation that th is comm and
strings retu rns.

VG #PV #LV #SN Attr VSize  VFree

VolGroup00   l 7 0 wz--n- 32.00g 0

VolGroup01 2 6 0 wz--n- 32.00g 0

Task 2 . Rev iew O ptim a l Datas to re Space  Con figura tion

You need to rev iew the datasto re space configuration options for the d ifferen t
hosts to get the optim al perform ance from your v irtual Security A naly tics
dep loym ent. D atasto res are requ ired for v irtual host configuration , and the
correct size is dependent on the host.

Note: (1 .) R efer to the "Optim ization Techn iques" top ic in the RSA
Security A naly tics Core D atabase Tuning Guide for recomm endations on
how to optim ize datasto re space. (2 .) C ontact C ustom er C are for assistance
in configuring your v irtual drives and using the S izing & Scoping C alcu la to r.

V irtua l D rive Space R at ios

The fo llow ing tab le prov ides op tim al configurations for packet and log hosts.
A dditional partition ing and siz ing exam ples for bo th packet cap ture and log
ingest env ironm ents are prov ided at the end of th is top ic .

Decoder

Pers is ten t 
Datas to res

Cache  Datas to re

PacketDB Sess ionDB M etaDB Index

100% as cal-

cu la ted by S iz-

ing & Scoping

C alcu la to r

6 GB

per 100M b/s of

traffic susta ined

prov ides 4 hours

cache

60 GB

per 100M b/s of

traffic susta ined

prov ides 4 hours

cache

3 GB per  100M b/s

o f tra f f ic su s-

ta ined p rov ides 4

hou rs cache
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Concen tra to r

Pers is ten t 
Datas to res

Cache  Datas to res

M etaDB Sess ionDB

Index

Index

Calcu lated as

10% of

the PacketDB  

requ ired for

a 1 :1 reten-

tion ratio

30 GB

per 1TB  of PacketDB  for

standard m ulti p ro toco l net-

w ork deploym ents as seen at

typ ical in ternet gatew ays

5% of the

ca lcu la ted  M etaDB  on the

Concen tra to r . P re fe rred

H igh Speed Sp ind les

o r  SSD   fo r fa s t access

Log Decoder

Pers is ten t 
Datas to res

Cache  Datas to res

PacketDB Sess ionDB M etaDB Index

100% as cal-

cu la ted by S iz-

ing & Scoping

C alcu la to r

1 GB per 1000

EPS of traffic sus-

ta ined prov ides 8

hours cache

20 GB per 1000

EPS of traffic sus-

ta ined prov ides 8

hours cache

0 .5 GB per 1000

EPS of tra f f ic su s-

ta ined p rov ides 4

hou rs cache
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Log Concen tra to r

Pers is ten t 
Data -

s to res
Cache  Datas to res

M etaDB Sess ionDB

Index

Index

Calcu lated as

100% of

the PacketDB  

requ ired for

a 1 :1 reten-

tion ratio

3 GB per 1000 EPS

of susta ined traffic

per day of reten tion

5% of the ca lcu la ted  M etaDB  on

the Concen tra to r . P re fe rred H igh

Speed Sp ind les o r  SSD   fo r fa s t

access

Task 3 . Add New Vo lum e and Extend Ex is t ing F ile System s

A fter rev iew ing your in itia l datasto re  configuration , you m ay determ ine that
you need to add a new volum e. This top ic uses a V irtual Packet/Log D ecoder
host as an exam ple .

C om plete these tasks in the fo llow ing order.

1 . A dd N ew D isk

2 . C reate N ew Volum es on the N ew D isk

3 . C reate LVM  Physical V olum e on N ew Partition

4 . Extend Volum e G roup w ith Physical V olum e

5. Expand the F ile System

6. S tart the Serv ices

7 . M ake Sure the Serv ices A re Running

8 . R econfigure LogD ecoder Param eters

Add New D isk

This procedure  show s you how to add a new 100GB disk on the sam e
datasto re .
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Note: The procedure to add a disk on differen t datasto re is sim ilar to the
procedure shown here .

1 . Shut down the m achine, ed it V irtual M ach ine
Properties ,  c lick  Hardware tab ,  and click Add .

2 . Select Hard D isk  as the  dev ice type.

3 . Select Create a  new virtual d isk .
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4 . C hoose the size of the new disk and where you w ant to create it (on the
sam e datasto re or a d ifferen t datasto re).

Caution : A llocate all the space for perform ance reasons.

5 . A pprove the proposed V irtual D evice N ode.
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Note: The V irtual D evice N ode can vary , bu t it is pertinen t  to
/dev/sdX  m appings.

6 . C onfirm the settings.

7 . S tart v irtual m achine.

8 . SSH to the m achine.

9 . R estart the m achine and  en ter the fo llow ing comm and.

dmesg

​T he fo llow ing outpu t is d isp layed show ing the new disk .
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Note: 1 .) Y ou receive an  unknown partition tab le  e rro r because the new
disk has not been in itia lized . 2 .) The sd 2:0:4:0 perta ins  to
the  SCSI:0:4  V irtual D evice N ode that appeared w hen you added the new
device . 3 .) The new disk dev ice is sde (o r /dev/sde ).

10 . Enter the fo llow ing comm and string to stop the serv ice .

root@LogDecoderGM ~] # stop nwlogcollector; stop
nwlogdecoder .

T h is procedure uses the Log D ecoder as an exam ple .

If you w anted to stop serv ices on a Concentra to r, you would en ter:

stop nwconcentrator

If you w anted to stop serv ices on a Packet D ecoder, you would en ter:

stop nwdecoder​

C reate Vo lum es on New D isk

1 . SSH  to the LogD ecoder host.

2 . C reate a partition on the new disk and change its type to L inux LVM .

[root@LogDecoderGM ~]# fdisk /dev/sde

The fo llow ing inform ation and prom pt is d isp layed .

Device contains neither a valid DOS partition table,
nor Sun, SGI or OSF disklabel

Building a new DOS disklabel with disk identifier
0xae709134.

Changes will remain in memory only, until you decide to
write them.

After that, of course, the previous content won't be
recoverable.
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Warning: invalid flag 0x0000 of partition table 4 will
be cirrected by w(rite)

WARNING: DOS-compatible mode is deprecated. It's
strongly recommended to

         switch off the mode (command 'c') and change
display units to

         sectors (command 'u').

Command (m for help):

3 . Type n .

T he fo llow ing prom pt is d isp layed .

Command action

e extended(m for help):

p primary partition (1-4)

4 . Type p .

T he fo llow ing inform ation is d isp layed .

Disk /dev/sde: 107.4 GB, 107374182400 bytes

255 heads, 63 sectors/track, 13054 cylinders

Units = cylinders of 16065 * 512 bytes =
8225280 bytes

Sector size (logical/physical): 512 bytes / 512
bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0xae709134

Device Boot Start End Blocks Id System

/dev/sde1 1 13054 104856223+ 83 Linux

The defau lt partition type is L inux (83) . Y ou need to change it to L inux
LVM (8e) .

5 . A t the Command m for help: prom pt type t .

T he fo llow ing inform ation and prom pt is d isp layed .

Selected partition 1

Hex code (type L to list codes):

6 . Type 8e .

T he fo llow ing inform ation and prom pt is d isp layed .
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Changed system type of partition 1 to 8e (Linux LVM).

Command (m for help):

7 . Type p .

T he fo llow ing inform ation is d isp layed .

Disk /dev/sde: 107.4 GB, 107374182400 bytes

255 heads, 63 sectors/track, 13054 cylinders

Units = cylinders of 16065 * 512 bytes = 8225280 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0xae709134

Device Boot Start End Blocks Id System

/dev/sde1 1 13054 104856223+ 83 L inux

Command (m for help):

8 . A t Command (m for help): prom pt type w .

T he new partition tab le is w ritten to the d isk and fd isk quits to roo t shell.

The partition table has been altered!

Calling ioctl() to re-read partition table.

Syncing disks.

[root@LogDecoderGM ~]#

The new /dev/sde1 partition is created on the new disk .

9 . C om plete one of the fo llow ing steps to verify  that the new partition ex ists.

l Type dmesg | tail.

The fo llow ing inform ation is d isp layed .

lo: Disabled Privacy Extensions
e1000: eth0 NIC Link is Up 1000 Mbps Full Duplex,

Flow Control: None
​e1000: eth1 NIC Link is Up 1000 Mbps Full Duplex,
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Flow Control: None
eth0: no IPv6 routers present
eth1: no IPv6 routers present
coretemp coretemp.0: partition-name is assumed as

100 C!
coretemp coretemp.1: partition-name is assumed as

100 C!
sd 2:0:4:0: [sde] Cache data unavailable
​sd 2:0:4:0: [sde] Assuming drive cache: write

through sde: sde1 [root@LogDecoderGM ~]#

l Type fdisk /dev/sde .

T he fo llow ing inform ation and prom pt is d isp layed .

WARNING: DOS-compatible mode is deprecated. Tr's
strongly recommended to
switch off the mode (command 'c') and change display
units to
sectors (command 'u').

Command (m for help):

l Type p .

T he fo llow ing inform ation is d isp layed .
Disk /dev/sde: 107.4 GB, 107374182400 bytes
255 heads, 63 sectors/track, 13054 cylinders
Units = cylinders of 16065 * 512 bytes =
8225280 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk identifier: 0xae709134

Device Boot Start End Blocks Id System

/dev/sde1 1 13054 104856223+ 83 Linux

10 . C reate LVM  Physical V olum e on N ew Partition

11 . SSH  to the LogD ecoder host.

12 . Enter the fo llow ing comm and string to create a Logical V olum e M anager 
(LVM ) physical vo lum e on the new partition .

[root@LogDecoderGM ~]# pvcreate /dev/sdel

The fo llow ing inform ation is d isp layed .

Physical volume "dev/sdel" successfully created
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Extend Vo lum e G roup w ith Physical Vo lum e

1 . SSH  to the LogD ecoder host.

2 . Enter the fo llow ing comm and string to create a Logical V olum e M anager 
(LVM ) physical vo lum e on the new partition .

[root@LogDecoderGM ~]# pvs

The fo llow ing inform ation is d isp layed .

PV VG Fmt Attr PSize PFree

/dev/sdb1 VolGroup00 1vm2 a-- 32.00g 0

/dev/sdc1 VolGroup01 1vm2 a-- 104.00g 0

/dev/sdd1 VolGroup01 1vm2 a-- 168.00g 0

/dev/sde1 1vm2 a-- 100.00g 100.00g

VolGroup01  consists of /dev/sdc1 and /dev/sdd1 physical
vo lum es (PV ), and LVM system . N ote that the new /dev/sde1 volum e
has 100GB of free space.

3 . To add the physical vo lum e to VolGroup01 .

a . En ter vgextend VolGroup01 /dev/sde1 .

T he fo llow ing inform ation is d isp layed .

Volume group "VolGroup01" successfully extended

b . Enter pvs.
The fo llow ing inform ation is d isp layed .

PV VG Fmt Attr PSize PFree

/dev/sdb1 VolGroup00 1vm2 a-- 32.00g 0

/dev/sdc1 VolGroup01 1vm2 a-- 104.00g 0

/dev/sdd1 VolGroup01 1vm2 a-- 168.00g 0

/dev/sde1 VolGroup01 1vm2 a-- 100.00g 100.00g

The volum e w as added to VolGroup01 , bu t it has no t been ex tended
yet (you still have 100GB  of free space). There are several Logical
V olum es in VolGroup01 , in th is exam ple involves the PacketDB .

4 . To extend the PacketDB  log ical vo lum e so that it uses all o f the 100GB  of
free space.
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a. Enter lvs VolGroup01 .
T he fo llow ing inform ation is d isp layed

LV VG Attr LSize Pool

decoroot VolGroup01 -wi-ao--- 20.00g

index VolGroup01 -wi-ao--- 10.00g

logcoll VolGroup01 -wi-ao--- 64.00g

metadb VolGroup01 -wi-ao--- 44.00g

packetdb VolGroup01 -wi-ao--- 104.00g

Sessiondb VolGroup01 -wi-ao--- 30.00g

b . Enter lvextend -l+100%FREE /dev/VolGroup01/packetdb .
T he fo llow ing inform ation is d isp layed .
Extending logical volume packetdb to 204.00 GiB

Insufficient free space: 25600 extents needed, but

only 25599 available

c. Enter lvs VolGroup01 .
T he fo llow ing inform ation is d isp layed .

LV VG Attr LSize Pool

decoroot VolGroup01 -wi-ao--- 20.00g

index VolGroup01 -wi-ao--- 10.00g

logcoll VolGroup01 -wi-ao--- 64.00g

metadb VolGroup01 -wi-ao--- 44.00g

packetdb VolGroup01 -wi-ao--- 203.00g

Sessiondb VolGroup01 -wi-ao--- 30.00g

The packetdb  L ogical V olum e has been expanded to 203GB , but the
/var/netwitness/logdecoder/packetdb filesystem  still has 104GB .

Expand the F ile System

1 . SSH  to the LogD ecoder host.

2 . Enter the fo llow ing comm and string to create a Logical V olum e M anager 
(LVM ) physical vo lum e on the new partition .
[root@LogDecoderGM ~]# xfs_growfs
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/var/netwitness/logdecoder/packetdb

The fo llow ing inform ation is d isp layed .
meta-data=/dev/mapper/VolGroup01-packetdb isize=256

agcount=4, agsize=6815488 blks

= sectsz=512 attr=2, projid32bit=0

data = bsize=4096 blocks=27261952,

imaxpct=25

= sunit=0 swidth=0 blks

naming =version

2

bsize=4096 ascii-ci=0

log =internal

bsize=4096

blocks=13311,

version=2

= sectsz=512 sunit=0blks, lazy-

count=1

lrealtime =none extsz=4096 blocks=0, rtextents=0

data b locks changed from 27261952 to 53214208

3 . Enter df -k /var/netwitness/loggdecoder/packetdb .
T he fo llow ing inform ation is d isp layed .
Filesystem  1K-blocks  Used Available Use % Mounted

on

/dev/mapper/VolGroup01-packetdb

2128035

88

364

16

2127671

72

1

%

/var/netwitness/logdecoder/p

acketdb

S tart Serv ices

Enter the fo llow ing comm and string to start the serv ices on the LogD ecoder
host.
[root@LogDecoderGM ~]# start nwlogcollector: start
nwlogdecoder

The fo llow ing inform ation is d isp layed .
nwlogcollector start/running, process 4069

nwlogdecoder start/running, process 4069
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M akes Sure That  the Services A re Runn ing

1 . Log on Security A naly tics.

2 . C lick Adm in istration > Services . ​

3 . M ake sure that the log Collecto r and Log D ecoder serv ices are running .

Reconf igure LogDecoder Param eters

1 . Log on Security A naly tics.

2 . C lick Adm in istration > Services . ​

3 . Select the LogD ecoder serv ice .

4 . U nder actions, se lect Explore .
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5 . C lick database > config > packet.dir .

6 . R igh t-c lick database , c lick Properties , se lect the  reconfig  comm and,
specify update=1 in Param eters , and click Send .
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The packetdbparam eter value changed from 98.74  GB to 192 .79 GB .
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7 . R igh t-c lick index , c lick Properties , se lect the  reconfig  comm and, specify
update=1 in Param eters , and click Send .

8 . C lose the P roperties d ia log to retu rn to the Explore v iew . The
packet.dir param eter value is now 192.79 GB (95% of 203 GB ).

S tep 4 . C on figure H os t-S pec ific P aram ete rs
Certa in application-specific param eters are requ ired to configure log ingest and
packet cap ture in the V irtual Environm ent.
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Configure Log Ingest in the V irtua l Env ironm ent

Log ingest is easily accom plished by sending the logs to the IP address you
have specified for the D ecoder. The D ecoder's m anagem ent in terface allow s
you to then select the proper in terface to listen for traffic on if it has no t
already selected it by defau lt.

Configure Packet Cap tu re in the V irtua l Env ironm ent

There are tw o options for cap turing packets in a VMW are environm ent. The
first is se tting your vSw itch in prom iscuous m ode and the second is to use a
th ird -party V irtual T ap .

Set a  vSw itch  to P rom iscuous M ode

The option of pu tting a sw itch w hether v irtual or physical in to prom iscuous
m ode, a lso described as a SPAN port (C isco serv ices) and port m irroring , is
no t w ithou t lim ita tions. W hether v irtual or physical, depending on the am ount
and type of traffic being copied , packet cap ture can easily lead to over
subscrip tion of the port, w hich equates to packet loss. T aps, being either
physical or v irtual, are designed and in tended for  loss less 100% capture of the
in tended traffic .

P rom iscuous m ode is d isab led by defau lt, and should not be turned on unless
specifically requ ired . Softw are running inside a v irtual m achine m ay be ab le to
m onito r any and all traffic m oving across a  vSw itch  if it is a llow ed to en ter
prom iscuous m ode as w ell as causing packet loss due to over subscrip tion of
the port. .

To configure a  portg roup  or v irtual sw itch to allow prom iscuous m ode:

1 . Log on  to the  ESX i/ESX  host or vC enter Server using the vSphere  C lien t.

2 . Select the  ESX i/ESX  host in the inven tory .

3 . Select  the  Configuration   tab .

4 . In the Hardware  section , c lick  Netw ork ing .

5 . Select Properties  o f the v irtual sw itch for w hich you w ant to enab le
prom iscuous m ode.

6 . Select the v irtual sw itch or portg roup  you w ant to m odify , and click  Edit .

7 . C lick the Security   tab . In the Prom iscuous M ode  d rop-down m enu,
select Accept .
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Use o f a Th ird -Party V irtua l Tap

Insta lla tion m ethods of a v irtual tap vary depending on the vendor. P lease refer
to the docum entation from your vendor for insta lla tion instructions. V irtual
taps are typ ically easy to in tegrate , and the user in terface of the tap sim plifies
the selection and type of traffic to be copied .

V irtual taps encapsu late the cap tured traffic in a GRE tunnel. D epending on
the type you choose, e ither of these scenarios m ay apply :

l An external host  is requ ired to term inate the tunnel, and the ex ternal
host d irects the traffic to the D ecoder in terface .

l The tunnel send traffic d irectly to the D ecoder in terface , w here  Security
A naly tics handles the de-encapsu lation of the traffic .
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