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NetWitness Respond Process

NetWitness Respond collects alerts from multiple sources and provides the ability to group them
logically and start an Incident Respond workflow to investigate and remediate the security issues raised.
NetWitness Respond enables you to configure rules that aggregate Alerts into Incidents. Alerts

are normalized by the system to a common format to provide users with a consistent view for the rule
criteria regardless of the data source. You can build query criteria based on the alert data with the ability
to query on fields that are common as well as specific to data sources.

The rule engine allows you to group similar alerts together into an Incident so that the investigation and
remediation workflow can be shared across a set of similar alerts. You can create rules that can group
alerts into incidents depending on a common value they share for one or two attributes (for

example, source hostname) or if they are reported within a limited time window (for example, alerts that
are within four hours of each other).

If an alert matches a rule, an incident is created using the criteria. As new alerts are ingested, if an
existing incident was already created that matched those criteria, and that incident is not "in progress"
yet, the new alerts continue to be added to the same incident. If there is no existing incident for the
grouped value (for example, the specific hostname) or the time window, a new incident is created and
the alert is added to it.

You can have multiple incident rules. The rules can either group alerts into incidents or suppress alerts
from being matched by any rule, hence the rules are ranked top-to-bottom and only the first rule to match
an incoming alert is used to include that alert in an incident. The Incidents provide a context for the
alerts, provide tools to record the investigation status, and track the progress of associated tasks.

The stages in the NetWitness Respond process are:
o Review Alerts
o Create Incidents
o Respond to Incidents:
o Review Prioritized Incident List
o Determine which Incidents Require Action
o Investigate Incidents

o Escalate or Remediate the Incident (This includes creating and assigning tasks as well as tracking
tasks to closure. In version 11.2 and later, if RSA Archer is configured as a data source in Context
Hub, you can send incidents to RSA Archer® Cyber Incident & Breach Response.)

You also have the option of managing incidents in Archer Cyber Incident & Breach Response instead of
NetWitness Respond.

7 NetWitness Respond Process
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NetWitness Respond Workflow

The following figure shows the high-level NetWitness Respond workflow process.
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Responding to Incidents

An Incident is a logically grouped set of alerts created automatically by the Incident Aggregation Engine
and grouped by a specific criteria. An incident, available in the Respond view, allows an Analyst to
triage, investigate, and remediate these groups of alerts. Incidents can be moved between users, notated,
and explored using a nodal graph. Incidents allow users to ensure that they understand the full scope of
an attack or event in their RSA NetWitness® Platform system and then take action.

The Respond view is designed to help you quickly identify the ongoing issues in your network and work
with other Analysts to quickly solve the issues.

The Respond view presents Incident Responders with a queue of incidents in severity order. When you
take an incident from the queue, you receive relevant supporting data to help you investigate the incident.
This enables you to determine the incident scope so you can escalate or remediate it as appropriate.

Within the Respond view, you can see Incidents, Alerts, and Tasks:
o Incidents: Enables you to respond to and manage incidents from start to finish.

o Alerts: Enables you to manage alerts from all sources received by NetWitness Platform and create
incidents from selected alerts.

o Tasks: Enables you to view and manage the complete list of tasks created for all incidents.

If you navigate to RESPOND > Incidents, you can see the Incidents List view and from there you can
access the Incident Details view for a selected incident. These are the main views that you use to
respond to incidents. The following figure shows the list of prioritized incidents in the Incidents List
view.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN ® admin | @

Incidents ~ Alerts  Tasks

Y Filters x Change Priority || Change Status || Change Assignee || Delete:

O caeaten v emomTY  mskscome starus AssioneE Avenrs
TiME RAnGE @) custom DaTe RanGe

All Data 06/04/2018 04:59:52 p RTICAL 90 o q
INCIDENT ID : CRITICAL
CRITICAL
PRIORITY CRITICAL

O Low
O Medium
O High
O critical

HIGH
HIGH

HIGH
sTATUS

O New

O Assigned

O In Progress

O Task Requested

0 Task Complete

O closed

[ Closed - False Positive

ASSIGNEE LicH

| Meowu 50
O show only unassigned incidents HIGH

CATEGORIES HIGH

SENT TO ARCHER
0O Yes
O No

000D o0ooo0oooooooooao

Reset Filters Showing 1000 out of 1706 items | 2 selected

The next figure shows an example of details available in the Incident Details view.

9 Responding to Incidents
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RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN
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The Respond view is designed to make it easy to evaluate incidents, contextualize that data, collaborate
with other analysts, and pivot to a deep-dive investigation as needed. The following figure shows an
example of an event analysis in the Incident Details view.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin 3

)}
@)

INC112173 Event Analysi X
None Of these for Event Stream
nalysis

Send to Archer

OVERVIEW

Network Event Details Packet Analysi Eoom

ownload PCAP comuon FiLe paTTERNs () SHADE BvTes @) DISPLAY PAYLOADS ONLY

EventStream Analysis 05/31/2018 05:26:31 pm NW SERVICE SESSION ID SOURCE IP:PORT P SERVICE FIRST PACKET TIME
omRule ELD - Concentrator 208294 10, 137572 10 3 0 05/31/2018 05:25:26.298
e =
LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET COUNT
2

0573112018 052526 pm 05/31/2018 05:25:26.298 134 bytes 0bytes
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05/31/2018 05: REQUEST
Packet 1 . SEQ 2527724856  PAYLOAD 0Byes SEssIONID
000000 LPV3.E.PV3 3 TiME
000016 49 -<Vy@e.e.uvo size
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~on:.s.
0@%0 0 oo
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PAYLOAD
MEDIUM

05/31/2018 05:26:41 pm ETH.SRC
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ETH.DST
Packet 2 426560 PAYLOAD 0 Bytes
Event Stream Analysis 05/31/2018 05:26:41 pm ETHALL 00:50:56:33:11:C6
omRule =D EoRIINCH oo LY DI ETH.TYPE 204
600016 7c (48 0] 40 R el -
8292 ca] o0 B 3 ... . Sep.  IPSRC
se 00 @0 00 2o
05/31/2018 05:26:41 pm < 1PALL
NETNAME
19,057
AL
05/31/2018 05:26:46 pm
NETNAME
DiRECTION
1».pROTO
Event Stream Analysis 05/31/2018 05:26:48 pm e
omRule
Tcp.sRCPORT
PoRT.ALL
05/31/2018 05:26:48 prm PORT.SRC.ALL
TcP.DSTPORT

PORT.ALL

Event Stream Analysis 05/31/2018 05:26:50 pm PORT.DST.ALL

mRule SERVICE
PACKETS PER PAGE

STREAMS
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Responding to Incidents Workflow

This workflow shows the high-level process that Incident Responders use to respond to incidents in
NetWitness Platform.

Review Determine . Escalate or
Investigate the

Prioritized which Incidents Incident Remediate the
Incident List Require Action Incident

First, you review the list of prioritized incidents, which shows basic information about each incident, and
determine which incidents require action. You can click a link in an incident to get a clearer picture of
the incident with supporting details in the Incident Details view. From there, you can further investigate
the incident. You can then determine how to respond to the incident, by escalating or remediating it.

These are the basic steps for responding to an incident:

1. Review Prioritized Incident List

. Determine which Incidents Require Action

2
3. Investigate the Incident
4

. Escalate or Remediate the Incident

Review Prioritized Incident List

In the Respond view, you can view the list of prioritized incidents. The incident list shows both active
and closed incidents.

View the Incidents List

After logging in to NetWitness Platform, most Incident Responders see the Respond view, which is set
as the default view. If you have a different initial view, you can navigate to the Respond view.

1. Log in to NetWitness Platform.
The Respond view shows the list of incidents, also referred to as the Incident List view.

11 Responding to Incidents
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RSA RESFOND

INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents ~ Alerts ~ Tasks

Y Filters
TIME RANGE

All Data

INCIDENT 1D

sRICRITY
O Low
O Medium
O High
O critical

staTus
O New

O Assigned

O In Progress

O Task Requested
0O Task Complete
O Closed

O Closed - False Positive

ASSIGNEE

O show only unassigned incidents

CATEGORIES

SENT TO ARCHER

O Yes
O No

x Change Priority || Change Status || Change Assignee | Delete

W PRIORITY

@) cusTom pare RaNGE

| OO0 0O O0ODO0ODOO0OOoODoODoODDoODooooao

Reset Filters

won

the following table.

Column

CREATED

PRIORITY

O  created

05/31/2018 05:24:52 pm

Description

CRITICAL

CRITICAL

CRITICAL

CRITICAL

HIGH

HIGH

| w50

HIGH

HIGH

HIGH

HIGH

Showing 1000 out of 1706 items | 2 selected

@ admin | )

ALERTS

1

If you do not see the incidents list in the Respond view, go to RESPOND > Incidents.

Scroll through the incidents list, which shows basic information about each incident as described in

Shows the creation date of the incident.

Shows the incident priority. Priority can be Critical, High, Medium or Low.

The Priority is color coded, where red indicates a Critical incident, orange represents
a High risk incident, yellow indicates a Medium risk incident, and green represents a

Low risk incident. For example:

PRIDRITY

CRITICAL

HIGH

| meDium

| Low

RISK SCORE Shows the incident risk score. The risk score indicates the risk of the incident as
calculated using an algorithm and is between 0-100. 100 is the highest risk score.

Responding to Incidents
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ID Shows the automatically created incident number. Each incident is assigned a unique

number that you can use to track the incident.

NAME Shows the incident name. The incident name is derived from the rule used to trigger

the incident. Click the link to go to the Incident Details view for the selected incident.

STATUS Shows the incident status. The status can be: New, Assigned, In Progress, Task
Requested, Task Complete, Closed, and Closed - False Positive.

ASSIGNEE Shows the team member currently assigned to the incident.

ALERTS Shows the number of alerts associated with the incident. An incident may include
many alerts. A large number of alerts might mean that you are experiencing a large-
scale attack.

At the bottom of the list, you can see the number of incidents on the current page, the total number of

incidents, and the number selected. For example: Showing 1000 out of 1115 items | 3 selected. The
maximum number of incidents that you can view at one time is 1,000.

Filter the Incident List

The number of incidents in the Incidents List view can be very large, making it difficult to locate
particular incidents. The Filter enables you to specify those incidents that you would like to view. You
can also choose the timeframe when those incidents occurred. For example, you may want to view all of
the new critical incidents created within the last hour.

1. Verify that the Filters panel appears to the left of the incidents list. If you do not see the Filters
panel, in the Incident List view toolbar, click , which opens the Filters panel.

13 Responding to Incidents
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2.

TIME RANGE @ | cusTom DATE RANGE

All Data

INCIDENT ID

PRIORITY
O Low
O Medium
O High
O Critical

STATUS

O New

O Assigned

O In Progress

O Task Requested

O Task Complete

O Closed

[ Closed - False Positive

ASSIGNEE

[0 Show only unassigned incidents

CATEGORIES

SENT TO ARCHER

O Yes
O No

Reset Filters

In the Filters panel, select one or more options to filter the incidents list:

o« TIME RANGE: You can select a specific time period from the Time Range drop-down list. The
time range is based on the creation date of the incidents. For example, if you select Last Hour,
you can see incidents that were created within the last 60 minutes.

o« CUSTOM DATE RANGE: You can specify a specific date range instead of selecting a Time
Range option. To do this, click the white circle in front of Custom Date Range to view the Start

Responding to Incidents
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Date and End Date fields. Select the dates and times from the calendar.
Y Filters

TIME RANGE . CUSTOM DATE RANGE

START DATE

04/01/2018 12:00:00 PM

END DATE

04/23/2018 12:00:00 PM

APRIL 2018 3
Mon Tue Wed Thu

3 4 5
10 11 12
17 18 19

24 25 26

INCIDENT ID: Type the Incident ID for an incident you would like to locate, for example INC-
1050.

PRIORITY: Select the priorities that you would like to view.

STATUS: Select one or more incident statuses. For example, select Closed - False Positive to
view only false positive incidents, which were initially identified as suspicious, but then they were
later found to be safe.

ASSIGNEE: Select the assignee or assignees of the incidents that you would like to view. For
example, if you only want to view the incidents assigned to Cale or Stanley, select Cale and
Stanley from the Assignee drop-down list. If you want to view incidents regardless of the
assignee, do not make a selection under Assignee.

(Available in version 11.1 and later) To view only unassigned incidents, select Show only
unassigned incidents.

CATEGORIES: Select one or more categories from the drop-down list. For example, if you only
want to view incidents classified with the Backdoor or Privilege abuse categories, select
Backdoor and Privilege abuse.

SENT TO ARCHER: (In version 11.2 and later, if RSA Archer is configured as a data source in
Context Hub, you can send incidents to Archer Cyber Incident & Breach Response and this option

15

Responding to Incidents



NetWitness Respond User Guide

will be available in NetWitness Respond.) To view incidents that were sent to Archer, select Yes.
For incidents that were not sent to Archer, select No.

The incidents list shows a list of incidents that meet your selection criteria. You can see the number
of incidents in your filtered list at the bottom of the incident list.

Showing 1000 out of 91205 items | O selected

3. Click to close the Filters panel and return to the Incidents List view, which now shows your
filtered incidents.

Remove My Filters from the Incident List View

NetWitness Platform remembers your filter selections in the Incident List view. You can remove your
filter selections when you no longer need them. For example, if you are not seeing the number of
incidents that you expect to see or you want to view all of the incidents in your incident list, you can
reset your filters.

1. In the Incident List view toolbar, click .
The Filters panel appears to the left of the incidents list.

2. At the bottom of the Filters panel, click Reset Filters.

View My Incidents

You can view your incidents by filtering the incidents by your username.

1. If you cannot see the Filter panel, in the Incident List view toolbar, click .

2. In the Filter panel, under ASSIGNEE, select your username from the drop-down list.
The incidents list shows the incidents that are assigned to you.

Find an Incident

If you know the Incident ID, you can quickly locate an incident using the Filter. For example, you may
want to locate a specific incident out of thousands of incidents.

1. Goto RESPOND > Incidents.
The Filters panel appears to the left of the incidents list. If you do not see the Filters panel, in the

Incident Lists view toolbar, click , which opens the Filters panel.
Y Filters

TIME RANGE . CUSTOM DATE RANGE

All Data

INCIDENT ID

INC-36|

2. Inthe INCIDENT ID field, type the Incident ID for an incident that you would like to locate, for
example INC-36.

Responding to Incidents 16
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The specified incident appears in your incident list. If you do not see any results, try resetting your
filters.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN (ﬂ) admin
Incidents  Alerts  Tasks

Y Filters %

[] CcREATED + | PRIORITY RISK SCORE STATUS ASSIGNEE ALERTS
TimE RANGE @) custom e rawGe
All Data O 0531200 07 p 30 . :

INCIDENT 1D

INC-36

PRIORITY
O Low
O Medium
O High
O Critical

STATUS
O New

O Assigned

O In Progress

0O Task Requested

0O Task Complete

O Closed

O Closed - False Positive

ASSIGNEE

O Show only unassigned incidents

CATEGORIES

SENT TO ARCHER
O Yes
O No

Reset Filters Showing 1 out of 1 items | 0 selected

Sort the Incidents List

The default sort for the incidents list is by Created date in descending order (newest on the top).
Incidents  Alerts

CREATED W+ | PRIORITY RISK SCORE STATUS ASSIGNEE ALERTS
047231201 08:04 pm ' MEDIUM 70 if Analyst User

04/23/2018 10:08:04 pm ' MEDIUM 70 ig Analyst User

0472372018 10:08:04 pm ' MEDIUM 70 ig Analyst User

You can change the sort order of the incidents list by clicking a column header in the list.
For example, to prioritize the incidents, you can sort your view by clicking the Priority column header.

The following figure shows the incidents list sorted by Priority in ascending order (lowest priority on
top).

Incidents  Alerts

Y

CREATED PRIORITY 3 STATUS ASSIGNEE ALERTS
03/21/2018 7:47 l Low 1 Task Requested

03121/ : | ow 1 - New

03/21/2018 07:59:52 pm l Low 1 - New

To sort by Priority in descending order (highest priority on top), click the Priority column header again.
The highest priority incidents are at the top as shown in the following figure.

17 Responding to Incidents
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Incidents  Alerts  Tasks

Y

CREATED PRIORITY + | RISK SCORE STATUS ASSIGNEE ALERTS

04/16/2018 06:24:15 pm CRITICAL 50 .. Assigned admin

CRITICAL 100 o New

CRITICAL 100 o New

View Unassigned Incidents

Note: This option is available in version 11.1 and later.

You can view unassigned incidents using the Filter.

1. If you cannot see the Filter panel, in the Incident List view toolbar, click .

2. In the Filters panel, under ASSIGNEE, select Show only unassigned incidents.

ASSIGNEE

Show only unassigned incidents

The incidents list is filtered to show unassigned incidents.

Responding to Incidents 18




NetWitness Respond User Guide

Assign Incidents to Myself

1.

2. Click Change Assignee and select your username from the drop-down list.

3.

In the Incident List view, select one or more incidents that you want to assign to yourself.

RSA RESPOND INVESTIGATE

Incidents  Alerts  Tasks

MONITOR CONFIGURE

Y | changePriority || ChangesStatus || Change Assignee
(m)

CREATED v PRIORITY

(m]
(m]
(m]
(m]
(m)
(m]
(m]
(m]
(m]
(m]
(m]
(m]
(m]
(m)
(m]
(m]

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

(Unassigned)
o admin

Analyst User“

Delete

ADMIN

Showing 1000 out of 97524 items | 3 selected

STATUS

New

New

New

New

New

New

New

New

New

New

New

New

New

New

New

New

New

New

New

ASSIGNEE

ALERTS

If you selected more than one incident, in the Confirm Update dialog, click OK.

Confirm Update

You are about to make the following changes to more than cne item:

Field: Assignee

Value: Analyst User

Number of items: 4

19
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You can see a successful change notification.

RSA| RESPOND INVESTIGATE MONITOR CONFIGUR
Incidents  Alerts Tz
\

[0 creaTen ~  PRIORITY RISK SCORE D STATUS ASSIGNEE ALERTS
04/12/2018 10:51:16 pm HIGH 80 Assigned Analyst User
0412720 1:16 pm HIGH 80 Assigned Analyst User
04/12/20 :51:16 pm HIGH 80 Analyst User
04/12/2018 10:51:16 pm HIGH 80
04/1272018 1% HIGH 80
041272018 HIGH 80
04/12/2018 10 HIGH 80
04/12/201810:51 HIGH 80
04/12/201810:51: HIGH 80
04/12/20° :51:16 p HIGH 80
041127 B HIGH 80
04/12/2018 10 HIGH 80
04/12/201810:51 HIGH 80
04/1272018 B HIGH 80
04/12/20° B HIGH 80
04/12/2018 10 HIGH 80
04/12/20 : HIGH 80
04/12/2018 E HIGH 80

04/122018 o HIGH 20

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

Showing 1000 out of 97524 items | 3 selected

Unassign an Incident

1. In the Incident List view, select one or more incidents that you want to unassign.

2. Click Change Assignee and select (Unassigned) from the drop-down list.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin

Incidents  Alerts

Y Change Priority Change Status Delete
[m]

CREATED ~  PRIORITY [UnaSSIgne")“ NAME STATUS ASSIGNEE ALERTS

admin
04/04/2018 06:26:41 pm HIGH . Assigned Analyst User
Analyst User

04/04/2018 06:25:41 pm HIGH Animesh Assigned Analyst User
04/04/2018 06:23:36 pm HIGH deploy_admin - Assigned Analyst User
04/04/2018 06:11:40 pm HIGH - Assigned Analyst User
04/04/2018 06:10:39 pm HIGH
06:07:42 pm HIGH
42 pm HIGH
42 pm HIGH
HIGH
04/04/2018 06:07:42 pm HIGH
04/04/2018 06:07:42 pm HIGH
04/04/2018 06:07:42 pm HIGH
04/04/2012 06:07:42 pm HIGH
04/04/2012 06:07:42 pm HIGH
04/04/2012 06:07:42 pm HIGH

04/04/2018 06: 2 HIGH

m]
m]
u]
u]
m]
o
o
m]
m]
u]
m]
m]
o

04/04/2018 06:0° HIGH

Showing 1000 out of 91232 items | 4 selected
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3. If you selected more than one incident, in the Confirm Update dialog, click OK.
Confirm Update

You are about to make the following changes to more than one item:

Field: Assignee
Value: (Unassigned)
Number of items: 4

=l

4. Verify that the Status is still correct and make changes as required. To change the status, select one
or more incidents, click Change Status, and select a new status.
For example, if you assigned an incident to yourself by mistake, you can unassign the incident and
then change the Status from Assigned back to New.
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Determine which Incidents Require Action

Once you get the general information about the incident from the Incident List view, you can go to the
Incident Details view for more information to determine the action required.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin fjﬂ;\

»

(e A =0

Example.com

INDICATORS (3)

337 pm

View Incident Details

To view details for an incident, in the Incidents List view, choose an incident to view and then click the
link in the ID or NAME column for that incident.
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RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | @

Incidents  Alerts  Tasks

X
createD PuORTY  miskscome 1 STATUS 4 AssiGNEE  ALERTS
@ ) custom paTe ranGE
Al Data 07137201 HIGH &
504 HIGH
CRITICAL
HIGH
3201 CRITICAL
0771372018 04:49:27 pm CRITICAL
O critical P
7 pm CRITICAL
071372018 04:49:27 pm CRITICAL
0O Assigned
O In Progress 8044927 pm RITICAL
0O Task Requested
O Task Complete CRITICAL
O Closed
O Closed - False Positive 2 CRITICAL
nssiane CRTICAL
CRITICAL
O Show only unassigned incidents 071372 HIGH
HIGH
) ow
HIGH
HIGH

soszzatpm | tow

nonotzITem | MEDUM

Reset Filters Showing 20 out of 20 items | 0 selected

The Incident Details view for the selected incident appears with the Overview panel and Nodal Graph in
view.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin
INC-78 A =

Example.com

<

INDICATORS (2)

07/19/2018 01:33:37 pm

The Incident Details view has the following panels:

o« OVERVIEW: The incident Overview panel contains high-level summary information about the
incident, such as the score, priority, alerts, and status. You have the option to send the incident to
RSA Archer and change the incident Priority, Status, and Assignee.

o INDICATORS: The Indicators panel contains a chronological listing of indicators. Indicators are
alerts, such as an ESA alert or a NetWitness Endpoint alert. This listing helps you to connect
indicators and notable data. For example, an IP address connected to a command and communication
ESA alert might also have triggered a NetWitness Endpoint alert or other suspicious activities.

23 Determine which Incidents Require Action



NetWitness Respond User Guide

o Nodal Graph: The nodal graph is an interactive graph that shows the relationship between the entities
involved in the incident. An Entity is a specified piece of meta, such as [P address, MAC address,
user, host, domain, file name, or file hash.

o Events: The Events panel, also known as the Events table, lists the events associated with the
incident. It also shows event source and destination information along with additional information
depending on the event type. You can click an event in the list to view the detailed data for that event.

o« JOURNAL: The Journal panel enables you to access the Journal for the selected incident, which
allows you to communicate and collaborate with other analysts. You can post notes to a journal, add
Investigation Milestone tags (Reconnassance, Delivery, Exploitation, Installation, Command and
Control, Action on Objective, Containment, Eradication, and Closure), and view the history of activity
on your incident.

o TASKS: The Tasks panel shows all of the tasks that have been created for the incident. You can also
create additional tasks from here.

o RELATED: The Related Indicators panel enables you to search the NetWitness Platform alerts
database to find alerts that are related to this incident. You can also add related alerts that you find to
the incident.

To view more information in the left-side panel without scrolling, you can hover over the right edge and
drag the line to resize the panel as shown in the following figure:

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN
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View Basic Summary Information about the Incident

You can view basic summary information about an incident in the Overview panel.

Above the Overview panel, you can see the following information:
o Incident ID: This is an automatically created unique ID assigned to the incident.
o Name: The incident name is derived from the rule used to trigger the incident.

o Send to Archer / Sent to Archer: (In version 11.2 and later, if RSA Archer is configured as a data
source in Context Hub, you can send incidents to Archer Cyber Incident & Breach Response and this
option is available in NetWitness Respond.) This shows whether an incident has been sent to Archer
Cyber Incident & Breach Response. An incident sent to Archer shows as Sent to Archer. An incident
that has not been sent to Archer shows as Send to Archer. You can click the Send to Archer button to
send the incident to Archer Cyber Incident & Breach Response.

INC-22
High Risk Alerts: NetWitness

Endpoint for 208

Send to Archer

To view the Overview panel from the Incident Details view, select OVERVIEW in the left panel.

INC-22

High Risk Alerts: NetWitness
Endpoint for .208

INDICATORS (2)
Created: 0372172018 08:00:02 pm
Rule: High Risk Alerts: NetWitness Endpoint
Risk Score 40

Priority: Medium

Assigned

admin

Sources: Event Stream Analysis, Endpoint

Categaories:

Catalysts: 2 Indicator(s), 2 Event(s)
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To view the Overview panel from the Incidents List view, click an incident in the list. The Overview
panel appears on the right.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | @
Incidents ~ Alerts  Tasks

Y INC-22

O createn A PRIORITY  RISKSCORE status ASSIGNEE ALERTS High Risk Alerts: Netwitness Endpoint
for

Send to Archer

CRITICAL
) wow
HiGH

032172018 05002 pm
) wow ’

§ row High Risk Alerts: NetWitness Endpoint

fow 2
| veDUM 2
Jow
| meDUM
) ow
) ow
nt Stream Analysis, Endpoint

ow

CRITICAL

Catalysts: 2 Indicator(s) 2 Evends)

fow

HIGH

HIGH

HIGH

CRITICAL

HIGH 5 In Progress

o
o
o
[m]
=]
o
o
o
o
o
o
o
[m]
o
o
o
o
o
o
o

) tow e

Showing 1000 out of 97523 items | 0 selected

The Overview panel contains basic summary information about the selected incident:
o Created: Shows the creation date and time of the incident.

o Rule / By: Shows the name of the rule that created the incident or the name of the person who created
the incident.

o Risk Score: Indicates the risk of the incident as calculated via an algorithm and is between 0-100.
100 is the highest risk score.

o Priority: Shows the incident priority. Priority can be Critical, High, Medium or Low.

o Status: Shows the incident status. The status can be New, Assigned, In Progress, Task Requested,
Task Complete, Closed, and Closed - False Positive. After you create a task, the status changes to
Task Requested.

o Assignee: Shows the team member currently assigned to the incident.
o Sources: Indicates the data sources used to locate the suspicious activity.
o Categories: Shows the categories of the incident events.

o Catalysts: Shows the count of indicators that gave rise to the incident.
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View the Indicators and Enrichments

Note: Indicators are alerts, such as an ESA alert or a NetWitness Endpoint alert.

You can find indicators, events, and enrichments on the Indicators panel. The Indicators panel is a
Chronological listing of indicators that helps you to find enrichments and events related to the triggering
indicator. For example, an indicator might be a Command and Control alert, a NetWitness Endpoint
alert, a Suspicious Domain (C2) alert, or an alert from an Event Stream Analysis (ESA) rule. The
Indicators panel helps you to aggregate and order these indicators (alerts) from different systems so that
you can see how they are related and also help you develop a timeline of a given attack.

To view the Indicators panel, in the left panel of the Incident Details view, select INDICATORS.

INC-13

High Risk Alerts: Malware
Analysis for 10.11.110.41

A Sent to Archer

OVERVIEW

Malware Analysis 08/10/2014 12:02:00 am
Malware Found in Metwork Session{Zero day)

MNetwork 05/08/2014 06:28:14 am
00+ = 10.11.110.41 =124

Malware Analysis 08/10/2014 12:02:00 am
Malware Found in Metwork Sessio ro day)

Network 05/08/2014 06:28:14 am
00: - 10.11.110.41 - 124...

Malware Analysis 08/10,2014 12:02:00 am
Malware Found in Metwork Session{Zero day)

Malware Analysis 02/10/2014 12:02:00 am
Malware Found in Metwork Session{Zero day)

Indicators are alerts, such as an ESA alert or a NetWitness Endpoint alert. This listing helps you to
connect indicators and notable data. For example, indicators can show the data found by your rules. In
the Indicators panel, the risk score for an indicator is shown within a solid-colored circle.

Data source information is shown below the names of the indicators. You can also see the creation date
and time of the indicator and the number of events in the indicator. When data is available, you can see
the number of enrichments. You can click the event and enrichment buttons to view the details.
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View and Study the Events

You can view and study the events associated with the incident from the Events panel. It shows
information about the events, such as event time, source IP, destination IP, detector IP, source user,
destination user, and file information about the events. The amount of information listed depends on the
event type.

There are two types of events:
« A transaction between two machines (a Source and a Destination)

o An anomaly detected on a single machine (a Detector)

Some events will only have a Detector. For example, NetWitness Endpoint finds malware on your
machine. Other events will have a Source and Destination. For example, packet data shows
communication between your machine and a Command and Control (C2) domain.

You can drill further into an event to get detailed data about the event.

To view and study the events:

1. To view the Events panel, in the Incident Details view toolbar, click B.

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

24 events

High Risk Alerts: ESA for SouRce 1P SOURCEPORT  SOURCEHOST  SOURCE MAC SOURCEUSER  DESTINATION IP  DESTINATION PORT  DESTINATION HOST DESTINATION MAC
102550131

i 00 pm 7 0: 102551255 137 AR
Send to Archer

26000 pm 3 o L S
SIS
AT
st
SIS
AT
e
SIS
AT
e
SIS
AT
e
SIS
AT
e
040372018 04:1528 pm
AT
AT
e

AR

The Events panel shows a list of information about each event as shown in the following table.

TIME Shows the time the event occurred.

TYPE Shows the type of alert, such as Log and Network.
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SOURCE IP

SOURCE PORT

SOURCE HOST

SOURCE MAC

SOURCE USER

DESTINATION IP

DESTINATION PORT

DESTINATION
HOST

DESTINATION MAC
DESTINATION USER
DETECTOR IP

FILE NAME

FILE HASH

Shows the source IP address if there was a transaction between two
machines.

Shows the source port of the transaction. The source and destination
ports can be on the same IP address.

Shows the source host where the event took place.
Shows the MAC address of the source machine.
Shows the user of the source machine.

Shows the destination IP address if there was a transaction between two
machines.

Shows the destination port of the transaction. The source and destination
ports can be on the same [P address.

Shows the destination host where the event took place.

Shows the MAC address of the destination machine.

Shows the user of the destination machine.

Shows the IP address of the machine where an anomaly was detected.
Shows the file name if a file is involved with the event.

Shows a hash of the file contents.

If there is only one event in the list, you see only the event details for that event instead of a list.
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2. Click an event in the Events list to view the Event details.
This example shows the event details for the first event in the list.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-38 Event Dete
High Risk Alerts: ESA for Q03208 26 pm
10.2550.131

send to Archer

OVERVIEW

10f24 >

04/03/2C

Event Stream Analysis Network

ESARule

Event Stream Analysis
ESA- D

Event Stream Analysis
ESA- Se! D

Event Stream Analysis  04/03/2018
ESA Rule

Event Stream Analysis  04/03/2018
ESA Rule

Event Stream Analysis
ESA-Se b}

Event Stream Analysis
ESARule
URL

Event Sweam Analysis  04/03/2018 2 ce 10.4.61.44:56005
ES) D
1471

Netwark
00:

Event Stream Analysis
ES ssion ID

6.000 pm (12 days age)

276

investigate._origina

finy tion/host/

10.25.50.131

137
Ligitiginicg

10.25.51.255

44:56005/navigate/event/AUTO/1471

3. Use the Event Details navigation to view details for additional events.
This example shows the second event in the list.

@ admin

A :
o f

@
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RSA RESPOND

INVESTIGATE

High Risk Alerts: ESA for
10.25.50.131

Send to Archer

OVERVIEW

Event Stream Analysis

ESARule

Event Str

Event Stream Analysis

ESARule

Event Stream Analysis

ESA Rule

Event St

Event Stream Analysis

ESA Rule

Event Stream Analysis

- Se:

00::

Event Stream An:

If you have

sis  04/03/2018 0

s 04/03/2018 04:03:

04/03/2018 04:03:

04/03/2018 04:08:3

sis  04/03/2018 04:08:37 pm

04/03/2018 04:15:28 pm

04/03/2018

MONITOR

Event Details
04/03/2018 03:57:26 pm

CONFIGURE ADMIN

BackToTable | £ 2of24 >

Timestamp

26,000 pm (12 days ago)

276

investigate_origi nt

finvestigation/host/10.4.61.44:56005/navigate/event/AUTO/ 1471
10.4.61.44:56005

1471

additional Investigate-server permissions, you can also access Event Analysis details for

events. See View Event Analysis Details for Indicators.

View and Study the Entities Involved in the Events

An Entity is either an IP address, MAC address, user, host, domain, file name, or file hash. The nodal
graph is an interactive graph that you can move around to get a better understanding of how the entities
involved in the events relate to each other. The nodal graphs look different depending on the type of
event, the number of machines involved, whether the machines are associated with users, and if there
are files associated with the event.

The following figure shows an example nodal graph with six nodes.
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If you look closely at the nodal graph, you can see circles that represent nodes. A nodal graph can
contain one or more of the following types of nodes:

o IP address (If the event is a detected anomaly, you can see a Detector IP. If the event is a
transaction, you can see a Destination IP and a Source IP.)

o MAC address (You may see a MAC address for each type of IP address.)
o User (If the machine is associated with a user, you can see a user node.)

o Host

o Domain

o Filename (If the event involves files, you can see a filename.)

o File Hash (If the event involves files, you may see a file hash.)

The legend at the bottom of the nodal graph shows the number of nodes of each type and the color coding
of the nodes.

You can click any node and drag it to reposition it.
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The arrows between the nodes provide additional information about the entity relationships:

o Communicates with: An arrow between a Source machine node (IP address or MAC address) and a
Destination machine node labeled with "communicates with" shows the direction of the
communication.

o As: An arrow between nodes labeled with "as" provides additional information about the IP address
that the arrow points to. In the above example, there is an arrow from the host node circle that points
to an IP address node that is labeled with "as". This indicates that the name on the host node circle is
the hostname of that IP address and is not a different entity.

o Has file: An Arrow between a machine node (IP address, MAC address, or Host) and a file hash
node labeled with "has" indicates that the IP address has that file.

o Uses: An arrow between a User node and a machine node (IP address, MAC address, or Host)
labeled with "uses" shows the machine that the user was using during the event.

o Is named: An arrow from a File Hash node to a File Name node labeled with "is named" indicates
that the file hash corresponds to a file with that name.

o Belongs to: An arrow between two nodes labeled with "belongs to" indicates that they pertain to the
same node. For example, an arrow between a MAC address and a Host labeled with "belongs to"
indicates that it is the MAC address for the host.

Larger line size arrows indicate more communication between the nodes. Larger nodes (circles) indicate
more activity than smaller nodes. The larger nodes are the most common entities mentioned in the
events.
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The following nodal graph example has 11 nodes.

11-11-‘1-11»11»1?»11-11

»
ﬁ@e

03 S8Uo0jq

.

y belongs to
host, examleom -
y

1 MAC(s)

In this example, notice that there are two IP nodes. They both have hashed files, but they do not
communicate with each other. The IP address at the top (192.168.1.1) represents one machine with two
hostnames (host.example.com and INENDEBSI1L2C) in the example.com domain. The MAC address of
the machine is 11-11-11-11-11-11-11-11-11 and Alice uses it.

Select Node Types to View on the Nodal Graph

Note: This option is available in version 11.2 and later.

In the Incident Details view nodal graph, you can hide node types to further study the interactions
between the entities on the nodal graph.

1. Goto RESPOND > Incidents.

2. In the Incidents List view, choose an incident to view and then click the link in the ID or NAME
column for that incident.
The Incident Details view for the selected incident appears with the Nodal Graph in view. The
legend below the nodal graph has all of the entity node types selected by default.
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If you do not see the nodal graph, click the

RESPOND  INVESTIG MONITOR  CONFIGURE

N
Suspected C&C

ADMIN

oveRviEw

[ r—p— 010572017 100327 am
P2P software as detected by an Intrusion detection d.

Event Stream Analyss
Suspected UBAVPN

0170572017 10:5%:12 pm

Domain is not whitelsted.

‘The time Itervals between communication events are very

Domain i relatively new to the environment.

i1

‘The domain is rare In this environment.

1 9

‘Ahigh percentage of hosts connecting to the domain are not
utlzing referrers.

Ahigh percentage of hosts connecting to the domain are
using a rare or no user agent.

view graph icon E

1t

1 MAC(s)

JOURNAL (0)  TASKS (0)
Related Indicators

Enter a value below and dick the Find button to look for other
Indicators related to that value.

Last24 Hours v

3. To hide node types, in the legend, clear the checkbox for the node types that you would like to hide in

the nodal graph.

The following example shows the IP address node type cleared and the IP address nodes are now

hidden.

RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

OVERVIEW.

Event Stream Analysis 0170572017 10:03:27 am
P2P software as detected by an Intrusion detection d...

Event stream Analysis
Suspected UBA VPN

0110512017 10:59:12 pm

Domain is not whitelsted.

‘The time Intervals between communication events are very
uniform.

Domain i relatively new to the environment.

The domain israre In this environment.

Ahigh percentage of hosts connecting to the domain are not
utlizing referrers.

‘Ahigh percentage of hosts connecting to the domain are
using a rare or no user agent.

marfrnati

JOURNAL (0)  TASKS (0)
Related Indicators

Enter a value below and ciick the Find button to look for other
Indicators related to that value.

Find: P v

329036 28864020 Value:

Wnen: Last24 Hours v
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4. To include (unhide) node types, select the checkbox for the node types that you would like to appear
in the nodal graph.

Hiding node types can be especially helpful if the nodal diagram includes over 100 nodes as shown in the
following figure.

RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | @

INC 2 AaEm

Suspected C&C with mail.google.com

Send to Archer

Event Stream Analysis
http-packet

After hiding the IP node types, you can get a better understanding of what is happening with the
remaining nodes.
RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin = ®

IN =

Suspected C&C with mail.google.com

Send to Archer

11:00 pm
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Filter the Data in the Incident Details View

You can click indicators in the Indicators panel to filter what you can see in the nodal graph and the
Events list.

If you select an indicator to filter the nodal graph, data that is not part of your selection is dimmed, but it
is still in view as shown in the following figure.

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-78

Example.com

<

Endpoint
10) IPlOC 8

Endpoint 06/20/2013 10:48:58 a
10) ModuleloC 8

If you select an indicator to filter the events list, only the events for that indicator are shown in the list.
The following figure shows an indicator selected that contains three events. The filtered Events list
shows those three events.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC2 3 events in country_dst

High Risk Alerts: Reporting Time Tvee source P SOURCEPORT  SOURCEHOST  SOURCEMAC SOURCEUSER  DESTINATION IP
Engine for 192.168.100.185

01/01/1970 12:00:00.000 am Network. 192.168.100.185 123 00:00:
Send to Archer

01/01/1970 12:00:00.000am Nework 192168.100.185 123 00:00:
overviEw
———— 01/01/1970 12:00:00.000 am Network 192.168.100.185 3 00:00:
Reporting Engine 08/13/201411:28:10 am
country_dst

Reporting Engine 08/13/201411:28:10 am
country_dst

Nemwork ?
00:00: - 192.168.100.185

Nemwork

o 192.168.100.185

Network 01/01/1970 12:00:00 am
00:00 192.168.100.185

Reporting Engine 08/13/201411:28:10am
country_dst

Reporting Engine 13/201411:28:10 am
country,¢

Reporting Engine 08/13/201411:28:10 am
country_dst

Reporting Engine 08/13/20141128:10 am
country._

Reporting Engine 08/13/201411:28:10 am
country_dst

Reporting Engine 08/13/201411:28:10 am
country_dst

If you select an indicator to filter the events list and there is only one event for that indicator, you can
see the event details for that event as shown in the following figure.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin

INC-16 etalls A

Wweb Threat Detection for WTD
Incidentid 98

3 06/17/2015 07:58:04,000 pm (3 years ago)
send to Archer

Web Threat Detection |
OVERVIEW
Retail Wire Over 3000
06/17/2015

John Doel
1P Add 10.1.1.198

nt06/17/2015 07:58:04 pm
- John Doel Related Link View Original Event (in WTD)

hups:/ «com/#incidentDetails?incident=198

Triggered when retail wire exceeds $3000

retail_wire_over_3000

Retail Wire Over 3000

Retail wire amount is 150,000

John Doel

tenant1
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View the Tasks associated with an Incident

Threat responders and other analysts can create tasks for an incident and track those tasks to completion.
This can be very helpful, for example, when you require actions on incidents from teams outside of your
security operations. You can view the tasks associated with an incident in the Incident Details view.

1. Goto RESPOND > Incidents and locate the incident that you want to view in the Incidents List.
2. Click the link in the ID or NAME field of the incident to go to the Incidents Details view.

3. In the Incident Details view toolbar, click n
The Journal panel opens.

4. Click the TASKS tab.
The Tasks panel shows all of the tasks for the incident.

JOURNAL (4) TASKS (2 RELATED >

REM-7 / INC-1135 L

CREATED: 08,
LAST UPDATED: 083,
OPENED (6 minutes ago)

NAME Discussion Required
ASSIGNEE:  Analyst User
PRIORITY: High

STATUS: New

DESCRIPTION

Discuss this incident with the SCO Manager.

REM-6 / INC-1135
CREATED: [T
LAST UPDATED: 08
OPENED (9 minutes aga)

NAME Remediation Task
ASSIGNEE: lanRSA

PRIORITY: High

STATUS: New

DESCRIPTION

This is remediation task AAA-1234.

For more information about tasks, see Tasks List View, View All Incident Tasks, and Create a Task.
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View Incident Notes

The incident Journal enables you to view the history of activity on your incident. You can view journal
entries from other analysts and also communicate and collaborate with them.

1.
2.

Go to RESPOND > Incidents and locate the incident that you want to view in the Incidents List.

Click the link in the ID or NAME field of the incident to go to the Incidents Details view.

In the Incident Details view toolbar, click n
The Journal panel shows all of the journal entries for the incident.

WAL (4 TASKS [2) RELATED
ADMIN 0

Started researching the incident. This is similar to
one | had yesterday.

ADMIN 08/0 22: 58

I think this IP is malicious.

ADMIN

| created a task for lan. | think he does remediations,
too.

ADMIN 0804720

lan is booked solid. We may need to assign it to
someone else. We will let you know.

New Journal Entry

Find Related Indicators

Related Indicators are alerts that were not originally part of the selected incident, but they are related in
some way to the incident. The relationship may or may not be obvious. For example, related indicators

can involve one or more entities from the incident, but they can also be related due to some intelligence
outside of NetWitness Platform.

Determine which Incidents Require Action

40



NetWitness Respond User Guide

In the Incident Details view Related Indicators panel, you can search for an entity (such as I[P, MAC,
Host, Domain, User, Filename, or Hash) in other alerts outside of the current incident.

1. Goto RESPOND > Incidents and locate the incident that you want to view in the Incidents List.
2. Click the link in the ID or NAME field of the incident to go to the Incidents Details view.

3. In the Incident Details view toolbar, click n
The Journal panel opens on the right.

4. Click the RELATED tab.
The Related Indicators panel is displayed.

JOURNAL (0) TASKS (D)

Related Indicators

P
VELN= 202.247
When: All Data

Indicators for: IP: $.202.247

All Data

Reporting Engine
Log Destination Ports

nts

Add To Incident

Reporting Engine

Log Destination Ports

nts

Add To Incident

5. In the Find field, select the entity type to search, such as IP.
6. Inthe Value field, type a value for the entity, such as a specific IP address.

7. Inthe When field, select the time period to search, such as the Last 24 Hours.

41 Determine which Incidents Require Action



NetWitness Respond User Guide

8. Click

Find.

A list of related indicators (alerts) appear below the Find button in the Indicators for section. If an

alert is not part of another incident, you can click the Add to Incident button to add the related
indicator (alert) to the current incident. See Add Related Indicators to the Incident below.

Add Related Indicators to the Incident

You can add related indicators (alerts) to the current incident from Related Indicators panel. An

indicator that is already part of an incident cannot be part of another incident. In the search results, if an

alert is not already part of an incident, it has an Add to Incident button.

1. Inthe Related Indicators panel, do a search to find related indicators. See Find Related Indicators

above.

JOURNAL {0) TASKS (D)

Related Indicators

When:

Indicators for: IP:

202.247

All Data

5.202.247

All Data

Event Stream

http-log

Reporting Engine
Log Destination Ports

ts

Reporting Engine
Log Destination Ports

100 ts

Add To Incident

Reporting Engine
Log Destination Ports

100 events

Add To Incident
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2. Review the alerts in the search results. The Indicators for section (below the Find button) lists the
related indicators (alerts).

3. To inspect the details of an alert before adding it as a related indicator to the incident, you can click
the Open in New Window link to view the alert details for that indicator.

4. For each alert that you want to add to the current incident as a related indicator, click the Add to
Incident button.
The selected related indicator adds to the Indicators panel on the left. The button in the Related
Indicators panel on the right now shows Part of This Incident.
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

JOURNAL (0)  TASKS (0}

INC-12008 155 events

High Risk Alerts: ESA for 70.0 TIME SOURCE 1P SOURCE PORT SOURCE HOST

Related Indicators

OVERVIEW

202247

All Data

Indicators for: IP: \202.247

IP Source Exists

Log Destination Ports

30
Add To Incident
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Investigate the Incident

To further investigate an incident within the Incident Details view, you can find links that take you to
additional contextual information about the incident when it is available. This additional context can help
you understand additional technical context and business context about a specific entity in the incident. It
can also provide additional information that you may want to research to ensure that you understand the
full scope of the incident.

View Contextual Information

In the Indicators panel, Events List panel, Event Details panel, or the Nodal Graph, you can see
underlined entities. If an entity is underlined, NetWitness Platform is populating information about that
entity type in the Context Hub. There may be additional information available about that entity in the
Context Hub.

The following figure shows underlined entities in the Indicators panel and the Nodal Graph.
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-1707

High Risk Alerts: Reporting Engine for
10.100.33.1

A Sent to Archer

OVERVIEW

Reporting Engine 06/04/2018 04:58:50 pm

04/2018 04:58:14 pm

The following figure shows underlined entities in the Event Details panel.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin (@

INC-1707 Event Details A =N

. . ) . User.Activity.Privileged Use.Successful - 06/04/2018 04:59:14 pm
High Risk Alerts: Reporting Engine for i & p

10.100.33.1
P\ A Timestamp 06/04/2018 04:50:14.000 pm (3 days aga)

OVERVIEW Log
Reporting Engine 06/04/2018 04:50:50 pm es n User.Activity.Privileged U
90 RE

Device
EA

Destination

The Context Hub is preconfigured with meta fields mapped to the entities. NetWitness Respond and
Respond Investigate use these default mappings for context lookup. For information about adding meta
keys, see "Configure Settings for a Data Source" in the Context Hub Configuration Guide.

Caution: For the Context Lookup to work correctly in the Respond and Investigate views, RSA
recommends that when mapping meta keys in the ADMIN > System > Investigation > Context
Lookup tab, you add only meta keys to the Meta Key Mappings, not fields in the MongoDB. For
example, ip.address is a meta key and ip_address is not a meta key (it is a field in the MongoDB).

To view contextual information:

1. In the Indicators panel, Events List, Event Details, or the Nodal Graph, hover over an underlined
entity.
A context tooltip appears with a quick summary of the type of context data that is available for the
selected entity.
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] " £
CONTEXT HIGHLIGHTS ACTIONS
30 36 1 = Add/Remove from List

CIDENTS 5 5
[Cerale e Eoe Q Pivot to Investigate > Navigate

Low = HIGH Q_ Pivot to Archer
Q, Pivot to Endpoint Thick Client |

ENDPOINT  LWECOMNECT CRIMICALITY

HIGH
ASSET RISK

View Context

The context tooltip has two sections: Context Highlights and Actions.

CONTEXT HIGHLIGHTS ACTIONS

30 36 1 = Add/Remove from List

L ESiE i e &, Pivot to Investigate > Navigate

LOW - HIGH Q, Pivot to Archer
ENDPOINT  LIVECONNECT - CRITICALITY Q, Pivot to Endpoint Thick Client

gllety
ASSET RISK

View Context

The information in the Context Highlights section helps you to determine the actions that you would
like to take. It can show related data for Incidents, Alerts, Lists, Endpoint, Live Connect, Criticality
and Asset Risk. Depending on your data, you may be able to click these items for more information.
The above example shows 30 related incidents, 36 alerts, 1 list for the selected IP, LOW endpoint,
HIGH criticality, and HIGH asset risk. There is no information available for Live Connect that
mentions the selected IP address entity.

2. The Actions section lists the available actions. In the above example, the Add/Remove from List,
Pivot to Investigate > Navigate, Pivot to Archer, and Pivot to Endpoint Thick Client options are
available.

Note: The Pivot to Archer link is disabled when Archer data is not available or when the Archer data
source is not responding. Check that the RSA Archer configuration is enabled and configured properly.
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For more information, see Pivot to Investigate > Navigate, Pivot to Archer, Pivot to NetWitness Endpoint

Thick Client, and Add an Entity to a Whitelist.

3. To see more details about the selected entity, click the View Context button.
The Context Lookup panel opens and shows all of the information related to the entity.
The following example shows contextual information for a selected IP address. It lists all of the
incidents that mention the IP address.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin (9

INC-10 := Incidents: @ x
Incident for CH Add/Remove from List Pivot to Investigate > Navigate Pivot to Archer Pivot to Endpoint Thick Client
Send to Archer CREATED PRIORITY  RISK SCORE 1D NAME STATUS ASSIGNEE ALERTS

T 07/06/2018 02:25:31 pm (7 days ag.. CRITICAL 920 Incident for CH ASSIGNED admin

NetWitness Investigate 06/16/2018 07/05/2018 02:25:31 pm (8 days ag... CRITICAL %0 Incident for CH ASSIGNED  admin
%0 Incident for CH

07/04/2018 02:25:31 pm (3 days ag.. CRITICAL 90 Incident for CH ASSIGNED admin

NetWitness Investigare 06/16421

80) Incident for CH 07/03/2018 02:25:31 pm (10 days a... CRITICAL Incident for CH ASSIGNED admin

07/02/2018 02:25:31 pm (11 days a.. CRITICAL Incident for CH ASSIGNED admin
07/01/2018 02:25:31 pm (12 days a.. CRITICAL Incident for CH ASSIGNED admin
06/30/2018 02:25:31 pm (13 days a... CRITICAL Incident for CH ASSIGNED admin
06/29/2018 02:25:31 pm (14 days a.. CRITICAL Incident for CH ASSIGNED admin
06/28/2018 02:25:31 pm (15 days a.. CRITICAL Incident for CH ASSIGNED admin

06/27/2018 02:25:31 pm (16 days a... CRITICAL Incident for CH ASSIGNED admin

06/26/2018 02:25:31 pm (17 days a... CRITICAL Incident for CH ASSIGNED admin

) (First 50 Results) Time Window: 50 DAYS | Last Updated: (3 minutes ago)

To understand the different views within the Context Hub Lookup panel, see
Context Lookup Panel - Respond View .

Add an Entity to a Whitelist

You can add any underlined entity to a list, such as a Whitelist or Blacklist, from a context tooltip. For
example, to reduce false positives, you may want to whitelist an underlined domain to exclude it from the
related entities.

1. In the Indicators panel, Events List, Event Details, or the Nodal Graph, hover over the underlined
entity that you would like to add to a Context Hub list.
A context tooltip appears showing the available actions.
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10.42.42.211

CONTEXT HIGHLIGHTS

P 14 0

INCIDENTS ALERTS LISTS

ENDPOINT  LWECONNECT (CRITICALITY

ASSET RISK

View Context

ACTIONS
= Add/Remove from List

Q, Pivot to Investigate > Navigate

@, Pivot to Endpoint Thick Client

2. Inthe ACTIONS section of the tooltip, click Add/Remove from List.
The Add/Remove from List dialog shows the available lists.

Add/Remove from List

Click on Save to update the list(s). Refresh the page to view the updares.

META VALUE

10.42.42.21°

ALL SELECTED UNSELECTED

DESCRIPTION

User_Whitelist

before upgrade

Host_Blacklist
Host Whitelist
IP_Blacklist

User_Blacklist

3. Select one or more lists and click Save.
The entity appears on the selected lists.

Add/Remove from List Dialog provides additional information.

Create a List

You can create lists in Context Hub from the Respond view. In addition to using lists to whitelist and
blacklist entities, you can use lists to monitor entities for abnormal behavior. For example, to improve the
visibility of a suspicious IP address and Domain under investigation, you may want to include them in
two separate lists. One list could be for domains suspected of being related to command and control
connections, and another list could be for IP addresses related to remote access Trojan connections. Y ou
can then identify indicators of compromise using these lists.

Investigate the Incident
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To create a list in Context Hub:

1. In the Indicators panel, Events List, Event Details, or the Nodal Graph, hover over the underlined
entity that you would like to add to a Context Hub list.
A context tooltip appears showing the available actions.

2. Inthe ACTIONS section of the tooltip, click Add/Remove from List.
3. Inthe Add/Remove from List dialog, click Create New List.

Add/Remove from List

Create New List

LIST NAME

Trojan IPs

DESCRIPTION

IP addresses related to remote access Trojan connections.

4. Type a unique List NAME for the list. The list name is not case sensitive.

5. (Optional) Type a DESCRIPTION for the list.
Analysts with the appropriate permissions can also export lists in CSV format to send to other
analysts for further tracking and analysis. The Context Hub Configuration Guide provides additional
information.

Pivot to Investigate > Navigate

For a more thorough investigation of the incident, you can access the Investigate Navigate view.

1. In the Indicators panel, Events List, Event Details, or the Nodal Graph, hover over any underlined
entity to access a context tooltip.

2. Inthe ACTIONS section of the tooltip, select Pivot to Investigate > Navigate.
The Investigate Navigate view opens, which enables you to perform a deeper dive investigation.

For more information, see the NetWitness Investigate User Guide.

Pivot to Archer

For viewing more details about the device in RSA Archer® Cyber Incident & Breach Response, you can
pivot to the device details page. This information is displayed only for IP address, host, and Mac address.
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1. In the Indicators panel, Events List, Event Details, or the Nodal Graph, hover over any underlined
entity (IP address, host, and Mac address) to access a context tooltip.

2. Inthe ACTIONS section, select Pivot to Archer.

CONTEXT HIGHLIGHTS ACTIONS

30 36 = Add/Remove from List
INCIDENTS LISTS

2, Pivot to Investigate > Navigate

LOW - HIGH O, Pivot to Archer
ENDPOINT  LIVECONNECT - CRITICALITY O, Pivot to Endpoint Thidk Client

HIGH
ASSET RISK

View Context

3. The device details page in RSA Archer Cyber Incident & Breach Response opens if you are

logged in to the application, otherwise the login screen is displayed.
als s o
9

B new Chcopy # eoir T oELeTE th ReLATED [ RECALCULATE [3) ExPORT # PRINT BT EMAIL

= -y - -
[E] Audit Management v 4 Issue Management ¥ € Operational Risk Management » 8 SHOWALL

ECAT-WIN-2008 Deices

First Published: 9/715/207 /7 TU:U2 AM Last Updated: 6/19/2018 5:08 AM

» ABOUT

¥ GENERAL INFORMATION

Device ID: DID-224935 Risk Rating: —————
Device Name: ECAT-WIN-2008 Compliance Rating: Hot Rated
Type: Fibre Channel SAN Switch Criticality Rating: @
Recard Sta ent Date:

Cate

Busines: Add
Description:
¥ PERSONNEL
Device Owner: 1, Admin1 Device Manager: 2, admin
2, admin
Alternate Administrator(s): Add
Technology Profile Assessments & Scan Results Risk Management Compliance Management Business Continuity
Issues Management Vulnerability Risk Management .
Archer GRC wEnterprise Governance, Risk and Compliance Version 8.2 P1

Note: The Pivot to Archer link is disabled when Archer data is not available or when the Archer
Datasource is not responding. Check that the RSA Archer configuration is enabled and configured

properly.

For more information, see the RSA Archer Integration Guide.
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Pivot to NetWitness Endpoint Thick Client

If you have the NetWitness Endpoint thick client application installed, you can launch it through the
context tooltip. From there, you can further investigate a suspicious IP address, Host, or MAC address.

1. In the Indicators panel, Events List, Event Details, or the Nodal Graph, hover over any underlined
entity to access a context tooltip.

2. Inthe ACTIONS section of the tooltip, select Pivot to Endpoint Thick Client.
The NetWitness Endpoint thick client application opens outside of your web browser.

For more information on the thick client, see the NetWitness Endpoint User Guide.

View Event Analysis Details for Indicators

In the Incident Details view Indicators panel, you can drill deeper into the events associated with the
listed indicators to get a better understanding of the events. In the Event Analysis panel, you can view
raw events and metadata with interactive features that enhance your ability to find meaningful patterns in
the data. You can examine network, log, and endpoint events in the Event Analysis panel. The Event
Analysis panel in the Respond view shows the Event Analysis view from Investigate for specific
indicator events. For detailed information about the Event Analysis view, see the NetWitness Investigate
User Guide.

Note: You must have the following Investigate-server permissions to view Event Analysis in the
Respond view:

event.read

content.reconstruct

content.export

Migration Considerations

Migrated incidents from NetWitness Platform versions before 11.2 will not show the Event Analysis
panel in the Respond Incident Details view Indicators panel. Likewise, if you use alerts that were
migrated from versions before 11.2 to create incidents in 11.2, you will also not be able to view the
Event Analysis panel in the Respond view for those incidents.

To access Event Analysis details for an event in the Indicators panel:
1. Go to RESPOND > Incidents.

2. Inthe Incidents List view, choose an incident to view and then click the link in the ID or NAME
column for that incident.
The Incident Details view is displayed.
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3. Inthe left panel of the Incident Details view, select INDICATORS.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-112174

None Of these for Event Stream
Analysis

Send to Archer

OVERVIEW

Event Stream Analysis
CustomRule
&

Event Stream Analysis

)

Event Stream Analysis
CustomRule

CustomRule

A

Event Sweam Analysis  05/31/2015 06:26:41 pm
CustomRule

A

Event Stream Analysis 3 06:26:41 pm
CustomRule

A

Event Stream Analysis 06:26:41 pm

@ admin  (?)

@)

Data source information is shown below the names of the indicators. You can also see the creation
date and time as well as the number of events in the indicator. If Event Analysis (EA) information is

available, you can see an EA icon in front of the event as shown in the following figure.

4. Click an event with an EA icon to view additional event information.

COWERVIEW

Event Streamn Analysis
CustomRule

L)

00:50:56:33:11:c8

Event Stream Analysis
Cus

Event Stream Analysis
Cus

Event Stream Analysis
50 CustomRule

05/31/2018 06:26:28 pm

05/31/2018 06:25:

- 10.4.61.12

05/31/2018 06:26:28 pm

05/31/2018 06:26:28 pm

5. Click an event type hyperlink within the event to open the Event Analysis panel. In the following
example, the event type is Network.

Investigate the Incident
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COVERVIEW

Event Stream Analysis 05/31/2018 06:26:28 pm
50 CustomRule

EA

053172018 06:25:23 pm
00:50:56:33:11:c8 - 10.4.61.12 - 4027...

The Event Analysis panel shows event details for the event, such as packet analysis details. The
information available can vary based on the event type.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN ® admin | @
INC-112174 Event Analysis X
None Of these for Event Stream
Analysis Network Event Details | Packet An Eocm

Send to Archer
Download PCAP @ common riucparreans () sHADE 8vTes @) DISPLAY PAYLOADS ONLY

OVERVIEW
18 06:26:28 prn NW SERVICE SESSION ID SOURCE 1P:PORT DESTINATION 1P:PORT SERVICE FIRST PACKET TIME
ELD - Concentrator 209868 10.4.61.12.: 40276 10.4.61.28 : 4506 0 05/31/2018 06:25:23.301
pm

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET COUNT
05/31/2018 06:25:23 pm. 05/31/2018 06:25:23.301 134 bytes 0bytes 2
7.

© 10.4.61.12
a 18 06:26:28 pm REQUEST
Packet 1 pm 1D 11597412 244 PAYLOAD 0Bytes  SESSIONID

080000 6|00 5056 33 08 45 - - AL HEE - i
000016 3 4886 97 5 . - AL - size
060032 a| 91
860048 02

05/31/2018 06:26:28 pm

PAYLOAD

200064 3 oL 5 o7 77 6 MEDIUM
05/31/2018 06:26:28 prn ETH.SRC

RESPONSE  FTH-ALL

5 ETH.DST
v Packet 2 05/31/20 1 11597413 SEQO  PAYLOAD 0 Bytes

Event Stream Analysis  05/31/2018 06:26:28 pm ETH.ALL
@irle @00000 0 50 56 33 11 868 50 c6(e8 o8] as o0 - LRIV 3 . E|lLJE.
00016 06 28 ee bb (40 00(48(06 (bd_e4 | €a 04 3d ic/[éa 64 e 2 % a. Eo
860032 3d Oc/(11 9a(5d 54/ @0 @8 00 @0 91 dd 22 58 50 14 - B B 1P-SRC
200048 90 00 be 7c 00 00 00 Q0 00 00 00 0O 2 coo = e .ALL

ETH.TYPE

2018 06:26:28 pm
NETNAME
1P.DST
w.ALL
05/31/201% 06:26:33 prm
NETNAME
DIRECTION
19.PROTO
05/31/2018 06:26:41 pm TCR.FLAGS
TCP.SRCPORT
PORT.ALL
PORT.SRC.ALL

TCP.DSTPORT

100 PACKETS PER PAGE  popy.aLL

For detailed information about the Event Analysis view, see the NetWitness Investigate User Guide.

Note: If you want to send the Event Analysis URL link to another analyst, you can copy the event type
hyperlink.

Document Steps Taken Outside of NetWitness

The journal shows notes added by analysts and it enables you to collaborate with your peers. You can
post notes to a journal, add Investigation Milestone tags (Reconnaissance, Delivery, Exploitation,
Installation, Command and Control, Action on Objective, Containment, Eradication, and Closure), and
view the history of activity on your incident.
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View the Journal Entries for an Incident

In the Incident Details view toolbar, click

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-12070
High Risk Alerts: ESA for 10.4.61.28

send to Archer

OVERVIEW
Event Stream Analysis

test

E

Event Stream Analysis 06/18/2018 07:34:58 am
test

ES

Event Stream Analysis 06/18/2018 07:34:58 am
test

S

Event Stream Analysis 06/18/201807:34:58 am
test

)

Event Stream Analysis 06/18/201807:35:30 am
test

)

Event Stream Analysis 06/18/201807:35:30 am
test

A

Event Stream Analysis 06/18/2018 07
test

A
Event Stream Analysis 06/18/201807:35:
test

)
Event Stream Analysis 06/18/201807:35:50 am
test

A

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-12070
High Risk Alerts: ESA for 10.4.61.28

Send to Archer

OVERVIEW

Event Stream Analysis 06/18/201
test

ES

Event Stream Analysis 06/18/2018 07:34:58 am
test

ES

Event Stream Analysis 06/18/20

test

S

Event Stream Analysis 06/18/2018 07:34:58 am
test

)

Event Stream Analysis 06/18/2018 07:3530 am
test

)

Event Stream Analysis 06/18/2018 07:3530 am
test

&

Event Stream Analysis 06/18/2018 07:35:30 am
test

&

Event Stream Analysis 06/18/2018 07:3530 am
test

)

Event Stream Analysis 06/18/2018 07:35:50 am
test

A

1046112

Brsguerd

10.46112

weameRa

@ admin (2
RELATED
ADMIN 0

wiestone  [None V]

Started Researching the incident. This is similar
to one | had yesterday.

| think this IP is malicious.

ADMIN O 1
MILESTONE Nune v

| created a task for lan. | think he does
remediations, too.

ADMIN 0 am
MILESTONE Nune v

lan is booked solid. We may need to assign itto
someone else. We will let you know.

New Journal Entry

MILESTONE | None
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The Journal shows the history of activity on an incident. For each journal entry, you can see the author
and time of the entry.

L (4 TASKS (0] RELATED

ADMIN a7

am

Started Researching the incident. This is similar
to one | had yesterday.

ADMIN 07 am

I think this IP is malicious.

ADMIN o7 am

| created a task for lan. | think he does
remediations, too.

ADMIN o7 m

lan is booked solid. We may need to assign it to
someone else. We will let you know.

New Journal Entry

Pierre may be available. .l

Submit

Add a Note

Typically, you will want to add a note to allow another analyst to understand the incident, or add a note
for posterity so that your investigative steps are documented.
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1. At the bottom of the Journal panel, type your note in the New Journal Entry box.

New Journal Entry

It looks like all of the devices are sending information to the same
destination [P adn:lress.l

2. (Optional) Select an Investigation Milestone from the drop-down list (Reconnaissance, Delivery,

Exploitation, Installation, Command and Control, Action On Objective, Containment, Eradication,
and Closure).

3. After you finish your note, click, Submit.
Y our new journal entry appears in the Journal.

CONFIGUR ] @ admin | (D
@ Your change was successful L OURNAL (6

TASKS {0) RELATED b
ADMIN

MILESTONE Nune ~

I think this IP is malicious.

ADMIN a am

| created a task for lan. | think he does

remediations, too.
10.4.61.12

ADMIN 07/ 8 11: n
MILESTONE NDnE W

lan is booked solid. We may need to assign it
to someone else. We will let you know.

ADMIN 07/ 8 11: am
MILESTONE NDnE W

Pierre may be available...

-3
®
B
%
5

ADMIN 0 11:41:44

:

It looks like all of the devices are sending
information to the same destination IP
address.

New Journal Entry
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Delete a Note

1. Inthe Journal panel, locate the journal entry that you would like to delete.

2. Click the trash can (delete) icon B next to the journal entry.

ADMIN 0751
MILESTONE

It looks like all of the devices are sending
information to the same destination IP
address.

3. In the confirmation dialog that appears, click OK to confirm that you want to delete the journal entry.
This action cannot be reversed.

View Reputation Status of Filehash

You can view the reputation status of a filehash. The information is populated about the filehash from the
Context Hub. There may be additional information available about that entity in the Context Hub.

To view contextual information:
1. In the Incidents tab, click on an incident.
2. Hover over a filehash.

3. The Reputation Status is displayed.
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Escalate or Remediate the Incident

You may want to escalate an incident, assign incidents to another Analyst, or change the status and
priority of an incident as you gather more information about it. This is useful if, for example, you upgrade
the priority of an incident from high to critical after determining that the incident is a major breach. You
may also want to send the incident to RSA Archer® Cyber Incident & Breach Response for additional
analysis and action.

Send an Incident to RSA Archer

Note: This option is available in version 11.2 and later. If RSA Archer is configured as a data source
in Context Hub, you can send incidents to RSA Archer and you will be able to see the Send to Archer
option and Sent to Archer Status in NetWitness Respond.

When you send an incident to Archer, a Sent to Archer notification appears within the incident. When
configured, the NetWitness Platform can start additional business processes in Archer Cyber Incident &
Breach Response. You can view all of the incidents that were sent to Archer Cyber Incident & Breach
Response using the filter in the Incident Lists view.

You send an incident to Archer by clicking the Send to Archer button in the Overview panel in the
Incident Lists view or the Incident Details view.

Caution: The Send to Archer action is not reversible.

1. Goto RESPOND > Incidents.

2. From the Incidents List view, click the incident that you want to send to Archer Cyber Incident &
Breach Response.
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The Overview panel appears on the right.

RSA RESPOND INVESTIGATE

Incidents  Alerts

CREATED
06/04/2012 04:59:52 pm
2018 04:11:51 pm

31:50 pm

07:42:00 pm

O O 0O 00 0O0ODO0o0o0oOooo oo o ofaso

Tasks

+  PRIORITY

CRITICAL

CRITICAL

CRITICAL

CRITICAL

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

| meDM

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

CONFIGURE ADMIN

INCAT07  Hi Alerts: Reporting Engine for 10.1...

STATUS

New

. New

. New

. New

Showing 1000 out of 1706 items | 0 selected

3. Inthe Overview panel, click Send to Archer.

New

New

New

New

New

New

New

New

Assigned

New

New

New

New

New

New

ALERTS

1

1

1

@ admin (@

&)

INC-1707

High Risk Alerts: Reporting Engine for
10.100.33.1

Send to Archer

Create:
Rule: High Risk Alerts: Reporting Engine
Risk Score: %

Priority:

Assignee: (Unassigned)

Reporting Engine
Categories:

Catalysts: 1 Indicator(s), 1 Event(s)

4. Read the Confirm Send to Archer dialog and then click Yes to confirm sending the incident to

Confirm Send to Archer

Are you sure you want to send this incident to Archer? This
action is not reversible.

You will receive a confirmation that the incident was sent to Archer along with an Archer incident
ID. In the Overview panel, the Send to Archer button changes to Sent to Archer.

Archer Cyber Incident & Breach Response. This action is not reversible.
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RSA RESPOND INVESTIGATE

Incidents  Alerts

[0 createn
06/04/2018 04:59:52 pm
06/04/2018 04:11:51 pm
05/31/2018 50 pm
05/31/2018 07:42:00 pm
05031 552 pm
05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm
05/31/2018 05:2:

05/31/2018 05:2

05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm
05/31/2018 05:24:52 pm

05/31/2018 05:24:52 pm

0O/0/0 0 O0|j0f0o/0| 0|0 O0O0(0/O0|O0|O0(0|0,0

05/31/2018 05:24:52 pm

In the Incident Details view (click the link in the ID or NAME field of the incident sent to Archer)
you can see the Sent to Archer notification above the Overview and Indicators panels. If you also

v PRIORITY

CRITICAL

CRITICAL

CRITICAL

CRITICAL

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

MEDIUM

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

MONITOR

CONFIG

Archer Incident ID is 349726

Showing 1000 out of 1706 items

0 selected

STATUS

ASSIGNEE

D
Incident INC-1707 has been sent to Archer. The new

ALERTS

X

@ admin | (@)

INC-1707
High Risk Alerts: Reporting Engine for
10.100.33.1

A sent to Archer

06/04/2018 04:59:52 pm
High Risk Alerts: Reporting Engine:

L

-

Sources: Reporting Engine
Categories:

Catalysts: 1 Indicator(s), 1 Event(s)

click the n icon to open the Journal, you can see a system journal entry that shows that the

incident was sent to Archer and it now has an Archer ID number.

RSA RESPOND INVESTIGATE

INC-1707

MONITOR

High Risk Alerts: Reporting Engine for

10.100.33.1

A sent to Archer

INDICATORS (1)

06/04/2018 04:50:52 pm

High Risk Alerts: Reporting Engine

£

Assignee: (Unassigned)

ces: Reporting Engine

Categories:

Catalysts: 1 Indicator(s), 1 Event(s)

CONFIGURE ADMIN

@ admin | )
ReLATED
ADMIN

MILESTONE | None

Incident INC-1707 was sent to Archer with id
349726

New Journal Entry
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View All Incidents Sent to Archer

Note: This option is available in version 11.2 and later. If RSA Archer is configured as a data source
in Context Hub, you can send incidents to RSA Archer and you will be able to see the Sent to Archer
option and Sent to Archer Status in NetWitness Respond.

You can view incidents sent to Archer Cyber Incident & Breach Response using the Filter.

1. Go to RESPOND > Incidents.
The Incidents List is displayed.

2. If you cannot see the Filters panel, in the Incident List view toolbar, click .

3. In the Filters panel, under SENT TO ARCHER, select Yes.
The incidents list will be filtered to show incidents that were sent to Archer Cyber Incident &
Breach Response.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE
Incidents  Alerts  Tasks

Y Filters X

O crearen o emomiTy starus assicnee ALeRTs
TiuE RANGE @) custom pate rance

All Data 06/04/2018 04:59:52 pi CRITICAL

INCIDENT 1D CRITICAL

123 CRITICAL

PRIORITY CIS
O Low
O Medium
O High
O critical

HIGH
HIGH

HIGH
sTATUS
O New |
O Assigned
O In Progress 3 2 pi HIGH
O Task Requested
0O Task Complete
O Closed
O Closed - False Positive

ASSIGNEE

O Show only unassigned incidents

CATEGORIES

SENT TO ARCHER
Yes
O No

Reset Filters Showing 9 out of 9 items | 0 selected

Update an Incident

You can update an incident from several places. You can change the priority, status, or assignee from
the Incident List view and the Incident Details view. For example, if you are an Analyst, you may want
to assign yourself a case from the Incident List view if you see that it is related to another case you are
working on. If you are an SOC Manager or an Administrator, you may want to view unassigned incidents
from the Incident List view and assign the incidents as they come in. SOC Managers and Administrators
can do bulk updates of the priority, status, or assignee instead of updating them one incident at a time.

From the Details view, you might want to change the status to In Progress once you begin working on an
incident, and then update it to Closed or Closed - False Positive after you resolve the issue. Or you might
change the priority of the incident to Medium or High as you determine the details of the case.
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Change Incident Status

When an incident first appears in the incident list, it has an initial status of New. You can update the
status as you complete your work on the incident. The following statuses are available:

o New

o Assigned

o In Progress

o Task Requested
o Task Complete
o Closed

o Closed - False Positive

To update the status of multiple incidents:

1. Inthe Incidents List view, select one or more incidents that you would like to change. To select all of
the incidents on the page, select the box in the incidents list header row. The number of incidents
selected appears in the incidents list footer.

2. Click Change Status and select a status from the drop-down list. In this example, the current status
is Assigned, but the Analyst would like to change it to In Progress for the selected incidents.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @) admin  (2)

@)

Alerts  Tasks

Change Assignee Delete
D

RISK SCORE STATUS ASSIGNEE ALERTS

of Assigned 20 3

In Progress
80 2
Task Requested

4 Task Complete Ea d
| Closed o 2
Closed - False Positive o=
50:58 pm 80
50:58 pm H 80
80
80
o
80
80
80
N
80
80
80

20

[m]
[m]
a
[m}
[m]
[m]
a
a
[m}
[m]
[m]
a
[m}
[m]
[m]
a
a

04/12/2012 10:50+ 0

Showing 1000 out of 97523 items | 2 selected
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3. If you select more than one incident, in the Confirm Update dialog, click OK.

Confirm Update

You are about to make the following changes to more than one item:

Field: Status
Value: In Progress
Number of items: 2

Cancel

You can see a successful change notification. In this example, the status of the updated incidents
now show In Progress.

RSA| RESPOND INVESTIGATE MONITOR CONFIGU VTN
. Your change was successful
Incidents  Alerts  Task @

Y Change Priority Change Status Change Assignee Delete
»

[0 createn ~  BRIORITY RISK SCORE STATUS ASSIGNEE

04/12/201 ! HIGH 20 In Progress
04/12/201 ! HIGH 20 In Progress
04/127: ! HIGH 80 New
HIGH 80 New
HIGH 8 New
HIGH 20
HIGH 80
HIGH 80
04/12/201 ! HIGH 20
04/12/201 ! HIGH 20
04/12/201 ! HIGH 20
04/12/2018 10:50:58 pm HIGH 80
04/12/: ! HIGH 80
04/12/201 HIGH 8
HIGH 20
HIGH 80
HIGH 80
HIGH 20

HIGH 20

[m}
m]
m]
o
a
m]
m]
o
a
[m}
m]
m]
o
a
[m}
m]
o

Showing 1000 out of 97523 items | 2 selected
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To change the status of a single incident from the Overview panel:
1. To open the Overview panel, do one of the following:

o From the Incidents List view, click an incident that needs a status update.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents  Alerts T

CREATED v PRIORITY RISK SCORE sTaTus AssiGNES
04/12/2018 10:50:58 HIGH 80 In Progress
0471272 HIGH 80 - InProgress
0411212018 10:50:58 pm HIGH 20
04/12/2018 10:50:58 pm 80 " Created:
04/12/2018 10:50:58 pm 80 Rule:
04/12/2018 10:50:58 p 80

Risk Score
0411272018 10+ H 80

Priority:
04/12/2018 10:50:58 80
04/12/2018 10:50:58 80
0411272 80
0471272 80
04/12/2018 10:50:58 pm 80 Sources:
04/12/2018 10:50:58 pm 80 Categories:
04/12/2018 10:50:58 pm 80 Catalysts:
04/12/2018 10:50:58 pm 80
041272 0:58 pm 80
04/12/2018 10:50:58 pm 80
04/12/2018 10:50:58 pm 80

04/12/21 :50: 80

Showing 1000 out of 97523 items | 0 selected

o From the Incident Details view, click the OVERVIEW tab.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-96892

Suspected C&C with
www.dallasnews.com

Send to Archer
INDICATORS (1)
04/12/2018 10:50:58 pm

=d Command & Control Communication By

Assignee: (Unassigned)

Sources: Event Stream Analysis

Categories:

Canalysts: 1 Indicator(s), 1 Even(s)

& admin

Suspected C&C with
www.dallasnews.com

Send to Archer

04/12/2018 10:50:58 pm

Suspected Command & Control Communication
By Domain

80

(Unassigned)

Event Sream Analysis

1 Indicator(s), 1 Event(s)

@ admin

In the Overview panel, the Status button shows the current status of the incident.
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2. Click the Status button and select a status from the drop-down list.

INC-96892

Suspected C&C with
www.dallasnews.com

Send to Archer

INDICATORS (1)

04/12/2018 10:50:58 pm

Suspected Command & Control Communication By
Domain

Risk Score

Priority:

Assigned

In Progress
Sources:

Task Requested
Categories: Task Complete
- Closed
Canalysts:

Closed - False Positive

You can see a successful change notification.

@ Your change was successful

Change Incident Priority

The incident list is sorted by Priority by default. You can update the priority as you study the details of
the case. The following priorities are available:

o Critical
¢ Medium

e Low

Note: You cannot change the priority of a closed incident.
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To update the priority of multiple incidents:

1. In the Incidents List view, select one or more incidents that you would like to change. To select all of
the incidents on the page, select the box in the incidents list header row. The number of incidents
selected appears in the incidents list footer.

2. Click Change Priority and select a priority from the drop-down list. In this example, the current
priority is High, but the Analyst would like to change it to Critical for the selected incidents.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @j admin @

@

Incidents  Alerts  Tasks

Y Change Priority Change Status Change Assignee Delete

v PRIORITY RISK SCORE n sTATUS ASSIGNEE ALERTS
HIGH 80
HIGH 80
HIGH 80
HIGH 20
HIGH 20
HIGH 80
HIGH 80
HIGH 80
HIGH 20
HIGH 80
HIGH 80
HIGH 80
HIGH 20
HIGH 20
HIGH 80
HIGH 80
HIGH

HIGH

a
a
[m}
[m]
[m]
a
a
[m}
[m]
a
a
[m}
[m]
[m]
a
a

HIGH

Showing 1000 out of 97524 items | 3 selected

3. If you select more than one incident, in the Confirm Update dialog, click OK.
You can see a successful change notification. In this example, the status of the updated incidents
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now show Critical.

RSA RESPOND INVESTIGATE MONITOR CONFIGUR A N @j admin (é‘

)
Incidents  Alerts  Tasks

Y Change Priority Change Status Change Assignee Delete
]

CREATED v PRIORITY RISK SCORE n sTATUS ASSIGNEE ALERTS

CRITICAL 80

CRITICAL 80

CRITICAL 20 In Progress
HIGH 20 New

HIGH 80 New

HIGH 80 New

HIGH 80 New

HIGH 20 New

HIGH 80 New

HIGH 80 New

HIGH 80 New

HIGH 20 New

HIGH 20 New

HIGH 80 New

HIGH 80 New

HIGH 80 New

HIGH 20 New

HIGH 80 New

a
[m}
m]
m]
a
[m}
m]
m]
a
a
[m}
m]
m]
o
[m}
m]

04/12/2018 10:51:16 pm HIGH 80 New

Showing 1000 out of 97524 items | 3 selected

To change the priority of a single incident from the Overview panel
1. To open the Overview panel, do one of the following:
o From the Incidents List view, click an incident that needs a priority update.

o From the Incident Details view, click the OVERVIEW tab.
In the Overview panel, the Priority button shows the current priority of the incident.
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2. Click the Priority button and select a status from the drop-down list.
INC-97525

Incident with special character

Send to Archer

INDICATORS (2)
Created: 04/16/2018 06:24:15 pm
By: admin

Risk Score

Priority: Medium

High

Critical '“
Sources: NetWitness Investigate
Categories:  Environmental: ESD

Catalysts: 2 Indicator(s), 3 Event(s)

You can see a successful change notification. The Priority button changes to show the new incident

priority.

@ Your change was successful

Assign incidents to other Analysts

You can assign incidents to other Analysts in the same way as you assign incidents to yourself. SOC
Managers and Administrators can assign multiple incidents to a user at the same time.

Note: You cannot change the assignee of a closed incident.

To assign multiple incidents to a user:

1. Inthe Incidents List view, select the incidents that you would like to assign to a user. To select all of
the incidents on the page, select the box in the incidents list header row. The number of incidents

selected appears in the incidents list footer.
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2. Click Change Assignee and select a user from the drop-down list. In this example, the incidents are
unassigned, but they should be assigned to an Analyst.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

ncidents  Alerts Ta

Y Change Priority Change Status Change Assignee Delete:
(m]

CREATED v PRIORITY w (Unassigned) STATUS ASSIGNEE ALERTS

16 pm HIGH admin

Analyst User,
04/12/2018 10:51:16 pm HIGH ¥
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04121 116 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
£51:16 pm HIGH
51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH
04/12/2018 10:51:16 pm HIGH

04/12/2018 10:51:16 pm HIGH

0O 0O 00000 oooooo oo g

04/12/2012 10:51:16 pm HIGH

Showing 1000 out of 97524 items | 3 selected

3. If you select more than one incident, in the Confirm Update dialog, click OK.
You can see a successful change notification. The assignee changes to the selected user.

RSA| RESPOND INVESTIGATE MONITOR CONFIGUR

Incidents  Alerts  Tasks

v

[0 createD ~ PRIORITY RISK SCORE D STATUS ASSIGNEE ALERTS
04/12/2018 10:51:16 pm HIGH 80 Assigned
04/12/2018 10:31:16 pm HIGH 30 Assigned
04/12/2018 10:51:16 pm HIGH 80 Assigned

O 04/12/2018 10:51:16 pm HIGH 80

O 04/12/2018 10:51:16 pm HIGH 80

O  04/12/2018 10:51:16 pm HIGH 80

51:16 pm HIGH 20

O 04/12/2018 10:51:16 pm HIGH 80

O 04/12/2018 10:51:16 pm HIGH 80

O  04/12/2018 10:51:16 pm HIGH 80

0O 04122018 10:51:16 pm HIGH 80

O 04/12/2018 10:51:16 pm HIGH 80

O 04/12/2018 10:51:16 pm HIGH 80

O 04/12/2018 10:51:16 pm HIGH 80

O  04/12/2018 10:51:16 pm HIGH 80

51:16 pm HIGH 20
O 04/12/2018 10:51:16 pm HIGH 80
O 04/12/2018 10:51:16 pm HIGH 80

O  04/12/2018 10:51:16 pm HIGH 80

Showing 1000 out of 97524 items | 3 selected
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To assign a user to an incident from the Overview panel:
1. To open the Overview panel, do one of the following:
o From the Incidents List view, click an incident that you would like to assign to a user.

o From the Incident Details view, click the OVERVIEW tab.
In the Overview panel, the Assignee button shows the current assignee of the incident. In the
following example, the Assignee button has a current status of Unassigned.

INC-97517
Suspected C&C with dcc.weather.com

Send to Archer
INDICATORS (2)
Created: 04/12/2018 10:51:16 pm

Rule: Suspected Command & Control Communication By
Domain

Risk Score

Priority:

{Unassigned)

Sources: .
admin

Categories: Analyst User
Animesh

Catalysts:
deploy_admin

2. Click the Assignee button and select a user from the drop-down list.
You can see a successful change notification. The Assignee button changes to show the assigned
user.

@ Your change was successful

Rename an Incident

You can rename an incident from the Overview panel in the Incidents List view and the Incident Details
view. For example, you may want to rename an incident to provide clarification about the issue,
especially if multiple incidents have the same name.
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1. Go to RESPOND > Incidents.
2. To open the Overview panel, do one of the following:

o From the Incidents List view, click an incident that needs a name change.
The Overview panel opens.

o From the Incident Details view, go to the OVERVIEW panel.

In the header above the Overview panel, you can see the incident ID and the incident name.

INC-97062
High Risk Alerts: ESA for 90.0

Send to Archer

INDICATORS (1)

04/12/2018 10:51:00 pm
High Risk Alerts: ESA
Risk Score 20

Priority:

(Unassigned)

Sources: Event Stream Analysis
Categories:

Catalysts: 1 Indicator(s), 1 Event(s)

3. Click the incident name in the header to open a text editor.

INC-97062
High Risk Alerts: ESA for 90.0 | /

Send to Archer

INDICATORS (1)

4. Type a new name for the incident in the text editor and click the check mark to confirm the change.
INC-97062
< | High Risk Alerts for mail.emc.conﬂ

Send to Archer

INDICATORS (1)

For example, you can change "High Risk Alerts: ESA for 90.0" to "Alerts for mail.emc.com" for
more clarification.
You can see a successful change notification.
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@ Your change was successful

The incident name field shows the new name.

INC-97062

High Risk Alerts for mail.emc.com

Send to Archer

INDICATORS (1)

View All Incident Tasks

When additional work is required for an incident, you can create tasks for the incident and track the
progress on those tasks. This is helpful, for example, when the work being done is outside security
operations or you make a request for a computer reimage. In the Tasks List view, you can manage and
track the tasks to closure.

1. Go to RESPOND > Tasks.
The Tasks List view displays a list of all incident tasks.

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin (&
Incidents ~ Alerts  Tasks

Y Filters x

createo © emomimy J— status [ — creaTeo By ncioENTID
Time RanGE @) cusrom oate Race

All Data 04r12 HIGH isolate Ho: New 04/12/2018 05:37:57 pm

TASK ID CRITICAL REM-: e cement hostASAP | Risk Accepted 4 8 52 admin

§ meDm REM- eated for Animesh Animesh New £ 3 admin

PRIORITY 04/02/2018 04:55:32 pm l MEDIUM New 04/04/2018 06:29:03 pm admin
O Low

O Medium

O High

O Critical

sTATUS
O New

0 Assigned

O In Progress
O Remediated
[ Risk Accepted
O Not Applicable

CREATED &Y

Reset Filters Showing 4 out of 4 items | 0 selected

2. Scroll through the tasks list, which shows basic information about each task as described in the
following table.

Column Description

CREATED Displays the date when the task was created.
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PRIORITY

ID

NAME

ASSIGNEE

STATUS

LAST
UPDATED

CREATED
BY

INCIDENT ID

Displays the priority assigned to the task. The priority can be any of the following:
Critical, High, Medium, or Low. The Priority is also color coded, where red indicates
Critical, orange represents High risk, yellow indicates Medium risk, and green

represents Low risk as shown in the following figure:

PRIORITY
CRITICAL

HIGH

l MEDIUM

LOW

Displays the task ID.
Displays the task name.
Displays the name of the user assigned to the task.

Displays the status of the task: New, Assigned, In Progress, Remediated, Risk
Accepted, and Not Applicable.

Displays the date and time when the task was last updated.

Displays the user who created the task.

Displays the incident ID for which the task was created. Click the ID to display the

details of the incident.

At the bottom of the list, you can see the number of tasks on the current page, the total number of tasks,
and the number of tasks selected. For example: Showing 6 out of 6 items | 2 selected.
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Filter the Tasks List

The number of tasks in the Tasks List can be very large, making it difficult to locate particular tasks.
The Filter enables you to specify those tasks that you would like to view, such as tasks created within
the last 7 days. You can also search for a specific task.

1. Go to RESPOND > Tasks.
The Filters panel appears to the left of the Tasks list. If you do not see the Filters panel, in the Tasks

List view toolbar, click , which opens the Filters panel.

TIME RANGE CUSTOM DATE RANGE

All Data

TASK ID

PRIORITY

O Low
O Medium
O High
O Critical

STATUS

O New

O Assigned

O In Progress

O Remediated
O Risk Accepted
[0 Not Applicable

CREATED BY

Reset Filters

2. In the Filters panel, select one or more options to filter the incidents list:

« TIME RANGE: You can select a specific time period from the Time Range drop-down list. The
time range is based on the creation date of the tasks. For example, if you select Last Hour, you
can see tasks that were created within the last 60 minutes.

o CUSTOM DATE RANGE: You can specify a specific date range instead of selecting a Time
Range option. To do this, click the white circle in front of CUSTOM DATE RANGE to view the
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Start Date and End Date fields. Select the dates and times from the calendar.
Y Filters

TIME RANGE . CUSTOM DATE RANGE

START DATE

04/01/2018 12:00:00 PM

END DATE

04/17/2018 12:00:00 PM

1= APRIL 2018 ¢
Sun Mon Tue Wed Thu

o TASKID: Type the Task ID for a task that you would like to locate, for example REM-123.
e PRIORITY: Select the priorities that you would like to view.

o STATUS: Select one or more incident statuses. For example, select Remediated to view
completed remediation tasks.

« CREATED BY: Select the user who created the tasks that you would like to view. For example,
if you only want to view the tasks created by Edwardo, select Edwardo from the CREATED BY
drop-down list. If you want to view tasks regardless of the person who created the task, do not
make a selection under CREATED BY.

The Tasks List shows a list of tasks that meet your selection criteria. You can see the number of
items in your filtered list at the bottom of the tasks list.
For example: Showing 6 out of 6 items

3. If you want to close the Filters panel, click X. Your filters remain in place until you remove them.

Remove My Filters from the Tasks List

NetWitness Platform remembers your filter selections in the Tasks List view. You can remove your
filter selections when you no longer need them. For example, if you are not seeing the number of tasks
that you expect to see or you want to view all of the tasks in your tasks list, you can reset your filters.

1. Go to RESPOND > Tasks.
The Filters panel appears to the left of the tasks list. If you do not see the Filters panel, in the Tasks

List view toolbar, click , which opens the Filters panel.
2. At the bottom of the Filters panel, click Reset Filters.

75 Escalate or Remediate the Incident



NetWitness Respond User Guide

Create a Task

After you investigate an incident and know more about it, you can create a task, assign it to a user, and
track it to closure. You create tasks from the Incident Details view.

1. Goto RESPOND > Incidents.
The Incidents List view displays a list of all incidents.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin  ®

Incidents ~ Alerts  Tasks

Y Filters

crearen prioRTY v miskscoRe — Jr—. uears
TiME RANGE @) custom pare rance

All Data 04/12/201807:43:12 pm || CRITICAL Ny

INCIDENT 1D CRITICAL New

CRITICAL New
oo CRITICAL

O Low

O Medium
O High
O Critical

CRITICAL deploy_admin
CRITICAL Assigned Analyst User

CRITICAL Task Requested
sTaTus

O New

O Assigned

O InProgress

O Task Requested

O Task Complete

0O Closed

0O Closed - False Positive

CRITICAL New
CRITICAL New
CRITICAL New
CRITICAL New
e CRITICAL New
CRITICAL New
O show only unassigned incidents CRITICAL
cATEGORIES HIGH d admin

HIGH 8 Assigned Analyst User

SENT TO ARCHER HIGH 8 Assigned Analyst User

O Yes

O No 16pm | HIGH d Analyst User

a
[m]
[m]
a
[m]
O o
a
[m]
[m]
a
[m]
[m]
[m]
a
[m]
[m]
a
[m]
[m]
a

0411212018 10:51:16 pm | HIGH

Reset Filters Showing 1000 out of 97525 items | 0 selected
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2. Locate the incident that needs a task and click the link in the ID or NAME field.

The Incident Details view opens.

CONFIGURE ADMIN

RSA RESPOND INVESTIGATE MONITOR

INC-14

High Risk Alerts: Malware Analysis for
10.11.110.41

A Sent to Archer

INDICATORS (1)

03

High Risk Alerts: Malware Analysis

o0

Assignee: Analyst User

Sources Malware Analysis

Categories:

Cawlysts: 1 Indicator(s), 1 Events)

3. In the toolbar at the top right of the Incident Details view, select n

The Journal panel opens.

MONITOR CONFIGURE

RSA RESPOND INVESTIGATE

INC-14

High Risk Alerts: Malware Analysis for
10.11.110.41

A Sent to Archer
INDICATORS (1)
0312 7:57:37 pm

High Risk Alerts: Malware Analysis

Priority:

femmr= Analyst User

Sources: Malware Analysis

Categories:

Catalysts: 1 Indicator(s), 1 Event(s)

with

7

g
Is oy

o
5
E
£
8l

belongs to

00004 go:7C

ADMIN

with >
2 d

i

communigates

10111041

belongs to,

00:00: -go-7C

)

@ admin

A =[N

7:F5:00

@ admin

RELATED

Incident was escalated

New Journal Entry
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4. Click the TASKS tab.

JOURNAL (1) RELATED e

There are no tasks for INC-14

5. Inthe Tasks panel, click Add New Task.
You can see the new task fields.
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JOURMAL {1} RELATED

NEW TASK FOR INC-14

NAME

Re-image the machine

DESCRIPTION
Opened ticket ABC-2345 to re-image the affected machine.

ASSIGNEE:

Jose

PRIORITY
High

If the incident is in a closed state (Closed or Closed - False Positive), the Add New Task button is
disabled.

6. Provide the following information:
o Name - Name of the task. For example: Re-image the machine.
o Description - (Optional) Type information that describes the task. You may want to include any
applicable reference numbers.
o Assignee - (Optional) Type the username of the user to whom the task is to be assigned.
e Priority - Click the priority button and select a priority for the tasks from the drop-down list: Low,
Medium, High, or Critical.
7. Click Save.
You can see a confirmation that your change was successful. The incident status changes to Task
Requested. The task appears in the Tasks panel for this incident.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

INC-14

High Risk Alerts: Malware Analysis for
10.11.110.41

A sent to Archer
INDICATORS (1)
03/21/2018 07:57:37 pm
High Risk Alerts: Malware Anal
Risk Score 00

Priority:

Analyst User

Malware Analysis
Categories:

Canalysts: 1 Indicator(s), 1 Evenu(s)

s
commighicates

RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

0372172018 07:5...

03/21/2018 0

03/21/2018 07:5...

03/21/2018 0

03/21/2018 07:5...

03/21/2018 0

03/21/2018 07:5...

03/21/2018 0

03/21/2018 07:5...

04/16/2018 0

04/12/2018 105...

04/12/20

04/12/20

O 0OO0OOo0ODO0OOoOOoOOoqQaoOoaoooiaoooaoaoao

04/12/20

sTATUS
New

New

New

New

In Progre:

Task Requested
Task Requested
New

New

New

New

New

New

New

Showing 1000 out of 97525 items | 0 selected

2

ASSIGNEE

ploy_admin

Analyst User

admin

Analyst User

Analyst User

Analyst User

JOURNAL (1) RELATED

REM-5 / INC-14 =
CREATED: 0411672018
LAST UPDATED: 04/16/2018

OPENED (a minute ago)

NAME Re-image the machine
ASSIGNEE:  JoSe

priORITY:  [High

sTATUS: [

DESCRIPTION

Opened ticket ABC-2345 to re-image the
affected machine.

INC-14

High Risk Alerts: Malware Analysis for
10.11.110.41

A sent to Archer

03/21/2018 07:57:37 pm
High Risk Alerts: Malware An
RiskScore 90

Priority:

Analyst User

Sources: Malware Analysis

Categories:

Catalysts: 1 Indicator(s), 1 Event(s)

The task also appears in the Tasks list (RESPOND > Tasks), which shows a list of all incident tasks.

Note: If you do not see the status change, you may need to refresh your internet browser.
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Find a Task

If you know the Task ID, you can quickly locate a task using the Filter. For example, you may want to
locate a specific task out of thousands of tasks.

1. Go to RESPOND > Tasks.
The Filters panel appears to the left of the Tasks list. If you do not see the Filters panel, in the Tasks

List view toolbar, click , which opens the Filters panel.

TIME RANGE . CUSTOM DATE RANGE

All Data

TASK ID

REM-1234

PRIORITY

O Low
O Medium
O High
O Critical

STATUS

O New

O Assigned

[ In Progress

O Remediated
O Risk Accepted
O Mot Applicable

CREATED BY

Reset Filters

2. Inthe TASK ID field, type the Task ID for a task that you would like to locate, for example REM-

1234.
The specified task appears in your task list. If you do not see any results, try resetting your filters.

Modify a Task

You can modify a task from within an incident and from the Tasks list. For example, you may want to
show the status of the task as In Progress and add some additional information to the task. If the task is
in a closed state (Not Applicable, Risk Accepted, or Remediated), you cannot modify the Priority or
Assignee.

To modify a Task from within an incident:

1. Goto RESPOND > Incidents.
The Incidents List view displays a list of all incidents.

2. Locate the incident that needs a task update and click the link in the ID or NAME field.
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The Incident Details view opens.

3. In the toolbar at the top right of the view, select n
The Journal panel opens.

4. Click the TASKS tab.

5. Inthe Tasks panel, a pencil icon indicates a text field that you can change. A button indicates that
there is a drop-down list to make a selection.

JOURMNAL (1) RELATED pd

REM-5 / INC-14 =
CREATED: 04716/2018 09:35 pm

LAST UPDATED: 04/16/2018 03:35 pm

OPEMED {13 minutes ago)

NAME Re-image the machine

ASSIGNEE:  |OSe

PRIORITY: High
STATUS: Mew

DESCRIPTION

Opened ticket ABC-2345 to re-image the
affected machine.

6. You can modify any of the following fields:

e NAME - Click the current task name to open a text editor.

OPENED (13 minutes ago)

NAME Re-image the machine ASAP|

ASSIGNEE:  |OS€

Click the check mark to confirm the change. For example, you can change "Re-image the
machine" to "Re-image the machine ASAP."

o ASSIGNEE - Click (Unassigned) or the name of the previous assignee to open a text editor. Type
the username of the user to whom the task is to be assigned.
Click the check mark to confirm the change.

o PRIORITY - Click the Priority button and select a priority for the task from the drop-down list:
Low, Medium, High, or Critical.

o STATUS - Click the Status button and select a status for the task from the drop-down list: New,
Assigned, In Progress, Remediated, Risk Accepted, and Not Applicable. For example, you can
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change the status to In Progress.

STATUS:

DESCRIPTION

Opened tic, Assigned

affected My 5 progress

Remediated

Risk Accepted

Not Applicable

o« DESCRIPTION - Click the text underneath the description to open a text editor.

DESCRIPTION

Opened ticket ABC-2345 to re-image the affected
machine.

Jose is working on the machine.|

Modify the text and click the check mark to confirm the change.

For each change that you make, you can see a confirmation that your change was successful.

To modify a Task from the Tasks list:

1. Go to RESPOND > Tasks.
The Tasks List view displays a list of all incident tasks.

2. In the Tasks list, click the task that you want to update.
The Task Overview panel appears to the right of the tasks list.
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RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

@ admin (@)

Incidents ~ Alerts ~ Tasks
Y REM-4
createD v emony Assines status LAST UPDATED CREATED BY  INCIDENT ID Isolate Host
041612018 6 pm HIGH e e machine ASAP Jose New 0411612018 09:5504pm  admin
04/12/2018 05:37:57 pm HIGH Isolate Host. DSdence: New admin
04/12/2018 3 pr CRITICAL Create replacerent host ASAP ITServices 212018 admin

(=]
o
o NC-13
Incident ID:
o
[u] | meDium Task created for Animesh Animesh 2 admin
o

Last Updated:

0 meoum blah

admin
Priority:

Status:

DScience

late the host for further study.

Showing 5 out of 5 items | 0 selected

In the Task Overview panel, a pencil icon indicates a text field that you can change. A button
indicates that there is a drop-down list to make a selection.

REM-4

Isolate Host

Incident |D:
Created: 04/12 05:37:57 pm
Last Updated: I 8 05:37:57 pm

Priority:

DScience

Isolate the host for further study.

3. You can modify any of the following fields:

o <Task Name> - At the top of the Task Overview panel, below the Task ID, click the current task
name to open a text editor.
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REM-4

Isolate Host Machine|

Click the check mark to confirm the change. For example, you can change Isolate Host to Isolate
Host Machine.

e Priority - Click the Priority button and select a priority for the task from the drop-down list: Low,
Medium, High, or Critical.

o Status - Click the Status button and select a status for the task from the drop-down list: New,
Assigned, In Progress, Remediated, Risk Accepted, and Not Applicable.

o Assignee - Click (Unassigned) or the name of the previous assignee to open a text editor. Type
the username of the user to whom the task is to be assigned.

Assignee: Edwa rdD|

Description

Click the check mark to confirm the change.

Description - Click the text underneath the description to open a text editor.

Isolate the host for further study.

This is remediation task AAA-2345.

Modify the text and click the check mark to confirm the change.

For each change that you make, you can see a confirmation that your change was successful.

Delete a Task

You can delete a task, if, for example, you created it in error or you find that it is not needed. You can
delete a task from within an incident and also from the Tasks List view. In the Tasks List view, you can
delete multiple tasks at the same time.
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To Delete a Task from within an incident:

1.

Go to RESPOND > Incidents.
The Incidents List view displays a list of all incidents.

Locate the incident that needs a task update and click the link in the ID or NAME field.

The Incident Details view opens.

In the toolbar at the top right of the view, select n
The Journal panel opens.

Click the TASKS tab.

In the Tasks panel, you can see the tasks created for the incident.

RSA' RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN

INC-13

High Risk Alerts: Malware Analysis for
10.11.110.41

A sentto Archer

INDICATORS (4)

Priority:
Starus: Task Requested
Analyst User

Maly

Catalysts:  4Indicator(s), 4 Events)

Click H to the right of the task that you want to delete.

REM-4 / INC-13

CREATED: 04f 018 05
LAST UPDATED: 047 018 10
OPENED (4 days ago)

NAME Isolate Host Machine

assicnee:  Edwardo

PRIORITY: High
STATUS: New

DESCRIPTION

Isolate the host for further study.

This is remediation task AAA-2345.

@ admin

JOURNAL (3) RELATED.

©

D
X

Add New Task

REM-4 / INC-13

CREATED:

LAST UPDATED:
ENED (4 days ago)

NAME Isolate Host Machine
Assienee:  Edwardo
sas [ >
p—

Isolate the host for further study.

This is remediation task AAA-2345.

CREATED:
LAST UPDATED:

REM-3 / INC-13
0

NAME Create replacement host ASAP
assiGnge:  [TServices

PRIORITY:

STATUS:

DESCRIPTION

Re-image a host to use for a replacement

I}
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7. Confirm that you want to delete the task and click OK.

Confirm Delete X

Deleting a Task from NetWitness will not delete it from other systems. Please note
that it will be your responsibility to delete the task from any other applicable
systems.

Are you sure you want to delete 1 record(s)? Once applied. this deletion cannot be
reversed.

ot | R

The task is deleted from NetWitness Platform. Deleting tasks from NetWitness Platform does not
delete them from other systems.

To Delete Tasks from the Tasks List:

1. Goto RESPOND > Tasks.
The Tasks List view displays a list of all incident tasks.

2. In the Tasks list, select the tasks that you want to delete and click Delete.

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incidents  Alerts Tasks

Y Delete

[0 CcREATED ~  PRIORITY NAME ASSIGNEE STATUS LAST UPDATED CREATED BY INCIDENT 1D

04/16/2018 02:35:16 pm HIGH Re-image the machine ASAP Jose New 04/16/2018 09:55:04 pm admin

0411272018 ] HIGH Isolate Host Machine Edwardo New 04/16/2018 10:07:37 pm admin

04/12/2018 » CRITICAL Create replacement host ASAP MServices Risk Accept... 04/12/2018 05:36:52 pm admin

04/02/2018 ] l MEDIUM Task created for Animesh Animesh New 04/02/2018 05:33:46 pm admin

04/02/2 : l MEDIUM blah New 04/04/2018 06: admin

Showing 5 out of 5 items | 3 selected

3. Confirm that you want to delete the tasks and click OK.

Confirm Delete X

Deleting a Task from NetWitness will not delete it from other systems. Please note that it will
be your responsibility to delete the task from any other applicable systems.

Are you sure you want to delete 3 record(s)? Once applied. this deletion cannot be reversed.

The tasks are deleted from NetWitness Platform. Deleting tasks from NetWitness Platform does not
delete them from other systems.
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Close an Incident

When you have arrived at a solution after investigating an incident and remediating it, you close the
incident.
1. Goto RESPOND > Incidents.

2. Inthe Incident List view, select the incident that you want to close and click Change Status.

3. Select Closed from the drop-down list.
You can see a successful change notification. The incident is now closed. Y ou cannot change the
priority or assignee of a closed incident.

Note: You can also close an incident in the Overview panel. You can close multiple incidents at the
same time in the Incident List view. Change Incident Status provides additional details.
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Reviewing Alerts

NetWitness Platform enables you to view a consolidated list of threat alerts generated from multiple
sources in one location. You can find these alerts in the RESPOND > Alerts view. The source of the
alerts can be ESA correlation rules, ESA Analytics, NetWitness Endpoint, Malware Analysis, Reporting
Engine, as well as many others. You can see the original source of the alerts, the alert severity, and
additional alert details.

Note: ESA correlation rule alerts can ONLY be found in the RESPOND > Alerts view.

To better manage a large number of alerts, you have the ability to filter the alerts list based on criteria
that you specify, such as severity, time range, and alert source. For example, you may want to filter the
alerts to only show those alerts with a severity between 90 and 100 that are not already part of an
incident. You can then select a group of alerts to create an incident or add to an existing incident.

You can perform the following procedures to review and manage alerts:
o View Alerts
« Filter the Alerts List

o Remove My Filters from the Alerts List

o View Alert Summary Information

« View Event Details for an Alert

« Investigate Events

o Create an Incident Manually

o Add Alerts to an Incident

o Delete Alerts

View Alerts
In the Alerts List view, you can browse through various alerts from multiple sources, filter them, and

group them to create incidents. This procedure shows you how to access the alerts list.

1. Goto RESPOND > Alerts.
The Alerts List view displays a list of all NetWitness Platform alerts.
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RSA RESPOND

Incidents  Alerts

¥ Filters

All Data

TYPE
O Correlation

O File Share

O Instant I0C

O Log

O Manual Upload
O Network

O on bemand
O Resubmit

O unknown

O Web Threat Detection Incident

SOURCE

O Endpoint

O Event Stream Analysis
O Malware Analysis

O NetWitness Investigate
O Reporting Engine

O web Threat Detection

SEVERITY

o

PART OF INCIDENT
O Yes
O No

ALERT NAMES

O country_dst

Reset Filters

Scroll through the alerts list,

INVESTIGATE

@) custom pate RancE

@ admin

MONITOR CONFIGURE ADMIN

Tasks

Delete

CREATED v SEVERITY NAME SOURCE # EVENTS HOST SUMMARY. INCIDENT 1D

04/17/2018 05:21:45 am NetWitness Invest e80:0:0:0:

fe

04/17/2018 04:2431 am
04/17/2018 04:19:46 am

56 pm

115 pm
42 pm Event Stream Analys
0:48:42 pm Event Stream Analysis

0:48:42 pm Event Stream Analysis

0O 0O0OO0OOODOQOQOO OO OO oOOoOROoQRaoQRaoQaooaoao

Event Stream Analysis

Showing 1000 out of 347213 items | 1 selected

which shows basic information about each alert as described in the

following table.

Column

Description

CREATED

SEVERITY

NAME

SOURCE

# EVENTS

HOST
SUMMARY

Displays the date and time when the alert was recorded in the source system.
Displays the level of severity of the alert. The values are from 1 through 100.
Displays a basic description of the alert.

Displays the original source of the alert. The source of the alerts can be NetWitness
Endpoint, Malware Analysis, Event Stream Analysis (ESA Correlation Rules), ESA
Analytics, Reporting Engine, Web Threat Detection, and many others.

Indicates the number of events contained within an alert. This varies depending on
the source of the alert. For example, NetWitness Endpoint and Malware Analysis
alerts always have one Event. For certain types of alerts, a high number of events

may mean that the alert is more risky.

Displays details of the host like the host name from where the alert was triggered.
The details may include information about the source and destination hosts in an

Alert. Some alerts may describe events across more than one host .

Reviewing Alerts

90



NetWitness Respond User Guide

INCIDENT ID Shows the Incident ID of the alert. If there is no incident ID, the alert does not

belong to any incident and you can create an incident to include this alert or the alert
can be added to an existing incident.

At the bottom of the list, you can see the number of alerts on the current page and the total number of
alerts. For example: Showing 377 out of 377 items

Filter the Alerts List

The number of alerts in the Alerts List can be very large, making it difficult to locate particular alerts.
The Filter enables you to view the alerts you want to see, for example, alerts from a particular source,
alerts of a particular severity, alerts that are not part of an incident, and so on.

1. Goto RESPOND > Alerts.
The Filters panel appears to the left of the Alerts list. If you do not see the Filters panel, in the Alerts

List view toolbar, click , which opens the Filters panel.
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2.

YrF

TIME RANGE . CUSTOM DATE RANGE

Last Hour

TYPE

Correlation

File Share

Instant 10C

Log

Manual Upload

Network

On Demand

Resubmit

Unknown

Web Threat Detection Incident

Ooooooooooo

SOURCE

Endpoint

Event Stream Analysis
Malware Analysis
Netwitness Investigate
Reporting Engine

Web Threat Detection

SEVERITY

0

PART OF INCIDENT

O Yes
O No

ALERT NAMES
O country_dst
O Demo Incident
[ Direct Login To an Administrative Account
[0 ESA - Session ID

Reset Filters

In the Filters panel, select one or more options to filter the alerts list:

« TIME RANGE: You can select a specific time period from the Time Range drop-down list. The
time range is based on the date that the alerts were received. For example, if you select Last

Hour, you can see alerts that were received within the last 60 minutes.

« CUSTOM DATE RANGE: You can specify a specific date range instead of selecting a Time
Range option. To do this, click the white circle in front of CUSTOM DATE RANGE to view the
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Start Date and End Date fields. Select the dates and times from the calendar.
Y Filte

TIME RANGE . CUSTOM DATE RANGE

START DATE

04/01/2018 12:00:00 PM

END DATE

04/17/2018 12:00:00 PM

APRIL 2018 3
Tue Wed Thu

2 3 4 5
9 10 1 12
23 24 25 26

30

o TYPE: Select the type of events in the alert to view, for example, logs, network sessions, and so
on.

o SOURCE: Select one or more sources to view alerts triggered by the selected sources. For
example, to view NetWitness Endpoint alerts only, select Endpoint as the source.

o« SEVERITY: Select the the level of severity of the alerts to view. The values are from 1 through
100. For example, to concentrate on the highest severity alerts first, you may want to view only
those alerts with a severity from 90 to 100.

o« PART OF INCIDENT: To view only alerts that are not part of an incident, select No. To view
only alerts that are part of an incident, select Yes. For example, when you are ready to create an
incident from a group of alerts, you can select No to view only those alerts that are not currently
part of an incident.

o ALERT NAMES: Select the name of the alert to view. You can use this filter to search for all
alerts generated by a specific rule or source, for example, Malicious IP - Reporting Engine.

The Alerts List shows a list of alerts that meet your selection criteria. You can see the number of
items in your filtered list at the bottom of the alerts list.
For example: Showing 30 out of 30 items

3. If you want to close the Filters panel, click X. Your filters remain in place until you remove them.
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Remove My Filters from the Alerts List

NetWitness Platform remembers your filter selections in the Alerts List view. You can remove your
filter selections when you no longer need them. For example, if you are not seeing the number of alerts
that you expect to see or you want to view all of the alerts in your alerts list, you can reset your filters.

1. Goto RESPOND > Alerts.

The Filters panel appears to the left of the alerts list. If you do not see the Filters panel, in the Alerts

List view toolbar, click , which opens the Filters panel.
2. At the bottom of the Filters panel, click Reset Filters.

View Alert Summary Information

In addition to viewing basic information about an alert, you can also view raw alert metadata in the

Overview panel.

1. Inthe Alerts list, click the alert that you want to view.
The Alert Overview panel appears to the right of the Alerts list.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Incidents ~ Alerts  Tasks

CREAT! v SEVERITY SOURCE # EVENTS HOST SUMMARY INCIDENT 1D
04/12/2018 10 0 Event Stream Analysis 1.234.27:4329 0 2... Incident ID:
Event Stream Analysis §1120.115:60099 16 .. Gt
Severity:

S

# Events:

Hast Summary:

A8:4,

o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o
o

04/12/2018 10:48:4... 80 EventStream Analysis 1

Showing 1000 out of 347213 items | 0 selected

http-packet

04/12/2018 10:48:42 pm
&0

Event Stream Analysis
Network

1

20.115:60099 to
1201.137:20
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2. Inthe Raw Alert section, you can scroll to view the raw alert metadata.

RE bad rule

Incident |D:
Created: 04/04/20 6:26:36 pm
Severity:

Source: Reporting Engine

Type: Network

# Bvents: 10

Haost Summary: 10 hosts to 3 hosts

"severity™: 5

"signature_id": "RULE_68 28128483163411%,
"risk_score": 1,

"name™: "RE bad rule",

"source™: "RSA - Reporting Engine",
"datasource_port™: "S6885",
"datasource_host™: "18.4.61.44%,

"pwents™: [

{

s
: "investigation”,

"threat_category": "nonstandard”,

"eth_src”: "88:58 33:18:60",

"analysis_service®: "ssl over non-standard port®,

"payload”: "2317",

"ss5l over non-standard port”,
"lateral™,

"tcp_dstport®: "5671",

"top_srcport™ 3207,

"streams®: "2,

View Event Details for an Alert

After you review the general information about the alert in the Alerts List view, you can go to the Alert
Details view for more detailed information to determine the action required. An alert contains one or
more events. In the Alert Details view, you can drill down into an alert to get additional event details and
further investigate the alert. The following figure shows an example of the Alert Details view.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @:} admin [©)

&)
RE bad rule 9 events
TimE source 1p SOURCEPORT SOURCEHOST  SOURCE MAC SOURCE USER DESTINATION 1P
5 04/04/2018 06:25:35.000 pm 10.461.07 53529 00:50:56: 10.4.61.32
Incident ID:

25:35.000 pm 1046117

Created: 04/04/2018 06:27:37 pm

Severity: 50 6.000 pr 1046117

EmmETD 25:36.000 pm 10.461.17

T 8 06:25:44.000 pm 10.461.32

#Events: 9 ! 4

0.461.
HostSummary: 9 hoststo 2 hasts 1046117

10.4.61.17

1046117

The Overview panel on the left has the same information for an alert as the Overview panel in the Alerts
List view.

The Events panel on the right shows information about the events in the alert, such as event time, source
IP, destination IP, detector IP, source user, destination user, and file information about the events. The
amount of information listed depends on the event type.

There are two types of events:
o A transaction between two machines (a Source and a Destination)

o An anomaly detected on a single machine (a Detector)

Some events will only have a Detector. For example, NetWitness Endpoint finds malware on your
machine. Other events will have a Source and Destination. For example, packet data shows
communication between your machine and a Command and Control (C2) domain.

You can drill further into an event to get detailed data about the event.
To View the Event Details for an Alert:

1. To view event details for an alert, in the Alerts List view, choose an alert to view and then click the
link in the NAME column for that alert.
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RSA RESPOND INVESTIGATE MONITOR

Incidents  Alerts

-

CREATED SEVERITY
04/04/2018 06:27:37 pm
04/04/2018 06:26:36 pm
04/04/2018 06:23:36 pm
04/04/2018 06:24:36 pm
04/04/2018 06:23:36 pm
04/04/2018 06:22:36 pm
04/04/2018 06:21:37 pm
04/04/2018 06:20:36 pm
04/04/2018 06:19:36 pm
04/04/2018 06:18:37 pm
04/04/2018 06:17:36 pm
04/04/2018 06:16:36 pm
04/04/2018 06:13:37 pm
04/04/2018 06:14:36 pm
04/04/2018 06:13:36 pm
04/04/21 12:37 pm
04/04/2018 06:11:36 pm

04/04/2018 06:10:36 pm

[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]
[m]

04/04/2018 06:09:37 pm

RSA RESPOND  INVESTIGATE MONITOR

RE bad rule

Inciden D:
Created: 04/0412018 06:24:36 pm
Severity 50

Reporting Engine
Type: Network
#Evenes: 10

ummary: 10 hosts to 3 hosts

“severity": 5,

“tmvestigation”,
Ap——
3110:00°,
<21 over non-standard port”,

CONFIGURE

CONFIGURE  ADMIN

10 events
TiME

04/04/2018 06:22:35.000
04/04/2018 06:22:35.000
04/04/2018 06:22:36.000
04/04/2018 06:22:36.000
04/0472018 06:23:05.000 prm
04/04/2018 06:23:05.000 prm
04/04/2018 06:23:06.000
04/04/2018 06:23:06.000
04/04/2018 06:23:28.000 prm

04/04/2018 06:23:33.000 pm

Tvee

Network

Network

Network

Network

Network

Network

Network

Network

Network

Network

ADMIN

SOURCE
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine
Reporting Engine

Reporting Engine

Showing 1000 out of 3180 items

SouRcE 1P SOURCE PORT

1046117 37402

1046117 60659

1046117 52606

1046117

1046117

1046117

1046117

1046117

1046132

1046132

# EVENTS

9

10

9

SOURCE HOST

HOST SUMMARY

9 hosts to 2 hosts

10 hosts ta 3 hosts

9 hests to 2 hosts

10 hosts to 3 hosts

14 hosts to 4 hosts

12 hosts ta 5 hosts

12 hosts to 5 hosts

10 hosts to 3 hosts

10 hosts ta 3 hosts

9 hosts to 4 hosts

10 hosts to 3 hosts

12 hosts ta 5 hosts

13 hosts 1o 4 hosts

9 hosts to 4 hosts

11 hosts to 4 hosts

12 hosts 1o 3 hosts

15 hosts to 6 hosts

11 hosts to 5 hosts

12 hosts 1o 3 hosts

0 selected

SOURCE MAC SOURCE USER

106D

33:106D

3310:6D

106D

106D

106D

33:106D

6:33:10:6D

INCIDENT ID

DESTINATION 1P

104.61.32

104.61.32

104.61.32

104.61.32

1046132

104.61.32

104.61.32

104.61.32

1046117

1046117

DESTINATION b...

@ admin  (?

@ admin |

DESTINATION HOST DESTINATION MAC

The Events panel shows a list of events with information about each event. The following table

shows some of the columns that can appear in the Events List (Events Table).

Description

TIME

TYPE

Shows the time the event occurred.

Shows the type of alert, such as Log and Network.
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otumn ———oeamripion

SOURCE IP

DESTINATION IP

DETECTOR IP

SOURCE USER

DESTINATION USER

FILE NAME

FILE HASH

Shows the source IP address if there was a transaction between two
machines.

Shows the destination IP address if there was a transaction between two
machines

Shows the IP address of the machine where an anomaly was detected.
Shows the user of the source machine.

Shows the user of the destination machine.

Shows the file name if a file is involved with the event.

Shows a hash of the file contents.

If there is only one event in the list, you see only the event details for that event instead of a list.

2. Click an event in the Events list to view the Event details.
This example shows the event details for the first event in the list.

RSA RESPOND INVESTIGATE MONITOR

RE bad rule

Incident ID:

Created: 04/04/2018 06:24:36 pm

Severity: 50

Source: Reporting Engine

Type: Nemwork

# Events: 10

HostSummary: 10 hosts to 3 hosts

CONFIGURE ADMIN

Event Details
04/04/2018 35 pm

Back To Table 1of10 >

5

np 04/04/2018 06:22:35.000 pm (13 days ago)

Nemwork

00:50:56:

10.4.61.32

URL tion/host/10.4.61.44:56005/navi; AUTO/201710
10.4.61.44:56005

ssl over non-standard port

201710

nonstandard

Reviewing Alerts
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3. Use the page navigation to the right of the Back To Table button to view other events. This example
shows the event details for the last event in the list.

RSA RESPOND

Incident ID:

Created:

Severity:

Source:

Type:

#Events:

HostSummary:

INVESTIGATE MONITOR CONFIGURE ADMIN

RE bad rule Event Details
04/04/2018 06:23:33 pm

BackToTable | < 100f10

04/04/2018 06:24:36 pm np 04/04/2018 06:23:33.000 pm (13 days age)
50 Netwaork

Reporting Engine Device

Network

10

10hostste 3

"RULE_68_28188483163411"

180

investgate_original event

56005/ navigate/event/AUTO/201719

10.4.61.44:56005

201719

1 over non-standard part”,

@ admin (3

)

See Alert Details View for detailed information about the event data listed in the Alert Details panel.

Investigate Events

To further investigate the events, you can find links that take you to additional contextual information.
From there, you have options available depending on your selection.

View Contextual Information

In the Alert Details view, you can see underlined entities in the Events panel. An underlined entity is
considered an entity in the Context Hub and has additional contextual information available. The
following figure shows underlined entities in the Events list.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN Lﬁ) admin lé;)

Malicious IP - Reporting Engine 6 events
TimE SOURCE 1P SOURCEPORT  SOURCEHOST  SOURCE MAC SOURCEUSER DESTINATION IP  DESTINATION RORT
{(None)
08/04/2017 06:17:45 pm
70
Reporting Engine
Newvork
6

6hosts to 2 hosts

RULE_60 26170715131105",

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN (ﬁ) admin (jj

Malicious IP - Reporting Engine Event Details
08/04/2017 06:15:45 pm

{None)

08/04/2017 06:17:45 pm Ti P 08/04/2017 06:15:45.000 pm (24 minutes ago)

70 Network

Reporting Engine Source yevice =

Nework 00:00:00:00:00:00

1.0.01
6

4369
00:00:00:00:00:00

81B7DCAABADAL BFAEDOSDE3DA6A1 9CA9D17B4157FBECDEDES6FDTD21 AZTF7T
RULE 68 20170718131105",

1336

investigate_original_event

finvestigation/hast/10.4.61.30:56005/navigate/event/AUTO/462568

The Context Hub is preconfigured with meta fields mapped to the entities. NetWitness Respond and
NetWitness Investigate use these default mappings for context lookup. For information about adding
meta keys, see "Configure Settings for a Data Source" in the Context Hub Configuration Guide.

Caution: For the Context Lookup to work correctly in the Respond and Investigate views, RSA
recommends that when mapping meta keys in the ADMIN > System > Investigation > Context
Lookup tab, you add only meta keys to the Meta Key Mappings, not fields in the MongoDB. For
example, ip.address is a meta key and ip_address is not a meta key (it is a field in the MongoDB).

To View Contextual Information:

1. Inthe Alert Details view Events List or Event Details, hover over an underlined entity.
A context tooltip appears with a quick summary of the type of context data that is available for the
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selected entity.

CONFIGURE ADMIN 10.101.47.66

CONTEXT HIGHLIGHTS ACTIONS

12 12 0 = Add/Remove from List
INCIDENTS ALERTS LISTS

Event Details
07/05/2018 02:25:31 pm
O, Pivot to Investigate > Navigate
MEDIUM = HIGH Q, Pivot to Archer

imestamp 07/05/2018 02: .
Clea s 07/05/2018 023 quppoinT  LIVECONNECT  CRITICALITY

0, Pivot to Endpoint Thick Client
HIGH

ASSET RISK

Type Network

Source

View Context

10.101.47.66
COMNTEXT HIGHLIGHTS ACTIONS
12 12 = Add/Remove from List

ERCENS SLERS E=x 2, Pivot to Investigate > Navigate

MEDIUM = HIGH @, Pivot to Archer
ENDPOINT  LIVECONMNECT  CRITICALITY

&, Pivot to Endpoint Thick Client
HIGH
ASSET RISK

View Context

The information in the Context Highlights section helps you to determine the actions that you would
like to take. It shows the number of related alerts and incidents. Depending on your data, you may be
able to click these numbered items for more information. The above example shows 12 related
incidents, 12 related alerts, Medium Endpoint, High Criticality, and a HIGH Asset Risk. There is no
information from Live Connect.

The Actions section lists the available actions. In the above example, the Add/Remove From List,
Pivot to Investigate > Navigate, Pivot to Archer, and Pivot to Endpoint Thick Client options are
available.

Note: The Pivot to Archer link is disabled when Archer data is not available or when the Archer
Datasource is not responding. Check that the RSA Archer configuration is enabled and configured

properly.

For more information, see Pivot to Investigate > Navigate, Pivot to Archer, Pivot to Endpoint Thick
Client, and Add an Entity to a Whitelist.
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2. To see more details about the selected entity, click the View Context button.
The Context panel opens and shows all of the information related to the entity.
Context Lookup Panel - Respond View provides additional information.

Add an Entity to a Whitelist

You can add any underlined entity to a list, such as a Whitelist or Blacklist, from a context tooltip. For
example, to reduce false positives, you may want to whitelist an underlined domain to exclude it from the
related entities.

1. Inthe Alert Details view Events List or Event Details, hover over the underlined entity that you
would like to add to a Context Hub list.
A context tooltip appears showing the available actions.

10.4.61.14
CONTEXT HIGHLIGHTS ACTIONS

0 3068 = Add/Remowe from List

INCIDENTS ALERTS Q, Pivot to Investigate > Mavigate

EMDPOINT  LIWECOMMECT  CRITICALITY

Q, Pivot to Endpoint Thick Client

ASSET RISK

View Context

2. Inthe Actions section of the tooltip, click Add/Remove from List.
The Add/Remove From List dialog shows the available lists.
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Add/Remove from List

Click on Save to update the list{s). Refresh the page to view the updates,
META VALUE

10.4.61.14

ALL SELECTED UNSELECTED Y Filter Results

DESCRIPTION
IP_Whitelist
User_Whitelist
User_Blacklist
IP_Bladklist
Admin_Accounts
Service_Accounts

Hnsr Whirelisr

Cancel

3. Select one or more lists and click Save.
The entity appears on the selected lists.
Add/Remove from List Dialog provides additional information.

Create a Whitelist

You can create a whitelist in the Context Hub in the same way as you would create it in the Incident
Details view, see Create a List.

Pivot to Investigate > Navigate

For a more thorough investigation of the incident, you can access the Investigate Navigate view.

1. Inthe Events List or Event Details in the Alert Details view, hover over any underlined entity to
access a context tooltip.

2. Inthe ACTIONS section of the tooltip, select Pivot to Investigate > Navigate.
The Investigate Navigate view opens, which enables you to perform a deeper dive investigation.

For more information, see the NetWitness Investigate User Guide.

Pivot to Archer

For viewing more details about a device in RSA Archer Cyber Incident & Breach Response, you can
pivot to the device details page. This information is displayed only for IP address, host, and Mac address.

1. Inthe Events List or Event Details in the Alert Details view, hover over any underlined entity to
access a context tooltip.
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2. Inthe ACTIONS section, select Pivot to Archer.

CONTEXT HIGHLIGHTS ACTIONS

30 36 1 = Add/Remowe from List
INCIDENTS LISTS

O, Pivot to Investigate > Navigate

LOW = HIGH O, Pivot to Archer

ENDPOINT LWNECOMMECT  CRITICALITY = , - A
Q, Pivot to Endpeint Thick Client

HIGH
ASSET RISK

View Context

3. The device details page in RSA Archer Cyber Incident & Breach Response opens if you are
logged in to the application, otherwise the login screen is displayed.
a5 -2 o
(]

B new Chcoey # eoir T oELETE th RELATED [ RECALCULATE [4) ExPORT # PRINT BB EMAIL

n [E] Audit Management v 4 Issue Management ¥ @ Operational Risk Management » 8 SHOWALL

ECAT-WIN-2008 Dziices

FIFST PUDISNE: 9¢15/2071 / TU:UZ AM LEST UPIETEM: b/ 1972078 5108 AM

» ABOUT
¥ GENERAL INFORMATION

Device ID: DID-224935 Risk Rating; = e

Device Name: ECAT-WIN-2008 Compliance Rating: Hot Rated
Type: Fibre Channel SAN Switch Criticality Rating: @

Record Status: Updated Mext Assessment Date:
Category:
Business Unit: Payroll Add
US-Finance
Description:
¥ PERSONNEL
Device Owner: 1, Admin1 Device Manager: 2, admin
2, admin
Alternate Administrator(sk: Add
Technology Profile Business Context Assessments & Scan Results Risk Management Compliance Management Business Continuity
Issues Management Vulrerability Risk Management .
Archer GRC wEnterprise Governance, Risk and Compliance Viersion 8.2 P1

Note: The Pivot to Archer link is disabled when Archer data is not available or when the Archer
Datasource is not responding. Check that the RSA Archer configuration is enabled and configured

properly.

For more information, see the RSA Archer Integration Guide.

Pivot to Endpoint Thick Client

If you have the NetWitness Endpoint thick client application installed, you can launch it through the
context tooltip. From there, you can further investigate a suspicious IP address, Host, or MAC address.

1. Inthe Events List or Event Details in the Alert Details view, hover over any underlined entity to
access a context tooltip.
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2. Inthe ACTIONS section of the tooltip, select Pivot to Endpoint Thick Client.
The NetWitness Endpoint thick client application opens outside of your web browser.

For more information on the thick client, see the NetWitness Endpoint User Guide.

Create an Incident Manually
You can create incidents manually from alerts in the Alerts List view. The alerts that you select cannot
be part of another incident.

In version 11.2 and later, you can change the assignee, category, and priority when you create an
incident manually from alerts.

In version 11.1, incidents created manually from alerts default to Low priority, but you can change the
priority after you create it. You cannot add categories to manually created incidents in version 11.1.

Note: Incidents can be created manually or automatically. An Alert can only be associated with one
Incident. You can create incident rules to analyze the alerts collected and group them into incidents
depending on which rules they match. For details, see the "Create an Incident Rule for Alerts" topic in
the NetWitness Respond Configuration Guide.

To Create an Incident Manually:
1. Go to RESPOND > Alerts.

2. Select one or more alerts in the Alerts List.

Note: Selecting alerts that do not have incident IDs enable the Create Incident button. If the alert
is already part of an incident, the button is disabled. You can filter alerts that are not part of an
incident by selecting the option PART OF INCIDENT as No in the Filters panel.

RSA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin (3
Incidents  Alerts  Tasks
\
[0 crearen v sEvEmITY  NAME souree # events HOST SUMMARY INCIDENT 1D
Event Stream Analysis -unknown
Event Stream Anal ~unknown
Event Stream Analysis ~unknown
Event Stream Analysis Router-junosrouter
Event Stream Analysis -unknown
Event Stream Analysis -unknown
Event Stream Analysis Router-junosrouter
Event Stream Analysis -unknown
Event Stream Analysis Router-junasrouter
Event Stream Anal Router-junosrouter
Event Stream Analysis -unknown
Event Stream Analysis -unknown
Event Stream Analysis ~unknown
Event Stream Analysis ~unknown
Event Stream Analysis -unknown
Event Stream Analysis -unknown

Event Stream Analysis -unknown

o
o
o
(m]
o
(m]
(m]
o
o
o
(m]
o
(m]
(m]
o

04/03/2018 04:42:03 pm EventStream Analysis 1 -unknown

Showing 1000 out of 30239 items | 3 selected

3. Click Create Incident.
The Create Incident dialog is displayed.
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Create Incident X

An incident will be created from the selected 3 alert(s). Please provide
a name for the incident.

INCIDENT NAME

Investigate - IP

PRIORITY

MEDIUM

ASSIGMNEE

ANALYST USER

CATEGORIES

HACKING: USE OF STOLEN CREDS

In the INCIDENT NAME field, type a name to identify the incident. For example, Investigate - IP.
In the PRIORITY field, select a priority for the incident. The priority defaults to Low.
(Optional) If you are ready to assign the incident, in the ASSIGNEE field, select a specific user.

N e

(Optional) In the CATEGORIES field, you can select a category to classify the incident, such as
Hacking: Use of Stolen Creds. This is also helpful when trying to locate the incident later using the
incidents filter.

8. Click OK.
You can see a confirmation message that an incident was created from the selected alerts. The new
incident ID appears as a link in the INCIDENT ID column of the selected alerts.

RSA RESPOND  INVESTIGATE MONITOR  CONFIGURE [
@ You successfully created the incident INC-97566 fromthe X
Incidents  Alerts  Tasks selected alerts.

Y Delete

O creaTeD v SEVERITY NAME SOURCE # EVENTS HOST SUMMARY INCIDENT 1D

@ admin @

04/03/2018 04:42:03 pm Event Stream Analysis -unknown

Event Stream Analysis

Event Stream Analysis

Event Stream Analy:

Event Stream Analysis

Event Stream Analy:

Event Stream Analysis

o
o
o
o
o
o
o
o
o
o
o
o
o
o
o

Event Stream Analysis

Showing 1000 out of 30239 items | 3 selected

If you click the link, it takes you to the Incident Details view for that incident, where you can update
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information, such as changing Priority to high or assigning the incident to another user. The following
figure shows the Incident Details view Overview panel for the new incident.

INC-97566

Investigate - IP
INDICATORS
Created: 0472372018 10:08:03 pm
By: admin
Risk Score 70

Priority: Medium

Assigned

peEER Analyst User

Sources: Event Stream Analysis
Categories:  Hacking: Use of stolen areds

Catalysts: 3 Indicator({s), 3 Event(s)

Add Alerts to an Incident

Note: This option is available in version 11.1 and later.

If you have alerts that fit a particular existing incident, you do not have to create a new incident. Instead,
you can add alerts to that incident from the Alerts List view. The alerts that you select cannot be part of
another incident.

1. Goto RESPOND > Alerts.

2. Inthe Alerts List, select one or more alerts that you want to add to an incident, and click Add to
Incident.

Note: Selecting alerts that do not have incident IDs enable the Add to Incident button. If the alert
is already part of an incident, the button is disabled. You can filter alerts that are not part of an
incident by selecting the option PART OF INCIDENT as No in the Filters panel.
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RSA RESPOND

Incidents  Alerts  Tasks

Y Filters
TimE RANGE )

All Data

TYpe
Correlation
File Share
Instant 10C
Loy

g
Manual Upload

Network

Oon Demand

Resubmit

Unknown

Web Threat Detection Incident

oooooooooo

SOURCE
O Endpoint

O Event Stream Analysis
O Malware Analysis

O NetWitness Investigate
O Reporting Engine

O Web Threat Detection

SEVERITY

0

PART OF INCIDENT

O ves
No

ALERT NAMES
0O country _dst
O Demo Incident

O Direct Login To an Administrative Account

INVESTIGATE

CUSTOM DATE RANGE

MONITOR

x Create Incident Add to Incident Delete

a

o
a
a

J 0O0O0Do0oooooooooaoao

Reset Filters

In the Add to Incident dialog, type at least three characters in the Search field to search for the

CONFIGURE

CREATED

ADMIN

v SEVERITY

04/0372018 04:42:03 pm 70

04/0372018 04:42:03 pm

04/0372018 04:42:03 pm

04/03720

04/03720

04/0372018

04/0372018

04/0372018

04/0372018

04:42:03 pm

04:42:03 pm

04:42:03 pm

04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/72018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/0372018

04/0372018

04:42:03 pm

04:42:03 pm

04/03/2018 04:42:03 om

incident by Name or Incident ID.

Add to Inciden

SEARCH OPEN INCIDENTS

CREATED

NAME

\ AssiGnEE

SOURCE

Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis

Event Stream Analysis

Event Stream Analy:

Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis

Event Stream Analysis

Event Stream Analy:

Event Stream Analy:

Event Stream Analysis

Event Stream Analysis

Event Stream Analvs

Showing 1000 out of 30247 items

# EVENTS

3 selected

HOST SUMMARY INCIDENT ID
-unknown

Rout inosrouter
-unknown
Router-junosrouter
-unknown
-unknown
-unknown
-unknown
-unknown
-unknown
-unknown
Router-junosrouter
-unknown
-unknown
Router-junosrouter
-unknown
Router-junosrouter
Router-junasrouter
-unknown
-unknown

-unknown

4. In the results list, select the incident that will receive the selected alerts and click OK.

Add to Incident

SEARCH OPEN INCIDENTS
INC975

D NAME

Investigate - IP

Demo Incident

Spedial characters final

Incident for UTF-8

Incident with special character

Suspected C&C with www.tivoblog.com

Suspected C&Cwith photos-979.lLfacebook.com

Suspected CRC with espn.starwave.com

CREATED
04/17/2018 04:53:59 pm
04/17/2018 05:21:45 am
04/17/2018 05:03:15 am
04/16/2018 07:30:28 pm
04/16/2018 06:24:15 pm
04/12/2018 10:51:16 pm
04/12/2018 10:51:16 pm

04/12/2018 10:51:16 pm

ASSIGNEE

admin

admin

admin

admin

Analyst User

Analyst User

Analyst User
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Delete Alerts

Incidents ~ Alerts

Y

TIME RANGE

All Data

vee
Correlation

File Share

Instant 10C

Log

Manual Upload

Network

On Demand

Resubmit

unknown

Web Threat Detection Incident

oooooooooo

sounce
Endpoint
Event Stream Analysis
Malware Analysis

Reporting Engine

[m]

[m]

[m]

O NetWitness Investigate
[m]

O Web Threat Detection

SEVERITY

0

PART OF INCIDENT
O Yes

No
ALERT NAMES
O country_dst
O Demo Incident

INVESTIGATE

MONITOR

CUSTOM DATE RANGE

O Direct Login To an Administrative Account

Reset Filters

CONFIGURE

@ You successfully added the selected alerts.

CREATED

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

04/03/2018 04:42:03 pm

1 0000000 ODo0OCOo0ODoODDoODOoaoao

04/03/2018 04:4;

Delete

~ | SEVERITY

NAME

SOURCE # EVENTS
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analy:
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis
Event Stream Analysis

Event Stream Analvsis 1

Showing 1000 out of 30247 items | 3 selected

HOST SUMMARY
-unknown

Router.

-unknown
Router-junosrouter
-unknown
-unknown
-unknown
-unknown
-unknown
-unknown
-unknown
Router-junosrouter
-unknown
-unknown
Router-junosrouter
-unknown
Router-junosrouter
Router-junosrouter
-unknown
-unknown

-unknown

The selected alert or alerts are now part of the selected incident and will have that incident ID.

RSA RESPOND

@ admin | @)

INCIDENT 1D

Users with the appropriate permissions, such as Administrators and Data Privacy Officers, can delete
alerts. This procedure is helpful when you want to remove unnecessary or non-relevant alerts. Deleting
these alerts frees up disk space.

L.

Go to RESPOND > Alerts.

The Alerts List view displays a list of all NetWitness Platform alerts.
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2. Inthe Alerts list, select the alerts that you want to delete and click Delete.

RSA| RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN @ admin | ()

Incidents  Alerts  Tasks

Y Filters X Create Incident || Add toIncident || Delete

creareD sevemry | waws sounce # events HOST suMMARY INcIoENT 1D
Tive RanGe @ cusrou oare rana

All Data

o
o
Tvee
O Correlation o

O File Share

O Instant 10C o oo
O Log

O Manual Upload o

O Network

O On Demand [u]

O Resubmit

O Unknown oaro vent Stream Analysis -unknown
O Web Threat Detection Incident

-unknown

Event Stream Analysis -unknawn
ce

O Endpoint
[ Event Stream Analysis
O Malware Analysis
[ NetWitness Investigate
O Reporting Engine
LI Web Threat Detection

Event Stream Analysis -unknown

Event Stream Analysis -unknown

SEVERITY

° Event Stream Analysis

0

Event Stream Analysis
Event Stream Analysis

PART OF INCIDENT

O Yes
No

ALERT NAMES
0O country_dst

O Demo Incident

O Direct Login To an Administrative Account SR e alvsis 1

Showing 1000 utof 3247t | 5 et
If you do not have permission to delete alerts, you will not see the Delete button.

-unknown

3. Confirm that you want to delete the alerts and click OK.

Confirm Delete X

Warning: You are about to delete one or more alerts that may be assocdated
with incidents. Be aware that any associated incidents will be updated or
deleted accordingly.

Are you sure you want to delete 5 record(s)? Once applied, this deletion
cannot be reversed.

The alerts are deleted from NetWitness Platform. If a deleted alert is the only alert in an incident,
the incident is also deleted. If the deleted alert is not the only alert in an incident, the incident is
updated to reflect the deletion.
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NetWitness Respond Reference Information

The Respond view user interface provides access to NetWitness Respond functions. This topic contains
descriptions of the user interfaces as well as other reference information to help users understand the
functions of NetWitness Respond.

Topics

Incidents List View

Incident Details View

Alerts List View

Alert Details View
Tasks List View

Add/Remove from List Dialog

Context Lookup Panel - Respond View
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Incidents List View

The Incidents List view (RESPOND > Incidents) shows Incident Responders and other Analysts a
prioritized results list of incidents created from various sources. For example, your results list could
show incidents created from ESA rules, NetWitness Endpoint, or ESA Analytics modules for Automated
Threat Detection, such as C2 for packets or logs. From the Incidents List view, you have easy access to
the information that you need to quickly triage and manage incidents through completion.

Workflow

This workflow shows the high-level process that Incident Responders use to respond to incidents in
NetWitness Platform.

You are here |

| , . Determine which Escalate or
Review Prioritized i

| Incidents Require InVTSt',iatetthe Remediate the

| nciden

Action Incident

Incident List

In the Incidents List view, you can review the list of prioritized incidents, which shows basic information
about each incident. You can also change the assignee, priority, and status of the incidents. Because the
results can be large in the incidents list, you have the option to filter those incidents by time range,
incident ID, custom date range, priority, status, assignee, and categories.
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What do you want to do?

Incident Responders, View prioritized incidents*

Review Prioritized

Analysts, and SOC Incident List

Manager

Incident Responders, Filter and sort the incident list* Filter the Incident List

Analysts, and SOC

Manager

Incident Responders, View my incidents* View My Incidents

Analysts

Incident Responders, Assign incidents to myself* Assign Incidents to

Analysts Myself

Incident Responders, Find Incidents* Find an Incident

Analysts, and SOC

Manager

Incident Responders, Send an incident to Archer Cyber Incident & Escalate or Remediate

Analysts, and SOC Breach Response or update an incident.* the Incident

Manager

Incident Responders, View incident details. Determine which
Incidents Require

Analysts Action

Incident Responders, Further Investigate an incident. Investigate the Incident

Analysts

Incident Responders, Create a task. Escalate or Remediate

Analysts, and SOC

Manager

*Y ou can complete these tasks here (that is in the Incidents List view).

Related Topics

o Incident Details View

« Responding to Incidents

the Incident
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Quick Look

The following example shows the initial Incidents List view with the Filter panel. You can open the
Overview panel for an incident by clicking an incident in the Incident List.

|l o
RSA mesromD

You can go directly to the Incident Details view from the Incidents List by clicking the hyperlinked ID or
NAME. The Overview panel is also available in the Incident Details view. For more information about
the Incidents Details view, see Incident Details View.

Incidents List View

To access the Incidents List view, go to RESPOND > Incidents. The Incidents List view displays a list
of all incidents. The Incidents List view consists of a Filters panel, an Incidents List, and an Incidents
Overview panel.

The following figure shows the Filter Panel on the left and the Incidents List on the right.
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RSA RESFOND

Incid Alerts

Y F
T rane

All Data

INCIDENT 1D

sRIORITY
O Low
O Medium
O High
O critical

stam
O New

O Assigned

O In Progress

O Task Requested

0O Task Complete

O closed

O Closed - False Positive

ASSIGNEE

INVESTIGATE

Tasks

O show only unassigned incidents

CATEGORIES

SENT TO ARCHER

O Yes
O No

MONITOR

CUSTOM DATE RANGE

CONFIGURE ADMIN

@ admin

x Change Priority || ChangeStatus || Change Assignee || Delete

O created
[ 06/042018 0459552 pm

06/04/2018 04:11:51 pm
05/31/2¢ 1:50 pm
05/21/2018 07:42:00 prm
05/31/2018 05:24:52 pm

05/31/2018 05:24:52 pm

05/31/2018 05:24:52 pm
05/31/2C 2452 pm
/2018 05:24:52 pm
12018 05:24:52 pm
05/31/2C 24:52 pm

05/31/2018 05:24:52 pm

05/31/2018 05:24:52 pm

05/31/2C 2452 pm

0O 0O0ODO0OO0ODOoOOoO0OoOoODoOooooaoao

Reset Filters

RSA RESPOND

cReaTED
06/04/2018 04:59:52 prm
060472018 04:11:51 pm
05/21/2018 08:31:50 prm
05/31/2018 07:42:00 pm
053172018 05:24:52 pm

05/31/2018 05:24:52 pm

05/31/2018 05:24:52 pm

05/31/2018 05:24:52 pm

/2018 05:24:52 pm
/20180524552 pm

805:24:52 pm
/2018 05:24:52 pm

05/31/2018 05:24:52 pm

DDDDDDDDDDDDDDDDDDDD“

INVESTIGATE

v PRIORITY

CRITICAL

CRITICAL

CRITICAL

MONITOR

CONFIGURE  ADMIN

v PRIORITY

RISK SCORE D sTATUS ASSIGNEE ALERTS
CRITICAL 90 e 1
CRITICAL 90

CRITICAL 90

CRITICAL 80

HIGH 80

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

MEDIUM 80

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

Showing 1000 out of 1706 items | 2 selected

INC-1704

High Risk Alerts: Reporting Engine for
10.100.33.1

Send to Are

sTaTus ASSIGNEE

0573 12:00 pm
Rule: High Risk Alerts: Reporting Engine
Risk Score:

Priority:

Assignee:

Unassigned)

Sa [
Categories:

Catalysts: 1Indicator(s), 2 Event(s)

Oselected

Showing 1000 out of 1706 items

Incidents List

The Incidents List shows a list of all of the prioritized incidents. You can filter this list to show only
incidents of interest.

Description

CREATED Shows the creation date of the incident.
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PRIORITY

RISK
SCORE

ID

NAME

STATUS

ASSIGNEE

ALERTS

Shows the incident priority. Priority can be Critical, High, Medium or Low.

The Priority is color coded, where red indicates a Critical incident, orange represents a
High risk incident, yellow indicates a Medium risk incident, and green represents a
Low risk incident. For example:

PRIDRITY

CRITICAL

| MEDIUM

LOW

Shows the incident risk score. The risk score indicates the risk of the incident as
calculated via an algorithm and is between 0-100. 100 is the highest risk score.

Shows the automatically created incident number. Each incident is assigned a unique

number that you can use to track the incident.

Shows the incident name. The incident name is derived from the rule used to trigger the

incident. Click the link to go to the Incident Details view for the selected incident.

Shows the incident status. The status can be: New, Assigned, In Progress, Task
Requested, Task Complete, Closed, and Closed-False Positive.

Shows the team member currently assigned to the incident.
Shows the number of alerts associated with the incident. An incident may include many

alerts. A large number of alerts might mean that you are experiencing a large-scale

attack.

At the bottom of the list, you can see the number of incidents on the current page, the total number of
incidents, and the number of incidents selected. For example: Showing 1000 out of 2517 items | 2
selected. The maximum number of incidents that you can view at one time is 1,000.
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Filters Panel

The following figure shows the filters available in the Filters panel.

Y Filters
TIME RANGE . CUSTOM DATE RANGE

All Data

INCIDENT ID

PRIORITY
O Low
O Medium
O High
O Critical

STATUS

O New

O Assigned

O In Progress

O Task Requested

O Task Complete

O closed

[ Closed - False Positive

ASSIGNEE

O show only unassigned incidents

CATEGORIES

SENT TO ARCHER
O Yes
O No

Reset Filters

The Filters panel, on the left of the Incidents List view, has options that you can use to filter the
incidents list. When you navigate away from the Filters panel, the Incidents List view retains your filter
selections.

o o

TIME RANGE You can select a specific time period from the Time Range drop-down list. The time
range is based on the received date of the alerts. For example, if you select Last

Hour, you can see alerts that were received within the last 60 minutes.

117 NetWitness Respond Reference Information



NetWitness Respond User Guide

o o

CUSTOM You can specify a specific date range instead of selecting a Time Range option. To
DATE do this, click the white circle in front of Custom Date Range to view the Start Date
RANGE and End Date fields. Select the dates and times from the calendar.

TIME RANGE . CUSTOM DATE RANGE

START DATE

04/01/2018 12:00:00 PM

END DATE

04/23/2018 12:00:00 PM

| < APRIL 2018 3
Sun Mon Tue Wed Thu

4 5

11 12

18 19

25 26

INCIDENT ID  You can type the Incident ID for an incident you would like to locate, for example

INC-1050.
PRIORITY Select the priorities that you would like to view.
STATUS Select one or more incident statuses. For example, select Closed - False Positive to

view only false positive incidents, which were initially identified as suspicious, but
then they were later found to be safe.

ASSIGNEE Select the assignee or assignees of the incidents that you would like to view. For
example, if you only want to view the incidents assigned to Cale or Stanley, select
Cale and Stanley from the Assignee drop-down list. If you want to view incidents
regardless of the assignee, do not make a selection under Assignee.
(Available in version 11.1 and later) To view only unassigned incidents, select Show
only unassigned incidents.

CATEGORIES Select one or more categories from the drop-down list. For example, if you only want
to view incidents classified with the Backdoor or Privilege abuse categories, select

Backdoor and Privilege abuse.
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on o

SENT (In version 11.2 and later, if RSA Archer is configured as a data source in Context

TO ARCHER  Hub, you can send incidents to Archer Cyber Incident & Breach Response and this
option will be available in NetWitness Respond.) To view incidents that were sent to
Archer, select Yes. For incidents that were not sent to Archer, select No.

Reset Filters Removes your filter selections.

Overview Panel

The Overview panel shows basic summary information about a selected incident. From the Incidents
List, you can click an incident to access the Overview panel. The Overview panel in the Incident Details
view contains the same information.

INC-14

High Risk Alerts: Malware Analysis for
10.

Send to Archer

03/21/2018 07:57:37 pm
High Risk Alerts: Malware Analysis

Risk Score a0

Priority: Critical

Assignee: (Unassigned)

Sources: Malware Analysis
Categories:

Catalysts: 1 Indicator(s), 1 Event(s)

The following table lists the fields displayed in the Incident Overview panel.

Gue  |eeegits

<Incident  Displays the Incident ID.

ID>

119 NetWitness Respond Reference Information



NetWitness Respond User Guide

i psaripion

Send to
Archer /
Sent to

Archer

<Incident

Name>

Created

Rule / By

RiskScore

Priority

Status

Assignee

(In version 11.2 and later, if RSA Archer is configured as a data source in
Context Hub, you can escalate incidents to Archer Cyber Incident & Breach
Response and this option will be available in NetWitness Respond.)

Shows whether the incident was sent to Archer Cyber Incident & Breach
Response:

o Send to Archer: The incident was not sent to Archer. You can click the Send
to Archer button to send the incident to Archer Cyber Incident & Breach
Response for additional processing. This action is not reversible.

Send to Archer

o Sent to Archer: The incident was sent to Archer Cyber Incident & Breach
Response for additional analysis and action.

A Sent to Archer

Displays the name of the incident. You can click the incident name to change it.
For example, rules can create many incidents with the same name. You can

change the incident names to be more specific.
Shows the creation date and time of the incident.

Shows the name of the rule that created the incident or the name of the person

who created the incident.

Indicates the risk of the incident as calculated via an algorithm and is between 0-

100. 100 is the highest risk score.

Shows the incident priority. Priority can be Critical, High, Medium or Low. To
change the priority, you can click the Priority button and select a new priority

from the drop-down list.

Shows the incident status. The status can be New, Assigned, In Progress, Task
Requested, Task Complete, Closed, and Closed - False Positive. To change the
status, you can click the Status button and select a new status from the drop-down

list.

Shows the team member currently assigned to the incident. To change the
assignee you can click the Assignee button and select a new assignee from the

drop-down list.
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Gad feespls ]

Sources Displays the data sources used to locate the suspicious activity.

Categories Displays the categories of the incident events.

Catalysts  Displays the count of indicators that gave rise to the incident.

Toolbar Actions

This table lists the toolbar actions available in the Incidents List view.

on v

Enables you to open the Filters panel so that you can specify the incidents that you
would like to see in the Incidents list.

E Closes the panel.

Change Allows you to change the Priority of one or more selected incidents in the Incidents

Priority button List.

Change Status Allows you to change the Status of one or more selected incidents.

button

Change Allows you to change the Assignee of one or more selected incidents.
Assignee

button

Delete button ~ Allows you to delete the selected incidents if you have the appropriate permissions,

such as an Administrator or Data Privacy Officer.
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Incident Details View

In the Incident Details view (RESPOND > Incidents > click an ID or NAME hyperlink in the Incidents
List), you can view and access extensive incident details. The Incident Details view contains multiple
panels that provide the following benefits:

o Overview: View an incident summary and update the incident.

o Indicators: View the indicators (alerts) involved in the incident, the events within those alerts, and
available enrichment information. You can also access Event Analysis details for some events and
perform event reconnaissance.

o Nodal Graph: Visualize the size and interactions between entities (IP address, MAC address, user,
host, domain, file name, or file hash).

« Events Datasheet: Study the events associated with the incident.
o Journal: Add notes and collaborate with other analysts.
o Tasks: Create incident tasks and track them to closure.

o Related Indicators: View indicators (alerts) that are related to the incident and add them to the
incident if they are not associated with an incident.

You can also filter the data in the Incident Details view to study indicators and entities of interest.

Workflow

This workflow shows the high-level process that Incident Responders use to respond to incidents in
NetWitness Platform.

You are here

. . .. Determine which Escalate or
Review Prioritized i
Incidents Require Investigate the

Incident List X .
Action Incident

|

|

|

i |

Incident Remediate the |
|

|

In the Incident Details view, you can use the extensive information provided about the incidents to
determine which incidents require action. You also have the tools and information to investigate the
incident, and then escalate or remediate it.
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What do you want to do?

Incident Responders,
Analysts, and SOC Manager

View prioritized incidents,
filter and sort the incident list,
find incidents, view my
incidents, and assign incidents
to myself.

Review Prioritized Incident List

Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders, Analysts

(Additional permissions

required)

Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders, Analysts

View incident details.*

View alerts and enrichments.*

View events.*

View Event Analysis for an

event.*

View a graph of the entities

involved in the events.*

Filter the incident data.*

View and add incident notes.*

View and create tasks.*

Add related alerts and add

them to the incident.*

View contextual information
about an incident from Context

Hub.*

View Incident Details

View the Indicators and

Enrichments

View and Study the Events

View Event Analysis Details for

Indicators

View and Study the Entities

Involved in the Events

Filter the Data in the Incident

Details View

View Incident Notes and Document

Steps Taken Outside of NetWitness

View the Tasks associated with an

Incident and Create a Task

Find Related Indicators and Add

Related Indicators to the Incident

View Contextual Information
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Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders, Analysts

Incident Responders,

Analysts, and SOC Manager

Incident Responders, Analysts

Reduce false positives by
adding an entity to the
whitelist.*

Pivot to NetWitness
Investigate.*

Pivot to NetWitness Endpoint.*

Send an incident to Archer
Cyber Incident & Breach

Response. *

Update or close an incident.*

Add an Entity to a Whitelist

Pivot to Investigate > Navigate

Pivot to NetWitness Endpoint Thick

Client

Send an Incident to RSA Archer

Update an Incident and Close an
Incident

Incident Responders,

Analysts, and SOC Manager

Incident Responders,

Analysts, and SOC Manager

View all tasks.

Bulk update incidents and
tasks.

*You can complete these tasks here (that is in the Incident Details view).

Related Topics

Incidents List View

Determine which Incidents Require Action

Investigate the Incident

o Escalate or Remediate the Incident

Escalate or Remediate the Incident

Escalate or Remediate the Incident
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Quick Look

The following example shows the locations of the Incident Details view panels.
IRSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

MILEETONE

50C

MiLssTONE

REM-3 / INC1
ATED: o

MAuE

ASTIGNEE:

Stream Analysis
prlog

orinin

e

ASHIGNEE

smoniTr:

staus
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RSA RESFOND N MONITOR CONFIGURE ADMIN

Eoom

common sis sarenns () swaot avTes @ DISPLAY PAVLOADS GRLY

PACKETE PUR PAGE

Overview Panel (Click the OVERVIEW tab to view it.)

P Indicators Panel
RN Nodal Graph
Events Datasheet (Click an event in the Events List to view Event Details.).
Journal Panel
n Tasks Panel (Click the TASKS tab to view it.)
Related Indicators Panel (Click the RELATED tab to view it.)

Event Analysis Panel (Click an event type hyperlink in the Indicators panel to view the Event

Analysis.)

Overview Panel

The Overview panel shows basic summary information about a selected incident. It also allows you to
change the incident name and update the incident priority, status, and assignee. The Overview panel in
the Incidents List view contains the same information. The Incidents List view Overview Panel topic
provides details.
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INC-1
High Risk Alerts: Malware Analysis for

Send to Archer

INDICATORS (2)
Created: 05/31/2018 04:31:26 pm
Rule: High Risk Alerts: Malware Analysis
Risk Score:

g Critical

Task Requested

(Unassigned)

Sources: Malware Analysis
Categories:

Catalysts: 2 Indicator(s), 2 Event(s)

Indicators Panel

The Indicators panel contains a chronological listing of indicators. Indicators are alerts, such as an ESA
alert or a NetWitness Endpoint alert. (This is different than a timeline, which provides a visual
representation of the timing of the events in the incident). This listing helps you to connect indicators and
notable data. For example, an IP address connected to a command and communication ESA alert might
also have triggered a NetWitness Endpoint alert or other suspicious activities.

To view the Indicators panel, in the left panel of the Incident Details view, select INDICATORS.
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INC-1
High Risk Alerts: Malware Analysis for

Send to Archer

OVERVIEW

Malware Analysis 05/31/2018 04:31:20 pm
RSA_01_Rule_HighConfidence

EA

05/31/2018 04:04:55 pm

00: 100 - - 49996
Malware Analysis 05/31/2018 04:31:28 pm
RSA_01_Rule_HighConfidence

EA

05/31/2018 04:03:20 pm
+ 48973

Data source information is shown below the names of the indicators. You can also see the creation date
and time of the indicator and the number of events in the indicator. In the Indicators panel, you can drill
deeper into the events associated with the listed indicators to get a better understanding of the events.

Event Analysis

You can perform an Event Analysis from the Indicators panel. Events preceded by an EA (Event

Analysis) have event reconnaissance information available: . You can select an event
type hyperlink, such as Network, to access an event analysis for the selected event.

In the Event Analysis panel, you can view raw events and metadata with interactive features that
enhance your ability to find meaningful patterns in the data. You can examine network, log, and endpoint
events. The Event Analysis panel in the Respond view shows the Event Analysis view from Investigate
for specific indicator events. For detailed information about the Event Analysis view, see the NetWitness
Investigate User Guide.
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Event Analysis X

Network Event Details acket An EOoCoHnm

wnload PCAP @  common Fie paterns () suacesyes @) ) DisPLAY PAYLOADS ONLY

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
ELD - Concentrator 100654 149996 : 80 80 05/31/2018 04:04:55.643 pm

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET COUNT
05/31/2018 04:05:01.467 pm 58413 bytes 55779 bytes 45

RESPONSE

v Packet1 0 1D 4171874 SEQ 330 350 SESSIONID 100654

200000 6 45 -- B k D 3 C ... . TIME 05/31/2018 04:04:35 pm
208016 12 ) S .
6 e 2 %8 1 i

D1

I

SIZE

PAYLOAD
a1
MEDIUM

ETH.SRC

RESPONSE ETH.ALL

on ETH.DST
Packet 2 0 77, 1D 4175147 £ 3 PAYLOAD ( Bytes
ETH.ALL

‘208068 @@ 17 df 6b 8 80 E! 1]
000016 00 25 53 as (48 60

200032 60 cd @8 50(c3 4c| ¢ E
208043 20 39 cB el 90 80 3 coo alo o o o A IPALL

ETH.TYPE

1P.SRC

Packet 3 NETNAME ather src
COUNTRY.SRC United States

€3 3b c7 @8 (88 88

56 25 55 11 34 2F B ® . . -

97 5f 2e 5d 35 53 T B . 1P.DST

IPALL

ORG.SRC

NETNAME ather dst
000036 COUNTRY.DST

009112 ORG.DST

200128

200144 ANALYSIS.SESSION not top 20 dst
000160 ANALYSIS.ALL not top 20 dst
008176
200192
009208

Annnaa INV.CONTEXT flow an.
~ PACKETS PER PAGE

INV.CATEGORY aperati

INV.CONTEXT event anal

FEED.NAME investieation

Note: Migrated incidents from NetWitness Platform versions before 11.2 will not show the Event
Analysis panel in the Respond Incident Details view Indicators panel. Likewise, if you use alerts that
were migrated from versions before 11.2 to create incidents in 11.2, you will also not be able to view
the Event Analysis panel in the Respond view for those incidents.
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Nodal Graph

The nodal graph is an interactive graph that shows the entities involved in the incident. An Entity is a
specified piece of meta, such as IP address, MAC address, user, host, domain, file name, or file hash.

11-11-41-11-11-11-11-11

1 MAC(s)
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Nodes

In the nodal graph, circles represent nodes. The following table describes the nodal graph node types.

e

Hc)idr If the event is a detected anomaly, you can see a Detector IP. If the event is a transaction,

address
you can see a Destination [P and a Source IP.

MAC You may see a MAC address for each type of IP address.

address

User If the machine is associated with a user, you can see a user node.

Host A host can be physical equipment or a virtual machine, designated by a Fully Qualified
Domain Name (FQDN) or IP address, on which any service is installed.

Domain
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N

Filename If the event involves files, you can see a filename.

File

If the event involves files, you may see a file hash.
Hash

The legend at the bottom of the nodal graph shows the number of nodes of each type and the color coding
of the nodes. It also helps you to locate the entities when the values, such as the IP addresses, are
hashed.

You can click any node and drag it to reposition it.

In NetWitness Platform version 11.2 and later, you can select the node types that you want to view by
clearing or selecting the checkboxes in the legend. The following figure shows an example nodal graph
legend with all node types selected except IP.

Arrows

The arrows between the nodes provide additional information about the entity relationships. The
following table describes the nodal graph arrow types.

prow Jpssetpton

Communicates An arrow between a Source machine node (IP address or MAC address) and a
with Destination machine node labeled with "communicates with" shows the direction of

the communication.

As An arrow between nodes labeled with "as" provides additional information about the
IP address that the arrow points to. For example, if there is an arrow from the host
node circle that points to an [P address node that is labeled with "as", it indicates that
the name on the host node circle is the hostname of that [P address and is not a

different entity.

Has file An Arrow between a machine node (IP address, MAC address, or Host) and a file
hash node labeled with "has" indicates that the IP address has that file.

Uses An arrow between a User node and a machine node (IP address, MAC address, or

Host) labeled with "uses" shows the machine that the user was using during the event.

Is named An arrow from a File Hash node to a File Name node labeled with "is named"

indicates that the file hash corresponds to a file with that name.
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o Jpseerpn

Belongs to An arrow between two nodes labeled with "belongs to" indicates that they pertain to

the same node. For example, an arrow between a MAC address and a Host labeled

with "belongs to" indicates that it is the MAC address of the host.

Larger line size arrows indicate more communication between the nodes. Larger nodes (circles) indicate
more activity than smaller nodes. The larger nodes are the most common entities mentioned in the
events.

Events Datasheet

The Events datasheet shows the events associated with the incident. It shows information about the
events, such as event time, source IP, destination IP, detector IP, source user, destination user, and file
information about the events. The amount of information listed depends on the event type.

The Events datasheet shows an Events List for multiple events or Event Details for a single event.

Events List

The following figure shows the Events List.

4 events A =0

TIME TYPE SOURCE IP SOURCE PORT SOURCE HOST SOURCE MAC SOURCE USER DESTINATION IP DESTINATION PORT

05/08/2014 06:28:14.000 am Network 10. 1240 00:0D:91 10.

05/08/2014 06:28:14.000 am Network 10. 1240 00:0D:9D:5 10.

05/08/2014 06:28:14.000 am Network 10. 1240 00:0D:9D:50:C0:... 10.

05/08/2014 06:28:14.000 am Network 10. 1240 00:0D:9D:50:C0:... 10.

The following table describes the columns in the Events list.
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TIME Shows the time the event occurred.

TYPE Shows the type of alert, such as Log and Network.

SOURCE IP Shows the source IP address if there was a transaction between two
machines.

SOURCE PORT Shows the source port of the transaction. The source and destination ports

can be on the same IP address.

SOURCE HOST Shows the destination host where the event took place.

SOURCE MAC Shows the MAC address of the source machine.

SOURCE USER Shows the user of the source machine.

DESTINATION IP Shows the destination IP address if there was a transaction between two
machines

DESTINATION PORT Shows the destination port of the transaction. The source and destination

ports can be on the same [P address.

DESTINATION Shows the HOST name of the destination machine.
HOST

DESTINATION MAC Shows the MAC address of the destination machine.

DESTINATION USER Shows the user of the destination machine.

DETECTOR IP Shows the [P address of the machine where an anomaly was detected.
FILE NAME Shows the file name if a file is involved with the event.
FILE HASH Shows a hash of the file contents.

Event Details

To view the event details, you click an event in the event list. If there is only one event in the list, you
see only the event details for that event instead of a list.
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Event Details
Malware Found in Network Session(Zero day) - 05/08/2014 06:

05/08/2014 06:28:14.000 am (4 years ago)
Network

Malware Found in Network Session{Zero day)

Private

Filename
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Journal Panel

The incident Journal shows the history of activity on your incident.

TASKS (0) RELATED
ADMIN O m

Started Researching the incident. This is similar
to one | had yesterday.

ADMIN a7/

R m

I think this IP is malicious.

ADMIN a7 11:3 ? am

| created a task for lan. | think he does
remediations, too.

ADMIN

07i18 am

lan is booked solid. We may need to assign it to
someone else. We will let you know.

New Journal Entry

Pierre may be av‘ailable...l

MILESTONE

The following table describes the New Journal Entry options.

ron—Jomewen

New Journal
Entry

Type your note in the field.

Milestone (Optional) Select a milestone, if applicable. This field is used to track significant
events for the incident.
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ron o

Submit button Click submit to add an entry to the journal. Y ou journal entry will be visible to anyone
who views the incident.

Tasks Panel

In the Tasks panel, you can manage and track the incident tasks to closure.

JOURMAL (3) RELATED o

REM-4 / INC-13

CREATED: 0df

LAST UPDATED: 0.

OPEMNED {in a few seconds)

NAME Isolate Host
assiGNEE:  DScience

PRIORITY: High
STATUS: New

DESCRIPTION

Isolate the host for further study.

REM-3 / INC-13
CREATED: a4r
LAST UPDATED: 047

NAME Create replacement host ASAP
assiGNEE:  ITServices

PRIORITY:
STATUS: Risk Accepted
DESCRIPTION

Re-image a host to use for a replacement

The following table describes the Task fields.

e

<Task ID /
<Incident ID>

The autogenerated Task ID / The incident associated with the task.

CREATED The created date of the task.
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s Jowen

LAST
UPDATED

OPENED

NAME

ASSIGNEE

PRIORITY

STATUS

DESCRIPTION

The date that the task was last modified.

The time that passed since the task was opened. For example, 3 minutes ago or 2

days ago.

The name of the task. For example: Re-image the machine. You can click this field
to edit it.

The username of the user assigned to the task. You can click this field to edit it.

The priority of the task: Low, Medium, High, or Critical. You can click the priority
button and select a new priority for the task from the drop-down list.

The status of the task: New, Assigned, In Progress, Remediated, Risk Accepted,
and Not Applicable. You can click the status button and select a new status for the

task from the drop-down list.

Type information that describes the task. You may want to include any applicable
reference numbers. You can click this field to edit it.
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Related Indicators Panel

The Related Indicators panel enables you to search the NetWitness Platform alerts database to find
alerts that are related to this incident. You can add alerts that you find to the incident if they are not
already associated with an incident.

JOURMNAL (1) TASKS (0)

Related Indicators

Enter a value below and dick the Find button to look for other

indicators related to that value.

Find: Host
Value:

When: All Data

Indicators for: Host: .com

All Data

Endpoint 02/06/2014 04:46:44 am
MachinelOC 4

1 event

Add To Incident

Endpoint 08/22/2013 03:36:08 am
MachinelOC 7

1 event

Add To Incident

Endpoint 06/20/2013 10:48:58 am
ModulelOC 8

10 1 event

Add To Incident

The following table describes the fields in the search section at the top of the panel.

Fad et

Find

Select the entity that you would like to locate in the alerts. For example, IP.

Value Type the value of the entity. For example, type the actual IP address of the entity.

When Select a time range to search for the alerts. For example, Last 24 hours.
Find Initiates the search. A list of related indicators appear below the Find button in the
button Indicators for section.
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The following table describes the options in the Indicators for (results) section at the bottom of the
panel.

opten ____Josserpten

Indicators For: Shows the search results.

Open in new window Shows alert details for the indicator.
link

Add To Incident button Adds the related indicator to the incident. The related indicator adds to the
Indicators panel.

Part Of This Incident  Shows that the indicator is already part of the incident.
button

Toolbar Actions

CEC

(Back to Incidents) Enables you to navigate back to the
Incidents List view.

Closes the panel.

Deletes the entry, such as a journal entry or task.

Priority button (In the Overview panel) Allows you to change the
Priority of one or more selected incidents in the Incidents

List.

Status button (In the Overview panel) Allows you to change the Status

of one or more selected incidents.

Assignee button (In the Overview panel) Allows you to change the

Assignee of one or more selected incidents.

E Enables you to view the Nodal Graph.

(View: Graph)
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o Jowemin

E Enables you to view the Events datasheet, which can

appear as an Events List for multiple events or Event

(View: Datasheet) Details for a single event.

n Enables you to view the Journal, Tasks, and Related
Indicators panels.

(Journal, Tasks, and

Related)

"EOQCH Enables you to show or hide the Header, Request,
Response, or Meta in the Event Analysis panel in the
Respond Incident Details view. For more information
about Event Analysis, see the Event Analysis view in the

NetWitness Investigate User Guide.
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Alerts List View

The Alerts List view (RESPOND > Alerts) enables you to view all of the threat alerts and indicators
received by NetWitness Platform in one location. This can include alerts received from ESA Correlation
Rules, ESA Analytics, Malware Analysis, Reporting Engine, NetWitness Endpoint, as well as many
others. In the Alerts List view you can browse through various alerts, filter them, and group them to
create incidents.

Workflow

This workflow shows the high-level process that Analysts use to review alerts and create incidents.

You are here Create Incident You are here

Rules

Create Incidents

Investigate Events

In the Alerts List view, you can review a list of alerts from all sources received by NetWitness
Platform. After that, you can investigate those alerts further and create incidents from the alerts or you
can create incident rules to create incidents.

Note: You can use NetWitness Platform Automated Threat Detection to create incidents without
manually creating rules.

What do you want to do?

Incident View all alerts in NetWitness View Alerts

Responders, Platform.*

Analysts

Incident Filter alerts.* Filter the Alerts List

Responders,

Analysts

Incident View alert overview information View Alert Summary Information
Responders, and raw alert metadata.*

Analysts
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Incident Create incidents from alerts.* Create an Incident Manually

Responders,

Analysts

Incident (Available in version 11.1 and later) Add Alerts to an Incident

Responders, Add alerts to an existing incident.*

Analysts

Adminis_trators, Delete alerts,* Delete Alerts

Data Privacy

Officers

SOC Managers, Create incident rules. See "Create an Incident Rule for Alerts" in
’ the NetWitness Respond Configuration Guide.

Administrators

Incident Investigate the events in an alert. View Event Details for an Alert and

Investigate Events

Responders,

Analysts

Incident Add related alerts to an existing Add Related Indicators to the Incident

Responders, incident.

Analysts

*Y ou can complete these tasks here (that is in the Alerts List view).

Related Topics

o Alert Details View

o Reviewing Alerts

Quick Look

To access the Alerts List view, go to RESPOND > Alerts. The Alerts List view displays a list of all
alerts and indicators received by the Respond Server database in NetWitness Platform. The following
figure shows the Filters panel on the left.
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RSA RESPOND  INVESTIGATE

Incidents  Alerts  Tasks

Y Filte

TIME RANGE @) custom oaTe RANGE

All Data

TvPE
Correlation
File Share

Instant I0C

Log

Manual Upload

Network

On Demand

Resubmit

Unknown

Web Threat Detection Incident

oooooooooo

RCE
Endpoint

Event Stream Analysis
Malware Analysis
NetWitness Investigate
Reporting Engine

Web Threat Detection

0

PART OF INCIDENT
O Yes
O No

ALERT NAMES

O country_dst

The Alerts List view consists of a Filters panel, an Alerts List, and an Alert Overview panel. You can

MONITOR

0O 0OO0O0OOODOQOOQONO OO OO OO oODRDOoQRaoQRaoQaoaoao

CONFIGURE

CREATED
04/17/2018 05:21:45 am
04/17/2018 05:10:55 am
04/17/2018 05:03:15 am
04/17/2018 04:47:45 am
04/17/2018 04:46:32 am
04/17/2018 04:37:35 am
04/17/2018 04:37:00 am
04/17/2018 04:25:33 am
04/17/2018 04:24:31 am
04/17/2018 04:19:46 am
04/16/2018 08:00:56 pm
04/16/2018

04/16/2018 07:3
04/16/2018 06:25:42 prm
04/16/2018 06:24:15 pm
04/12/2018 10:48:42 prm
04/12/2018 10:48:42 pm

04/12/2018 10:48:42 prm

48:42 pm

SEVERITY

50

Delete

NAME

souRcE
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
NetWitness Investigate
Event Stream Analy:
Event Stream Analysis
Event Stream Analysis

Event Stream Analysis

Showing 1000 out of 347213 items

# EVENTS

1 selected

@ admin

HOST SUMMARY INCIDENT 1D

1e80:0:0:0:1d79:8012:5b6...
fe80:0:0:0:1d79:8012:5b6...
fe80:0:0:0:1d79:801 2:5b6...
fe80:0:0:0:1d79:8012:5b6...
fe80:0:0:0:1d79:8012:5b6...
fe80:0:0:0:1d79:801 2:5b6...
fe80:0:0:0:1d79:8012:5b6...

fe80:0:0:0:1d79:8012:5b6...

3.53.136:4928 10 2.

click an alert in the Alerts list to view the Alert Overview panel on the right.

RSA RESPOND INVESTIGATE

Incidents  Alerts  Tasks

CREATED SEVERITY

04/12/201
041122018
04/12/2018
04/12/218
04/12/2018
04/12/20f
04/12/201
04/12/201
04/12/2018
04/12/2018
04/12/218

04/12/2018

04/12/201
04/12/2018 10
04/12/2018 10

04/12/2018

o
o
o
o
o
o
o
[u}
o
o
o
o
o
o
o
o
o
o
o
o

04/12/201

Alerts List

The Alerts List shows all of the alerts in NetWitness Platform. You can filter this list to only show alerts

of interest.

MONITOR

CONFIGURE

ADMIN

SOURCE

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Event Stream Anal

Showing 1000 out of 347213 items

# EVENTS

0 selected

HOST SUMMARY INCIDENT ID

123427:4329 10

120.115:60009 1 .

.29.196:4560 to 6.

.214.213:1907 1«

9.224:49442 10 6.,

12142131899 1c

1214213187210

23427432010 2...

33.90:49967 10 2...

46:1472 1o 65,

12114:59404 1c

1241.236:57638 L.,

242.214:3584 10

3256:60183 10 2...

@ admin

http-packet

Incident ID:

04/12/2018 10:48:42 pm
Severity: 80
Sou Event Stream Analysis
Type:
# Events:

60099 10
20

"http:/ /g Tacebook.comfprofile |

“pau.edu”,
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @ admin (@

Incidents  Alerts  Tasks
\
[0 createn v SEVERITY NAME SOURCE # EVENTS HOST SUMMARY INCIDENT ID

04/03/2018 04:42:03 pm 0 Event Stream Analysis -unknown
Router-junosrouter
-unknown
Router-junosrouter
-unknown
-unknown
-unknown
-unknown

04/03/201 0 sis -unknown

04/03/201 (] sis -unknown
-unknown
Router-junosrouter
-unknown
-unknown
Router-junosrouter
-unknown
Router-junosrouter
Router-junosrouter

-unknown

0O 0O0OO0OOOOQOOSO oSO oOROoOOoORaoao o o

Showing 1000 out of 30247 items | 3 selected

Description

Enables you to select one or more alerts to delete. Users with the appropriate

permissions, such as Administrators and Data Privacy Officers, can delete alerts.
CREATED Displays the date and time when the alert was recorded in the source system.
SEVERITY Displays the level of severity of the alert. The values are from 1 through 100.
NAME Displays a basic description of the alert.

SOURCE Displays the original source of the alert. The source of the alerts can be NetWitness
Endpoint, Malware Analysis, ESA correlation rules, ESA Analytics, Reporting

Engine, and many others.

# EVENTS Indicates the number of events contained within an alert. This varies depending on
the source of the alert. For example, NetWitness Endpoint and Malware Analysis
alerts always have one Event. For certain types of alerts, a high number of events

may mean that the alert is more risky.
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coumn_Jpwerpten

HOST Displays details of the host like the host name from where the alert was triggered.

SUMMARY The details may include information about the source and destination hosts in an

Alert. Some alerts may describe events across more than one host .

INCIDENT ID Shows the Incident ID of the alert. If there is no incident ID, the alert does not
belong to any incident and you can create an incident to include this alert or the alert

can be added to an existing incident.

At the bottom of the list, you can see the number of alerts on the current page, the total number of alerts,
and the number of alerts selected. For example: Showing 377 out of 377 items | 3 selected

Filters Panel

The following figure shows the filters available in the Filters panel.

TIME RANGE @  cusTom DATE RANGE

Last Hour

TYPE

O Correlation

O File share

O Instant I0C

O Log

O Manual Upload
O Network

O ©On Demand

O Resubmit

O Unknown

[0 Web Threat Detection Incident

SOURCE

O Endpoint

O Event Stream Analysis
O Malware Analysis

O Netwitness Investigate
[0 Reporting Engine

O web Threat Detection

SEVERITY

0

PART OF INCIDENT
O Yes
O No

ALERT NAMES
O country_dst
O Demo Incident
O Direct Login To an Administrative Account
O ESA- Session ID

Reset Filters
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The Filters panel, on the left of the Alerts List view, has options that you can use to filter the alerts list.
When you navigate away from the Filters panel, the Alerts List view retains your filter selections.

o o

TIME RANGE You can select a specific time period from the Time Range drop-down list. The time
range is based on the received date of the alerts. For example, if you select Last

Hour, you can see alerts that were received within the last 60 minutes.

CUSTOM You can specify a specific date range instead of selecting a Time Range option. To
DATE do this, click the white circle in front of Custom Date Range to view the Start Date
RANGE and End Date fields. Select the dates and times from the calendar.

Y:

TIME RANGE . CUSTOM DATE RANGE

START DATE

04/12/2018 12:00:00 PM

END DATE

04/22/2018 12:00:00 PM

APRIL 2018
Tue Wed Thu

3 4 5

10 11

TYPE Indicates the type of events in the alert, for example, logs, network sessions, and so
on.
SOURCE Displays the original source of the alert. The source of the alerts can be NetWitness

Endpoint, Malware Analysis, Event Stream Analysis (ESA Correlation Rules), ESA
Analytics, Reporting Engine, Web Threat Detection, and many others.

SEVERITY Displays the level of severity of the alert. The values are from 1 through 100.
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N

PART Categorizes alerts on whether or not they are associated with an incident. Select Yes

OF INCIDENT to view alerts that are part of an incident. Select No to view alerts that are not part
of an incident. For example, before you create incidents from alerts, you may want
to select No to view only those alerts that are not already part of an incident.

ALERT Shows the name of the alert. You can use this filter to search for all alerts generated
NAMES by a specific rule or source, for example, Malicious IP - Reporting Engine.
Reset Filters Removes your filter selections.

The Alerts List shows a list of alerts that meet your selection criteria. You can see the number of items
in your filtered list at the bottom of the alerts list. For example: Showing 30 out of 30 items
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Overview Panel

The Overview panel shows basic summary information about a selected alert and raw alert metadata.
The Overview panel in the Alert Details view contains the same information, but in the Alerts Details
view, you can expand the panel to view more information.

RE bad rule

Incident ID:
Created: 04/04/201 8 06:26:36 pm
Sewverity: 50

Source: Reporting Engine

Type: Netwoark

# Events: 10

Host Summary: 10 hosts to 3 hosts

{
"severity”: 5,
"signature_id": "RULE_68_28188483163411",
"risk_score": 1,
"name”: "RE bad rule”,
"source™: "RSA - Reporting Engine",
"datasource_port™: "56885",
"datasource_host"™: "18.4.61.44",
"evemts®: [
1
"ip proto”:
"lifetime’ -
"ip src”: "18.4.61.17",
"medium": "
"sessioni
"rid": "186619",
"inv_context™: "ewvent anmalysis,protocol analysis®,
"packets":
"feed_name”: "investigation",
"threat_category”: "nonstandard”,
"ath_src": "@@:5 :33:18:60",
"analysis_serwvice®™: "ssl over non-standard port",
" payload” 17",
a1,
"WGBETS"
ss51 over nmon-standard port”,
: "lateral”,
1 "BET1",
"33207",

"streams”

The following table lists the fields displayed in the Alert Overview panel.
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N

<Alert

Name>

Incident

ID

Created
Severity

Source

Type

#

Events

Raw

Alert

Displays the name of the alert.

Displays the Incident ID associated with the alert. You can click the incident ID
link to go to the Incident Details view of the associated incident. If there is no
incident ID, the alert does not belong to an incident. You can create an incident for

this alert or you can add it to an incident.
Displays the date and time when the alert was created.
Displays the level of severity of the alert. The values are from 1 through 100.

Displays the original source of the alert. The source of the alerts can be NetWitness
Endpoint, Malware Analysis, ESA correlation rules, ESA Analytics, Reporting

Engine, and many others.

Indicates the type of events in the alert, for example, logs, network sessions, and so

on.

Indicates the number of events contained within an alert. This varies depending on
the source of the alert. For example, NetWitness Endpoint and Malware Analysis
alerts always have one Event. For certain types of alerts, a high number of events

may mean that the alert is more risky.

Shows the raw alert metadata.
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Toolbar Actions

This table lists the toolbar actions available in the Alerts List view.

O

Enables you to open the Filters panel so that you can specify the alerts that you would like
to see in the Alerts List.

Closes the panel.

Create  Enables you to create incidents from alerts. The alerts cannot be part of an incident. To get
Incident a list of alerts without incidents, you can filter the Alerts List, In the PART
button OF INCIDENT section, select No.
Ad‘,i to This option is available in version 11.1 and later.
p
Incident
button Enables you to add selected alerts to an incident. The alerts cannot be part of an incident.
To get a list of alerts without incidents, you can filter the Alerts List. In the PART
OF INCIDENT section, select No.
Delete Allows you to delete alerts.
button
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Alert Details View

In the Alert Details view (RESPOND >Alerts > click a NAME hyperlink in the Alerts List), you can
view summary information about an alert, such as the source of the alert, the number of events within the
alert, and whether it is part of an incident. You can also view detailed information about the events
within the alert as well as the event metadata.

Workflow

This workflow shows the high-level process that Analysts use to review alerts and create incidents.

Create Incident
Rules

Create Incidents

After reviewing the alerts list, in the Alert Details view, you can investigate those alerts further and
create incidents from the alerts. In the CONFIGURE > Incident Rules view, you can create incident
rules to create incidents.

Note: You can also use NetWitness Platform Automated Threat Detection to create incidents without
manually creating rules.

What do you want to do?

Incident View all alerts in View Alerts
Responders, NetWitness Platform.
Analysts

See "Create an Incident Rule for Alerts" in the

SOC Managers, Create incident rules. - X :
NetWitness Respond Configuration Guide.

Administrators

Incident View a list of events inthe ~ View Event Details for an Alert
Responders, alert.*

Analysts
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Incident View event metadata for View Event Details for an Alert
Responders, each event in the alert.*
Analysts
Incident Further investigate the Investigate Events
Responders, events in the alert.*
Analysts
Incident Add alerts to an existing Add Alerts to an Incident
. Add Related Indicators to the Incident
Responders, incident.
Analysts
Incident Create incidents from alerts. Create an Incident Manually
Responders,
Analysts
Data Privacy Delete alerts. Delete Alerts
Officers,
Administrators

*Y ou can complete these tasks here (that is in the Alerts Details view).

Related Topics

o Alerts List View

o Reviewing Alerts

Quick Look
1. To access the Alert Details view, go to RESPOND > Alerts.

2. Inthe Alerts list, choose an alert to view and then click the link in the NAME column for that alert.
The Alert Details view has an Overview panel on the left and the Events panel on the right. You can
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resize the panels to show more information as shown in the following figure.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @J admin

RE bad rule 9 events

TIME TYPE SOURCE IP SOURCE PORT SOURCE HOST SOURCE MAC SOURCE USER DESTINATION IP

5 04/04/2018 06:25:35.000pm  Network 1046117 53529 00:50: 10.461.
Incident ID:

Creato 04/04/2018 06:25:35.000pm  Network 10.461.17
Created:

. 04/04/2018 06:25:36.000pm  Nework 10461.17 9 6:33:10 10.461.3
Severity:

- 04/04/2018 06:25:36.000pm  Network 10.461.17 3 0 0 10.4.61.3
Se Reporting Engine

T — 0.461.3: o 0: 0.4.61.
Type: T 04/0: 44.000pm  Nework 10.461.32 10.4.61

05. etwe 0.461.
. 5 05.000pm  Nemwork 10.461.17

04/04/2018 z etwe 4,61,
HostSummary: 8 hosts to 2 hoss 04/04/201 05.000pm  Network 1046117
04/04/2018 06:26:06.000pm  Network 10.461.17 00:50: 0: 10.461.3

04/04/2018 06:26:06.000pm  Network 10461.17 00:50:56:33:10 10.461.32

“RULE_60_20180463163411",

- Reporting Engine”,
seo0s”,

1

Overview Panel

The Overview panel shows basic summary information about a selected alert. The Overview panel on
the Alerts List view contains the same information. The Alerts List view Overview Panel topic provides
details.

RE bad rule

Incident ID:

Creates

Severity:

Source: Reporting Engine:
T Network

# Even

Host Summary: 9 hosts to 2 hosts

“severity™: 5,
"signature_id": "RULE 60 20188403163411",
"risk_score™: 1,
“name": "RE bad rule",
"source”: "RSA - Reporting Engine”,

: port”: 560857,

"event analysis,protocol analysis™,
28",
investigation”,
nanstandard® ,
0:60",
"ss1 over non-standard port”,
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Events Panel

The Events panel can show an Events List if there is more than one event in the alert. If there is only one
event in the alert, or you click an event in the Events List, you can see Event Details in the Events panel.

Events List

The Events List for a selected alert shows all of the events contained in that alert.

9 events
TYPE SOURCE 1P SOURCE PORT SOURCE HOST SOURCE MAC SOURCE USER DESTINATION IP | DESTINATION PORT  DESTINATION HOST  DESTINATION MAC
Network 10.461.17 00:50:56:33:10: 10.
Network 10.4.61.17 00:50:56: 0 10.

Network 10.461.17 38494 00: 10.4.61.32

:36.000 pm Newwork 10.4.61.17 0 256 0 10.4.61.32

:25:44.000 pm Network 10.4.61.32 :56:33:104 10.4.61.17

05.000 pm Newwork 10.4.61.17 00:50:56 10.4.61.32

05.000 pm Network 10.461.17 00:50:56 10.4.61.32
Newwork 10.4.61.17 :56: 0 10.4.6 56 00:50:56:33:10:6E

Network 10.461.17 00:50:56: 10.4.61.32 567 00:5! 6E

The following table lists some of the columns shown in the Events List, which provide a summary of the
listed events.

TIME Shows the time the event occurred.

TYPE Shows the type of alert, such as Log and Network.

SOURCE IP Shows the source IP address if there was a transaction between two
machines.

DESTINATION IP Shows the destination IP address if there was a transaction between two
machines.

DETECTOR IP Shows the IP address of the machine where an anomaly was detected.

SOURCE USER Shows the user of the source machine.

DESTINATION USER Shows the user of the destination machine.

FILE NAME Shows the file name if a file is involved with the event.

FILE HASH Shows a hash of the file contents.
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Event Details

The Event Details in the Events panel shows the event metadata for each event in the alert.

Event Details
08/15/2018 06:55:45 pm

Back To Table 1of11 >

08/15/2018 06:55:45.000 pm (9 minutes ago)
Network

Device

Event Source

Event S

Related Links

Event Metadata

The following table lists some event metadata sections and subsections shown in the first two columns in
the Event Details. This is not an extensive list.
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Data Shows information about the data involved with the event, such as the

files involved. There may be 0 or more per event.

Filename Shows the file name if a file is involved with the event.

Hash Shows a hash of the file contents, for example, MD5 or SHA.

Size Shows the size of the transmission or file involved with the event.
Description Displays a general description of the event.
Destination Shows the destination device and user.

Device Shows information about the destination device. See Event Source or

Destination Device Attributes below.

User Shows information about the user or users of the destinationSee Event

Source or Destination User Attributes below.

Detector Shows the host or software product that detected the issue. This is most

relevant for malware scanners and logs

Device Shows the device class of the product that detected the alert.
Class

IP Address Shows the IP address of the product that detected the alert.

Product Shows the name of the product that detected the alert.
Name
Domain Shows the domain associated with the event.
Enrichment Shows available enrichment information.
Related If available, it shows a link back to the user interface (UI) of the source
Links product.
Type Shows the type of event, such as investigate original event.
URL Shows the URL link back to the UI of the source product.
Size Shows the size of the transmission or file involved.
Source Shows the source device and user.
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Device Shows information about the source machine. See Event Source or
Destination Device Attributes below.
User Shows information about the user or users of the source machine. See

Event Source or Destination User Attributes below.

Timestamp Shows the time that the event occurred.

Shows the type of the alert, such as log, network, correlation, Resubmit,
Manual Upload, On Demand, File Share, or Instant IOC.

Type

Event Source or Destination Device Attributes

The following table lists attributes for an event source or destination device that can be shown in the
Events Details.

Cewe  feessigln

Displays the type of device, for example, desktop, laptop, server, network equipment,

Asset Type
P tablet, and so on.
BusinessUnit Shows the business unit associated with the device.
Compliance ~ Shows the compliance rating of the device. It can be Low, Medium, or High.
Rating
Criticality Shows how critical the device is to the business (business criticality).
Facility Shows the location of the device.
Geolocation  Shows the geographic location for the host. It can contain the following attibutes: city,
country, latitude, longitude, organization, and domain.
IP Address Shows the IP address of the device.
MAC Shows the MAC address of the device.
Address
Netbios Shows the NetBIOS name for the device.
Name
Port Displays the TCP port, UDP port, or the IP Src port (the first one available) used to

connect to and from the host.
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Event Source or Destination User Attributes

The following table lists attributes for an an event source or destination user that can be shown in the
Events Details.

Attribute ..

AD Domain Shows the Active Directory domain.

AD Shows the Active Directory username.
Username

Email Shows the email address of the user.
Address

Username  Shows a general name if you do not know the source of the username, such as UNIX or

a username in a particular system.

Toolbar Actions

This table lists the toolbar actions available in the Alert Details view.

on o

. (Back to Alerts) Enables you to navigate back to the Alerts List view.

Click the arrows to navigate through the event meta details for each event in the alert.
The numbers, such as "1 of 2" show the number of the event that you are currently
viewing. Click Back to Table to go back to the Events List view, which is also

known as the Events Table.
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Tasks List View

After investigating incidents, in the Tasks List view (RESPOND > Tasks), you can create and track
incident tasks. For example, you can create remediation tasks when you require actions on incidents
from teams outside of your security operations. You can reference external ticket numbers within the
tasks and then track those tasks to completion. You can also modify and delete tasks as required,
depending on your user permissions.

What do you want to do?

Incident Responders,
Analysts

Incident Responders,
Analysts

Incident Responders,

Analysts

Incident Responders,

Analysts

Incident Responders,

Analysts

Incident Responders,
Analysts,
SOC Managers

Related Topics

o Incident Details View

View tasks

Filter tasks.

Create a task.

Find and modify tasks.

Close a task (Change the Status to
Remediated, Risk Accepted, or Not
Applicable).

Delete a task.

o Escalate or Remediate the Incident

Quick Look

View All Incident Tasks and View
the Tasks associated with an
Incident

Filter the Tasks List

Create a Task

Find a Task and Modify a Task

Modify a Task

Delete a Task

To access the Tasks List view, go to RESPOND > Tasks. The Tasks List view displays a list of all

incident tasks.

NetWitness Respond Reference Information

160



NetWitness Respond User Guide

@ admin = @

RSA RESPOND INVESTIGATE MONITOR CONFIGURE
Incidents ~ Alerts ~ Tasks
x Delete

PRI e—— O create v emomity Assianee starus Last upDaATED creaTepsY  IncIDENTID

D oanzan § mepow ks " s

TASK 1D HIGH ' AS! jose ss 04/16/2018 1

HIGH Isol ine dwardo w 04/16/2012 1

PRIORITY CRITICAL S ted 0471242018 0
B Vedi m o : : .

0O High o N

O critical 2018 04:55:32 pr | meDIUM Remediation required 0471742018 0 iy

sTATUS
O New

O Assigned

O In Progress

O Remediated
0O Risk Accepted
0 Not Applicable

CREATED BY

Reset Filters Showing 6 out of 6 items | 1 selected

The Tasks List view consists of a Filters panel, a Tasks List, and a Task Overview panel. The following
figure shows the Tasks List and the Overview panel.

@ admin (@

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
Incidents  Alerts
Y  Delete REM-3

CREATED v PRIORITY ASSIGNEE sTaTus LAST UPDATED CREATED BY INCIDENT 1D Create replacement host ASAP

o

) mepum

camea
) veowow

1 meoum
Risk Accepted

ITServices

Re-image a host to use for a
replacement

Showing 6 out of 6 items | 1 selected

Tasks List

The Tasks List shows all of the incident tasks. You can filter this list to show only tasks of interest.

Description

. Enables you to select one or more tasks to modify or delete. Users with the

appropriate permissions can make bulk updates and delete tasks, such as SOC
Managers. For example, an SOC Manager may want to assign multiple tasks to a

user at the same time.

CREATED Displays the date when the task was created.
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PRIORITY

ID

NAME

ASSIGNEE

STATUS

LAST
UPDATED

CREATED
BY

INCIDENT ID

Displays the priority assigned to the task. The priority can be any of the following:
Critical, High, Medium, or Low. The Priority is also color coded, where red indicates
Critical, orange represents High risk, yellow indicates Medium risk, and green

represents Low risk as shown in the following figure:

PRIORITY
CRITICAL

HIGH

l MEDIUM

LOW

Displays the task ID.
Displays the task name.
Displays the name of the user assigned to the task.

Displays the status of the task: New, Assigned, In Progress, Remediated, Risk
Accepted, and Not Applicable.

Displays the date and time when the task was last updated.

Displays the user who created the task.

Displays the incident ID for which the task was created. Click the ID to display the

details of the incident.

At the bottom of the list, you can see the number of tasks on the current page and the total number of
tasks. For example: Showing 23 out of 23 items
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Filters Panel

The following figure shows the filters available in the Filters panel.

Y Filters

TIME RANGE . CUSTOM DATE RANGE

All Data

T4

PRIORITY
O Low
O Medium
O High
O Critical

STATUS

O New

O Assigned

O In Progress

O Remediated
[0 Risk Accepted
O Not Applicable

CREATED BY

Reset Filters

The Filters panel, on the left of the Tasks List view, has options that you can use to filter the incident
tasks.

on o

TIME You can select a specific time period from the Time Range drop-down list. The time

RANGE range is based on the creation date of the tasks. For example, if you select Last Hour,

you can see tasks that were created within the last 60 minutes.
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on Jowemn

CUSTOM  You can specify a specific date range instead of selecting a Time Range option. To do

DATE this, click the white circle in front of Custom Date Range to view the Start Date and End
RANGE Date fields. Select the dates and times from the calendar.

TIME RANGE . CUSTOM DATE RANGE

START DATE

04/01/2018 12:00:00 PM

END DATE

04/17/2018 12:00:00 PM

1= APRIL 2018 ¢
Sun Mon Tue Wed Thu

1
8
15

22

29

TASK ID  You can type the Task ID for a task that you would like to locate, for example REM-123.

PRIORITY You can select the priorities that you would like to view. If you make one or more
selections, the Tasks list shows only those tasks with the selected priorities.
For example: If you select Critical, the Tasks list shows only the tasks with a priority set

to Critical.

STATUS You can select the statuses that you would like to view. If you make one or more
selections, the Tasks list shows only those tasks with the selected statuses.
For example: If you select Assigned, the Tasks panel shows only the tasks that are

assigned to users.

CREATED You can select the user who created the tasks that you would like to view. For example,

BY if you only want to view the tasks created by Edwardo, select Edwardo from the
CREATED BY drop-down list. If you want to view tasks regardless of the person who
created the task, do not make a selection under CREATED BY.

NetWitness Respond Reference Information 164



NetWitness Respond User Guide

own Jowmn

Reset Removes your filter selections.

Filters

The Tasks List shows a list of tasks that meet your selection criteria. You can see the number of items in
your filtered list at the bottom of the tasks list. For example: Showing 18 out of 18 items

Task Overview Panel

To access the Task Overview panel:
1. Go to RESPOND > Tasks.

2. Inthe Task list, click the task that you want to view.
The Task Overview panel appears to the right of the Tasks list.

REM-6
TASK 5

08/04/2017 22:47:27

08/06/2017 18:05:43

New

Description

This is remediation task AAA-1234.

The following table lists the fields displayed in the Task Overview panel.

Gow  feesspiin 7

<Task ID> Displays the automatically assigned task ID.
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Gad  eesm ]

<Task

Name>

Incident ID

Created

Last
Updated

Priority

Status

Assignee

Displays the task name. This is an editable field. To change the task name, you
can click the current task name to open a text editor. For example, you can

change a task name from "Reimage a Laptop" to "Reimage a Server".

Displays the Incident ID for which the task was created. Click the ID to display
the details of the Incident.

Displays details about the date and time when the task was created.

Displays the date and time when the task was last updated.

Displays the priority of the task: Low, Medium, High, or Critical. To change the
priority, you can click the priority button and select a priority for the task from

the drop-down list.

Displays the status of the task: New, Assigned, In Progress, Remediated, Risk
Accepted, and Not Applicable. To change the status, you can click the status
button and select a status for the task from the drop-down list.

Displays the user assigned to the task. To change the user assigned to the task,
you can click (Unassigned) or the name of the previous assignee to open a text

editor.

Description Shows task details. To modify the description, you can click the text underneath

the description to open a text editor.

Toolbar Actions

This table lists the toolbar actions available in the Tasks List view.

m

Enables you to open the Filters panel so that you can specify the tasks that you would like
to see in the Tasks List.

Closes the panel.
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on o

Delete Allows you to delete the selected tasks.

button
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Add/Remove from List Dialog

The Add/Remove from List dialog allows you to add or remove an entity or meta value to an existing list
or create a new list. For example, when you look up an IP address and you find it suspicious or
interesting, you can add it to a relevant list, which has been added a data source. This improves the
visibility of the suspicious I[P addresses. You can also add entities or meta values to different lists. For
example, you can add them to one list for suspected domains related to command and control connections
and to another list for Trojan connections IP addresses related to remote access. If a list is not available,
you can create a list. You can also remove the entity or meta value from a list.

Note: From the Add/Remove from List dialog, you can only add or remove entities or meta values
from single column lists added as a datasource, not multi-column lists. And when you edit a list or a
value in a list from the nodal view or the context lookup view, ensure to refresh the web page to view
the updated data.

What do you want to do?

Incident Add an entity to a list. From the Incident Details view, see Add an Entity to
a Whitelist.

Responders, From the Alert Details view, Add an Entity to a

Analysts Whitelist.

Incident Create a whitelist, Create a List

Responders, -

Analysts blacklist, or other list.

Administrators Add a Context Hub list See "Configure Lists as a Data Source" in the Context
as a data source. Hub Configuration Guide.

Administrators Import or export a list for See "Import or Export Lists for Context Hub" in the
Context Hub. Context Hub Configuration Guide.

Related Topics

Investigate the Incident

Reviewing Alerts

View Contextual Information (Incident Details view)

View Contextual Information (Alert Details view)

Note: You cannot delete a list, but you can delete values within a list.
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Quick Look

The following is an example of the Add/Remove from List dialog in the Respond view.
RSA RESPOND

Add/Remove from List

Click on Save to update the list{s). Refresh the page to view the updates.
META VALUE

100 1

2

ALL SELECTED UNSELECTED 3

DESCRIPTION

£
@
3

Blacklisted Ip

List 2

aQ

List 3

List 4

Blacklisted Ip

List 2

a

Entities or meta values to be added or removed.
Create a new list using the selected meta.

Select any of the tabs: All, Selected, or Unselected.
Search using the list name or description.

Cancel the action.

n Save to update lists or create a new list.

To access the Add/Remove from List dialog, in the Incident Details view or the Alert Details view,
hover over the underlined entity that you would like to add or remove from a Context Hub list. A context
tooltip appears showing the available actions.

10.4.61.14
CONTEXT HIGHLIGHTS ACTIONS

0 3068 = Add/Remove from List

INCIDENTS ALERTS Q Pivot to Investigate > Navigate

ENDPOINT  LIVECONNECT  CRITICALITY
Q Pivot to Endpoint Thick Cient

ASSET RISK

View Context
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In the Actions section of the tooltip, click Add/Remove from List. The Add/Remove From List dialog
shows the available lists.

Add/Remove from List

Click on Save to update the list{s). Refresh the page to view the updates.

META VALUE

4.61.14

ALL SELECTED UNSELECTED Y Filter Results

DESCRIPTION
IP_Whitelist
User_Whitelist
Uzer_Blacklist
IP_Blacklist
Admin_Accounts
Service_Accounts

Hnsr Whirelisr
Cancel

The following table shows the options in the Add/Remove from List dialog.

opten __Jpmserbn

META VALUE Displays the selected entity or meta value that needs to be added to or

removed from one or more lists. You can also a create a new list using the

selected value.

Create New List When clicked, it displays a dialog to create a new list using the selected
meta value.
ALL Shows all of the available Context Hub lists. The lists that contain the

selected entity or meta value are selected. Select a checkbox to add an

entity or meta value to a list. Clear a checkbox to remove it from the list.

SELECTED Shows only the lists that contain the selected entity or meta value. (All lists

are selected.)
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oo

UNSELECTED Shows only the lists that do not contain the selected entity or meta value.
(Al lists are unselected.)

Filter Results Enter the name or description of a specific list to search from multiple lists.

LIST Displays the name of all the lists.

DESCRIPTION Displays information about the selected list. The description that you provide
when creating a list appears in this dialog. For example: This list contains all
of the blacklisted IP addresses.

Cancel Cancels the operation.

Save Saves the changes.
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Context Lookup Panel - Respond View

The Context Hub service brings together contextual information from several data sources into the
Respond view so that analysts can make better decisions during their analysis and take appropriate
action. Seeing the entities, meta values, and contextual information in a single interface helps analysts to
prioritize and identify areas of interest. For example, recently created incidents and alerts from the
Respond view involving a given entity or meta value will be displayed when the analyst queries for
additional information for that entity or meta value. The Context Lookup panel displays contextual
information for the selected entities or meta values such as IP address, User, Host, Domain, File Name,
or File Hash. The data available depends on the configured sources in the Context Hub.

The Context Lookup panel displays the contextual information based on the data available on
the configured sources in the Context Hub.

What do you want to do?

Incident Responders, Navigate to the Context Lookup From the Incident Details view, see View
Analysts, Threat panel. Contextual Information .
Hunters

From the Alert Details view, see View
Contextual Information .

Incident Responders, Understand the information in the  See the information in this topic.

Analysts, Threat Context Lookup panel for a

Hunters selected entity.
Administrator Configure Data Sources for See "Configure Data Sources for Context
Context Hub. Hub" in the Context Hub Configuration
Guide.
Administrator Configure Context Hub settings. See "Configure Context Hub Data Source

Settings" in the Context Hub

Configuration Guide.

Related Topics

» Investigate the Incident

o Reviewing Alerts
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Contextual Information Displayed in the Context Lookup Panel

The contextual information or query results displayed in the Context Lookup panel depends on the
selected entity and the associated data sources. The Context Lookup panel has separate tabs for each of
the data sources. The tabs are: List data source, Archer, Active Directory, Endpoint, Incidents, Alerts,
and Live Connect. The following figure displays the Context Lookup panel for a selected entity in the
Incident Details view with the Incidents tab in view.

= Incidents : 1 3 X

Add/Remove from List Pivot to Investigate Pivot to Archer Pivot to Endpoint Thick Client

CREATED PRIORITY RISK SCORE 1] NAME STATUS ASSIGNEE ALERTS

04/24/2018 11:33:50 am (2 days ago) CRITICAL 90 Incident for CH ASSIGNED admin
04/23/2018 11:33:50 am (3 days ago) CRITICAL o0 Incident for CH ASSIGMED admin
04/22/2018 11:33:50 am (4 days ago) CRITICAL o0 Incident for CH ASSIGNED admin
04/21/2018 11:33:50 am (5 days ago) CRITICAL a0 Incident for CH ASSIGNED admin
04/20/2018 11:33:50 am (6 days ago) CRITICAL aQ Incident for CH ASSIGNED admin

04/19/2018 11:33:50 am (7 days ago) CRITICAL a0 Indident for CH ASSIGNED admin

The following table describes the data available on each tab and the supported entities.

E Displays all of the list data associated All entities

with the selected entity or meta value.

(Lists)
The result is sorted by the last updated
list.
Displays asset information along with IP, Host, and Mac
criticality ratings using the Archer data
(Archer)
source.
@ Displays all user information for the User
(Active selected user.
Directory)
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= Displays the NetWitness Endpoint data P, MAC address, and Host
(NetWitness source information for the selected entity
Endpoint) or meta value, which includes the

Machines, Modules, and IIOC levels.
Modules are by highest [OC score to
lowest IIOC score and IIOC levels are
sorted by highest [OC levels to lowest

10C levels.
m Displays the list of incidents associated Al entities
with the selected entity or meta value.
Incidents . .
( ) The result is sorted by newest incidents
to oldest incidents.
ﬁ'i‘- Displays the list of alerts associated with ~All entities
the selected entity or meta value. The
(o) result is sorted by newest alerts to oldest
alerts.
& Displays information related to Live IP, Domain, and Filehash
Connect.

(Live Connect)
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Lists Tab

The Context Lookup panel for Lists shows one or more lists associated with the selected entity or meta
value. The following figure is an example of the Context Panel for Lists, and the table describes the
fields.

Lists :

Add/Remove from List Pivot to Investigate Pivot to Archer Pivot to Endpeint Thick Client

NAME DESCRIPTION AUTHOR CREATED A  UPDATED

List152447503858 List created by automation admin 01/16/2017 08:38:45 am (a year aga) 04/23/2018 09:16:21 am (2 days ago)
DomainList List created by automation admin 01/16/2017 08:38:45 am (a year aga) 04/23/2018 09:13:16 am (3 days ago)
FilenamelList List created by automation admin 01/16/2017 08:38:45 am (a year aga) 04/23/2018 09:13:19 am (3 days ago)
Userlist List created by automation admin 01/16/2017 08:38:45 am (a year aga) 04/23/2018 09:13:22 am (3 days ago)
Hostlist List created by automation admin 01/16/2017 0 5 am (a year aga) 0472 809:13:25 am (3 days ago)
IPList List created by automation admin 01/16/2017 08:38:45 am (a year agao) 04/23/2018 09:13:28 am (3 days ago)
FileHashList List created by automation admin 01/16/2017 08:38:45 am (a year aga) 04/23/2018 09:13:30 am (2 days ago)
MacList List created by automation admin 01/16/2017 08:38:45 am (a year aga) 04/23/2018 09:13:33 am (3 days ago)
D5152447491978 List created by automation admin 01/16/2017 08:38:45 am (a year aga) 04/23/2018 09:14:21 am (3 days ago)
User_Whitelist 15/ 04/23/2018 08:52:16 am (3 days ago) 04/23/2018 09:52:16 am (3 days ago)

User_Blacklist 15 04/23/2018 09:52:17 am (3 days ago) 04/23/2018 09:52:17 am (3 days ago)

17 List(s) Time Window: ALL DATA | Last Updared: {2 hours age)

Description
Name The name of the list (defined while creating the list).
Description The description of the list (defined while creating the list).
Author The owner who created the list.
Created The date when the list was created.
Updated The date when the list was last updated or modifed.
Count The number of lists in which the selected entity or meta value is available.
Time Window The time window based on the value set for the "Query Last" field in the

Configure Responses dialog. By default, all Lists data is fetched.

Last Updated The time when Context Hub fetched and stored the lookup data in cache.
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Archer Tab

The Context Lookup panel for Archer displays asset information along with criticality ratings using the
Archer data source for IP, Host, and Mac entities. The following figure is an example of the Context
Lookup panel for Archer, and the table describes each field.

= Archer:

Add/Remove from List Pivot to Investigate > Mavigate Pivot to Archer Pivot to Endpoint Thick Client

CRITICALITY RATING RISK RATING DEVICE NAME HOSTNAME
High High ECAT-WIN-2008 fip.netwitness.com

INTERNAL IP ADDRESS DEVICE 1D DEVICE TYPE MAC ADDRESS
66.104.20.243 2240935 Fibre Channel SAN Switch 00:13:E8:AF:63:0F

FACILITY BUSINESS UNIT DEVICE OWNER BUSINESS PROCESSES
Austin D2 US-Finance,Payroll 1, Admin1,2, admin Busi. Process 1,Busi. Process 2

Time Window: ALL DATA | Last Updated: (a few seconds ago)

R

Criticality Rating The device operational criticality based on the applications it supports. The

criticality ratings can be set as Not Rated, Low, Medium-Low, Medium,

Medium-High, or High.

Risk Rating The calculated risk rating for the device based on the most recent assessment
and the average risk rating of facilities using the device. The risk rating can be

set as Severe, High, Medium, Low, or Minimal.

Device Name The unique name of the device.

Host Name The host name of the device.

IP Address The primary internal IP address of the device.

Device ID The automatically populated value that uniquely identifies the record across all

applications within the system.
Type The device type, for example, server, laptop, desktop, and others.

Facilities Links to records in the Facilities application that are related to this device.
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N

Business Unit Links to records in the Business Unit application that are related to this device.

For more than three business unit values, you can hover over the field to view

the values.

Device Owner The person who is responsible for the device and receives read and update

rights of the record.

Count The number of assets available.

Time Window The time window based on the value that is set for the "Query Last" field in

the Configure Responses dialog. By default, all data for Archer is fetched.

Last Updated The time when Context Hub fetched and stored the lookup data in cache.

Note: In the localized versions, only these twelve fields are displayed: Criticality Rating, Risk Rating,
Device Owner, Business Unit, Host Name, MAC Address, Facilities, [P Address, Type, Device ID,
Device Name, and Business Processes.
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Active Directory Tab

The following figure is an example of a Context Lookup panel for Active Directory.

— Active Directory : bcline

Add/Remove from List

DISPLAY NAME EMPLOYEE ID PHONE EMAIL
bcline - 010 64 3 477 4000 bdine@abc.com

AD USER ID JOB TITLE MANAGER GROUPS
bline QE Manager CN=mary,CN=Users,DC=context.DC=local

COMPANY DEPARTMENT LOCATION LAST LOGON
Dell Emc RSA Brentford London GB TWS9AN 08/22/2017 10:44:52 am (7 days ago)

LAST LOGON TIMESTAMP DISTINGUISHED NAME
08/22/2017 10:44:51 am (7 days ago) CN=bcline,CN=Users,DC=context,DC=local

1 User(s) (First 20 Results) Time Window: ALL DATA | Last Updated: (2 minutes ago)

The Context Lookup panel for Active Directory displays all the related information, incidents, and alerts
for a user. You can perform a look up using the following formats:

o userPrincipalName
e Domain\UserName

¢ sAMAccountName

If the user exists in multi-domain or multi-forest, all the related context information is displayed for the
specific user.

The following information is displayed for Active Directory.

Description
Display Name The name of the user.
Employee ID The employee ID of the user.
Phone The phone number of the user.
Email The email ID of the user.
AD User ID The unique identification of the user within an organization.
Job Title The designation of the user.
Manager The name of the user's manager.
Groups The list of groups of which the user is a member.
Company The name of the user's company.
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Description

Department
Location

Last Logon

Last Logon
TimeStamp
Distinguished Name

Count

Time Window

Last Updated

The department name to which the user belongs within the organization.

The location of the user.

The time when the user logged into the system, only if the Global Catalogue
is defined.

The time when the user logged into the system.

The unique name assigned to the user.

The number of users.

The time window based on the value that is set for the "Query Last" field in
the Configure Data Source Settings dialog. By default, all data for Active
Directory is fetched.

The time when Context Hub fetched and stored the lookup data in cache.

NetWitness Endpoint Tab

The following figure is an example of the Context Lookup panel for NetWitness Endpoint.

+— NetWitness Endpoint : 10.63.0.225

q7 Add/Remove from List Pivot to Endpoint Pivot to Investigate

# OF MODULES
4512

ADMIN STATUS

1noc o noc 1
[} 3

LAST LOGIN MAC ADDRESS OPERATING SYSTEM
2/29/2017 4:12:40 PM 00:0C;29:92:94:3. Microsoft Windows Server 2012 R2 Standard

MACHINE STATUS IPADDRESS

Online

Top Suspicious Modules (IIOC Score > 1) Machine I0C Levels

110C SCORE MODULE NAME ANALYTICS SCORE  MACHINE COUNT  SIGNATURE 10€ LEVEL DESCRIPTION LASTEXECUTED

Non-M

File hidden

In hidd

Time Window: ALL DATA | Last Updated: (28 minutes ago)

The following information displayed for [1OCs.
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# Of Modules
Admin Status
Last Updated
Last Login
MAC Address

Operating System

Machine Status

IP Address

The number modules that are looked up.
The admin status (if any).

The time when the data was last refreshed.
The time when the user last logged in.

The Machine MAC Address.

The Version of the Operating System used by the NetWitness Endpoint

machine.
The state of the module being viewed: Online, Offline, Active, or Inactive.

The IP address of the specific module.

The following information is displayed for modules.

R

IIOC Score

Module Name
Analystic Score
Machine Count

Signature

A machine IIOC score is an aggregated score based on the module scores.
This is based on the value set for Minimum IIOC Score field in the Context
Hub Data Source Settings dialog. The default value for Minimum IIOC Score
is 500. See "Configure Context Hub Data Source Settings" in the Context Hub

Configuration Guide.

The name of the module that is being looked up.

The number of active files for the selected machine.

The number of machines on which that particular IOC got triggered.

Indicator of whether the file is signed or unsigned, valid or invalid, and

signatory information. For example, Google, Apple, and so on.

The following information is displayed for machines.
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I0C Levels The 10C levels.

Description The description for he IOC level if available.

Last executed The time when the action was executed.

Count The number of hosts that are being looked up.

Time Window The time window based on the value set for the Query Last field in the

Configure Data Source Settings dialog. By default, all data for NetWitness
Endpoint is fetched.

Last Updated The time when scan results were last updated in NetWitness Endpoint

database.

Alerts Tab

The following figure is an example of Context Panel for Alerts that is displayed based on time first
(Newest to Oldest) and then severity.

= Alerts:

Add/Remove from List Pivot to Investigate Pivot to Archer Pivot to Endpoint Thick Client

CREATED SEVERITY NAME SOURCE # EVENTS INCIDEN...

047242018 11:33:50 am (5 days... 90 NetWitness Investigate 1

04/23/2018 11:33:50 am (6 days... 90 NetWitness Investigate 1

04/22/2018 11:33:50 am (7 days... 90 NetWitness Investigate 1

04/22/2018 11:33:50 am (7 days... 00 NetWitness Investigate 1

4 Alert(s) (First 50 Results) Time Window: 7 DAYS | Last Updated: (a minute ago)

The following information is displayed in the Context Lookup panel for Alerts.

T

Created The date and time when the alert was created.

Severity The severity value of the alerts.

Name The name of the alert. You can click the name to view the details of a specific
alert.
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Source The alert source name from which the alert is triggered.
#Events The number of events associated with the alert.
Incident ID The ID of the incident (if any) with which the alert is associated. You can click

the ID to view the details of a specific alert.

Count The number of alerts. By default only the first 100 alerts are displayed. For
more information on how to configure the settings, see "Configure Context Hub
Data Source Settings" in the Context Hub Configuration Guide.

Time Window The time window based on the value set for the Query Last field in the
Configure Data Source Settings dialog. By default, the alert data for last 7 days
is fetched.

Last Updated The time when contextual data was last fetched from data source.

Incidents Tab

The following figure is an example of the Context Panel for Incidents, which is based on time first
(Newest to Oldest) and then priority status.

= Incidents :

Add/Remove from List Pivot to Investigate Pivot to Archer Pivot to Endpoint Thick Client

CREATED PRIORITY RISK SCORE 1D NAME STATUS ASSIGNEE

04/24/2018 11:33:50 am (2 days age) CRITICAL ag Incident for CH ASSIGNED admin
0472372018 11:33:50 am (3 days age) CRITICAL ag Incident for CH ASSIGNED admin
04/22/2018 11:33:50 am (4 days ago) CRITICAL aQ Incident for CH ASSIGNED admin
04/21/2018 11:33:50 am (5 days ago)  CRITICAL a0 Incident for CH ASSIGNED admin

04/20/2018 11:33:50 am (6 days aga)  CRITICAL a0 Incident for CH ASSIGNED admin

04/19/2018 11:33:50 am (7 day=s ago)  CRITICAL a0 Incident for CH ASSIGNED admin

The following information is displayed in the Context Lookup panel for Incidents.

e peseion

Created The date when the incident was created.
Priority The priority status of the incidents.
Risk Score The risk score of the incidents.
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ID The Incident ID of the incident. You can click on the ID to display further

details about the incident.

Name The incident name.

Status The status of the incident

Assignee The current owner of the incident.

Alerts The number of alerts associated with the incident.

Count The number of incidents. By default only the first 100 incidents are displayed.

For more information on how configure the settings, see "Configure Context
Hub Data Source Settings" in the Context Hub Configuration Guide.

Time Window The time window based on the value set for the Query Last field in the
Configure Data Source Settings dialog. By default, the alert data for last 7 days
is fetched.

Last Updated The time when contextual data was last fetched from data source.
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Live Connect Tab

The following figure is an example of a Context Panel for Live Connect, and the table describes the
information displayed.

Live Connect :

Add/Remove from List Pivot to Endpoint Pivot to Investigate

Review Status
STATUS MODIFIED DATE

RISKY 08/ = pm (a month ago)

Live Connect Risk, sment

Risk Indicators

FILE INCLUSION ||

am (a year ago)

TRENDING COMMUNITY ACTIVITY (LAST 20 DAYS) TRENDING SUBMISSION ACTIVITY (LAST 20 DAYS)

Identity

AUTONOMOUS SYSTEM NUMBER(ASN) COUNTRY CODE
1030404303033 us

ORGANIZATION COUNTRY NAME
[Armerican IP LTD. United States
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TR B The review status of the selected Live Connect entity (IP, file, or domain) based on the
analyst activity. This gives the visibility of the analyst activity within an organization.
St Status

Below are the types of status:

o New: Lookup results for an IP address are viewed for the first time within the
organization.

o Viewed: Any analyst within the organization has already viewed the lookup results
for an IP address.

o Marked as Safe: Any analyst within the organization has already viewed the
lookup results and marked the IP address as safe.

o Marked as Risky: Any analyst within the organization has already viewed the
lookup results and marked the IP address as risky.

Risk The risk assessment for the selected Live Connect entity (IP, file, or domain) based on
the Live Connect analysis and analyst feedback. The Risk Assessment categories are:

Assessment . N .
o Safe: The Live Connect entity is considered to be safe.

o Unknown: Live Connect does not have enough information about this entity to
calculate the risk.

o High Risk: Marked as high risk based on the analysis and risk reasons provided by
the community. Entities marked as high risk require immediate attention.

o Suspicious: Marked as suspicious based on the analysis and risk reasons provided
by the community. The analysis indicates potentially threatening activity that
requires action.

o Unsafe: Marked as unsafe based on the analysis and risk reasons provided by the
community.

The entity is rated as High Risk, Suspicious, or Unsafe and displays the associated

risk reasons accordingly.
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Risk Risk Assessment Feedback

Assessment ANALYST SKILL LEVEL Tier 1

Feedback

RISK CONFIRMATION CONFIDENCE LEVEL RISK INDICATOR TAGS

Select... Select... Submit

Risk Assessment Feedback allows the analyst to submit threat intelligence feedback
about an entity to the Live Connect server.

o Analyst Skill Level
Below are the Analyst skill level options:

[¢]

Tier 1 - Analysts at this level define procedures for remediation, and decide if
an incident should be escalated to other areas in a Security Operation center
(SOCQ). This is the default value.

Tier 2 - Analysts who investigate incidents and capture intelligence from an
investigation to feed back into the various workflows in a SOC.

Tier 3 - Analysts who share the investigation results to the SOC organization.
They generally manage incidents and have a wide breadth and depth of skills and
tools necessary for incident response.

Note: While creating a new user for NetWitness Platform (Analyst), an
administrator should be able to identify the user as Tier 1, Tier 2, or Tier 3
Analyst.

Risk Confirmation - The risk confirmation for the selected Live Connect entity
(IP, file, or domain). The Risk confirmation categories are:

o Safe: The Live Connect entity is considered to be safe.

o Unknown: The analyst does not have enough information to provide a risk
confirmation

o High Risk: Marked as high risk based on the analysis and risk reasons provided
by the community. Entities marked as high risk require immediate attention.

o Suspicious: Marked as suspicious based on the analysis and risk reasons
provided by the community. The analysis indicates potentially threatening activity
that requires action.

o Unsafe: Marked as unsafe based on the analysis and risk reasons provided by the
community.

Confidence Level - The confidence level of an analyst in providing feedback for
the Live Connect entity. The confidence level categories are: High, Medium, and
Low.

o Risk Indicator Tags - Allows you to select a tag category based on the analysis.
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Community

Activity

Risk
Indicators

Identity

Certificate

Information

Community activities such as:

o Date first seen in the community.

o Time since the IP/File/Domain was seen for the first time (Current time - First seen
time).

Trending Community Activity:

If the IP address is known within the RSA community, a graphical representation of
the community activity trend is displayed for the following:

o Users (in %) who have viewed the [P address in the Live Connect community over
time.

e Users (in %) who submitted feedback for the IP address.

e Users (in %) who marked the IP address as unsafe over time.

Risk Indicators

Risk indicators are highlighted based on the tags that are assigned by the community to
the entities (IPs, Files, or Domains).

The tags are categorized as follows: Reconnaissance, Delivery, Command and
Control, Lateral Movement, Privilege Escalation, and Packaging and Exfiltration.

These tags are samples and vary based on the inputs received from the community on
the Live Connect server. The analyst can choose the appropriate risk indicator tags
while providing the review feedback. A highlighted tag indicates that the selected
entity is associated with that particular category and tag. Clicking a highlighted tag
displays the description of the tag.

Provides the following identity information for the selected entity or meta value:

For IP address: Autonomous System Number (ASN), Prefix, Country Code and
Country Name, Registrant (Organization), and Date.

For File Hash: File Name, File Size, MD5, SH1, SH256, Compile Time, and Mime
Type.

For Domain: Domain Name and Associated [P Address.

Provides the following certificate information for the selected file hash: Certificate
Issuer, Validity of the Certificate, Signature Algorithm, and Certificate Serial Number.
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WHO IS

Information

Related Files

Related
Domains

STREET PHONE
1600 Amphitheatre Parkway +1.6502530000

Iy FAX
Mountain View +1.6506188571

STATE EMAIL
CA dns-admin@google.com

POSTAL CODE
TYPE *14543

RegistryType

COUNTRY

NAME us

Admin

ORGANIZATION
Google Inc.

The WHO IS information provides the ownership details for a given domain.

The following information about the domain owner is displayed: Created Date,
Updated Date, Expired Date, Type (Registration Type), Name, Organization, Address
with Postal code, Country, Phone, Fax, and Email.

Related Files are displayed for entity types IP and Domain. A list of known associated
files is displayed along with the following information: Live Connect Risk Rating
(Safe, Risky, or Unknown), File Name, MD5, Compile Time and Date, API Function,
Import Hash, and Mime Type.

Related Domains are displayed for entity types IP and Files. A list of known
associated domains is displayed along with the following information: Live Connect
Risk Rating (Safe, Risky, or Unknown), Domain Name, Country Name, Registered
Date, Expired Date, and Registrant Email address.
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Related IPs Related Files(5)

LC RISK RATING FILE NAME COMPILE DATE API FUNCTION IMPORT HASH

filename2

filename3

filename4

filena:

Related Domains (2)

LC RISK RATING DOMAIN COUNTRY REGISTERED DATE EXPIRED DATE REGISTRANT EMAIL

Related IPs are displayed for entity types Domain and Files. A list of known
associated IPs is displayed along with the following information: Live Connect Risk
Rating (Safe, Risky, or Unknown), IP Address, Domain Name, Country Code and

Country Name, Country Name, Registered Date, Expired Date, and Registrant Email
address.
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