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How NetWitness Investigate Works

Investigate provides the data analysis capabilities in RSA NetWitness® Suite, so that analysts
can analyze packet, log, and endpoint data and identify possible internal or external threats to
security and the IP infrastructure.

Data and Metadata

RSA NetWitness Suite audits and monitors all traffic on a network. One type of service, a
Decoder, ingests, parses, and stores the packets, logs, and endpoint data traversing the network.
The configured parsers and feeds on the Decoder create metadata that analysts can use to
investigate the ingested logs and packets. Another type of service, called a

Concentrator, indexes and stores the metadata.

Analysts usually query the Concentrator to discover threats. The Concentrator handles queries,
only going to the Decoder when a full reconstruction of sessions, endpoint events, or raw logs is
required. ESA, Malware Analysis, and Reporting Engine also query the Concentrator, where
they can quickly get all the pertinent metadata associated with an event and generate information
on the event without having to go to each Decoder. In some special cases, analysts may query a
Decoder.

Note: While a hybrid appliance can perform the Concentrator function, a separate
Concentrator appliance is required for any large environment that needs greater bandwidth or
events per second (EPS). The Concentrator appliance has storage layout that uses solid state
drives for the index, which increases read performance.

Analysis Methods

Analysts can investigate captured data, open results from other NetWitness Suite views in
Investigate, and import data from other collection sources. During the course of an investigation,
analysts can move seamlessly between the three views in Investigation: Navigate view, the
Events view, and the Malware Analysis view.

Analysts use Investigate to hunt for events that drive the incident response workflow and to do
strategic analysis after another tool has generated an event. An incident responder who is
working on an incident in NetWitness Respond can open the incident in NetWitness Investigate
and add events to the incident. A threat hunter who is working in NetWitness Investigate can
add an event to an existing incident or create a new incident in NetWitness Respond. In both
cases, the analyst drills or pivots into the metadata to filter the number of logs and packets and
see suspicious events, while focusing on certain combinations of metadata that lead to an
incident.

9 How NetWitness Investigate Works
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Note: Specific user roles and permissions are required for a user to conduct investigations and
malware analysis in NetWitness Suite. If you cannot perform an analysis task or see a view,
the administrator may need to adjust the roles and permissions configured for you.

Triggers for an Investigation

These are a few examples of triggers for an investigation:

o Youreceive intelligence from a third party about a new active directory hack; you use that to

run a search across all of your raw Active Directory log data for the last 24 hours.

o You are asked by the SOC manager to find any Pokemon Go malware due to its current
popularity; you craft a query to look for an HTTP session using a specific user agent related

to the malware he found on a security blog.

o An incident responder escalates a ticket that shows some odd indicators related to a host; you
link to that host to find specific details.

o You are looking for the next zero day attack and pivoting through network metadata to find

any abnormal automated sessions leaving the enterprise.

e You are asked by your SOC manager to find any information related to user jarvis, an

employee just let go; you query against the past week for that username.

Workflow of an Investigation

This figure shows the general workflow of an investigation. In a typical day, an analyst goes
through the steps in the general workflow in a circular fashion. You typically start by executing
a query, then filter to a subset of events, reconstruct or analyze an event, and repeat to
reconstruct or analyze another event. When you encounter an event that bears a closer look, you
view the context around the event, and decide whether to create an incident or add the event to
an incident. If you decide not to add the event to an incident, you run an other query to gain
further insight, which starts again at the beginning of the workflow. If you find a file or event
that potentially contains malware, you can do a Malware Analysis scan of the file or you can
open Malware Analysis and start a scan of the service on which the event was seen.

How NetWitness Investigate Works 10
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Conduct Malware
Analysis

Scan Files and Events
(Malware Analysis View)

After you enter a query or launch an investigation from NetWitness Respond, defined meta keys
are queried and the contents of captured packets, logs, and endpoint events is displayed in the
Navigate view.

Navigate View

This figure illustrates the Navigate view.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Navigate Events Malware Analysis
£ Concentrator ¥ Query © ElProfile ® E]Meta® | B Total © .= Descending @ &5 EventCount ® | SaveEvents ©® - Actions ~ Settings
< Context Lookup

2017 | % 1046:00 (04:00) Last Hour 2017 | 51| 114559(C0400) | Lo vcvuncots reited o the seected mera vl

In the left panel, any meta values highlighted with a

\ grey background indicates that automatic context
e \\..7... - A S A N S enrichment has been found in one of the context
sources configured. Optionally, any meta value with or
without an enrichment indicator can be examined for
£ Options | 2 Hide further context.

PEN Service Type (1 value) L
OTHER (93)

To retrieve additional context for a meta value:

Source IP Address (1 value) © 1. Right-click a meta value

<>
127.00.1 (87) USZ168.T)(%)
2. Select Context Lookup from the menu

Py Source IPv6 Address (1 value) el

0:0:0:0:0:0:0:1 (6)

Default supported meta types:
I Subject el IPs, Users, Domains, MAC Addresses, File Names,

|- | . File Hashes and Hosts

Closed - Click to Open
e TCP Destination Port (5 values) £ The default mappings between the supported meta

4369 (60) - 5672 (16) - 15671 (10) - 56004 (6) - 36620 (1) types and the actual meta keys are defined in

Administration > System > Investigation > Context

TCP TCP Source Port (20 of 20+ values) L Lookup and an administrator can change these
o 56556 (4) - 36622 (4) - 36618 (4) - 36626 (3) - 36620 (3) - 56552 (2) - 39854 (2) - 39850 (2) - 39846 (2) - 39842 (2) - 39838 (2) - 36624 (2) mappings.
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The Navigate view provides the capability to drill into and query data on a Broker, Concentrator,
or Decoder, though investigating a Decoder is not typical. Every situation is unique in terms of
the types of information the analyst is attempting to find. Investigation presents the contents of
captured packets, logs, and endpoint events as a collection of extracted data in the Navigate
view. The defined meta keys are queried, and values are returned along with the number of
events. Clicking on a value at any given level, reveals the results in detail.

In the Navigate view, for certain configured meta keys, such as IP address, or hostname, you
can search for additional context information around a value using the Context hub. The
additional context may include incidents, alerts, and other sources where the value was
mentioned.

For example, if there is a concern regarding suspicious traffic with foreign countries,

the Destination Country meta key reveals all destinations and the frequency of the contact.
Drilling into those values yields the specifics of the traffic, such as the IP address of the
originator and the recipient. Checking other metadata can expose the nature of attachments
exchanged between the two IP addresses.

The Navigate View also provides a sequential visualization of the data in a timeline. Here you
can zoom in on a selected time period.

Events View

This figure illustrates the Events view.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Navigate Events Malware Analysis

B Concentrator [EEEEMICEEEE ¥ Query © [ Profile ©® [ Detail View ® -~ Actions ©® -~ Incidents © Search Events v = Settings

EventTime EventType  Theme size Details

> >
<> 127001 -> 127.0.0.1
©952052 -> 4369
> sessionid : 523022
95 payload : 58
B medium: 1
[ 2017-08-31T09:30:22 Network OTHER 1KB <> eth.type : IP
] ip.dst.hash : 81B7DC4A84D441BFAEDO6DE3D46A19C49D17B4157FBECDEDE868FD7D21A27F77
etname : loopback src

dnx007 1X21U0D

etname : loopback dst
@ direction:: lateral

<> ip.proto: TCP

+ Sshow Additional Meta B Event Analysis

> ->

€> 127001 -> 127.00.

©®56069 -> 4369

> sessionid : 523023

95 payload: 58

B medium: 1
2017-08-3170931:22 Network  OTHER 1k8 > ethitype: IP

# ip.dsthash : 81B7DC4A84DA441BFAEDOGDE3DAGATICAID17B4157FBECDEDEB6BFD7D21A27F77

@ netname: loopback src
# netname : loopback dst
@ direction : lateral
> ip.proto: TCP

| Page1 | ) | C | 25 v eventsperpage Displaying 1 - 25 of 321 events
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The Events view provides a view of packet, log, and endpoint events in list form so that you can
view events sequentially and reconstruct events safely. You can open the Events view for a
meta value in a current drill point from the Navigate view. For analysts without sufficient
privilege to navigate a service, the Events view is a standalone investigation view in which
analysts can access a list of network, log, and endpoint events from a NetWitness Suite Core
service without having to drill down through meta first.

The Events view presents event information in three standard forms, a simple grid listing of
events, a detailed listing of events, and a log view. In addition to the standard forms, you can
create a custom column group of selected meta keys, then assign the custom column group to a
custom profile for viewing the events list. Once created, custom column groups and profiles are
selectable from a drop-down list.

In the Events view, you can:

o Reconstruct an event from the event list. Two reconstruction interfaces are accessible from

the Events view: Event Reconstruction and Event Analysis.

o Use Investigation Profiles to tie together various Investigation settings into selectable sets,

import and export Investigator meta groups, import and export Investigator column groups.
o Export events and associated files.

o Create an incident from an event, or edit an incident to add or remove events.

Malware Analysis View

This figure illustrates the Malware Analysis view

13 How NetWitness Investigate Works
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INVESTIGATE

MALWARE ANALYSIS

Summary of Events

= NWAPPLIANCE10787 - Malware ... tics | Continuous Mode v Last Week v

Scanned service Start Time End Time
50003 2017-08-04T17:37:00 2017-08-11T17:36:59

Total High Confidence

Events Created Files Processed Events Created Files Processed

24 30 16 18
B[R - a1
Event Timeline
Top Listing of Highly Suspicious Malware
Score Wheel
Meta Treemap

Meta Breakdowns

High Confidence Only
Source IP 5 v

‘ NETWITNESS SUITE 11.0.0.0-170805005411.1.695dd46

The Malware Analysis view provides a means to analyze certain types of file objects (for
example, Windows portable executable (PE), PDF, and MS Office) to assess the likelihood that
a file is malicious. You can open the Malware Analysis view directly or you can use a context
menu action to Scan for Malware from a meta value in a current drill point from the Navigate
view. The malware analyst can leverage the multilevel scoring modules to prioritize the massive
number of files captured in order to focus analysis efforts on the files that are most likely to be
malicious.

Contextual Information for an Event

From the Navigate view and the Event view, you can look up details about elements associated
with an event (IP Address, User, Host, Domain, MAC Address, Filename, File hash) in the
Context Hub. You can interact with the elements of an event to get further insight including
related incidents, alerts, custom lists, Archer assets, active directory details, and NetWitness
Endpoint IIOCs. From the Context Hub, you can click on a data point to return to the Navigate
view.

How NetWitness Investigate Works 14
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Event Reconstruction and Event Analysis

When you discover an event that merits additional investigation, you can reconstruct an event
safely in a form similar to its native form using Event Reconstruction or interactive Event
Analysis. The rendering of events restricts the use of dynamic or active code that might be
contained in the event to limit any adverse outcome to your system or browser. Cache is used to
improve performance when viewing previously viewed events. Each analyst has a separate
cache of reconstruction data, and you can only access reconstructed events in your own cache.

The Event Reconstruction opens in a window on top of the Events view. You can see the meta
keys and meta values in a list form and page to view the next event in this form. Events can be
reconstructed using different methods to suit the type of data: meta data, text, hexadecimal,
packets, web, mail, files, or the best reconstruction selected automatically. You can export
packet capture files, extract files, and export the meta values for the event. This figure is an
example of the Event Reconstruction.

Event Reconstruction

service id type source destination service first packet time
conc - Concentrator 39407 Network Session 152.62.229.12:58968 10.148.137.39:3128 80 2017-08-22T14:16:37.982
View Meta 4 Actions 2 Open Eventin New Tab  [& Event Analysis

sessionid = 39407

time = 2017-08-22T14:16:37.000

size = 5632

payload = 4144

medium = 1

eth.src = 5C:26:0A:55:F5:70 -

eth.dst = 00:13:60:4E:58:FF -

eth.type = 2048 -

ip.src = 152.62.229.12 °

netname = "other src" -

ip.dst = 10.148.137.39 -

netname = "private dst" -

direction = "inbound" -

ip.proto = 6 -

tcp.flags = 26

tcp.srcport = 58968 -

tcp.dstport = 3128 -

service = 80 -

The Event Analysis view is an interactive tool to help analysts see the packets, text, or files in
an event with visual cues for certain types of information. Depending on the type of
reconstruction, for example, packets, text, or files, different information is relevant. When
viewing files, you can export files in a zip archive to your local file system. You can download

logs from the Text view, and export packets from the Packet view. This figure is an example of
the Event Analysis view.

15 How NetWitness Investigate Works
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

NAVIGATE ~ EVENTS  MALWARE ANALYSIS
Results for: conc - Concentrator 08/17/2017 03:05:00 pm - 08/29/2017 09:21:59 pm service = 80

All Events (13807) Network Event Details | Text Analysis  Packet Analysis Analysi EoocHn

Time EVENT TYPE summA
Download PCAP @) DISPLAY COMPRESSED PAYLOADS

0812212017 Network Ipsrc=
10:14:31 am

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIM
* 80

3
08/22/2017 02:14:31.031
m

conc - Concentrator 39367 192.168.202.20: 5115
2/2017 ipsrc=

10:16:37 am
LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET COUNT
9

08/22/201702:14:31.044 1275 bytes 743 bytes
08/22/2017 Network q ipsrc= pm

10:16:37 am

08/22/2017 Network ipsrc=
e get defaultfile.txt HTTP/1.1 sessionip
082202017 s " Host: defaulthostname.local TIME
10:16:37am User-Agent: mozilla/s.e size
08/22/2017 Network (T8 O ravLonn
D Accept-Language: text/html MEDIUM
Accept-Encoding: gzip,deflate ETH.SRC
’ Accept-Charset: IS0-8859-1,utf-8;q=0.7,*;=0.7
1076372m Keep-Alive: 300 ETHTYPE
08/22/2017 Network Connection: keep-alive

. NETNAME rivate src
10:16:37 am Referer: http://referrer.org P!

0812212017 Network ETH.DST

1p.SRC

1p.DST
08/22/2017 Network
10:16:37 am

NETNAME other dst
DIRECTION outbound

08/22/2017 Network 1p.PROTO 6
HTTP/1.1 200 OK

10:16:37 am ! 00 O TCP.FLAGS 27
Server: nginx rep.sncroRT

0872212017 Network

10:16:37 am

Cache-Control: no-cache TCP.DSTPORT 53

Pragma: no-cache SeRvice
Network Accent-Ranges: hvtes rREAmS

Jinvestigation/malware
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Malware Analysis Functions

NetWitness Suite Malware Analysis is an automated malware analysis processor designed to
analyze certain types of file objects (for example, Windows portable executable (PE), PDF, and
MS Office) to assess the likelihood that a file is malicious.

Malware Analysis detects indicators of compromise using four distinct analysis methodologies:
o Network Session Analysis (network)

Static File Analysis (static)

o Dynamic File Analysis (sandbox)

Security Community Analysis (community)

Each of the four distinct analysis methodologies is designed to compensate for inherent
weaknesses in the others. For example, Dynamic File Analysis can compensate for Zero-Day
attacks that are not detected during the Security Community Analysis phase. By avoiding
malware analysis that strictly focuses on one methodology, the analyst is more likely to be
shielded from false negative results.

In addition to the built-in indicators of compromise, Malware Analysis supports indicators of
compromise written in YARA. YARA is a rule language, which allows malware researchers to
identify and classify malware samples. This allows IOC authors to add detection capabilities to
RSA Malware Analysis by authoring YARA rules and publishing them in RSA Live. These
YARA-based IOCs in RSA Live will automatically be downloaded and activated on the
subscribed host, to supplement the existing analysis that is performed in each analyzed file.

Malware Analysis also has features that support alerts for Incident Management.

Functional Description

This figure depicts the functional relationship between the Core services (the Decoder,
Concentrator, and Broker), the Malware Analysis service, and the NetWitness Server.

17 How NetWitness Investigate Works
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Daily Quota : . .
(Number of Files) Free Standard Enterprise
Malware Analysis 100 unlimited unlimited

ThreatGrid Analysis 5 1000 5000

Dn—l;)emand On-Demand
File Upload Polling

., > RSA Cloud

Continuous Polling ... R

Ana\ysm s
Network
Static

ThreatGrid
Cloud

Community

The Malware Analysis service analyzes file objects using any combination of the following
methods:

o Continuous automatic polling of a Concentrator or Broker to extract sessions identified

by a parser as potentially carrying malware content.

¢ On-demand polling of a Concentrator or Broker to extract sessions identified by a

malware analyst as potentially carrying malware content.

¢ On-demand upload of files from a user-specified folder.

When automatic polling of a Concentrator or Broker is enabled, the Malware Analysis service
continuously extracts and prioritizes executable content, PDF documents, and Microsoft Office
documents on your network, directly from data captured and analyzed by your Core service.
Because the Malware Analysis service connects to a Concentrator or Broker to extract only
those executable files that are flagged as possible malware, the process is both rapid and
efficient. This process is continuous and does not require monitoring.

When on-demand polling of a Concentrator or Broker is chosen, the malware analyst uses
Investigation to drill into captured data and choose sessions to be analyzed. The Malware
Analysis service uses this information to automatically poll the Concentrator or Broker and to
download the specified sessions for analysis.

How NetWitness Investigate Works 18
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On-demand upload of files provides a method for the analyst to review files captured external to
the Core infrastructure. The malware chooses a folder location and identify one or more files to
be uploaded and analyzed by Malware Analysis. These files are analyzed using the same
methodology as files automatically extracted from network sessions.

Analysis Method

For the Network analysis, the Malware Analysis service looks for characteristics that seem to
deviate from the norm, much as an analyst does. By looking at hundreds to thousands of
characteristics and combining the results into a weighted scoring system, legitimate sessions that
coincidentally have a few abnormal traits are dismissed, while the actual bad ones are
highlighted. A user can learn patterns that indicate anomalous activity in the sessions as
indicators that warrant further investigation, Indicators of Compromise.

The Malware Analysis service can perform Static analysis against suspicious objects it finds on
the network and determine whether those objects contain malicious code. For Community
analysis, new malware detected on the network is pushed to the RSA Cloud for checking against
RSA's own malware analysis data and feeds from the SANS Internet Storm Center, SRI
International, the Department of the Treasury and VeriSign. For Sandbox analysis, the services
can also push data into major security, information and event management (SIEM) hosts (the
ThreatGrid Cloud).

Malware Analysis has a unique method for analysis that is partnered with industry leaders and
experts, so their technologies can enrich the Malware Analysis scoring system.

NetWitness Server Access to the Malware Analysis Service

The NetWitness Server is configured to connect to the Malware Analysis service and import

tagged data for deeper analysis in Investigation. Access is based on three subscription levels.

o Free subscription: All NetWitness Suite customers have a free subscription, with a free trial
key for ThreatGrid analysis. The Malware Analysis service is rate-limited to 100 file samples
per day. The number of samples (within the set of files from above) submitted to the
ThreatGrid Cloud for sandbox analysis is limited to 5 per day. If one network session had 100
files in it, customers would hit the rate limit after processing the one network session. If 100

files were manually uploaded, that would cause the rate limit to be reached.

« Standard subscription tier: The number of submissions to the Malware Analysis service is
unlimited. The number of samples submitted to the ThreatGrid Cloud for sandbox analysis is
1000 per day.

o Enterprise subscription tier: The number of submissions to the Malware Analysis service is
unlimited. The number of samples submitted to the ThreatGrid Cloud for sandbox analysis is
5000 per day.
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Scoring Method

By default, the Indicators of Compromise (IOC) are tuned to reflect industry best practices.
During analysis, the IOCs that trigger cause the score to move upward or downward to indicate
the likelihood that the sample is malicious. The tuning of IOCs is exposed in NetWitness Suite
so that the malware analyst can choose to override the assigned score or to disable an IOC from
being evaluated. The analyst has the flexibility to either use the default tuning, or to completely
customize the tuning to specific needs.

Y ARA-based IOCs are interleaved with the built-in IOCs within each built-in category and are
not distinguished from native IOCs. When viewing IOCs in the Service Configuration view,
administrators can select Y ARA from the Module selection list to see a list of YARA rules.

After a session is imported into NetWitness Suite, all of the viewing and analysis capabilities in
Investigation are available to further analyze Indicators of Compromise. When viewed in
Investigation, YARA 10Cs are distinguished from the built-in native IOCs by the tag vara

rule.

Deployment

The Malware Analysis service is deployed as a separate RSA Malware Analysis host. The
dedicated Malware Analysis host has an onboard Broker which connects to the Core
infrastructure (either another Broker or a Concentrator). Prior to this connection, a collection of
parsers and feeds must be added to the Decoders that are connected to the Concentrators and
Brokers from which the Malware Analysis service pulls data. This allows suspicious data files
to be marked for extraction. These files are malware analysis tagged content available
through the RSA Live content management system.
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Malware Scoring Modules

RSA NetWitness Suite Malware Analysis analyzes and scores sessions and the embedded files
within these sessions by scoring four categories: Network, Static Analysis, Community, and
Sandbox. Each category comprises many individual rules and checks that are used to calculate a
score between 1-100. The higher the score, the more likely the session is to be malicious and
worthy of more in-depth follow-on investigation.

Malware Analysis can facilitate a historical investigation into events leading up to a network
alarm or incident. If you know that a certain type of activity is taking place on your network, you
can select only the reports of interest to examine the content of data collections. You can also
modify behavior for each scoring category based on the scoring category or the file type
(Windows PE, PDF, and Microsoft Office).

Once you become familiar with data navigation methods, you can explore the data more
completely through:

o Searching for specific types of information

o Reviewing specific content in detail.

Category scores for Network, Static Analysis, Community, and Sandbox are maintained and
reported independently. When events are viewed based on the independent scores, as long as
one category detects malware, it is evident in the Analysis section.

Network

The first category examines each core network session to determine if the delivery of the
malware candidates was suspicious. For example, benign software being downloaded from a
well-known safe site, using proper ports and protocols, is considered less suspicious than
downloading software known to be malicious from a known dubious download site. Sample
factors used in the scoring of this criteria set may include sessions that:

o Contain threat feed information

o Connect to well-known bad sites

o Connect to high-risk domains/countries (for example, .cc domain)
o Use well-known protocols on non-standard ports

o Contain obfuscated JavaScript
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Static Analysis

The second category analyzes each file in the session for signs of obfuscation in order to predict
the likelihood of the file behaving maliciously if allowed to run. For example, software that links
to networking libraries is more likely to perform suspicious network activity. Sample factors
used in the scoring of this criteria set may include:

o Files found to be XOR encoded

o Files found embedded within non-EXE formats (for example, PE file found embedded in a
GIF format)

o Files linking to higher risk import libraries

o Files highly deviating from the PE Format

Community

The third category scores the session and files based on the collective knowledge of the security
community. For example, files whose fingerprint/hash is already known to be good or bad by
respected anti-virus (AV) vendors is scored accordingly. Files are also scored based on
knowledge that a file was delivered from a site known to be good or bad by the security
community.

Community scoring also indicates whether the AV on your network flagged the files as
malicious. It does not indicate that the resident AV product acted to protect your system.

Sandbox

The fourth category examines the behavior of the software by actually running it in a sandbox
environment. By running the software to watch its behavior, a score can be calculated by
identifying well-known malicious activity. For example, software that configures itself to
autostart on each reboot and make IRC connections would score higher than a file with no
known bad behavior.
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Roles and Permissions for Malware Analysts

This topic identifies the user roles and permissions required for a user to conduct malware
analysis in NetWitness Suite. If you cannot perform an analysis task or see a view, the
administrator may need to adjust the roles and permissions configured for you.

Required Roles and Permissions

RSA NetWitness Suite manages security by providing access to views and functions using both
system permissions and permissions on individual services.

On the system level, the user needs to be assigned a system role, in the Administration > System
view, that provides access to specific views and functions.

ADMIN
SYSTEM
I Info . .
Version Information
Updates
Current Version 11.0.0.0-
Licensing 170709005430.1.9127d8d
. Current Build 170709005430
Email
License Server 1D 000C29A985E5
Global Notifications License Status Enabled Disable

Legacy Notifications
System Logging
Global Auditing
Jobs

Live Services

URL Integration
Context Menu Actions
Investigation

ESA

ESA Analytics
Whois

HTTP Proxy Settings

NTP Settings

‘ NETWITNESS SUITE
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The default Malware Analysts role in NetWitness Suite 11.0 is assigned all of the
permissions listed below. If necessary, an Administrator can create a custom role with some
combination of the following permissions:

Access Investigation Module (required)

Investigation - Navigate Events

Investigation - Navigate Values

Access Incident Module

View and Manage Incidents

View Malware Events (to view events)

File Download (to download files from the Malware Analysis service)

Initiate Malware Scan (to initiate a one-time service scan or one-time file upload)

Dashlet permissions for convenience: Dashlet - Investigate Top Values Dashlet, Dashlet -
Investigate Service List Dashlet, Dashlet - Investigate Jobs Dashlet, Dashlet - Investage
Shortcuts Dashlet.

A use case for creating a custom role would be a Junior Malware Analyst role, with limited
permissions that do not include the File Download permission.

On specific services, a malware analyst needs to be a member of the Analysts group, or to a
group that has the two default permissions assigned to the Analyst group: sdk.meta and
sdk.content. Users who have these permissions can use specific applications, run queries, and
view content for purpose of analysis on the service.
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Configuring Investigation Views and Preferences

Analysts can configure some aspects of NetWitness Suite Investigation views and behavior. You
can customize the way that Investigation views appear, the types of information displayed, and
factors that affect performance in returning results and reconstructing events. All configurable
settings have default values that are effective in most deployments; however, analysts have the
option to adjust these if necessary.

Analysts who conduct analysis using Investigation need to have the appropriate system roles and
permissions set up for their user accounts. An administrator must configure roles and
permissions as described in Roles and Permissions for Malware Analysts.

These topics provide details:

o Configure Navigate View and Events View

o Configure Malware Summary of Events View
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Configure Malware Summary of Events View

The Summary of Events provides a summary of the scan being investigated, and below the
summary are configurable dashlets such as visualization charts and listings. By default, the
Summary of Events for a scan opens with the default dashlets displayed. You can customize the
view by adding, modifying, and deleting default dashlets. The configured customization of
dashlets persists through different scan investigations, and you can restore default dashlets at
any time. The default dashlets are:

o Summary of Events (Fixed)

o Event Timeline

o Top Listing of Highly Suspicious Malware
o Meta Treemap

o Score Wheel

o Meta Breakdowns

The following figure is an example of the default Summary of Events.

INVESTIGATE (@ admin @ (?)

MALWARE ANALYSIS

Summary of Events

= Malware Analytics  MA ~ =+ add v $F ¥ # Actions v

Scanned service rtTime Network End Time Scanned Start Time Scanned End Time

2017-07-18T14:40:59 2017-07-17706:42:26  2017-07-17T06:42:38

Total High Confidence

Events Created Files Processed Events Created

) ) 1
. B gffci Files @ I;‘DF Files I:I’E Files @ gﬂ’ce Files

Meta Treemap

High Confidence Only Events:1 Files:1

Source IP v 10 v Static v || Average Score

‘ NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d

The rest of this topic provides instructions for managing and configuring dashlets.

Add a Dashlet

Y ou can add multiple copies of dashlets in the Malware Analysis Summary of Events. To add a
dashlet:
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1. In the toolbar, select Add.
The drop-down list of dashlets is displayed. There are four visualization options: Score
Wheel, Meta Treemap, Meta Breakdowns, and Event Timeline. The other three dashlets are
the same dashlets available in the NetWitness Suite dashboard: Malware with high
Confidence IOCs and High Scores, Top Listing of Highly Suspicious Malware, Top Listing
of Possible Zero Day Malware. Details for these common dashlets are provided in
"Dashlets" in the RSA Content for RSA NetWitness Suite.

2. Select a dashlet.
The new dashlet is added as the last dashlet below the existing dashlets.

3. Ifthe dashlet is a duplicate of an existing dashlet, change the name of the new dashlet so

that it is unique.

Modify or Delete a Dashlet Using Toolbar Options

Each dashlet has a toolbar that offers options for modifying the dashlet. The visualization charts
have the same configuration settings, while some of the other dashlets have different additional
settings.

[Event Timeline ~@X|

To use the toolbar options:

« To close a dashlet so that only the title bar is displayed, click 2.
» To open a dashlet that is closed, click v,
o To display the configurable settings for a dashlet, click &3,
The settings dialog for the dashlet is displayed.
. To delete a dashlet, click .

Apply Threshold Filter to Multiple Dashlets

Within dashlets, you can set a threshold to show only events equal to, above, or below a certain

score in the four categories (Static, Network, Community, and Sandbox). This procedure sets the
thresholds by dashlet type for these dashlets: Event Timeline, Score Wheel, and Meta Treemap.

You can also set the threshold for individual dashlets.

1. In the toolbar, select Lo JEAPS Apply Threshold Filter.
The Apply Threshold Filter dialog is displayed.
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Apply Threshold Filter

Static o = v
Network & = v
Community ‘& 2= v
Sandbox ‘& = w
Apply threshold to the following dashlets

[] Event Timeline L] Meta Treemap

[ Score Wheel

Cancel Apply

2. Select one or more dashlet types: Event Timeline, Score Wheel, and Meta Treemap.

3. Drag the corresponding slider or enter a numeric value, then select an operator in the drop-

down list: =, >=, or <=

4. Click Apply.
The threshold filters are applied to the selected dashlet types in the Summary of Events.
Set Title and Category Options for a Dashlet

1. To display the configurable settings for a dashlet, click
The Options dialog for the dashlet is displayed.
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Title Event Timeline

™ Influenced By High Confidence Only

Static < == v
Metwork & = W
Community &/ = v
Sandbox & = v

Cancel Apply

Type a new title for the dashlet in the Title field.

. If you want to see only events that are influenced by a High Confidence tag, which means

there is high confidence that the event contains harmful code, check the Influenced By High
Confidence Only option.

If you want to see only events that were given a score above a certain score in the four
categories (Static, Network, Community, and Sandbox), drag the corresponding slider or

enter a numeric value, then select an operator in the drop-down list: =, >=, or <=

Click Apply.
The title and filters are applied to the dashlet.

Order Dashlets

To

1.

change the order of dashlets as they appear beneath the Summary of Events:

In the toolbar, select £ ' > Order Dashlets.
The Order Dashlets dialog is displayed.
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Order Dashlets

= Up 4= Down
1 Event Timeline ::
2 Top Listing of Highly Suspicicus Malware ot
3 Meta Treemap at

[

Score Wheel

k

Cancel Apply

2. Select a dashlet that you want to move up or down, and click 4= Up or 4= Down,

3. When you are satisfied with the order, click Apply.
The dialog closes and the order of dashlets below the Summary of Events is changed to

match your choices.

Restore Default Dashlets

After you have added, modified, and arranged dashlets, you can revert to the default settings for
dashlet display. To restore the default dashlets:

1. In the toolbar, select £ ' > Restore Default Configuration.

A dialog requests confirmation that you want to restore the configuration.
2. Do one of the following:
a. If you decide to keep the dashlet arrangement you have configured, click No.

b. If you are sure that you want to restore the defaults, click Yes,

The dashlet display reverts to the default display.
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Configure Navigate View and Events View

Analysts can set preferences that affect performance and behavior of NetWitness Suite when
analyzing data using the Investigate > Navigate view and Events view.

These settings are available in two places in NetWitness Suite, and changes made in either
location are applied in the other view:

« Investigate view > Settings dialog and Search field for the Navigate view and the Events

VIEW.

o Profiles > Preferences panel > Investigations tab.

Access the Investigation Settings

To access the settings, do one of the following:

o Inthe Navigate view toolbar, select the Settings option.

The Settings dialog for the Navigate view is displayed.

Search Events w o) Settings
C  Threshold 100000
Max Values Results 1000
I Max Session Export 100000

Max Log View Characters 1000

— &

Max Meta Value Characters | &0

Export Log Format w
Export Meta Format W

[[] Use Per Device Local Cache

[] Show Debug Information

[] Append Events in Events Panel

[ Autoload Values

[] Download Completed PCAPs

[] Live Connect: Highlight Risky Values

| oo 0
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o Inthe Events view toolbar, select the Settings option.

The Settings dialog for the Events view is displayed.

Search Events ~ L Settings
| Export Log Format W
| Export Meta Format w

[] Use Per Device Local Cache
[] Download Completed PCAPs
[] Live Connect: Highlight Risky Values

4 Cptimize Investigation page loads (When this
is checked, random page access is disabled)

Detault Session View

Best Reconstruction  +

[ Enable CSS Reconstruction for Web View

E Cancel ®

« In the top right corner of NetWitness Suite, select Profile from the user drop-down menu, and

click Preferences. Click the Investigation tab.

The Investigation tab is displayed.

@) admin & @J
| preferences Preferences
Notifications General | Investigation
Jobs
Threshold 100000
Max Values Results. 1000

sion Export 100000

Max Log View Characters 1000

Max Meta Value
rs

xport Log Format ~

[ Use Per Device Local Cache
[ Show Debug Information

[ Append Events in Events Panel
[ Autcload Values

[ Download Completed PCAPs

™ Optimize
Is checked, random page access is disabled)

Default Session View
Best Reconstruction v

[¥ Enable CSS Reconstruction for Web View -

NETWITNESS U 0.0.0-170620070817.1.94259aa
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Calibrate Navigate View Value Loading Parameters

Several Investigation settings influence the performance of NetWitness Suite when loading
values in the Values panel. Default values are set based on common usage, and individual
analysts can adjust these settings for their own investigations.

To
1.

2.

3.
Th

adjust these settings:

Navigate to the Investigation tab or to the Settings dialog for the Navigate view.
Adjust the following parameters:

Threshold: Set the threshold for the maximum number of sessions loaded for a meta key value
in the Values panel. A higher threshold allows accurate counts for a value, and also causes

longer load times. The default value is 100000.

Max Values Results: Set the maximum number of values to load in the Navigate View when
the Max Results option is selected in the Meta Key Menu for an open Meta Key. The default
value is 1000.

Max Session Export: Specify the number of events that can be exported in a single PCAP or
Log file.

Max Log View Characters: Set the maximum number of characters to be displayed on

Investigation > Events > Log Text. The default value is 1000.

Show Debug Information: If you want NetWitness Suite to display the where clause beneath
the breadcrumb in the Navigate view and the elapsed load time for each aggregated service

on a Broker, check this option. The default value is Off.

Autoload Values: If you want NetWitness Suite to automatically load values for the selected
service in the Navigate view, check this option. When not selected, NetWitness Suite
displays a Load Values button, allowing the opportunity to modify options. The default value
is Off.

Live Connect: Highlight Risky IPs: If you want NetWitness Suite to highlight and display only
IP addresses that are considered as risky by RSA community, check this option. When not
selected, NetWitness Suite displays all [P addresses. By default, this option is not selected

(Off).

Click Apply.

e settings become effective immediately and are visible the next time you load values.
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Configure PCAP Download Behavior in Investigation

You can automate the downloading of extracted PCAPs in the Investigation module so that the
browser downloads the extracted PCAP and opens it in the default application for opening PCAP
files, such as Wireshark.

To configure this:

1. Ensure that an application that can open PCAPs is installed on your local file system and that

the application is set as the default application to handle PCAP file formats.

2. Navigate to the Investigation tab or to the Settings dialog for the Navigate view or the

Events view.
3. Check the Download Completed PCAPs option.

4. Click Apply.

The setting becomes effective immediately.

Configure the Default Log Export Format in Investigation

You can export logs from Investigation in different formats. Available options are Text, XML,
CSV, JSON. There is no built-in default value for the log export format. If you do not select a
format here, NetWitness Suite displays a selection dialog when you invoke export of logs.

To select the format for exported logs:

1. Navigate to the Investigation tab or to the Settings dialog for the Navigate view.
2. Select one of the options from the Export Log Format drop-down menu.

3. Click Apply.

The setting goes into effect immediately.

Configure the Default Meta Export Format in Investigation

You can export meta values from Investigation in different formats. Available options are Text,
XML, CSV, JSON. There is no built-in default value for the meta export format. If you do not
select a format here, NetWitness Suite displays a selection dialog when you invoke export of
meta values.

To select the format for exported meta values:
1. Navigate to the Investigation tab or to the Settings dialog for the Navigate view.
2. Select one of the options from the Export Meta Format drop-down menu.

3. Click Apply.

The setting goes into effect immediately.
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Calibrate Events View Retrieval and Default Reconstruction

You can configure several parameters that control the how NetWitness Suite retrieves events
and reconstructs events in the Events view. To do so:

1. Navigate to the Investigation tab or to the Settings dialog for the Events view.
2. Configure the following parameters.

o Optimize Investigation page loads: Set a paging option. When optimized, results are
returned as quickly as possible, sacrificing the original ability to go to a specific page in the
event list. Unchecking this box changes the Events list pagination to allow you to go to a

specific page in the list (or to the last page). The default value is enabled.

« Append Events in Events Panel: When this option is selected, the events displayed in the
Events Panel are added incrementally.For example, each time you click the next page icon,
the next increment of events is added, at first you see 1 to 25, then 1 to 50, then 1 to 75 and so

on. This option is available only if the Optimize Investigation Page Loads option is enabled.

o Default Session View: Selects the default reconstruction type for the initial reconstruction in
the Events view. The default value is Best Reconstruction in which events are reconstructed

using the reconstruction method most appropriate to the event.

3. To activate the changes immediately, click Apply.

Enable or Disable Cascading Style Sheet Rendering in Web
Content Reconstructions

Analysts can enable the use of cascading style sheets (CSS) when reconstructing web content. If
enabled, the web reconstruction includes cascaded style sheet (CSS) styles and images so that
its appearance matches the original view in a web browser. This includes scanning and
reconstructing related events, and searching for style sheets and images used in the target event.
The option is enabled by default. Disable this option if there are problems viewing specific
websites.

Note: The appearance of the reconstructed content may not match the original web page
perfectly if related images and style sheets could not be found or were loaded from the web
browser's cache. Also, any layout or styling that is performed dynamically via client side
javascript will not render in the reconstruction because all client side javascript is removed for
security purposes.

To enable or disable this option:
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1. Navigate to the Investigation tab.

2. Click the Enable CSS Reconstruction for Web View checkbox.
3. Click Apply.

The setting becomes effective immediately and is visible in the next web content
reconstruction.

(Optional) Configure Search Options

1. Click in the Search field to display the Search Events drop-down menu.
Search Options

v RAW
7 ™
& Meta (Metwork/Log/Endpoint)

[¥ Case Insensitive  [] Regular Expression
™ Search Indexes

| Cancel (2]

Select one or more search options to apply to the search. Search for Text Patterns in the
Investigate View provides detailed information about each option.

3. To save the search settings, click Apply.

The preferences are saved and effective immediately.
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Conducting an Investigation

You can begin an investigation in several ways in NetWitness Suite; for detailed procedures see
Beginning an Investigation of a Service or Collection. After you begin an investigation, there is no
specific order in which to conduct the investigation. Instead, NetWitness Suite offers various
methods of displaying the data, filtering the data, querying the data, acting on a drill point, and
inspecting specific events.

Analysts who use NetWitness Suite Investigation need to have the appropriate system roles and
permissions set up for their user accounts. See Roles and Permissions for Malware Analysts. An
administrator must configure roles and permissions.

Note: If you are investigating a 10.6 service from an 11.0 NetWitness Server, the download
behavior varies for files, PCAPs, logs, payloads, and meta values. You may see an event
payload on a 10.6 service to which you do not have permission, but you will not be able to
download files or payloads.

To conduct an investigation, log in to NetWitness Suite, and go to INVESTIGATE. The
Investigate view opens with the fields in which you select the service, time range, and an
optional query for specific metadata. Select a service and click LoadV alues.

NETWITNESS SUITE

These are the basic steps for conducting an investigation.
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View Query Reconstruct an
Results Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an )
Incident

1. Submit a query or pivot to Investigate from a Respond entity (see Beginning an Investigation

of a Service or Collection).

2. View query results in the Navigate view (see Refining Results Displayed in the Navigate

View) and Events view (see Examining Events).

3. Reconstruct an Event (see Reconstruct an Event) or view the interactive Event Analysis of an

event (see Analyze Events in the Event Analysis View).

4. Acton a drill point or an event (see Acting on a Drill Point in the Navigate View and

Examining Events. For example, you can View Additional Context for a Data Point, Launch a

Malware Analysis Scan from the Navigate View, or Add Events to an Incident for Response.
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Beginning an Investigation of a Service or Collection

Analysts can begin an investigation of data on a NetWitness Suite service or collection, which
results in the loading of values.

Note: Specific user roles and permissions are required for a user to conduct investigations in
NetWitness Suite. If you cannot perform an analysis task or see a view, the administrator may
need to adjust the roles and permissions configured for you.

To begin an investigation in NetWitness Suite, a service must be specified.
o NetWitness Suite opens the Navigate view with the user-specified default service selected.

o If no default service is currently specified and the service id is not in the URL, NetWitness

Suite presents a dialog for selecting the service or collection to investigate.

o When a service has been selected manually or by default in the Navigate view, you can
change the service or collection to investigate by selecting the service name in the toolbar.

NetWitness Suite presents the dialog for selecting the service to investigate.

Note: The Archiver service does not appear in the Navigate view to minimize user experience
of slow performance when performing investigations. The Archiver is available in the Events
view for log exports and enhanced search capabilities.

With a service or collection selected, NetWitness Suite is ready to load data for the service or
collection. Several settings in the Navigate View and Events View Settings dialog or the
Profiles > Preferences panel > Investigations tab affect the loading process: Threshold, Max
Values Results, Show Debug Information, Autoload Values, and Optimize Investigation page
loads (see Configuring Investigation Views and Preferences).

Note: If you specified Autoload Values, NetWitness Suite populates the data automatically.
Otherwise, you must select the Load Values button. NetWitness Suite populates the meta data
in the Navigate view Values panel and results become visible almost immediately.

The rest of this topic provides instructions for beginning the investigation of data on a service.

Note: Only users with the administrator role can create a collection, and only the creator of
the collection is able to investigate a collection.

Begin an Investigation in the Navigate View (No Default Service)

1. Go to INVESTIGATE > Navigate.
The Investigate dialog is displayed.
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Investigate
Services Collections

M Default Service

MName ~ Address Type
ErokerG3 Broker
Concentratorfd Concentrator
ConcentratorG? Concentrator
Decoder220 Decoder
Decoder6s Decoder

Log Decoder227 Log Decoder

Cancel Mavigate

2. Double-click a service or select a service, usually a Concentrator, and click Navigate.

The resulting panel displays the activity for the selected service.

3. If you want to modify investigation options before loading, you can create or modify a
custom profile, apply a different time range, create or apply a meta group, and perform a

custom query as described in Refining Results Displayed in the Navigate View. You can also

modify options at any time during the investigation.

4. When ready, click (CHERAENS

The data for the selected service begins loading.
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RSA INVESTIGATE @ admin ©  (3)

NAVIGATE

E Decoder220 ¥ Query ©® EJProfile ® EJMeta® | M@ Total ©® .= Descending ® BB EventCount® | SaveEvents &

s
time="2007-04-13 17:27:00"-"2017-06-15 20:14:50"
2007 33 17:27:00 (+00:00) All Data 2017 32 20:14:59 (+00:00)

£# Options | N Hide

PN Service Type Not Indexed (12 values)

11.0.0.0-170612140943.1.be1dcf3

With the service selected and data loaded, you are ready to begin analyzing the data.

Set or Clear the Default Service

You can set the default service and clear the default service in the Investigate a Service dialog.

1. Click the service name in the toolbar.

The Investigate dialog is displayed.
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Investigate
Services Collections

M Default Service

MName ~ Address Type
ErokerG3 Broker
Concentratorfd Concentrator
ConcentratorG? Concentrator
Decoder220 Decoder
Decoder6s Decoder

Log Decoder227 Log Decoder

Cancel Mavigate

2. Select a service on the Services grid, and click M Default Service .
The service becomes the default, (indicated by Default in parentheses after the service

name).

3. To clear the default service, select the default service in the grid, click M Default Service ,

and click Cancel to close the dialog.

No default service is set.

Note: The Cancel button does not cancel your selection of the default service. It simply
closes the dialog without navigating to the currently selected service in the grid. Setting
a default service that is different from the service currently being investigated, does not
refresh the Navigate view. You must explicitly select and Navigate to a different
service.

Begin an Investigation (Default Service Specified)

1. Goto INVESTIGATE > Navigate.
If the Autoload Values setting is set to off, the Navigate view is displayed with the default
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service selected, and ready to load data. If the Autoload Values setting is on, the values are

loaded as shown in Step 3.

RSA INVESTIGATE

NAVIGATE

= Log Decoder227 ¥ Query @ [ Profile @ [EJ Meta | ™ Total ©® .= Descending @ B EventCount ® | SaveEvents ® -~ Actions &

() Load Values

‘ NETWITNESS SUITE 11.0.0.0-170612140343.1 beldcf3

2. If you want to modify investigation options before loading, you can create or modify a
custom profile, apply a different time range, create or apply a meta group, and perform a
custom query.

3. When ready, click .

The values for the service are loaded in accordance with the selected options.
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RSA INVESTIGATE @ admin ©  (3)

NAVIGATE

E Decoder220 ¥ Query ©® EJProfile ® EJMeta® | M@ Total ©® .= Descending ® BB EventCount® | SaveEvents &

s
time="2007-04-13 17:27:00"-"2017-06-15 20:14:50"
2007 33 17:27:00 (+00:00) All Data 2017 32 20:14:59 (+00:00)

£# Options | N Hide

PN Service Type Not Indexed (12

11.0.0.0-170612140943.1.be1dcf3

With the service selected and data loaded you are ready to begin analyzing the data.

Change the Service or Collection to Investigate

1. Inthe Navigate view, click the service name at the top of the options panel.

The Investigate dialog is displayed.
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Investigate
Services Collections

M Default Service

MName ~ Address Type
ErokerG3 Broker
Concentratorfd Concentrator
ConcentratorG? Concentrator
Decoder220 Decoder
Decoder6s Decoder

Log Decoder227 Log Decoder

Cancel Mavigate

2. Double-click a service or select a service and click Navigate. The resulting panel displays
the activity for the selected service.
If the Autoload Values setting is on, the values are loaded as shown in Step 3.
Otherwise, the Navigate view is displayed with the default service selected, and data ready
to load.
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RSA INVESTIGATE

@) admin &
NAVIGATE

= Log Decoder227 ¥ Query @ [ Profile ® EJMeta @ | TE Total @

/= Descending = EF EventCount ® | Save Events @ - Actions &

() Load Values

| NETWITN

11.0.0.0-170612140943.1 be1dd3

3. When ready, click (CHINENS

The values for the service begin loading in accordance with the selected options.

RSA INVESTIGATE @ admin®  (?)
NAVIGATE
E Decoder220 ¥ Query © EJProfile ® EJMeta® | B Total © .= Descending @ BB EventCount ® | SaveEvents ® -
<
time="2007-04-13 17:27:00"-"2017-06-15 20:14:50"
2007 5 17:27:00 (+00:00) All Data 2017  §% | 20:14:59 (+00:00)
£# Options | Hide
PES Service Type Not Indexed (12 .
| NETWITN

11.0.0.0-170612140343.1 be1dcf3

With the service selected and data loaded you are ready to begin analyzing the data.
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Investigate Workbench Restoration Collections

This procedure enables Administrators to select content from an existing collection to reprocess
for further investigation. This applies to Decoders that use Workbench services.

Note: Only a user with administrative privileges can create a collection, and you can view
only those collections that you created.

To reprocess data for further investigation:

1. Goto INVESTIGATE > Navigate.
The Investigate dialog is displayed.

Investigate
Services Collections

M Default Service

MName ~ Address Type
Erokerf3 Broker
Concentratord Concentrator
ConcentratorG? Concentrator
Decoder220 Decoder
Decoder6s Decoder

Log Decoder227 Log Decoder

Cancel Mavigate

2. Select a workbench service and workbench name that you want to investigate.

3. Click Navigate to perform an investigation on your selected workbench service.
Click Cancel to select a different workbench service to investigate.
The Investigation view is displayed.

With the collection selected and data loaded you are ready to begin analyzing the data.
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Refining Results Displayed in the Navigate View

When conducting an investigation in NetWitness Suite, there are several methods available to
refine the results displayed when meta key values are loaded in the Navigate view. Analysts
can:

o Set the Time Range for an Investigation (Navigate view or Events view)

o Set the Quantification Method and Sort Sequence of Meta Key Results (Navigate view)

o Manage and Apply Default Meta Keys in an Investigation (Navigate view)

o Manage Meta Groups (Navigate view)

o Visualize Metadata as Parallel Coordinates(Navigate view)

o Use Investigation Profiles to Encapsulate Custom Views (Navigate view and Events view)

Manage Meta Groups

A meta group combines selected meta keys into a group to show only data in which the meta
keys were found. In the Investigate > Navigate view, you can use meta groups to filter data
displayed in an investigation. A fresh installation of NetWitness Suite includes out-of-the-box
(OOTB) meta groups that RSA content developers have developed to help you find interesting
data sets in Investigate. The OOTB meta groups are prefixed with RSA for identification and
can be duplicated but cannot be edited or deleted. You can create your own groups and you can
duplicate and edit an OOTB group to create a custom group.

With a meta group in effect during an investigation, the information in the Values panel shows
only the meta keys in the selected group. When you open a Parallel Coordinates visualization,
the meta keys in a group appear as axes from left to right. It may be useful to create two
versions of each custom meta group; one for analysis of meta values and one for creating a
parallel coordinates chart focusing on a smaller subset of the same use case.

Custom meta groups are visible to all users of a service and may be exported for import to any
service, limited by the available meta keys for that service.

Note: When an administrator adds custom meta groups manually by editing the custom index
file for a service, the new groups become available to Investigation after the service is
restarted.

This section describes how to add, edit, import, export, and delete custom meta groups to be
used during navigation on a specific service.
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Out-of-the-Box Meta Groups

Th

¢ OOTB meta groups a built-in to RSA NetWitness Suite. The default meta groups are useful

to focus an investigation on common use cases and to support threat detection using the RSA
Hunting Pack.

Th

ese are the OOTB meta groups:

RSA Email Analysis includes meta keys that outline email interactions.

RSA Endpoint Analysis contains meta keys that provide insight on processes, files, users, and
connections from NetWitness Endpoint (NWE) hosts.

RSA Malware Analysis includes meta keys that mark indicators of compromise in files

contained in events.

RSA Outbound HTTP includes meta keys that provide insight into outbound web traffic.
RSA Outbound SSL/TLS includes meta keys that focus on encrypted web traffic.

RSA Query Hosts includes a meta keys that encompass all the meta keys to find hosts.
RSA Query IPs includes meta keys that encompass all the meta keys to find IP addresses.
RSA Query Mail includes meta keys that encompass all the meta keys to find email.
RSA Query Users includes meta keys that encompass all the meta keys to find users.
RSA Threat Analysis includes meta keys that mark potential threats in the data set.

RSA Web Analysis includes meta keys that mark anomalies in web traffic.

Create a Meta Group and Add Meta Keys

1.

While investigating a service in the Investigate > Navigate view, select Meta > Manage
Meta Groups in the toolbar.

The Manage Meta Groups dialog is displayed. Initially only OOTB groups are configured for
a service and listed under Group Name. If other custom groups have been configured, they

are also listed under Group Name.
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Manage Meta Groups
+-6B &m»

([l Group Name ~

R5A Email Analysis
R5A Malware Analysis
R5A Query Hosts

R5A Query IPs

R3A Query Mail

R5A Query Users

RSA Threat Analysis

O oOoo0oooood

RSA Wehb Analysis

2. In the grid toolbar, click +.

Close

A new row is inserted at the top of the Meta Groups grid.

3. Type a name for the new meta group, and press Enter.

The form to the right opens for editing.

Manage Meta Groups

Mame

Meta Keys
= -

Display Name

Key Mame

o W

View

Click + button to select Meta Keys

Close Cancel

Save

Save and Apply
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4. (Optional) If you want to change the name of meta group, type a new value in the Name
field.
5. Inthe Meta Keys toolbar, click +.
The Available Meta Keys dialog is displayed, with keys in alphabetical order.
Available Meta Keys
Filter o
O Display Name ~ Meta Key
[l ipvdwhatever ipvd.whatever
[l ipvE.whatever ipvb.whatever
O textwhatever text.whatever
I:l mac.whatever mac.whatever
L] uintB.whatever uint8.whatewv...
(] uint16.whatever uint16.whate...
L] float32.whatever floar32 whare...
[l timewhatever time.whatever
[ uint32.whatever uint32.whate...
] kig_thread kig_thread
L[] device.type.id device.type.id
[1 ewvent.rar event.car
Cancel Add
6. To filter the list of meta keys, type a word or phrase in the Filter field and select Enter.
The list displays matching meta keys based on a case-insensitive search. Delete the filter
text and press Enter to remove the filter.
7. To select meta keys to include in the meta group, click the checkboxes. To select all meta
keys, click the checkbox in the title bar and click Add.
The selected meta keys are added to the meta keys list.
8. (Optional) If you want to change the order in which the meta keys load and are listed in an
investigation, click and drag one or more meta keys to a new position.
9. To finish creating the meta group do one of the following:
a. To save the meta group, click Save.
The group is created and available for use.
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b. To save and apply the meta group to the current Investigation view, click Save and

Apply.
The group is created and applied immediately to the current Investigation view.

10. Click Close.

Duplicate and Edit an Out of the Box Meta Group

If you want to customize an OOTB meta group, you need to duplicate the group and then edit the
duplicate.
1. Select an OOTB meta group from the Meta Groups grid and click = .
The form to the right opens for editing with all of the meta keys as they are in the OOTB
group.
Manage Meta Groups

Name

‘ RSA Email Analysis 3|

Meta Keys
+ -
Display Name Key Name
Service Type service
Originating IP Address orig_ip
Source IP Address ip.src
Destination IP address ip.dst
TCP Destination Port tcp.dstport
Destination Port ip.dstport
Hostname Aliases alias.host
Source Country country.src
Destination Country country.dst
Source Organization org.src

Destination Organization org.dst

Cancel Save and Apply

2. Enter a name for the new group and continue editing as described in "Edit a Meta Group"

below.
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Edit a Meta Group

1. Select a group from the Meta Groups grid.
The form to the right opens for editing.
Manage Meta Groups
+ - B &~ Mame
N Group Name ~ RSA Email Analysis
[ RSA Email Analysis Meta Keys
[ RSA Malware Analysis
[0 RSA Query Hosts
[ RsA Query IPs Display Name Key Mame View
Service Type service Auto -
] RSA Query Mail
[] RSA Query Users Originating IP Address orig_ip Auto
Source |P Address ip.src Auto
[0 RSA Threat Analysis
i Destination |P Address ip.dst Auto
[l RSAWeb Analysis
TCP Destination Port tcp.dstport Auto
Destination Port ip.dstport Auto -
2. (Optional) Edit the Name of the group.
3. (Optional) Add new meta keys, as described above in Create a Meta Group and Add Meta
Keys.
4. (Optional) To set the order for the keys, drag and drop one or more keys.
5. (Optional) To change the initial view of a meta key, click ¥ “ and choose one of the
possible views.
When you modify the meta group, you cannot set the key to OPEN. If you change the default
view for a group of meta keys to OPEN and some of the meta keys are non-indexed, the non-
indexed meta keys revert to AUTO. As a result, the meta key is automatically loaded only if
it is indexed, and non-indexed meta keys are CLOSED until opened manually.
The value for the initial view is displayed in the View column.
6. To save, the changes, click Save.
7. To apply the changes to the current Navigation view, click Save and Apply.
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Delete a Meta Group

1. Inthe Meta Groups grid, select the group to be removed.

2. Click = .
A confirmation dialog provides an opportunity to cancel or complete the request.
3. Click OK.
The meta group is deleted. When you close the window, if the deleted group was the

currently applied meta group, it is removed and the default meta keys are used to build the

View.

Export a Meta Group

User-defined meta groups are created on individual services. To make meta groups available to
another service, you must export them to your local file system. To export one or more meta

groups:

1. Inthe Meta Groups grid, select one or more groups to be exported.
2. Click [ :

The selected groups are downloaded to your local file system as a MetaGroups.jsn file.
Every download of meta groups has the same name with a numeral appended to avoid

overwriting previous downloads.

Import a Meta Group

To make user-defined meta groups from another service available to the currently investigated
service, you must import the MetaGroups. jsn file from the local file system. When you import
meta groups into NetWitness Suite, NetWitness Suite displays an error message if any of the
groups are already present. To import a group that is a duplicate, you must first delete the
existing group. If you want to delete a meta group, it cannot be in use by a profile.

To import meta groups:

T
1. Inthe Meta Groups grid, select a file to import and click ==,
The selection dialog is displayed.

Meta Group Import

Upload File Browse
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2. Click Browse and navigate to the directory on your local file system where the downloaded
MetaGroups.jsn files are stored. Select a file and click Open.
The filename is displayed in the Upload File field.

3. Click Upload.
The upload process begins, and a message indicates that the upload was successful. The
meta groups are added to Meta Group grid. If the file is a duplicate of an existing meta
group, a dialog tells you that the meta group already exists.

Manage and Apply Default Meta Keys in an Investigation

When analysts are conducting an investigation of captured data in Investigation, a default set of
meta keys is loaded and displayed in a default sequence in the Navigate view > Values panel.
The default content and sequence is based on the meta keys for the service being investigated.
Analysts can specify the meta keys to display during navigation by selecting the default meta
keys or by selecting a user-defined group of meta keys, which provides great flexibility to define
meta keys. This can help to drill down more directly to the desired data and to reduce the load
time by preventing the loading of meta that is not of interest in the current investigation.

If no custom meta groups are in effect, the Navigate view is displayed with the meta key
visibility specified in the Default Meta Keys dialog. To optimize loading of meta keys in the
Navigate view > Values panel, NetWitness Suite does not open non-indexed meta keys by
default. When you open a non-indexed meta key in the Values view, NetWitness Suite begins
loading values for that meta key. If the load time is excessive, the load of the meta key times out
with a message. Title, values, and counts for non-indexed meta keys are not drillable in the
Values panel. Additional labeling in Investigation identifies the non-indexed meta keys.

To select the meta keys to apply to your investigation, you can.
o Select the default meta keys.

o Select a user-defined set of meta keys, called a meta group.

Note: Once created, user-defined meta groups can be edited, deleted, exported for use on
other services, and imported to the service you are investigation. All of these procedures are
provided in a separate topic: Manage Meta Groups.

The Default Meta Keys dialog allows you to specify the default view and display sequence for
meta keys during navigation in the Investigate > Navigate view for a specific service. For each
key or for all keys, you can set the default view to:

o Hidden: Results for default meta key are hidden and are not available to load.
o Open: Results for default meta key are open with all values and counts displayed.

o Close: Results for default meta key are closed with only the meta name visible.
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o Auto: The loading of default meta keys is controlled by the index level, which must be
Indexed By Value.

When using the default meta keys, be aware that these can be modified for different services,
and you may not be seeing the same set of default meta keys when navigating to a drill point on
different services. If you do not see the expected data, you may need to change the initial view
of the default meta keys.

When you change the initial state of default meta keys from within the Navigate view, the
change persists for that service. When new keys are added to the custom index file for a Core
service (for example, concentrator-custom-index.xml Or decoder-custom-
index.xml), the new keys are added to the default meta keys list. The changes made in the
Navigate view apply only to the current service.

Use Default Meta Keys

To specify that the initial Navigate view opens using default meta keys:
1. Go to INVESTIGATE > Navigate.

2. Select a service, and select Navigate.

3. Inthe Meta menu, select Use Default Meta Keys.
If an investigation is already in progress, the data is reloaded in the current view and an icon
highlights the selected option. If no data is loaded yet, the default meta keys are used for the
next load.

Configure Default Meta Keys

To configure the default view of default meta keys in the Investigation > Navigate view:

1. In the Navigate view toolbar, select Meta > Manage Default Meta Keys.
The Manage Default Meta Keys dialog is displayed with the list of available meta keys for
the service.

Conducting an Investigation 56



Investigate and Malware Analysis User Guide

Manage Default Meta Keys

Eo 8

Meta Key View
Remote Session ID Hidden
Concentrator Source Auto
Decoder Source Auto
Network Name Auto
Traffic Flow Direction Auto
FQDN Open
Device Type Open
Device IP Open
Device IPv6 Open

Device Host Open

Close Apply

2. (Optional) To change the order of the keys, select one or more keys, and drag the values up

or down through the list of keys.
3. Do one of the following:

o (Optional) To change the default view for all meta keys, make sure that no keys are

selected and in the toolbar, select E

o (Optional) To change the default view for one or more keys, select the keys and in the
toolbar, select E

A drop-down of possible initial views for all default meta keys is displayed.

o (Optional) To revert to the default view for meta keys as specified in the service index
file, make sure that no keys are selected and in the toolbar, select E > Auto.

When you modify the default meta keys for a non-indexed meta key, you cannot set the
key to OPEN. If you change the default view for a group of meta keys to OPEN and some

of the meta keys are non-indexed, the non-indexed meta keys revert to AUTO. As a
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result, the meta key is automatically loaded only if it is indexed, and non-indexed meta

keys are CLOSED until opened manually.
4. Select one of the views.

5. To save the changes, click Apply.
The meta keys displayed in the Navigate view are set to your specifications. If the default
meta keys are hidden, values for the meta keys are not shown in the investigation at all. If
the default meta keys are closed, the values for the meta keys are not loaded by default, but

you can load individual meta keys manually in the Navigate view.
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Search for Text Patterns in the Investigate View

You can search for text patterns withing the current set of events in both the Navigate view and
the Events view. You can perform a keyword text search or do regex (Regular Expression)
matching. . In the Navigate view, you can click a meta value, such as HTTP, to drill into the
data and then enter a search string in the Search field to search for events within that subset of
data. The search opens a tab in the Events view, brings your drill and time range forward, and
shows your search results. You can also drill into the data using queries before starting a search.
To execute the search, enter a search string in the Search box, and press Enter or click Search.

Keyword Text Search
The text search provides these capabilities:

o Each white space delimited word is ANDed, so that every word must be found, but the order
or location position in relation to the other words is irrelevant. For example, if you search on
Mark Albert, both Mark and Albert must be found in the session, but they need not be

together or in any specific order.

o The word OR is special. If you search Mark OR Albert, either Mark or Albert must be

found in the session to match; both are not required.

o You can mix or match implicit ANDs and ORs together in the search string. The explicit OR
has higher precedence than the implicit (whitespace) AND. The following examples make
the same logical statement, which requires that both the terms cheese and dumplings be
present in a match and one of toaster bread:

cheese toast OR bread dumplings
cheese AND (toast OR bread) AND dumplings

e You can exclude words from search results using the — operator. For example, searching for
cheese -toast would return any result that has the word cheese, unless the word toast is

also present.
o The keyword search can match metadata stored in the following patterns:

o IPv4 and IPv6 addresses. Any term that can be recognized as an IP address will be

converted to the native metadata format so that it can be found in indexed metadata.
o IPv4 CIDR ranges. You can use CIDR notation to locate IPv4 addresses within a range.

o Timestamps. Timestamps are matched against the native time meta, and any additional

time meta fields stored with the Time type.

o Numbers. The search function will attempt to automatically identify decimal search terms

and match them against numeric meta data fields.
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Options Controlling Search Behavior

To access the Search box and search options in the Navigate or Events views:

1. You can see the Search Events field in the toolbar.

Search Events w -

Troubleshooting: If you cannot see the Search Events field in the toolbar, click . on the
right side of the toolbar.

Click in the Search field to view the Search Options drop-down menu.

Search Options

™ RAW
<
™ Meta (Network/Log/Endpoint)

¥ Case Insensitive  [] Regular Expression

™ Search Indexes

o °

The options selected in this box change how the search is executed. The default search mode is
to use the search indexes for text keywords within meta and raw.

Note: Because the Search Indexes checkbox is selected by default, the search returns results
based on data that is indexed. If you want to search for a complete set of metadata or raw

data, select those checkboxes and clear the Search Indexes checkbox. The search will take
longer, but it will contain a more complete set of data.

The following table describes the Investigation search options.

e o

Search Indexes Searches the indexes first, before scanning the meta data or any

raw data. Searching the index is the fastest way to locate keywords

within a large data set. The index search utilizes any relevant

indexes present within your data collection.

Caution:

- The index search only returns results on indexed data.

- Substring matches will not be located by index searches. If you

require substring matches, clear this checkbox and use a non-
index search mode.
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e oween

Meta Searches the metadata. Your keyword or regex pattern will be

matched against any parsed meta data.

RAW Searches the log or event text. Every event is decoded and content
(Network/Log/Endpoint) .
is searched for matches on the keyword or regex pattern.

If you select all data with no filters on an Archiver, execution time

may be excessive and a warning may be displayed.

Caution: Searching raw network sessions causes sessions to be
decoded, which is very time intensive. You may want to disable
raw searches when looking at network-only collections.

Case Insensitive Ignores case when searching.

Regular Expression Searches using a Perl regular expression, rather than text. By
default executes a text search. To execute a regular expression

search, select the Regular Expression option.

Caution:

- Regular expression searches can be very slow.

- When combining regular expressions and index search options,
the regular expression pattern is matched against unique index
values instead of meta values. This produces results faster, but it
is not an exhaustive search of all the meta data or raw data.

Apply Sets the default search options to apply to a search in the Navigate
and Events views. This also updates your Investigation preferences
in your Profile (Profile > Preferences > Investigation tab). The
preferences are saved and effective immediately.

You can select search options to use for a particular search without

changing your default search preferences.

Regular Expression Search Syntax

A regular expression search uses Perl regular expression syntax, which is documented in detail
in http://perldoc.perl.org/perlre.html.
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Raw Text Keyword Search

The Log Decoder has the capability to create a raw text index for unparsed log events. This
functionality creates metadata items that form a full-text index on downstream services such as
Concentrators and Archivers. When you enable the Search Indexes option in your search
preferences, your search automatically utilizes the text index. Note that the text index produces
meta items that have a coarse granularity. For example, the default text indexer configuration
truncates text terms. By comparing the index matches against raw data, the search engine will
find accurate results for your search. However, you can improve search times by disabling the
raw search checkbox. If you do so, results will be returned faster, but you may see false positive
hits in your search results.

Search Examples

The following examples show searches from the Navigate and Events views.
Search in the Navigate View

To search within the currently displayed data in the Navigate view:
1. To drill into the data, click a meta value, such as HTTP, in the Navigate panel.

Copy

Live Lookup
Scan for Malware
Add/Remove from List

Investigation »

2. Type a search string in the Search field and press Enter or click Search.

3. To clear the search box and return to the normal Events view, click the X in the search box.
Search in the Events View

To search within the currently displayed data in the Events view:

1. Type a search string in the Search box, and press Enter or click Search.

The search results are displayed in the Events view. Events that match the search criteria
are displayed in the Event view grid. In the Details view and List view, matches are
highlighted in the Details column. In addition, when searching RAW, matches are
highlighted in the Log view Logs column.

2. If you want to narrow the search, change the query and time.

3. If you want to stop the search and return to the Events view, click Cancel.
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Any results that are displayed remain.

4. To clear the search box and return to the normal Events view, click the X in the search box.

Set the Quantification Method and Sort Sequence of Meta Key Results

You can select the way results for each meta key are quantified and sequenced in the
Investigate > Navigate view.

Each meta key section in the Investigate > Navigate view contains an ordered list of values
showing each meta key value (Value) and its count (Total). You can specify whether:

o The results in each meta key section are sorted based on Value or Total.
o The results are sorted in ascending or descending order.

o The values shown for each meta key are quantified by number of packets (Packet Count),

number of sessions or logs (Quantify by Event Count) or by the size of events (Quantify by
Event Size).

Note: If you have both a log decoder and a packet decoder for which you are viewing the
metadata, the calculation of what is actually being counted is dependent on the type of key. If
you select to Quantify by Packet Count and are looking at logs, the Navigate view output is the
same output as if you had selected Quantify by Event Count (see Navigate View for details).

This image shows the Event Type meta key presented in order by Total in Descending order.
The value with the greatest count of matches is presented first. The value failure audit has
71 matches and is listed first. The value 1ogon has only one match and is presented last. The
quantification method is Event Count.

j— Event Type (5values) L

B

failure audit (71) - select (34) - connect(32) - success audit(17) - logon (1)

This image shows the Event Type meta keys presented in order by Value in Descending
order. The value names are presented in alphabetical order starting at the end of the alphabet.
The value success audit is listed first. The value connect is presented last. The
quantification method is Event Count.

j— Event Type (5 values) °

B success audit (17) - select (34) -logon (1) - failure audit (71) - connect (32)

| —L"|

To select the quantification method of meta key count and ordering of meta key results displayed
in the Navigate view:

1. In the toolbar, select Event Count, Event Size, or Packet Count and choose one of the

quantification options in the drop-down menu. The label for the menu displays the selected
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option.
&5 Event Count =
The current view is reloaded according to your selection.

2. In the toolbar, select Total or Value and choose one of the ordering methods in the drop-

down menu. The label for the menu displays the selected option.

B3 value =

The current view is reloaded according to your selection.

3. In the toolbar, select Ascending or Descending and choose one of the sort order options in
the drop-down menu. The label for the menu displays the selected option.

The current view is reloaded according to your selection.

Set the Time Range for an Investigation

When conducting an investigation in the Investigate > Navigate view, the time range options
limit the results returned. You can select:

« A time range relative to the collection. Ranges relative to the collection are based on the last

collection time for data.
o A time range relative to the calendar.
o A custom date range.

o All data.

The selected Date Range (type) is shown in the Navigate view tool bar as the Time Range label;
by default the label is Last 3 Hours. The Time Range display shows the first and last timestamp
for the date range being used for the metadata.

Note: Time range is based on the Time Zone configured in the Profile Preferences panel as
described in "Setting User Preferences" in the RSA NetWitness Suite Getting Started Guide.

Select a Built-In Time Range for the Investigation

1. Click the Time Range option in the Navigate view toolbar. The default time range is for the
Last 3 Hours, but a different value from the selection list, for example, All Data or Last
Hour, may already be selected and used as the label in the options panel.

The Time Range selection list is displayed.
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Specify a Custom Time Range for an Investigation

L.

@ Last 5 Minutes
@ Last 10 Minutes
@ Last 15 Minutes
@ Last 30 Minutes
@ Last Hour

@ Last 3 Hours
ﬂ Last & Hours
. Last 12 Hours
“ Last 24 Hours
 Last 2 Days

:': Last 5 Days

[ TN e N N I

Do one of the following:

o Ifyou want to see all data, select All Data.

o If you want to set a time range in minutes, hours, or days that is relative to the collection,

select a value such as Last 10 minutes, Last 3 Hours, or Last 5 days.

o If you want to set a time range relative to today, select Yesterday, All Day, or a part of

the day such as Early Morning, Morning, Afternoon, or Evening.

 If you want to set a unique date range, select Custom in the Time Range menu and

follow the procedure below.

The selected time range is applied to the current results in the Values panel.

Select Custom in the Time Range menu.

Date selection options are displayed in the toolbar.

Start Date End Date

2. Within the time Start Date and End Date fields, do the following to specify the date and

time:

a. Click a date from the calendar.

b. (Optional) Select the time from the Hour, Minute, Second fields or click Now. The time

selection defaults to the current time of day.
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Note: If you specify custom start or end times in seconds, the value for start time in seconds
always defaults to :00, and the value for end time in seconds always defaults to :59. For
example, if you are using time to drill down into an issue, the drill time is interpreted as
"HH:MM:00 - HH:MM:59." Seconds display in this format in Investigation >

Navigate functions.

3. To apply the range, click Go.

The selected time range is applied to the current results in the Values panel.

Use Investigation Profiles to Encapsulate Custom Views

Using profiles is a quick and easy way to customize which data is displayed in the Navigate
view and the Events view. In the Manage Profiles dialog, you can use a profile to specify which
meta groups and column groups are displayed by default, to append queries to an investigation,
and to import or export profiles.

Note: Profiles are shared across users in the same NetWitness Suite network. If one user
modifies or deletes a profile it has an affect on what is available to the other users.

If you have multiple profiles, you can switch between them to quickly change to the selected
profile's preferences. If a profile is currently active, the title of the Profile menu is replaced with
the profile name.

The following figure illustrates this in the Navigate view. The profile name is displayed between
Query and Meta. In the Events view, the profile name is displayed between Query and View.

¥ Query = EJ RSA Email Analysis & [EJ Meta =
] ry = ¥ =

Navigate to the Manage Profiles Dialog
1. Goto INVESTIGATE > Navigate or INVESTIGATE > Events.

2. If the Investigate dialog is displayed, select a service and click Navigate.
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3. In the toolbar, select Profile > Manage Profiles.
The Manage Profiles dialog is displayed.

Manage Profiles
+ -B &=

[l RSA Email Analysis

R5A File Analysis

RSA Threat Analysis

O o O

R5A Web Analysis

Create and Edit Profiles

1. Inthe Manage Profiles dialog, either select an existing profile by clicking the checkbox

beside the name, or click + t0 create a new profile.

The right panel is available.

2. Edit or enter the profile name by typing in the Name field. The name must be between 2 and

80 characters.

3. Select a meta group from the Meta Group drop-down list. You can add custom meta groups

as described in Manage Meta Groups.

4. Select a column group for the Column Group drop-down list. You can add custom column

groups as described in Manage Column Groups in the Events View.

5. Type queries to filter results in the PreQuery field. PreQuery follows the same syntax as the

Query builder. The PreQuery in the figure uses a meta group called crypto exists.

6. Click Save to save the profile without using it, or click Save and Apply to save the profile
and use it immediately.
If you click Save and Apply, a confirmation dialog is displayed before setting the selected

profile as active.
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Change Active Profile

If you do not see enough results or the right results in the Navigate or Events views, you may
have a profile active. If you do not want to use any profiles, you can click Deactivate Profiles
in the Profiles drop-down menu.

To use a different profile:
1. In the Navigate or Events view toolbar, open the Profiles drop-down menu.
2. Hover over the Profile option to display a drop-down list of available profiles.

3. Select the profile you want to use.

The profile settings are applied immediately.
If you want to change the active profile from the Manage Profile dialog:

1. In the Navigate or Events view toolbar, select Profiles > Manage Profiles.

The Manage Profiles dialog is displayed.

2. Select a profile from the left panel and click Save and Apply.

A confirmation dialog is displayed.
3. Click Yes.
The profile settings are applied immediately.
Import Profiles
You can upload or import .jsn files that have been downloaded from another service.
1. Inthe Manage Profiles dialog, click as in the left panel toolbar.
The Profile Import dialog is displayed.
2. Click Browse or the Upload File field to select a file from your computer.
3. When the file is selected, click Upload.
The profile is displayed in the left panel.
Download Profiles
Profiles are downloaded as .jsn files.

1. In the Manage Profiles dialog, select one or more profiles from the left panel.

2. In the left panel toolbar, click [a .

The download begins immediately.
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Visualize Metadata as Parallel Coordinates

Analysts can use the parallel coordinates visualization in the Navigate view to focus the
investigation on combinations of meta keys and values that may indicate events are abnormal
and worth investigation.

The parallel coordinates chart is a way of visualizing the current drill point in Investigation to
examine more than two meta keys simultaneously. Visualizing multiple meta keys
simultaneously can help in identifying security issues associated with multivariate patterns and
comparisons, such as when individual meta keys and values may not be of concern, but
combining them together may bring an abnormal pattern or relationship to light. Meta groups (see
Manage Meta Groups) can be used effectively to define a collection of meta keys that you want to
visualize as parallel coordinates.

Best Practices for Effective Parallel Coordinates Charts

To create effective parallel coordinates charts, follow these recommendations:

o Start from a drill point in the Navigate view rather than attempting to visualize all data.
o Limit the time range if necessary.

o Choose the smallest useful set of meta keys to display as axes.

o Specify the sequence of axes to highlight anomalies between the meta values as you follow a

line across the chart.

o When you can identify a useful set of meta keys and sequence, create a custom meta group to
use for future investigations. For example, you can create a custom meta group for Windows

executable file types.
o Use the RSA out-of-the-box (OOTB) meta groups that are included in a new installation.
o Re-use and share custom meta groups by importing and exporting groups as .jsn files.

« It may be useful to create two versions of each custom meta group. One for analysis of meta
values and one for creating a parallel coordinates chart focusing on a smaller subset of the

same usSc case.

Note: When you import meta groups into NetWitness Suite, NetWitness Suite displays an
error message if any of the groups are already present. To import a group that is a duplicate,
you must first delete the existing group. If you want to delete a meta group, it cannot be in use
by a profile.

To help build better parallel coordinates charts, several optimizations are included in
NetWitness Suite.
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Analysts can specify that only sessions in which all meta keys exist are rendered in the chart.

The administrator can increase the number of meta values rendered in the Parallel

Coordinates Settings in the Administration System view.

RSA Meta Groups for Parallel Coordinates Use Cases

A set of predefined meta groups is included with NetWitness Suite. If you want to get the latest
version, you can import the meta groups file, MetaGroups ootb w_query.jsn, in the
Manage Meta Groups dialog. Some of the targeted activities that lend themselves well to
Parallel Coordinates visualizations are:

Botnet Beaconing
Covert Channels
Email

Encrypted Sessions
Endpoint Analysis
File Analysis
Malware Analysis
Outbound HTTP
Outbound SSL/TLS
SQL Injection Attacks
Threat Analysis

Web Analysis

View a Parallel Coordinates Visualization

From an investigation in the Investigation > Navigate view:

1.

2.

If the Visualization panel above the Values panel is closed, select Visualization.

In the toolbar, select Use Meta Group > File Analysis.

In the Values panel, in the Forensic Fingerprint meta key, click windows executable
and then javascript, so that the breadcrumb reads filetype = 'windows
executable' | filetype = 'javascript'.
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Forensic Fingerprint
86 pe (328) - windows_executable (328) [windows executable (328] [ javascript (328)]- htm (143) - xmi (110) - gif (77) - windows_dll (53) - windows dll (53) - windows
file (1)

Loaded in 0.839 secs. Total running time 0.845 secs.

Filename £
Closed - Click to Open

Destination Country (14

any united kingdom korea, republic of austria canada

- russian fe

4. A default visualization for the current drill point is displayed as a timeline.

® Navigate ®Events ¥ Malware Analysis @  RSASecurity Analytics

ent Count © | Save Events © # Actions © 24 Settings

WAL WS e - Concentrator  Last 24 Hours v P Query © [ Profile 2 otal
| filetype = windows executable’ | filetype = javaseript’ ©
(fletype = windows executable) & (fletype = javascript) A& times"2015-04-29 20:16:00""2015.04-30 20:15:59°

2015 | % | 16:16:00 (04:00) Last 24 Hours 2015 | % | 16:15:59 (04:00)

Q 8 Options | A Hide

p Forensic Fingerprint (18 values) ©
@

x86 pe (328) - windows_e - windc -, - html (143) -xml (110) - gif (77) - windows_dll (53) - windows dll (53) - windows msi installer (38) - png (34) - jpg (34) - cab (34) - ¢ss (28) -zip (11) - swf (3) - php script (2) - apple iwork:

file (1)

Loaded i 0.839 secs. Total running time 0.845 secs.

_ Filename ©

W

Closed - Click to Open

¢ . Destination Country (14 values) £
united states (265) - russian federation (12) - netherlands (7) - germany (7) - united kingdom (4) - korea, republic of (4) - austria (4) - canada (3) - ukraine (2) - japan (2) - sweden (1) - denmark (1) - china (1) - australia (1)
Loaded in0.63¢ secs, Totalrunning tme 0.638 ecs.

2 admin | @ Engiish (United states) | GMT-04:00 Send Us Feedback | 105.0.0.17626-1
o

5. In the Visualization panel, select Options.

The Visualization Options dialog is displayed.

6. Inthe Visualization drop-down list, select Coordinates and click Apply.
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Visualization Options

Visualization Coordinates ~

[ All Meta Keys Must Exist in an Event
+ -5

L] Meta Key

Source Country
Source Domain
Top Level Domains
Service Type

IP Protocol

[

00 0ooonf

Destination Country

Cancel Apply

The visualization is loaded. In this example, 249 events are found and 199 unique paths are

visualized.

©Navigate ~ ® Events curity Analytics

© | T Total ~ 4= Descending ~ = EventCount ~ | SaveEvents ~ 4 Actions £ Settings

| filetype = 'windows executable’ © | filetype = javascript'
(flerype - windows execurabie) & (Tletype = avascrpt) & tme="2015.04-29 20:1600"2015.04.30 2015:59"
2015 ‘ 3 ‘ 16:16:00 (-04:00) Last 24 Hours 2015 ‘ g ‘ 16:15:59 (-04:00)
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Only a subset of eventsis displayed @ 249 Events Found | 199 Unique Paths. *DNE @ |4 Options | A Hide

= Extension (20values) © 0

exe (184) - <none> (69) - gif (61) - php (53) - css (38) - htm (37) - s (31) - pg (30) - png (28) - aspx (21) - msp (20) - msi (18) -ico (17) - html (17) - cab (13) - asmx (13) - axd (8) -dI_(6) - cgi (4) -cer (4) ... show more
Loaded in 1.07 secs. Total running time 1.414 secs.

Forensic Fingerprint (13 values) £
2 admin | @ Englsh (United States) | GMT-04:00 Send Us Feedback | 10.5.00.17626-1

Select Meta Keys for a Parallel Coordinates Visualization

With a Parallel Coordinates visualization open, do the following:
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1. In the Visualization panel, select Options.

The Visualization Options dialog is displayed. In the toolbar, click # to display the

recommended number of axes for a readable visualization. When a recommended count of

keys is displayed, the count changes based on the browser size. If you make the browser

window larger, the recommended count is increased.

Visualization Options

Visualization Coordinates w

O

O ood

+

] All Meta Keys Must Exist in an Event

-5
Meta Key
Source Country
Source Domain
Top Level Domains
Service Type

IF Protocol

Mumber of selected axes (8) does not exceed the
recommended count of 22

Cancel Apply

If you want to change the sequence of the meta keys, drag meta keys up or down to the

desired sequence.

The meta keys are removed, but the change has not been applied.

If you want to revert to the previous state, click b .

If you want to delete any meta keys, click in the selection box, and click == .

Any meta keys you have deleted are restored and any changes that you made are removed.

drop-down list, select the meta keys.

If you want to select individual meta keys, click + , select From Default keys, and in the
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Add Keys to Parallel Coordinates Visualization

Select Keys:

® From Default Meta Keys

Access Point

Action Event

Active Directory Domain Destination
Active Directory Domain Source

Active Directory Username Destination
Active Directory Username Source
Active Directory Workstation Destination
Active Directory Workstation Source
Alert ID

Alerts

Attachment

Browsers

[ TR 0

The selected keys are listed.

Conducting an Investigation
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Add Keys to Parallel Coordinates Visualization

Select Keys:

® From Default Meta Keys

Client Application @  Source |P Address @
TCP Destination Port @  Content Type &
Source Country &  Filename &

() From Meta Groups

With The Selected Meta Keys...
Append to the current list of keys

6. If you want to add all the keys in a meta group, you cannot add individual meta keys. Select

From Meta Groups, and select a group from the drop-down list.
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Add Keys to Parallel Coordinates Visualization

Select Keys:

() From Default Meta Keys

® From Meta Groups

Botnet Beaconing M
Covert Channels
Email

Encrypted Sessions
File Analysis
Malware Analysis
Query Files

Query Hosts

Query IPs “l

Query Mail

Query Users
Query Web ]

[t X T G [T O S I W P

The selected meta groups are listed in the field.

7. Select the method of adding the keys or groups: Replace the current list of keys, Append

to the current list of keys (at the end), or Insert at the beginning of current list of keys.
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Add Keys to Parallel Coordinates Visualization

Select Keys:

) From Default Meta Keys

) From Meta Groups

Test ~

With The Selected Meta Keys...

Replace the current list of keys w

Append to the current list of keys
Replace the current list of keys

Insert at beginning of current list of keys

Cancel

8. To complete the procedure, click Add.
The Visualization Options dialog is displayed with the meta keys or groups you selected.

9. To display the new visualization chart, click Apply.
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Only a subset of eventsis displayed @ 249 Events Found | 199 Unique Paths. *DNE @ £ Options | A Hide

= _ Extension (20 values) 2 0
v exe (184) - <none> (69) - gif (61) - php (53) - ¢ss (38) - htm (37) - js (31) - jpg (30) - png (28) - aspx (21) - msp (20) - msi (18) -ico (17) - html (17) - cab (13) - asmx (13) - axd (8) - dI_(6) - cgi (4) - cer (4) ... show more
Loadied in 1.407 secs.Total running ime 1.414 secs

Send Us Feedback | 10.5.00.17626-1
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Optimize a Parallel Coordinates Visualization

1. To optimize the visualization by removing events in which not all meta keys exist, select

Options.

Visualization Options
Visualization Coordinates

7 All Meta Keys Must Exist in an Event

S

Meta Key

Destination Euun‘r.r_ﬁ

Destination Domalin
Service Typea

TCP Destination Port
Client Application

Destination |IF address

2. In the Visualization Options dialog, select All Meta Keys Must Exist in an Event. Click

Apply.
The resulting graph is more readable and useful and usually has fewer unique paths.
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If you want to highlight a small set of points to see the path of the line from right to left, click
on an axis. The cursor changes to cross hairs, which you can drag to select one or more

values. When you let go of the mouse, the lines are highlighted. In the example below, the

SSL service type is highlighted by a gray box.
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Forensic Fingerprint (18 values) ©

2 admin | @ English (United States) | GMT-04:00 Send Us Feedback | 10.5.0.0.17626-1

If you want to enlarge the visualization, drag the bottom edge of the panel down and drag the

right edge of the browser window wider.

Sample Use Case

Below is an example of a parallel coordinates visualization of meta keys representing file
metadata in a session. There are three meta keys or axes from left to right: Extensions, Forensic
Fingerprint, and Filename with values listed along each axis. Values on the Extension axis show
the file extension, and values on the Forensic fingerprint axis are windows executables.
Normally the file type matches the expected forensics fingerprint; however, it is abnormal for a
gif file type to be combined with the Windows executable fingerprint. The gi f file type is
selected to highlight the correlations of that file type, x86pe , and two filenames in the third axis
so that an analyst can quickly identify the files that merit investigation.

To reach this view:

1.

2.

Order by Value and Sort in Ascending order.

Apply two filters (file type = 'windows executable' and extension = 'gif') in the Navigate

view to limit the amount of data.

Configure a parallel coordinates chart by choosing three axes: file extension,

forensic fingerprint, and filename.
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@ Investigation ©Navigate ~ SEvents A Malware Anal G A @ RSAsecurity Analytics
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Extension Forensic Fingerprint Filename

i windows msi instater-{

i 2

< .
asm s
oo Faspe
]
Wins20penssLa_9 g exo
Only a subset of events is displayed @ 71 Events Found | 32 Unique Paths £ Options | A Hide
= . Extension (20 values) £
=

png(71) -exe (61) -gif (31) - css (27) - <none> (22) -jpg (16) - htm (12) -js (11) - php (10) -ico (5) - html () -zip (2) - SWf (2) - axd (2) - aspx (2) -asp (2) - ashx (2) - xml (1) -gmanifest (1) -gg (1) ...show more
Loaded in 0.731 secs. Total running time 0.738 secs.

_ Forensic Fingerprint (17 values) £

@
= X86 pe (71) - windows_executable (71) - windows executable (71) - png (52) - xml (39) - javascript (28) - gif (22) - html (20) - ¢ss (10) - jpg (7) -Zip (2) - cab (2) - windows_dlI (1) - windows msi installer (1) - windows dll (1) - swf (1) - apple iwork file (1)
Loaded in 0.638 secs. Total running time 0.643 secs.
. Filename (20 values) ©
w

<none> (17) - nwinvestigatorsetup.exe (16) - style.css (10) - 10g0.png (10) - youtube.jpg (8) - grad-right.png (&) - grad-left.png (8) - download.png (8) - download.php () - banner_night investigator.jpg (8) - turbocap_banner.png (6)

2 admin | @ eng

Sample Visualization of a Large Data Set

This example of a parallel coordinates visualization applied to a larger set of data illustrates

several messages that help analysts to understand what has been charted.

o To create a chart, NetWitness Suite begins scanning meta values and returning results. A
typical time range could have up to 10,000,000 meta values. When the number of meta values
returned reaches the Meta Values Result Limit, the chart is rendered even if NetWitness

Suite has not scanned a number of meta values equal to the Meta Values Scan Limit.

o There is a fixed limit on the amount of data that can be rendered as a parallel coordinates
chart. In NetWitness Suite 10.4 and prior, the limit is based on the number of axes times data
values: 1000 x the number of axes to protect performance, but in NetWitness Suite 10.5 and
above the administrator configures parallel coordinates limits as part of the Investigation

settings In the Administration System view.
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@ Investigation ® Navigate < Events # Malware Analysis H B @ RSAsecurity Analytics
S ML s e - Concentrator  Last24 Hours v P Query © I Profile ~ EH File Analysis ~ | TS Total © ¥= Descending ~ 2= EventCount © | SaveEvents © 4 Actions ~ £¥ Settings
| filetype = ‘windows executable' © | filetype = javascript'
(fletype = - +2015.04-29 20:16:00°"2015-04.30 20:15:59"

2015 % | 16:16:00 (04:00) Last 24 Hours 2015 | % | 16:15:59 (04:00)

Content Type. Source Country Destiation Country Flename

Windows NT 8.1:an-US: o
il 8.1.3)
cocios R SEbES

Hiolashor 2003
-
Gongo vesm)

S
n

"\ Aussin Foaoraton]
\

eaine-

X

m%/

Only a subset of events is displayed @ 249 Events Found | 199 Unique Paths *DNE @ |8 Options | 2 Hide

= . Extension (20 values) £ 0

exe (184) - <none> (69) - gif (61) - php (53) - css (38) - htm (37) - js (31) - jpg (30) - png(28) - aspx (21) - msp (20) - msi (18) -ico (17) - html (17) - cab (13) - asmx (13) - axd (8) - dl_(6) - cgi(4) - cer (4) ...show more
Loaded in 1.407 secs. Total running time 1414 secs.

Forensic Fingerprint (18 values) ©

2 admin | @ english (United States) | GMT-04:00 Send Us Feedback | 105.0.0.17626-1

With a larger set of data, the parallel coordinates chart takes longer to process than the smaller
set of data and meta keys. To preserve performance, NetWitness Suite renders the meta values
from the Values panel below until the limits set by the Administrator are reached. An
informational message tells you: Only a subset of events is displayed.

Of all the data visualized for 249 events, there were only 199 unique parallel coordinates paths.
Some events are included though they do not include some of the meta keys; these are labeled
DNE because the meta does not exist in the event.
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Querying Data in the Navigate View

This topic describes the methods available to query data in the Investigation > Navigate view.

When conducting an investigation in NetWitness Suite, there are several methods available to
query results and drill into an area of interest in the Navigate view. Analysts can:

o Create a Custom Query, rather than clicking through meta keys and values (Navigate and

Events view)

o Drill into Data in the Navigate View Time Chart (Navigate view)

o Dirill into Data in the Values Panel (Navigate view)

o View and Modify Queries Using URL Integration (Navigate and Events view)

Create a Custom Query

In the Investigate > Navigate view options panel, you can create a query rather than clicking
through the meta keys and values to drill down into the meta data. The dialogs for creating a
query offer syntax help with drop-down lists of applicable meta keys and operators. When
viewing the drop-down list, you can expand and collapse each meta group to view or hide the
individual meta keys in that group.

When you select a meta group, NetWitness Suite generates the complex query equal to a query
with all of the meta keys in that group ORed together. So if a meta group contains ip.src and
ip.dst, the query generated is ip.src = <value> OR ip.dst = <value>. Ifthe meta
group contains meta keys that have different meta value types, the value input is disabled and the
query uses exists statements. For example, a meta group that contains ip.src, ip.dst, and
alias.host includes meta keys that have different value types; ip.src and ip.dst are ip
addresses and alias.host is text. The generated query is ip.src exists OR ip.dst

exists OR alias.host exists.
A basic query is in the following form:
<metakey> <operator> [<metavalue>]

These are a few examples:

action exists

action ="get'

alias.host ='10.25.55.115'

extension ='exe'

orig_ip'="10.0.0.0" - "10.255.255.255"
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Create a Query Using the Basic Method

When you create a query using the basic method, NetWitness Suite provides drop-down lists of
meta and operators.

1. In the Navigate view toolbar, select Query.

The Query dialog is displayed, with the Simple option selected.

EZNOIVIa"8ll EL] Profile ©® EJ Meta @ | M@ Total ® .= Descending @ B& Event Count & S
® Simple () Advanced () Recent
Select Meta v | |Operator ¥ |Value

™ Network [ Log o4 Endpoint

Apply Cancel Reset €

2. Inthe Select Meta field, click to display the drop-down list. The drop-down list has two

sections: Meta Groups and All Meta.

3. Select a single meta key under All Meta or select a meta group under Meta Groups. You

can also type in a meta key or meta group in the field.

4. In the Operator field, type an operator or click on the drop-down list to select a valid

operator.

5. (Optional) If you selected an operator that requires a value, for example, begins, in the third

field type the value for the meta key.

6. Inthe Network, Log, and Endpoint checkboxes, choose the type of data to query. Do one of
the following:

a. To limit the query to packets select Network and de-select Log and Endpoint.

b. To limit the query to logs, select Log and de-select Network and Endpoint.

¢. To limit the query to endpoint events, select Endpoint and de-select Network and Log.

d. To apply the query to packets, logs, and endpoints, select Network, Log, and Endpoint.
7. Do one of the following:

a. Click Apply.
The window is closed and the view is updated with the results of the new query. The
query is displayed in the breadcrumb.
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b. Click Cancel.

The window is closed and no changes are made to the view or current query.

Create a Query Using the Advanced Method

1. In the Navigate view toolbar, select Query.

The Query dialog is displayed.

EZNolI AR [[] Profile ©® EJ Meta ® | B Total ® .= Descending @ B3 Event Count & S
® Simple () Advanced () Recent
Select Meta v | |Operator ¥ |Value

™ Network [ Log [¥ Endpoint

Apply Cancel Reset [ |

2. Select Advanced.
The advanced query field is displayed.

O Simple @ Advanced O Recent

Apply Cancel Reset [ |

3. In the field, create a query, which can include the meta key, operator, and value. When you
begin typing a meta key in the field a drop-down list of available meta keys for the selected

service is displayed.

4. Select the meta key for your query.
The display is updated. If the expression is not yet complete, the status indicates that the

query is invalid.

5. Continue with an operator, from the drop-down list, then a value if necessary. The display is
updated as you continue to enter the query. If you enter an operator, such as exists or !exists,
which does not use the value field, the value field is disabled and the invalid status is

cleared. If you enter an operator, such as =, which requires the value field, the invalid status
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remains until you enter a value. When the query is valid the invalid status is no longer

displayed.

O Simple ® Advanced (O Recent

This isn't right.

@) Iuvalid Expression

Apply Cance| Reset

6. Do one of the following:

o Click Apply.
The window is closed and the view is updated with the results of the new query. The
query is displayed in the breadcrumb.

o Click Cancel.

The window is closed and no changes are made to the view or current query.

Apply a Recent Query

You can view recent queries and select one to apply to the current service being investigated. To
select a recent query:

1. In the Navigate view toolbar, select Query.

The Query dialog is displayed, with the Simple option selected.

SOVl EL] Profile ® EJ Meta @ | M@ Total ® .= Descending @ B& Event Count & S
1
® Simple () Advanced () Recent
Select Meta v | |Operator v |Value

™ Network [ Log 4 Endpoint

Apply Cancel Reset €

2. Select the Recent option.

The list of recent queries is displayed in the bottom portion of the dialog.
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O Simple O Advanced @ Recent

did = 'nwappliance3067
sessionid=13
sessionid»>52
sessionid=44
sessionid=20
sessionid=202
sessionid=200
ip.src="
ip.src=

ip.src=

ip.dst=

Apphy Cancel

Reset

3. In the list of recent queries, click to select a query.

4. Do one of the following:

o Double-click a query.

o Select a query and click Apply.

The window is closed and the view is updated with the results of the new query. The

query is displayed in the breadcrumb.

o Click Cancel.

The window is closed and no changes are made to the view or current query.

Drill into Data in the Navigate View Time Chart

The Time Chart visualization allows analysts to visualize activity over time. You can zoom into
the data by selecting a time window then selecting the Investigate option. You can then reset the
navigation to the time range that was in effect before zooming.

1. Goto INVESTIGATE > Navigate.
The Time Chart for the current drill point and selected time range is displayed.
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RSA INVESTIGATE @ admin ©  (3)

NAVIGATE

E Decoder220 ¥ Query ©® EJProfile ® E]Meta® | T8 Total = Descending @ BB EventCount @ | SaveEvents ©® - Actions
s
time="2007-04-13 17:27:00"-"2017-06-15 20:14:59"
2007 ‘ 5 ‘ 17:27:00 (+00:00) All Data 2017 ‘ e ‘ 20:14:59 (+00:00)
£# Options | N Hide
prge Service Type Not Indexed (12 values) .

‘ NETWITNESS sU 11.0.0.0-170612140943.1.be1dcf3

2. To highlight a period of time on the Time Chart, click over the desired time period and drag
the mouse.
The Time Chart is redrawn for the selected time range, however the meta values are

unchanged.

3. Todrill into the data for the selected time range, click Investigate.
The URL is updated to reflect the time range override. and the Investigation options panel is
updated to reflect the custom time range. The Time Chart is redrawn and the meta values are

loaded for the selected time range.

4. To reset the Time Chart to original time range, click Reset Zoom.
The URL is updated to reflect the original URL prior to zooming into the data, and the
Investigation options panel is updated to reflect the time range selected before zoom. The
Time Chart is redrawn for the selected time range and the meta values are loaded for that

time range.

Drill into Data in the Values Panel

NetWitness Suite displays the activity and values for the selected service in the Investigation >
Navigate view. To investigate data, analysts drill into data by clicking on a meta key or a meta
value, which is treaty as a query. In the Values panel, each query is added to the breadcrumb
data in the Values panel. This results in a breadcrumb at the top with a crumb for each query.
You can edit the breadcrumb to insert or remove a query.
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Drill into a Subset of the Metadata

1.

2.

Begin an investigation so that metadata is displayed in the Navigate view.

RSA INVESTIGATE

NAVIGATE

E Concentrator ¥ Query ® EJProfile ® EMeta @ | B Total ©® .= Descending @ EF EventCount® | SaveEvents @ - Actions © [
g did=
2015 $3 | 18:35:00 (+00:00) All Data 2017 38| 15:27:50 (+00:00)

A Visualization

.. Device Class (1 value) P
firewall (2,046)

== _  EventSubject (1 value) P
o user (2,046)

= _ EventTheme (I value) £
~ authentication (2,046)

== _ Event Outcome (I value) £
- success (2,046)

== _ Event Category Name (1 value) P
o user.activity.successful logins (2,046)

.. Parse Error L
Closed - Click to Open

.. MessageID (1 value) £

dny007 1X21U0)

‘ NETWITNESS SUITE 11.0.0.0-170614005434.1 3411055

To drill down into the metadata, do any combination of the following:
a. Click a meta key, for example, Source Country or Destination Country.

b. Click a meta value, the blue text in the results. For example, Italy.
Each time you click a meta key or meta value, the investigation query pivots to a
narrowed focal point, or drill point, in the data. At each drill point, the Values panel is
updated and the new drill point is displayed in the breadcrumb. Below is an example of

the first breadcrumb.

=R GER | Data ¥ Query = [EJ Profile =

Pt
o sarvice =0 '~

(zervice = 0) && time="2007-02-09 08:17:00"-"2017-06-14 19:48:59

2007 ‘ 02 | 09:17:00 (+00:00)

This is an example of a long breadcrumb that does not fit in the toolbar. The last query
that fits is followed by a drop-down menu that lists additional queries. To select a drill

point within the overflow, click the overflow icon and a query in the drop-down list.
city.dst = 'washington” = | »

org.src ="china telecom shanghar >
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Add a Query in the Breadcrumb

In the breadcrumb, you can click any of the crumbs to display the Query menu. You can insert a
new query before a crumb, and append a new query to the end of breadcrumb. After each edit in
the breadcrumb, NetWitness Suite refreshes the results.

To add a query in the breadcrumb:
1. Click a crumb.
The Breadcrumb menu is displayed.
country.dst = 'united states” '~ |
‘@ Navigate Here f
i~ Mavigate Here (new tab)
=+ Insert Before
= Remove

[ Edit |

2. To add a query in the breadcrumb, select Append or Insert Before.
The Create Filter dialog is displayed.

Create Filter

® Simple (O Advanced (O Recent

Select Meta v | |Operator v | |Value

™ Network [ Log

3. Create the Query as described in Create a Custom Query.

Edit a Query in the Breadcrumb

In the breadcrumb, you can click any of the crumbs to display the Query menu. You can delete a
crumb and edit a query in a crumb. After each edit in the breadcrumb, NetWitness Suite
refreshes the results.

To work with queries in the breadcrumb:

1. Click a crumb.

The Breadcrumb menu is displayed.
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country.dst = 'united states’ |
@ Navigate Here |
i~ MNavigate Here (new tab)

== Insert Before

= Remove

7 Edit |

2. To edit a query in the breadcrumb, select Edit.
The Create dialog is displayed with the selected query open for editing.

Edit Flter united states

() Simple ® Advanced O Recent

country.dst = 'united states’

3. Edit the fields as described in Create a Custom Query.

Quick Search within a Meta Key

1. Move the mouse over a meta key section and click the magnifying glass.
The Quick Search form, which contains a comparator and an optional operand for the
search, is displayed.
Q = Destination City (1 value) L
|- v Drill
washington (354)

2. (Optional) If you want to close the search form, click the magnifying glass again.

3. Select the operation from the drop-down list on the left and type the text value to search for.
Then click Drill to perform the execution.

The metadata for that meta key is used to drill down in the current metadata.
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View Meta Key Information in the Navigate View

To view details about a meta key, specifically the key name, index level set for displaying the
meta key, and the default view set for the meta key:

1. Click the drop-down menu next to the meta key.

& Destination
v W

=]

warnrhimatoem £

Hide Results
hMeta Key Info

View as C5V

2. Select Meta Key Info.
The Meta Key Info dialog is displayed.

3. When finished viewing, click B.

4. (Optional) To view meta names found for the meta key as a comma-separated value list,
click the drop-down menu next to the meta key and select View as CSV.

The Showing Values in CSV Format dialog is displayed.

5. When finished viewing, click Close.

6. (Optional) If you want to hide the results for the meta key in the current drill point, click the
drop-down menu next to the meta key and click Hide Results.

Display Events Associated with a Meta Value

The Events view provides additional details for an event in two different views: Events List and
Detail View.

1. In the Navigate view, drill into metadata that is the focus of your investigation.
2. Click the count (the number in green) next to a blue meta value.

The Events view corresponding to the current drill point is displayed.

The operations that you can perform in the events view are described in Examining Events.

Search for Specific Events Associated with a Meta Value

1. Inthe Navigate view, drill into metadata that is the focus of your investigation (click a meta

value or add a query).

2. Type a search string in the Search box and press Enter or click Search.

You can also select and set your search mode preferences for your searches. See Search for
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Text Patterns in the Investigate View for detailed search information.

The Events view opens in a new tab and shows the search results. Your time range

selection and drills (queries) carry forward to the Events view.

INVESTIGATE

@:} admin @

EVENTS

= Broker63 ¥ Query @ HEJProfile ® [ Detail View © = Actions @ - Incidents &

- Settings
O event Time Event Type Event Theme Size Details
¥ sessionid : 8526933
B medium: 32
+ pe @ unknown
conf: 0
i D /i il /| werify
[ 2017-06-14T12:46:00 Log 807 bytes file 1 LD-Logs/junipervpn_verifylog
junip
rstel
i admin
=+ Show Additional Meta ;@ View Details ;@ Event Analysis
< sessionid : 8247862
8 medium: 32
-] ipe: unknown
[0 2017-06-14T18:42:16 Log 146 bytes
o
| Page 1 of 1 | | C | 25 ~ eventsperpage Displaying 1 - 6 of 6 event matches

‘ NETWITNESS S

11.0.0.0-170612140943.1.be1dcf3

View a Selected Meta Value in Live

1. Inthe Navigate view, drill into metadata that is the focus of your investigation.

2. Right-click a meta value (the text in blue).
The Meta Value drop-down menu is displayed.

3. To look up the meta value in NetWitness Suite Live, select Live Lookup.

The Live Search view is displayed with the meta value entered in the Generated Meta
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Value(s) field, and ready for a search.

RSA CONFIGURE ®@admin® ®)

LIVE CONTENT

Search Criteria Matching Resources

Keywords show Results @ | | X Package ~

[ | subscribed Name Created Updated Type Description

Category
[IFEATURED

» CITHREAT

» CJIDENTITY

» C1ASSURANCE

» CIQPERATIONS

Resource Types
Medium

Required Meta Keys

Generated Meta Values

20

»
0 Matching Resources

NETWITNESS SUITE 11.0.0.0-170612140943.1.be1dd3

Refocus the Investigation in a Drill Point

1. Right-click a meta value (the text in blue).
The Meta Value drop-down menu is displayed.

Copy
Apply 'EQUALS Drill
Add/Remove from List

Data Science >
Refocus >
Refocus Mew Tab b
External Lookup b

2. Choose one of the refocus options.

The drill is refocused according to your choice.

Look at a Specific Count in a New Tab

To view a count for a meta value in a new tab or view a Geomap of the locations for the
selected meta value:

1. Right-click a count for a meta value (the green number following the blue meta value).

The context menu is displayed.
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2. (Optional) To open a separate investigation for the specific meta value, select Open in New
Tab.

3. (Optional) to open a geomap showing the locations where the selected meta value originated,

select Geo-Map Locations in New Tab.

View and Modify Queries Using URL Integration

Investigation includes an External URL Integration that facilitates integration with third-party
products by allowing a search against the NetWitness Suite architecture. By using a query in a
URI, you can pivot directly from any product that allows custom links, into a specific drill point
in the Investigation view in NetWitness Suite. This integration provides an internal presentation
of the user's query.

URL Integration allows the user to identify the service either by the host id or by the service and
port, as defined in NetWitness Suite. If NetWitness Suite is unable to resolve the service, the
analyst is redirected to the Navigation view, showing the Service selection dialog. Once the
service is selected, the Navigation view is loaded with the drill point, defined by the query.

Service Id Known

When the ID of the service to use for investigation is known, the format for entering a URI using
a URL-encoded query is:

http://<sa host:port>/investigation/<deviceId>/navigate/query/<encoded
query>/date/<start date>/<enddate>

where

e <sa host: port>is the IP address or DNS, with or without a port, as appropriate (ssl or
not). This designation is needed only if access is configured over a non-standard port through

a proxy.

e <deviceId> is the internal Service ID in the NetWitness Suite instance for the service to
query against. The service ID can be represented only as an integer. You can see the relevant
service ID from the URL when accessing the Investigation view within NetWitness Suite.

This value changes based on the service being connected to for analysis.

e <encoded query> is the URL-encoded NetWitness Suite query. The length of query is
limited by the HTML URL limitations.

e <start date> and <end date> define the date range for the query. The format is <yyyy-
mm-dd>T<hh:mm:ss>7. The start and end dates are required. If no date is provided then the
user defaults for that service are used. Relative ranges (for example, Last Hour) are not
supported. All times are run as UTC.

For example:
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http://localhost:9191/investigation/12/navigate/query/alias%20exists/
date/2012-09-01T00:00:00%Z/2012-10-31T00:00:002

Host and Port Known
When the host and port of the service to use for investigation is known, the format for entering a
URI using a URL-encoded query is:

http://<sa host:port>/investigation/<device
host:port>/navigate/query/<encoded query>/date/<start date>/<enddate>

where

e <sa host: port>is the IP address or DNS, with or without a port, as appropriate (ssl or
not). This designation is needed only if access is configured over a non-standard port through

a proxy.

e <device host:port> is the host and port of a service defined in NetWitness Suite instance
for the service to query against. NetWitness Suite attempts to resolve the host and port as a
service ID defined in NetWitness Suite.

e <encoded query> is the URL-encoded NetWitness Suite query. The length of query is
limited by the HTML URL limitations.

e <start date> and <end date> define the date range for the query. The format
is <yyyy-mm-dd>T<hh:mm: ss>Z. The start and end dates are required. If no date is
provided then the user defaults for that service are used. Relative ranges (for example, Last
Hour) are not supported in this version. All times are run as UTC.

For example:
http://localhost:9191/investigation/concentrator:50105/navigate/query
/alias%$20exists/date/2012-09-01T00:00:002/2012-10-31T00:00:002

Examples

These are query Examples where the SA Server is 192.168.1.10 and the devicelD is identified
as 2.

All activity on 03/12/2013 between 5:00 and 6:00 AM with a hostname registered

o Custom Pivot: alias.host exists

e https://192.168.1.10/investigation/2/navigate/query/alias%2Ehost%20ex
ists/date/2013-03-12T05:00:002/2013-03-12T06:00:002
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All activity on 3/12/2013 between 5:00 and 5:10 PM with http traffic to and from IP address
10.10.10.3

o Custom Pivot: service=80 && (ip.src=10.10.10.3 || ip.dst=10.0.3.3)
o Encoded Pivot Dissected:

e service=80 => service&3D80

e ip.src=10.10.10.3 => ip%2Esrc%3D10%2E10%2E10%2E3

e ip.dst=10.10.10.3 => ip%2Esrc%3D10%2E10%2E10%2E3

e https://192.168.1.10/investigation/2/navigate/query/service$3D80%20
%26%26%20%281p%2Esrc$3D10%2E10%2E10%
2E3%20%7C%7C%20ip%2Edst%3D10%2E10%2E10%2E3%29/date/2013-03-
12T17:00:002/2013-03-12T17:10:00%

Additional Notes

Some values may not need to be encoded as part of the query. For example, commonly the IP src
and dst is used for this integration point. If leveraging a third-party application for integration of
this feature, it is possible to reference those without encoding applied.
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Acting on a Drill Point in the Navigate View
This topic describes the actions available to analysts who want to send a drill point to some form
of output or view the drill point from a different perspective in the Navigate view.

When conducting an investigation in NetWitness Suite, there are several actions available once
a drill point has been reached in the Navigate view. Analysts can:

Export a Drill Point (Navigate view and Events view)

o Print the Current Drill Point (Navigate view)

o Open the Events List for a meta value (Navigate view)

o Launch an External Lookup of a Meta Key (Navigate view)

o Launch a Malware Analysis Scan from the Navigate View

o View Additional Context for a Data Point (Navigate view and Events view)

o Manage Context Hub Lists and List Values in Investigate (Navigate view and Events view)

o Visualize the Current Drill Point in Informer (Navigate view)

Export a Drill Point

In NetWitness Suite Investigation, when you have the data for a drill point displayed in the
Navigate view, you can:

o Extract files from a session and choose the type of files to extract: archives, audio BitTorrent,

documents, executable, images, other, video, and web.

o Export the drillpoint as a packet capture (PCAP) file, a log file or a meta data file.

The details being exported are affected by both the time range and drill point at the time of
exporting.

Note: When you export the drill point as a log file, only the log sessions are exported. The job
queue message refers to the total number of sessions in the drill point rather than the number
of logs. For example, if the drill point has 505 sessions and only five log sessions, the job
queue message states that NetWitness Suite is extracting logs for 505 sessions.

To export a drill point from the Navigate view:
1. Conduct an investigation until you reach the desired drillpoint.

2. In the toolbar, select Actions > Export and select one of the export options: PCAP, Logs, or
Meta.
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The drill point is extracted, and a message advises that the job is scheduled. You can check

the jobs page for the status.

3. When the scheduled file extraction is complete, it is displayed in the Job Notifications tray.

Notifications

PCAP Extraction Complete X
The PCAP extracticn is complete and ready for 28 seconds
download. View »
Logs Extraction Complete X
The log extraction is comiplete and ready for 1 minute
download. View »
Meta Extraction Complete X
The meza ion is complete and ready for ‘9 minutes
download B

Wiew All

4. Click the View link in the Jobs tray sand download the specific extraction file requested.

Launch an External Lookup of a Meta Key

This topic provides instructions for using out-of-the-box Investigation plugins to launch an
external lookup of specific meta keys using tools external to NetWitness Suite while
investigating data in the Navigate view or Events view.

Analysts can use out-of-the-box NetWitness Suite Investigation external lookups to save time
during investigations. The out-of-the-box lookups are available by right-clicking one of the these
meta keys: [P address (ip-src, ip-dst, ipvé-src, ipvé-dst, orig ip), host
(alias-host, domain.dst), client, and file-hash.

For all 1P and host meta keys, the following lookups are built in to NetWitness Suite:

o Google Malware: Opens a Google Malware search in a new tab.
o McAfee SiteAdvisor: Opens a McAfee SiteAdvisor search in a new tab.
o BFK Passive DNS Collection: Opens a BFK Passive DNS collection search in a new tab

o CentralOps Whois for IPs and Hostnames: Opens a CentralOps Whois search

for IPs and hostnames
o Malwaredomainlist.com Search: Opens a Malwaredomainlist.com search in a new tab
o Malwaredomains.com Search: Opens a Malwaredomains.com search for in a new tab
o Robtex [P Search: Opens a RobtexIP search in a new tab
o SamSpade Search: Opens a SamSpade search in a new tab
o ThreatExpert Search: Opens a ThreatExpert search in a new tab

e UrlVoid Search: Opens a UrlVoid Search in a new tab n a new tab
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For the file-hash and alias-host meta keys, the Google lookup opens a Google search in a
new tab.

For the client meta key, the ECAT Lookup option opens an ECAT client in a new tab if the
ECAT client is installed on the same system on which the browser is being used.

Administrators can add additional external lookups and other custom actions as described in
"Add Custom Context Menu Actions" in the System Configuration Guide.

Launch an ECAT IOC Lookup
To launch an ECAT lookup of data from the Investigation > Navigate view:

1. Right-click a meta value for one of the following meta keys: ip-src, ip-dst, ipvé-

src, 1ipvé-dst, orig ip, alias-host, domain.dst, client.

2. Select External Lookup in the context menu.

A submenu of external lookup options is displayed.

Google Malware Diagnostic for IPs and Hostnames

SANS IP History
256) - 5CPS5(196) - GRE(119)

McAfee SiteAdvisor for Hostnames
Copy ECAT I0C Lookup

Live Lookup BFK Passive DNS Collection

Scan for Malware CentralOps Whois for IPs and Hostnames

Context Lookup Malwaredomainlist.com Search

Add/Remove from List Malwaredomains.com Search

Data Science > Robtex IP Search

Investigation >

SamSpade Search
External Lookup >
|

ThreatExpert Search

3. Select ECAT I0C Lookup.

A dialog asks you to choose an application.

4. Select ECAT and click OK.
The RSA ECAT Configuration dialog is displayed.
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B Configuration

Cratabase Server Mame:
[Databiase Instance Mame:
[Cratabase Mame:

v Use 5ql Security

User Mame:

Password:

Test

10,

ECAT

ecat

Cannect Save

Cancel

The drill point opens in RSA ECAT.

A RSA ECAT

i Databass Tools Tabs Configure About

Admin Status:

Show Winitelisted

5. Enter the user name and password required to log on to the ECAT client, and click Connect.

\ 3 WIN Last Seen: 242014 5:40:13 AM — -
N ' . Hide Signed Files =
.' Comment: 10C Score Scare 57
Summary IOC History Downloaded ECAT Events Scan Data Machine. ECAT -
Dashboard 5% Agent ID 544a24534-82¢3-4ad9-F6Ca-a...
rl Driver Error Code 0x00000241
d: Filename Threat Level | Score + Module Count | Signature Hash Laokup Con ECAT Driver Compile Timi 6/19/2014 11:53:35 PM
wsocklin.dll [ ] 49 2 Mot Signed: Whware, Inc., Unknown 921 ECRTIERcane e B/23/2014 2:47:20 P
Mach ECAT Server N WINZKE-60
oching? wsaeklib.dl @ It 2 Not Signed: Yiware, Inc. Unknawn Wi S
ECAT Service Compile Tin| 6/20/2014 12:02:35 M
=] r5a_connector wrapper.exe 5 2 Mot Signed Unknown 10/
L I ECAT Wersion 4.0.1.6
O EcatSeniceDriver32 242,55 4 2 Roat Kot trusted, Signature Expired: Ru. Unknainn 61
1 Group Default
T ACPLsys 3 2 valid: Microsoft Corporation Unknawn 1 sl Troe a3 35535 P
S = = e e e e S5 Last Connection Time | 6/24/2014 11:10:13 AM
(g X [/] [Status] <= "Whitelisted' Edit Filter Last fcan 6723/2014 3:27:17 PM
298 tems tota! . « Last Update Time £/23/2014 252:40 Pl
PList Sean Start Time 61232014 3:25:56 PM
Machine Instant 10Cs B X Events (i) Start Time 6/23/2014 2:52:42 PM
@ Description 1= W Event Time Source Madule Filen.. Threatlevel  Score Event Wb T i
NS w
an Autorun unsigned winsodk LSP
Certificates e E
Autorun only file in directory e o
Aufnrun only exem.itable in directary Ve T
Whitable code section S S e
Duplicate section name Shpe Tl
Ui Compiled in last month Machine.Operatingsystem ¥
ﬁ Created in last month Country usa
W/ No versian infa Damain SYSTEMTEST
No company name Domain Role 2
sl No ariginal filename Language 1033
Al pofm : s total . 5 Machine Name WINZKE-200
1 PN 05 Build Number 7801
(LET) 12 items total ‘ » Events (0] TR e -

Events

1114 AM

2o W 6/24]2014

Llejwm

Lauch Other External Lookups

To launch an external lookup (other than ECAT IOC) of data from the Investigation > Navigate
view:

1. Right-click a meta value for one of the following meta keys: ip-src, ip-dst, ipv6-

src, 1ipvé6-dst, orig ip, alias-host, domain.dst, client.
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2. Select External Lookup in the context menu.

A submenu of external lookup options is displayed.

256) -5CP5(196) - GRE(119)

Copy

Live Lookup
Scan for Malware
Context Lookup

Add/Remove from List

McAfee SiteAdvisor for Hostnames
ECAT 10C Lookup
BFK Passive DMS Collection

Malwaredomainlist.com Search

Malwaredomains.com Search

Data Science > Robtex IP Search
Investigation o SamSpade Search
External Lookup 3 ThreatExpert Search

Google Malware Diagnostic for IPs and Hostnames

S5ANS IP History

CentralOps Whais for IPs and Hostnames

3. Select one of the lookup options.

The selected meta value opens in the selected lookup, for example, if you selected SANS IP
History, the drill point information is displayed in SANS Internet Storm Center.

Threat Leve {EEET]

™
L

Contact Us
Diary
Podcasts
Jobs
News
Tools

DATA

404 Project

HTTP Header Activity
TCP/UDP Port Activity
Port Trends
Presentations & Papers
SSH Scanning Activity
SSL CRL Activity
Suspicious Domains
Threat Feeds Activity
Threat Feeds Map
Useful InfoSec Links
InfoSec Poll Results

IP Info: 10.153.1.7
Keyword, Domain, Port, I or Hea:| (LY

NOTE: Due to excessive queries, page processing has been limited to 10 per minute. Please contact us for bulk data

access or try out our API. Do not use this data as a blocklist.

To lookup several IP addresses at the same time, or fo just copy/paste a section of a log, use our "Color My | ogs" feature

General Information
Submitter Diversity:
Risk (0-10)details:
IP Address (click for more detail)
Hostname
Country:
AS:
AS Name
Netwark
Reports
Targets:
First Reported.
Most Recent Report

Comment

[=]

1015317
10.153.1.7

4565

MEGAPATH2-US - MegaPath Networks Inc_, US
10.0.0.0/8 (10.0.0.0-10.255.255.255) 11.0.0.0
-none -

- none -

N/A

NIA

- none -

Handler on Duty: Bojan Zdrnja

Email Password

og ]

Sign Up for Freel Forgot Password?

MM

ONLINE
CYBERSECURITY
TRAINING

SAVE $350 or get
a new iPad or HP
Chromebook 13 G1

with any OnDemand
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Launch a Malware Analysis Scan from the Navigate View

From within Investigation, analysts can launch an on-demand Malware Analysis scan by
selecting a service and meta value, and choosing an option from the context menu. When polling
is complete, the scanned data is available for malware analysis.

To launch a Malware Analysis scan of data from the Investigation > Navigate view:

1. Right-click a meta value (for example, OTHER, DNS, or FTP) and select Scan for
Malware in the context menu.
The Scan for Malware dialog is displayed with a suggested name for the on-demand scan

and no service selected.

2. In the Scan for Malware dialog, select a service to perform the scan, edit the name, and

select the types of files to bypass under community and sandbox.

Scan for Malware

Malware Analysis -
Service *

Mame * Adhoc Scan HTTP

Community Sandbox

Bypass Executable ] Bypass Executable ]
Bypass Office L] Bypass Office L]
Bypass PDF L] Bypass PDF L]

Cancel Scan

3. Click Scan.
The scan request is added to the Scan Jobs List dashlet and the Jobs Tray. The bypass
settings in this dialog override the default settings in the basic Malware Analysis

configuration settings.
4. To view the jobs, do one of the following:

a. Navigate to the Scan Jobs List in the Malware Analysis view or in the Unified

dashboard. Double-click a scan to view the scan.
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Select a Malware Ana

Malware Services | Malware - Malware Analytics Scan Jobs List
# Default Service B scan Files o

Name ~ Name Static Network Community Sandbox Progress Info  User

Malware - Malware Analytics
No scan jobs found

Page of0 | C o o~ Mo data to display

Cancel View Continuous Mode

b. To view the job in the Jobs tray, click E in the NetWitness Suite toolbar. When the job

is complete, scroll to the left and click View.

Jobs
|

L Job Name Recurring = Scheduled Component Acti
[l Extract PCAP to investi... No 2017-06-15 7:22pm Investigati...

[l Upload File Mo 2017-06-157:13pm  Upload

[ Extract PCAP to investi... No 2017-06-15 1:41pm Imvestigati...

[l Extract PCAP to investi.. No 2017-06-15 1:40pm  Investigati...

[] Extract PCAP to bigeve.. No 2017-06-14 2:31pm  Investigati... h

View Your Jobs

-
(=]

The Malware Summary of Events for the selected scan is displayed. The scan is also
added to the list of available scans in the dialog for selecting scans in the Investigation >

Malware tab.
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Manage Context Hub Lists and List Values in Investigate

Analysts can add lists and list values for Context Hub enrichment in the Navigate view and the
Events view. When the Context Hub service is enabled and configured, NetWitness Suite
provides enrichment data from Incident Management, custom lists, and NetWitness Endpoint
directly in the Navigate view and Events view. A visual cue highlights meta values for which
enrichment data is available in the Investigation views, and you can click on the highlighted
value to look up the contextual information and intelligence.

In addition, from the Values panel in the Navigate view and from the Events view, you can view
lists, edit meta values in an existing list, or create a new list. When you add meta values to a
list, you can investigate the meta values using the context lookup option.

Prerequisites
For an analyst to manage lists in Investigation, the administrator must:
« Enable the Context Hub service.

o Assign an analyst role with permission Manage List from Investigation to the user

who will perform Context Lookup from Investigation views.

o Configure appropriate roles and permissions as described in "Role Permissions" and "Manage

Users with Roles and Permissions" in the System Security and User Management Guide.

Add Meta Values to an Existing List
To add meta value to an existing list in Context Hub:

1. While investigating a service in the Navigate view or the Events view, right-click a meta
value (for example, values under Source IP, Destination IP, or Username) and
select Add/Remove from List in the context menu.
The Add/Remove from List dialog is displayed.
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Add/Remove from List

Add the meta value to one or more lists by selecting the available list from the drop-
down option. To remove a list from the meta value, click the delete icon for each list.

Meta Value 0

List

2. In the List field, select one or more lists from the drop-down option to which the meta value
must be added.

3. Click Save.

The meta value is added to the selected lists.
Remove a Meta Value from a Context Hub List in Investigation
To remove a meta value from list:

1. Inthe Add/Remove from List dialog, in the List field, view the lists which include the meta

value.
2. Click the delete icon (x) for each list that should not include the meta value.
3. Click Save.
The meta value is removed from the deleted list.
Create a New List in Investigation
To create a Context Hub list in Investigation:

1. Inthe Add/Remove from List dialog, click Create New List.

105 Conducting an Investigation



Investigate and Malware Analysis User Guide

Add/Remove from List

List Mame

Description

Cancel Save

2. Inthe List Name field, enter an unique name for the list.
3. Inthe Description field, enter the description of the list.
4. Click Create to create the list.

5. Click Save to add the meta value to the created list.

These lists are considered as data sources for retrieving context information.

Open the Events List

Analysts can view a list of events associated with a session in the Investigation > Events view.

To display events in the Events view do one of the following:

1. To use the default query for the default service, go to Investigate > Events.
NetWitness Suite runs a default query on the last three hours for the default service (if one is
set) or displays a dialog in which you can select a service and then runs the default query.
The default query selects all events and the Events view displays events on the selected

service, with the oldest events first.

2. To view events for a specific meta value, go to Investigate > Navigate and when events are
loaded in the Values panel, click a meta value under a meta key (the value is in blue text).
The Events view displays the events for the selected meta value.

The Events view provides three built-in presentations of event data: the Detail view, the List
view, and the Log view.
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This figure is an example of the Detail view.

INVESTIGATE @ admin © (@
EVENTS
E= Broker63 ¥ Query @ [EJProfile ©® HEJ Detail View ® < Actions + Incidents Sea - Settings
[0 Event Time EventType = Event Theme Size Details
> >
¥ sessionid : 8012812

& device.ip:

B medium: 32

i device.ty

[0 2017-06-14T16:57:32 Log 136 bytes device.cla: Firewall

header.d: 0001

level : 6

netname : privae src

B direction : outbound

+ Show Additionsl Mets B View Details B Event Analysis

nid : 8012813
& device.ip:

medium : 32

msdhep

O 2017.0614T16:57:32  Log e ormal 32byes @ device.dlass : Application Servers
header.id : 0001
event.desc: Renew
netname : other src
& direction : outbound
+ show Additional Meta B View Details B Event Analysis -
| pPage1 | } | C | 25 ~ eventsperpage Displaying 1 - 25 of 100,000 events

| NETWITNES u 11.0.0.0-170612140943.1 be1dd3

You can use queries, the time range setting, and profiles to filter the events listed in the Events
view. From any view type in Events view, you can extract files, export events, export logs, and
open the Event Reconstruction panel by double-clicking an event. See Examining Events for
detailed information about these capabilities.

Print the Current Drill Point

In the Investigate > Navigate view, you can display the contents of the current drill point in

printer friendly format in the browser window.

To display the current drill point in a print view:

1. With a drill point open in the Investigate > Navigate view, select Actions > Print in the
toolbar.

A new tab is created with the print view of the current drill point.
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Investigation : Broker63 | NETWITNES

ip.proto =6 > extension = "jpg

09:17:00 (+00:00) 2017 | o | 19:48:59 (+00:00)

2007

0z
09

-L:.J Ethernet Source Address(20 values)
00:17:DF:6B:C8:00(20,828) - 00:13:C3:3B:BE:00 (5,518) - 00:13:C3:3B:C7:00(3,321) - 00:90:69:FF:04:7F (2,481) -
02:D0:68:18:6E:B9 (1,819) - 00:19:D2:06:D2:00 (1,700} - 00:0C:29:C3:74:F4 (854) - 00:0C:29:67:F7:BF (493) -
00:16:D3:3B:41:EC (277) - 00:0A:AD:0D:41:11 (214) - A4:BA:DB:02:E3:72(179) - 00:1A70:8E:69:0D (149) -
00:0D:56:DF:57:3C (95) - 00:1F:90:81:F1:62 (91) - 00:50:56:A4:1D:7D (84) - 00:0D:56:DE:AB:69 (80) - 00:50:56:80:24:03 (80)
- 00:11:0A:99:60:98 (55) - 14:10:9FE1:D2:ED (30) - 00:11:0A:A4:3C:98 (28) ... show more

5 Ethernet Destination Address(20 values)

00:13:C3:3B:C7:00 (26,337) - 00:09:FE:00:00:00 (2,481) - 00:03:A0:8A:F2:31 (2,457) - 00:13:C3:3B:BE:00 (2,405) -
00:21:55:9B:2C:00 (1,832) - 00:1D:60:DE:BE:CC (1,438) - 00:17:DF:6B:C8:00 (916) - 00:22:6B:1AACFF(179) -
00:AD:BE:791E:27 (149) - 00:00:0C:07:AC:E3 (82) - 00:26:CB:27:6C:E8 (80) - F8.E4:FB:0D:0FES (30)- DO:TA7O:BE69:0D (28)
- 00:22:56:90:54:00 (22) - 00:0F:1F68:A3:F0 (20) - 00:0C:29:67:F7:BF(18) - 00:90:6%:FF:04:7F (18) - 00:22:56:91:38:00(16)
- 00:24:CACCC20E(12) - 02:D0:68:18:6E:B9 (11) ... show more

<% Ethernet Protocol(1 value)
IP (38,570)

&+ 1D Dratarali1 walias)

2. Use the print option in your browser to send the printable view to the printer.

Visualize the Current Drill Point in Informer

This topic provides instructions for sending a drill point in the Investigate> Navigate view to an
Informer visualization.

Informer must be installed in your network and accessible by the service being investigated. You
need to supply the host name and the port used on the Informer host to communicate with
NetWitness Suite.

To display a visualization in Informer of the current drill point:

1. With a drill point open in the Navigate view, click Actions > Visualize.

The Send to Visualize dialog is displayed.
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Send to Visualize
Send a Visualize request to the following
Informer service:
Informer Host

Informer Port g0

HTTPS [l

Cancel Visualize

2. Type the Informer hostname or IP address, and verify the NetWitness Suite server port used

to communicate with the Informer host.
3. (Optional) Select the HTTPS option if the Informer host uses secured communications.

4. Click Visualize.

The visualization is displayed in a new tab.

View Additional Context for a Data Point

From an event reconstruction or Values panel in the Investigate view, you can look up details
and intelligence about elements associated with an event in the Context Hub. The data from
configured sources, such as RSA NetWitness Endpoint, can help you understand what is
happening.

These elements, or entities, are identifiers, such as an IP address, a user name, a host name, a
domain name, a file name or file hash. To look up external information about a given entity,
NetWitness Suite uses the Context Hub. The Context Hub is a centralized service that
aggregates data about entities from multiple configurable data sources. This data can extend
your investigation with additional context beyond the immediate results of a specific query. For
example, the Context Hub can tell you if a given entity has been mentioned in any incidents,
alerts, feeds, or community intelligence publications.

When you right-click the entity in Investigate, the Context Hub queries the configured data
sources for relevant information. The Context panel opens from the right side of the browser
window. The Context panel is populated with the information from the Context Hub as it
becomes available.

To perform another lookup, right-click on another entity, and the Context Panel is updated with
that entity’s information.

To close the Context Panel, click the B in the Context Panel.
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In the Context Lookup panel, you can view and explore individual data sources for further
investigation. For example, when you click on a particular Incident's value, the specific incident
details are displayed in the Incident Respond view.

For a detailed description of the information displayed for each data source on the Context
Lookup panel, see Context Lookup Panel.

Before an analyst can view contextual information, the administrator must:

Ensure that the Analyst has a role with the permission Context Lookup as described in
"Role Permissions" and "Manage Users with Roles and Permissions" in the System Security

and User Management Guide.
Add the Context Hub service in RSA NetWitness Suite.

Configure data sources for the Context Hub service as described in the Context Hub

Configuration Guide.

Note: Go to the Master Table of Contents for Version 11.0 to find NetWitness Suite 11.0
documents.

To view information in the Context Summary panel:

1.

In the Navigate view or the Events view, identify a meta value for which you want to view
additional context and hover over the meta value.

The Context Highlights panel is displayed with a quick summary of the type of context data
is available for the data source: NetWitness Endpoint, Incidents, Alerts, Hosts, Files, Feeds,

and Live Connect.
Right-click a meta value , and click Context Lookup to open the Context Lookup panel.

Copy

Apply IEQUALS Drill
Context Lookup
Add/Remove from List
Refocus >

Refocus New Tab »

The Context Summary panel opens from the right side of the browser window. The Context
Summary panel is populated with the information from the Context Hub as it becomes
available.

To perform actions from the Context panel, click an entity such as IP address and right-click.

The following options are available: Open Link in New tab, Query in Investigate, Copy Link,
Paste, Google Lookup, Virus Total Lookup, and Query in Endpoint.
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Examining Events

Analysts who are investigating data in the Investigate can view and reconstruct events
associated with a session.

o Analysts who conduct analysis using NetWitness Suite Investigate, and have the appropriate
system roles and permissions set up for their user accounts, can go from a Navigate view drill

point to the Events view.

o Analysts who do not have access to the Navigate view or want to go directly to the Events
view, can open sessions and examine the events that make up the session in the Investigation

> Events view.

o Analysts can select queries from their "query history" window.

Separate topics describe methods of working in the Events view:

o Add Events to an Incident for Response

o Analyze Events in the Event Analysis View

e Combine Events from Split Sessions

o Export Events

o Filter and Search Results in the Events View

o Manage Column Groups in the Events View

e Reconstruct an Event

Filter and Search Results in the Events View

Analysts can filter the results in the Events view and, by searching for events or selecting the
service on which to view events, set the time range, and query meta data.

If you opened the Events view from a Navigate view drill point, the view opens to the Detail
view of events by default. Analysts who do not have permissions to use the Navigate view can
query services directly from the Events view. There are several configuration options to filter
the information displayed in the Events view.

Note: When an Archiver is the currently selected service in the Events view and you are
searching against a Broker or Concentrator, the search is slower than if searching against a
Broker or Concentrator because the data on the Archiver is compressed and there is typically
more data.

111 Conducting an Investigation




Investigate and Malware Analysis User Guide

Filter Events Displayed in the Events View
To filter the data displayed in the Events view:

1. In the Investigate view, select the Events view.

The Events view is displayed.

INVESTIGATE @ admin® (3
EVENTS
£ Broker63 ¥ Query @ [ Profile ©® [EJ Detail View ©® - Actions ©® # Incidents & e vents % Settings
O EventTime EventType  Event Theme Size Details
<> -
< sessionid : 8012812
# device.ip:
B medium: 32
# device.type : ciscoasa
O 2017-06-14T16:57:32 Log VIEE 136 bytes device.class : Firewall
header.id : 0001
level: &
netname : private src
@ direction: outbound
+ show Additional Mesa B View Details B Event Analysis
€3 psrc
< sessionid : 8012813
# device.ip:
F — e: msdhep
O 2017-06-14T16:57:32  Log oo 322 byres Application Servers
header.id : 0001
cent.desc : Renew
netname : other src
& direction: outbound
+ showAdditional Meta B View Details B Eventt Analysis -
| page1 | ) | C | 25 ~ eventsperpage Displaying 1 - 25 of 100,000 events

‘ NETWITNESS SU 11.0.0.0-170612140943.1.be1dcf3

2. To select a time range other than the default (Last 3 Hours), in the toolbar, click the time
range field and select a value. For example, Last Hour.

The Events view is refreshed with the selected time range.

3. To enter a query for the selected service and time range, in the toolbar, click Query.

The Simple Query dialog is displayed.

ENONEUAR [ Profile © EdMeta @ | B Total ® .= Descending @ [ Event Count @ S
1
® Simple Advanced () Recent
Select Meta v | |Operator v| Value

[V Network ™ Log [ Endpoint

| Apply Cancel Reset [ 5]

4. If you want to enter a simple query using the auto-complete feature to select meta and

operators, do one of the following:
a. Click in the Select Meta field and select a meta key from the drop-down list.

b. Select an operator from the drop-down list in the Operator field.
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c. Type a value to match in the Value field.

d. Select Network, Log, or Endpoint data, and click Apply.

The matching data is displayed in the Events view.

5. If you want to enter a more complex query based on your knowledge of the meta and

operators:

a. Click Advanced.
The Advanced Query dialog is displayed.

0 Simple ® Advanced O Recent

Apply Cancel Reset &

b. Type a query. As you type the query, beginning with the meta key, drop-down lists of
available meta keys and operators are displayed. When finished, click Apply.

6. If you want to select a query from a list of recent queries:

a. Select Recent.
The Recent Query dialog is displayed.
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0 Simple O Advanced ® Recent
did = 'nwappliance2067
sessionid=13
sessionid>52
sessionid>44
sessionid>20
sessionid=>202
sessionid=200

ip.src="

ip.src =

ip.src=

ip.dst=

Apply Cancel Reset [ 5|

b. Select a query and click Apply.
The matching results for the query are displayed in the Detail View in the Events view.

The breadcrumb reflects the query.

c. In the breadcrumb, you can click any of the crumbs to display the Query menu. You can
insert a new query before a crumb, and append a new query to the end of breadcrumb.

After each edit in the breadcrumb, NetWitness Suite refreshes the results.

Search for Events in the Events View

You can search the currently displayed data in the Events view by entering a search string in the
Search field. The search string can be a regex (Regular Expression) or it can be a simple text
search. provides detailed information on these search types.

To search within the currently displayed data in the Events view:

1. To execute the search, place the cursor in the Search box, type a search string, and press
Enter or click Search.

The search results are displayed in the Events view. Events that match the search criteria
are displayed in the Event view grid. In the Details view and List view, matches are
highlighted in the Details column. In addition, when searching RAW, matches are
highlighted in the Log view Logs column. Below is an example of the search results for the

search term India in the Events Detail view. Note that search matches are not highlighted in
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any Event Reconstruction.

INVESTIGATE @ admin ® (3
EVENTS
= Brokers3 ¥ Query @ EJProfile @ [ Detail View ® -~ Actions @ - Incidents & Search - Settings
1| Event Time EventType  Event Theme Size Details
¥ sessionid : 8526933
8 medium: 32
# device.type : unknown
# device.conf: 0
T 201706-14T18:46:00 Log 807 bytes urcefile : LD-Logs/junipervpr_verify.log
word @ junip
word : ive
word : rstel
& word: admin
+ show Additional Meta ;@ View Details ;@ Event Analysis
<> sessionid : 8247862
B medium: 32
3] device.type : unknown
8 device.conf: 0
[0 2017-06-14T18:42:16 Log 146 bytes urcefile : LD-Logs/ciscorouter_verify.log
word : jan
word : india
word : kfib
& word : disab
= SR SPITRRE ¥ SR -- IV VT ~- IS SO h
| Page 1 of 1 | | C | 25 ~ eventsperpage Displaying 1 - & of 6 event matches

11.0.0.0-170612140943.1.be1d 3

2. If you want to narrow the search, change the query and time as described above in Filter

Events Displayed in the Events View.

3. If you want to stop the search and return to the Events view, click Cancel.

Any results that are displayed remain.

4. To clear the search box and return to the normal Events view, click the X in the search box.

Combine Events from Split Sessions

Analysts can identify sessions that have been split due to session size in the Events view, and
combine the fragmented sessions so that the complete session is viewable as a single query
result in the Events view. When split sessions are recombined, a single packet export of the
session in the Events view includes all of the session fragments.

Version 10.4 and earlier Decoders are configured with a default session size of 32 MB. When a
session exceeds the 32 MB limit, the Decoder splits the session and all subsequent packets
become part of a new session, fragmenting the actual network session across multiple Decoder
sessions. Split sessions are parsed without the context that it is a fragment of the larger network
session, sometimes resulting in session fragments with source and destination addresses and
ports reversed and with unidentified application protocols. Another result of split sessions can be
difficulty viewing all of the session fragments as a single query result or creating a single packet
export of all the session fragments.
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Decoder enhancements in NetWitness Suite 10.5 provide improved processing of fragmented
sessions:

o Contextual fragment parsing.
o Session fragments highlighting.
o Finding session fragments.

« Exporting all packets to a single PCAP.

Contextual Fragment Parsing

In NetWitness Suite 10.5 and later, the Decoder completes session parsing before splitting the
session based on the configured maximum session size (32 MB) or the configured timeout (60
seconds). When parsing is complete, the parsed results include the proper address directionality
and application protocol, which are propagated to each subsequent session fragment to ensure
consistency with the logical network session they represent.

Note: All of the necessary Decoder configuration changes are made when upgrading to

10.5. However, Find Session Fragments requires that the tcp and udp source port meta keys
(tcp.sreport and udp.srcport) be fully indexed, which was not the default configuration prior to
10.5. This functionally limits the ability to find session fragments to sessions captured after the
Decoder was upgraded to 10.5.

Session Fragments Highlighting

Each session fragment has an additional meta, session.split. The value of the
session.split meta for a particular session fragment indicates how many fragments precede
that fragment. When viewing sessions in the Events view, the session.split meta clearly
identifies sessions that are fragments in the Events List view and the Events Detail view.

The session split happens when the configured Decoder assembler.size.max or
assembler.timeout.session (latency between sessions) is reached. The earliest fragment
is session 0 and sessions with a later time stamp are incrementally numbered 1, 2, 3, and so on.
The session.split meta indicates the number of preceding sessions fragments; however, it
does not always indicate that there are subsequent session fragments, even with a value of 0. It
is also possible for the first fragment of the session to not have session.split meta if the
session is parsed before exceeding the maximum session size.

Once you view the session fragments, you can determine the maximum session size or session
timeout necessary for parsing to combine the split sessions into one again. For example, if you
have four fragments at 32 MB, you need to configure your test Decoder (usually a virtual
machine set up separate from main production service) with a maximum session size greater
than 128 MB. The steps are the same to find all fragments based on a session timeout. The
figures below show the Events List view and the Events Detail view with fragmented session
information highlighted.
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Note: A maximum session size of 12 MB was configured at the time the screen captures
below were created.

& Investigation © ® Navigate & Events A Malware Analysis O B @ RSAsecurity Analytics

E LocalC ¥ Query @ [ Profile @ [ List View & Actions © s - Settings

I Event Time EventType  Size Details

[l 2008-05-30T17:54:20 Network 12 MB €¢»10.21.2.52 -> 204.9.165.82  ©® 4550 -> 80 @@I
[ 2008-05-30T17:54:09 Netwerk 75 bytes <»10.21.2.56 -> 123.201.79.215  &* 37082 -> 40835

[] 2008-05-30T17:54:09 Metwork 75 bytes €»10.21.2.56 -> 62.88.70.52 &% 37082 -> 53638

[] 2008-05-30T17:54:10 Network 145 bytes €¢»10.21.2.56 -> 121.233.184.2 & 37082 -> 22161

[ 2008-05-30T17:54:10 Netwerk 145 bytes €»10.21.2.56 -> §9.133.41.168  e® 37082 -> 64203

[] 2008-05-30T17:54:10 Metwork 145 bytes €»10.21.2.56 -> 85.226.79.3 &% 37082 -> 16608

# Investigation @ ® Navigate = Events A Malware Analysis ©® B @ R5A’security Analytics

B LocalC ¥ Query @ EJ Profile ©® EJ Detail View & Actions ~ [SIEEIgasRaTEIS

] Event Time Event Type Event Theme Size Details

€ 00:0B:DB:0F:46:C1 => 00:1A:70:8E:69:0D
> ->
€% 4550 > 80
] sesswon,spht:—[_])
€3 sessionid: 1
25 payload : 11902591
B medium: 1
&® 1cpflags: 26
28 streams: 2
1% packets: 12619
@ iifetime: 16
# action: get
e directory : /
+ show Additional Meta B view Details

[ 2008-05-30T17:54:20 Network HTTP 12 MB

The session.split metadata is always displayed immediately following the address and port
metadata in the details view. It is never hidden as additional metadata.

These enhancements make it possible to quickly:

1. Identify sessions that are fragments of a network sessions.
2. View all of the session fragments of a network session given a single session fragment.

3. Export the packets for the entire network session as a single PCAP file.

Find and Combine Fragments

From within the Events view, you can find fragments of a session using the Refocus > Find
Session Fragments context menu option. NetWitness Suite composes a query using the source
and destination addresses and ports of the selected session and displays all sessions that match
that query within the current time window.

To find session fragments:
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1. Inthe Investigation > Events view, right-click any of the source and destination address and

port values: ip.src, ip.dst, ipv6.src, ipv6.dst, tcp.srcport, tcp.dstport,

udp.srcport, and udp.dstport) as well as session.split values.

The context menu is displayed.
Copy
Apply IEQUALS Drill
Add/Remove from List
Data Science
Refocus
Refocus New Tab

External Lookup

2. Select Refocus > Find Session Fragments or Refocus New Tab > Find Session

Fragments.

NetWitness Suite repopulates the Events list with session fragments for a single session

within the current time range. Depending on the option you selected, the refocus replaces the

current view or opens in a new tab. (All data is used in these examples but is not

recommended on production systems).

INVESTIGATE

EVENTS

= Concentrator ¥ Query @ [ Profile ©® [ Detail View &

ip.sre=127.0.0.1 && ip.dst=127.0.0.1 && ...

O EventTime EventType | Event Theme

[0 2017-07-05T11:52:00 Network SNMP

I C s

Size

256 bytes

v events per page

< Actions = -~ Incidents

Details

©> 00:00:00:00:00:00 -> 00:00:00:00:00:00
€¥127.00.1 -> 127.0.01

&® 58736 -> 161

€% sessionid : 1507

9% paylead: 0

B medium: 1

# netname: loopback sre

# netname: loopback dst

i direction: latera
® cpflags: 22

01

10 streams: 2

01 .

B packers: 4

+ Show Additional Meta BB Event Analysis

Search Events

;'T‘[ ’:‘lj admin & @

- Settings

dryooT xe1uos

Displaying 1 - 1 of 1 events

11.0.0.0-170703173620.1.686607c
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3. If necessary, adjust the time range to include any session fragments that may precede or

follow the current time window. You can tell that the time range needs to be expanded if the
fragments occur near the time boundary, especially if the first visible fragment does not have

a split value of 0 (or none). Alternately, inspecting the packets of the last visible session may

lead you to believe that the session continues. Here is an example:

a. If you are looking at fragments that are obviously not the first fragment, for example, 1,
2, 3, and 4 in time range 10:30 to 10:35, there should be a fragment 0. You can increase
the time range to start earlier (for this example, 10:25) to find the additional fragment.

b. If the session size of last fragment is close to maximum session size (12 MB in this
example), look for additional fragments by increasing the time window to include a later
time (for this example, 10:40).

When all of the session fragments of a network session are included within a single

Events list, the list can span multiple pages.

4. (Optional) To export the packets for every session fragment to a single PCAP file, select
Actions > Export All PCAP.
A message informs you that the PCAP is being downloaded. When download is complete,

PCAP file includes the entire network session that was fragmented.

Manage Column Groups in the Events View

This topic provides instructions for an analyst to create and manage custom column groups for
displaying data in the Events view.

When viewing a list of events in Events view, you can customize the way data is displayed by
defining the meta to display in a column, the position of the column in the grid, and the default
width of the column.

Note: Investigate profiles can include custom column groups. If a custom column group is
used in a profile and you are viewing events in the Events view using a custom column group,
you cannot change the view type (Detail, List, or Log).

Create Custom Column Group
1. In the Investigate view, select the Events view.

2. Select Manage Column Groups in the View drop-down menu. The View option is named
for the current value, for example, Detail View, List View, Log View, or the currently
selected column group.

The Manage Column Groups dialog is displayed.
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Manage Column Groups

+ -BFl &= Mame RSA Email Analysis

¥ RSA Email Analysis

[l RSA Malware Analysis |

[l RSAThreat Analysis L) Meta key Lol s

[] RSAWeb Analysis [0 service service
O origip orig_ip
[l ip.src ip.src
] ip.dst ip.dst
[l tcp.dstport tcp.dstport
] ip.dstport ip.dstport
] alias.host alias.host
L country.src COUNLry.sre
||

3. To add a new column group in the column group panel, click + and type the name of the

new group in the resulting field.

Width

100 -
100

100

100

100

100

100

100

4. The column definition panel opens on the right with the group name filled in. You can edit

the group name.

5. To add a column to the group, click +, and click in the empty Meta Key field to display the

Meta Key drop-down list.

6. Select a meta key field from the list, and repeat this step until the column set is complete.

7. (Optional) To delete a meta key from the column group, click ~ .

8. (Optional) To rearrange the sequence in which the columns appear in the Events list, drag

meta keys to the desired position.

9. (Optional) To set the default width for a column, click in the corresponding value in the

Width column, and type a new column width.

10. (Optional) To revert to the previous settings for the column group, and undo all of your

changes, click Reset.
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11. When ready to save, do one of the following:

a. To save the edited column group and refresh the Events view with the column group

settings, click Save and Apply.
b. To save the edited column group without refreshing the Events view, click Save.
Select a Custom Column Group

1. With the Events view open, select Custom Column Groups in the View drop-down menu.

The option name is the default value (Detail View or the current value).

E FEERUELIEGENNSEERE -~ Actions ' -* Incidents >
List View
Detail View
Destination IP Ad TCP Destination
Log View
Custom Column Groups )I tast

Manage Column Groups RSA Email Analysis

RSA Malware Analysis
128.164.160.2 RSA Threat Analysis

RSA Web Analysis
195.113.223....

2. Select one of the custom groups from the submenu.

The Events view is refreshed to reflect the custom column group.

Reconstruct an Event

When viewing a list of events in Events view, you can safely create a reconstruction of the
event in a readable form that matches the original. By default, the initial view of a reconstructed
event is the most suitable format (Best Reconstruction); for example, web content is
reconstructed as a web page; an IM conversation is displayed with both parts of the
conversation. Each user can select a different default reconstruction in the Profile > Preferences
view.

In the reconstruction, you can:

« Select event information to view. Possible values are: request data, response data, both

request and response data.
o Select the reconstruction type: details, text, hex, packets, web, mail, or IM.

o Export raw logs.
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o Export the event as a PCAP file.
o Extract any files available in the event.
Caution: Be careful when clicking a link to a file in the Reconstruction. If your system

has an application associated with the file, or the browser is capable of opening them,
and the attachments are malicious, they can negatively affect your system.

o Display the event in a separate window or tab (depending on your browser configuration).

o If you are viewing the reconstruction as a preview in the current view, you can page forward
to the next event and back to the previous using the navigation buttons in the bottom left

corner.

Note: Reconstruction Settings and Reconstruction Cache Settings allow an administrator to
manage application performance for Investigation. As analysts reconstruct sessions that they
are investigating, two situations can affect performance and results.

-Some events can be very large and contain many thousands of source packets.
Reconstructing these types of sessions can degrade application performance.

- In some cases, the reconstruction cache can present incorrect content; for this reason,
NetWitness Suite cleans cache that is older than a day every 24 hours. Between the daily
cache cleanings, certain actions my result in stale cache being used for a reconstruction, and
if the need arises, administrators can manually clear cache for one or more services that are
connected to the current NetWitness Server.

Reconstruct an Event
1. Open a drill point in the Events view.

2. To show all meta data, click F Show Additional Mets .

3. To open an event reconstruction in the current view, select an event to reconstruct and select
Actions > View Event > Preview Inline.

The Event Reconstruction opens in a popup window in the same view. By default,
NetWitness Suite displays the best reconstruction for the event determined by the event
content or the reconstruction that you have selected in the Default Session View setting for
Investigation. You can use the options in the Event Reconstruction toolbar to change the
reconstruction method, view side-by-side results, export an event, open an email attachment,
extract files, and open the event in a new tab. The toolbar options vary depending on the type
of event being reconstructed (network event, log event, or endpoint event). This is an

example of the reconstruction for a network event.
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Event Reconstruction

service id type source destination service first packet time
Concentrator 1585 Network Session 147928 150004 0O 2017-07-05T12:32:01.106

Request & Response Top To Bottom = [E] Best Reconstruction % Actions = [E Open Event in New Tab [l Event Analysis

:

Packet 1 (id = 127888 seq = 3938823145) 2017-07-85 12:32:01.106 (71 Payload Bytes)

POGEOGEE : B0 00 OO 00 OO @D 0F B0 00 08 B2 08 08 B0 45 BB [ ........ cee... E. ]
POEEEB16 : 80 7b dc fo 40 @0 40 06 4d 64 8a 1f 7d f5 @8 1f [ .{..8.@. Md..}... ]
Po@ee832 : 7d 5 bb 38 c3 54 ea 4b 99 €9 2b fa 9f 7e 80 18 [ }..8.T.K ..4..~.. ]

0PE2PE4E : 8= 23 19 96 PG 2@ 01 @1 B8 @3 @6 @2 2¢ eb Be B2 | T I |
200@2064 : B2 @5 a2 00 21 @2 3f 6@ 00 20 62 0@ 6@ 0a 21 a2 [ eeenns EA - PP 1
200a203@ : @3 @2 @1 05 20 @2 @@ &f 00 20 8@ =@ 45 0@ 20 be [ eeennns o ....H... ]
0PE2RE%6 @ 48 0@ 99 do 48 80 08 67 ©1 B0 82 la 0@ 8@ 2@ 6l L P - PR a ]

0EE20112 : 67 &7 @0 00 PG @2 02 @1 00 20 22 92 20 80 °@ &f [ g5eeevns vreanns o]
00080128 : 7@ 04 98 80 @0 G6e 65 B T4 -- -- -- -- -

Response

Packet 2 (id = 127810 seq = 737845118) 2017-87-65 12:32:01.186 (@ Payload Bytes)

00080008 : B2 00 92 90 0D 90 02 0B OO PO B2 00 OB 0O 45 a.
eRe2ee16 @ @2 34 8 9 40 @@ 42 86 31 fd @a 1f 7d f5 @a 1
epE2e@22 : 7d f5 c3 54 bb 38 2b fa 9f 7e ea 4b 9z 30 20 18
20000048 : @1 77 10 4f 2@ @2 @1 @1 08 @z @6 02 8= 6b 26 @2
ee9aeas4 : 3e &b -- -- -- -- --

Packet 3  (id = 127811 seq = 737845118) 2017-87-65 12:32:01.186 (@ Payload Bytes)

60000000 : B0 00 ©2 00 6D B0 0@ BB OO 0O 09 00 OB 0@ 45 @8 [ eeeiei ennnnn E. ]
ePE2ee16 @ 80 24 8 %9 40 @@ 48 @6 31 fd @a 1f 7d f5 @a 1 [ -
20082632 : 7d f5 c3 54 bb 38 2b fa 9f 7= ea 4b 95 3@ 80 1@ [}
20000048 : @1 77 19 4f 2@ @2 @1 @1 08 @a @6 02 Be 6b 26 @2 [

500 of 3,453 packets; loaded from cache B Show Reconstruction Log

4. To preview a reconstruction of the next event, click l or to preview a reconstruction of the

previous event, click l

5. To open an event reconstruction in a new tab, do one of the following:

a. Inthe Events view, select an event to reconstruct and select Actions > View Event>
Open in New Tab.

b. Inthe Event Reconstruction toolbar of previewed reconstruction, click Open Event in
New Tab in the toolbar.

The Event Reconstruction opens in a new tab.
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RSA INVESTIGATE @admn© (@)

Event Reconstruction

et time last packet time packetsize  payloadsize packet count
-05T12:32:01.106  2017-07-05T12:34:20.266 21,840 bytes 9,432 bytes 3,453

service d type source destination service first p.
Concentrator 1585 Network Session 147928 150004 0

Request & Response © = Top Te Bottom Best Reconstruction @ 4 Actions @

Packet 1

00000000
00000016 :
00000032
00000043 :
00002064 :

2017-07-65 12:32:61.106 (71 Payload Bytes)

90 00 00 00 @5 00 45 09
4d 64 @a 1f 7d 5 @a 1f
9 7e 50 18
Be 6b 06 92
00 00 &1 88

48 06 90 bo
01 00 88 1a 0@ 08 88 61
00 80 80 02 0@ 08 90 &f
74 S e- -

Packet 2 (id = 127810 seq = 737845118) 2017-87-85 12:32:01.106 (@ Payload Bytes)

00000000 :
00008016 :
08000032 : 7 b fa of 7e ea 4b 9a 3@ 30 18
06000043 : @1 77 10 4f @6 @0 01 @1 05 Oa 06 62 8= 6b 86 02
BBOBBOGA : Be 6b -= == == <= == = = == s e s oo e s

90 00 60 0@ 05 00 45 09
31 fd 0a 1f 7d f5 9a 1f

Packet 3  (id = 127811 seq = 737845118) 2017-87-85 12:32:01.186 (@ Payload Bytes) -
500 of 3,453 packets; loaded from cache & Show Reconstruction Log

| NETWITNESS SUITE

11.0.0.0-170703173620.1.686607c

View Side by Side or Top to Bottom
To select the way requests and responses for an event are displayed:
1. Inthe Event Reconstruction toolbar, click Top to Bottom or Side by Side.

2. In the drop-down menu, select the information you want to see in the event: Side by Side or
Top to Bottom.
The reconstruction is refreshed with the selected information.

Select Event Information to View

To select what event information to view:

1. Inthe Event Reconstruction toolbar, click Request & Response.

2. In the drop-down menu, select the information you want to see in the event: Request &
Response, Request, or Response.
The reconstruction is refreshed with the selected information.

Select Event Reconstruction Type

To select the reconstruction type for an event:

1. Inthe Event Reconstruction toolbar, click Best Reconstruction.
2. In the drop-down menu, select the reconstruction type to view: meta, text, hex, packets,

web, mail, or files.

The reconstruction is refreshed with the selected reconstruction type.
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Open or Download an Email Attachment

When viewing a reconstruction of an email that has attachments, you can open supported file
types or download the files to the local system.

Caution: Be careful when selecting file attachments. If your system has an application
associated with the file attachments, or the browser is capable of opening them, and the
attachments are malicious, they can negatively affect your system.

To open or download email attachments:

1. In the Event Reconstruction toolbar, select the View drop-down and select View Mail.

The Event Reconstruction is displayed.

2. In the Event Reconstruction section of the email, click the Attachment.
If the file type is supported by the browser, the attachment will open in a new tab.
If the file type is not supported, the Download dialog is displayed so that you can download
the attachment.

Export an Event as a PCAP File

The PCAP export option downloads the sessions for the current time range and drill point to a
PCAP file. To export an event as a pcap file:

1. Inthe Event Reconstruction toolbar, click Actions.
2. Click Export PCAP.
3. A confirmation dialog is displayed.

4. Click OK.
The job is scheduled and when complete the PCAP is downloaded to the local file system.
In the Profile > Jobs tab, you can download the PCAP.

Extract Files from a Reconstructed Event

The Extract Files option extracts and downloads the files associated with the event. To extract
files:

1. Inthe Event Reconstruction toolbar, click Actions.

2. Click Extract Files.
The File Extraction dialog is displayed.

3. Select the types of files to extract, and click OK.

4. The job is scheduled and when complete the selected file types are downloaded to the local

file system. In the Profile > Jobs tab, you can download the files.
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Analyze Events in the Event Analysis View

When hunting for possible threats in captured network data, you can drill into different points of
interest in the data. If a particular session contains suspicious events, you can examine the list of
events for the session and you can also safely view a reconstruction of the event with features
that help to identify patterns. (See Examining Events for the different methods to access the Event
Analysis view.) This chapter provides instructions for working in the Event Analysis view.

In the Event Analysis view, you can select the format for the reconstruction: Packet Analysis,
File Analysis, or Text Analysis. When the medium meta key tags an event as a log event or
endpoint event (query as medium=32), only the Text Analysis is available. The default
reconstruction for network events is Text Analysis; however, for a network event the last
reconstruction format that was open overrides the default.

This figure is an example of the Network Event Detail: Packet Analysis panel in a web browser
window that is wide enough to display the reconstruction format options in a row.
RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN _.:5_ admin

57:00 pm

All Events (21934) Network Event Details | Text Analysis P [ ysis Eoom

TiME EVENT TYPE
Download PCAP | v/ @ | DISPLAY COMPRESSED PAYLOADS
09/20/2017
NW SERVICE o SOURCE IP:PORT DESTINATION IP:PORT FIRST PACKET TIME

NWAPPLIANCE16197 - 232075 149276 180 09/20/2017 04:35:23.839
Concentrator Elul

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE  CALCULATED PACKET

09/20/2017 04:35:26.761 374049 bytes 342103 bytes 559
am

GET /wp-content/plugins/feedweb_data/kl.exe HTTP/1.8 5 232075

Host: mechgag.com 09/20/2017 04:35:23 am
Accept-Language: en-US SR et

Accept: */* PAYLOAD 684206
Accept-Encoding: identity, *;gq=0

Connection: close

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; WOWG4;

Trident/4.0; SLCC2; .NET CLR 2.0.58727; .NET CLR 3.5.30729; .NET CLR

3.0.30729; Media Center PC 6.0)

2048

private src
1p.0sT 9473151210
NETNAME other dst
DIRECTION outbound
HTTP/1.1 200 OK
Nata: Tue 67 lun 2H18 1R-A0-0& (MT
63021934

1P.PROTO 6

TCP.FLA 27

TEB E|BGS SEEN__fin evn neh 3l

When the browser window is too narrow to display all the view options horizontally, the options
are presented in a drop-down list.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN
NAVIGATE EVENTS MALWARE ANALYSIS

NWAPPLIANCE16197 - Concentrator 08/12/2004 06:57:00 pm - 05/29/2017 12:28:59 pm service exists service = 80

Network Event Details | Text Analysis v EOoOCHm|

EVENT TYPE THEME
Download PCAP @ ) DISPLAY COMPRESSED PAYLOADS

09/20/2017 Network HTTP
jl2=0. 22 NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME

NWAPPLIANCE161 232075 3 80 80 09/20/2017
Network 97 - Concentrator 49276 04:35:23.839 am

LAST PACKET TIME CALCULATED PACKET  CALCULATED CALCULATED PACKET
SIZE [T

PAYLOAD SIZE
NETREIE o 33!3250'35;21 am 374049 bytes 342103 bytes 559

Network

GET /wp-content/plugins/feedweb_data/kl.exe HTTP/1.@ SESSIONID 232075

Host: mechgag.com TIME 09/20/2017 04:35:23 am
SIZE 730354

Network
Accept-Language: en-US
Accept: */* PAYLOAD 684206

Netwark ? Accept-Encoding: identity, *;q=0 LU 1

Connection: close
Network 3 User-Agent: Mozilla/4.0 (compatible; MSIE 7.9; Windows NT
6.1; WOW64; Trident/4.0; SLCC2; .NET CLR 2.0.50727; .NET CLR

3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0) )
Network NETNAME private src

ETH.SRC 00:00:00:00:00:00
ETH.DST 00:00:00:00:00:00
ETH.TYPE 2048

IP.SRC

I1P.DST

NETNAME other dst
Network
DIRECTION outbound
HTTP/1.1 200 0K
Nate: Tue. A7 Tun 2015 1R-0A-0BR GMT

Network 7! TCP.FLAGS 27
63 of 21934

IP.PROTO 6

Within each type of analysis, many settings are available to enhance your analysis. If you
change a setting, the setting is preserved between browser refreshes and logins within the same
browser. These are the preserved settings:

o The currently selected reconstruction: Text Analysis, Packet Analysis, or File Analysis.
o Whether the Event Meta panel is open or closed.

o Whether the Event header is open or closed.

o Whether the Request or Response, or both are displayed.

o Whether packet payloads are displayed in the Packet Analysis panel.

o Whether shaded bytes are displayed in the Packet Analysis panel.

o Whether other common file types are highlighted in the Packet Analysis panel.

o Whether compressed or uncompressed text is displayed in the Text Analysis panel.

o The text decode setting in the Text Analysis panel of a network event.

The Text Analysis Panel

You can view all types of events (network events, log events, and endpoint events) in their
original text format in the Text Analysis panel.
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The Text Analysis panel for some network events can be quite large. To ensure the best
rendering, the number of packets that can be rendered in a single event is limited to 2500. If the
Text Analysis panel is not showing all packets, the footer indicates that the limit of 2500 packets
has been reached; no additional packets will be rendered for this event. This figure illustrates a
reconstruction that has 205940 packets with only 2500 packets rendered; no more packets will be
rendered for this reconstruction.

NAVIGATE EVENTS MALWARE ANALYSIS
Results for: concentrator 06/12/2017 14:18:59

Network Event Details | Text Analysis Packet Analysis  File Analysis

EVENT TYPE
Download PCAP | v |

06/22/2016 Network

135723 NW SERVICE SESSION 1D SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME

concentrator 1 [0:0:0:0:0:0:0:1] = [0:0:0:0:0:0:0:1] : 443 06/22/2016
41199 56004

Network 17:57:13.737

LAST PACKET TIME PACKET SIZE PAYLOAD SIZE PACKET COUNT
06/22/2016 22090502 bytes 4379662 bytes 205940
Network 109 KB 21:21:38.0M

Network
<o XONR,>Q1"G9D=bO50g4d GNG.019.9*. .. ECNR.>020000 €jOK. 0009y.(5;00I9HG700}
[POOOTOUS.}-0006 . OV]xtOORL]EO

Network

cors ©.U9X€g9. 1000 .OEO (A
a9OY. .. .00 . uPXOgOP. 7vOXOO(_H0bGao
f— 24K rrész. @~ )" 9C+96"9909 6 006hé

Network

« v« X3NR.>@39KO . npeFMO O OO O {#.n 9951, . . . EX3NR.>PIQONO#H ,H. 90019 . %6
.h. $Y0e02060f 000, 63/00090:006c.8206617D).

Network

Network cors 9.U0XGgOh000200. .08, r06.00.900....:0.u0X000:.0.6000
U.wePOE* N9 008" 00 0€.000). | 9THeo 9.

Network 1 of 100000

1OONGHO ,H. 69019 .x6

The limit of 2500 packets to
render a single event has been
reached; no additional packets
will be rendered for this event.
The packet threshold ensures
the best rendering experience,

Note: Some network events have a large number of packets but very small payload. In this
case, if the entire payload is contained within the first 2500 packets this meets the definition of
showing all packets. No message indicating that you are not viewing all of the packets is
displayed.
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In the Text Analysis panel, network events, log events, and endpoint events are presented
differently.

o For network events, Investigate provides the direction of the packet (Request or Response)
and contents of each packet in text format. If you are reconstructing a network event, the Text
Analysis panel is scrollable. When you scroll, the text identification information as well as

the Request and Response labels remain visible rather than scrolling out of view.

o Logevents (filter on medium = 32 and nwe.callback id does not exist)and
endpoint events (filter on medium = 32 and nwe.callback id exists), have no request

or response; only the raw event is displayed in the Text Analysis panel.

For each type of event (network, log, or endpoint), there are several differences:

o The Event header includes information relevant to each type of event

o There are different options for exporting.

Below is an example of the Text Analysis panel for each type of event, a network event, a log
event, and an endpoint event.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN .:g admin

7:00 pm - C

All Events (21934) Network Event Details | Text Analysis Packet Analysis e Analysis Eoonm

TIME EVENT TYPE 1

Download PCAP | v/ @ | DISPLAY COMPRESSED PAYLOADS

09/20/2017 :

== NW SERVICE N 1D SOURCE IP:PORT DESTINATION IP:PORT FIRST PACKET TIME
NWAPPLIANCE16197 - 149276 180 09/20/2017 04:35:23.839
Concentrator am

LAST PACKET TIME ALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE  CALCULATED PACKET
COUNT

559

c
09/20/2017 04:35:26.761 374049 bytes 342103 bytes
am

GET /wp-content/plugins/feedweb_data/kl.exe HTTP/1.@ S| 232075

Host: mechgag. com 09/20/2017 04:35:23 am
Accept-Language: en-US sl LEE

Accept: */*

Accept-Encoding: identity, *;q=0

Connection: close

User-Agent: Mozilla/4.@ (compatible; MSIE 7.@; Windows NT 6.1; WOWG4;

Trident/4.0; SLCC2; .NET CLR 2.0.58727; .NET CLR 3.5.30729; .NET CLR

3.0.30729; Media Center PC 6.0)

ETH.DST
ETH.TYRE
1P.SRE
NETNAME private src
1.0ST 94.73.151210
NETNAME other dst
DIRECTION outbound
HTTP/1.1 200 OK
Nata: Tia 67 lun 7615 1R-00-06 GMT
630721934

IP.PROTO

TCP.F

ven £l
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RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN GMT+00:00

NAVIGATE EVENTS MALWARE ANALYSIS
Results for: Concentrator 06/29/1997 09:05:00 pm - 06/29/2017 09:05:59 pm (medium =32) ip.addr=

All Events (261) Log Event Details | Text Analysis

TIME EVENT TYPE size
Download Log

06/2312017 Log 331 bytes
04:54:43 pm NW SERVICE SESSION ID DEVICE TYPE COLLECTION TIME
Concentrator 55278 unknown 06/23/2017
06/23/2017 Log 339 bytes 08:54:43.000 pm
04:54:43 pm

06/23/2017 Log 351 bytes

04:54:43 pm <4> ¥ISS-3-AcroRd32.exe: 571945147°+2009-01- SESSIONID 55278

17 @5:00:52.000"~ACroRd32.exe 501584~ (null)~+3110.134.150.84 (null) *(null) TIME 06/23/2017 08:54:43 pm
(null)~~({null)*~(null)~*BlackICEAA(null)~~Application Compliance~~3~AnAr(null)~re SIZE 33

AAZZAASYSTEMAA (null)A%(nul1)AA(NULL)AA(null)A4(null)AA(RULL)AA (null) A4 (null)As(nu MEDIUM 32

06/23/2017 Log 1 bytes 11)A4 (null1)A% (null)Ar(null) DEVICE.TYPE unknown

06/23/2017 Log
04:54:43 pm

04:54:43 pm DEVICE.CONF [}

SOURCEFILE It iy
0612372017 Log 329 bytes ss.verifylog

04:58: WORD iss

WORD acror
06/23/2017 Log 1 bytes WORD exe
WORD

0612372017 Log 323 bytes wore

04:54:43 pm woRrD

WORD
06/23/2017 Log 323 bytes WORD syste
04:54:43 pm 1P.ADDR

0612312017 331 bytes Lo Parse: Fallure

045443 pm e SOURCEFILE Iss.verifylog

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN ) | GMT+00:00

NAVIGATE EVENTS MALWARE ANALYSIS
Results for: Concentrator 06/29/1997 09:05:00 pm - 06/29/2017 09:05:59 pm category = 'machine’ (medium =32)

All Events (71) Endpoint Event Details Text Analysis

TIME EVENT TYPE size
wnload Endp Eve
06/26/2017 Log 78 bytes
I NW SERVICE SESSION 1D NWE SERVER NWE CATEGORY COLLECTION TIME MACHINE NAME
Concentrator 56318 nwe-call-back-i Machine BLACKHAT-TEST-
06/26/2017 Endpoint 09:27:25. MACHINE-0

05:27:25 pm

06/26/2017 Endpoint
05:27:25 pm category:Machine SESSIONID 56318
TIME 06/26/2017 09:27:25 pm
size 78

06/26/2017 Endpoint 78 bytes

Leci logstash-output-plugin

062612017 Endpoint FORWARD.1P
05:27:27 pm MEDIUM 32
06/26/2017 Endpoint 78 bytes pEvIcETYRE CrEETD

LC.CTIME

— 055E6979-BE31-9731-7DBY-
06/26/2017 Endpoint 78 bytes B348BBAABOCE
05:27:29 pm USER.DST DWM-1

05:27:28 pm

0612612017 Endpaint 78 bytes UsER-DST e
PRODUCT_vERS!

05:27:30 pm cEEE
on

0672772017 Endpoint 78 bytes "» 10.407.98
12:05:41 pm ETH.SRC

06/27/2017 Endpoint 78 bytes (PR BLACKHAT-TEST-MACHINE-O

12:05:41 pm ECAT.STIME

Note: The calculated packet count, calculated packet size, and calculated payload size in the
Event header may be different than the same statistics in the Event Meta panel because the
metadata is sometimes written before event parsing completes and may include packet
duplicates.
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The Packet Analysis Panel

The Packet Analysis panel is for network events only. The Packet Analysis panel is scrollable,
and the packet identification information as well as the Request and Response labels remain
visible rather than scrolling out of view.

§ 07/11/1997 03:57:00 pm - 07/11/2017 03:57:59 pm service = 80

Network Event Details | Text Analysis Packet Analysis  File Analysis EOCH|

Download PCAP ! @ common FiLe PATTERNS () sHADE BYTES @) | DISPLAY PAYLOADS ONLY

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME

06/26/2017
10:59:43.071 pm

Concentrator65 38 : 34056 » w80 80

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET
06/26/2017 438004 bytes 405068 bytes ZI00
10:59:46.982 pm 545

v Packet1 HEADER META :43.071 pm 1D 12714 SEQ 3875647531 PAYl SESSIONID 38

880060 13 ¢ t:pdstpl)l‘t'aﬂ 17 [ dF 45 . A3 C.- . BKi TIME 06/26/2017 10:59:43 pm
28 ea 3f (4 @@ 7e| 96| 16 fd 4a (. V@ EEER] size 439118
800032 b8|(85 o8 e7 o1 be 8 c 58 0 £ - PAYLOAD 406124
000048 e8 1c 54 @9 @6 00 80 00 84
MEDIUM 1
ETH.SRC

ETH.DST

v Packet 2 06/26/2017 10:59:43.075 pm [LRE s oD

6b 8 13 ¢3 3b oa £
31 (40 @@ (31| @6 (1d bs
58 |85 28 9 39 2b . .
> 80 d6 FF F3 L .0y 1P.PROTO
c8 dd TCP.FLAGS
:]

[181.14

IP.DST

TCP.SRCPORT
£3 ) ole TCP.DSTPORT
a fe SERVICE

12 of 100000 100 of 545 STREAMS

In the Packet Analysis panle, the headings provide the direction of the packet (Request or
Response), the packet number, the packet start time, the packet ID and the sequence, and the
payload size. All packets begin with a header, and some packets have a footer. Some packets
have a payload. In the Packet Analysis, the header and footer have a darker background so that
you can distinguish them from the payload of the packet. The darker background for the header
and footer appears in both the hexadecimal and ASCII format.
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107)

Export PCAP.

17 11:09:1,
v Packet5

00000
000010

236 led, App Meta, N
017:01:30 1110

1
a@
o

017-01-30 11:0

The metadata in the hexadecimal and ASCII data is highlighted in blue; when you place the
cursor over the highlighted metadata, the meta key/meta value information is displayed in a

hover box.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE

entrator

Network Event Details 3 i f |

TiME EVENT TYPE
Download PCAP

09/20/2017 Network

NW SERVICE

Concentrator

LAST PACKET TIME

09/20/2017
04:35:26,761 a

Packet 1

000000
000016
000032
000048
000064

Packet 2
000000
000016
000032

000848
000064

Packet 3

630f 21934

ADMIN

© 0

COMMON FILE PATTERNS

® surceevies @

DISPLAY PAYLOADS ONLY

SESSION 1D
232075

DESTINATION IP:PORT
180

FIRST PACKET TIME
09/20/2017

04:35:23.839 am
CALCULATED PACKE

374049 bytes

CALCULATED PAYLOAD SIZE

342103 bytes

CALCULATED PACKET
COUNT

559

HEADER META
d eth.src = 00:00:00:00:00:00

ID 554310 PAYLOAD 0 B

(] [
[H] 49
00 0z

o1

1D 554311

(] [
as 49
[} 0z
(2] [}

PAYLOAD 0 Bytes

90 of 559

Common file signatures are highlighted with an orange background; when you place the cursor
over the highlighted text, the description of the file type is displayed in a hover box.
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INVESTIGATE

TE

Results for: Broker (Broker) 2016/04/07 17:05:00 to 2016/04/08 17:05:00 ipsrc= ' && servi ttp’

All Events (6.565) i O Packet Analysis

rens: @ ore

07034755143 11 X - -

00:17:C426:0E:F5
2:8D

The File Analysis Panel

The File Analysis panel shows a list of files associated with the selected network event. This is
an example of the File Analysis panel.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

IGATE
ncentrator 2 00 = 9 service

Network Event Deta / t A File Analysis

EVENT TYPE

NW SERVICE QURCE IP:PORT DESTINATION IP:PORT v FIRST PACKET TIME
| - 149211 180 09/20/2017
Concentrator 04:36:24.871 al
LAST PACKET TIME CALCULATED PACKET SIZE  CALCULATED PAYLOAD SIZE  CALCULATED PACKET

<

09/20/2017 3570 bytes 1632 bytes
04:36:28.936 am

m

09/20/2017

12:36:24 am O  FILE NAME MIME TYPE FILE SIZE HASHES

1.e4.hp

1790 21934

You can select one file, one or more files, or all files to export to your local file system. When
files are selected, the Export Files button becomes active and reflects the number of files
selected.
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RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN \ GMT+00:00
NAVIGATE EVENTS MALWARE ANALYSIS
Results for: Concentrator 07/11/1997 03:57:00 pm - 07/11/2017 03:57:59 pm service = 80

All Events ( 0+) Network Event Details Text Analysis  Packet Analysis  File Analysis

TIME EVENT TYPE
Download Files (2)

Network

NW SERVICE SESSION ID SOURCE 1P:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
Concentrator65 38 134056 " :80 06/26/2017
Network 6 KB 10:59:43.071 pm

LAST PACKET TIME CALCULATED PACKET SIZE  CALCULATED PAYLOAD SIZE  CALCULATED PACKET

06/26/2017
Network 10:59:46.982 pm

438004 bytes 405068 bytes

FILE NAME MIME TYPE FILE SIZE HASHES NETNAME A
e ALIAS.HOST Ivoteog.com
623 KB s c4166 COUNTRY.SRC  United States
CITY.SRC Washington
Network &
38-107-0_1.htmi text/heml LATRECSRE 389376
LONGDEC.SRC  -77.0928
[y COUNTRY.DST United States
CITY.DST Orem
LATDEC.DST 40.2968

LONGDEC.DST -111.6761

Network 32MB

ORG.SRC The George Washington University
Network ORG.DST Unified Layer

ANALYSIS.SESSI
not top 20 dst
on
Network

DOMAIN.SRC gwu.edu
Warning: Files contain the original raw unsecured content. Use caution when opening or downloading DOMAIN.DST hostmonster.com
§ files; they may contain malicious data. )
Network pdecol1l

12 of 100000 ;8

Caution: Caution is advised when unzipping and opening files that are associated with a
default application; for example, an Excel spreadsheet may automatically open in Excel before
you have a chance to verify it is safe.

Analytical Tools for Each Type of Event Analysis

The analytical tools in the Event Analysis view are designed to help analysts find the relevant
information for different types of events (network event, log event, and endpoint event). This
table lists the actions you can take by event type. The rest of this section provides procedures for
performing the actions.

Network | Log | Endpoint

Event Event | Event

View the Text Analysis panel A N Bl
View the File Analysis panel A
View the Packet Analysis panel A
Open, close, and adjust the size of panels g A A
Adjust the display of requests and responses y
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Network | Log | Endpoint

Event Event | Event
Show or hide the Event Header in the Text Analysis panel 4 4 A
Expand truncated text entries in the Text Analysis panel 4
Switch between a compressed and decompressed view of 4
payloads in the Text Analysis panel
View highlighted bytes in the Packet Analysis panel 4
Highlight common file types in the Packet Analysis panel 4
Display only the payload in the Packet Analysis panel 4
Shade bytes in the Packet Analysis panel when viewing 4
payload only
Perform URL and Base64 encoding and decoding in the 4
Text Analysis panel
View decompressed text for an HTTP network session in 4
the Text Analysis panel
View event metadata for an event in the Text Analysis 4 y A
panel
Download a network event (as a PCAP file, payload only, 4
request only, or response only) in the Packet Analysis
panel or the Text Analysis panel
Export files from a network event in the File Analysis 4
panel
Download the file for a log event in the Text Analysis 4
panel
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Network | Log | Endpoint

Event Event | Event

Download the file for an Endpoint Event in the Text A
Analysis panel

Open the current Endpoint Event in NetWitness Endpoint A
panel

Select the Event Analysis Type
To select the event analysis type for an event, do one of the following:

1. In the Event Analysis view toolbar, click the analysis type menu in the top left corner.

2. In the drop-down menu, select the analysis type: Packet Analysis, File Analysis, or Text
Analysis.
The view is refreshed with the Packet Analysis panel, File Analysis panel, or Text Analysis

panel open.

Note: The Packet Analysis panel is only available for network events.

Open, Close, and Adjust the Size of the Panels in the Event Analysis View

The Event Analysis view opens with the event list on the left, and the Network Details, Log
Details, or Endpoint Details panel opens on the right. You can click an event in the event list to
view a different reconstruction. Initially, the Network Details, Log Details, or Endpoint Details
panel occupies 75% of the window width by default.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN 1) admin

ANALYSIS
Results for y c > 08/12/2004 pm - ¢

All Events (21934) Network Event Details | Text Analysis Packet s e Analysis Eoonm

TIME EVENT TYPE
Download PCAP | v @ | DISPLAY COMPRESSED PAYLOADS
0972072017 Network

23am NW SERVICE D SOURCE IP:PORT DESTINATION IP:PORT FIRST PACKET TIME

NWAPPLEANCE‘I 6197 - 5 149276 180 09/20/2017 04:35:23.839
Concentrator am

LAST PACKET TIME ALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE  CALCULATED PACKET
COUNT

c
09/20/2017 04:35:26.761 374049 bytes 342103 bytes

am 559

GET /wp-content/plugins/feedweb_data/kl.exe HTTP/1.8 o 232075

Host: mechgag.com 09/20/2017 04:35:23 am
Accept-Language: en-US b 730354

Accept: */*

Accept-Encoding: identity, *;q=0

Connection: close

User-Agent: Mozilla/4.® (compatible; MSIE 7.@; Windows NT 6.1; WOWG4;
Trident/4.0; SLCCZ; .NET CLR 2.0.5@727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.0)

ETH.DST 00:00:00:
ETH.TYPE 2048

1P.SRC

NETNAME private src
1P.DST 94.73.151.210
NETNAME other dst

DIRECTION outbound
HTTP/1.1 200 OK
Nata: Tia 67 lun 7R15 1R-A0-0& (MT

63021934

IP.PROTO 6

27

fin evn neh ark

You can adjust the size ratio of the two panels to improve readability by expanding one of the
panels, contracting one of the panels, and closing one of the panels. After closing either panel
you can reopen it. The ratio you select persists until you change it or refresh the browser.

« To reopen the Events panel, click [[] in the upper right corner.

To optimize your view:
1. To adjust the size ratio of the two panels, do any of the following:
a. Click M in the tool bar of the panel that you want to expand.

b. Click H in the tool bar of the panel that you want to contract.

2. To close either panel, restoring the open panel to its full width, click B.

This is an example of the reconstruction displayed using the full width of the browser
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window.

NAVIGATE EVENTS MALWARE ANALYSIS

concentrator 05/31/2017 19:31:59 More Meta (optional)

01/01/1970 00 05/31/2017 19:31:59 —I—

Network Event Details | Text Analysis  Packet Analysis  File Analysis OO |

Download PCAP @ ) common FiLe PATTERNS () sHADE BYTEs @ ) DISPLAY PAYLOADS ONLY

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
concentrator 4 127.0.0.1 : 35376 127.0.0.1: 5672 0 06/22/2016 17:57:18.831

LAST PACKET TIME PACKET SIZE PAYLOAD SIZE PACKET COUNT
06/22/2016 22:57:29.116 18352877 bytes 11150099 bytes 109133

v Packet 1 06/22/2016 17:57:18.831 SEQ 464712283 PAYLOAD 36 Bytes

000000 00 00 00 00
000016 00 40 26 25
000032 28 1b b2 f2
000048 20 o1 o1 08
000064
000080
000096

’ Packet 2 06/22/2016 17:57:18.831 SEQ 464712319 PAYLOAD 307 Bytes

000000 0 00 S e [ e ) e I
000016 40 (06 0 5 oo o
000032 b b2
000048 o1 o1

4 of 100000 100 of 644

3. Toreopen the Events panel after closing, click [[] in the top right corner of the Navigate

view.
The Events panel opens to the last state (25%:75% or 50%:50%).

4. To reopen the Event Details panel, click an event in the Events panel.

Adjust the Display of Requests and Responses

For Event types that have requests and responses in them, you can make several adjustments.

Note: If the analysis type does not have requests and responses, the option is not selectable.
The File Analysis panel is an example of a reconstruction type without requests and
responses. A reconstructed log event in the Text View is another example.

To select which side of the conversation to show--Request, Response, or both--click one or both

of the direction icons.-. The reconstruction is refreshed with the selected information.

Note: If you do not see any data, you may have deselected both Request and Response. You

must select one of the two to see data displayed.

View Event Metadata for an Event

When examining events in the Text Analysis panel, Packet Analysis panel, or File Analysis

panel, you can click . to show the associated metadata in an adjacent panel, the Event Meta
panel.
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When viewing Text Analysis and the Event Meta panel, hovering over the meta key/meta value
pairs reveals a pair of binoculars if the meta value is searchable in the raw text. This is an
example of the binoculars icon when hovering over the Directory and / meta key/meta value
pair.

DIRECTORY AN

FILENAME signup 1of26results / VvV

Clicking on the icon triggers a search for the meta key/meta value pair (case-insensitive) in the
Text Analysis panel and each instance is highlighted. In the Event Meta panel, the highlighted
row has a count of the results and a scroller that you can use to quickly find each result in the
Text Analysis panel. You can view each highlighted location of the data that triggered
generation of the meta key, going forward to view the next, and back to view the previous.

Only meta keys that have relevant values inside the RAW text are searchable. You can search
only one meta key at a time. If the value is currently hidden due to truncation of a text entry with
more than 3000 characters, the text entry is expanded to reveal the found meta value.

Clicking on the same meta key/meta value pair or a different meta key:value pair in the Event
Meta panel removes the highlighting from the raw text. The highlighting is also removed if you
close the Event Meta panel.

To search the raw text for meta values that triggered a meta key:

1. Open a network event in the Text Analysis panel.

2. In the toolbar, click . to open the Event Meta panel. As you hover over the meta key:value

pairs in the list, a binoculars icon identifies values that are searchable in the Text Analysis

panel.
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3. To search for the value in the raw text, click a row that has the binoculars icon, indicating it
is searchable.
If no relevant occurrence of the value is in the text, the value that you are searching for is

highlighted in the Event Meta panel and nothing is highlighted in the Text Analysis panel.

File v Text View EOCOMN|

Download PCAP | ® Display Compressed Payloads

concentrator 59664 network

FIRST PACKET TIME LAST PACKET TIME PACKE PAYLOAD S1ZE PACKET
un11fin11 un11fin11 7361 bytes bytes 2

music_quality:1

NT 10.9; Win64;

CT=MTKAMJMIMTESM
2. 1: u ; sTREAMS
PACKETS

ol lection¥2FbCdp20KLe di useniue

AcTION

60107

If one or more relevant instances of the value is found in the Text Analysis panel, each
occurrence is highlighted. The value that you are searching for is highlighted in the Event

Meta panel and the scroller is visible.

concentrator 06/06/2017 18:52:59 1D = 654787 More Meta (optional)

01/01/1970 00:00:00 06/06/2017 18:52:59 +

All B (1 Network Event Details Text Analysis

TIME EVENT TYPE
Download PCAP @ ) DISPLAY COMPRESSED PAYLOADS

037112011 Network
051935 NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
concentrator 654787 11063 180 80 03/11/2011 14:19:

LAST PACKET TIME PACKET SIZE PAYLOAD SIZE PACKET COUNT
10

03/11/2011 14:19:36.124 2499 bytes 1925 bytes

PAYLOAD

MEDIUM
GET [signup HTTPZ1.1 ——

Accept: imagefgif, imagefjpeg, imagelpjpea, imagefpipeg, applicationix- ETH.DST

shockwave-flash, *f* ern.rvee

Referer: http:fftwitter.comf IP.SRC

Accept-Language: en-us EBCC6568B90134B15FFBBBSIFDIEA
User-Agent: Mozillaf4.0 (compatible; MSIE 8.0; Windows NT 5.1; Tridentf4.8) [FSREHASH 38DFCEID202
Accept-Encoding: gzip, deflate I1P.DST 199.59.148.11

Host: twitter.com 1P.PROTO 6

Connection: Keep-Alive TCP.FLAGS 27

Cookie: k=98.117.66.20.1299853172280685; guest_id=129985317228373832; _twitter_s TCP.SRCPORT
s5=BA7CDOPY3J1YXR1ZFOhdGwrCDxeSaUuASIKZmxhc2hIQzonQNNGWOUQ29u¥25@AdHIvbGx1c jo LTI

6RmxhcZg60KZSYXNoSGFZaHSAB jOKQHVZZWR7ADOHAWQ1 I TYx%250ANZM3NTUWNTdjONN ZWFhMGRANT b

ExYzexNTCwZTU2 -~ STREAMS
cc420664430e95c60d0eede3abdc2db7b64419; original_referer=4bfz%2B%2BmebEkRKMAFC PACKETS

Xm%2FCUOsvDoVeFT1; __utma=43838368.522199565.1299853175 . 1299853175 . 1299853175 1; LIFETIME
__utmb-43838368.3.10.1299853175; __utmc-43838368; __utmz-43838368.1299853175.1.

L.utmesr=(direct) |utmcen=(direct) lutmer none); __utmv=43838368.lang%3A%20en

AcTION
DIRECTORY

FILENAME signup 2.0f 26 results
EXTENSION <none>

REFERER htp:/Awitter.com/

cLIENT Mozilla/a.0
HTTP{1.0 302 Found

Date: Fri, 11 Mar 2011 14:19:35 GMT

Sarven: hi

1of1

ALIAS.IP 1
ALIAS.HOST [
CONTENT text/ntm|
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4. To remove the highlighting, close the Event Meta panel, click the same meta key/meta value
pair in the Event Meta panel, or click a different meta key/meta value pair in the Event Meta
panel.

The highlighting is removed from the raw text.

Show or Hide the Event Header

To hide the Event Header in the Packet Analysis panel, Text Analysis panel, or File Analysis
panel, providing more vertical space for the data, click ﬁ

Expand Truncated Text Entries in the Text Analysis Panel

A reconstruction of a network event in the Text Analysis panel may include requests and
responses of many hundred thousands of characters and scrolling through a long entry of more
than 6000 characters that is not of interest can waste time. To improve the experience for
analysts, all text entries that have more than 6000 characters are truncated to show only the first
2000 characters. This example shows an entry that has more than 2000 characters and a
message in the header indicates the percentage of total characters that is being displayed.

QUERY EVENTS NAVIGATE EVENTS MALWARE ANALYSI

Results for:  concentrator 05/01/2017 15:58:59

EVENTS { 1000 OF 100000+ )

Network Event Details | Text Analysis  Pack Eoom|

TIME EVENT TYPE
10/08/2008 13.. Networlk Download PCAP n Display Compressed Payloads

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
LOAECDON TN ek concentrator 17 80 10/15/2008
15:46:48.991

) LAST PACKET TIME PACKET SIZE PAYLOAD SIZE PACKET COUNT
10/08/2008 13..  Network 10/15/2008 92887 bytes 85905 bytes 129
15:46:52.886

10/08/2008 13..  Network
WL BTG LIS . _EARLULELURLLILL T T L, URALNICAUUEDEIVLLE
'addAdvisor', p@, callback); SESSIONID 17
3} TIME 10/15/2008 15:46:48.000

URIIncludeService.addAdvisor = function(p@, pl, callback) { EiZE 92947
PAYLOAD 85905

10/15/2008 11... Network

U i dwr. engine._execute(URIIncludeService._path, 'URIIncludeService',

'addAdvisor', p@, pl, callback);
} ETH.SRC 00:0E:35:8F:BC:5C

MEDIUM 1

10/15/2008 1. Network
URIIncludeService.setTargetSource = function(p@, callback) { piaees WAGECSICRABTE

dwr.engine._execute(URL
1p.SRC

Show Remaining 64% 1P.DST

10/15/2008 11.. IP.PROTO
TCP.FLAGS

ETH.TYPE 2048
10/15/2008 11.. Network

TCP.SRCPORT

10/15/2008 1. Network GET /js/jquery-1.2.6.pack.js HTTP/1.1
Host: elections.foxnews.com

10/15/2008 11.. Network User-Agent: Mozilla/5.@ (X11; U; Linux i686; en-US; rv:1.9.0.1)
Gecko/2008072820 Firefox/3.0.1

TCP.DSTPORT

SERVICE

STREAMS

PACKETS

You can see that 36% of the characters (the first 2000) are displayed, and click Show
Remaining 64% to reveal the rest of the entry.
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QUERY EVENTS NAVIGATE EVENTS MALWARE ANALYSI

Results for:  concentrator 05/01/2017 15:58:59

EVENTS ( 1000 OF 100000+ )

Network Event Details | Text Analysis Pac ) EooMm|

TIME EVENT TYPE
10/08/2008 13..  Network Download PCAP - Display Compressed Payloads

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
10/0B/2008.13.. concentrator 17 80 10/15/2008
15:46:48.991

. LAST PACKET TIME PACKET SIZE PAYLOAD SIZE PACKET COUNT
10/08/2008 13..  Network 10/15/2008 92887 bytes 85905 bytes 129
15:46:52.886

10/08/2008 13.. Network

dwr.engine._execute(URIIncludeService._path, "URIIncludeService'
10/15/2008 11... 'addAdvisor', p@, callback);
}
10M52008 11..  Network URIIncludeService.addAdvisor = function(p@, pl, callback) {
dwr,engine,_execute(URIIncludeService._path, 'URIIncludeService'
'addAdvisor', p@, pl, callback);

SESSIONID 17

TIME 10/15/2008 15:46:48.000
SIZE

PAYLOAD

MEDIUM

10/15/200811..  Network ETHSRE

£ ETH.DST 00:AD:C5:CAABITE
URIIncludeService.setTargetSource = function(p@, callback) { ETH.TYPE 2048
dwr.engine._execute(URIIncludeService._path, '"URIIncludeService' IP.SRC

'setTargetSource', p@, callback); IP.DST

10/15/2008 11... Network

10/15/2008 1. Network 3 IP.PROTO
URIIncludeService.isProxyTargetClass = function(callback) { TCP.FLAGS
dwr.engine._execute(URIIncludeService._path, "URIIncludeService' TCP.SRCPORT
'isProxyTargetClass', callback); TCP.DSTPORT
3} SERVICE

10/15/2008 11.. Network

10/15/2008 11... N rk . .
e URIIncludeService.getTargetClass = function(callback) { STREAMS

dwr.engine._execute(URIIncludeService._path, 'URIIncludeService' e

If you search for meta data seen in the Event Meta panel while text is truncated in the Text
Analysis panel, the truncated text is searched. If the meta data exists inside hidden text, the text
entry expands to reveal the text with the found meta data.

Perform URL and Base64 Encoding and Decoding in the Text Analysis Panel

If a network session being reconstructed in the Text Analysis panel contains Base64 or URL
encoded strings, you can decode a string to better understand the session. If the session contains
decoded strings for Base64 or URL, you can view a string in its encoded form in order to search
for additional instances of the encoded text in other sessions.

When viewing any network session that contains encoded text in the Text Analysis panel, you
can select a subset of the text within a single Request or Response to view in either encoded or
decoded form. Depending on the content loaded on the Decoder, there may be additional
metadata outlining that Base64 or URL encoded data is contained within the session.

Below are examples of a hover box that is displaying URL encoding and Base 64 encoded text.
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Packet View File View  Text View

Download PCAP

DEVICE SESSION MEDIUM TYPE
Concentrator64 1 1 Network

SERVICE FIRST PACKET TIME LAST PACKET TIME PACKET SIZE
80 10/31/2016 08:02:44.774 pm 10/31/2016 08:02:56.957 pm 5,912 bytes
FLAGS

Keep, Assembled, App Meta,
Network Meta

ENCODED TEXT

ORIGINAL SELECTION
Conneci httpy

Authori @ oamar W@d218bmVzcw==
Upgrads

User-A :osh; Intel Mac 0S X 10_11_4) AppleWebKit/537.36 (KHTML, like
Gecko) :;;q:g:;;;%zp 1ri/537.36

Accept. coaw nwues ppoeue oo AEmlexml ,application/xml;g=0.9, image/webp,*/*;q=0.8

Referer: http://10.25.51.226:50105/concentrator?msg=help&op=messageskhtml-view=explorer&force-
content-type=text/html

Accept-Encoding: gzip, deflate, sdch

Accept-Language: en-US,en;g=0.8

Packet View  File View  Text View EoOOm|

Download PCAP @ ) Display Compressed Payloads

DEVICE MEDIUM TYPE

Concentrator64 DECODED TEXT 1 Network 61949

SERVICE ORIGINAL SELECTION LAST PACKET TIME PACKET SIZE PAYLOAD SIZE PACKET COUNT
80 10/31/2016 08:02:56.957 pm 5,912 bytes 4,856 bytes 16

SOURCE 1P:PORT DESTINATION IP:PORT
o H - 5

0105

FLAGS
Keep, Assembled, App Meta,  sasces rormar
Network Meta

URL FORMAT

eep-alive
Authorization: Basic YWRtaW46bmV@d21@bmVzow=—
Upgrade-Insecure-Requests: 1

size
PAYLOAD
MEDIUM
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_4) AppleWebKit/537.36 (KHTML, like ETH.SRC
Gecko) Chrome/54.0.284@.71 Safari/537.36 ETH.DST
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 ETH.TYPE
Referer: http:// ¥ "% :50105/concentrator?msg=help&op=messages&html-view=explorer&force- H31=
content-type=text/html 1P.DST
Accept-Encoding: gzip, deflate, sdch 1P.PROTO
Accept-Language: en-US,en;q=0.8 WAL
TCP.SRCPORT
TCP.DSTPORT
SERVICE
STREAMS
HTTP/1.1 200 0K PACKETS
Content-Length: 5@ LIFETIME
Connection: Keep-Alive NETNAME private dst
Pragma: no-cache NETNAME private src
Expires: -1 DIRECTION lateral
Cache-Control: no-cache, no-store, must-revalidate AcTION get
Content-Type: text/plain; charset=utf-8 DIRECTORY ¥
FILENAME concentrator
The process is being restarted due to data reset FXTENSION SR

msg=help&op=manual&&format=htmiafor
QUERY

1 0f 100000 ce-content-type=text/htmi&m=reset

To perform encoding and decoding in the Text Analysis panel:

1. Inthe Event Analysis view, go to the Text Analysis panel of a session that contains encoded
or decoded content.
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2. To view some decoded text in encoded form, drag to select the text within a single Request

or Response.

A menu offers options to encode and

decode.

POST /e4.php?h=b31kd@agahv HITP/1 1
Accept: */% Copy Selected Text
Content-Type: app| Decode Selected Text urlencoded

Connection: Close Encode Selected Text
Content-Length: 9%

User-Agent: Mozilla¥4.@ (compatible; MSIE 7.9; Windows NT 6.1; WOW64;

Trident/4.@; SLCC2; .NET CLR 2.8.50727; .NET CLR 3.5.30729; .NET CLR
3.0.30729; Media Center PC 6.8)

Host: loverocksusa.com

Cache-Control: no-cache

y=B9fb732e76c6e69536945202273ad5be fdcab159f celaeb6e672a97524e@edad4baddecsd
47039113da638715%ab

3. Click Encode Selected Text.
The encoded text is displayed in a hover box, which remains in place until you click the B,
select different text in the Text Analysis panel, close the Events panel, select another event

for reconstruction, or switch to a different reconstruction view.

ULATED PACKET

ENCODED TEXT

ORIGINAL SELECTION

/4.0 (compatible
POST /e4.php?l T

Accept: */* LzQUMCAOY20tcGF0aW)sZQ==

Content-Type: :ncoded
URL FORMAT

Connection: C] 9%2F4.0%20(compatible
Content-Length™2%

User-Agent: Mozillaf4.@ (compatible; MSIE 7.0; Windows NT 6.1; WOWG4;
Trident/4.8; SLCC2; .NET CLR 2.0.58727; .NET CLR 3.5.3@8729; .NET CLR
3.0.30729; Media Center PC 6.8)

Host: loverocksusa.com

Cache-Control: no-cache

y=89fb732e76c6e095369485202273ad5be fdcab159f celaebbeb? 209752 4ebedad4bdddacsd

When a longer text is selected, the hover box is scrollable and large enough to fit the entire

selected text as well as the decoded text.

4. If the session contains encoded text that you want to see in decoded form, drag to select the
text within a single Request or Response.

A menu offers options to encode and decode.
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5. Click Decode Selected Text.

The decoded text is displayed in a hover box, which remains in place until you click B,

select different text in the Text Analysis panel, close the Events panel, select another event

for reconstruction, or switch to a different reconstruction view.

6. If you want to copy some text from the text reconstruction do one of the following:

a. Drag to select some text, right-click, and select Copy Selected Text from the popup

04:36:28.936 am

POST /e4.php?h=b3lkdAaachv HTTP/1.1
Accept: */* Copy Selected Text
Content-Type: app) Decode Selected Text urlencoded

Connection: Close Encode Salected Text
Content-Length: 9%

User-Agent: Mozilla/4.@ (compatible; MSIE 7.®; Windows NT 6.1; WOWG4;
Trident/4.8; SLCC2; .NET CLR 2.8.50727; .NET CLR 3.5.38729; .NET CLR
3.0.30729; Media Center PC 6.8)

Host: loverocksusa.com

Cache-Control: no-cache

y=89fb732e76c6e6953694e5202273ad5be fdcab159f celaebbeb672a97524ebedad4biddecd
47a39113da6387159ab

b. Drag to select some text, then select either Decode Selected Text or Encode Selected

Text. Within the popup, select the desired text and type Control-C.

The selected text is copied to the clipboard and available to paste in a query.

7. When finished, click B to close the hover box.

View Decompressed Text in an HTTP Network Session in the Text Analysis Panel

When the content of an HTTP network session is compressed and you are viewing the Text
Analysis panel, NetWitness Suite displays decompressed content by default. This helps you to
determine if there are any patterns and view the readable characters. You can switch between a
compressed and decompressed view of compressed text.

Note: Decompressed text is not available for the Packet Analysis panel, the File Analysis
panel, non-HTTP network sessions, and log data.

The toggle for changing between compressed and decompressed text is only displayed in the
Text Analysis panel, and is enabled only if there is compressed text content.

1. Open the Text Analysis panel of an HTTP session that contains compressed content.

By default the session is reconstructed with the text decompressed, and above the

reconstruction, is the Display Compressed Payloads toggle switch.
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Network Event Details | Text Analysis \ F naly EoOMN,|

Download PCAP | @ | DISFLAY COMPRESSED PAYLOADS

NW SERVICF SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
288126 t80 80 09/20/2017
Concentrator 04:36:24.888 am

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SI1Z CALCULATED PACKET
09/20/2017 53645 bytes 46139 bytes COUNT
04:36:29.335 am 129

288126
0%/20/2017 04:36:24 am
198500

PAYLOAD 184556

MEDIUM 1

THOR... ...E..... R°Ba.. .IDATxi¥=aF0+}6AL10°0E). .A=00
L3YA.n+, LAfot NgCN  [AN..!..
%01 DAy.#0A.8. |+U|0==£y. . "ESEN*
E_U#R%0Xz aaip.yio. .
RO - AW
fie...
fe. ..
Ne.....,
Re.....
E fin
180 of 21934

ETH.SRC
ETH.DST

ETH.TYPE

IP.SRC

NETNAME

1P.DST

NETNAME other dst
DIRECTION outbound
IP.PROTO 6
TCP.FLAGS 27

fin £um neh ark

2. To view the same text in its compressed form, click the toggle switch.
The view changes so that the compressed text is no longer readable, and the switch indicates

the Display Compressed Packets is on.

Network Event Details | Text Analysi ¢ File Analy EOoOCHN),|
Download PCAP [v @ | DISPLAY COMPRESSED PAYLOADS

NW SERVICF SESSION ID SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME
288126 49212 - 80 80 09/20/2017
Concentrator 04:36:24.888 am

LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZE CALCULATED PACKET
09/20/2017 53645 bytes 46139 bytes ST
04:36:29.335 am

SESSIONID 288126

TIME 0%/20/2017 04:36:24 am
198500

PAYLOAD 184556

MEDIUM 1

THOR... ...E..... R°Ba.. .IDATxi¥=aF0+}6AL10°0E). .A=00
3YA n+. LAfnt HNgCN [AN..1..
%01 DAy.#0A.8. |+U|0==£y. . "ESEN* 7K. .....\$§RCV. .
E_U#Bx0Xz asip.yie. ...
RO - AW
.fio.
.Re... e
Ne.....,
Re.....,
E fin \ FRA- 2+ EullowaAR
180 of 21934

ETH.SRC 00:00:00:00:00:00
ETH.DST 00:00:00:00:00:00
ETH.TYPE 2048

IP.SRC

NETNAME private src

IP.DST

NETNAME other dst
DIRECTION outbound
IP.PROTO

TCP.FLAGS

TrE EILAGE SEEM

3. To return to the view of decompressed text, click the switch again.
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Download a Log in the Text Analysis Panel

When viewing a log reconstruction in the Text Analysis panel, you can download a log file in the
following formats using options in the Download Log drop-down menu:

o Raw log (log) using the Download Log option
o Comma-separated values (CSV) using the Download CSV option
o Extensible Markup Language (XML) using the Download XML option

o JavaScript Object Notation (JSON) using the Download JSON option

Note: If you initiate a download and move away from the view while the log is being
extracted and before the log starts to download, the log is not downloaded in your browser. A
message notifies you that you can find the downloaded log in the job queue.

This is an example of a log reconstruction with the Download Log menu options displayed.
SA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

03/31/1997 06:45:00 pm - 03/31/2017 05:45:59 pm | < clid = logdee’ More Meta (optional)
03/31/2017 05:45:59 pm +
Text View LI
Download Log | v
aas1201701 s Downoad Log
Download CSV s

0331201701
Download XML

a2 20 bytes = Downioad)sON  (5:03 [ 1 Aug 3 12:45:04 60803, 2006/08/ /08/03 15:26:36, global, 4, IDP10, » predefined,
pan APV NOVELL REPOR , (NULL), (NULL), 64, 0.0.0. , 80, 0.0.0.0, 0, tcp, global, 4, NIC-DEFAULT, idp, 1,
accepted, info, yes, (WULL), (MULL), (NULL), (MULL), @, 0, 0, 0, @, @, @, 5, no, 7

6 bytes

03120170 511 bytes.

0331201701 08 bytes

0331201701 o a20bytes

0331 76 bytes

0317201701 15 bytes

031201701 o 2bytes

031201701, g 24bytes

w1017 01 B0 bytes.

031201701, 511 bytes.

The downloaded log file contains the log and is named to help identify the service on which the
log was collected, the session ID, and the file type.

Note: Long running or historically downloaded files are not downloadable.

This is an example of the filename for a raw log: Concentrator_SID2.log. The exported log file
is named using the following convention:

<service-ID or host name> SID<n>.<filetype>
where:

e <service-ID or host name> is the name of the service (for example a Concentrator or

Broker) where the session was saved.
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e SID<n> is the session ID number.

o <filetype> identifies the format of the downloaded log. These are the possible log types:
raw log, CSV, XML, and JSON. By default the format is a raw log.

Note: Some formats do not have time stamps or the device IP where the event was generated,
so a log downloaded in CSV, XML, or JSON format has an extra value called timestamp
along with the raw log content. The additional information inside the log is in this form: Log
timestamp="1490824512" source="10.4.30.65".

To download the log for a session:

1. Inthe Text Analysis panel of a log event, select one of the file formats for the downloaded
log.
-To download the log as a raw log (the default format), click Download Log.
-To download the log in one of the other formats, click the downward arrow on the
Download Log button, and select one of the file formats for the downloaded log.

SA RESPOND  INVESTIGATE MONITOR CONFIGURE ADMIN GMT+00:00

More Meta (optional)
0373172017 05:45:5 pm

Text View L] |

Download Log | v

Download Log

Download CSV Log netscreenidp

1 Aug 3 12:45:04 127.0.0.1 20060803 5:25:35, 2006/08/ 124 bal, 4, 10P10, , predefined,
» (WLL), (NULL), , 21764, 0.0.0 . , Y s 80, 0.0 <p, global, 4, NIC-DEFAULT, idp, 1,
(NULL), (NWULL), (NULL), (MULL), @, @, ©, 0, 0,

033172017 01..

03312017 01

The log file is downloaded to your local file system in the format specified.

Download Network Data Files in the Text Analysis Panel or the Packet Analysis Panel

When viewing a reconstructed network event in the Packet Analysis panel or the Text Analysis
panel, you can export network data files for further analysis. The download includes events for
the current time range and drill point. You can download the data in these forms:

o The entire event as a packet capture (*.pcap) file using the Download PCAP option.

o The payload as a *.payload file using the Download All Payloads option.
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o The request payload as a *.payloadl file using the Download Request Payload option.

o The response payload as a *.payload? file using the Download Response Payload option.

This is an example of the filename for a PCAP file: C01 - Concentrator
SID1697309.pcap. The exported network data file is named using the following convention:

<service-ID or host name> SID<n>.<filetype>
where:

e <service-ID or host name> is the name of the service (for example a Concentrator or

Broker) where the session was saved.
e SID<n> is the session ID number.

e <filetype> is pcap, payload, payloadl, or payload2.

The network data is downloaded directly into your browser if the download is quick. If the
download takes longer due to network factors or file size, the file is downloaded in the
background and the task is tracked in the Jobs queue. In this case, you can check your jobs in the
queue and get the file when the download is complete.

Note: If you initiate a download and move away from the view while the file is being
extracted and before the file starts to download, the file is not downloaded in your browser. A
message notifies you that you can find the downloaded document in the job queue.

To export an event as a network data file:

1. Go to the Packet Analysis panel of a network event, and select one of the file formats for the

downloaded file.
-To download the event as a PCAP file (the default format), click Download PCAP.
-To download the event in one of the other formats, click the downward arrow on the

Download PCAP button, and select one of the file formats for the downloaded event data.

Download PCAP | =

Download PCAP

Download All Payloads

Download Request Payload

Download Response Payload

The network data file is downloaded to your local file system in the format specified.
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Use the Payload Only Option in the Packet Analysis Panel of a Network Session

When viewing a reconstruction of a network session in the Packet Analysis panel, you can
choose to view only the main payload for each packet. By default, packet header and footer
bytes are displayed for each packet. You can hide these by clicking the Display Payloads Only
toggle switch. If you are viewing only the payload bytes, you can revert to the default setting by
setting the Display Payloads Only toggle switch to on. This setting persists until you change it or
refresh the browser.

« With the Display Payloads Only option off, the number of packets, packet header, packet

footer, and payload are displayed.

« With the Display Payloads Only option on, no packet header and footer bytes are displayed.
Only the packet content of 16 hexadecimal bytes per line and the corresponding ASCII per
line is displayed.

1. Inthe Event Analysis view, go to the Packet Analysis panel of a network session.

By default the session is reconstructed with the packet header, footer, and payload displayed.

[RSA' RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN admin

Network Event Details ex Packet An e Analysis Eoom|

EVENT TYPE
Download PCAP | v @  common riLe patrerns () swapeevres @ ) DiSPLAY PAYLOADS ONLY
" " ' 1

Networl

Nw semvice 1o 1D sounce 1p:poRT DESTINATION IP:PORT seRvice mR ETTIME
180 80

037202017 Concentrator

H=ERE T CALCULATED PAYLOAD E CA ATED PACKET

46139 bytes

« Packet 1 0 888 1D 574 s PAYLC  SESSIONID

00000 00 00 08 0 45 B T TiME 017 04:36:24 am
000016 88 34 86 7f ® a8 7a cd b8 a - A° size

080032 19 01 <@ 3c 3 00 00 00 00 80
000048 @1 @3 @3 02 91
BBOA64

PAYLOAD

v cket 2 0 888 1D 574
Packet 00:00:00:00:00:00

200000 00 0008 00 45 . . ¥ 2048
260016 7 25/c0 a8 7a cd b8
fi b al 00 00 00 00 80 @2 s .
b4 81 @3 03 @2 @1 01 . < .. NETNAME private src
1p.osT
NETNAME

DIRECTION

100 0f 129

2. To change the view to show only the payload for each packet, click the Display Payloads
Only toggle switch.

The view changes to that only the payload is visible and contiguous same-side packets are
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concatenated together to make the payload more readable

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

ATE EVENTS

Network Event Details

EVENT TYPE

Download PCAP ‘ ‘

NW SERVICE SESSION ID
28812
17 288126

12:36:24 am

Concentrator

@ ) CoMMON FiLe PATTERNS

SOURCE IP:PORT DESTINATION IP:PORT
149212 : 80

LAST PACKET TIME CALCULATED PACKET SIZE  CALCULATED PAY!

03 7 53645 bytes

46139 bytes

1000f 129

View Highlighted Bytes in the Packet Analysis Panel

SERVICE

80

ETH.TYPE
1P.SRE
NETNAME
1.0ST
NETNAME
DIRECTION
1p.PROTO

TCP.FLAGS

and understandable.

Eoom|

M siaot ovies | @D DISPLAY PAYLOADS ONLY

FIRST PACKET TIME

138500
184556

private src

other dst
outbound

27

When you first open a reconstruction in the Packet Analysis panel, the significant header bytes
in each packet are highlighted in blue, and the payload bytes are distinguished using shading to
help you understand the contents of the packet. This figure shows the default Packet Analysis

with highlighting and byte shading.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

EVENT TYPE
N
MW SERVICE
0972072017 Concentrator

12:36:24.
D CALCULATED PACKET $i2E

53645 bytes

INTERESTING BYTES
Potential PNG file

® comuoN FiLE PATTERNS

SOURCE IP:PORT DESTINATION IP:PORT

CULATED PACKET

100 0f 129

} admin

EOoOCH

W swaoeevres @ ) DISPLAY PAYLOADS ONLY

ETH

ETH.TYPE

METNA
DIRECTION

1P

288126

private src
A

ather dst

outbound
6
z
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The Shade Bytes option adds shading to identify the different hexadecimal bytes (00 to FF) using
degrees of highlighting. Bytes near the lower range are more transparent, and bytes near 255 are
more opaque. Both hexadecimal and ASCII bytes are shaded. This is an example of the shading
applied to each hexadecimal byte.

The Shade Bytes switch controls the shading of bytes. When you set Shade Bytes on or off, your
setting persists until you change it or refresh the browser.

Highlight Common File Types in the Packet Analysis Panel

In the Packet Analysis panel, analysts can show or hide highlighting of certain common file
types based on the file signature. When the Common File Patterns feature is turned on, the
magic number bytes in the file signature are highlighted in the payload and you can hover over
the highlighting to see the potential type of file. In this example, 89 50 4e 47 is highlighted in
the hexadecimal payload and PNG is highlighted in the ASCII payload. When you hover over the
highlighted bytes, the potential file type associated with the magic number is provided in a hover
box.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN admin

NAVIGATE EVENTS
or

934) Network Event Details Text Analysis  Packet An 5 Eoom

EVENT TYPE

Download PCAP | v W common FiLe paTTeRns () sHADE BYTES @ ) DISPLAY PAYLOADS ONLY
N TP

NW SERVICE SESSION ID SOURCE IP:PORT DESTINATION IP:PORT
288126 149212
09/2072017 Concentrator

12:36:24 am
CALCULATED PACKET SIZE  CALCULATED PAYLOAD SIZE  CALCULATED PACKET
COUNT

53645 bytes 46139 bytes

Packet 56
17 04:36:24 am

600850

200896

200112

800128

200144

wa160 INTERESTING BYTES )

800176 e 1 DO-00:00:00:00:00

000192 .

ae0z0s 248

800224 i c

000240 f - private src

800256

Beez72 :

POO2EE 3 . ] MNETNAME other dst

pore z L 89 i DIREC outbound
2 "

000336 3 7 f A &

bl

1

180 of 21934 100 of 129
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These are the files types and corresponding magic numbers that are highlighted if present in the

payload:

File Type

Hexadecimal

Signature

ASCII

Encoding

DOS Executable / Windows PE

Portable Network Graphics (PNG)

JPEG
JPEG/JFIF
JPEG/Exif
GIF

GIF
Non-portable Executable

BMP
PDF

Old Office Document (doc, xIs, ppt, msg, and other)

ZIP file formats and formats based on it, such as

JAR, ODF, OOXML

7-Zip File Format (7z)

Java Class File, Mach-O Fat Binary
Postscript

Unix/Linux Shell script

Executable and Linkable Format (ELF) executables

4D 5A

89 50 4E 47 0D 0A
1A 0A

FF D8 FF

4A 46 49 46

45 78 69 66

47 49 46 38 37 61

47 49 46 38 39 61

5A 4D

42 4D

2550 44 46

DO CF 11 E0 Al B1
1A El

50 4B

377A BC AF 27 1C

CA FE BA BE

25215053

2321

TF 45 4C 46

To view common file signatures in the Packet Analysis panel:

MZ

PNG

JPEG
SRR
Exif
GIF87a

GIF89a
M

BM
%PDF

Pl.aj+.a

PK..

Tz "
Bp%
%!PS
#!

.ELF
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1. Navigate to Packet Analysis panel, and turn on the Common File Patterns option.

If there is more then one highlight in view, all are shown.

2. To view the hover box, place the cursor over the highlighting.

Download Files from a Network Event in the File Analysis Panel

When viewing reconstructed network events that contain files in the File Analysis panel, you
can select one file, one or more files, or all files to download to your local file system.

Note: If you initiate a download and move away from the view while the file is being
extracted and before the file starts to download, the file is not downloaded in your browser. A
message notifies you that you can find the downloaded file in the job queue.

When files are selected, the Download Files button becomes active and reflects the number of
files selected.

RSA| RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN GMT+00:00

NAVIGATE EVENTS MALWARE ANALYSIS
| Results for: Concentrator 07/11/1997 03:57:00 pm - 07/11/2017 03:57:59 pm service = 80

All Events (100000+) Network Event Details Text Analysis  Packet Analysis  File Analysis

TIME EVENT TYPE
Download Files (2)

Network

NW SERVICE SESSION 1D SOURCE IP:PORT DESTINATION IP:PORT SERVICE FIRST PACKET TIME

Concentrator65 38 134056 w80 80 06/26/2017
Network 6 KB 10:59:43.071 pm

LAST PACKET TIME CALCULATED PACKET SIZE  CALCULATED PAYLOAD $iZ€  CALCULATED PACKET
06/26/2017 438004 bytes 405068 bytes it
Network 10:59:46,982 pm 545

FILE NAME MIMETYPE  FILE SIZE HASHES NETNAME other misc
Network ALIAS.HOST Woteog,com
38-107-0_2.0gbw.jpg imagefpeg 623 KB 2 c4166 COUNTRY.SRC United States
CITY.SRC Washington
Network =
38-107-0_1.html text/heml 6.8 KB 9b2a49b379bd4 A=ty 38.9376
bObfdScabd2 LONGDEC.SRC  -77.0928
Network 32MB COUNTRY.DST  United States
arv.ost Orem
LATDEC.DST :
017 Network 402968

06:59:46 pm LONGDEC.DST -111.6761

ORG.SRC The George Washington University
06/26/2017 Network 32MB ORG.DST Unified Layer

06:59:47 pm ANALYSIS.SESSI
not top 20 dst
Network o

DOMAIN.SRC gwu.edu
Warning: Files contain the original raw unsecured content. Use caution when opening or downloading o uain.ost [ ———
_ files; they may contain malicious data.
Network pdeco111

12 of 100000 8

Clicking the button exports the selected files as a password-protected zip archive. The password
to open the exported archive is netwitness. Exporting the files in this form ensures that:

o The archive is not quarantined by antivirus software.

« Potentially malicious files are not automatically opened by the default application and

executed.

This is an example of the filename for an archive: CO1 - Concentrator SID1697309
FC1.zip. The exported archive is named using the following convention:

<service-ID or host name> SID<n> FC<n>.zip

where:
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e <service-ID or host name> is the name of the service (for example a Concentrator or

Broker) where the session was saved.

e SID<n> is the session ID number.

e FC<n> is the file count or number of files in the archive.

Caution: Caution is advised when unzipping and opening files that are associated with a
default application; for example, an Excel spreadsheet may automatically open in Excel before

you have a chance to verify it is safe.

To export files in a reconstructed event:

1. Inthe Event Analysis view, go to the File Analysis panel of an event that contains files.

RSA RESPOND INVESTIGATE

NAVIGATE EVENTS

Concentrator:

All Events (100000+)
EVENT TYPE

Network

Network

Network

Network

Network

Network

Network

Network

Network

Network

MONITOR

MALWARE ANALYSIS

CONFIGURE ADMIN

07/11/1997 03:57:00 pm - 07/11/2017 03:57:59 pm

Network Event Details

Download Files (2)

NW SERVICE
Concentratoré5

Text Analysis

SESSION 1D
38

LAST PACKET TIME

06/26/2017
10:59:46.982 pm

CALCULATED PACKET SIZE
4 ytes

FILE NAME MIMETYPE  FILE SIZE

20gbwjpg  Imagefpeg 623 KB

texthtml 6.8 KB

Warning; Files contain the original raw unsecured content. Use caution when opening or downloading

files; they may contain malicious data.

12 of 100000

service = 80

Packet Analysis  File Analysis

SOURCE IP:PORT DESTINATION IP:PORT
' W80

34056

CALCULATED PAYLOAD SIZE  CALCULATED PACKET
405068 bytes
HASHES

d9baa49b3f79bd4
ObfdScabid2

SERVICE

NETNAME

ALIAS.HOST

COUNTRY.SRC

CITY.SRE

LATDEC.SRC

LONGDEC.SRC

COUNTRY.DST

CITY.DST

LATDEC.DST

LONGDEC.DST

ORG.SRC

ORG.DST

ANALYSIS.SESS|

on

DOMAIN.SRC

DOMAIN.DST

2. Click one or more files that you want to extract, and click Download Files.

FIRST PACKET TIME

06/26/2017
10:59:43.071 pm

other misc
Ivoteog.com
United States
Washington
38.9376
-77.0928
United States
Orem
40.2968
11,6761
The George Washington University
Unified Layer

not top 20 dst

gwu.edu
hostmonster.com
pdecol1l

38

The job is scheduled and when complete the selected file are downloaded, in the form of a

password-protected zip archive, to the local file system.

3. To open the archive on your local file system, enter the following password when prompted:

netwitness.

Open an Endpoint Event in the NetWitness Endpoint Application

When viewing an endpoint event in the Text Analysis panel, you can pivot to analyze the same
event in NetWitness Endpoint.
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Note: Version 4.4 of the NetWitness Endpoint Thick Client must be installed on the same
server, the NWE meta keys must exist in the table-map.xml file on the Log Decoder, and
the NWE meta keys must exist in the index-concentrator-custom.xml file. The NWE
Thick Client is a Windows only application. Complete setup instructions are provided in the
NetWitness Endpoint User Guide for Version 4.4.

To open an event in NetWitness Endpoint:

1. To search for endpoint events, select Query in the Navigate view tool bar.

2. Inthe Query dialog, select Advanced, and enter one of the following queries:
nwe.callback id exists or device.type='nwendpoint'

Endpoint data is displayed in the Values panel.

3. Right-click an event, and select Event Analysis in the context menu.

The Event Analysis opens with the selected event displayed in the Text Analysis.

4. Inthe Event Header click Pivot to Endpoint.
A new browser tab with the url ecatui://<id> opens and the NWE Thick Client is

launched .

Add Events to an Incident for Response

When conducting an investigation in the Events view, you can select one or more events and
create an incident that is available for incident responders in Respond. You can also add events
to an existing incident in Respond to which you have access.
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Note: An administrator must configure the required roles and permissions as described in
"Role Permissions" and "Manage Users with Roles and Permissions" in the System Security
and User Management Guide.

1. Navigate to the Events view using one of the methods described in Examining Events.

2. In the Events view, select one or more events, and then Incidents > Create New Incident.

[ Create New Incident
Add to Existing Incident }

3. Complete the information in the Create an Incident dialog.

Create An Alert From These 1 Events:

Alert Summary Manual alert for Last 3 Hours

Severity 50 O

Mame Test Event for Documentation

summary Creating an alert for this event.

Assignee Admin
Categories social: Other @

Priority High

a. Select the severity, an integer between 1 and 100, with 100 being the most severe.
b. Type a name for the incident and describe the incident in the Summary field.

c. Select an assignee for the incident from the drop-down list. This list includes the built-in
roles that have access to Respond as well as any custom roles that have been added to
your system. For example, this list might include roles for admin, analyst, dpo, operator

and roles for incident responsers.
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d. From the Categories drop-down list, select one of more categories of alerts that apply to

this incident.

e. From the Priorities drop-down list, select a category for the incident. For example, an

incident may be critical, high, medium, or low priority.

f. Click Save.
The new incident is created and is available immediately in the incident queues for the

selected role in Respond.

4. To add one or more events in the Events view to an incident, select one or more events, and

then Incidents > Add to Existing Incident.

5. Inthe Add Events to an Incident dialog, select the severity, and select one or more incidents
to which the events will be added. You can Search for an existing incident by Incident-ID or
Incident Name. When ready, click Add to Incident.

The events are added to the selected incidents and updated in Respond.

Export Events

In the Events view, the Actions menu has an option to export events from the event being viewed
to an archive.

Note: You can only export files that you have permission to view or access.

The export function queries the service for all sessions inside the selected time range and drill
point to extract the content of each session. The details being exported are affected by both the
time range and drill point at the time of exporting. In the File Extraction dialog, you can choose
to export:

o PCAPs
o Logs
o NetWitness Endpoint event

o Meta values

The format of the exported archive: ZIP or GZIP file. After you send the request, a job is
scheduled and you can track the job in in the Jobs tray. If there is an error retrieving the log or
PCAP from the service, NetWitness Suite displays an error notification.

To extract files from an event:

Conducting an Investigation 158



Investigate and Malware Analysis User Guide

1. While in the Event view, click an event.

2. Click Actions > Export..

# Actions Se:

Expaort *|  Export PCAP
Rl =L Export All PCAP
= Reset Filters Expart Logs
839 Export All Logs
Export Endpoint Event
Export All Endpaint Events
Export Meta
Export All Meta

3. Select the export option.
A message informs you that the PCAP is being downloaded.
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Conducting Malware Analysis

Analysts can use the RSA NetWitness Suite Malware Analysis service to detect malware in
selected data and files.

Analysts who conduct analyses using NetWitness Suite Malware Analysis need to have the
appropriate system roles and permissions set up for their user accounts. See .Roles and
Permissions for Malware Analysts.

The following procedures provide instructions for using Malware Analysis:

o Begin a Malware Analysis Investigation.

o Upload Files for Malware Analysis Scanning.

o Implement Custom YARA Content.

o Filter Dashlet Data in the Summary of Events View.

o Examine Scan Files and Events in List Form

o View Detailed Malware Analysis of an Event.
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Begin a Malware Analysis Investigation

You can investigate data that has been scanned, flagged, and rated by Malware Analysis as
containing Indicators of Compromise. This includes all types of Malware Analysis scans:
continuous mode polling, on-demand polling, and on-demand uploaded files. Continuous mode
polling must be enabled when the administrator configures basic settings for the Malware
Analysis service.

NetWitness Suite provides several methods of launching a Malware Analysis investigation.

Fastest: Instant Launch from Malware Analysis Dashlets

The fastest way to begin a Malware Analysis investigation is an Instant launch from the
NetWitness Suite Dashboard using one of the Malware Analysis dashlets that lists events or
files that are likely to contain malware. The dashlets are described as part of the RSA
NetWitness Content in Dashlets. From one of these dashlets, you can go directly to the Analysis
Results for a specific event that has been listed as worthy of investigation:

o Top Listing of Highly Suspicious Malware
o Top Listing of Possible Zero Day Malware

o Malware with High Confidence IOCs and High Scores Dashlet

On-Demand Polling from a Meta Value in the Navigate View

You can initiate on-demand polling from within an investigation by right-clicking a meta value in
the Navigate view, and choosing an option from the context menu. When polling is complete, the
scanned data is available for malware analysis (see Launch a Malware Analysis Scan from the

Navigate View).

Investigate a Specific RSA Service

You can also begin a Malware Analysis investigation of a service in the Investigate > Malware
Analysis view. For Malware Analysis investigation on a service basis, a service must be
specified in the Investigate > Malware Analysis view:Inve

1. Investigate opens the Malware Analysis view with the user-specified default service

selected.

2. If no default service is currently specified, a dialog allows you to select the Malware

Analysis service to investigate.

3. When a service has been selected in the Malware Analysis view, the Summary of Events for

the selected service and continuous scan data for the service is displayed.

This topic provides instructions for all methods of launching a Malware Analysis investigation.
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Launch a Malware Investigation from a Malware Analysis Dashlet

A prerequisite for this procedure is that one of the following dashlets must be visible in the
NetWitness Suite dashboard or in the Malware Analysis view, and must be populated with listed
events or files. If you do not see the dashlets, add them and configure the dashlets.

o Top Listing of Highly Suspicious Malware
o Top Listing of Possible Zero Day Malware

o Malware with High Confidence IOCs and High Scores Dashlet

To launch a Malware Analysis investigation from a dashlet:

1. Log in to NetWitness Suite and look for one of the above dashlets in the Monitor view or in

the Malware Analysis view

2. In the dashlet, double-click an event or file for deeper analysis. A detailed analysis of the
event in the Events List or the event with which the file in the File List is associated is

displayed in the Malware Analysis view.

INVESTIGATE @ admin © (@)

MALWARE ANALYSIS

% Actions

Analysis Results for Event 27238

Malware Analysis Service 10.31.125.249 #Files Static Score

2017-07-17T06:42:35 1 \i:.rq:l/;:l? 60

Manual Upload

op 10 Indicators of Compromise

Q Sandbox - Network Activity: More than 1 Unique Outbound Network Connection
255.255.255.255:67(UDP), 52.173.193.166:123(UDP)

Sandbox - Network Activity: Unknown Protocol (outbound)
(protocel: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 192.168.1.252:123, remote 52.173.193.166:123)

Sandbox - Network Activity: UDP Traffic (outbound)
(protocol: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 192.168.1.252:123, remote 52.173.193.166:123)

Sandbox - Network Activity: Unknown Protocol (inbound)
(protocol: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 0.0.0.0:68, remote 255.255.255.255:67)

9 sandbox - Network Activity: UDP Traffic (inbound)
(protocel: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 0.0.0.0:68, remote 255.255.255.255:67)

‘ NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d
To learn more about configuring the Malware Analysis dashlets in the Monitor dashboard, see

"Dashlets" in the Getting Started with NetWitness Suite Guide.

To learn about the ways you can configure and filter information in dashlets in the Malware
Analysis view, refer to Filter Dashlet Data in the Summary of Events View.

To learn about the actions you can perform in the Analysis Results, refer to View Detailed
Malware Analysis of an Event.
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Begin a Malware Analysis Investigation (No Default Service)

To begin an investigation with no default service specified:

1. Select Investigation > Malware Analysis.

The Select a Malware Analysis Service dialog is displayed, with available Malware
Analysis hosts and services for the current user in the left panel and available scan jobs in
the right panel. This scan jobs panel contains the same columns as the Malware Scan Jobs
dashlet in the Unified dashboard. In addition, it has a toolbar and View options, which are

described in Select a Malware Analysis Service Dialog.

Select a Malware Analysis Service

Malware Services | Malware - Malware Analytics Scan Jobs List
¥ Default Service B scan Files Fe

Mame ~ Name Static Network Community Sandbox Progress Info  User

Malware - Malware Analytics )
No scan jobs found

Page of 0 | C 1w o~ No data to display

Cancel View Continuous Mode

2. In the list of Malware Analysis hosts, select a host and a list of scan jobs is displayed in the
right panel. These jobs are created when you scan an event or a file (see Upload Files for

Malware Analysis Scanning and Launch a Malware Analysis Scan from the Navigate View.

3. To begin analyzing a scan, do one of the following:
a. Select a scan and click View Scan.

b. Click View Continuous Mode.
The Summary of Events for the selected scan is displayed with the default dashlets
open. Each user can add, modify, and delete default dashlets, which persist through
different scan investigations. Users can also restore default dashlets as described in Filter

Dashlet Data in the Summary of Events View.
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INVESTIGATE (&) admin ©

MA RE ANALYSIS

Summary of Events

= Malware Analytics | MA + add v ¥F & Actions ¥

Scanned service re e Network End Time Scanned Start Time Scanned End Time

2017-07-18T14:40:59 2017-07-17T06:42:26  2017-07-17T06:42:38

Total High Confidence

Events Created Files Processed Events Created Files Processed

5 1
gffceFes @ ; Files E Files gffCEFES @

Meta Treemap

High Confidence Only
Source IP v |10 v | Static v || Average Score

NETWITN U 11.0.0.0-170709005430.1.9127d8d

Set or Clear the Default Service

You can set the default service and clear the default service in the Select a Malware Analysis
Service dialog.

To set a default service:

1. Click the service name in the Summary of Events toolbar.

The Select a Malware Analysis Service dialog is displayed.

Select a Malware Analy

Malware Services | Malware - Malware Analytics Scan Jobs List
™ Default Service B 5can Files F4
Mame ~ Name Static Network Community Sandbox Progress Info  User

Malware - Malware Analytics

3N jobs found

Page of 0 C 1o~ No data to display

Cancel View Continuous Mode
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2. Select a service on the list of available Malware services, and click V) Default Service
The service becomes the default, (indicated by ™ in front of the host name).

3. To clear the default service, select the default service in the grid, and click
V! Default Service

No default service is set.

Upload and Scan Files

A Malware Analyst with permissionto Initiate Malware Analysis Scan can upload files
to scan using the Scan Files option in the Select a Malware Analysis Service dialog (see Upload
Files for Malware Analysis Scanning. An administrator can upload packet capture files to a
Decoder for Malware Analysis in the Services System view as described in "Upload Packet
Capture File" in the Decoder and Log Decoder Configuration Guide.

Begin an Investigation (Default Service Specified)
To begin an investigation with a default service specified:

1. Select Investigation > Malware Analysis.
The Summary of Events for a continuous scan of the selected service is displayed with the
default dashlets open. Each user can add, modify, and delete default dashlets, which persist
through different scan investigations. Users can also restore default dashlets as described in

Filter Dashlet Data in the Summary of Events View.

INVESTIGATE (@) admin @

MALWARE ANALYSIS

Summary of Events
= Malware Analytics  MA + add @ £~ & Actions ©

e Network End Time Scanned Start Time Scanned End Time

2017-07-18T14:40:59 2017-07-17T06:42:26  2017-07-17T06:42:38

High Confidence

Events Created

1

E Files

p
1

Meta Treemap

High Cenfidence Only

Source IP ~ 10 v |5tatic ~ | Average Score

ITNESS SUITE 11.0.0.0-170709005430.1.9127d2d
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Apply Time Parameters Filter for Results

You can apply a Threshold filter to refresh the results of the chosen dashlets.

1.

To select a different time range, select either Continuous Mode or a different scan from the

toolbar.

The Malware Summary of Events for the selected scan is displayed.

2. To select a new time range for the scan, click in the range selection list in the toolbar.

Ranges available are: Last 5 minutes, Last 10 minutes, Last 15 minutes, Last 30 minutes,
Last Hour, Last 3 Hours, Last 6 Hours, Last 12 Hours, Last 24 Hours, Last 2 Days, Last 5
Days, Early Morning, Morning, Afternoon, Evening, All Day, Yesterday, This Week, Last

Week, or Custom.

G? Last 5 Minutes
@ Last 10 Minutes
@ Last 15 Minutes
@ Last 30 Minutes
@ Last Hour

G Last 3 Hours
] Last & Hours
& Last 12 Hours
“ Last 24 Hours
= Last 2 Days

:: Last 5 Days

Wt e al s B8 i Sm

-

The results are updated immediately.

3. To refresh a continuous mode scan with new data, click % .

Apply a Threshold Filter to Continuous Mode Results

You can apply a new threshold filter to an instance of the Malware with High Confidence IOCs
and High Scores dashlet, the Meta Treemap dashlet, the Score Wheel dashlet, and the Event
Timeline dashlet.

To customize the scoring applied to the scan, in the toolbar, do the following:

1. Select ¥ ' > Apply Threshold Filter.
The Apply Threshold Filter dialog is displayed.
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Apply Threshold Filter

Static by = W
Metwork &/ 2= v
Community &/ 2= w
Ssandbox & 2= W
Apply threshold to the following dashlets

[] Event Timeline ] Meta Treemap

] Seore Wheel

Cancel Apply

2. If you want to limit the number of events displayed to events that were given a score above a

certain number, do the following:
a. Drag the slider in the Static, Network, Community, and Sandbox slider bars.
b. To select the dashlets in which the thresholds apply, select the appropriate checkboxes.

c. Click Apply.

Delete or Resubmit an On-Demand Scan with New Bypass Settings

You can delete an on-demand scan or resubmit an on-demand scan with different bypass settings
than those specified in the Service Configuration view for a Malware Analysis service.

To delete a scan while viewing an on-demand scan, do the following:
1. Select Actions > Delete Scan.

A dialog asks for confirmation that you want to delete the scan.
2. Click Yes.

The selected scan is deleted.
To apply different bypass settings to the current scan:

1. Select Actions > Resubmit Scan.

The Scan for Malware dialog is displayed.
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Scan for Malware

Malware Analysis

Service * ”

Mame * Adhoc Scan HTTP

Community Sandbox

Bypass Executable L] Bypass Executable L]
Bypass Office L] Bypass Office L]
Bypass POF ] Bypass POF ]

Cancel Scan

2. Select the bypass settings that you want to use on the new scan, and click Scan.
Malware Analysis resets cache and resubmits the file for a new scan, and the scan jobs are

added to the jobs queue.

3. When the job is complete, scroll to the left and select View.

The Malware Summary of Events for the selected scan is displayed.

View the Files List

You can view a list of files for an event from the Malware Analysis Summary of Events and
from each of the Visualization charts: Event Timeline, Meta Breakdowns, Meta Treemap, and
Score Wheel.

To view the Files List, do one of the following:
o Inthe Summary of Events, click on the number of files in the Total row or the High

Confidence row under Files Processed, PE Files, Office Files, or PDF Files. The Files
List is displayed.

o In any visualization dashlet, click the number next to the Files field in the top right corner of
the dashlet.
The Files List for the selected drill point is displayed.
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INVESTIGATE @) admin & @

MALWARE ANALYSIS

Files List
file name (like) '235645659702-107"
€ Back to Summary ¥, Download Files SortBy |Date Archived v ||4=||Choose... v 4= | | T Filter ~
] £ Static Metwork Community Sandbox AV | File Name File Type MD5 Hash Sourc ]
O & I B 79 2356456597021, x86PE 71c2222b036b280f2bad20937b360adf 12..
3
| Page 1 of1 | | Cis0 v Displaying 1-1 of 1

11.0.0.0-170700005430.1.9127d8d

From the Files List, you can search for a file by filename or MDS5 file hash, sort the list using
two criteria and ascending or descending order, and download files as described in Examine Scan
Files and Events in List Form.

To return to the Summary of Events, click Back to Summary.

View the Events List

From the Malware Analysis Summary of Events and from each of the visualization charts (Event
Timeline, Meta Breakdowns, Meta Treemap, and Score Wheel), you can select events to view
in the Events grid.

To view the Events List, do one of the following:
o In the Summary of Events, click the number of Events Created in the Total row or the High

Confidence row. The Events List is displayed.

o In any visualization dashlet, click the number next to the Events field in the top right corner of
the dashlet.

The Events List for the selected time is displayed.
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INVESTIGATE (®) admin ©

MALWARE ANALYSIS

Events List
€ Back to Summary :E Delete Events &, Download Files SortBy DateArchived v ¥ v = | ¥ Filter -
O 4| static Network Community | Sandbox Av ™ Dpate Archived v Session Time [# | #Files source Address | Identity
[} (O (O 1 127.0.0.1
O | o0 | O 127.0.0.1 10. Unavailable
0 & s B BN © 127.00.1 10. Unavailsble
] o0 ] (o] 2017-07-17T06:42:... 1 127.0.0.1 1031125249 Unavailable
O 2017-07-17T06:42:... 1 127.0.0.1 10.31.125.248  Unavailable
»
| Page |1 of 1 | | Cso ~ Displaying 1-50f 5
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Implement Custom YARA Content

In addition to the built-in indicators of compromise, Malware Analysis supports indicators of
compromise written in YARA. YARA is a rule language that allows malware researchers to
identify and classify malware samples. RSA makes built-in YARA-based Indicators of
Compromise (IOCs) available in RSA Live; these are automatically downloaded and activated
on subscribed hosts.

Customers with advanced skills and knowledge can add detection capabilities to RSA Malware
Analysis by authoring Y ARA rules and publishing them in RSA Live or placing YARA rules in
a watched folder for the host to consume.

As malware and the threat landscape evolve, it is important to review and examine existing
custom rules. Updates are often necessary to incorporate new detection methods. RSA also
updates YARA rules in Live from time to time. To receive updates, you can subscribe to the
RSA Blog and RSA Live at http://blogs.rsa.com/feed.

This document provides information to help customers implement custom Y ARA rules in
Malware Analysis.

Prerequisites

The host on which you are adding custom rules must be configured to support authoring of
Y ARA rules as described in "Enable Custom YARA Content" in the Malware Analysis
Configuration Guide.

YARA Version and Resources

RSA Malware Analysis is packaged with YARA version 1.7 (rev:167). To find out the exact
version, you can run yara -v on the Malware Analysis host as shown in this example:

[root@TESTHOST yaral] # yara -v
yvara 1.7 (rev:167)

Meta Keys in YARA Rules

Malware Analysis is compliant with other sources of YARA rules, and it also consumes
additional meta keys that are specific to Malware Analysis. Each YARA rule is equivalent to an
Indicator of Compromise (IOC) within Malware Analysis. The example below illustrates the
meta definitions in a rule:

meta:

iocName = "FW.ecodedGenericCLSID"
fileType = "WINDOWS PE"
score = 25

ceiling = 100
highConfidence = false
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iocName (Required) This is the name that MA uses as the rule name. It is specific to

Malware Analysis and is required to add the rule to the IOC list.

fileType Specifies the files type. Possible values are: WINDOWS PE, MS OFFICE,
and PDF. If not specified, the default value is WINDOWS PE.

score This value that is added to the static score if the YARA rule is triggered. If

not specified, the default value is 10.

ceiling This is the maximum amount that is added to the static scores when a rule is
triggered multiple times in one session. For example, if each time a rule is
triggered, 20 points are added to the static, and you do not want more that 40
points added when the rule is triggered more than two times, you can specify

a ceiling of 40. If not specified, the default value is 100.

highConfidence This sets the High Confidence flag, which is set on IOCs when there are
high confidence indicators that malware is present. If not specified, the

default file value is false.

Note: Refer to the following URL for YARA resources: https://code.google.com/p/yara-
project/downloads/list. NetWitness Suite uses YARA 1.7, not YARA 2.0.

YARA Content

RSA Live contains 3 sets of Yara rules:

o PE Packers
o PDF Artifacts

o PE Artifacts

The following figure illustrates YARA content available as YARA rules in NetWitness Suite
Live.
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RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN @)admin (f]

Live Content

Search Criteria Matching Resources
Keywords Show Results = | | 3 Package ~
yara [0 subscribed Name Created Updated Type Description
Category O ne RSA Malware PDF Artifacts 2013-11-21 3:37 PM 2013-11-21 3:37 PM Malware Rules Yara |0Cs which ¢
[ FEATURED O ne RSA Malware PE Packers 2013-11-21 2:36 PM 2013-11-21 2:37 PM Malware Rules Yara |OC:
¥ CITHREAT O no ware PE Artifacts 2013-11-21 2:37PM 2013-11-21 2:37PM Malware Rules Yara lOCs w
» CJIDENTITY

b [JASSURANCE

» [ ORERATIONS
[ISPECTRUM
[ MALWARE ANALYSIS

Resource Types
Medium

Required Meta Keys

»
3 Matching Resources

On the Malware Analysis host, the YARA rules reside in /var/lib/netwitness/malware-
analytics-server/spectrum/yara, as shown in the example below

[rOOt@TESTHOST yaral# pwd
/var/lib/netwitness/malware-analytics-server/spectrum/yara
[rOOt@TESTHOST yaral# ls *.yara
rsa mw_pdf artifacts.yara rsa mw pe artifacts.yara rsa mw pe

packers.yara

The individual rules are listed as IOCs in the Malware Analysis Service Config view >
Indicators of Compromise tab. To view them, use the Yara module as the filter. You can adjust
the configuration of an individual in the same way that you configure other IOCs.

# Change Service | @@ Malware Analysis |  Config
General Indicators of Compromise [EleIeS{¥ 1y TNV s [1 -4 Hash Proxy ThreatGRID  Integration
Module Description Search Enable Al Disable All Reset All

[J Enabled | HighConfidence  Description Score File Type

a ™~ O Static (PDF): contains suspicious string artifacts O PDF

a ™~ =4 Static (PE) - Artifact: Anti-Reversing Debugger Check - Kernel Hook (KHook) @Ex Windows PE
] 4 ™ Static (PE) - Artifact: Anti-Reversing Debugger Check - SoftICE (NTice, OsiData) & Windows PE
a IE3 =4 Static (PE) - Artifact: Anti-Reversing Debugger Check - Syser (SyserLanguage, SdbgMsg, SyserDbgMsg) & Windows PE
a ™~ ™ Static (PE) - Artifact: Anti-Reversing Debugger Check - Sysinternals DbgView (DbgMsg) &x Windows PE
a ™~ ™ Static (PE) - Artifact: Anti-Reversing Debugger Check - Sysinternals Livekd (LiveKd) 1&x Windows PE
] 4 ™ Static (PE) - Artifact: Anti-Reversing VMWare Check - {Registry Artifacts) & Windows PE
O 4 =4 Static (PE) - Artifact: Anti-Reversing VMWare Check - (Services/Disk/Enum) & Windows PE
a ™~ O Static (PE) - Artifact: AutoStart File (Task Scheduler Folder) 1&x Windows PE
a ™~ O Static (PE) - Artifact: AutoStart File (Users Startup Folders) 1Ex Windows PE
[m} ™ O Static (PE) - Artifact: AutoStart File (autoexec.bat) O Windows PE
m] [ ] Static (PE) - Artifact: AutoStart File (autoexec.nt) O Windows PE
a ™~ O Static (PE) - Artifact: AutoStart File (auterun.inf) 1&x Windows PE
a ™~ O Static (PE) - Artifact: AutoStart File (boot.ini) O Windows PE
[m} ™~ O Static (PE) - Artifact: AuteStart File (config.nt) O Windows PE
] 4 O Static (PE) - Artifact: AutoStart File (config.sys) O Windows PE

| Page 1 of10 | )} ) | C 25  Indicators of Compromise Per Page Displaying Indicators of Compromise 1 - 25 of 228
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Add Custom YARA Rules
To introduce custom YARA rules from other sources:

1. To ensure that the YARA rules follows the correct format and syntax, use the YARA
command to compile the YARA rule as shown in the following example. If the rule compiles
with no errors, this indicates that the YARA rule has the correct syntax.

[root@TESTHOST yaral# yara rsa mw_pe packers.yara dummy.txt
[rOOt@TESTHOST vyaral#

2. Ensure that custom rules do not duplicate existing YARA rules from RSA or other sources.

All YARA rules are in /var/lib/netwitness/malware-analytics-

server/spectrum/yara

3. Ensure that the meta keys that RSA supports are included to organize the YARA rules as
part of the configurable IOCs, and name the file with the yara extension (<filename>.yara).
For better organization, make sure that the i ocName meta is included in the meta section as

shown in the following example.

Example:
rule HEX EXAMPLE
{

meta:
author = "RSA"
info = "HEX Detection"
iocName = "Hex Example"
strings:

Shexl = { E2 34 Al C8 23 FB }
Swide string = "Ausov" wide ascii
condition:

Shexl or Swide string

}

4. When ready, place the custom YARA file in the folder that the Malware Analysis service
watches:
/var/lib/netwitness/malware-analytics-server/spectrum/yara/watch
The file is consumed within one minute.
Once consumed, NetWitness Suite moves the file to the processed folder, and the new
rule is added to the Malware Analysis Services Config view > Indicators of Compromise
tab.
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Examine Scan Files and Events in List Form

When viewing the Summary of Events in a Malware Analysis scan, you can click a file count or
an event count to view the Files List or the Events List for the scan (see Begin a Malware
Analysis Investigation). In the Files List and Events List, you can search for a file by filename or

MDS5 file hash, sort the list using two criteria and ascending or descending order, and download
files. When you find an event or file of interest in the Events List or Files List, you can view
many details about the event in the Event Details view.

For each event in the Events List, NetWitness Suite provides the following information:

Flagged as a High Confidence event, which is considered likely to contain Indicators

of Compromise.

The numeric score for each scoring module: Static, Network, Community, and Sandbox.
Antivirus vendor scores.

The Influenced by customized rule flag.
The date the event was archived.

The session time.

The MDS5 hash filter.

The number of files in the event.

The source [P address of the event.

The Identity.

The destination IP address.

The destination country.

The name of the alias host.

The event type, for example, Network.
The service used by the event.

The destination organization

For each file in the Files List, NetWitness Suite provides the following information:

Flagged as a High Confidence event, which is considered likely to contain Indicators

of Compromise.

The numeric score for each scoring module: Static, Network, Community, and Sandbox.
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o Antivirus vendor scores.

o The filename.

o The file type.

o The MDS5 hash filter.

o The source IP address of the event that contained the file.
o The destination IP address.

o The date the event that contained the file was archived.

o The file size.

Sort the Files List or Events List
You can sort the Files List and Events List by column name in ascending and descending order.
You can choose one or two columns.

To sort the list:
1. Inthe first Sort By drop-down list, choose a column name and sort direction: for

descending order or = for ascending order.

2. (Optional) In the second Sort By drop-down list, choose a column name, and sort direction,

for descending order or = for ascending order.

The column titles reflect the selected sort order.

Filter the List by Filename or MDS5 File Hash

You can filter the Files List and Events List by filename or file hash. With this feature, you can
specify a limited subset of the original data based on the search criteria.

Note: When you perform a search, you search the scan that you are currently displaying, not
all scans.

Filter @
1 Click Gl

The Filter dialog is displayed.
2. Enter a value in File Name or MD5 Hash and click Filter. The File Name and Hash field

are not case sensitive. Wild card or regular expressions are not supported. The filter is based
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on exact matches. You can drag across a filename or hash to select from the Files list or

Events list, then copy and paste it in the dialog.
3. Click Filter.

Malware Analysis filters the list to display only files or events with the selected hash

Filter -
4. To revert to the unfiltered list, click 2 L2 . When the Filter dialog is displayed, click

Reset.

Download Files from the Files List

NetWitness Suite lets you select and download files from the Files List or the Events List.

Caution: Use caution when downloading files from Malware Analysis; some files may
contain harmful code. File Download is a specific permission that can be configured, refer
to "Define Roles and Permissions for Malware Analysts" in the Malware Analysis
Configuration Guide for more details.

To download files from the Files List or Events List:

1. In the Files List or Events List, select the checkbox next to one or more rows.

2. In the toolbar, select 'L Download Files .
The Malware File Download dialog is displayed.
3. Do one of the following:
a. If you decide not to download the file, click Cancel.

b. If you want to download the file, select click the Download button.
The file or files selected are downloaded in a zip archive with the name Malware

Files.zip.

Delete Events from the Scan

In the Events List, you select one or more events and delete them from the scan. This is useful
for removing events that are not of interest.

To remove an event from the scan being viewed:

1. Inthe Events List, select one or more events.

2. In the toolbar, click '8 Delete Events .

NetWitness Suite asks for confirmation that you want to delete the events.

3. In the confirmation dialog, click Yes.

The selected events are deleted.
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Return to the Summary of Events

To leave the Files List or Events List and return to the Summary of Events, click Back to

Summary.

Open the Detailed Analysis for an Event

While you examine events or files in the Files List or Events List, you can double-click any
event or file to open a detailed analysis of the event in the Events List or the event with which
the file in the Files List is associated (see View Detailed Malware Analysis of an Event).

179 Conducting Malware Analysis



Investigate and Malware Analysis User Guide

Filter Dashlet Data in the Summary of Events View

The Summary of Events provides a summary of the scan being investigated with selectable
dashlets. The Summary of Events is fixed, but Analysts can configure each dashlet to filter out
information and drill into the data.

The rest of this topic provides instructions for managing and configuring dashlets.

Configure the Score Wheel Dashlet

The Score Wheel is a high-level visualization of analyzed sessions that scored high, medium, or
low in each of the scoring categories: Static, Network, Community, and Sandbox. The Score
Wheel is a quick way to drill into sessions to review them. Each ring represents a different
scoring category so that you can visually compare results by category.

Score Wheel X

High Confidence Only Events:1 Files:1

4= Up 4= Down
Ring 1%  Static

Ring 2 Sandbox
Ring 3 Cammunity

Ring 4 Network

* Innermost ring

You can change the order of the rings to highlight indicators of compromise that were flagged in
one category but not in another category. Comparing the same results in a different sequence of
the rings provides visibility into additional vulnerabilities in a session, and you can drill into
sessions of interest. The following examples show two possible use cases.

Zero-Day Candidates Example

This example shows how to drill into sessions that the Community did not flag as malicious, but
all other scoring categories did. The resulting list of sessions highlights zero-day candidates.
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1. Configure the Score Wheel rings in the following sequence:

Community (innermost) > Static > Network > Sandbox (outermost)

2. Click the red slice in the outermost (Sandbox) ring that aligns with a green slice on the
innermost ring (Community): green (innermost) -> Static: red -> Network: red -> Sandbox:

red (outermost).

INVESTIGATE @ admin © (B

MALWARE ANALYSIS

Events List
& Back to Summary __E Delete Events .L Download Files SortBy DateArchived v |#=| Choose.. v [¥=| T Filter ~
O| & static Network Community | Sandbox Av | ™ pate Archived v Session Time [# | #Files  Source Address | Identity Destination Addr, Destination Country  Ali
O (O O 2017-07-17T06:42:... 1 1031125248 Unavailable
O [ o | (O 1 1031125248 Unavailable
0 4 O EETEE © 1 10.31,125.248  Unavailable
| oo ] p] 1 1031125249 Unavailable
O 2017-07-17T06:42.... 1 127.0.04 10.31.125249  Unavailable
»
| Page 1 of1 | | Ciso ~ Displaying 1-5of 5

‘ NETWITNESS SUITE 11.0.0.0-

Malicious Sessions Example

This example shows how to drill into sessions in which all scoring categories identify the
resulting list of sessions as malicious, indicating Malware Analysis has the most confidence that
they are malware.

1. Configure the Score Wheel rings in the following sequence:

Community (innermost) > Static > Network > Sandbox (outermost)

2. Click the red slice of the outermost (Sandbox) ring that aligns within a red slice on the
innermost ring (Community): red (innermost) -> Static: red -> Network: red -> Sandbox: red

(outermost).

Arrange the Ring Sequence by Scoring Module

In the Score Wheel, you can arrange the sequence of the rings by scoring module. Initially, the
sequence of rings from inside to outside is Static, Network, Community, and Sandbox.

To change the ring sequence:
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1. Do one of the following:
a. Click and drag each scoring module up or down.
b. Select each scoring module and use the Up and Down buttons to move it.

2. When the ring sequence is the way you want it, click the Update button.

The Score Wheel is refreshed with the new sequence.

Configure the Meta Treemap Dashlet

In the Meta Treemap chart, you can visualize and filter meta breakdowns by meta type, count,
and analysis type. Use the three selection lists to set the filter, and the Meta Treemap chart is
refreshed immediately.

Meta Treemap aHX
High Cenfidence Only Events:1 Files:1
Source IP ~ |10 ~||5tatic v || Average Score A4

Configure the Meta Breakdowns Dashlet

The Meta Breakdowns dashlet is a visualization of values for a specific meta key in a pie chart.
In the Meta Breakdowns chart, you can filter meta breakdowns by meta type and count. Use the
two selection lists to set the filter, and the Meta Breakdowns chart is refreshed immediately.
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Meta Breakdowns 2 X
High Cenfidence Only

Source IP V(3 v

L 127.001

Configure the Events Timeline Dashlet
The Events Timeline dashlet is a visualization of the events along a timeline. No additional

filters are available for the Event Timeline.

Event Timeline 2 X
Filter : Events: 0 Files: 0

No data returned for Event Timeline

View Events

Open All Events in the Events List

From within the Event Timeline, you can open the entire list of events in the Events List. To do

so, click ViewEvents | This option is not the same as clicking the count next to Events,
which is the same for all visualization charts and opens the current drill point in the Events List.
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Configure the Top Listing of Highly Suspicious Malware Dashlet

The Top Listing of Highly Suspicious Malware Dashlet presents the Top 10 most suspicious
events in the Events List or the Files List. This dashlet is also available in the Monitor
dashboard, and the configuration options are described as part of the RSA NetWitness Content
in Dashlets..

Top Listing of Highly Suspicious Malware 28X

O '&e" Static »= Network >= Community >= i Sandbox >= AV | File Name MD5 Hash Date Arg
¥
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Configure the Malware with High Confidence IOCs and High Scores Dashlet

The Malware with High Confidence IOCs and High Scores dashlet presents Indicators of
Compromise that have both high scores and high confidence that the events are likely to contain
malware. The dashlet is also available in the Unified dashboard, and the configuration options
are described as part of the RSA NetWitness Content in Dashlets..

Malware with High Confidence I0Cs and High Scores A X
High Cenfidence Only,
O 'ﬁe“ Static == Network == Community >= Sandbox AV ™ Date Archived v #Files  Source Address Destination Addr| Alias b

Configure the Top Listing of Possible Zero Day Malware Dashlet

The Top Listing of Possible Zero Day Malware dashlet presents potential zero day events in the
Events List or the Files List. The dashlet is also available in the Unified dashboard, and the
configuration options are described as part of the RSA NetWitness Content in Dashlets.

Top Listing of Possible Zero Day Malware A X

High Confidence Only,

O f& Static »= Network >= Community <= Sandbox Av ™ Date Archived v #Files  Source Address = Destination Addr  Alias F
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Upload Files for Malware Analysis Scanning

There are two methods for analysts to upload files for Malware Analysis scanning.

A Malware Analyst with permission to Initiate Malware Analysis Scan can upload files to scan
using the Scan Files option in the Select a Malware Analysis Service dialog.

It is also possible to upload a file for scanning using a watched file share.

Upload Files Manually

This topic provides instructions for initiating on-demand scanning of an uploaded file. When you
upload a file for scanning, NetWitness Suite starts the upload job and adds it to the jobs queue.
When the job is complete, you can view the scan in Malware Analysis.

To upload a file to scan:
1. Goto INVESTIGATE > Malware Analysis.

The Select a Malware Analysis Service dialog is displayed, with available Malware

Analysis hosts and services for the current user in the left panel.

Select a Malware Analysis Service

Malware Services | Malware - Malware Analytics Scan Jobs List

™ Default Service B scan Files o
Mame ~ Name Static Network Community Sandbox Progress Info  User

Malware - Malware Analytics )
No scan jobs found

Page of 0 | o o~ No data to display

View Continuous Mode

2. Click View Scan.
The Scan for Malware dialog is displayed.
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Scan for Malware

+ -—

File Mame

Mame *

Community Sandbox

Bypass Executable ] Bypass Executable
Bypass Office L] Bypass Office
Bypass PDF Bypass PDF

Cancel

3 Click T

A view of the files system is displayed so that you can choose files to upload.

4. Select one or more files from the list and click Open.

The file names are added. Malware Analysis escapes the filename characters before

processing a file. The maximum number of filename characters after escaping is 200. If the

filename is greater than 200 characters, Malware Analysis truncates the filename characters

and displays the truncated filename in the NetWitness Suite user interface.

Continue adding and deleting files until you have a list of the files that you want to upload.

Name the scan and select the types of files to bypass. This is useful for a zip archive that

contains different types of files, and overrides the default bypass settings.

7. Click Scan.

The scan job is submitted and NetWitness Suite displays a confirmation message for

successful submission. The scan request is added to the Scan Jobs List dashlet. The bypass

settings in this dialog override the default settings in the basic Malware Analysis

configuration settings.
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8. The job is added to the Scan Jobs List in the Select a Malware Analysis Service dialog and
in the Unified dashboard Scan Jobs List dashlet.

9. To view the scan when complete, double-click the scan.

The Malware Summary of Events for the selected scan is displayed.

Upload Files from a Watched Folder

To upload files from a watched folder, you can drop files into a watched file share for Malware
Analysis. Analysts can share YARA rules, hash files, and infected zip archives with Malware
Analysis.

Malware Analysis watches a file share and automatically consumes files placed in specific
folders in the file share. This feature is useful for:

o Bulk import of hash files from /var/1lib/rsamalware/spectrum/hashWatch

o Addition of custom-Y ARA rules to the Indicators of Compromise (IOC) list on the host from

/var/lib/netwitness/malware-analytics-server/spectrum/yara/watch.

o Creation of on-demand scan jobs from a zip archive of infected zip files from

/var/lib/rsamalware/spectrum/infectedZipWatch/watch.

Analysts need to prepare the files for consumption in accordance with requirements, the file
extension must be correct, and the file must be copied to the correct watched folder in the file
share.

Import a Hash List

To import a hash list from the watched directory, the hash list must be in the specified format
and must be sorted on mdS. You can drop a file formatted into a folder
(/var/lib/rsamalware/spectrum/hashWatch) on the Malware Analysis host, and it is
automatically imported into the local hash database. This is described in "Configure Hash Filter
in the Malware Analysis Configuration Guide.

"

To import a hash list using the watched folder method:

1. Copy the hash lists that you want to import into the
/var/lib/rsamalware/spectrum/hashWatch directory
NetWitness Suite Malware Analysis automatically watches this folder and processes files

placed there.
a. Malware Analysis adds every hash found in the hash lists to the hash filter.

b. If there are processing errors, they are logged in:

/var/lib/rsamalware/spectrum/hashWatch/error
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c. Processed files are cataloged

here: /var/lib/rsamalware/spectrum/hashWiatch/processed
d. Processed files are not removed from the hashWatch directory.
2. After importing hashes in bulk, the System Administrator can use a cronjob to clean up old
processed files.
Import YARA rules to the IOC List

Customers with advanced skills and knowledge can add detection capabilities to RSA Malware
Analysis by authoring Y ARA rules and publishing them in RSA Live or placing YARA rules in
a watched folder for the host to consume. Implement Custom YARA Contentprovides complete
information on the prerequisites for using custom YARA content and authoring rules.

When the rules are ready, place the custom YARA files in the folder that the Malware Analysis
service watches:
/var/lib/netwitness/malware-analytics-server/spectrum/yara/watch

The file is consumed within one minute.

Once consumed, NetWitness Suite moves the file to the processed folder, and the new rule is
added to the Malware Analysis Service Config view > Indicators of Compromise tab.

& Change Service | @M@ Malware Analysis |  Config
General Indicaters of Compromise [E{eIeS{¥T 1y T, VRNENVTs[1 -4 Hash Proxy ThreatGRID  Integration
Module Description Search Enable All Disable All Reset Al

[J Enabled | HighConfidence  Description Score File Type

a ™~ O Static (PDF): contains suspicious string artifacts 0 PDF

] 4 ™ Static (PE) - Artifact: Anti-Reversing Debugger Check - Kernel Hook (KHook) & Windows PE
O 4 [£4 Static (PE) - Artifact: Anti-Reversing Debugger Check - SoftICE (NTice, OsiData) 10 Windows PE
a ™~ ~ Static (PE) - Artifact: Anti-Reversing Debugger Check - Syser (SyserLanguage, SdbgMsg, SyserDbgMsg) &x Windows PE
a ™~ ™ Static (PE) - Artifact: Anti-Reversing Debugger Check - Sysinternals DbgView (DbgMsg) 1&x Windows PE
O ™ ™ Static (PE) - Artifact: Anti-Reversing Debugger Check - Sysinternals Livekd (Livekd) O Wwindows PE
m] £4 4 Static (PE) - Artifact: Anti-Reversing VMWare Check - (Registry Artifacts) 0 Windows PE
a IE3 =4 Static (PE) - Artifact: Anti-Reversing VMWare Check - (Services/Disk/Enum) 0 Windows PE
a ™~ O Static (PE) - Artifact: AutoStart File (Task Scheduler Folder) 0 Windows PE
[m} ™~ O Static (PE) - Artifact: AuteStart File (Users Startup Folders) 1&x Windows PE
0 ~ O Static (PE) - Artifact: AutoStart File {autoexec.bat) 5 Windows PE
O 4 O Static (PE) - Artifact: AutoStart File (autoexec.nt) O Windows PE
a ™~ O Static (PE) - Artifact: AutoStart File (auterun.inf) 1&x Windows PE
[m} ™~ O Static (PE) - Artifact: AutoStart File (boot.ini) 0 Windows PE
0 ~ O Static (PE) - Artifact: AutoStart File (config.nt) 5 Windows PE
O =4 O Static (PE) - Artifact: AutoStart File (config.sys) O: m Windows PE

| Page 1 of10 | ) ¥ | C 25 2 Indicators of Compromise Per Page Displaying Indicators of Compromise 1 - 25 of 228

Import Files into the Scan Jobs List

When you obtain samples from perimeter security solutions and would like to perform further
analysis on the files, you can zip the files and password protect the archive with infected,
then add to the watched folder for consumption by Malware Analysis. This zipped archive is
ready to be placed in the watched folder:
/var/lib/rsamalware/spectrum/infectedZipWatch/watch.
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Note: The maximum size of the archive is 100 MB.

To analyze infected, password-protected zip files, Malware Analysis consumes archives place

in a watched folder and creates an on-demand job that is added to the Scan Jobs List.

1. While logged on as administrator, place the files to be processed in a zip file with password
infected at /var/lib/rsamalware/spectrum/infectedZipWatch/watch
In a minute or two Malware Analysis consumes the archive and creates an on-demand job
in the Scan Jobs List. The scan job name is the name of the file, the user is file share, and

the Event Type is 1. The archive is moved to

/var/lib/rsamalware/spectrum/infectedZipWatch/processed

2. After the job is added to the Scan Job List, run a script or cronjob to clean up the zip file in

/var/lib/rsamalware/spectrum/infectedZipWatch/processed.
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View Detailed Malware Analysis of an Event

When viewing the list of individual events in a Malware Analysis scan in the Malware Analysis
Events grid, you can double-click an event to view the detailed analysis results for the event.

View Malware Analysis Details for an Event

1. Start an investigation in the Malware Analysis tab.
The Malware Summary of Events is displayed, and includes four charts, including the Event

Timeline.
2. Do one of the following:
a. To view all events in the Event Timeline, click the View Events button.

b. Double-click data in the Meta Breakdown, Meta Treemap Chart, or Score Wheel.
The Events List is displayed.

3. Double-click an event.

The Analysis Results for the event are displayed.

INVESTIGATE

MALWARE ANALYSIS

# Actions

2017-07-17T06:42:35

Manual Upload

op 10 Indicators of Compromise

o Q Sandbox - Network Activity: More than 1 Unique Outbound Network Connection
255.255.255.255:67(UDP), 52.173.193.166:123(UDP)

o Q sandbox - Network Activity: Unknown Protocol (outhound)
(protocol: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 192.168.1.252:123, remote 52.173.193.166:123)

o Q sandbox - Network Activity: UDP Traffic (outbound)
(protocel: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 192.168,1.252:123, remete 52.173.193.166:123)

o 9 sandbox - Network Activity: Unknown Protocol (inbound)
(protocel: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 0.0.0.0:68, remote 255.255.255.255:67)

sandbox - Network Activity: UDP Traffic (inbound)
(protocel: UNKNOWN_L7_PROTOCOL, transport: UDP) (local: 0.0.0.0:68, remote 255.255.255.255:67)

11.0.0.0-170709005430.1.9127d8d

4. (Optional) If you want to delete an event, select Actions > Delete Event.

5. If you want to view a reconstruction of the network session, select Actions > View
Network Session.

The session opens in the Navigate view > Event Reconstruction.
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Pivot Network Analysis Results

You can pivot the Network Analysis Results in several ways:

1. Scroll down to the Network Analysis Results.

N/A  Network Analysis Results

Meta Highlights [Show All]

* Source Address
© 127.0.0.1 =

Source Port

MN/A

Seszsion |d

M/A

Alias Host

M/A

1 Referrer

MN/A

File Name
MN/A

Destination Address

10.31.125.249 ~

Destination Port

MN/A

Destination Country
Unavailable =

Destination Organization

MN/A

Direcrory

M/A

2. Hover over a meta value and left-click.
The context menu is displayed.
127.0.0.1 &

# Start Investigation »
Open in Web Browser »
127.0.0.1

3. To view the selected meta value in the Navigate view, select Start Investigation and a time

option.

4. To view the selected meta value in a browser, select Open in Web Browser > Open in

Google.

Use File Actions in the Static Analysis Results

1. Scroll down to the Static Analysis Results.

Conducting Malware Analysis
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60  Static Analysis Results

Company ’ Digital Signature
N/A — TRUST_E_NOSIGNATURE
. File Size k. File Type
1.04 MB (1,085,440 bytes) PE32
. File Version k. Internal Name
N/A . N/A
1’) Language a MD5
EnglishUnitedStates =8 71c2ea2b936ba80f4bad80937b369adf
E Subsystern Type Original File Name
2 B |MAGE_SUBSYSTEM_WINDOWS_GUI N/A
B PE Size |||I|I|||| Product Name
1.04 MB (1,085,440 bytes) o N/A
|||I|I|||| Product Version m SHAT
T NAA =8 78c3bc1e295354134784593446a58f2deda7bads

SHA256 HASH
@ 4883006d63a2e488caa81bd9cs647324c8a6e088a0ded55e5af0fbdBaded227d

2. If you want to download a file, select the file name and either Download File (zipped) or
Download File (natively) in the drop-down menu. It is safer to download a file in zipped

format.

235645659702-107-0_1.exe ~

Download File (zipped)
Download File (natively)
% Filter File Hash »
Open in Web Browser »

2356455509702-107-0_1.exe

71c22a2b936ba80f4badB0537h0

3. If you want to mark the file as safe or unsafe in the hash list, select Filter File Hash and
Mark hash as good or Mark hash as bad.

View Community Analysis Results Details

The Community Analysis Results summarizes results from the community, identifying Indicators
of Compromise that were flagged as a risk or identified as good.

In addition, this view lists the results from Installed AV Vendors and Not Installed AV Vendors.
You can compare results of the installed AV vendors that were configured for the current
Malware Analysis service versus Community results. You can also see results from a list of AV
vendors that are not configured as installed for the current Malware Analysis service.
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Each row of AV vendor results includes the shield icon to show whether the IOC was

discovered by a Primary (ﬁ) or Secondary AV (ﬁ) vendor in the community, the name of the
Installed or Not Installed vendor, and the name of malware or risk detected by the community
and AV vendor. If the AV vendor did not detect a risk, -- Not detected -- is displayed instead of
the name of the risk.

The Not Installed AV Vendors section is expandable to view all entries, but is collapsed by
default to minimize the need to scroll. Clicking the + expands the list.

If no installed AV vendors have been configured for the current Malware Analysis service, the
following message is displayed: No AV vendors were marked as installed. Please go to the
Malware Analysis Service configuration page to identify installed AV vendors.

@) admin &

SERVICES
& ChangeService | O Malware Analytics |  Config @

General Indicators of Compromise  10C Summary Auditing Hash Proxy ThreatGRID  Integration

Select the AV vendors you are using
Primary AV Vendors
£4 AVG @‘;‘-‘ BitDefender ¥ @ ClamWin En F-prot
™ & Fsecure 4 %25 Fortinet 4 K Kaspersky 4 W McAfee-Gateway
™ @ Microsoft @S Sophos 4 , Symantec
[ ##) TrendMicroHauseCall
Secondary AV Vendors
™ & AegisLab ™ € Agnitwm ™ Ay Ahnlab ™ £ Antiy
™ (R, Avira ¥ @ ByieHero ™ @ Commeouch ¥ 1) ESET
¥ @ Emsisoft @ Filseclab ™ GFI GFI ™ Vj Hauri
¥ &3 lkaru ™ dijf Jiangmin ™ [y ™ (@ Kingsoft
™ L Lavasoft ™ [ NANC ™ m Nerman ™ () QuickHeal
4 0 SUPERANGSpyware ¥ @ TotalDefense & @ virlT ¥ A VirusBlokAda
™ @ Zillya! ¥ @ Zoner ™ BN nProtect o

‘ NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d&d

View Sandbox Analysis Results in the ThreatGrid User Interface
If you have registered with ThreatGrid, you can view the Sandbox results directly in ThreatGrid.

1. Scroll down to the Sandbox Analysis Results.

Conducting Malware Analysis 194



Investigate and Malware Analysis User Guide

100

L

s
1

i ® = @ B

Sandbox Analysis Results

Number Files Downloaded

0

Number Processes Spawned

16

Number Incoming Sockets

0

Number of Sockets Listening

0

Vendor Name

ThreatGrid

MNumber of UDP Sockets

9

Number of Firewalled Connections

0

o M2 sl
P %)

L

Number Qutgeoing Sockets

0

Mumber Sockets with Unknown Protocol

8

Process Runtime

0

Process Status

M/A

Analysis Id
52bba6514d37h1760d78a44h082b735f

Number of Registry Modifications

1

Number of File Medifications

9

2. Click the Analysis ID and select Open In ThreatGrid.
The analysis report in ThreatGrid is displayed.
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Investigation Reference Materials

This section provides is intended to help you understand the purpose and application of
NetWitness Investigate views. For each view, there is a brief introduction and a What Do You
Want To Do table with links to related procedures. In addition some of the reference materials
include workflows and Quick Looks to highlight important features in the user interface.

Navigate View

Events View

Malware Analysis View

Add/Remove from List Dialog

Add Events to an Incident Dialog

Context Lookup Panel

Create an Incident Dialog

Event Analysis View

Event Analysis View - Text Analysis Panel

Event Analysis View - Packet Analysis Panel

Event Analysis View - File Analysis Panel

Event Reconstruction View

Investigate Dialog

Investigation Tab - User Preferences Panel

Manage Default Meta Keys Dialog

Malware Analysis Events List and Files List

Manage Column Groups Dialog

Manage Profiles Dialog

Navigate View
Query Dialog

Scan For Malware Dialog
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o Select a Malware Analysis Service Dialog

o Settings Dialog for Navigate View and Events View
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Add Events to an Incident Dialog
In the Add Events to an Incident dialog, analysts can add alerts to an existing incident so that
incident responders look at the associated events as part of an incident response.

To access this dialog while investigating a service in the Investigation > Events view, select
Incidents > Add to Existing Incident from the toolbar.

Workflow

I You are here I

View Query Reconstruct an
Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T S )

Threat Hunter add one or more events to an existing Add Events to an
incident or to a new incident* Incident for
Response
Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results* Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter conduct interactive event analysis Analyze Events in

the Event Analysis
View
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User Role Documentation

Incident Responder investigate an incident NetWitness
Respond User
Guide

Threat Hunter conduct malware analysis Conducting Malware

Analysis

*Y ou can perform this task in the current view.

Related Topics

o Examining Events

o Events View

Quick Look

The following figure is an example of the Add Events to an Incident dialog. The table describes
the information and options in the Add Alerts to an Incident dialog .

Alert Summary Manual alert for Last 3 Hours
Severity 50 3

cn | 1t-1 I I £ q

[[v] Name Date Created - Priority
[+ INC-16 Test Event for Documentation 2017/07/18 15:07 High
O INC1s Test Disable Rule 2017/07/1813:47  Critical
[0 INC14 Test Rule 201710718 13:42  Critical
[0 INC13 Test last 48 hrs 2017/07/1813:24  Critical
O Nc1z Test Mew Rule 2017/071812:41  Critical
[T N1 High Risk Alerts: ESA 2017/07M8 1235 Critical
O INC-10 test 2017/07/1812:09  Critical
[ INC-9 Incident 2017/071811:55  Critical
[0 INC-g Test Broker Service 2017/07/1811:53  Medium
[0 INC-7 Test New 2017/07M1811:48  Medium

| Page 1 of1 | | C
Cancel Add to Incident
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e o

Alert The Alert Summary field is filled by the query that produced the select alerts,

Summary which you selected to create this incident. The Severity field reflects the Severity
of the selected alert, an integer between 1 and 100.

Search Allows you to search for an existing event.

ID The ID of the incident. You can sort IDs in ascending or descending order.

Name The incident name. You can sort the Name in ascending or descending order.

Date Displays the date and time the incident was created. You can sort the dates in

Created  ascending or descending order.

Priority ~ Displays the priority of the incident: either low or critical.

Cancel Closes the dialog without saving changes.

Add to Adds the alerts to the incident. A dialog confirms that alerts are successfully

Incident  added
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Add/Remove from List Dialog

When working in Investigate, you may find an IP address or user name that you want to watch in
the Navigate view and the Events view. In the Add/Remove from List dialog, you can add meta
values for the Source IP, Destination IP, or Username meta keys to an existing context
hub list or you can create a new list containing the meta values. When you add meta values to a
list, you can look up additional context on those meta values.

To display the dialog. right-click a meta value under Source IP, Destination IP, Or
Username) and select Add/Remove from List in the context menu.

Workflow

The following workflow diagram shows the high-level workflow for Investigate with the location
of the current activity highlighted.

I You are here I

Submit View Query Reconstruct an
a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

R S

Threat Hunter add meta values to a Context Hub List* ~ Manage Context

Hub Lists and List

Values in Investigate

Threat Hunter create a Context Hub List* Manage Context
Hub Lists and List

Values in Investigate

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation
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T T )

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter analyze an event™® Analyze Events in

the Event Analysis

View

Incident Responder investigate an incident NetWitness
Respond User
Guide

Related Topics

o View Additional Context for a Data Point

o Examining Events

o Events View

Quick Look

The following figure is an example of the dialog when initially opened.

Add/Remove from List

Add the meta value to one or more lists by selecting the available list from the drop-
down option. To remove a list from the meta value, click the delete icon for each list.

Meta Value a

List choose ... ~

Create Mew List

Cancel Save

The following figure shows the dialog when you select Create New List.
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Add/Remove from List

List Name

Description

Back

Cancel Save

The following table describes the features of Add/Remove from List and Create New List

dialogs.

e Jowemen

Meta
Value

List

Create

New List
List Name
Description
Create

Back

Cancel

Save

The selected meta value to be added to the existing or new list.

The list to which the selected meta value must be added. A drop-down menu

provides a list of available lists to which you can add the meta value.

Opens a new dialog in which you can create a new list for the selected meta

value.

The name of the new list.

The description of the new list.

Create a new list after entering the required fields.

In the new list mode, cancels the new list creation and returns to the original

dialog.
Cancels the addition of the meta value to a list and closes the dialog.

Saves the changes made to the lists and closes the dialog.
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Context Lookup Panel

After an administrator configures the Context Hub service, you can view the contextual
information for the meta values in the Navigate view and the Events view of the Investigate. The
Context Hub service is pre-configured with default meta type and meta key mapping. For
information about the mapping of the context hub meta value with investigation meta key, see
"Manage Meta Type and Meta Key Mapping" in the Context Hub Configuration Guide.

The Context Lookup panel is displayed on the right side of the Navigate view and Events view
of the Investigation module. Meta values that have been added to a Context Hub list are
highlighted in gray in the Navigate view Values panel. When you right-click a highlighted value
and select Context Lookup in the resulting context menu, the lookup results are displayed in the
Context Lookup panel for configured sources for the selected meta value. You can select a
source in the Context Lookup panel icon bar to view the contextual information.

Workflow

I You are here I

Submit View Query Reconstruct an
a Query Results \ Event

Conduct Conduct
Malware Interactive

Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T TP [

Threat Hunter investigate meta values™ View Additional

Context for a Data

Point

Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results* Conducting an_
Investigation

Threat Hunter reconstruct an event Reconstruct an

Event
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Documentation

User Role

Analyze Events in
the Event Analysis

Threat Hunter conduct interactive event analysis

View

NetWitness
Respond User
Guide

Incident Responder investigate an incident

*Y ou can perform this task in the current view.

Related Topics
o Events View
e Navigate View

o "NetWitness Feedback and Data Sharing" in the Live Services Management Guide

o View Additional Context for a Data Point

Quick Look

The following figure is an example of the Context Lookup panel, and controls and features are
described in the table.

INVESTIGATE MONITOR

8 Concentrator ¥ Query © ElProfile ® EJMeta © | 8 Total © = Descending © BB Event Count Save Events Actions
< Context Lookup >
2012 \ 2 \ 16:35:00 (+00:00) All Data 2017 ‘ [ ‘ 03:31:50 (+00:00) | & Netwitness Enapoint z

a5t Updated: 18 minutes ago
A Visualization
1

10.101.47.53 (BED-ECAT-APP-02)

ER = |

4 . Threat Category (3 values) £

g s # of Modu oco  1oc

testioc (842) - created._in_last_month.sal (305) - compiled_in_last_month.sl (42) 0| Machm P
= 1024 3642
e Threat Description (1 value) £ ;
301189 La 2years ago

> o ServiceType (5values) o
OTHER (2.526) - HTTP (195) - DNS (9) - SSL (2) - FTP (2) - SMB (1)

AC B48FSOETDIBA
=, . TopLevel Domains (20 07 20+ values) »

Microsoft Windows Server 2012 R2 Standard
com (647) - 7ip (83) - net (68) -it (65) - do (31) - 0rg (30) - cab (18) - xxx (15) - lechateau.ca (10) - the-olivers.us (5) - telecomitalia.t (5) - student.su (5) - pg.t (5) - info (5) - google.ae (5) - de (5) -android (5) d 8

- albertahealthservices.ca (5) - aigcreditpl (2) - support (1) ... show more

. Hostname Aliases (20 of 20+ values) £

1(546) -

o
Win2k8-60 (839) - bed-ecat-app-02 (345) - (Win2k8-40 (323) - ‘www.fortinet.com (215) - (beacon.scorecardresearch.com (120) - gmt; (75) - ver4.0.1.vpn.image.zip (58) - www.google.com (50) - 7:18:34 (50)
- (search.usa.gov (27) - ircmcs.net (25) - (beacon sarurastidiac cam (24) . reacal it (20) - 2343889 (20) - XOLXXX.XXX.XXX (15) - xxx.com (15) - www.fortiguard.com (15) - woodmen.com (15) - spam.com (15)
- service.fortiguardnet (15) .. show more copy
5 Live Lookup
@ @ Source IP Address (20 of 20+ values) SR YR
127.0.0.1 (1,961) - (192.168.1.1 (838) - (10.100. oy ) - 10.23.1.197 (144) - 10.101.47.107 (41) - 192.168.2.111 (40) - 10.251.34.4 (33) - 10.31.205.6 (28) - 10.101.47.132 (24)
-110.101.47.66 (24) - 1192.168.204.150 (20) - ‘9 ? (17) - 192168221 (15) - (159.18.26.96 (15) - (95.182.209.5 (15) - (24.218.91.113 (14) - (192.168.2.113 (6) - (10.208.12.75 (6)
.. show more ‘Add/Remove from List(s)
Data science
<o - Destination IP address (20 0f 20+ values) & || oo
127.0.0.1 (1,961) - 10.100.32.133 (323) - (192.1} External Lookup ) -(10.101.47.53 (26) - 192.168.2.128 (25) - (192.168.1.25 (25) - (4.79.209.234 (24) - 61.16.175.232 (20) - (10.31.205.6 (19)
-10.101.47.128 (17) - 10.101.47.107 (17) - 10 (13) - 1184.72.236.84 (12) - (175.45.176.5 (12) - (10.153.9.211 (12) - (10.254.174.10 (11) - 124.226.193.48 (10) - (192.168.2.1 (9)
<. show more
o
(o - Source IPv6 Address (2 valucs)

Top Suspicious Modules (10C Score > 500)

> wiexe

» aa_ticket 9017937910 pif
> w2exe

» aa_ticket_8392051302 pif
» baretail.exe

Machine 110C Levels

» 110C Level 0
»110C Level 1
> 110C Level 2
> 110C Level 3
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e o

Source Displays the icons for the available sources: Endpoint, Incidents, Alerts, and Lists.
Options

Bar

Source Displays the source name based on the selected icon:

Name « Endpoint

o INCIDENTS
e ALERTS

o LISTS

Sort Provides a drop-down of sort options for the listed context information. Possible
sort options are Severity - High to Low, Severity Low to High, Date - Oldest to
Newest. and Date - Newest to Oldest. The sorting options vary by source type.

o Refreshes the lookup results.

n items The footer provides a count of the total number of results, and the count of results
(First n currently displayed. For example, 50 Alerts (First 50 Alerts).
Results)

Lookup Results

The Context Lookup panel displays the following information when retrieving the context data
from the configured sources.

Incidents

Incidents are displayed based on time first (Newest to Oldest) and then priority status. The
following information is displayed for incident lookups:

Incident Name and ID

Priority status of the incidents

o Risk Score value of the incidents
o Date when the incident was created

Status of the incident
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Assignee for the incident

Last Updated: Indicates when contextual data was last fetched from data source and updated

to cache.

Time window: This is based on the value that is set for the "Query Last (Days)" field in the
Configure Respond window. For details, see the "Configure Respond as a Data Source" topic
in the Context Hub Configuration Guide.

Sort: This drop-down field provides options to change the sorting of result based on time or

priority.

Alerts

Alerts are displayed based on the Severity. ;The following information is displayed for alert
lookups:

Alert Name

Severity value of the alerts

Date when the alert was created

Incident ID: This is the ID of the incident that the alert is associated with (If any).
Sources: Event source name

Number of events associated with the alert.

Last Updated: Indicates when contextual data was last fetched from data source and updated

to cache.

Time window: This is based on the value that is set for the "Query Last (Days)" field in the
Configure Respond window. For details, see the "Configure Respond as a Data Source" topic
in the Context Hub Configuration Guide

Sort: This drop-down field provides option to change the sorting of result based on time or

priority.

Lists

The following information is displayed for list lookups.

List Name
Owner who created the list

Created Date
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o Last Updated Date

o Description of the list

Endpoint
The following information is displayed for Endpoint lookups.

o Machine name and IP address of the machine.
By clicking on the IP or Endpoint machine name, you will be navigated to Endpoint UI to

perform further investigation.

o Last Updated: Indicates when contextual data was last fetched from data source and updated

to cache.
o Machine Score: A machine IIOC score is aggregated based on the module scores.
o Number of modules: Number of active files for the selected machine.
o Last Updated: Indicates when the scan results were last updated in Endpoint database.
o Last Login User
e Machine MAC Address
o Operating System Version
o Admin Notes (if any)
o Admin Status (if any)

o Top Suspicious Modules (Modules that have an I[IOC score > 500). This is based on the value
set for "Minimum IIOC Score" field in the Configure Endpoint window. The default value for
"Minimum IIOC Score" is 500.

e Machine IIOC Levels
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Create an Incident Dialog
In the Create an Incident dialog, analysts can create an incident from selected events in the
Events view. The incident is then available to incident responders working in Respond.

To access this dialog, while investigating a service in the Investigation > Events view, select
Incidents > Create New Incident from the toolbar.

Workflow

I You are here I

View Query Reconstruct an
Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T S ()

Threat Hunter create an Incident or add events to an Add Events to an
incident* Incident for
Response
Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results* Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter conduct interactive event analysis Analyze Events in

the Event Analysis
View
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T T

Incident Responder investigate an incident NetWitness
Respond User
Guide

Related Topics

o How NetWitness Investigate Works

o Events View

Quick Look

The following figure is an example of the Create an Incident Dialog, and the features are
described in the table.

Create an Incident

Create An Alert From These 1 Events:

Alert Summary Manual alert for Last 3 Hours

Severity 50 o

Mame Test Event for Documentation

summary Creating an alert for this event.

Assignee Admin
Categories Sacial: Other @

Priority High
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e o

Create
Summary
from
These

Events

Name

Summary

Assignee

Categories

Priority

Cancel

Save

The Alert Summary field is filled by the query that produced the select alerts,
which you selected to create this incident. The Severity field reflects the Severity

of the selected alert, an integer between 1 and 100.

(Required) Specifies a name to identify the incident. In the example, the name is
Sample Incident. You can provide a name that clearly identifies the nature of

events that will be added to this incident

(Optional) Specifies a description for the incident. A good summary clearly

identifies the incident for other analysts and responders.

(Optional) Assigns the incident to a user in the SOC. Clicking Assignee opens a
drop-down list showing the user names of SOC personnel who respond to

incidents.

(Optional) Identifies categories of incidents. Clicking Categories, opens a drop-
down list of Incident categories and subcategories. You can select one or more
categories to which the incident belongs. Categories fall into these major groups:

Environmental, Error, Hacking, Malware, Misuse, and Social.

Identifies the priority for the incident. Clicking Priority opens a drop-down list of
priorities: Critical, High, Medium, or Low displayed in the drop-down list.

Closes the dialog without saving changes.

Saves the incident and closes the dialog. A message confirms that the incident

was created successfully.
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Event Analysis View

In the Event Analysis view, interactive features enhance your ability to find meaningful patterns
in the data. This is an alternative to the static Event Reconstruction view. Analysts who are
assigned a user role with access to the Event Analysis view can examine network, log, and
endpoint events in the Event Analysis view. You can choose between this view or the Event
Reconstruction view.

The Event Analysis view lists the events associated with the current drill point in the Navigate
view in order by time. When you click an event, the Network Event Details, Log Event Details,
or the Endpoint Event Details panel opens in the same browser window. Each type of event has
one or more types of analysis: Text Analysis, Packet Analysis, and File Analysis.

To access this window, do one of the following:

o Inthe Events view with Detail View selected, click Event Analysis at the end of the event,

o In the Event Reconstruction toolbar, click Event Analysis.

Workflow

Submit View Query Reconstruct an
a Query Results Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

I You are here

What do you want to do?

T S ()

Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
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T T )

Threat Hunter analyze an event* Analyze Events in
the Event Analysis

View

Threat Hunter conduct malware analysis Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness

Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

o Event Analysis View - Packet Analysis Panel

Event Analysis View - Text Analysis Panel

Event Analysis View - File Analysis Panel

Quick Look

When you open a drill point in the Event Analysis view, the service being investigated counts the
results of the initial query up to a limit of 100,000 events, and the first 1,000 events, packets
,logs, and endpoint events are loaded in the Event list panel. The columns in the Event list panel
list the Event Time, Event Type (Network, Log, or Endpoint), Event Size, and Summary. You
can:

o Scroll through the list and click Load More to see the next 100000 events.
o Drag the columns to rearrange the order.
o Make columns wider or narrower.

o View the event analysis of an event.
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POND  INVESTIGATE MONITOR

06/26/2017
10:59:46.962 pm

GET /bio.html HTTP/1.1
Accept: image/gif, image/x-xbitmap, image/jpeg, image/pipeg, application/vnd.ms- DB/26/2017 10:59:43 pm
excel, application/wvnd.ms-powerpoint, application/msword, application/x- sz 439118
shockwave-flash, */*

Referer: http://ivoteog.com/index.html

Accept-Language: en-us 1 1

UA-CPU: XBE

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.9; Windows NT 5.1; .NET CLR 1.1.4322)

Host: ivoteog.com

Connection: Keep-Alive

12 of 100000

The read-only breadcrumb shows the query used to produce this data set. All queries are
done in the Navigate view or the Events view.
This is a read-only list of events based on the query made in the Navigate or Events view.

The Event list includes a count of the events. You can rearrange and resize columns. You
can scroll to the bottom of the list, and load more events (see Analyze Events in the Event
Analysis View).

Controls to change the size of the panel and close the panel.

and

The type of event being analyzed is reflected in the heading: Network Event Details, Log
Event Details, or Endpoint Event Details. Each view is discussed in detail in Analyze

Events in the Event Analysis View.

The types of analysis available for the event type. Network events can use all three types

of analysis: text, packet, and file. Log and endpoint events use only text analysis.

These options vary for the different types of analysis. They are discussed in detail in

Analyze Events in the Event Analysis View.

Controls to show or hide the Event Header, show or hide requests and responses, and open
the Event Meta panel (12). These controls are described in Analyze Events in the Event

Analysis View.
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ﬁ Click this icon to hide the Event Header or display it. Hiding the header allows more
space for the packet list, reducing the amount of scrolling required to view more packets.

. Click to display the Event Meta panel for the event in another panel.
n Reopen the Event list panel or the Event Meta panel if you have closed it.
0N Event Header, which provides summary information about the event. This information is

different for the different event types (packet, log, and endpoint).

IO The event data (sometimes called a payload for packets). The event data for a log event or
endpoint event is typically a line of text from the raw log rather than request and response
shown for a packet.
iVl The Event Meta panel lists the meta keys and values found in the data. Some meta data
are searchable; they have a binoculars icon, which you can click to see the associated

data highlighted in the event data (see Analyze Events in the Event Analysis View.
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Event Analysis View - File Analysis Panel

In the File Analysis panel (Event Analysis > File Analysis), you can safely view a list of files
and download one or more files in an event that you found in the Navigate view or the Events
view.

Workflow

Submit View Query Reconstruct an
a Query Results Event

Conduct Conduct

Investigate an .
g Malware Interactive

Incident . ,
- Analysis Event Analysis

I You are here

What do you want to do?

T [ [

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter analyze an event* Analyze Events in

the Event Analysis

View

Threat Hunter export files from an event* Analyze Events in
the Event Analysis

View

Threat Hunter conduct malware analysis Conducting Malware

Analysis
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User Role Documentation

Incident Responder investigate an incident NetWitness
Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

o Event Analysis View

o Event Analysis View - Text Analysis Panel

o Event Analysis View - Packet Analysis Panel

Quick Look

The File Analysis panel displays a list of files associated with a network event. You can
download files in this view.

Below is an example of a File Analysis.

11997 prm - 07/11/20
Network Event Details 5 File Analysis

[ Download Files (2)

NW SERVICE ESSION SOURCE IP:PORT DESTINATION IP:PORT SE CE FIRST PACKET TIME
Concentrator6s 161,253.31.173: 34056  74.220.207.184: 80 06/26/2017
10:59:43.071 pm

LAST PACKET TIME CALCULATED PACKET SIZE  CALCULATED PAYLOAD SIZE CALCULATED PACKET
06/26/2017 438004 bytes 405068 bytes il
10:59:46.982 pm

FILE NAME MIME TYPE FILE SIZE HASHES «f NETNAME ther misc
teog.com
- ' = COUNTRY.S nited States

CITY.SRC Washington
LATDEC.SRC 38.9376
LONGDEC -77.0928

COUNTRY. United States

CITY.DST Orem

LATDEC.DST 40.2968

LONGDEC.DST -111.6761

ORG.SRC The George Washington University
Unified Layer

not top 20 dst

DOMAIN.S .edu

Warning: Files contain the original raw unsecured content. Use caution when opening or downloadi —
files; ﬂ'lngy may contain rnalll:lgius data. pening ng ewRTN.DS tmonster.com
L pdeco111

12 of 100000 RID 8

Click to download one or more selected files.
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WA The Event Header displays summary information for the network event that contains the
files.
Scrollable list of associated files that you can select and download.

Reminder that caution is necessary when downloading potentially malicious files.
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Event Analysis View - Packet Analysis Panel

In the Packet Analysis panel (Event Analysis > Packet Analysis), you can safely view and
interactively analyze the packets and payload of an event that you found in the Navigate view or
the Events view.

Workflow

Submit View Query Reconstruct an
a Query Results Event

Conduct Conduct

Investigate an .
g Malware Interactive

Incident . ,
- Analysis Event Analysis

I You are here

What do you want to do?

T [ [

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event

Threat Hunter analyze an event™ Analyze Events in
the Event Analysis
View

Threat Hunter export files from an event™® Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis Conducting Malware

Analysis
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T TR

Incident Responder investigate an incident NetWitness

Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

e Event Analysis View

o Event Analysis View - Text Analysis Panel

o Event Analysis View - File Analysis Panel

Quick Look

Only network events can be analyzed in the Packet Analysis panel. The Packet Analysis panel
lists each packet in the event. For each packet, you can see the packet number, the direction
(Request or Response), and the packet contents ascii format on the left, hexadecimal format in
the middle, and text format on the right. The list of packets is scrollable. When you scroll, the
packet or text identification information as well as the Request and Response labels remain
visible rather than scrolling out of view.

Each packet is displayed with shading and highlighting to help identify common file patterns:
significant header and payload bytes, hexadecimal and ascii bytes, and common file signatures.
In addition, you can adjust the request/response display, and display or hide the packet summary.

Below is an example of ther Packet Analysis panel.
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§ 07/11/1997 034 1-071

Network Ejvent Details s Packet Analysis File A ©0OMm|
v v

Download PCAP | v ® comumon FiLe paTTERNs () sHADEBYTES @  DISPLAY PAYLOADS ONLY

SOURCE IP:PORT DESTINATION IP:PORT SERVIC FIRST PACKET TIME
161.253.31.173: 34056  74.220. 84:80 06/26/2017
10:59:43.071 pm
LAST PACKET TIME CALCULATED PACKET SIZE CALCULATED PAYLOAD SIZ 'Eﬂ Il.ln.;'qfi:} PACKET

06/26/2017 438004 bytes 405068 bytes SOuN
10:59:46.982 pm

v Packet1 HEADER M ‘43,?}1 pm D 12714 SEQ 3875647531

000200 ¢ tep.dstport=80 e = 1 /26/2017 10:59:43 pm
800016 8a 3f 4 00 7e 66 5 439118
800032 85 o8 7 01 i,
000848 44 1c 50 89 9@ 08 ©e =
1

00:17:DF:68:C8:00
00:13:C3:38:C7:00
2048
000000 17 6b 8 % 13 c3 3b 8 45 00 AT BEELE 161.253.31.173
000216 14 31 (48 31 06 1d 74 b8 a1 fd
000032 58 85 20 9 39 od @ 2b 58 18 5 T AT 1ES
cb 88 d6 £f 3 7% 3 9¢ cb E G 0 6
c8 dd f6
) b8

+ Packet 2 06/26/2017 10:59:43.075 pm 1D 13077

eea112 8 €3 ac = f3
] f@ Ba fe

12 of 100000 100 of 545

Options for exporting a network event. You can export a PCAP, all payloads, request
payloads, or response payloads for deeper analysis and to share with others.

The option to identify common file signatures is activated by default. Common file
signatures are highlighted in orange (7); hovering over the highlight reveals the file type.
The Shade Bytes option adds shading to identify the different hexadecimal bytes (00 to
FF) using degrees of highlighting.

The option to display payloads only hides the packet headers, leaving more space for the
payload.

The Event Header.

Significant bytes are highlighed in a blue background; as you move the cursor over the

highlighting the meta data is displayed in a hover box. For example, Header Meta
ip.proto=6 is a tooltip for highlighted meta data in the hexadecimal and binary

representation of the packet header.

Orange highlighting identifies a common file signature. Moving the mouse over the area

‘_

displays the possible file type in a hover box.
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Event Analysis View - Text Analysis Panel

In the Text Analysis panel (Event Analysis > Text Analysis), you can safely view and analyze
the raw text payload of an event that you found in the Navigate view or the Events view. The
Text Analysis panel includes features that can show decompressed or compressed text, expand
truncated entries, perform URL and Base64 encoding and decoding, and download network
events, logs, and endpoint events. The Text Analysis panel is available for all types of events:
network, log, and endpoint.

Workflow

Submit View Query Reconstruct an
a Query Results Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

I You are here

What do you want to do?

T TS )

Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Examining Events

Threat Hunter reconstruct an event Reconstruct an
Event

Threat Hunter analyze an event* Analyze Events in
the Event Analysis
View

Threat Hunter export files from an event* Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis Conducting Malware

Analysis
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User Role Documentation

Incident Responder investigate an incident NetWitness
Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

o Event Analysis View

o Event Analysis View - Packet Analysis Panel

o Event Analysis View - File Analysis Panel

Quick Look

The Event Analysis view displays the text of a single event in the Text Analysis panel. When
you click an event in the Event list panel, the adjacent panel shows the Text Analysis. Only the
raw log for log events and endpoint events is shown in the Text Analysis panel. For network
events, the direction of the packet (Request or Response) and contents of each packet are
provided in text format.

¢ m|

v

@ | DISPLAY COMPRESSED PAYLOADS

SERVICE

21:56.974 pm

c
04,743 pm 4562584

GET /att/GetAttachment.aspx?file=71825274-88ba-4c6d-891e-

a789dbdf1d11. tifhct=oN1hZ2UvdGlmZg_3d_3d&nome=UE1BMTASNZzUUAGLm&inline=@&rfo=fdempty=Falseki
mgsro=khm__login=justinnwtest&hm__domain=hotmail.combip=18.1.186. 8&d=d?5948mf=0&hm__ts=Mon%
2cX2027%200ct%202008%2019%3031%3058%20GMTEhm__ho=30a5983b944684211aeff17b21303febc200a41bko
neredir=1 HTTP/1.1

Host: 65.55.131.121

User-Agent: Mozilla/5.@ (Windows; U; Windows NT 5.1; en-

US; rv:1.9.8.3) Gecko/2008092417 Firefox/3.0.3

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: I50-8859-1,utf-8;0=0.7,%;q=0.7

Keep-Ali 300

Connecti eep-alive

Referer: http://byl26w.bayl126.mail.live.com/mail/InboxLight.aspx?n=747489514

ETH.TYPE

I1PSRE

HTTP/1.1 208 OK

Date: Mon, 27 Oct 2008 19:31:51 GMT

Server: Microsoft-I15/6.0

P3P: CP="BUS CUR CONo FIN IVDo ONL OUR PHY SAMo TELo"™
56
b oamadbe 10RO TA
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Il Options for exporting a log, a PCAP, or files for deeper analysis and to share with others.

This download menu is for network data.
The event header information.
Click to view the network payload in compressed or decompressed form.

3 The payload for a network event includes requests and responses. This is the request side
of the packet.

Rl This is the response side of the packet. Only 1% of the response is displayed because it
has been truncated to allow viewing of more packets. When you scroll down, you can
click an option to display the rest of the payload.

(‘M This message is displayed when the threshold of 2500 packets is reached, a measure to

Ioptirnize performance. Additional packets will not be displayed. You may want to

download the event to view all of the packets.
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Event Reconstruction View

The Event Reconstruction view provides a reconstruction of a selected event from the Events
view. By default, NetWitness Suite displays the best reconstruction for the event determined by
the event content, or the default reconstruction that you have selected in the Default Session
View setting for Investigate. You can use the options in the Event Reconstruction toolbar to
change the reconstruction method, view top-to-bottom or side-by-side results, select request and
response views, export an event, export meta values, extract files, open an email attachment,
and open the event in a new tab.

To access this view, do one of the following:

o In any Events view, double-click an event.

« In the Events view with Detail View selected, right-click Event Analysis at the end of the

event, and select Event Reconstruction.

o Inthe Event Reconstruction toolbar of previewed reconstruction, click Open Event in New
Tab.

Workflow

| You are here

View Query Reconstruct an
Results Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T T [

Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Investigation Reference Materials 226



Investigate and Malware Analysis User Guide

T T CE

Threat Hunter view a reconstruction of an event* Reconstruct an

Event

Threat Hunter view interactive Event Analysis Analyze Events in
the Event Analysis

View

Threat Hunter export files from an event* Reconstruct an

Event

Threat Hunter conduct malware analysis Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness
Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

o Event Analysis View

Quick Look

This figure is an example of the Event Reconstruction view. The following table describes the
toolbar options.

227 Investigation Reference Materials



Investigate and Malware Analysis User Guide

‘ent Reconstruction

service id type source destination service first packet time

Concentrator 1585 Network Session 147928 1150004 0O 2017-07-05T12:32:01.106

Request & Response [ Top To Bottom @ [M] Best Reconstruction 4 Actions ©  [El Open Event in New Tab  [B Event Analysis
:

Packet 1 (id = 127888 seq = 3938823145) 2017-87-85 12:32:01.106 (71 Payload Bytes)

£OGROGA0 : B2 90 90 90 B0 0 0P 00 0O 00 0@ 68 65 8@ 45 80

2020616 : 88 7b dc TO 46 90 42 06 4d 64 8a 1T 7d f5 @a 1T

20820032 : 7d f5 bb 38 3 54 ez 4b 99 e9 2b fa of 7e 80 18

BOEROG4E : Be 33 1A 96 @0 8@ 01 ©1 68 Aa A6 02 Be Bb 6 82

POAROGES : 52 @5 a0 @0 @1 0P 3T 00 00 00 62 09 89 69 81 80

BOGROBES : A3 04 @1 85 @0 8P 00 6f 00 0O AR aB 48 02 @ bP

POAROBI6 : 45 @0 @0 do 45 0P 00 07 Ol 00 00 la @@ 8@ B 61

20020112 : 67 67 09 00 20 90 92 91 00 02 @2 82 0@ 6@ ed 6T

POARO12E : 7O @4 @0 OO @@ G 65 7B T4 -- -- -- -= —= = -

Packet 2 (id = 127810 seq = 737845118) 2017-87-@5 12:32:01.106 (@ Payload Bytes)

AOARGG0 : AR BA OA OO GO 0P 0P 0O OO PO AR OA B BB 45 BB [ ........ ......E. ]

POAROAL1E : B2 34 TS Oe 40 00 42 06 31 fd @a 1f 7d 5 @a 1f [ .4..@.@. 1...}... ]

80080032 : 7d f5 c3 54 bb 38 2b fa Of 7e ea 4b 9a 3@ B@ 18 [ }..T.8+. .~.K.B.. ]

20000048 : @1 77 10 4f @0 0@ 01 01 OF 03 06 02 8e 6b @6 82 [ .w.0 k]

BOOBOBES : Be Bh -- -= -= = = = = - - —= oo —= —= —= [ .k ]

Packet 3  (id = 127811 seq = 737845118) 2@17-87-05 12:32:81.106 (@ Payload Bytes)

POAROGA0 : B2 90 90 00 00 0P 0 00 OO 00 00 88 65 BB 45 80 [ ........ ......E. ]

A0OROA16 : AR 34 f8 9e 40 00 48 86 31 fd @a 1f 7d 5 @a 1f [ .4..8.0. 1...}... ]

20000032 : 7d f5 ¢3 54 bb 38 2b fa Oof 7¢ ea 4b 9a 3@ 5@ 18 [ }..T.8+ L]

20020048 : @1 77 1@ 4f 20 90 @1 @1 08 Os @6 82 3e 6b @6 B2 [ .w.0 -] -

500 of 3,453 packets; loaded from cache ow Reconstruction Log

Description

Request & Displays a drop-down menu for selecting whether the view displays:
Response « Request & Response

e Request

e Response
Organization Displays a drop-down menu for selecting whether the information is displayed

top to bottom or side by side.
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e o

View Displays a drop-down menu for selecting what information is displayed. By

default, Best Reconstruction is selected. Other options are:
o View Meta

e View Text

o View Hex

o View Packets

o View Web

e View Mail

o View Files

Actions Displays a drop-down menu with the actions available in the Event

Reconstruction view.

Open Event ~ Opens the event in a new browser tab.

in New Tab

Beneath the toolbar is a list of meta keys and values. Some of the keys offer a drop-down menu
with available actions.

The bar at the bottom of the view offers several options.

o o —

l Displays the previous event.
l Displays the next event.
Show Displays the reconstruction log at the bottom of the view. Once you click this

Reconstruction button, it changes to Hide Reconstruction Log.

Log
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Events View

In the Events view a list of events associated with a session is available. There are two ways to

display the Events view:

o Select Investigate > Events. NetWitness Suite runs a default query on the last three hours for
the default service (if one is set) or displays a dialog in which you can select a service and
then runs the default query. The default query selects all events and the Events view displays

events on the selected service, with the oldest events first.

o From within the Navigate view, click an event. The Events view displays the events on the

selected service based on the drill point in the Navigate view.

Workflow

I You are here I

View Query Reconstruct an
Results | Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

roe oo

Threat Hunter submit a query* Beginning an

Investigation of a

Service or Collection

Threat Hunter set user preferences for the Events view* Configure Navigate
View and Events
View
Threat Hunter filter and search results in the Events Examining Events
view*
Threat Hunter combine events from split sessions* Combine Events

from Split Sessions
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T T )

Threat Hunter add events to an incident for response* Conducting an
Investigation

Threat Hunter reconstruct an event* Reconstruct an.
Event

Threat Hunter view interactive Event Analysis* Analyze Events in
the Event Analysis
View

Threat Hunter export files from an event™* Export Events

Threat Hunter manage column groups* Manage Column

Groups in the Events

View

Threat Hunter look up additional context for a meta View Additional

value* Context for a Data

Point

Threat Hunter conduct malware analysis Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness
Respond User
Guide

*You can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

o Examining Events

e Navigate View

Quick Look

The Events view provides three built-in presentations of event data: the Detail view, the List
view, and the Log view. The List view and Detail view are intended for viewing packet data
events, and they provide more information for each event including the timestamp, event type,
event theme, and size.
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The List View shows corresponding source and destination address and port information for

events in summary form in a grid.
o The Detail View shows all metadata collected for the event in a paged view.

The Log View is optimized for viewing log information, and provides more information for

each log including the timestamp, event type, service type, service class, and the logs.

You can use queries, the time range setting, and profiles to filter the events listed in the Events
view. From any view type in Events view, you can extract files; export events, logs, and meta
values; open the Event Reconstruction panel, and open Event Analysis.

The following figure is an example of events in the Detail View. The Context Lookup panel is
visible only if the Context Hub service is configured.

@) admin @J

INVESTIGATE

EVENTS
E= Broker63 ¥ Query @ [EJProfile ©® HEJ Detail View ® < Actions + Incidents Search Events = Settings
[0 Event Time EventType = Event Theme Size Details
> >
¥ sessionid : 8012812
# device.ip:

B medium: 32

User.Activity.Privileg...

[0 2017-06-14T16:57:32 Log Use.Successfu 136 bytes

etname : private src
& direction : outbound
+ Show Additionsl Mets B View Details B Event Analysis

> ipsre
€3 sessionid | B012813
# device.ip:

B medium: 32
# device.type -

System.Normal

22byres @ device.c
Conditions y # device.c

vent.desc: Renew
etname : other src
L rection : outbound
+ show Additional Meta B View Details B Event Analysis -
Displaying 1 - 25 of 100,000 events

| Pagel | » | C | 25 ~ eventsperpage
11.0.0.0-170612140943.1 be1 dcf3

| NETWITNESS SUITE

The following figure is an example of events in the List View.
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INVESTIGATE

EVENTS

E Broker63 ¥ Query @ ] Profile ® [JListView ® - Actions ® -~ Incidents &

Event Time Event Type Size Details

Log

Log
Log 807 bytes
Log

2

Log

O0Ooooog

Log

| Page |1 of 1 | | C | 25 ~ eventsper page Displaying 1 - 6 of 6 event matches

The following figure is an example of the Log View.

INVESTIGATE

EVEN
oncentrator Eldelallile M ¥ Query rofile & og View & -~ ions & -- Incidents & Vi - Settings
Ci ttrat t3 ¥ Query ® [J Profil O LogV Act Incidents “- Setting

O EventType  Service Type Service Class Logs In
o

O Network Not & log service =
7]

O Network Mot a log service e
fat

O Network Mot a log service ’5

O MNetwork Mot a log service Q
=

O Network Not a %

O Network Not &

O Network Not a

O Network Not &

O Network Mot a log service

O Network Mot a log service

O Network Not a log service

O Network Mot a log ser

O Network Mot a log sen

O Network Not a log service

O Network Not a log service

-
| Page1 | 25~ events per page Displaying 1 - 25 of 191 events

Detailed Description

The Events view has a toolbar at the top with the following options.
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Select Service Displays the selected service name next to the icon. Opens the

Select a Service dialog, in which you can select a service for

which the event list is displayed.

Time Range Displays a drop-down menu for selecting the time range to
apply to the event list. You can choose one of the standard

options or specify a custom time range.

Query Displays the Create Filter dialog, in which you can enter a
custom query directly instead of drilling down the data (see

Create a Custom Query)

Profile Displays the Use Profile menu; the currently selected profile is
displayed in the toolbar. A profile allows you to manage and
use profiles that can include custom meta groups, a default
column group, and a beginning query. The Profiles apply to the
Navigate view (meta groups and queries) and the Events view

(column groups and queries).

View Type Drop-down Displays a drop-down menu for selecting the event view type.

o Detail View shows events in a paged format with detailed

information for each event.

o List view shows the events in grid form with a summary of

each event in a separate row.

o Log View shows a log-oriented events grid with a summary

of each log in a separate row.

o Custom Column Groups displays the event list using a
column group selected from a drop-down list of custom

column groups.

o Manage Column Groups displays the dialog for creating and

editing custom column groups.
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Actions

Incidents

Search

Settings

Displays a drop-down menu with actions in the Events view:

o Extract Files, export events as a PCAP file, export logs, or

export meta values.

o View an event reconstruction in a popup window or in a new
tab.

o View Event Analysis

o Reset all filters in the Events view.

Create a new incident in Respond and add the selected events,
or add selected events to an existing incident in Respond.
Displays the Search Events options, which allow you to specify
the export log and export meta value format with additional

options explained in Search for Text Patterns in the Investigate

View

Displays the Investigation settings for the Events view (which
are also available in the Profile view) so that you can change
Investigation settings without navigating away from the Events
view. When you change a setting In the Events view the setting

is also changed in the Profile view (see Configure Navigate

View and Events View).
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Investigate Dialog

In the Investigate dialog, analysts can select a service or a collection to investigate. The dialog
is automatically displayed when you first go to the Navigate view or Events view and have not
selected a default service to investigate. To access the dialog from a current investigation, select
the current service name in the toolbar.

Workflow

You are here I

|

|

| View Query Reconstruct an
| Results Event

|
I

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

e ento——— o

Threat Hunter set or change a default service* Beginning an

Investigation of a

Service or Collection

Threat Hunter investigate a service or collection® Beginning an

Investigation of a

Service or Collection

Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an

Event
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Threat Hunter conduct interactive event analysis Analyze Events in
the Event Analysis
View

Incident Responder investigate an incident NetWitness
Respond User
Guide

Threat Hunter conduct malware analysis Conducting Malware

Analysis

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

Quick Look

Investigate

Services Collections

™ Default Service

Name ~ Address Type
Brokerfi3 Eraker
Concentratorfd Concentrator
Concentrator6? Concentrator
Decoder220 Decoder
Decodert3 Decoder

Log Decoder227 Log Decoder

Cancel Navigate

The Investigate dialog has two tabs: Services and Collections.

Note: Collections are also known as workbench collections. You can only view workbench
collections that you have created, and only administrators can create a workbench collection.

The Services tab includes a list of services available for investigation, and three buttons. All
features are described in the following table.
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Default  Clicking this button sets or clears the default service to investigate. When a

Service service has been set as the default service, the word (Default) is appended to the

service name.
Name The name of the service.
Address  The IP address of the service.
Type The type of service.
Cancel Closes the dialog.

Navigate Opens the selected service in the Navigate or Events view.

The Collections tab has two buttons and two panels: Workbench and Collections.

The Workbench panel lists available Workbench services by name. After a Workbench service
is selected, you can select a collection from the Collections panel.

The Collections panel lists available collections to investigate. After a collection is selected, you
can click Navigate to view the collection.

The following table describes the features of the Collections panel.

CTNCTTN

Name The name of the collection.
Type The type of collection.
Size The size of the collection.

Data Type The type of data within the collection.

Date Created The date the collection was created.
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Investigation Tab - User Preferences Panel

In the Profile view > Preferences panel > Investigation tab, users can set several preferences
that affect the performance and behavior of NetWitness Suite when analyzing data, viewing

events, and reconstructing events in Investigation. To access this tab, select - > PR,

When the Profile view is displayed, select Preferences > Investigation tab. You can change
user preferences at any time when you are working in NetWitness Suite.

What do you want to do?
m
Threat Hunter view and change user preferences for Configure Navigate
Investigate* View and Events
View.
Threat Hunter submit a query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an

Event

Threat Hunter conduct interactive event analysis Analyze Events in
the Event Analysis

View

Incident Responder investigate an incident NetWitness
Respond User
Guide

Threat Hunter conduct malware analysis Conducting Malware

Analysis

*Y ou can perform this task in the current view.

Related Topics
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o How NetWitness Investigate Works

o Navigate View

o Events View

Quick Look

This figure is an example of the Investigation tab, and the following table describes the
Investigation preferences.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

| preferences Preferences
Notifications General | Investigation
Jabs
100000
1000
100000
Ma s 1000
Max Meta Value 60
Characters
Export Log Format v
Export Meta Format v

Use Per Device Local Cache
Show Debug Information
Append Events in Events Panel
Autoload Values
Download Completed PCAPs
T ight Risky Values

Optimize Investigation page loads (When this
is checked, random page access is disabled)

Default Session View

Best Reconstruction v

| Enable CSS Reconstruction for Web View

Search Options
v RAW

¥ Met:
e (Netwark/Log/Endpoint)

¥ Case Insensitive ¥/ Regular Expression

# Search Indexes

Apply

NETWITNESS SUITE 11.0.0.0-170831135340.1.375d24c
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Threshold

Max Values
Results

Max Session

This setting controls the count shown for a Meta Key value in the
Navigate view during the load. A higher threshold allows more accurate
counts for a value. However, a higher threshold causes longer load times.
When the threshold is reached, NetWitness Suite displays the count and
the percentage of time used to reach the count in comparison to the time
necessary to load all sessions with that value.

For example, (>100000 - 18%) indicates that the threshold was set at
100000 and this load took only 18% of the time it would have taken with
no threshold set. The default value is 100000.

This setting controls the maximum number of values to load in the
Navigate View when the Max Results option is selected in the Meta Key
Menu for an open Meta Key. The default value is 1000.

This setting controls the maximum number of sessions that can be

Export exported. The default value is 100000.

Max Log View This setting controls the maximum number of characters to be displayed

Characters on Investigation > Events > Log Text. The default value is 1000.

Export Log Format This setting specifies the default format for exporting logs from
Investigation. Available options are Text, XML, CSV, and JSON. There
is no built-in default value for the log export format. If you do not select a
format here, NetWitness Suite displays a selection dialog when you
invoke export of logs. When you select one of the options from the Export
Log Format drop-down menu and click Apply, the setting goes into effect
immediately.
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Export Meta

Format

Use Per Device
Local Cache

Show Debug

Information

Append Events in

Events Panel

Autoload Values

Download

Completed PCAPs

This setting specifies the default format for exporting meta values from
Investigation. Available options are Text, XML, CSV, and JSON. There
is no built-in default value for the meta export format. If you do not select
a format here, NetWitness Suite displays a selection dialog when you
invoke export of meta. When you select one of the options from the
Export Meta Format drop-down menu and click Apply, the setting goes

into effect immediately.

When this option is selected, NetWitness Suite displays the where clause
beneath the breadcrumb in the Navigate view. For each meta value load,
the load time is displayed. If the service is a Broker, then the elapsed

time for each aggregated service is reported. The default value is Off.

When this option is selected, the events displayed in the Events Panel
are added incrementally rather than overwriting the currently displayed
events. Each time you click the next page icon, the additional events are

appended to the previous events; 1 -25, then 1 -50, then 1 -75 and so on.

Note: This option is available, only if the Optimize Investigation Page
Loads option is enabled

When this option is selected, the service values are automatically loaded
in the Navigate view. When not selected, NetWitness Suite displays a
Load Values button, allowing the user the opportunity to modify the
options. The default value is Off.

This setting automates the downloading of extracted PCAPs in the
Investigate so that you do not have to manually download and open
extracted PCAP files in an application, such as Wireshark, that can

handle viewing data in a PCAP format.
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Live

Connect: Highlight
Risky Values

Optimize This option is enabled by default (checked) and controls how the Events

Investigation Page view retrieves events. When optimized, results are returned as quickly as

Loads possible. This sacrifices the original ability to go to a specific page in the
event list. Unchecking this box changes the Events list pagination to
allow you to go to a specific page in the list (or to the last page). Being
able to go to any page in the list sacrifices some speed in returning the

results due to additional overhead determining the events in advance.

Default Session This setting selects the default reconstruction type for the initial
View reconstruction view. By default events are reconstructed using the

reconstruction type most appropriate to the event.

Enable CSS This setting controls how web content reconstruction is performed. If

Reconstruction for enabled, the web reconstruction includes cascaded style sheet (CSS)

Web View styles and images so that its appearance matches the original view in a
web browser. This includes scanning and reconstructing related events,
and searching for stylesheets and images used in the target event. The
option is enabled by default. Uncheck this option if there are problems

viewing specific websites.

Note: The appearance of the reconstructed content may not match the
original web page perfectly if related images and stylesheets could not
be found or were loaded from the web browser's cache. Also, any
layout or styling that is performed dynamically via client side javascript
will not render in the reconstruction because all client side javascript is
removed for security purposes.

Search Options This setting sets the default search options to apply to a search in the

Navigate and Events views. Search for Text Patterns in the Investigate View

provides detailed information.
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Apply Saves your preferences and puts them into effect immediately.
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Manage Default Meta Keys Dialog

In the Manage Default Meta Keys dialog, analysts can specify the meta keys to be displayed
during navigation for a specific service. This can help you find the desired data more quickly and
prevents the loading of meta data that is not of interest. To access this dialog, in the Navigate
View toolbar, select Meta > Manage Default Meta Keys.

Workflow

I You are here I

Submit View Query Reconstruct an
a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T S )

Threat Hunter configure default meta keys for a Manage and Apply
Default Meta Keys

in an Investigation.

service*

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results* Conducting an_
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event

Threat Hunter analyze an event Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis Conducting Malware

Analysis
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Incident Responder investigate an incident NetWitness
Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

e Manage Meta Groups

o How NetWitness Investigate Works

Quick Look

The following figure illustrates the Manage Default Meta Keys dialog, which has a list of meta
keys, toolbar, Close button, and Apply button. In the list, you can view, sort, and manage default
meta keys. If you click and drag meta keys, you can rearrange their order. The following table
describes columns in the list.

Manage Default Meta Keys

Fo 8

Meta Key View
Remote Session ID Hidden
Concentrator Source Auto
Decoder Source Auto
Network Name Auto
Traffic Flow Direction Auto
FQDN Open
Device Type Open
Device IP Open
Device IPv6 Open
Device Host Open

Close Apply

Meta Key This column displays the meta keys available for the service.
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View This column displays the type of view assigned to each meta key. By

clicking on the view in each row, you can assign the meta key a

different default view. There are four views:

o Auto: Reverts to the default view for meta keys as specified in the

service index file.

o Close: The values of this meta key are closed by default, and can be

opened manually.

o Hidden: These meta keys are hidden by default, and are not shown

in Investigation at all.

e Open: The values of this meta key are displayed by default.
When you modify the default meta keys for a non-indexed meta key,
you cannot set the key to Open. If you change the default view for a
group of meta keys to Open and some of the meta keys are non-
indexed, the non-indexed meta keys revert to Auto. As a result, the
meta key is automatically loaded only if it is indexed, and non-

indexed meta keys are Closed until opened manually.

The following table describes the toolbar options and buttons.

e o ——

o Clicking the Actions menu allows you change the default view of all the meta

keys. There are four views:

o Auto: Reverts to the default view for meta keys as specified in the service

index file.
o Close: The values of this meta key are closed by default.
o Hidden: The values of this meta key are hidden by default.

o Open: The values of this meta key are displayed by default.

Close Closes the dialog. Any unsaved changes are lost.

Apply Applies the changes, and they become effective immediately.
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Malware Analysis Events List and Files List

The Malware Analysis Events List and Files List provide a detailed view of events or files. You
can double-click on an event or file in either of the lists to display the Analysis Results view in a
new browser tab.

To access this view, go to INVESTIGATE > Malware Analysis > Select a Malware Analysis
Service dialog. Select a service from the left panel, then select a job from the right panel, and
click View Scan. In the Summary of Events view do one of the following:

o In either the Total panel or the High Confidence panel, click the number in the Events

Created section.

o If you want to view the Files List, click the number in the Files Processed section.

Workflow

I You are here I

Submit View Query Reconstruct an

a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T S )

Threat Hunter view detailed malware analysis data for ~ Examine Scan Files
files or events* and Events in List
Form
Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
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User Role Documentation

Threat Hunter analyze an event Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis* Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness
Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

Quick Look

This is an example of the Events List view.

‘i-.

INVESTIGATE €

) admin &

MALWARE ANALYSIS

Events List
£ BacktoSummary | T@ Delete Events ¥, Download Files SortBy |Date Archived v |4=| Choose .. ~ 4= || T Filter ~
O & static Network Community | Sandbox AV ™ Dpate Archived v Session Time B #Files  Source Address Identity Destination Addr Destination Country  Alig
O [o| o] 2017-07-17T06:42:... 1 127.0.0.1 1031125249 Unavailable
O [ w0 | o] 2017-07-17T06:42:... 1 127.0.0.1 1031125249 Unavailable
O & B BTN 2017-07-17T06:42:... 1 127.0.0.1 1031125249 Unavailable
O [ 10 | o] 2017-07-17T06:42:... 1 127.0.0.1 1031125249 Unavailable
O 2017-07-17T06:42:... 1 127.0.0.1 1031.125.249  Unavailable
13
| Page 1 of1 | | Cso v Displaying 1-5 of 5

| NETWITNE 11.0.00-
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This is an example of the Files List view.

INVESTIGATE

@ admin ® (3)

MALWARE ANALYSIS

Files List
file name (like) '235645659702-107
{ Backto Summary | F. Download Files SortBy |Date Archived ~ 4= Choose... ~ 4= | T Filter ~
O '&eﬂ‘ Static MNetwork Community Sandbox AV | File Name File Type MD5 Hash Sourc [
O & BT BT 9 235643650702-1..  x86 PE 71c2ea2b036b280f4bad20037b360adf  12..
3
| Page 1 | of1 | | Cs0 ~ Displaying 1-1 of 1

11.0.0.0-170709002430.1.9127d8d

These are the features in the Events List toolbar, and the Files List toolbar is the same, except it
has no option to delete events.

€ Back to Summary | T_EDeIete Events &, Download Files Sort By |Date Archived ~ 42| Choose ... v 4= | T Filter

Description
Back to Summary Returns to the Summary of Events view.
Delete Events Removes the selected events from the current events
list.
Download Files Displays the Malware File Download dialog, which

allows you to download available files.
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Choose ... v 4= Displays a drop-down menu from which you can decide

how to sort the list. These are the options for sorting:
« High Confidence
o Static

o Network

o Community

« Sandbox

o AV

o File Name

o File Type

o Hash

o Date Archived

o Size
The button directly to the right of this drop-down
indicates whether the list will be sorted by ascending or

descending values.

Choose ... v A= Displays a drop-down menu from which you can select a
secondary sorting order. This menu includes an option
forNetWitness SuiteNone, so selecting a secondary

sorting order is not necessary.

% Filter ~ Displays a drop-down window in which you can filter
the list by filename or MDS5 Hash.

These are the features in the Events List.

R =

& Indicates whether the event is influenced by the high

confidence flag.
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T

Static, Network, Community,

Sandbox

AV

Date Archived

Session Time

#

# Files

Source Address
Identity

Destination Address
Destination Country
Alias Host

Event Type

Service

Destination Organization

Displays the scores for each scoring module.

Indicates whether the AV flagged this event as

suspicious.

Indicates whether the event is influenced by a

customized rule.
Displays the date and time the event was archived.
Displays the time of the event's session.

Indicates whether the hash value is marked as trusted.

Displays the number of files included in the event.
Displays the address of the event source.
Displays the identity of the event source.
Displays the address of the event destination.
Displays the country of the event destination.
Displays the hostname of the alias.

Displays the type of event. For example, Manual
Upload.

Displays the service on which the event occurred.

Displays the organization of the destination.

These are the features in the Files List grid.

s e
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&2

Static, Network, Community,
Sandbox

AV

File Name

File Type

MDS5 Hash

Source Address
Destination Address
Date Archived

Size

Indicates whether the event is influenced by high

confidence flag.

Displays the scores for each scoring module.

Indicates whether the AV flagged this event as

suspicious.
Displays the name of the file.

Displays the type of the file (for example, PDF or x86
PE)

Displays the MDS5 hash.

Displays the address of the file source.

Displays the address of the file destination.
Displays the date and time the file was archived.

Indicates the size of the file.
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Manage Column Groups Dialog

You can customize the way data is displayed by defining the meta to display in a column, the
position of the column in the grid, and the default width of the column. In the Manage Column
Groups dialog, you can add, delete, import, export, and edit column groups to display specific
meta keys. At fresh installation, out-of-the-box (OOTB) column groups are available for use in
the Manage Column Groups dialog. The OOTB column groups are prefixed with RSA for
identification and can be duplicated but cannot be edited or deleted. You can also create custom
column groups.

To access this dialog, go to INVESTIGATE > Events view and in the View drop-down list
select Manage Column Groups. The View option is named for the current value, for example,
Detail View, List View, Log View, or the currently selected column group.

COETNEENENSE - Actions © - Incidents ©
List View
Detail View
Destination IP Ad TCP Destination
Log View
Custom Column Groups }I tast

Manage Column Groups RSA Email Analysis

RSA Malware Analysis
128.164.160.2 RSA Threat Analysis
RSA Web Analysis

195.113.223...

Workflow

I You are here I

Submit View Query Reconstruct an
a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T T

Threat Hunter column groups* Manage Column Groups in the Events View.
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Threat Hunter submit query Beginning an Investigation of a Service or
Collection
Threat Hunter view query results* Conducting an Investigation
Threat Hunter reconstruct an event Reconstruct an Event
Threat Hunter analyze an event Analyze Events in the Event Analysis View
Threat Hunter conduct malware Conducting Malware Analysis
analysis
Incident investigate an incident  NetWitness Respond User Guide
Responder

*You can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

Quick Look
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Manage Column Groups

+ -Bl &= Mame R5A Email Analysis

¥ RSA Email Analysis

[l RSA Malware Analysis |

0 RSA Threat Analysis Ll Meta Key Display Name Width

[] RSAWeb Analysis [l service service 100 -
[ origip orig_ip 100
[l ipsrc ip.src 100
O ipdst ip.dst 100
(] tcp.dstport tcp.dstport 100
[l ip.dstport ip.dstport 100
[ alias.host alias.host 100
O country.src country.src 100
]

The Manage Column Groups dialog has two panels: Groups and Settings.

At the bottom of this dialog are four buttons: Close, Cancel, Save, and Save and Apply. The
following table provides descriptions of these buttons.

oo

Close Closes the dialog without saving.
Cancel Cancels all unsaved changes.
Save Saves all changes without closing the dialog.

Save and Apply Saves and applies all changes immediately, closing the dialog.

Groups Panel

The left panel is the Groups panel. This is where you can add, delete, import, or export column
groups. At the top of the panel is a toolbar which provides actions. Below the toolbar is a list of
added column groups, where you can select one or more groups.

The following table lists the actions in the toolbar.
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o o

+

=

g

Adds a column group. Clicking this button highlights the Settings panel on the right,
where you can name the column group and add or delete meta keys. At least one
meta key is required to add a group.

Deletes a column group. A confirmation dialog is displayed before the selected
group is deleted.

Displays the Import Column Groups dialog, where you can select a file to upload.

Exports one or more selected groups to your computer.

Settings Panel

The right panel is the Settings panel. This is where you can create and edit column groups. This
panel contains the Name field, a toolbar, and a grid.

The following table describes the features of the Settings panel.

e o

Name The name of the selected column group.

+ Adds a new row to the list of meta keys, where you can open a drop-down menu to
select a new meta key.

= Deletes one or more selected meta keys. Displays a confirmation dialog before

deleting.

Reset Returns column group to its most recently saved settings.

Meta Lists the meta keys added to the selected column group.

Key

Display  Lists the names of the meta keys as they will be displayed in the Events view.

Name

Width Specifies the width of each meta key's column. The width can be set between 10
and 1000. The default width is 100.
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Manage Meta Groups Dialog

At fresh installation, OOTB meta groups are available in the Manage Meta Groups dialog. The
OOTB meta groups are prefixed with RSA for identification and can be duplicated but cannot be
edited or deleted. In the Manage Meta Groups dialog, you can add, delete, import, and export
meta groups.

To access this dialog in the Investigation > Navigate view toolbar, select Meta > Manage
Meta Groups

Workflow

I You are here I

Submit View Query Reconstruct an
a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

e oo

Threat Hunter add, edit, and delete meta groups* Manage Meta
Groups

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results* Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter analyze an event Analyze Events in

the Event Analysis

View
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Threat Hunter conduct malware analysis Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness
Respond User
Guide

*You can perform this task in the current view.

Related Topics

e Manage and Apply Default Meta Keys in an Investigation

o How NetWitness Investigate Works

Quick Look
Manage Meta Groups
+-B &

0 Group Name -~

R5A Email Analysis
R5A Malware Analysis
R5A Query Hosts

R5A Query IPs

R5A Query Mail

R5A Query Users

R5A Threat Analysis

Oooooood

R5A Web Analysis

The Manage Meta Groups dialog has two panels. The following table describes the buttons at
the bottom of the dialog.

I
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Close Closes the dialog.
Cancel Cancels all changes.
Save Saves all changes.

Save and Apply Saves and immediately applies all changes.
The Meta Groups panel is on the left side of the Manage Meta Groups dialog. This is where you
can add, delete, import, and export meta groups.

The following table describes the features of the Meta Groups panel.

Foawrs pmserpn

+ Adds a meta group using the Settings panel on the right side of the Manage Meta
Groups dialog.

Deletes the selected meta group. A confirmation dialog is displayed before the
meta group is deleted.

& Displays the Meta Group Import dialog, where you can upload a file.
o] Exports the selected meta group to your computer.

Group Lists all meta group names.

Name

The Settings panel is on the right side of the Manage Meta Groups dialog. This is where you
create and edit meta groups. Below the Name field is the Meta Keys grid.

The following table describes the features of the Settings panel.

e o

Name Displays the name of the selected meta group.
+ Displays the Available Meta Keys dialog, where you can select meta keys to add
to the group.
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e o

Deletes the selected meta keys.

T~ Displays a drop-down menu, where you can select the view for all meta keys.
There are four options based on the possible values for the defaultAction

property used to define a key in the custom index file for the service:

o Hidden: These meta keys are hidden by default, and are not shown in

Investigation at all.
o Open: The values of this meta key are displayed by default.

o Close: The values of this meta key are closed by default, and can be opened

manually.

o Auto: Reverts to the default view for meta keys as specified in the service

index file.

Display  Indicates the name that is displayed for the key in Investigation views, and is

Name defined by the description property for the key in the custom index file for
the service..

Key Indicates the name of the meta key as defined in the custom index file for the

Name service.

View Indicates which view the meta key is set to. You can change this by either:

o Clicking v in the View column header, then selecting a view in order to change

all meta key views.

o Clicking a single meta key in the View column, then opening the drop-down
menu in which all available views are displayed, in order to change an

individual meta key view.

261 Investigation Reference Materials



Investigate and Malware Analysis User Guide

Manage Profiles Dialog

Profiles allow you to set up custom views in the Navigate view and the Events View. At fresh
installation, OOTB profiles are available in the Manage Profiles dialog. The OOTB profile
groups are prefixed with RSA for identification and can be duplicated but cannot be edited or
deleted. In the Manage Profiles dialog, you can configure, add, delete, import, and export
profiles.

To access this dialog in the Investigation > Navigate or Events view toolbar, select Profile >
Manage Profiles.

Workflow

I You are here I

Submit View Query Reconstruct an
a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

Threat Hunter configure profiles* Use Investigation
Profiles to
Encapsulate Custom
Views.

Threat Hunter submit query Beginning an
Investigation of a
Service or Collection

Threat Hunter view query results* Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an

Event

Investigation Reference Materials 262



Investigate and Malware Analysis User Guide

T S )

Threat Hunter analyze an event Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness
Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o Manage Meta Groups

o How NetWitness Investigate Works

Quick Look

This is an example of the Manage Profiles dialog.

- Bl &=

RSA Email Analysis

R5A File Analysis

R5A Threat Analysis

0000 4

R5A Webk Analysis

The Manage Profiles dialog has two panels. At the bottom of the dialog there is a row of buttons.
The following table describes the buttons.
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Close Closes the dialog.
Cancel Cancels all changes.
Save Saves all changes.

Save and Apply Saves and applies all changes immediately.

The Profile panel on the left side of the dialog displays available profiles and allows you to add,
delete, import, and export profiles. The following table describes the fields in the Profile panel.

G

+ Adds a new profile using the Settings panel on the right side of the Manage
Profiles dialog.

= Deletes the selected profile. A confirmation dialog is displayed before the

profile is deleted.

& Displays the Profile Import dialog, where you can upload a file.
o] Exports the selected profile to your computer.

Profile Lists all profile names.

Name

The Settings panel on the right side of the dialog offers options to configure profiles. It can only
be used when one profile is selected. The following table describes the fields in the Settings
panel.

e o

Name Displays the name of the profile.

Meta Displays a drop-down menu listing available meta groups.

Group
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e o

Column  Displays a drop-down menu listing available column groups. Three groups are

Group available by default:
o List View
e Detail View
o Log View
PreQuery Defines a limiting query for filtering Investigation results. This query is used when
the associated profile is activated and the preQuery applies to any queries used in

the Investigation Navigate and Events views. This is an example of a preQuery:

'service=80,25,110".
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Malware Analysis View

In NetWitness Suite Investigate, the Malware Analysis view provides the user interface for
conducting a malware analysis. The Malware Analysis view is in the form of a customizable
dashboard, in which default dashlets in the initial view are based on the user role
(Administration or Analyst) and user customizations. Initially, the Summary of Events dashlet is
displayed in the Malware Analysis view. Additional dashlets present different visualizations of
the events being viewed, and each representation is configurable to further refine your view as
you search for Indicators of Compromise. The Malware Analysis dashlets available in the
Dashboard are also available in the Malware view.

To access this view, select INVESTIGATE > Malware Analysis.

In Netwitness, select Investigation > Malware Analysis. If a default service has not been
selected, the Select a Malware Analysis Service dialog is displayed. Select a service, then click
View Continuous Mode.

Workflow

Submit
a Query

View Query Reconstruct an
Results Event

Conduct
I Interactive
| Event Analysis
|
I

Conduct

Malware

Incident ;
Analysis

I

: |
Investigate an I
I

I

I You are here

What do you want to do?

T T [

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
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T S )

Threat Hunter analyze an event Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis* Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness
Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

e Launch a Malware Analysis Scan from the Navigate View

Quick Look

Below is an example of the Malware Analysis view.

INVESTIGATE () admin &

MALWARE ANALYSIS

Summary of Events

= Malware Analytics | MA ~ + add © $#F © # Actions ~

Scanned service rtTime Network End Time Scanned Start Time Scanned End Time

2017-07-18T14:40:59 2017-07-17706:42:26  2017-07-17T06:42:38

Total High Confidence

Events Created Files Processed Events Created Files Processed

5 5 !
S S A o B o

Meta Treemap A X

High Confidence Only Events:1  Files:1

Source IP ~ | 10 v Static v ||Average Score

‘ NETWITNESS SUITE 11.0.0.0-170709005430.1.9127d8d

The Malware Analysis view consists of the Summary of Events panel and four dashlets unique
to this view. Each of the unique dashlets have identical Options dialogs. The Malware Analysis
dashlets in the NetWitness Suite dashboard are also available, and are described in the Dashlets
topic in the see the Dashlets topic in the RSA Content for the RSA NetWitness® Suite space.
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Summary of Events Panel

In the Summary of Events panel, you can select the service, the scan mode, and the time range.
In addition, you can select a data point and view the events associated with the event.

The following table describes all features in the Summary of Events panel.

Foawrs pescrlon

= Selects a service to display.

Scan Displays a drop-down list of available scan modes.

Mode

Time Displays a drop-down list of time ranges to view events.

Range

Start When Time Range is set to custom, offers a calendar from which to choose the
Date start date of the time range.

End Date  When Time Range is set to custom, offers a calendar from which to choose the

end date of the time range.

+ = Displays a drop-down list of dashlets you can add to the view.

L Displays a drop-down list of actions you can perform in this view:
o Restore Default Configuration
e Order Dashlets

o Apply Threshold Filter

o Refreshes the Malware Analysis view.

Options Dialog

In the Options dialog, you can customize the results displayed in the dashlet. This dialog can be

accessed by clicking the & icon in the top right corner of each dashlet. The following table
describes the features of the Options dialog.

G =
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e oo

Title Indicates whether the data shown is restricted to events flagged as high

confidence or not. If the data is not restricted, this line will not be

displayed.

Influenced By Indicates whether the data shown is restricted to events flagged as high
High Confidence  confidence.

Only

Static, Network,  Allows you to filter results based on the scores in the scoring modules.

Community,

Sandbox

Cancel Closes the dialog without saving any changes.

Apply Applies changes to the dashlet immediately and closes the dialog.

Meta Breakdowns

Meta Breakdowns presents events in the form of a pie chart, with each slice representing a meta
value for the specified meta key. You can select the meta key and the count of meta values for
that key to render in the chart, starting with the meta value having the most events. Hovering
over an event displays the count.

Meta Breakdowns ALX

High Cenfidence Only

Source IP M hd

L 127.0.0.1

The following table describes the options in the Meta Breakdowns dashlet.
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Fouwrs Josectpten

High Indicates whether the data shown is restricted to events flagged as high

Confidence confidence or not. If the data is not restricted, this line will not be displayed.

Only
Meta Key  Drop-down list of available meta keys.

Count Drop-down list specifying how many of the top results are displayed.

Meta Treemap

Meta Treemap presents events in the form of a heat map. You can select the meta key and the
count of meta values for that key to render in the chart, starting with the meta values having the
most events. In addition, you can select the module that detected the meta value in the events:
static, network community, or sandbox.

Meta Treemap ~8X
High Confidence Only Events: 1  Files: 1
Source IP ~ |10 ~||5tatic v || Average Score A4

The following table describes the options in the Meta Treemap dashlet.

Feature | Description

High Indicates whether or not the results are restricted to events flagged as high
Confidence confidence or not. If the results are not restricted, this line will not be displayed.

Only
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e Lo

Meta Key  Drop-down list of available meta keys to select as a filter.

Count Drop-down list specifying how many of the top results are displayed.
Module Drop-down list specifying which module results will be pulled from.
Value Drop-down list specifying what information will be displayed when the mouse is

hovering over a result (for example, Average Score).

Score Wheel

The Score Wheel offers a view of events as concentric rings with colors representing scores for
events based on Indicators of Compromise and the scoring module. You can arrange the position
of the rings using the Up and Down arrows to obtain a view that highlights events that were
detected by one scoring module (red) and not detected by other scoring modules.

Scaore Wheel 2 X

High Confidence Only Events:1 Files:1

4= Up 4= Down
Ring 1%  Static

Ring 2 Sandbox
Ring 3 Community

Ring 4 Network

* Jnnermost ring

The following table describes the features of the Score Wheel dashlet.
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e Lo

High Indicates whether or not the results are restricted to events flagged as high

Confidence confidence or not. If the results are not restricted, this line will not be displayed.

Only

Module Displays the order of the rings in Score Wheel, Ring 1 being the innermost ring
Order grid and Ring 4 being the outermost ring. You can click the Up and Down buttons to
reorder the modules, then click Update to apply the changes.

Event Timeline

The Event Timeline offers a view of events organized by the time of occurrence in a bar graph.
Clicking and dragging to select a time range within the chart zooms in on the selected time.

Event Timeline 2 X

Filter: Events: 0 Files:0

No data returned for Event Timeline

View Events

The following table describes the features of the Event Timeline dashlet.

e

High Indicates whether or not the results are restricted to events flagged as high
Confidence confidence or not. If the results are not restricted, this line will not be displayed.

Only

View Displays the Investigation > Events view.

Events
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Navigate View

The Navigate view ( INVESTIGATE > Navigate) is the primary entry point to NetWitness
Investigate. The Navigate view displays the activity and values for the selected service in
accordance with the Investigation options set: profile, time range, meta group, and query. As
analysts investigate events of interest, the meta keys and values are displayed.

Workflow

The workflow below depicts the high-level steps and subtasks for investigating events.

View Query Results Reconstruct an Event

Browse Events
(Events View)
Browse Event Meta Data
(Navigate View)

Browse Event Trends Conduct Interactive
(Timeline Panel) Event Analysis

Text, Hexadecimal Data,
Packets, and Files

Submit a Query

Drill into Metadata
(Navigate View)
Create Queries

(Navigate View and
Events View)

Text, Hexadecimal Data,
Packets, Web Pages, Mail,
and Files

Investigate an Incident

Pivot from an Incident
in NetWitness Respond

View Additional Context
(Context Panel)

Conduct Malware
Analysis

Scan Files and Events

(Malware Analysis View)

These are the tasks that you can perform in the Navigate view:

o Select a service to investigate and load data.

o View query results and filter by time range, profile, meta group.

o Sort the results and select a quantification method.

o Save events, go to an event using the event ID, visualize an event, and print the event.
o View additional contextual data for specific meta keys and values.

« Go to the Events view, where you can see a chronological list of events, reconstruct an event,
and conduct an interactive analysis of an event. When viewing and analyzing events, you can

export events, files, and logs to your local file system.
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What do you want to do?
T —
Threat Hunter submit a query or drill into the data set*  Querying Data in

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Threat Hunter

Incident Responder

set user preferences for Investigate™

refine query results*

open a drillpoint in the Events view*

visualize an event*

export or print a drill point, launch an
external lookup or Malware Analysis

scan*

look up additional context of an event™®

view a reconstruction of an event

view interactive Event Analysis

Conduct Malware Analysis

investigate an incident

the Navigate View

Configuring
Investigation Views

and Preferences

Refining Results

Displayed in the

Navigate View

Open the Events List

Drill into Data in

the Navigate View

Time Chart

Acting on a Drill

Point in the

Navigate View

View Additional

Context for a Data

Point

Reconstruct an
Event
Analyze Events in

the Event Analysis
View

Conducting Malware

Analysis

NetWitness
Respond User
Guide
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*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

e Conducting an Investigation

o Events View

o Malware Analysis View

Quick Look

RSA INVESTIGATE @ admin® (@)

NAVIGATE

£ Decoder220 ¥ Query © E]Profile® EMeta @ | T8 Total @ .= Descending @ B3 EventCount @ | Save Events @ ~ Actions
<
time="2007-04-13 17:27:00"-"2017-06-15 20:14:59"
2007 | 33 17:27:00 (+00:00) All Data 2017 | 35 20:14:59 (+00:00)

£F Options | 2 Hide

pENE Service Type Not Indexed (121

| NETWITNES 11.0.0.0-170612140343.1 beldcf3

The Navigate view consists of these features:

Toolbar

o Pause/reload button and breadcrumb
o Time banner

o Optional debug information.

o Collapsible Visualization panel

o Values panel

o Context Lookup panel

o Context menus
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Toolbar
The toolbar provides a way to:
o Change the service being investigated.

o Control the range of data displayed: You can select use profiles, set a time range, use meta

groups, and create queries to apply to the data.
o Set the quantification method and sorting method for data in the Values panel.

o Perform actions on the results. You can export and print results, navigate to an event for

which you have an event ID, and pass a query to Informer.

o Configure Investigation settings without navigating away from the Investigation views.

Some of the toolbar options are labeled with the default value or the selected value rather than
displaying the name of the option. For example, the time range option in the example above is
labeled Last 5 Minutes to reflect the currently selected value. These are the toolbar options.

oo —

Displays the selected service name next to the icon. Clicking the icon

(1)

opens the Investigate a Service dialog, in which you can select a
service to investigate and set the default service to investigate (see

Beginning an Investigation of a Service or Collection). Changing the

service does not cause a reload of the data.
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o o

Time Range Displays the Time Range options; the currently selected option is
displayed in the toolbar (see Set the Time Range for an Investigation).
Possible choices are:

o All Data

o Last5, 10, 15, or 30 Minutes

o Last Hour, Last 3, 6, 12, or 24 Hours

o Last2 or 5 Days

o Early Morning

o Morning

o Afternoon

« Evening

o All Day

o Yesterday

o This Week

o Last Week

o Custom

Note: If you specify custom start or end times in seconds, the value
for start time in seconds always defaults to :00, and the value for end
time in seconds always defaults to :59. For example, if you are using
time to drill down into an issue, the drill time will be interpreted as
HH:MM:00 - HH:MM:59. Seconds display in this format in
Investigation > Navigate functions.

Query Displays the Query dialog, in which you can enter a custom query
directly instead of drilling down the data. See Query Dialog for a
description of the dialog.
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o o

Profile

Meta

Sort Field

Sort Order

Displays the Profile menu; the currently selected profile is displayed in
the toolbar. A profile allows you to manage and use profiles that can
include custom meta groups, a default column group, and a beginning
query. The Profiles apply to the Navigate view (meta groups and
queries) and the Events view (column groups and queries). See Use

Investigation Profiles to Encapsulate Custom Views for more information.

Displays the Meta Group menu. You can use Default Meta Keys or a
custom Meta Group. You also have the option to make changes to both

group types (see Manage Meta Groups).

Displays the Sort Field menu; the currently selected option is displayed
in the toolbar. The menu has two options: Order by Total and Order by
Value. The Sort Field is a complement to the Sort Order option; the

data for each meta key is ordered based on the total (green number) or

the meta value (blue text) (see Set the Quantification Method and Sort

Sequence of Meta Key Results).

Displays the Sort Order menu; the currently selected option is displayed
in the toolbar. The menu has two options: Sort in Ascending Order and
Sort in Descending. The Sort Order is a complement to the Sort Field
option; the selected field for each meta key is ordered in ascending or

descending order (see Set the Quantification Method and Sort Sequence of

Meta Key Results)).
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Quantification Displays the Quantification Method menu; the currently selected

Method option is displayed in the toolbar. The Quantification Method only
applies to the meta key results in the Values panel. It does not apply to
the timeline.

The drop-down menu contains three options for calculating the quantity
(green number in parentheses) for a meta value: Quantify by Event
Count, Quantify by Event Size, and Quantify by Packet Count (see Set

the Quantification Method and Sort Sequence of Meta Key Results)).

These are applied differently depending on the type of data in view.
For packet data:

o Quantify by Event Count shows the number of sessions.
o Quantify by Event Size shows the size in bytes.

o Quantify by Packet Count shows the number of packets.
For log data:

o Quantify by Event Count shows the number of logs.

o Quantify by Event Size shows the size in bytes.

o Quantify by Packet Count shows the number of logs.

Save Events Displays the Save Events menu, in which you can use options to:
extract files associated with an event, export the current drill point as a
PCAP file, and export the current drill point as a log file (see Export a
Drill Point).

Actions The Actions menu includes various actions (Visualize, Go To Event,
and Print) that you can perform in the Navigate view (see Acting on a

Drill Point in the Navigate View).
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Search Events Enables you to search for text patterns within the current set of events.

If you click in the Search field, it shows a drop-down menu with search
options. If you click Apply, it saves the selected options and also
updates the search options in the Events view and the Investigations

profile (see Search for Text Patterns in the Investigate View).

Settings Displays the Investigation settings for the Navigate view (which are
also editable in the Profile view) so that you can change Investigation
settings without navigating away from the Navigate view. When you
change a setting In the Navigate view the setting is also changed in the

Profile view (see Configure Navigate View and Events View).

Pause/Reload Button and Breadcrumb

The breadcrumb tracks each query as you drill down through the metadata for the service. Each
query is listed with a drop-down menu in a pipe separated string. The last point is the current
point, also called the tip. The icon in front of the breadcrumb allows you to pause the loading of
meta values and to reload meta values.

The breadcrumb does not include the service name and appears only if a query is in effect. If too
many drill points exist for display, the overflow is shown as double angle brackets, >>, at the
end of the breadcrumb.

Each drop-down menu in the breadcrumb is the same, with slight variation based on the position
of the crumb.

The following table describes the controls and menu options in the breadcrumb.

N

n

' Pause Pause and Reload button. Controls the loading of data in the view. It has
three possible functions: pause loading, continue loading, and reload.
Navigate Here Opens the selected drill point in the current Values panel.
Navigate Here Opens the selected drill point in a new tab.
(new tab)
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Insert Before Inserts a query before the current drill point. The Create Filter dialog

opens and you can define a custom query to insert in the breadcrumb

(see Create a Custom Query).

Append Appends a query after the current drill point. The Create Filter dialog
opens and you can define a custom query to append to the end of the

breadcrumb (see Create a Custom Query).
Remove Removes the selected drill point from the breadcrumb.

Edit Opens the selected drill point in the Create Filter dialog so that you can
edit the query.

>> Clicking the angle brackets displays a drop-down menu of the

breadcrumb overflow.

(Optional) Debug Information

If you have activated the Show Debug Information setting and the service you are navigating is a
10.4 or later Broker, NetWitness Suite displays the debug information beneath the breadcrumb.

The debug information is the where clause from the current query. The only time there is no
where clause is when the time range is all data and there are no drill points. If the Broker has
at least one aggregate service that is offline, the debug information also lists the offline service.

For example:

(attachment exists) && (tcp.dstport = '80'")&&(risk.info
exists) $$time='2014-05-04 18:50:00"-"2014-05-09 18:59:59 (attachment
exists) && (tcp.dstport = '80') && (risk.info exists) && time="2014-05-

04 18:50:00"-"2014-05-09 18:50:59"

In addition, the time taken to load is displayed at the end of each meta key in the Values panel.

Time Banner

Just below the breadcrumb and debug information (if present), the time banner shows the time
range used to create the chart.
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Visualizations

At the top of the Navigate view is a visualization of the current drill point. You can use this to
drill into data from the Visualization panel (see Drill into Data in the Navigate View Time Chart).
You can show or hide the visualization, and choose one of the the visualization options: Timeline
or Coordinates. The Visualization opens initially to the last saved Visualization.

Timeline Chart

The timeline is the count of the number of events that occur at a specific instance. The timeline
provides event counts so that you can see if the number of events increases drastically at a given
point in time. The timeline displays activity for the specified service and time range as a line
chart or a bar chart based on your choice in the Options menu. The second figure illustrates a
line chart and third figure illustrates a bar chart.

Visualization Timeline

Chart Type '.me Chart

2015 9 14:30:10 (+00:00) Custom 2015 3 14:30:16 (+00:00)
A £ Dstioes ™ Hisk

The timeline displays activity for the specified service and time range, as a line chart or a bar
chart based on your choice in the Options menu.

o Towmen

Number of Events The Y axis of the chart based on thousands of events.

(Timeline)

Time Line The X axis of the chart based on the time the events occurred.
(Timeline)

Event point If you want to explore a specific section, simply select the range from
(Timeline) the chart. The new time range will be reflected in the chart.
Investigate Displays the meta values for the selected subset.

(Timeline)

Investigation Reference Materials 282



Investigate and Malware Analysis User Guide
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Reset Zoom To return to the original time range, click Reset Zoom.
(Timeline)
Options Displays the Visualization Options dialog. Data points can be displayed

as a Line chart (default), a Bar chart, or Coordinates chart. When a

chart type is select, the relevant options are displayed.

Hide Collapses the chart.

Parallel Coordinates Chart

The Parallel Coordinates chart is one of the choices in the Options menu for visualizing the
current drill point. With Coordinates selected in the Visualization Options dialog, you can select
the meta data to be displayed (see Visualize Metadata as Parallel Coordinates).

& Investigation & Navigate = Events ¥ Malware Analysis

&l Profile = L Meta

Only a subset of events is displayed & 2007 Events Found | 55 Unigue Paths *DNE T £F Opaiens | Hide

- Service Type Mot Indexed [8 values)

OTHER (68,739] - HTTF (526) - DNS (275) - S5L(183) - NETBEOS (96) - 55H [3) - ADL IM (1] - SHMP 1)
Loaded in 10382 sece Total running time 1,033 secs,

Send Us Feedback | 10.5.0,1.18678-5

Fours Joseetpten

Axes Each axis is a meta key. The number of meta keys affects the load time

for the chart. All meta keys are loaded, but it there the number of events

per meta key is limited.

Lines Lines represent events and they connect values on the axes to show the

correlation between multiple meta keys.
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Options

Only a subset of
events is

displayed.

Events Found |

Unique Paths

DNE

Displays the Visualization Options dialog. Data points can be displayed
as a Line chart (default), a Bar chart, or Coordinates chart. When a chart

type is select, the relevant options are displayed.

This message is a notification that not all events in the values panel are
drawn in the chart. Removing axes or filtering the data in the Values

panel can help to display all events.

Displays the total number of events charted versus the number of unique
paths charted. Setting the All Meta Keys Must Exist in an Event option

redraws the chart so that it is more targeted and legible.

Indicates that there is no values for this meta key in the event.

In the Visualization Options dialog for Coordinates, you can select the meta keys to chart.

Fews Jossetpten

Visualization

selection

All Meta Keys Must

Exist in an Event

+

Displays a drop-down list of visualization types: Timeline and

Coordinates

Limits the data represented in the visualization to only those events that
include all selected meta keys. This can result in a cleaner, more

targeted visualization.

Displays the Add Keys to Parallel Coordinates Visualization dialog so
that you can add axes to the visualization. This is useful if you are
looking for relationships between the default meta keys and some

additional ones.

Deletes the selected keys so that they do not appear as axes in the
visualization. This can help to make the visualization less cluttered and

allow for more data points to be included in the visualization.

Reverts to the default meta keys for visualization, which consist of all

meta keys in the current drill point.
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o o

Axes

Cancel

Apply

Controls the display of additional information about the number of
selected axes versus the recommended count. This helps to make you

aware of possible performance improvements by removing axes.
Lists the meta keys selected as axes in the visualization.
Cancels any changes made to the visualization options.

Saves the changes made to the visualization options and applies to the

current visualization.

In the Add Keys to Parallel Coordinates Visualization dialog, you can select the meta keys or
meta groups to use as axes the Parallel Coordinates visualization.

e o ——

Visualization

selection

With the Selected
Meta Keys...

Cancel

Add

Values Panel

Select Keys: Two options for selecting meta keys are:

o From Default Meta Keys

o From Meta Groups

Each option offers a drop-down list from which to select.
The options for the method of adding meta keys allow you to:
o Replace the current list of keys

o Append to the current list of keys

o Insert at beginning of the current list of keys
Closes the dialog and does not add any keys.

Closes the dialog and adds the selected keys as specified.

The major feature of the Navigate view is the Values panel, which you can use to analyze data
(see Drill into Data in the Values Panel).
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The default view is for the last 3 hours of collection, using the default meta keys and non-
indexed meta keys closed. The meta keys within the meta groups are displayed in the order that
NetWitness Suite queries the keys. As the data loads into the Values panel, NetWitness Suite is
optimized to show partial results, loading progress, and service status as the data loads.

The loading behavior is determined by several configuration settings. The highest level settings
are configured by the administrator for each user. These are:

o The maximum amount of time allowed for this user to run a query (Query Timeout).

o The limit at which NetWitness Suite stops counting the number of meta values in a sess

(Session Threshold). If a threshold is set for a session, the Navigation view shows that the
threshold was reached and the percentage of results loaded. Any session that does not show a
percentage is accurate and was processed to completion. If there is a percentage, that reflects
how much processing was completed. The percentage displayed is estimated by extrapolating
from the value at the time processing finished, considering the amount of work remaining.

Larger percentages are generally more accurate because they require less extrapolating

The limit at which NetWitness Suite stops counting the number of meta values in a session
(Session Threshold). If a threshold is set for a session, the Navigation view shows that the

threshold was reached and the percentage of query time used to reach the threshold.

Note: The values for non-indexed meta keys take longer to load in the Values panel. To

optimize loading, NetWitness Suite does not open non-indexed meta keys by default. Refer to
Manage and Apply Default Meta Keys in an Investigation for a detailed description of non-
indexed meta keys in Investigation.

When you have launched an investigation of a service, NetWitness Suite displays results in the
Values panel.

1. NetWitness Suite loads meta keys and meta values in the Values panel. For each meta key

load, the stages of load are:
a. Waiting to Be Loaded or Closed. If Closed, no data for that key is loaded.
b. Loading
i. Loading progress: NetWitness Suite is receiving and displaying progress messages.

ii. Partial results: NetWitness Suite is receiving values messages and partial results

are displayed in the Values panel.
c. Load Complete: All results are finished loading.

2. As each meta key load is completed, and final values are displayed, the next meta key is

started. The number or values rendered for each meta key is specified by the Render
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Threads value in the Investigation Preference settings. Loading continues until all keys to be
loaded have finished.

3. If Show Debug Information is active and the service you are navigating is a 10.4 or later
Broker, NetWitness Suite displays load time information beneath the values for each meta
key and displays additional load details for the aggregated services. NetWitness Suite also

displays the debug information beneath the breadcrumb.

Iterative results

Iterative results provide feedback on the status of queries within the interfaces to provide
additional context for how long the data load will take and if any service data is missing. For
example, if you are querying a Broker that is aggregating from two Concentrators, NetWitness
Suite starts displaying the results from the first Concentrator as soon as it is available, even if
the second Concentrator is still waiting for results.

Iterative results also include a notification that service data is missing because the service is
unreachable.

Partial results

When partial values from the Core service are returned but not completed, a message at the end
of the meta key listing shows the progress of values loaded. For example, Currently looking at 38
ip.src values 71% indicates that loading of values for the meta key is 71% complete.

Debug Information

If the Show Debug Information setting is in effect, a field at the end of the values displays the
status for the different systems against which you are querying within NetWitness Suite. For
example, when you are querying against a 10.4 broker pulling from multiple concentrators,
NetWitness Suite displays the status of the query on each of the Concentrators, which provides
insight into the relative speed of data loading from each of the Concentrators. Each service that
participated in the query is listed with the total elapsed time for the query.

Each service that participated in the query is listed with the total elasped time for the query. In
the example above, two services returned in 3.207 seconds, localhost:50005 took 2 seconds to
return the results. In addition, the where clause of the query is displayed below the breadcrumb.
You can copy this syntax directly into an application rule or Reporting where clause of a rule.

Load Complete

For each meta key, there is a list of values (blue text) and counts (green text) found in the
current drill point. When you click a value to drill down into a subset of the currently selected
data, the display is updated and the new drill point is recorded in the breadcrumb. You can
specify the sorting and quantification methods for the values list using the option in the toolbar.
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Note: Title, values, and counts for non-indexed meta keys are not drillable; the Values and
counts are shown in black. Refer to Manage and Apply Default Meta Keys in an Investigation for
a detailed description of non-indexed meta keys in Investigation.

s Josserpten

Meta Key The name of the meta that is listed, for example, Service

Type is a meta key.

Number of values rendered The number or values rendered is specified by the Render

vs number of values Threads value in the Investigation Preference settings. In the

available to load example above, the meta key is Service Type, and 20 of 20+
values are currently displayed. You can display additional

values by clicking ...show more.
jo Clicking © on an indexed meta key opens the Search dialog in

which you can enter a filter for the current meta key. The
search function is not available for non-indexed meta keys, and
is based on the actual meta value rather than the alias. Drilling
in the Search dialog using aliases is not supported.

NOTE: Check with your administrator to obtain a list of
aliases used for a meta key in Investigation. When an alias is
used, this search dialog does not provide results. Instead, you
must query the meta key using the Right-click query capability
or the Query dialog.

Offline Services: Lists offline services queried by a 10.4 Broker.

XXX.XXX.XXX.XxX:50004

Meta Count, for example The number of instances found for a particular meta in the
3) session.

Meta Value, for example The specific name associated with the found meta.

other src
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e o

...show more If the number of meta values has been limited (for example,

20), clicking this displays additional meta values for the

selected meta key.

Loaded in 0.418 secs. Total ~ Debug stats display load times based on the Show Debug
running time 0.434 secs. Information setting.
(localhost:50005 loaded in 1

S€CS....

Meta Key Context Menus

The Meta Keys in the Values panel have context menus. Next to each meta label, a drop-down
arrow displays the options that can apply to that item. You can use these to change the way the
results for the meta key are displayed in the current view. Changes made to meta keys are
displayed in the current view during drill points persist until you refresh the page or select a new
service in the Navigate view toolbar. Manage and Apply Default Meta Keys in an Investigation
refresh reverts the current view of meta keys as defined in the Manage Default Meta Keys
dialog (see Manage and Apply Default Meta Keys in an Investigation). If you have never made
modifications in the Manage Default Meta Keys dialog, NetWitness Suite restores the default
meta keys from the core service.

e More Results
o Max Results
o Hide Results

o Meta Key Info

Context Lookup Panel

The Navigate view and the Events view have a panel on the right side called the Context Lookup
panel. The Context Lookup panel is displayed only if you have installed and configured the
Context Hub service. For more information on configuring the Context Hub service, see the
Context Hub Configuration Guide.

The Context Lookup panel displays relevant data when an analyst looks up contextual data for a
meta value in the Values panel.

289 Investigation Reference Materials



Investigate and Malware Analysis User Guide

INVESTIGATE
S D NAVIGATE < Cy
= con-179 ¥ Query @ [ Profile © EJMeta @ | "ETotal © .= Descending © &5 EventCount © | SaveEvents © -~ Actions © ~ Settings
< Context Lookup
2017 | % | 06:35:00 (+00:00) All Data 2017 & 12:19:59 (+00:00) | = Netwitness Endpoint s

Last Updated: a minute ago

10.101.47.66 (ECATWIN864010)

A Visualization

Hostname Aliases (3 values) L

in2K8-60 (136) - win2k8-160 (68) - bed-ecat-app-02 (68) 2 Madinescore ool 01000
win2k8- - win2k8- - bed-ecat-app-
1271 915 2101
Source IP Address (14 values) £
<> astUpdated: 2 years ago
176.31.125.191 (4,048) - 192.168.1.1 (204) - 14.23.17.113 (184) - 10.31.204.245 (184) - 10.31.204.243 (184) - 192.168.2.111 (68) Last Upda ¥ &
-10.101.47.107 (11) -192.168.2.21 (7) - 10.31.205.6 (6) - 10.101.47.132 (5) - 10.101.47.66 (5) - 10.31.204.63 (5) - 10.100.32.133 (2) Last Login User
-10.30.95.85 (1) MAC: 00:50:56:BA60:18
o 0s: Microsoft Windows 8 Enterprise
k> Destination IP address (13 values) # Admin notes
20.20.20.2 (4,232) - 10.31.204.245 (368) - 192.168.1.1 (68) - 192.168.2.1 (8) - 192.168.1.25 (7) - 10.31.205.6 (5) - 10.31.125.203 (5) Admin Statue:

-192.168.2.10 (4) - 10.101.47.128 (4) - 10.101.47.107 (3) - 175.45.176.5 (2) - 10.101.47.66 (2) - 10.101.47.53 (2)

Y= Action Event (1 value) 2 Machine 11OC Levels

fw:inbound-network-traffic (4,600) » 110C Level 1
» 110C Level 2
- Extension (2 values) 2 » 110C Level 3

exe (136) -dll (68)

‘ NETWITNESS SUITE Page: 1,586ms | ExtJS: 2,223ms 11.0.0.0-170302110307.1.db18a29|

After the administrator configures the Context Hub service, you can view the contextual
information for the meta values in the Navigate view and the Events view. For more information
on configuring the Context Hub service, see the Context Hub Configuration Guide. For
information about performing Context Lookup for meta values, see View Additional Context for a
Data Point.

The Context Hub service is pre-configured with default meta type and meta key mapping. For
information about the mapping of the context hub meta value with investigation meta key, see
"Manage Meta Type and Meta Key Mapping" in the Context Hub Configuration Guide

You can view the type of context data that is available for a highlighted meta value by hovering
the mouse over a highlighted meta value. An inline indicator shows which type of context data is
available for the meta: Endpoint, Incidents, Alerts, or Lists.

Right-clicking a meta value opens a menu with the context lookup option. The following figure
illustrates the Context Lookup option when you right-click a meta value.

Google Malware Diagnostic for IPs and Hostnames

. SANS IP History
256) - SCPS(196) - GRE(119)
McAfee SiteAdvisor for Hostnames

Copy ECAT IOC Lookup

Live Lookup BFK Passive DNS Collection

Scan for Malware CentralOps Whois for IPs and Hostnames

Context Lookup Malwaredomainlist.com Search

Add/Remnave from List Malwaredomains.com Search

Data Science 4 Robtex IP Search
Investigation : SamSpade Search
External Lookup : ThreatExpert Search
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For meta keys such as IP, Host and Mac Address, the details of the values that are flagged are
collected from Endpoint, Incident, Alerts, and Lists.

For meta keys such as File, File Hash, Domain, User, the details of the values that are flagged
are collected from Incidents, Alerts, and Lists.

The data is displayed in the context panel, only if there is any data available .

For more information about the lookup results and contextual information for different data
sources, see Context Lookup Panel.
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Query Dialog

In the Navigate view or Events view, you can create a query rather than clicking through the
meta keys and values to drill down into the meta data. The dialogs for creating a query offer
syntax help with drop-down lists of applicable meta keys and operators. To access this dialog in
the Navigate or Events view toolbar, select Query.

Workflow

I You are here I

Submit View Query Reconstruct an
a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

T T ()

Threat Hunter create a custom query* Create a Custom
Que;y
Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter analyze an event Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis Conducting Malware

Analysis
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T T )

Incident Responder investigate an incident NetWitness

Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

Quick Look

% Query ~

& Profile & E Meta &

| ™8 Total & Descending ~ B3 Event Count

® Simple () Advanced () Recent

Select Meta v | |Operator ¥ | Value

™ Network [¥ Log [¥ Endpoint

Apply Cancel Reset [ 3]

The Query dialog has three views:

o Simple

o Advanced

« Recent

In the Simple view, you can create a query using the options displayed in the dialog. In the

Advanced view, you can create a query without guidance. In the Recent view, you can select a
query from a drop-down list of recent queries.
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Simple View

RN (] Profile ¥ EJMeta ™ | "B Total & Descending = B8 Event Count

r 1
® Simple () Advanced () Recent
Select Meta v | Operator v | |Value

™ Network [ Log ™ Endpoint

Apply Cancel Reset €

Advanced View

O Simple ® Advanced (O Recent

Apply Cancel Reset €
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Recent View

O Simple O Advanced ® Recent

did = 'nwappliance3067"
sessionid=13
sessionid=52
sessionid=44
sessionid=20
sessionid=202
sessionid=200

ip.src=" '
ip.src =

ip.src=

ip.dst=

Apply Cancel Reset &

The following table describes features of the Query dialogs.
m
Select Meta Displays a drop-down list of meta groups.

Operator Displays a drop-down list of operators (=, NetWitness

Suite!=,NetWitness Suiteexists,NetWitness Suitel!exists)

Value Allows you to enter a value to complete the query.
Network Limits the query to packets if Log is not selected.
Log Limits the query to logs if Network is not selected.
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e Jowamn

Query box Allows you to enter a query in the Advanced view. When you begin typing,

a drop-down list of available meta keys for the service is displayed, then a
drop-down of operators is displayed as you type. If the expression currently
entered in the query box is invalid, a warning appears near the box. When

the query is valid, the warning is removed.

Query list Allows you to select a query from a list of recent queries in the Recent

view. Double-clicking a query automatically applies it.

Apply Applies the new query to the current Investigation view.
Cancel Closes the dialog without applying changes.
Reset Resets all fields.
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Scan For Malware Dialog

In the Scan for Malware dialog, Malware Analysis analysts can upload files to investigate in
Malware Analysis.

To access this dialog go to the Malware Analysis view. In the Select a Malware Analysis

Service dialog, select a service in the left panel, then click B scan Files i e right panel.

Workflow

Submit
a Query

View Query Reconstruct an
Results Event

Conduct
I Interactive
| Event Analysis
I
|

Conduct

Malware
Analysis

Incident

I
I
Investigate an I
I
|
|

You are here

What do you want to do?

T S )

Threat Hunter submit a file to scan for malware * Upload Files for

Malware Analysis

Scanning

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter analyze an event Analyze Events in

the Event Analysis

View
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T S )

Threat Hunter Conducting Malware

conduct malware analysis*

Analysis

NetWitness

Respond User
Guide

Incident Responder investigate an incident

*You can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

e Begin a Malware Analysis Investigation

o Launch a Malware Analysis Scan from the Navigate View

Quick Look

The figure below illustrates the Scan for Malware dialog, and The following table describes the
features available in the dialog.

Scan for Malware

Malware Analysis

Service *

Mame * Adhoc Scan HTTP

Community Sandbox

Bypass Executable Ll Bypass Executable Ll
Bypass Office ] Bypass Office ]
Bypass PDF L] Bypass PDF L]

m Description

+ Uploads a file from your computer.

- Deletes a file from the list.
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e [

File Name Displays the names of the files added to the list.
Name Allows you to name the scan job.

Community Displays options for Community to bypass or ignore certain types of files:
o Bypass Executable
o Bypass Office

o Bypass PDF

Sandbox Displays options for Sandbox to bypass or ignore certain types of files:
o Bypass Executable

o Bypass Office

o Bypass PDF
Cancel Closes the dialog without performing any actions.
Scan Scans the uploaded files.
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Select a Malware Analysis Service Dialog

The Select a Malware Analysis Service dialog is accessible in the Malware Analysis view. In
this dialog, Malware Analysis analysts can select a service to investigate, choose a scan on that
service to investigate, upload a file to scan, and begin a continuous scan of the service.

Workflow

Submit
a Query

View Query Reconstruct an
Results Event

Conduct Conduct
Interactive

I
| Event Analysis
I
I

Malware
Analysis

Incident

I
I
Investigate an I
I
I
I You are here

What do you want to do?

R S

Threat Hunter submit a file to scan for malware * Upload Files for

Malware Analysis

Scanning

Threat Hunter submit query Beginning an

Investigation of a

Service or Collection

Threat Hunter view query results Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event
Threat Hunter analyze an event Analyze Events in

the Event Analysis

View

Threat Hunter conduct malware analysis* Conducting Malware

Analysis
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T T )

Incident Responder investigate an incident NetWitness

Respond User
Guide

*Y ou can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

o Begin a Malware Analysis Investigation

o Launch a Malware Analysis Scan from the Navigate View

Quick Look

Select a Malware Analysi

Malware Services | Malware - Malware Analytics Scan Jobs List
™ Default Service B Scan Files o
Name ~ | Name Static Network Community  Sandbox Progress Info  User
Malware - Malware Analytics
Mo scan jobs found
| Page of 0 | C o v No data to display

View Continuous Mode

The Select a Malware Analysis Service dialog has a Malware Services panel on the left and a

Scan Jobs List on the right. The Scan Jobs List panel has a toolbar, list, and buttons to view
scans.

The Malware Services panel is a list of services available for malware analysis. In this panel,
you can select the service to investigate and you set a default service using the Default Service

icon. When you select a service, the available scan jobs for that service are listed in the Scan
Jobs list.

These are the features in the Scan Jobs List toolbar.
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o o

B scan Files

Delete scan job ( = )

Cancel scan job (@)

Refresh (T¥)

Displays the Scan for Malware dialog, in which you can upload

a file to the service for scanning.

Deletes one or more selected scan jobs, NetWitness Suite

displays a confirmation dialog before deleting scan jobs.

Pauses or continues one or more scan jobs.

Refreshes the list of scan jobs.

These are the columns in the Scan Jobs list. This list is also available in the Malware Scan Jobs

dashlet.

N

Name

Static, Network,

Community, Sandbox

Progress

Info

User
Events

Dropped

Displays the name of the job.

Filters the results based on the scores for each scoring module.

Displays the current progress made on the job.
o Green: The job is finished.
o Black: The job is in progress.

e Red: An error occurred.

Provides additional information. Displays the query for the job.
If the job is not complete, it also displays more detailed

description of the status.
Displays the name of the user who created the job.
Counts the number of events for the job.

Counts the number of files/events in the job that were dropped

because the scores are below their configured threshold.
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o

Event Type Displays the type of job: Manual Upload, On Demand, or
Resubmit.
Scheduled Displays the date and time when the job was executed.

These are the available actions in the dialog.
m
Cancel button Cancels the selected scan job.

View Scan button Displays the Summary of Events for the selected scan with the

default dashlets displayed.

View Continuous Mode Displays the Summary of Events for the selected scan with the

button default dashlets displayed.
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Settings Dialog for Navigate View and Events View

The settings in the Navigate view and Events view Settings dialogs are a subset of the
Investigation settings made in the Profiles > Preferences panel > Investigations tab. By providing
the settings within the Investigation view, NetWitness Suite saves time for analysts. If you
change a setting here, the same setting is changed in the Profiles view, and if you change a
setting in the Profiles view, the same setting is changed here.

To access this dialog, go to the Navigate or Events view, and select the Settings option in the
toolbar.

Workflow

I You are here I

Submit View Query Reconstruct an

a Query Results \ Event

Conduct Conduct
Malware Interactive
Analysis Event Analysis

Investigate an
Incident

What do you want to do?

Threat Hunter configure preferences for Investigate* Configure Navigate
View and Events
View

Threat Hunter submit query Beginning an
Investigation of a
Service or Collection

Threat Hunter view query results* Conducting an
Investigation

Threat Hunter reconstruct an event Reconstruct an
Event

Threat Hunter analyze an event Analyze Events in

the Event Analysis

View
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T S )

Threat Hunter conduct malware analysis Conducting Malware

Analysis

Incident Responder investigate an incident NetWitness
Respond User
Guide

*You can perform this task in the current view.

Related Topics

o How NetWitness Investigate Works

Quick Look

The Settings dialogs in the Navigate view and Events view have several features in common.
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Several Investigation settings in the Navigate view influence the performance of when loading
values in the Values panel. Default values are set based on common usage, and individual
analysts can adjust these settings for their own investigations. The image below is an example of
the dialog, and the following table describes the features.

Search Events ~ L Settings
C  Threshold 100000
Max Values Results 1000
I Max Session Export 100000

Max Log View Characters 1000

r Max Meta Value Characters | &0
Export Log Format W
Export Meta Format w

[] Use Per Device Local Cache

[] Show Debug Information

[ Append Events in Events Panel

™ Autoload Values

[] Download Completed PCAPs

[[] Live Connect: Highlight Risky Values

Apply Cancel [ 7]

e o

Threshold Sets the threshold for the maximum number of sessions loaded for a

meta key value in the Values panel. A higher threshold allows accurate

counts for a value, and also causes longer load times. The default value

is 100000.
Max Values Sets the maximum number of values to load in the Navigate View when
Results the Max Results option is selected in the Meta Key Menu for an open

Meta Key. The default value is 1000.
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e o

Max Session Sets the maximum number of sessions able to be exported. The default

Export value is 100000.

Export Log Format  Sets the file format of exported logs. There are four formats available:
o Text
« SML
« CSV
« JSON

Export Meta Sets the file format of exported meta values. There are four formats

Format available:

o Text
« SML
« CSV
e JSON

Use Per Device When unchecked, Investigate sends a fresh query to the database rather
Local Cache than displaying cached data in the Investigate views after the initial

load. If checked, Investigate uses the data from local cache.

Show Debug This option controls the display of the where clause beneath the
Information breadcrumb in the Navigate view and the elapsed load time for each
aggregated service on a Broker. When checked the debug information is

displayed. The default value is Off (unchecked).

Append Events in ~ This option affects paging in the Events panel. When checked, the next
Event Panel group of events is appended to the already displayed events. When
unchecked, the previous page of events is replaced by the next page.

The default value is Off (unchecked)
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e o

Autoload Values

Download

Completed PCAPs

Live Connect:

Highlight Risky IPs

Apply

Cancel

This option controls automati loading of values for the selected service
in the Navigate view. When checked, values are automatically loaded
when you select a service to investigate. When not checked, Investigate
displays a Load Values button, allowing the opportunity to modify

options. The default value is Off.

This setting automates the downloading of extracted PCAPs in the
Investigation module so that you do not have to manually download and
open extracted PCAP files in an application, such as Wireshark, that can

handle viewing data in a PCAP form.

If this option is unchecked, all the meta values that have context
available in Live Connect are highlighted in the Navigate view Values
panel. If the option is checked, among the values that have context in
Live Connect, only those values deemed Risky/Suspicious/Unsafe by the

community are highlighted. By default this option is unchecked (Off).

Applies the settings immediately and they are visible the next time you

load values. The same changes are also applied in the Profiles view.

Cancels the editing operation and closes the dialog, leaving the settings

unchanged.

Events View Settings Dialog

The following image is an example of the Settings dialog for the Events view, and the following
table describes the features.
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Search Events w e Settings
Export Log Format w
Export Meta Format w

[[] Use Per Device Local Cache
[] Download Completed PCAPs
[[] Live Connect: Highlight Risky Values

¥ Optimize Investigation page loads (When this
is checked, random page access is disabled)

Default Session View

Best Reconstruction

[ Enable CSS Reconstruction for Web View

Apply Cancel (7]

N

Export Log Format Sets the file format of exported logs. There are four formats available:

o Text
o« SML
o« CSV
o JSON

Export Meta Format  Sets the file format of exported meta values. There are four formats
available:

o Text
« SML
« CSV
o JSON
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e o

Download Completed
PCAPs

Live Connect:

Highlight Risky IPs

Optimize
Investigation page

loads

Default Session View

Enable CSS
Reconstruction for

Web View

Apply

Cancel

This setting automates the downloading of extracted PCAPs in the
Investigation module so that you do not have to manually download
and open extracted PCAP files in an application, such as Wireshark,

that can handle viewing data in a PCAP form.

When checked, Investigate uses a filter to fetch only IP addresses that
are considered as risky by RSA community. When not selected,
NetWitness Suite displays all IP addresses. By default, this option is
not selected (Off).

Sets a paging option. When optimized, results are returned as quickly
as possible, sacrificing the original ability to go to a specific page in
the event list. Unchecking this box changes the Events list pagination
to allow you to go to a specific page in the list (or to the last page).

The default value is enabled.

Selects the default reconstruction type for the initial reconstruction in
the Events view. The default value is Best Reconstruction in which
events are reconstructed using the reconstruction method most

appropriate to the event.

This setting controls how web content reconstruction is performed. If
enabled, the web reconstruction includes cascaded style sheet (CSS)
styles and images so that its appearance matches the original view in
a web browser. This includes scanning and reconstructing related
events, and searching for style sheets and images used in the target
event. The option is enabled by default. Uncheck this option if there

are problems viewing specific websites.

Applies the settings immediately and they are visible the next time you

view events. The same changes are also applied in the Profiles view.

Cancels the editing operation and closes the dialog, leaving the

settings unchanged.
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