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Solution Summary

Through its use of open standards and technologies, EclecticIQ’s integration provides threat intelligence
to enrich metadata (meta) gathered by RSA NetWitness. If an IP or DNS contained within EclecticIQ’s
threat intelligence is found within meta collected by RSA NetWitness, EclecticIQ’s meta is appended to

the event.
RSA NetWitness Features
EclecticIQ Platform 2.3
Feed format STIX xml
Collection method http, local file
Feed Collection Frequency Hourly, Daily, Weekly

Partner Product Configuration

Before You Begin

This section provides instructions for configuring the EclecticIQ Platform with RSA NetWitness. This
document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products to install the required components.

All EclecticIQ components must be installed and working prior to the integration. Perform the necessary
tests to confirm that this is true before proceeding.

! * Important: The configuration shown in this Implementation Guide
is for example and testing purposes only. Itis not intended to be the
optimal setup for the device. For more information, please refer to the
EclecticIQ Platform documentation or website.

EclecticIQ Platform Configuration

EclecticIQ Platform integrates with RSA NetWitness via STIX XML files. Structured Threat Information
Expression (STIX) is a structured language for describing cyber threat information it can be shared,
stored, and analyzed in a consistent manner. RSA NetWitness supports the import of STIX Indicators and
STIX Observables to improve threat detection through hunting and ESA notification.

STIX files can either be manually downloaded from EclecticIQ Platform or can be generated via the
Trusted Automated eXchange of Indicator Information (TAXII) API. For more information on using the
TAXII API, consult the EclecticIQ Platform product documentation here:

https://docs.eclecticiq.com/configure-data-sources/outgoing-feeds/types-of-outgoing-feeds/taxii-
poll-feed
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To integrate with RSA NetWitness, create at least one Outgoing Feed on the EclecticIQ Platform with
Transport TAXII Poll and Content type STIX 1.2.

! * Important: STIX files with multiple observables or indicators must

have only one </stix:STIX_Package> element in the XML. In RSA
NetWitness, a STIX (.xml) feed of type Indicator or Observable which
contains properties such as the IP addresses, File hashes, Domain
names, and URLs are supported.

EclecticIQ recommends creating a separate outgoing feed for each observable, ex. hashes, URISs,
Domain Names, and emails. In addition, create two IP feeds, one to alert RSA NetWitness and a
second to generate sightings which are sent back to EclecticIQ via a script. The feeds will have the same
content but different TAXII collection Names, one for source IPs alerting and the second for destination
IPs. Finally, to send all available data from EclecticIQ Platform to RSA NetWitness configure six different
outgoing feeds with different TAXII collection Names: ip-source, ip-destination, URI, domains,
hashes and emails.

To limit the types of indicators or observables supported, use either the Dataset or Observable and
Enrichment Observable types option or both for the outgoing feed settings. It is recommended to
create specific Outgoing Feed for each type of object: IP addresses, File hashes, Domain names,
and URLs. Consult the EclecticIQ Platform product documentation here:

https://docs.eclecticiq.com/configure-data-sources/datasets/create-a-dataset

https://docs.eclecticiq.com/configure-data-sources/outgoing-feeds/set-observable-filters-for-
outgoing-feeds

EclecticIQ Platform Sightings User Configuration

For sightings generation purposes you must be authorized in EclecticIQ Platform and therefore you need
to create a user with specific Roles and Groups. For security reasons it is not recommended to use
generic users for this, especially users with admin/full rights.

Process of EclecticIQ Platform user creation described here in details:

1. Create a role. Go to Settings -> User Management -> Roles, select Create Role, type name for
example rsa_sightings_role and add permissions: read groups, modify entities and read
entities.

2. Create a group. Go to Settings -> User Management -> Groups, select Create Group, type
name for example rsa_sightings_group.

3. Create a user. Go to Settings -> User Management -> Users, select Create User, fill the form,
assign Group: rsa_sightings_group and assign Role: rsa_sightings_role. Do not set
Administrator checkbox for the user.

4. If the Partner Product can update RSA NetWitness Intel feeds, provide instructions on the feed
format (.csv or STIX) and how the file is transported to NetWitness.

RSA NetWitness Configuration

RSA NetWitness Custom Feed Configuration

Depending on your deployment and if you have elected to add an RSA NetWitness Log Decoder and/or
Packet Decoder follow the steps below for your integration.
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Log Decoder Configuration

RSA NetWitness Feed Configuration
1. From the RSA NetWitness Dashboard Select CONFIGURE > CUSTOM Feeds.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Live Content Incident Rules Respond Notifications ESA Rules Subscriptions Custom Feeds

2. Select the : 3 in the Feeds Window to setup the feed.

Feeds

+ |

3. Select the Custom Feed radio button within the Setup Feed pop-up window and select Next.

Setup Feed

(@ Custom Feed

Identity Feed

Cancel
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4. Select Adhoc if you are uploading the file once or select the Recurring radio button if you plan to
automate the feed. Enter the URL of the Feed provider and select how often to pull the feed by
setting the Recur Every option and select Next. For using TAXII transport enter the URL* for the
Discovery Service of EclecticIQ Platform. If you have specific permissions, select the
Authenticated checkbox and enter credentials. You can use only one Collection in each feed, but
you can create multiple feeds with different collections from one TAXII server.

Configure a Custom Feed

Define Feed Select Services Define Columns Review
Feed Type O csv ® STIX
Feed Task Type (O Adhoc ® Recurring
Name * RSAtestfeed
URL * https:// 'taxii/discovery Verify

™ Trust All Certificates

[[] Authenticated
[[] Use Proxy
[V TAXII Enabled Server
Name Description o
[V rsa-test-sample-url

[] rsa-test-ip

Recur Every 1 C Day(s) v
[[] Date Range

v) Advanced Options

Reset Cancel Next

READY



EclecticIQ
EclecticIQ Platform

N EclecticlQ

INTELLIGENCE POWERED DEFENSE

5. Select the RSA NetWitness Log Decoder Service checkbox and select Next.

Configure a Custom Feed

Define Feed

Services Groups

Note : STiX content will exist in the Context Hub service by default and you are not allowed to deselect it. Select
Decoders/Log Decoders to which STIX content must be pushed.

Select Services Define Columns Review

™ ;9' Name ~ Address Type
4 p’ NWAPPLIANCE19737 - Contexthub Server Context Hub

¥ 4’ NWAPPLIANCE19737 - Log Decoder — Log Decoder

Cancel

RSA
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! * Important: Due to the ESA alerting workflow and sightings

generation EclecticIQ recommends using “Non IP” type for any feed.

6. The example below is for Source IP matching and alerting. Define the Index as Type Non IP, Index
Column 5 (the one with IP value from indicator/observable), Service Type 0 and use Callback
Key (S) to select which fields you wish to check for indicator, for source IP it is ip.src. For ESA
alerting set the name of first column connected with Callback key, ind_title_ip_src. For additional
fields see table below. Set the header of the other columns as needed and select Next.

! * Important: The graphic below displays a configuration using

additional fields added manually (obs.title, ind.desc etc), sample
configuration provided in Appendix A.

Configure a Custom Feed

Define Feed Select Services Define Columns Review
Type P ® Non IP
Index Column(S) 5 ~ Service Type 0 ¢ Truncate Domain
Callback Key (S) ip.src @ =
Column 1 2 3 4
Key -ind_title_ip_src v -ind.desc v -obs.title v -obs.desc v
Header Indicator Title Indicator Description Observable Title Observable Description  IP
| HEH 'H
HE [ o8 |
. ™
| D Wl
H N I .
|
HENR | 10.0.0.0
HE j= ) | 10.0.0.1
N ' R R 10.0.0.2
EEn
Reset Cancel Prev Next
EclecticIQ Outgoing RSA NetWitness ESA alerting field Index Column
Feed contains Callback Key(s)
IP (source) ip.src ind_title_ip_src IP (#5)
IP (destination) ip.dst ind_title_ip_dst IP (#5)
Hashes Select custom field which | ind_title_hash File Hash Value (#17)
is used
URI uri ind_title_uri URI (#7)
Domain domain.dst, domain.src, ind_title_domain Domain (#6)
domain
Email email ind_title_email Email (#8)

7. Select Finish to complete the setup of the Feed Integration. Repeat steps 2-7 with outgoing feeds in

EclecticIQ Platform.

RSA
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8. During the feed deployment, initially the status will appear as Waiting and the Progress will be
yellow until RSA NetWitness completes the transfer of the Feed. Once deployed the Status will
display Completed and the Progress will be green. Depending on the size of the feed it may take
some time for RSA NetWitness to download all Threat Intel from EclecticIQ Platform.

Feeds
+ I

] Name Trigger Disk Usage Created Last Run Time Status Progress

B rsatestip Fetches STIX feeds from 2018-Jun-16 10:17, running every day 2875 MB 2018-07-1609:34:13  2018-07-16 10:21:56

Fetching STIX data from Context Hub server

NWAPPLIANCE19737 - Log Decoder

Fetching STIX data from Context Hub server

G
o
-

[0 = rsatesturl Fetches STIX feeds from 2018-Jun-16 09:35, running every day 7.58 MB 2018-07-16 09:37:28  2018-07-1609:37:56  C CE—
C
C

NWAPPLIANCE19737 - Log Decoder

9. Once completed and if you have any I0C's, the EclecticIQ Feed meta will appear within RSA
NetWitness Investigator appended to the collected event.

[0 EventTime EventType  Theme Size Details

€5 371871461 -> 117.112.161.107
> sessionid : 182

B medium: 32

& device.type: ciscoasa

& device.class : Firewall

i header.id: 0012

addr: 37.187.146.1

level : 6

{# service.name ; IPSEC

@ direction: outbound remote access

@ netname : other src

 ind.title : 37.187.146.0 - 37.187.146.255

i obs.title : NETWORK range: 37,187.146.0--comma-37.187.146.255

: ipvd-net: ~ - 5 : : 1 2014-12-17T02:53:567 - 2014-12-20T02:53:5
O oSt L p— . obs.desc ; ipvd-net; 37,187.146.0-comma-37.187.146.255 | is_source: True | Attack_Count: 2042 | Attack_DateRange: 2014-12-17T02:53:56Z - 2014-12-20T02:53:56Z |

] netname : other dst

@ userdst: LOEMPIAK

# action: has been created

8 eventtype: VPN

& referenceid: 602303

& msgid: 602303

@ event.catname: Network.Connections.Successful VPN
& parse.error; EVENTTIME

@ device.disc: 100

@ sourcefile : ciso_asa13.log

# action: fw:outbound-network-traffic

B did: nwappliance19737

& rid: 182

= Hide Additional Meta B Event Analysis
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RSA NetWitness ESA Alerting configuration
RSA NetWitness ESA alerting can be implemented with data ingested from the EclecticIQ Platform.

When NetWitness collects an event matching an IOC field contained within the EclecticIQ threat
intelligence feed, NetWitness enriches the collected event by merging associated meta contained within
the EclecticIQ Feed.

Upon detection of the IOC, NetWitness ESA alerting can be configured based on these meta fields, for
example ind_title_ip_src to perform an ESA Notification such as sending an Email, SNMP Trap, Syslog
Event or run a script.

The following instructions provide an example of how to deploy the EclecticIQ sightings script in RSA
NetWitness.

Adding Sightings generation script
1. To add script for sightings generation in NetWitness select, Admin > System > Global
Notifications > Output. Select + > Script.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN '

Host I f SOUrce Hea R Wellne System

jote Global Notifications
Updates
Output Servers Templates
Licensing _ _
Email ,
| Email ne A Output,
I Global Notifications SNMP
isighting_creation.sh Script

Legacy Notifications Syslog
'esa?es-elq Script
System Logging

Global Auditing

Jobs
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2. In the new window fill name for the script, for example eiq_sighting_creation and copy and paste
script from Appendix B to the Script* field. If you have any issues with copying and pasting (new
line symbols, spaces etc) from this document submit a request to EclecticIQ for the script at
support@eclecticiq.com. In the beginning of script, replace the account parameters with your

own.
EIQ_URL=https://XXX.XXX.XXX.XXX // name or IP address of EclecticIQ Platform
EIQ_USER=" rsasightings " // enter user name created in the Platform.
Described above
EIQ_PASSWORD="password" // enter password for user in the Platform.
Described above
EIQ_GROUP=" RSAsightings " // enter group name created in the Platform.
Described above
SSL_CERT_CHECK="1" // enter 1 to check SSL cert or 0 to ignore
1t.

Define Script Notification

Enable 4
Name * eig_sighting_creation
Description

Script * © |#/bin/bash

EIQ_URL="https://XXX.XXX.XXX.XXX"

SSL_CERT_CHECK="1]

if [ $SSL_CERT_CHECK ="0"]; then

SSL_TAG="k "
elif [ $SSL_CERT_CHECK = "1"]; then
SSL_TAG=""

fi

IFS=\, read -a fields <<<"$1"

READY

-10 -



Eclecticl o
EclecticIQ P%tform (:g' E C I. e C t I C I Q

INTELLIGENCE POWERED DEFENSE

Adding Notification server

1. To add a NetWitness Global Notifications server for script execution select Admin > System >
Global Notifications > Servers, select add and select Script.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

System

Info Global Notifications
Updates Output Templates
Licensing

+ - | o]
Email

| Email Ba ~

I Global Notifications | SNMP |
h_script

Legacy Notifications of
System Logging

2. In the new window fill the Name of Script Server, for example bash_script and other parameters.

[— . ST
Define Script Notification Server

Enable 4

Name * bash_script

Description

Run As User * notification

Max Runtime
(Sec) *

Cancel

READY

-11 -



EclecticIQ
EclecticIQ Platform

N EclecticlQ

INTELLIGENCE POWERED DEFENSE

Creating ESA alert for Sightings generation
At this step we have Script for sightings generation and Notification Server in NetWitness now we can
create ESA Rules for alerting with sightings generation.

1. To create NetWitness ESA Rule to select Configure > ESA Rules > Add new Rule > Rule
Builder.

RSA RESPOND INVESTIGATE MONITOR ‘CONFIGURE ADMIN

Live Content Incident Rules ESA Rules Subscriptions Custom Feeds

RULES

Services

Settings

Rule Library

All Event Stream Analysis (ESA) rules created or downloaded. Add rules to a deployment to activate them

| © % ® x

I Rule Library

GET RULES FROM RSA LIVE

| Advanced EPL Description TrialRule  Type Actions
P YMENTS = o

[I: r;i;:‘[;;;g(D _@ IP dst matched Demo No Rule Builder fed
IP src matched Demo IP src matched Demo No Rule Builder fed

] SAMPLE - Blacklist - From inside co... ~ Monitors for non-SMTP trafficonT...  Yes Rule Builder ol

] SAMPLE - Non SMTP Trafficon TCP...  Monitors for non-SMTP trafficon T...  Yes Rule Builder &

SAMPLE - P2P Software as Detecte...  P2P software as detected by an intr...  Yes Rule Builder o)

SAMPLE - User Added to Admin Gr... Alert when user is upgraded to one... Yes Rule Builder feod

] SAMPLE - Whitelist - From outside ... ~ Whitelist Germany from P2P softw... ~ Yes Rule Builder feol

of1 |

I C

‘ NETWITNESS SUITE 11.0.0.0-171003021636.5.a7a7721

2. NetWitness Rule Builder supports complex rules however in this guide a simple rule is used to detect
matching events with data from the EclecticIQ Threat Feed and to send Sightings back to the
EclecticIQ Platform.

3. For basic functionality create an alert with following parameters:

| Page 1 Page Size 100 v Displaying 1 -7 of 7 rules

e Rule name: IP src matched.

e Description: Threat Intelligence matching rule.

¢ Conditions: event.ind_title_ip_src is not null.
Select the field for condition based on the alert field, in this case for Source IP we use
event.ind_title_ip_src.

¢ Notifications: Select % >Script, select name of script imported before into Notification column,
bash_script as Notification Server, template — Default Script Template.

Notifications + -

Email Notification Notification Server Template
v
SNMP eiq_sighting creation.sh bash_script Default Script Template
Syslog n of every minutes
Script

RSA
READY
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4. Save and apply changes in ESA alerting. If you ingest all the possible data from EclecticIQ Platform
and want to have alerts for different IOC’s, create rules for the following: ip source, ip destination,
hash, email, domain and uri.

l. Important: If you don't see custom fields in ESA Rule Builder you

need to update Schema in ESA, see details.
https://community.rsa.com/docs/DOC-78096
or https://community.rsa.com/docs/DOC-78083

5. With these rules if RSA NetWitness collects a security event containing an I0C, ESA creates an alert
and runs the script which in turn creates an EclecticIQ sighting.

6. To test the EclcecticIQ sightings script connect to the CLI of the NetWitness ESA server, open the
/opt/rsa/esa/scripts folder and locate the appropriate script to be tested. NetWitness script
names are randomly generated. Once the correct script to test has been identified, run it locally with
the following parameters:

#./5bfbf363e4b0f6722f8e79%ee '"eiq_alert_src_ip" : "10.10.0.10", "dip_src" :
"10.10.0.10""

7. If successful, a detailed output will be sent to the EclecticIQ Platform and new sightings will be
displayed in the Platform web UL

RSA NetWitness Context Menu action configuration

NetWitness Context Menu actions are used to link an IOC displayed within NetWitness Investigate to a
third party and provide additional details of the threat indicator. The Context Menu action is initiated by
right-clicking the IOC to open a web url or by initiating a script to run against the EclecticIQ Platform to
display additional details of the IOC via a browser.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN Qi',wadmlnv

B Profile ® [ Detail View ® - Actions ©® -~ Incidents © [SEISNSTOR
did = 'nwappliancelog'

Event Time EventType  Theme Size Details Q
<> 202.165.1936" = 2
<> sessionid : 259 Copy Q
B medium: 32 Apply EQUALS Drill s
' device.type: nl context Lookup o
& device.class: R Add/R f U %
@ header.id : 000 SMOVeirom LiSt() £
@ user.dst: ‘son Data Science > ©
# logon.type : we Refocus >
& netname: othé  Refocus New Tab >

2018-12-07T14:34:32 Log netscreen sobyes o netname: gt Extermallook >
& ip.dstport Rl Google Malware Diagnostic for IPs and Hostnames
& event.time: 2018-Nov-13 13:12:40.000 SANS IP History
iMsgd 5100767112 McAfee SiteAdvisor for Hostnames
& event.cat.name : Config.Changes -
B device.disc: 78 I EclecticlQ Lookup Label l
# sourcefile: deep_cyber_sample.log ECAT I0C Lookup
A\ alertid : config:fw-config-changes BFK Passive DNS Collection
E did: nwappliancelog CentralOps Whois for IPs and Hostnames
o rid : 25508 I i h
= Hide Additional Meta B Event Analysis W R B R e

Robtex IP Search

<> 11110111 ->  202.165.193.68
> sessionid : 25509 ThreatExpert Search
= w

READY
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1. To add Context menu action, select Admin > System > Context Menu Actions select : 3 .

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

System

Info :
Context Menu Actions
Updates
+| - | &
e Menu Item Id Version Type
Email [J Host Profile Report viewlnHostProfileRep... 1 UAP.comn|
Global Notifications [J Suspicious VPN Session Report viewInVPNSessionRep... 1 UAP.comny
et Context Lookup contextServiceDefault... 1 UAP.comn|
Legacy Notifications
Add/Remove from List(s) addTolist 1 UAP.comn
System Logging
Copy copyMetaAction 1 UAP.comn
Global Auditing Event Reconstruction reconstructionAction 1 UAP.comny
obs ] Apply! A ri nvestigationEventDril... AP.comn|
b Apply 'EQUALS Drill I g EventDril 1 UAP
Live Services Apply Contains Drill InvestigationEventDril... 1 UAP.comny

URL Integration

I Context Menu Actions

READY
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2. Copy and paste the configuration code to text field in the new window. The configuration code
located in Appendix C of this document. Edit the urlFormat field and replace its value with yours
own.

3. For RSA NetWitness version 11.1+ users, the interface may be different, select Switch to
Advanced View.

Context Menu Configuration
(=}

Configuration  {
"displayName": "EclecticlQ Lookup Label",
"cssClasses": [
"ip-src”,
"ip-dst”,
"ip.src”,
"ip.dst",
"ipv6-src”,
"ipv6-dst”,
"ipv6.src”,
"ipv6.dst",
"orig_ip",
"alias-host",
"alias.host",
"domain.dst”,
"domain-dst”
1
"description": ",
"type": "UAP.common.contextmenu.actions.URLContextAction"”,
"version": "1".

Cancel (0]:¢

4. Select OK, and Context Menu/Right-Click actions are enabled for EcelecticIQ.

READY
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EclecticIQ Fusion Center integration with RSA NetWitness

Depending on your deployment and if you have elected to add an RSA NetWitness Log Decoder and/or
Packet Decoder follow the steps below for your integration.

To extend the functionality of RSA NetWitness Feeds for use with NetWitness rules and notifications

please refer to http://sadocs.emc.com/.
Log Decoder Configuration

RSA NetWitness Feed Configuration
1. From the RSA NetWitness Dashboard Select CONFIGURE > Custom Feeds.

RSA RESPOND INVESTIGATE MONITOR CONFIGURE ADMIN

Live Content Incident Rules Respond Notifications ESA Rules Subscriptions Custom Feeds

2. Select the % in the Feeds Window to setup the feed.

Feeds

+ |

3. Select the Custom Feed radio button within the Setup Feed pop-up window and select Next.

Setup Feed

® Custom Feed

Identity Feed

READY
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4. Fill the parameters:
- Feed Type: STIX

- Feed Task Type Recurrlng
:h

- Deselect Trust All Certlflcates

- Select TAXII Enabled Server checkbox.

- Fill your credentials to the Authenticated field.

- Select stix feed in the list of available feeds.

- Select how often to pull the feed by setting the Recur Every option and select Next.

Configure a Custom Feed

Define Feed Select Services Define Columns Review
Feed Type O csv ®) STIX
Feed Task Type (O Adhoc ® Recurring
Name * FusionCenter
URL * https://cti.eclecticiq.com/feeds/taxii/discovery Verify <

[] Trust All Certificates

Certificate File Select File Browse...
[V Authenticated User Name vasilii@eclecticiq.C Password  sssssssssssssssssees
[[] Use Proxy

[ TAXII Enabled Server

Name Description C
[0 essentials.structured.json.hourly
[¥/ essentials.structured.stix.hourly
Recur Every 1 { Hour(s) v
[[J Date Range
v) Advanced Options
{2 Cancel Next

READY
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5. Select the RSA NetWitness Log Decoder Service checkbox and select Next.

Configure a Custom Feed

Define Feed Select Services Define Columns

Decoders/Log Decoders to which STIX content must be pushed.

4 ﬂ Name ~ Address Type
4 ,y NWAPPLIANCE19737 - Contexthub Server Context Hub

4 i NWAPPLIANCE19737 - Log Decoder —— Log Decoder

Cancel

-18 -

Note : STIX content will exist in the Context Hub service by default and you are not allowed to deselect it. Select

RSA
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6. Select following parameters:

e Type: Non IP

e Index Column (S): IP (#5), Domain (#6), URI (#7), Email (#8), Hash(#17).

e Callback Key (S): ip.src, ip.dst, domain, domain.src, domain.dst, email, uri and any other fields which you
want to match with feed data.

7. Enter the following keys to the column headers:

e Indicator Title: ind_title

e Indicator Description: ind_desc

e Observable Title: obs_title

e Observable Description: obs_desc

l. Important: The graphic below displays a configuration using

additional fields added manually (obs.title, ind.desc etc), sample
configuration provided in Appendix A.

Define Feed

Select Services Define Columns Review

Type 3 ® Non P
Index Column(S)  |5,6,7,8,17 v ServiceType 0 O Truncate Domain
Callback Key (S) ipproto® ip.dst® domain®  domain.src @ ¥

domaindst @ email @

Column 1 2 3 4 9 10
Key (ind_title ~ (ind_desc ~ obs.title ~ obs_desc v ~
Header  Indicator Title Indicator Description  Observable Title Observable Description 1P Domain URI Email File Name File

193.68.19.133 ipv4:193.68.19.133 ipv4:193,68.19.133 193.68.19.133

21491088551862d333.. Domain used by dyre.. domain:a1491088551... domain:al491088551... 149108855186203a3..

yggfvuuyvokdgowrk.tw  Domain used by ranb...  domainiyggfvuuyvokd... domain:yggfvuuyvokd. yggfvuuyvokdgowrk.tw

$5e5535740cde2835d... Domain used by dyre ..  domainis5e55a5740c..  domainis5e55a5740c. 740cde28354.

xpwovxskcebsbogef.cc  Domain used by ranb...  dom: domai keebsbogef.cc

bestwij.su Domain used by locky... domain:bestwjj.su domain:bestwjj.su bestwjjsu

54972688BFB1919A3 hash-md5:549726b8b... hash-md5:549726b8b.

549726B8BFB1919A3. hash-sha256:0a842¢4. hash-sha256:0a842¢4.

54972688BFB1919A3 file:UpdaterU1.dll file:UpdaterUL.dll Updaterul.dil

iwruwcenhtgagaunet  Domain used by Crypt... domainiwruwcenhtgq... domainiwruwcenhtgq iwruwcenhtgogau.net

8. Select Finish to complete the setup of the Feed Integration.

9. Initially the status will appear as Waiting and the Progress will be yellow until RSA NetWitness
completes the transfer of the Feed. Once completed the Status will display Completed and the
Progress will be green. Depending on the size of the feed it may take some time for RSA NetWitness
to download all Threat Intel from EclecticIQ Platform.

Feeds
+ |
Name Trigger Disk Usage Created Last Run Time Status Progress
= rsatestip Fetches STIX feeds from 2018-Jun-16 10:17, running every day 28.75 MB 2018-07-1609:34:13  2018-07-16 10:21:56  C¢ e}
Fetching STIX data from Context Hub server [« =
NWAPPLIANCE19737 - Log Decoder C [————)
] = rsatesturl Fetches STIX feeds from 2018-Jun-16 09:35, running every day 7.58 MB 2018-07-16 09:37:28  2018-07-1609:37:56 (¢ —
Fetching STIX data from Context Hub server G —
NWAPPLIANCE19737 - Log Decoder C

READY

-19 -



EclecticIQ
EclecticIQ Platform

N EclecticlQ

INTELLIGENCE POWERED DEFENSE

10. Once completed and if you have any threat events, the meta will appear within RSA NetWitness

Investigator.

] Event Time Event Type

[] 2018-07-06T12:48:45 Log

Theme

ciscoasa

Size

190 bytes

Details

€3 37.187.146.1 > 117.112.161.107

© sessionid : 182

edium: 32

device.type : ciscoasa

& device.class: Firewall

) header.id : 0012

i ip.addr: 37.187.146.1

i level: &

i service.name : IPSEC

] direction : outbound remote access

& netname : other src

@l inctitle : 37.187.146.0 - 37.187.146.255

£ obs.title: NETWORK range: 37.187.146.0~comma--37.187.146.255
i obs,desc ; ipv4-net: 37.187.146.0-comma-37.187.146.255 | is_source: True | Atiack Count: 2042 | Attack DateRange: 2014-12-17T02:53:56 - 2014-12-20T02:53:56Z |
i netname : other dst

) userdst: LOEMPIAK

# action: has been created,

# evenuype: VPN

& reference.id : 602303

& msgid: 602303

i event.catname: Network Connections. Suceessful VPN
& parseeerror; EVENTTIME

i devicedisc: 100

i sourcefile : ciso_asa13.log

# action: hwoutbound-network-traffic

B did: nwappliance19737

8 rid: 182

= Hide Additional Meta B Event Analysis

-20-
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Certification Checklist for RSA NetWithess

Date Tested: December 17, 2018
Certification Environment

Product Name Version Information Operating System
RSA NetWitness 11.2 Virtual Appliance
EclecticIQ Platform 2.3 Virtual Appliance
RSA NetWitness Test Case Result

Inline Query/Enrichment
Threat Intelligence Feed is received through Log Decoder Meta

Alerting
Alert Third Party via ESA/scripting V

Intelligence Feed Import
Import Intelligence Feed (CSV, STIX)

Context Menu Actions
Right-Click Action to redirect for Third Party lookup/reference

\/ = Pass . = Fail N/A = Non-Available Function

READY
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Appendix A - Sample Custom Meta Keys

RSA NetWitness provides a number of out of the box keys that can be integrated with a custom feed
such as threat.source, threat.category, threat.description, etc. However, if you wish to create custom
meta keys for use with a custom feed, such as EclecticIQ, you can do so following the instructions found
here:

https://community.rsa.com/docs/DOC-80195

A sample snippet of entries into the index-concentrator-custom.xml file is provided below. Please
note that this is provided as an example only, as additional fields can be included or excluded as needed.

<key description=" EclecticIQ Indicator title for src IP" format="Text"
Tevel="Indexvalues" name="1ind_title_ip_src" valueMax="250000" defaultAction="0Open"/>
<key description=" EclecticIQ Indicator title for dst IP" format="Text"
Tevel="Indexvalues" name="1ind_title_ip_dst" valueMax="250000" defaultAction="0Open"/>
<key description=" EclecticIQ Indicator title for hash" format="Text"
Tevel="Indexvalues" name="1ind_title_hash" valueMax="250000" defaultAction="0Open"/>
<key description=" EclecticIQ Indicator title for email" format="Text"
Tevel="Indexvalues" name="1ind_title_email" valueMax="250000" defaultAction="open"/>
<key description=" EclecticIQ Indicator title for URI" format="Text"
Tevel="Indexvalues" name="1ind_title_uri" valueMax="250000" defaultAction="oOpen"/>
<key description=" EclecticIQ Indicator title for domain" format="Text"
Tevel="Indexvalues" name="ind_title_domain" valueMax="250000" defaultAction="0Open"/>
<key description=" EclecticIQ Indicator title" format="Text" level="Indexvalues"
name="ind_title" valueMax="250000" defaultAction="oOpen"/>

<key description=" EclecticIQ Indicator Description" format="Text" Tevel="Indexvalues"
name="1ind_desc" valueMax="250000" defaultAction="0Open"/>

<key description=" EclecticIQ Observables Title" format="Text" Tevel="Indexvalues"
name="obs_title" valueMax="250000" defaultAction="oOpen"/>

<key description=" EclecticIQ Observables Description" format="Text"
Tevel="Indexvalues" name="obs_desc" valueMax="250000" defaultAction="0Open"/>

READY
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Appendix B — Alerting Script for ESA

In the following configuration you have to replace values at the beginning with yours. Additional
description for parameters:
EIQ_URL="https://eiqgtip.localdomain" // URL or IP of EclecticIQ Platform

EIQ_USER="user1" // User created for sightings generation in the
// EclecticIQ Platform. Do not use admin user!
EIQ_PASSWORD="Password" // Password for EclecticIQ user
EIQ_GROUP="Testing" // Group name assigned to EclecticIQ user
SSL_CERT_CHECK="0" // Enter “0” to not to validate SSL cert, enter “1” for
// validation

If you have any issues with script copying because of document format you can request it

support@eclecticiq.com

Script text:
#!/bin/bash

EIQ_! URL—"https //e1qt1p Tocaldomain"
EIQ_USER="userl"

EIQ PASSWORD="P@sswOrd123"

EIQ GROUP="Testing"
SSL_CERT_CHECK="0"

f [ $ssL_ CERT_CHECK = "0" ]; then

SSL_TAG="-k '
elif [ $SSL CERT CHECK = "1" 1; then
£ SSL_TAG=""

i

IFS=\, read -a fields <<<"$1"

for x 1in ${f1e1ds[@]} ;do
if [[ "$x" =~ ind_title® 1]; then
£ read eiq_alert_type <<<$(echo "$x" | awk '{ print $1 }' | sed s/\"//9)
i

done
echo $eiq_alert_type

if [ $eig_alert_type = "ind_title_ip_src" ]; then
eig_sighting_type="1ipv4"
for x in "${f1e1ds[@]}" do
echo "$x"
if [[ ' =~ \ 1p_src\ 11; then
echo
£ read e1q sighting_value <<<$(echo "$x" | awk '{ print $3 }' | sed s/\"//9)
i
done
elif [ $eig_alert _type = "ind_title_ip_dst" ]; then
eiq_ s1ght1n ty?e— ipv4"
for x in %f1e ds[@ }"'do
if [[ "$x" =~ \ 1p_dst\ 1]; then
echo '
£ read e1q sighting_value <<<$(echo "$x" | awk '{ print $3 }' | sed s/\"//9)
i

done
elif [ $eig_alert _type = 1nd _title_hash" ]; then
eig_sightin y?e— 'hash-md5"
for x 1in "$ f1e ds[@]}" do
if [[ =~ \ hash\" 11; then
echo "$x'
£ read eiqg_ s1ght1ng value <<<$(echo "$x" | awk '{ print $3 }' | sed s/\"//9)
i
done
elif [ $eig_alert_type = "ind_title_email" ]; then
eig_sightin yqe—"emai]"
for x in "$ f1e ds[@]}"'do
f [ =~ \"emai1\" 11; then
echo "$x"
£ read eig_sighting_value <<<$(echo "$x" | awk '{ print $3 }' | sed s/\"//9)
i
done

READY
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elif [ $e-iq_a'|ert_type = "'ind_t'it1e_ur"i" ]n the
eigq_sighting_type="uri’
for x in "${f1e1ds[@]}"'do

if [[ =~ \"uri\" 1]1; then
echo "Hx"
. read eig_sighting_value <<<$(echo "$x"
i
done

elif [ $eig_alert _type = "ind_title_domain" ];
eig_sighting_type="domain"
for x in "${f1e1ds[@]}"'do
if [[ "$x' \"domain_src\" 1]; then
echo "$x
read eig_sighting_value <<<$(echo "$x"
elif [[ "$x" =~ \"domain_dst\" 1]; then

echo "$x"
read eiq_ s1ght1ng value <<<$(echo "$x"
e11f [[ "$ $" \"domain\" 1]; then
Y
. read eig_sighting_value <<<$(echo "$x"
i
done

fi

read AUTH_TOKEN <<< $(curl $SSL_TAG -X POST "$EIQ _URL/api/auth" -H "accept:
me\": \"$EIQ_USER\",\"password\":

"Content-Type: application/json" -d "{ \"userna
grep 'token' | awk '{ print $2 }' | sed s/\"//g

n

| awk '{ print $3 }'

then

| awk '{ print $3 }'

| awk '{ print $3 }'

| awk '{ print $3 }'

)

sed

sed

sed

sed

read GROUP_ID <<< $(curl $SSL_TAG -X GET -G "$EIQ_URL/private/groups/" -d
application/json" -H "Content-Type:

"Authorization:Bearer $AUTH_TOKEN" -H "accept:
grep -m 1 '\"source' | awk '{ print $2 }' | sed

read CURRENT_TIME <<< $(date '+%Y-%m-%dT%H:%M:%

read DESCRIPTION <<< $(echo $1 | sed 's/"//g")

SIGHTING="{\"data\": {
\"data\": {
\" conf1dence\"' {

s/\"//9)
s')

type\": \"confidenge\",

\"va]ue\": \"Medium\'

3,

\"description\": \"Sighting automatically created from RSA NetWwitness ESA scripted

action. $DESCRIPTION\",
\"related_extracts\": [

\"type\": \"ec]ect1
\"kind\": \"$eiqg_si
\"value\": \"$eiqg_s

1,
\‘descr1pt1on structuring_fi
k‘type\ \"eclecticig-sigh
\

't1t1e\"' \"Netwitness Sighting $e1q_sighting_type $eiq_sighting_value\",

secur1ty contro1\”' {
\"type\": \"information-
\"1dent1ty\"' {

cig- extract\"
ghting_type\",
ighting_ va1ue\

ormat\ : \"htmT\",
ting\",

source\",

s/\"//9)

s/\"//9)

s/\"//9)

s/\"//9)

"filter[name]=$EIQ_GROUP" -
application/json”

\"name\": \"EclecticIQ Platform App for Netwitness\",

\"type\": \"identit

}l

\"time\": {
\"type\": \"time\",
\"start_time\": \"s
\"start_time_precis

}
1,
\"meta\
\' taxonomy\ [,
\"tags\": [\"Netwitness Ale
\"1ngest time\": \"$CURREN

\ﬂsources\": {
\"source_id\": \"$GROUP_ID\

3

cur]l $SSL_TAG -X POST, ”$EIQ_URL/pr1vate/ent1t1es/" -H "Author1zat1on Bearer $AUTH_TOKEN"
/json" -d "$SIGHTING"

application/json" -H "Content-Type: application

y\"

tart_time\",
jon\": \"second\"

re\"],
T TIME\"
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Appendix C — Context Menu Configuration

In the following configuration you have to find urlFormat field and replace its value with yours. For
example, if the EclecticIQ Platform address is https://local-eig-platform.localdomain field value has to be:
"https: / /local-eiq-platform.localdomain/search/observable? "

Configuration text:

"displayName": "EclecticIQ Lookup",

"cssClasses": [
"ip-src",
"ip-dst",
"ip.src",
"ip.dst",
"ipve-src",
"ipv6-dst",
"ipv6.src",
"ipv6.dst",
"orig_ip",
"alias-host",
"alias.host",
"domain.dst",
"domain-dst"

]

escription": ,

"type": "UAP.common.contextmenu.actions.URLContextAction",
"version": "1",

"modules": [

"investigation"

1,

"local": "false",

"groupName": "externalLookupGroup",

"urTFormat": "https://eigplatform.localdomain/search/observable?q={0}",

"disabTled": "",

"id": "EclecticIQAction",

"moduleClasses": [
"UAP.investigation.navigate.view.NavigationPanel",
"UAP.investigation.events.view.EventGrid"

"6penInNewTab": "true",
llor‘}der‘ll: |l15"
— RSA

READY
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