
™ Account Reset Console™

MASS MANAGEMENT, SECURITY, AND COMPLIANCE FOR THE ENTERPRISE

The escalating number of passwords that are required to safely access 
systems, applications, and other enterprise assets adds an additional element 
of complexity to already burdened IT groups. Windows administrators who 
manage a large base of users are constantly barraged with Help Desk 
requests to reset forgotten or expiring passwords. Organizations suffer 
from the wasted time and reduced productivity of employees who are 
frequently locked out of critical systems, while IT is forced to dedicate 
resources to manually reset user accounts. Without effective password 
management controls organizations can suffer from non-compliance with 
security audits, potential security breaches, reduced productivity, and 
increased IT expenses.

Account Reset Console

Account Reset Console permits users to reset or unlock their own ac-
counts in a secure, audited, and delegated manner. Passwords can be 
reset via a user’s own Win-
dows logon screen or through 
any web browser. Users 
can confirm their identities 
against a set of relational da-
tabases, and then reset their 
passwords without administra-
tor involvement. This web-based 
solution resolves one of the most 
common problems encountered 
by IT groups in large organiza-
tions — users losing access to 
systems because of forgotten or 
expired passwords.

Product iv ity

By permitting delegated users to change their own passwords, downtime 
can be significantly minimized and high productivity levels maintained. 45 
percent of calls to the Help Desk are requests for password resets, and 
automating password reset operations can reduce this call volume by ap-
proximately one-third.1

Implement a Secure Password Reset Policy Throughout 
Your Windows Enterprise
Grant Your Users Secure and Audited Password Reset Rights

Key  Features

Self -serv ice  Resets

Users can reset or unlock their 
own accounts without Help Desk 
interaction.

Help  Desk  Resets

Help Desk can reset locked user 
accounts without administrator 
involvement.

Delegated Users

IT controls which users have access 
to the application.

Ver i fy  Ident it i es

Users validate identity against 
relational database prior to resetting 
accounts.

Automat ic  Alerts

Users are notified about passwords 
set to expire.

STALE  Accounts

Locate and disable expired or stale 
accounts.

Mandate  Resets

Require users to reset changed 
passwords at their next logon.

Scheduled Reports

Generate regular reports on user 
account activity.

Aud ited  Access

Search and examine a full audit 
trail of password changes by date 
or user.

Un iversal  Enrollment

Ensure full participation among 
users by reporting on who has not 
yet enrolled their accounts.

Reset  Opt ions

Change passwords via a secure 
website or the Windows logon page.

Rest passwords through the Windows logon 
page or a secure web site. 
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Security

Account Reset Console allows 
organizations to apply a compre-
hensive password management 
policy across the network by: 
enabling a strict and structured 
password reset regimen, alerting 
users and administrators about 
expiring passwords, requiring 
identity verification prior to 
changing passwords, and forcing 
users to reset recently changed 
passwords during the next logon. 
Enterprise security is further en-
hanced with the product’s ability 
to identify and disable inactive user accounts, which are potentially serious 
threats.

Compliance and Overs ight

The strong password secu-
rity provided by Account Reset 
Console also helps organiza-
tions meet FERPA, HIPAA, PCI, 
and other regulatory compliance 
regulations. Most industries now 
face compliance requirements 
that include periodic password 
changes, auditable access trails, 
and strict controls for users with 
access to internal data. Account 
Reset Console lets companies 
maintain compliance with these 
standards. Oversight control 
is provided by the product’s 
auditable logs. All successful 
and failed logon and change re-
quests are recorded to a central 
file. Scheduled and on-demand 
reports alert senior management 
to common account issues across the network, including password reset 
compliance and the enrollment status of managed users.

“  An organization’s Help Desk can be 
inundated with calls from users asking 
for password resets. Gartner research 
estimates that these calls constitute, 
on average, 30% of Help Desk calls.”

Ant Allan

Gartner, Inc.
Best Practices for Question-and-Answer 

Identity Verification Methods, 
June 4, 2007

Key  Benef i ts

Enterpr ise  Secur ity

Strengthens security policies 
by enforcing a strict and secure 
password reset regimen.

Overs ight  Control

Improves existing control measures 
through scheduled and on-demand 
reports that identify common 
account issues across the network.

Regulatory  Compl iance 

Assures continuing compliance 
with the control and auditing 
requirements of FERPA, HIPAA, and 
other regulatory standards.

Increased Product iv i ty

Prevents end-users from being 
locked out of critical systems, 
and reduces 7/24 Help Desk 
dependency.
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Find accounts that have been inactive on the 
domain, or accounts whose passwords will soon 
expire.

Create self-reset questions and use any ODBC 
compliant database to store and retrieve the 
answers.

1 � Microsoft TechNet, “Password Management”, M. Baladi, D. Mowers, 

A. Steven, P. Verwold, June 2006


