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Solution Summary

The integration of the CimTrak Integrity and Compliance Suite with RSA Security Analytics provides
customers with the ability to send information on changes to their IT systems, captured by CimTrak.
This provides a central location for event logging and reporting and greatly simplifies network and
security administrators' ability to obtain a complete overview of their IT network.

RSA Security Analytics Features
CimTrak v2.0.6.11
Integration package name cimcorcimtrakpe.envision
Device display name within Security Analytics cimcorcimtrakpe
Event source class Intrusion
Collection method Syslog
X | cimkrok |
Critical Servers Running Master Respository Host Platform Running
CimTrak Agents CimTrak Network Agent

(=X Managed Switch
O 05/PS

Detect Changes & Report Health Detect Configuration Changes

=8

Manual or Auto Restore Manual or Auto Restore
g Firewal
: : |
CimTrak CimTrak CIEID  Router
Management Management

Consoles Consoles
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RSA Security Analytics (SA) Community

<CIMCOR '

The RSA Security Analytics (SA) Community is an online forum for customers and partners to
exchange technical information and best practices with each other. The forum also contains the

location to download the SA Integration Package for this guide. All Security Analytics customers and

partners are invited to register and participate in the RSA Security Analytics Community.

Once you have downloaded the SA Integration Package, the next steps are to deploy this on all log
decoders. For steps to disable or remove the Security Analytics Integration Package, please refer to

the Appendix of this Guide.

The RSA Security Analytics package consists of the following files:

Filename

File Function

cimcorcimtrakpe.envision

SA package deployed to parse events from device integrations.

cimcorcimtrakpemsg.xml

A copy of the device xml contained within the SA package.

table-map-custom.xml

Enables Security Analytics variables disabled by default.

Release Notes

Release Date What's New In This Release
12/9/2013 Initial support for Cimcor.
2/17/2016 SA 10.5 support

RSA
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RSA Security Analytics Configuration

Before You Begin

This section provides instructions for configuring the CimTrak with RSA Security Analytics. This
document is not intended to suggest optimum installations or configurations.

It is assumed that the reader has both working knowledge of all products involved, and the ability to
perform the tasks outlined in this section. Administrators should have access to the product
documentation for all products in order to install the required components.

All CimTrak components must be installed and working prior to the integration. Perform the
necessary tests to confirm that this is true before proceeding.

e Important: The configuration shown in this Implementation Guide
is for example and testing purposes only. It is not intended to be the
optimal setup for the device. It is recommended that customers make
sure Cimcor CimTrak is properly configured and secured before
deploying to a production environment. For more information, please
refer to the Cimcor CimTrak documentation or website.

Deploy the enVision Config File

In order to use RSA Partner created content, you must first deploy the Envision Config File from the
Security Analytics Live module. Log into Security Analytics and perform the following actions:

I Important: Using this procedure will overwrite the existing
table_map.xml.

From the Security Analytics menu, select Live > Search.

In the keywords field, enter: Envision.

Security Analytics will display the Envision Config File in Matching Resources.
Select the checkbox next to Envision Config File.

pwWN =

Q, search ¢ configure N\ Feeds

Search Criteria Matching Resources
Keywords Show Results © | Details B.Deploy 3 Subscribe | 3 Package
bl ™ subscribed| Name Created Updated Type Description
Resource Types ™ yes Envision Config File 2014-03-07 11:50 AM 2015-12-14 7:53 AM RSA Log Device This file is used to update the Log Device b
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5. Click Deploy in the menu bar.

@ Live Q search %€ Configure M Feeds
Search Criteria Matching Resources
Keywords show Results | Details 5 Deploy | 3 Subscribe | 3§ Package
envision ¥ subscribed  Name Created Updated Type Description
Resource Types ™ yes Envision Config File 2014-03-07 11:50 AM 2015-12-14 7:53 AM RSA Log Device This file is used to update the Log Device ha

6. Select Next.

Deployment Wizard

Services Review Deploy

Resources

Total resources : 1

Resource Names Resource Type Dependency of

Envision Config File R5A Log Device

Cancel Next
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7. Select the Log Decoder and select Next.

Deployment Wizard

Resources Services Review Deploy
O Name Host Type
O 5A - IPDB Extractor 54 IPDB Extractor
4 vm3099 log Decoder wm3099 log Decoder Log Decoder
Cancel Previous Next
|

: * Important: In an environment with multiple Log Decoders, deploy

the Envision Config File to each Log Decoder in your network.

8. Select Deploy.

Deployment Wizard

Resources Services

Service Service Type Resource Name

vm3099 log De... Log Decoder Envision Config File

Review Deploy

Resource Type

R5A Log Device

Cancel Previous Deploy

(CIMCOR '
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9. Select Close, to complete the deployment of the Envision Config file.

Deployment Wizard

Resources Services Review

Live deployment task finished successfully

Service Name Resource Name Status Progress

wm3099_log_Dec...  Enwvision Config File Tofl @ ]

Deploy the Security Analytics Integration Package

After completing the previous section, Deploy the enVision Config File, you can now deploy the
Security Analytics Integration Package. Download the appropriate RSA Partner Integration Package,
then log into Security Analytics to perform the following actions:

1. From the Security Analytics menu, select Administration > Services.

& Administration ® = Hosts BB services N\ Event Sources W Health & Wellness = System & security

¢D) Dashboard D one or more licenses have expired. Please see Licensing Qverview for additional details.

@ Investigation T ym3099 _log Decoder | Config &

M Incidents Data Retention Scheduler  App Rules  Correlaticn Rules Feeds Parsers Data Privacy  Appliance Service Configuration
™ Alerts

|24 Reports Date Installed
& Administration > = Hosts NiA

£ Services

M Event Sources

W Health & Wellness

@ Live

1 Profile

 Ssign out = system
& Security
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2. Selectyour Log Decoder from the list, select View > Config.

(cnwco;? '

¥ @ vm3099_log Decoder vm3099_log Decoder Log Decoder 10.5.0.0.5307 &
. [ ] Concentrator 10/  System View
i Stats Delete
Warehouse Connector i config Edit
0o o Warehouse Connector [ Explore ]
Logs Stop
Security Restart

e Important: In an environment with multiple Log Decoders, repeat
on the deployment of the RSA Partner Integration Package on each Log
Decoder.

3. Next, select the Parsers tab and click the Upload button.

& Administration ©¥ & Hosts & services M\ Event Sources ® Health & Wellness = System & Security

) One or more licenses have expired. Please see Licensing Qverview for additional details.

£ Change Service | @@ vm3099 log Decoder | Config =

General Files Data Retention Scheduler ~ App Rules  Correlation Rules Feeds Parsers Data Privacy  Appliance Service Configuration

| & Upload

4, From the Upload Parsers window, click the T Add button and select the .envision file.

I Important: The .envision file is contained within the .zip file
downloaded from the RSA Community.

Upload Parsers
+ =

File Mame O Progress Start Time File Mame Status

4
Cancel Upload
-8-

RSA
READY



Cimcor

CimTrak @.

5. Under the file name column, select the integration package name and click Upload.

r
Upload Parsers

= -
File Name ~ O Progress Start Time File Name Status

cimcorcimtrakpe.envision

Cancel Upload

6. Upon completion of the upload click Cancel.
Upload Parsers
+ -—

File Name ~ O Progress Start Time File Mame Status

cimcorcimtrakpe.envision [ oo 2016-02-08 11:21:13  cimcorcimtrakp...  Completed

RSA
READY
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Cancel Upload
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7. Connect to the Security Analytics Log Decoder Server using WinSCP. Copy the table-map-
custom.xml file from the contents of the .zip file to the /etc/netwitness/ng/envision/etc folder. If
the table-map-custom.xml file already exists on the log decoder(s), enter only the contents

between the <mappings>...</mappings>.

<mappings>

<mapping envisionName="operation_id" nwName="operation.id" flags=="None"/>

<mapping envisionName="severity" nwName="severity" flags="None" envisionDisplayName="Severity|SeverityLevel"/>

<mapping envisionName="sessionid" nwName="log.session.id" flags="None"/>

<mapping envisionName="process_id" nwName="process.id" flags="None" format="Int64" null Tokens="(null)-"/>

<mapping envisionName="context" nwName="context" flags="None"/>

</mappings>

8. Navigate to Administration > Services and check the Log Decoder(s) then click Restart.

I vm3099 log Decoder vm3099 log Decader Log Decoder 10.5.0.0.5307 ol
O ® 310 Concentrator 105.0.05307 Yiew >
Delete
Warehouse Connector Edit
O o Warehouse Connector Sta
Stop
Restart
9. Navigate to Administration > Services and check the Log Decoder(s) then click View> Config.
™ vm3099 log Decoder vm3099 log Decoder Log Decoder 10.5.0.0.5307 o)
O e @ m310 Concentrator 10§ System View >
Stats Delete
O sanet Warehouse Connector Confie dit
O ¢ rsa.net Warehouse Connector Explore S
Logs Stop
Security Restart

10. The new device is listed under the Log Decoder(s) General Tab within the Service Parsers

Configuration.

Service Parsers Configuration

Name Config Value

cimcorcimtrakpe ™

Enable All  Disabls All

-10 -
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11. The Log Decoder is now ready to parse events for this device. Below is an example of the RSA SA
metadata collected from an Absolute DDS logfile.

Event Reconstruction

service id type servicetype service class
10.100.52.173 77408 Log arrayspxpe VPN

View Meta Viewlog [ Exportlogs &l Open Eventin NewTab
sessionid = 77408

time = 2016-02-10T13:12:27.0

size = 195

device.ip = 10.10052.173 =

medium = 32

device.type = "arrayspxpe” -

deviceclass = "VBN" ¥

header.id = "0002"

ip.src = 10.1.231.6

result = '"TCP_MIS5/200"

rbytes = 12338

action = "fj51285072889/sitewide/js/sitewide.js"
web.ref.query = "DIRECT"

ip.dst = 173.223.232.130

level = &

msg.id = "AN_SQUID_LOG" &

event.cat.name = "User.Activity™ ~

Viewing Log E Show Reconstruction Log

READY
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1. After connecting the CimTrak Management Console to the Master Repository, right-click the

main node of the tree, as displayed below. (The main node has a globe graphic.)

 CimTrak Management Console

EEX
File Edit View Reporks Options Help
53 s (4] >
- OIEIMEETE  RepsstonInio | Event Log | Netss | Logged On Lssis | Locked Acoounts |
=) localhostFS
Version: 20611 Buid 10539
Operating System Windows XP Service Pack 3 Buid 2600
System Uptime 10 dape T hour 4 minutes 56 seconds
Fiepostary Upline. 21 minutes 1 secend
Port 743
File Sterage Path CACHTrak2\Ci T rak ServerDebughStarage’
Agent Connections: 0 Managsment Console Connestions 1 Tolal Connestions 1
[Soial | Fiofessional Stenderd Erpiration
Worbers | Tgens] Thects] Fgerts] Thecs| Days] Do Lol
CTCPORIE.. [ 0 0 0 WA N
Total 1 0 0 0
Used 1 0 0 0
bad.. Delete bctivale...
Logon suscessful 20811E

-12-
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2. On the menu which appears, select Properties.

CimTrak Management Console
Fle Edt View Reports Options Help

O]

+ jepostary Info | Event Log | Notes | Logged On Uisers | Lacked Aceaunts |

% ‘ersion: 20617 Build 10925
Log off Diperating System “Windows P Service Pack 3 Build 2600
Lockal...
g”'“k:” u retemUpiine i e aearis
orce Syncen
Cancel AllLacks  Fepositary Lptime: 21 minutes 1 secand
Fort 743
e Fie Storage Path CACMTrsk2\CimTrakServer\Debug\Storage
Bulk Operations
Bgent Connections i Management Conscle Connections: 1 Total Connestions: 1
Permissions. ..
stiel I Frofessional Stendard I Expiation
umbers | Agents] Objects| Agents| Objects| Days|  DaysLeft|
] /b Nz

CTCPOZ18.. 1 [t}

Add. Delete Activate

(CIMCOR '

Logon successhul 20B11E

3. Within the pop-up window, enter in the IP address of your Security Analytics system in the

Syslog field.

Loaging | Repositary Settlngs] Password F‘ol\c\es] Eommunu:at\on1 Logon Eanner] AD/LDAP]

data in that row, If you want log files formatted for WebTrends generated, check the box for logging to file.

To enable any of the logging protocals below, fill in the fields for the row matching the desired loaging option. To disable a protocol, delete the

Server [P Port. Uzemame: Password: Display Mame:  From Address: Email Interval Require TLS

SMTP | [ | | |
MitraSecurity NPP m
J—

SHMP J—‘,_IJ‘ Community:
1 514 Protocol CimTrak UDP ']

Purge Log Files After. 0 days [0 =never)

Syslog
™ Enable Lagging ta File [wehT rends)

Repository Events
—MNumber of Events to Keep [O=na limit)

0 Daps @ Quantity

¥ Log Administrative DB Changes

0 mirtes |

-

-13-
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4. Select RSA enVision UDP or RSA enVision TCP from the dropdown Protocol menu.

ER Note: The protocol port is automatically configured to the default
values of 514 for UDP and 1468 for TCP. These values can be modified.
Please refer to the product documentation for further information.

Trak Repository

Logging | Repositary Settings] Password Pnl\c\esi Enmmuni:at\nn1 Logon Banner] AD»’LDAF’]

To enable any of the logging protocaols below, fill in the fields for the row matching the desired logging option. To dizable a protocol, delete the
data in that row. If you want log files formatted for 'WebTiends generated, check the box for logging to file.

Server [P Port: Usemame: Password: Display Name:  From Address: Email Interval Require TLS

SMTP ] ]_U] ] ] ] ]_D mintes |
MitroSecurity NPP ]‘—‘I_U‘ |
SNMP J—‘,_U‘ Cammunity: J—
Syslog Wlﬁ Frotocol W

X r CimTrak UDP
™ Enable Logging ta File [a/ebT rends) Purge Log Files Aft CimTrok TCF

= never)

Repository Events
—Mumber of Events to Keep [O=na limit)

0 Daps @ Quantity

FiSA entvision TCP

5. Select OK at the bottom of the pop-up to save the new settings.

CimTrak Repository
Loaging | Repositary Settlngs] Password F‘ol\c\esi Eommunu:at\on1 Logon Eanner] AD/LDAP]

To enable any of the logging protocals below, fill in the fields for the row matching the desired loaging option. To disable a protocol, delete the
data in that row, If you want log files formatted for WebTrends generated, check the box for logging to file.

Server [P Port. Uzemame: Password: Display Mame:  From Address: Email Interval Require TLS

SMTP ] ,_D] ] ] ] ]_D minutes |
MitraSecurity NPP ].—‘"_D‘ m
SHMP J—‘,_IJ‘ Community: J—

Syslog Wm Protocol,

™ Enable Lagging ta File [wehT rends) Purge Log Files After. 0 days [0 =never)

Repository Events
—MNumber of Events to Keep [O=na limit) 1
0 O Daps @ Quantity v Log Administrative DB Changes

READY
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Certification Checklist for RSA Security Analytics

Date Tested: February 17, 2016

Certification Environment
Product Name Version Information Operating System
RSA Security Analytics 10.5 Virtual Appliance
Cimcor CimTrak 2.0.6.11 Linux
Security Analytics Test Case Result
Device Administration
Partner's device name appears in Device Parsers Configuration W
Device can be enabled from Device Parsers Configuration W
Device can be disabled from Device Parsers Configuration W
Device can be removed from Device Parsers Configuration W
Investigation
Device name displays properly from Device Type W
Displays Meta Data properly within Investigator W

/= Pass . = Fail N/A = Non-Available Function

READY
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Appendix

Security Analytics Disable Device Parser

To disable the Security Analytics Integration Package but not delete the XML from the system,
perform the following:

1. Navigate to Administration > Services and check the Log Decoder(s) then click View> Config.

¥ ® vm3099 log Decoder vm3099 log Decoder Log Decoder 105.0.0.5307 £

O e 101 - Cancentratn ° 3 Eantentrator 10)  System | B %
Stats Delete
annector ;
Config Edit

rehouse Connector Explore

Logs Stop

Security Restart

2. From the Service Parses Configuration window, scroll down to the device you wish to disable
and uncheck the Config Value checkbox.

Service Parsers Configuration Enable All - Disable Al
Name Config Value
cimcorcimtrakpe ™

3. Click Apply to save settings.

Security Analytics Remove Device Parser

To remove the Security Analytics Integration Package files from the environment, perform the
following:

1. Connect to the Security Analytics Log Decoder/Collector Server using SSH and open the
/etc/netwitness/ng/envision/etc/devices folder.

2. Search for the device you are targeting for removal and delete the folder containing the device
xml.

3. Returning the system to its original state will require either modifying or removing the table-
map-custom.xml based on your systems configuration. The table-map-custom.xml file is
located in the /etc/netwitness/ng/envision/etc folder of the SA Log Decoder(s).

-16 -
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