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Collecting Azure Events in NetWitness Platform

Microsoft Azure is a cloud computing platform and infrastructure for building, deploying, and managing
applications and services through a global network of Microsoft-managed data centers.

The following topics describe how to configure Azure as an event source:

1.

2
3.
4

Configure the Azure Event Source

. Set Up the Azure Event Source in NetWitness Platform

Azure Collection Configuration Parameters

. Troubleshooting Collection From the Azure Event Source

Collecting Azure Events in NetWitness Platform
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Azure Collection Plugins

There are 3 plugins associated with Azure collection:

e azureaudit: collects management logs

Note: You may need to have Microsoft Azure premium access to collect the audit logs.

Azureaudit

This plugin collects Azure resource management events:

e What, who, and when information for any write operations (PUT, POST, DELETE) taken on the
resources in your subscription.

e Administrative: for example, "create virtual machine" and "delete network security group®
e Service Health: for example, "SQL Azure in East US is experiencing downtime.*

e Alert: for example, "CPU % on myVM has been over 80 for the past 5 minutes."

* Autoscale: for example, "Autoscale scale up action failed."

e BaseURL: https://management.azure.com

e Microsoft documentation: Monitor Subscription Activity with the Azure Activity Log

Configuration in Azure

These are the Azure configuration procedures for all of the plugins:
1. Create an Active directory application and create a secret key.
2. Set APIs and permissions for the created App.

¢ If you are collecting using azureaudit, use the Azure service management API.

3. Assign a Role to created App.

Note: Azure AD Graph API is now deprecated. For more information, see
https://docs.microsoft.com/en-us/previous-versions/azure/ad/graph/api/api-catalog. Customers using
NetWitness Platform version 12.2 or later can use either the AzureMonitor or MS Azure Graph
plugin to capture Azure events.

Azure Collection Plugins 5
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Azure Configuration Goals

The Microsoft Azure interface is subject to change at any time. Thus, it is difficult for this
documentation to provide accurate steps for the procedures that the configuration of Azure with
NetWitness requires. The following list describes what you need to accomplish, rather than the exact
steps to perform in Microsoft Azure.

The NetWitness plugins and scripts need to authenticate to the Azure APIs
To accomplish this, you must create a "client application" within Azure Active Directory (AD).
This client app functions as a common authentication point for our scripts to each of the Azure APIs

As you create your client app, you need to obtain some IDs and parameters that you need to provide
during the event source configuration in NetWitness.

Finally, you need to assign your client app a "role" (typically with Reader or Security Reader
permissions) in Azure, for access to subscriptions within a tenant.

Note: To collect azureaudit events, the Reader role is sufficient.

Later in this guide, we provide steps to configure the client app. However, as noted, the steps may vary
based on updates and changes by Microsoft. In addition to following these steps, you must also:

1. Add APIs for the NetWitness provided scripts to access.

2. Grant permissions to use them for this client app.

3. Create a secret key and gather other configuration settings and IDs for use in our Event Source
Configuration.

6
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Configure the Azure Event Source

Configuration Procedures

To configure Azure, you must complete these tasks:

I. Create an Active Directory Application

II. Get Client ID and Authentication Key

III. Get the Federation Metadata Endpoint

IV. Set Permissions

V. Assign a Role to the AD Application

Create an Active Directory Application

You can currently view the Microsoft Azure Prerequisites to access the Azure AD reporting API topic
for more details. Note, however, that Microsoft can move or delete that link whenever it chooses.

To create an Active Directory application:

Note: These instructions are available on the Microsoft Azure page Prerequisites to access the Azure
AD reporting API.

1. Log in to your Azure account through the Microsoft Azure portal (https://portal.azure.com).

2. Make sure you know the default Active Directory for your subscription, as you can only grant access
for applications in the same directory as your subscription.

3. Select Active Directory from the left pane.

All services [ £ kearch All ‘

Overview Featured

Categories TR — =
g @ = ©
Al Virtual App Services Storage sQL

machines accounts databases C

4> > (%) @

Virtual Azure Active Resource Monitor
networks Directory groups

General

Compute

Networking

Storage

Web

4. On the Azure Active Directory blade, click App registrations.

Configure the Azure Event Source 7
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contoso cloud

O Search (Cirl =)

O Overview

7i Quick start

MANAGE
A Users and groups
S Enterprise applications

= App registrations

L Application proxy

g Licenses
Azure AD Connect
Domain names

@ Mobility (MDM and MAM)

5. On the App registrations blade, in the toolbar on the top, click New application registration.

+ New application registration] := Endpoints % Troubleshoot

6. On the Create blade, perform the following steps:

a. Provide a name for the application.

b. Select the Application type from the drop-down menu.

c. For SIGN-ON URL, enter http://localhost
d. Click Create.

Get Client ID and Authentication Key

When programmatically logging in, you need the client ID for your application. To use with RSA

NetWitness Platform, you also need an authentication key.

To get your client ID and key:

1. The Object ID and Application (client) ID can be found on the Overview page.

|/O Kearch (Ctrl+/) | « @ Delete & Endpoints

0 Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? =

Display name

Quickstart
test
Manage Application (client) ID
Branding Directory (tenant) ID
’ L 3
2 Authentication s}
Object ID

Certificates & secrets

2. Copy the Application (client) ID.

Supported account types
My organization only
Redirect URIs

Add a Redirect URI
Application ID URI

Add an Application ID URI

Managed application in local directory
test

Configure the Azure Event Source
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Note: You will need this later, when configuring the event source in RSA NetWitness Platform.

3. In the left navigation panel, select new Certificates and Secrets.

4. In the Client secrets section, click New Client secret to create a key.

test - Certificates & secrets 2 X

| O Search (Ctrl+/) | « o Copy the new client secret value. You won't be able to retrieve it after you perform another operation or leave this blade.

) Credentials enable applications to identify themselves to the authentication service when receiving tokens at a web
i Overview addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a
client secret) as a credential.

Quickstart
Manage Certificates
= Branding Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as

public keys.

T Upload certificate

No certificates have been added for this application.

3) Authentication
Certificates & secrets

- APl permissions

@ Expose an AP| Thumbprint Start Date Expires

i, Owners

Roles and administrators (Pr... .
( Client secrets

B Manifest A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application
password.
Support + Troubleshooting

K Troubleshooting

- v

5. Add a description for the key and add an expiration date.
6. Click Add to create your key.

Warning: The saved key is displayed and you must copy it now. You will not be able to retrieve
the key later.

Get the Federation Metadata Endpoint

You will need to pass the Federation Metadata Endpoint with authentication requests to RSA NetWitness
Platform.

Configure the Azure Event Source 9
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To retrieve the Federation Metadata Endpoint:

1. Navigate to Active Directory > App Registrations > Endpoints.

All services > Dell Technologies - App registrations

= Dell Technologies - App registrations X
#  Azure Active Directory
[o_search Cirl+/ ‘ « ~+ New registration | @ Endpoints | £? Troubleshooting Q Got feedback?
@ welcome to the new and improved App registrations (now Generally Available). See what's new —>
[l Devices
& App registrations Looking to learn how it's changed from App registrations (Legacy)? Learn more

Still want to use App registrations (Legacy)? Go back and tell us why

®

Identity Governance N
All applications | Owned applications

% Licenses [ start typing a name or Application ID to filter these results
> Azure AD Connect Display name Application (client) ID Created On Certificates & secrets
&= Custom domain names RS, 11/14/2019
MDM and MAM ﬂ TSI . 0/24/2019 @ Current
t . e 4/27/2017
Tl Company branding ﬂ RSN, . //20/2019
&8 User settings ﬂ SRR 3/26/2018 O Expired
1! Properties “ S 6/13/2017 @ Current
\ . AmMmamain - v

2. Copy the URL in the WS-FEDERATION SIGN-ON ENDPOINT field.
Endpoints a x

FEDERATION METADATA DOCUMENT

httpsi//loginmicrosaftonline.com/d383 E

'WS-FEDERATION SIGN-ON ENDPOINT

Jnttps//togin micresoftonline.com/

&)

SAML-P SIGN-ON ENDPOINT

hitpsi//loginmicrosaftonline.com/d383 E

SAML-P SIGN-OUT ENDPOINT

https://loginmicrosoftonline.com/d383. E

MICROSOFT AZURE AD GRAPH API ENDI

hitpsi//graphwindows.net/d38362e1.

OAUTH 2.0 TOKEN ENDPOINT

hitpsi//loginmicrosoftonline.com/d383... E

OAUTH 2.0 AUTHORIZATION ENDPOINT

htpsi//loginmicrosoftonline.com/d383... E

3. Remove the trailing /wsfed characters from the end of the listed URL.

https://login.microsoftonline . com,/ X MM - NN~ NI - I - KX E KK NNK .-'stfed 1
——>
https://login.microsoftonline. com/ XXX XXAX—XAXK XX EX - XEXH - EXXXXXXXEKEK
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Set Permissions

If your application accesses resources on behalf of a signed-in user, you must grant your application the
permission to access other applications. You do this in the API permissions section. By default, a
delegated permission is already enabled for the Azure Active Directory. Leave this delegated permission
unchanged.

1. In the API permissions section, click Add a permission.

2. Under the Microsoft APIs, select Azure Service Management and click on Application
permission.

3. Add the permissions you require:
¢ To configure azure_audit logs alone, the required application permission is AuditLog.Read.All.

4. After you select the required permissions, click Add permissions.

Note: To set the permissions above, you might need administrator access.

After you add permissions, the API permissions window looks like the following:

e For azure audit:

_ ) ; _ . @
= Microsoft Azure P Search resources, services, and docs (G+/) > oo & 7 © RSA GLOBALTEST TENANT @0

All services > RSA Global Test Tenant - App registrations > test_adit_azure_ad - API permissions

-%)- test adit_azure_ad - API permissions < X

[p Search (Ctrl+/) ‘ « O Refresh

2 Overview

% Quickstart Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should
Manage include all the permissions the application needs. Learn more about permissions and consent
&= Branding
2 Authentication

Certificates & secrets

APl / Permissions name Type Description Admin Consent Requi... Status
< API permissions \Microsoft Graph (2)
& Expose an API Auditlog.Read.All Application  Read all audit log data Yes @ Granted for RSAGlobal =+
. Owners UserRead Delegated ~ Sign in and read user profile - @ Granted for RSAGlobal  ++

Roles and administrators (Pr...

K

El Manifest

Support + Troubleshooting

ﬂ Troubleshooting
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e o o 4 _

Home » RSA Engineering 01 - App registrations > aht_ad_logs_test - API permissions

- aht_ad_logs_test - APl permissions

L« P
|2 search (cri+ | () Refresh

Overview Configured permissions

# CQuickstart Applications are authorized te call APIs when they are granted permissions by users/admins as part of the censent process. The list of configured permissiens should include
all the permissions the application needs. L&
Manage
Add a permission
B Branding -

3 Authentication
° API / Permissions name Type Description Admin Consent Requir...  Status
Certificates & secrets
 Azure Active Directory Graph (3)

- AP| permissions

Directory.Read All Application  Read directory data Yes @ Granted for RSA Engine,, ==+
@ Expose an API
Delegated  Read directory data Yes @ Granted for RSA Engine, | ==+
¥ Owners
Delegated  Sign in and read user profile = @ Granted for RSA Engine,, +=+
w Roles and administrators (Previ...
Bl Manifest
AuditLog.Read A Application  Read all audit log data Yes @ Granted for RSA Engine,, =

Support + Troubleshooting
ﬂ Troubleshooting

£ New support request

Assign a Role to the AD Application

Note: Instructions in this section were adapted from the following Microsoft Azure documentation

topic: https://docs.microsoft.com/en-us/azure/active-directory/role-based-access-control-configure#add-
access.

This section describes how to set permissions for the entire subscription. You can also grant permissions
on a more restrictive level, for example, for each "resource group." The steps do this are similar: see the
Microsoft Azure documentation (linked in the previous note) for details.

To add a Reader role for the client application:

1. Navigate to Subscriptions in the Azure portal.

2. Select the subscription that you want to read from and click Access Control(IAM).

3. Under Add a role assignment, click Add.

4. Under the Role heading, select Reader, and under SELECT, choose your application name.
5. Click Save.

12 Configure the Azure Event Source
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The following screen shows an example subscription and Reader role.

Microsoft Azure P Search resources, services, and docs (G+/)
RSA GLOBAL TEST TENANT &

Home > Subscriptions > NetWitness Engineering Dev1 - Access control (JAM)

Subscriptions ¢ X 8q NetWitness Engineering Devl - Access control (IAM)
Add [ S t Add Q Got feedback? V]
B
Showing subscriptions in RSA Global Test ’ e < - Assign access 10O
nant. Don't see  subscription? © ovenview Check access Spments {Klasiontminstsiol [ Azure AD user, group, or senvice principal M

& Activity log Select®
—— 8 Check access ‘
= = Access control (1AM test |
[Bseected v [3selected v oM Review the level of access a user, group, senvice principal, or ¢ Add a role assignment
i managed identity has to this resource. Learn more & .
2 isgnese and solve problems y £ =

Grant access to resources at this scope by
assigning a role to a user, group, service

jvh@rsaglobaitest onmicrosoft.com

[ show only subscriptions selected in the @ Security

iptions filter rincipal, or managed identity
Events v ey test_reader
h to flte ite | ]
Subscrip.fy,  Subscription 1Dy Cost Management el est Savan
NetWitness .. 2ffic8d5-ff42-4dc.. ==* 1 Costanalysis
© Budgets @  View role assignments test_security_reader
@ Advisor recommendations View the users, groups, service principals
and managed identities that have role e ADRA
- assignments granting them access at this
iling

Leam more (7' Selected members

A2 Partner information

Settings

test_adit_azure_ad

& Programmatic deployment View deny assignments

Resource groups View the users, groups, service principals
and managed identities that have been

i Resources denied access to specific actions at this
scope.

= Usage + quotas

solces

&) Management cer

My permissions
Resource providers

d Deployments

Properties

Configure the Azure Event Source 13
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Set Up the Azure Event Source in NetWitness Platform

In NetWitness Platform, perform the following tasks:
* Deploy the Azure plugins and cef parser from Live.

e Configure the event source.

Deploy the Azure Files from Live

Azure requires resources available in Live in order to collect Azure logs.

To deploy the Azure content from Live:
1. In the NetWitness Platform menu, select Live.
2. Browse Live for Azure content, typing azure into the Keywords text box and click Search.
3. Select the items returned from the Search
e MS Azure Active Directory Audit Log Collector Configuration
4. Click Deploy to deploy the parsers to the appropriate Log Collectors, using the Deployment Wizard.

5. Repeat steps 2—4 to find and deploy the cef parser.

For more details, see the Add or Update Supported Event Source Log Parsers topic, or the Live Resource
Guide on NetWitness Link.

Configure the Azure Event Source

To configure the Azure Event Source:
1. In the NetWitness Platform menu, select Administration > Services.

2. In the Services grid, select a Log Collector service, and from the Actions menu, choose View >
Config.

3. In the Event Sources tab, select Plugins/Config from the drop-down menu.

The Event Categories panel displays the File event sources that are configured, if any.
4. 1In the Event Categories panel toolbar, click +.

The Available Event Source Types dialog is displayed.

14 Set Up the Azure Event Source in NetWitness Platform
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Available Event Source Types

[l Name ~

azure_ad_audit

azureaudit

O
[ azure_ad_signin
O
O

cloudtrail

Cancel OK

5. Select one of the Azure entries from the list, and click OK.

The newly added event source type is displayed in the Event Categories panel.

6. Select the new type in the Event Categories panel and click + in the Sources panel toolbar.

The Add Source dialog is displayed.

Mame * AzureMgtLogs

Enabled ™

Client ID *

Client Secret *
):m Resource Base URL https://management.azure.com/

Federation Metadata
Endpoint *

https://login.microsoftonline.com/t
Subscription 1D *

Tenant Domain *

Resource Group Name  RSA-Azure-POC

Start Date * 85

>

Advanced

Test Connection

Note: This dialog box is for the azureaudit plugin. The available parameters for the other Azure
plugins are slightly different.

7. Define parameter values, as described in Azure Collection Configuration Parameters.

Click Test Connection.

The result of the test is displayed in the dialog box. If the test is unsuccessful, edit the device or
service information and retry.

Note: The Log Collector takes approximately 60 seconds to return the test results. If it exceeds the
time limit, the test times out and NetWitness Platform displays an error message.

9. If the test is successful, click OK.
The new event source is displayed in the Sources panel.

10. Repeat steps 4-9 to add another Azure plugin type.

Set Up the Azure Event Source in NetWitness Platform 15
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Troubleshooting Collection From the Azure Event

Source

Category Users that have a Log Collector at a version older than 10.6.2 will see the plugin for
azureaudit Azure, but cannot add a source.
v1st1ble [l))lllt This is visible if you have pulled down new content from Live after the release of
not usable Security Analytics 10.6.2. If you navigate to your LC > View | Config > Event
Sources > Plugins | Config, you can add the azureaudit Event Category. However, if
you attempt to add a source, the Add Source dialog box will not contain any of the
Azure parameters:
el s
Command Args
Debug off ~
Cancel 0K
Content If you pulled down new content from Live before you upgraded to 10.6.2,
overwritten = RSA strongly recommends that you pull down the content again, after you upgrade.
after an Note that the Logcollector service will need to be restarted after you pull down the
upgrade to new content.
10.6.2
16 Troubleshooting Collection From the Azure Event Source



Microsoft Azure Event Source Log Configuration Guide

Getting Help with NetWitness Platform

Self-Help Resources

There are several options that provide you with help as you need it for installing and using NetWitness:

See the documentation for all aspects of NetWitness here:
https://community.netwitness.com/t5/netwitness-platform/ct-p/netwitness-documentation.

Use the Search and Create a Post fields in NetWitness Community portal to find specific
information here: https://community.netwitness.com/t5/netwitness-discussions/bd-p/netwitness-
discussions.

See the NetWitness Knowledge Base: https://community.netwitness.com/t5/netwitness-knowledge-
base/tkb-p/netwitness-knowledge-base.

See the documentation for Logstash JDBC input plugin here:
https://www.elastic.co/guide/en/logstash/current/plugins-inputs-jdbc.html.

See Troubleshooting section in the guides.
See also NetWitness® Platform Blog Posts.

If you need further assistance, Contact NetWitness Support.

Contact NetWitness Support

When you contact NetWitness Support, please provide the following information:

The version number of the NetWitness Platform or application you are using.

Logs information, even source version, and collection method.

If you have problem with an event source, enable Debug parameter (set this parameter to On or
Verbose) and collect the debug logs to share with the NetWitness Support team.

Use the following contact information if you have any questions or need assistance.

NetWitness Community Portal https://community.netwitness.com
In the main menu, click Support > Case Portal > View My
Cases.
International Contacts (How to https://community.netwitness.com/t5/support/ct-p/support
Contact NetWitness Support)
Community https://community.netwitness.com/t5/netwitness-discussions/bd-

p/netwitness-discussions

Getting Help with NetWitness Platform
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Feedback on Product Documentation

You can send an email to feedbacknwdocs@netwitness.com to provide feedback on NetWitness Platform

documentation.

18 Getting Help with NetWitness Platform
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